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[bookmark: _Toc12278063]Part A - Order Form 

	Digital Marketplace service ID number:
	233244309765447

	Call-Off Contract reference:
	Bravo Project 20006    

	Call-Off Contract title:
	DWP Short Messaging Service (SMS)

	Call-Off Contract description:
	Contract will provide an SMS which will enable contact through text messaging. This is delivered via an API (system to system) and Web (manual) interface.

	Start date: 
	01/12/2019

	Expiry date:
	30/11/2020

	Call-Off Contract value:
	£4.2m  (including VAT)


	Charging method:
	Monthly, based on consumption only

	Purchase order number:
	Details will be provided to the Supplier separately


This Order Form is issued under the G-Cloud 11 Framework Agreement (RM1557.11). 
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	[Redacted]

	To: the Supplier



	[Redacted]

	Together: the ‘Parties’



[bookmark: _Toc12278064]Principle contact details 
	For the Buyer:


	[Redacted]

	For the Supplier:
	[Redacted]



[bookmark: _Toc12278065]Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 1st December 2019 and is valid for 12 months

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least [90] Working Days from the date of written notice for undisputed sums or at least [30] days from the date of written notice for Ending without cause. 

	[bookmark: _17dp8vu]Extension period:
	This Call-Off Contract can be extended by the Buyer for up to twelve [12] months period(s) of up to twelve months each, by giving the Supplier twelve weeks  written notice before its expiry.
Extensions which extend the Term beyond 24 months are only permitted if the Supplier complies with the additional exit plan requirements at clauses 21.3 to 21.8.
[bookmark: _3rdcrjn][The extension period after 24 months should not exceed the maximum permitted under the Framework Agreement which is 2 periods of up to 12 months each. 
[bookmark: _26in1rg]Under the Spend Controls process, prior approval must be obtained from the Government Digital Service (GDS) if the:
· [bookmark: _lnxbz9]Buyer is a central government department 
· Contract Term is intended to exceed 24 months]



[bookmark: _Toc12278066]Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud lot:
	This Call-Off Contract is for the provision of Services under: 
Lot 2 – Cloud Software


	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below:
The Supplier will deliver Short Message Services (SMS) which will enable the Buyer to send text messaging communications; through Web gateway and the API channel

[bookmark: _1ksv4uv] 

	Additional Services:
	No additional services are included in this Call Off Contract

	Location:
	Not relevant for this purposes of this Call-Off Contract

	Quality standards:
	The quality standards required for this Call-Off Contract are defined within the G-Cloud framework and those specified in paragraph 14 in this Order Form and Schedule 1 – Services of this Call Off Contract.

	Technical standards: 
	The technical standards required for this Call-Off Contract are defined within the G-Cloud framework and those specified in paragraph 14 in this Order Form and Schedule 1 – Services of this Call Off Contract.

	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are 
[Redacted] 

	Onboarding: 
	No on-boarding is required

	Offboarding: 
	No off-boarding is required

	Collaboration agreement:
	In accordance with Clause 31 of this Call-off Agreement (Part B), the Buyer does not require the Supplier to enter into a Collaboration Agreement.

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed four hundred and twenty thousand pounds [£420,000].   
The annual total liability for Buyer Data defaults will not exceed 50% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability for all other defaults will not exceed the greater of 50% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).

	Insurance:
	The insurance(s) required will be: 
· [a minimum insurance period of [6 years] following the expiration or Ending of this Call-Off Contract]
· [professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)]
· [employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law]

	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than one hundred and twenty [120] consecutive days.

	Audit:
	No audits to be taken.

	Buyer’s responsibilities:
	The Buyer is responsible for 
· Liaison with the Buyer stakeholders and user community;
Liaison with other third parties as needed


	[bookmark: _44sinio]Buyer’s equipment:
	No Buyer’s equipment is needed to be used with this Call-Off Contract 



[bookmark: _Toc12278067]Supplier’s information
	Subcontractors or partners:
	The Supplier has no subcontractors or partners involved in the delivery of this Call-Off Contract.



[bookmark: _Toc12278068]Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS

	Payment profile:
	The payment profile for this Call-Off Contract is Monthly in Arrears. 

	Invoice details:
	The Supplier will issue electronic invoices monthly in arrears. The Buyer will pay the Supplier within [30] days of receipt of a valid invoice.

	Who and where to send invoices to:
	[Redacted]

	Invoice information required – for example purchase order, project reference:
	All invoices must include supporting Billing Management Information (MI).

	Invoice frequency:
	Invoice will be sent to the Buyer monthly in arrears, as detailed in the SMP calendar and invoice date document 

 

	Call-Off Contract value:
	The total value of this Call-Off Contract is £4.1m.

	Call-Off Contract charges:
	The breakdown of the Charges is specified within the Schedule 2 – Call- Off Contract charges


[bookmark: _3j2qqm3]
[bookmark: _Toc12278069]Additional Buyer terms
	[bookmark: _4i7ojhp]Performance of the service and deliverables: 
	
[bookmark: _2xcytpi]The Supplier shall comply with Baseline Personnel Security Standard / Government Staff Vetting Procedures in respect of all persons who are employed or engaged by the supplier in provision of this Call-Off Agreement.  A Guide for DWP Suppliers has been prepared and attached below.
The Supplier shall at all times maintain appropriate levels of security in the provision of the Services and as directed by the Buyer, shall comply with the Buyer’s security policies and procedures.

	Guarantee:
	N/A

	[bookmark: _2bn6wsx]Warranties, representations: 
	N/A 

	Supplemental requirements in addition to the Call-Off terms:
	N/A

	Alternative clauses:
	N/A 

	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	N/A 

	Public Services Network (PSN):
	N/A

	Personal Data and Data Subjects:
	Confirm whether either Annex 1 or Annex 2 of Schedule 7 is being used: Annex 1 



1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.11.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	[Redacted] 
	[Redacted] 

	Title:
	[Redacted] 
	[Redacted] 

	Signature:
	[Redacted]
	[Redacted]

	Date:
	11/11/2019
	20/11/2019


[bookmark: _Toc12278070]
Schedule 1 - Services
[bookmark: _Toc12278071]1.1	The Supplier shall deliver Short Message Services (SMS) which will enable the Buyer to send text messaging communication.
1.2	The services that will be provided are as described within the overall G-Cloud 11 Service Definition document (service ID233244309765447)
and the Generic Service clarification document below; 



[bookmark: _MON_1572696462] 
Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

2.1	The following SMS Pricing shall apply:  
[Redacted]

2.2	The following charging principles shall apply: 
2.2.1 	Call-Off Contract Charges will not increase during the term of this Call-Off contract;
2.2.2 	where the Supplier’s G-Cloud 10 pricing or pricing in future versions of G-Cloud  is reduced, the Supplier  shall automatically apply this pricing to this Call-Off Contract; 
2.2.3 	there shall be no minimum commitment on volume or charges to be applied; 
2.3.4 	there shall be no account charge, subscription, maintenance, monthly service, licence or invoice fees applied;
2.3.5 	all costs are included within the SMS pricing detailed below, including the costs for any changes the Buyer requires to the services and there are no additional charges;
2.3.5 	invoices will be sent to the Buyer monthly in arrears and the supplier shall comply with the Buyer’s invoice procedures; 
2.3.6	there will be no payments made to the Supplier upon termination or expiry of the agreement;
2.3.7	the lowest Cost Per Fragment shall apply to all of the SMS Fragments sent within the relevant billing period

[bookmark: _Toc12278072]Part B - Terms and conditions
[bookmark: _Toc12278073]1. Call-Off Contract start date and length
1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.
[bookmark: _Toc12278074]2. Incorporation of terms

2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _147n2zr]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _3o7alnk]4.11 to 4.12 (IR35)
· [bookmark: _23ckvvd]5.4 to 5.5 (Force majeure)
· [bookmark: _ihv636]5.8 (Continuing rights) 
· 5.9 to 5.11 (Change of control) 
· [bookmark: _32hioqz]5.12 (Fraud)
· [bookmark: _1hmsyys]5.13 (Notice of fraud)
· [bookmark: _41mghml]7.1 to 7.2 (Transparency)
· [bookmark: _2grqrue]8.3 (Order of precedence)
· [bookmark: _vx1227]8.4 (Relationship)
· [bookmark: _3fwokq0]8.7 to 8.9 (Entire agreement)
· [bookmark: _1v1yuxt]8.10 (Law and jurisdiction)
· [bookmark: _4f1mdlm]8.11 to 8.12 (Legislative change)
· [bookmark: _2u6wntf]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _19c6y18]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _3tbugp1]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _28h4qwu]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _nmf14n]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _37m2jsg]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _1mrcu09]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _46r0co2]8.49 to 8.51 (Publicity and branding)
· [bookmark: _2lwamvv]8.52 to 8.54 (Equality and diversity)
· 8.57 to 8.58 (data protection)
· [bookmark: _111kx3o]8.62 to 8.63 (Severability)
· [bookmark: _3l18frh]8.64 to 8.77 (Managing disputes and Mediation) 
· [bookmark: _206ipza]8.78 to 8.86 (Confidentiality) 
· 8.87 to 8.88 (Waiver and cumulative remedies)
· 8.89 to 8.99 (Corporate Social Responsibility)
· paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form

2.2 [bookmark: _4k668n3]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _2zbgiuw]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _1egqt2p]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _3ygebqi]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _2dlolyb]The Parties acknowledge that they are required to complete the applicable Annexes contained in schedule 4 (Processing Data) of the Framework Agreement for the purposes of this Call-Off Contract.  The applicable Annexes being reproduced at schedule 7 of this Call-Off Contract.
2.4 The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.5 [bookmark: _sqyw64]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

[bookmark: _Toc12278075]3. Supply of services

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
[bookmark: _Toc12278076]
4. Supplier staff

4.1 The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.

[bookmark: _Toc12278077]5. Due diligence

5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _Toc12278078]6. Business continuity and disaster recovery

6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.

[bookmark: _Toc12278079]7. Payment, VAT and Call-Off Contract charges

7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment Processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.

[bookmark: _Toc12278080]8. Recovery of sums due and right of set-off

8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.

[bookmark: _Toc12278081]9. Insurance

9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third­-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 

[bookmark: _Toc12278082]10. Confidentiality 

10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.78 to 8.86. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
[bookmark: _Toc12278083]11. Intellectual Property Rights

11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
[bookmark: _Toc12278084]12. Protection of information

12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.

[bookmark: _Toc12278085]13. Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data.
13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Protection of Sensitive Information and Assets at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· [bookmark: _43ky6rz]the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/collection/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.

[bookmark: _Toc12278086]14. Standards and quality

14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.

[bookmark: _Toc12278087]15. Open source

15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.

[bookmark: _Toc12278088]16. Security

16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 

[bookmark: _Toc12278089]17. Guarantee

17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee

[bookmark: _Toc12278090]18. Ending the Call-Off Contract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.

[bookmark: _Toc12278091]19. Consequences of suspension, ending and expiry

19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.87 to 8.88 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
[bookmark: _Toc12278092]
20. Notices

20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by pdf to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).

[bookmark: _Toc12278093]21. Exit plan

21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 

[bookmark: _Toc12278094]22. Handover to replacement supplier

22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
[bookmark: _Toc12278095]23. Force majeure

23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.

[bookmark: _Toc12278096]24. Liability

24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form

[bookmark: _Toc12278097]25. Premises

25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.

[bookmark: _Toc12278098]26. Equipment

26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.

[bookmark: _Toc12278099]27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.

[bookmark: _Toc12278100]28. Environmental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.

[bookmark: _Toc12278101]29. The Employment Regulations (TUPE)

29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.

[bookmark: _Toc12278102]30. Additional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.

[bookmark: _Toc12278103]31. Collaboration

31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services

[bookmark: _Toc12278104]32. Variation process

32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.

[bookmark: _Toc12278105]33. Data Protection Legislation (GDPR)

33.1    Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.57 and 8.58 of the Framework Agreement are incorporated into this Call-Off Contract.  For reference, the appropriate GDPR templates which are required to be completed in accordance with clauses 8.57 and 8.58 are reproduced in this Call-Off Contract document at schedule 7 



[bookmark: _Toc12278131]Schedule 4 - Alternative clauses
[bookmark: _Toc12278132]1. Introduction
1.1 This Schedule specifies the alternative clauses that may be requested in the Order Form and, if requested in the Order Form, will apply to this Call-Off Contract.
[bookmark: _Toc12278133]2. Clauses selected
2.1 The Customer may, in the Order Form, request the following alternative clauses:
2.1.1 Scots Law (see paragraph 2.1.2 of this Schedule)
2.1.2 Scots Law
Law and Jurisdiction
References to England and Wales in incorporated Framework Agreement clause 8.10 (Law and Jurisdiction) of this Call-Off Contract will be replaced with Scotland and the wording of the Framework Agreement and Call-Off Contract will be interpreted as closely as possible to the original English and Welsh Law intention despite Scots Law applying.  
Reference to England and Wales in Working Days definition within the Glossary and interpretations section will be replaced with Scotland.
References to the Contracts (Rights of Third Parties) Act 1999 will be removed in clause 27.1
Reference to the Freedom of Information Act 2000 within the defined terms for ‘FoIA/Freedom of Information Act’ to be replaced with Freedom of Information (Scotland) Act 2002.
Reference to the Supply of Goods and Services Act 1982 will be removed in incorporated Framework Agreement clause 4.2.
References to “tort” will be replaced with “delict” throughout.

2.2  The Customer may, in the Order Form, request the following Alternative Clauses:
2.7.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this Schedule)
2.3 [bookmark: _Toc12278134]Discrimination
2.3.1 The Supplier will comply with all applicable fair employment, equality of treatment and anti-	discrimination legislation, including, in particular, the Employment (Northern Ireland) Order 	2002, the Fair Employment and Treatment  (Northern Ireland) ) Order 1998, the Sex 	Discrimination (Northern Ireland) Order 1976 and 1988, the Employment Equality (Sexual 	Orientation) Regulations (Northern Ireland) 2003, the Equal Pay Act (Northern Ireland) 1970, 	the Disability Discrimination Act 1995, the Race Relations (Northern Ireland) Order 1997, the 	Employment Relations (Northern Ireland) Order 1999 and Employment Rights (Northern Ireland 	) Order 1996 Employment Equality (Age) Regulations (Northern Ireland) 2006; Part-time 	Workers (Prevention of less Favourable Treatment) Regulation 2000; Fixed-term Employees 	(Prevention of Less Favourable Treatment) Regulations 2002, The Disability Discrimination 	(Northern Ireland) Order 2006, The Employment Relations (Northern Ireland) Order 2004, The 	Equality Act (Sexual Orientation) Regulations (Northern Ireland) 2006, The Employment 	Relations (Northern Ireland) Order 2004 and The Work and Families (Northern Ireland) Order 	2006; and will use his best endeavours to ensure that in his employment policies and practices 	and in the delivery of the services required of the Supplier under this Call-Off Contract he 	promotes equality of treatment and opportunity between:
a. persons of different religious beliefs or political opinions
b. men and women or married and unmarried persons
c. persons with and without dependants (including women who are pregnant or on 	maternity leave and men on paternity leave)
d. persons of different racial groups (within the meaning of the Race Relations (Northern 	Ireland) Order 1997)
e. persons with and without a disability (within the meaning of the Disability Discrimination 	Act 1995)
f. persons of different ages
g. persons of differing sexual orientation

2.3.2 The Supplier will take all reasonable steps to secure the observance of clause 2.3.1 of this 	Schedule by all Supplier Staff. 

2.4 [bookmark: _Toc12278135]Equality policies and practices
2.4.1 The Supplier will introduce and will procure that any Subcontractor will also introduce and 	implement an equal opportunities policy in accordance with guidance from and to the 	satisfaction of the Equality Commission. The Supplier will review these policies on a regular 	basis (and will procure that its Subcontractors do likewise) and the Customer will be entitled to 	receive upon request a copy of the policy.
2.4.2 The Supplier will take all reasonable steps to ensure that all of the Supplier Staff comply with its 	equal opportunities policies (referred to in clause 2.3 above). These steps will include:
a. the issue of written instructions to staff and other relevant persons
b. the appointment or designation of a senior manager with responsibility for equal 	opportunities
c. training of all staff and other relevant persons in equal opportunities and harassment 	matters
d. the inclusion of the topic of equality as an agenda item at team, management  and staff 	meetings
The Supplier will procure that its Subcontractors do likewise with their equal opportunities 	policies.
2.4.3 The Supplier will inform the Customer as soon as possible in the event of: 
a. the Equality Commission notifying the Supplier of an alleged breach by it or any Subcontractor (or any of their shareholders or directors) of the Fair Employment and Treatment (Northern Ireland) Order 1998 or
b. any finding of unlawful discrimination (or any offence under the Legislation mentioned in clause 2.3 above) being made against the Supplier or its Subcontractors during the Call-Off Contract Period by any Industrial or Fair Employment Tribunal or Court,
The Supplier will take any necessary steps (including the dismissal or replacement of any 	relevant staff or Subcontractor(s)) as the Customer directs and will seek the advice of the 	Equality Commission in order to prevent any offence or repetition of the unlawful discrimination 	as the case may be.
2.4.4 The Supplier will monitor (in accordance with guidance issued by the Equality Commission) the 	composition of its workforce and applicants for employment and will provide an annual report on 	the composition of the workforce and applicants to the Customer. If the monitoring reveals 	under-representation or lack of fair participation of particular groups, the Supplier will review the 	operation of its relevant policies and take positive action if appropriate. The Supplier will impose 	on its Subcontractors obligations similar to those undertaken by it in this clause 2.4 and will 	procure that those Subcontractors comply with their obligations. 
2.4.5 The Supplier will provide any information the Customer requests (including information 	requested to be provided by any Subcontractors) for the purpose of assessing the Supplier’s 	compliance with its obligations under clauses 2.4.1 to 2.4.5 of this Schedule.
2.5 [bookmark: _Toc12278136]Equality 

2.5.1 The Supplier will, and will procure that each Subcontractor will, in performing its/their 	obligations under this Call-Off Contract (and other relevant agreements), comply with the 	provisions of Section 75 of the Northern Ireland Act 1998, as if they were a public authority 	within the meaning of that section.
2.5.2 The Supplier acknowledges that the Customer must, in carrying out its functions, have due 	regard to the need to promote equality of opportunity as contemplated by the Northern Ireland 	Act 1998 and the Supplier will use all reasonable endeavours to assist (and to ensure that 	relevant Subcontractor helps) the Customer in relation to same.
2.6 [bookmark: _Toc12278137]Health and safety
2.6.1 The Supplier will promptly notify the Customer of any health and safety hazards which may 	arise in connection with the performance of its obligations under the Call-Off Contract. The 	Customer will promptly notify the Supplier of any health and safety hazards which may exist or 	arise at the Customer premises and which may affect the Supplier in the performance of its 	obligations under the Call-Off Contract.
2.6.2 While on the Customer premises, the Supplier will comply with any health and safety measures 	implemented by the Customer in respect of Supplier Staff and other persons working there.
2.6.3 The Supplier will notify the Customer immediately in the event of any incident occurring in the 	performance of its obligations under the Call-Off Contract on the Customer premises if that 	incident causes any personal injury or damage to property which could give rise to personal 	injury.
2.6.4 The Supplier will comply with the requirements of the Health and Safety at Work (Northern 	Ireland) Order 1978 and any other acts, orders, regulations and codes of practice relating to 	health and safety, which may apply to Supplier Staff and other persons working on the 	Customer premises in the performance of its obligations under the Call-Off Contract.
2.6.5 The Supplier will ensure that its health and safety policy statement (as required by the Health 	and Safety at Work (Northern Ireland) Order 1978) is made available to the Customer on 	request.
2.7 [bookmark: _Toc12278138]Criminal damage 
2.7.1 The Supplier will maintain standards of vigilance and will take all precautions as advised by the 	Criminal Damage (Compensation) (Northern Ireland) Order 1977 or as may be recommended 	by the police or the Northern Ireland Office (or, if replaced, their successors) and will 	compensate the Customer for any loss arising directly from a breach of this obligation (including 	any diminution of monies received by the Customer under any insurance policy).
2.7.2 If during the Call-Off Contract Period any assets (or any part thereof) is or are damaged or 	destroyed by any circumstance giving rise to a claim for compensation under the provisions of 	the Compensation Order the following provisions of this clause 2.7 will apply.
2.7.3 The Supplier will make (or will procure that the appropriate organisation make) all appropriate 	claims under the Compensation Order as soon as possible after the CDO Event and will pursue 	any claim diligently and at its cost. If appropriate, the Customer will also make and pursue a 	claim diligently under the Compensation Order. Any appeal against a refusal to meet any claim 	or against the amount of the award will be at the Customer’s cost and the Supplier will (at no 	additional cost to the Customer) provide any help the Customer reasonably requires with the 	appeal.
2.7.4 The Supplier will apply any compensation paid under the Compensation Order in respect of 	damage to the relevant assets towards the repair, reinstatement or replacement of the assets	 affected.
[bookmark: _wnyagw][bookmark: _Toc12278152]
Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Expression
	Meaning

	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:

· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the GDPR.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event
	event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Framework Agreement and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged Processing on the protection of Personal Data.

	Data Protection Legislation (DPL)
	Data Protection Legislation means:	

i) (i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time 
ii) (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to Processing of personal data and privacy;
iii)  (iii) all applicable Law about the Processing of personal data and privacy including if applicable legally binding guidance and codes of practice issued by the Information Commissioner .   

	Data Subject
	Takes the meaning given in the GDPR

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable(s)
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:

· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:

· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.11 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Government Procurement Card
	The Government’s preferred method of purchasing and payment for low value goods or services https://www.gov.uk/government/publications/government-procurement-card--2.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government Guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance will take precedence.

	Implementation Plan
	The plan with an outline of processes (including data standards for migration), costs (for example) of implementing the services which may be required as part of Onboarding.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the GDPR.

	Personal Data Breach 
	Takes the meaning given in the GDPR.

	Processing
	Takes the meaning given in the GDPR

	Processor
	Takes the meaning given in the GDPR.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third-party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Security Management Plan
	The Supplier's security management plan developed by the Supplier in accordance with clause 16.1.

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services  provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier
	The person, firm or company identified in the Order Form.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.



[bookmark: _Toc12278153]Schedule 7 - GDPR Information  
[bookmark: _20xfydz]This schedule reproduces the annexes to the GDPR schedule contained within the Framework Agreement and incorporated into this Call-off Contract.  
[bookmark: _Toc12278154]Annex 1 - Processing Personal Data
This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Buyer at its absolute discretion.  
1.1 The contact details of the Buyer’s Data Protection Officer are: TBC
1.2 The contact details of the Supplier’s Data Protection Officer are: [Redacted] 
1.3 The Processor shall comply with any further written instructions with respect to Processing by the Controller.
1.4 Any such further instructions shall be incorporated into this Annex.
	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Buyer is Controller and the Supplier is Processor
The Parties acknowledge that in accordance with paragraph 2-15 Framework Agreement Schedule 4 (Where the Party is a Controller and the other Party is Processor) and for the purposes of the Data Protection Legislation, the Buyer is the Controller and the Supplier is the Processor of the following Personal Data:


	Duration of the Processing
	As defined in the GC11 Contract

	Nature and purposes of the Processing
	Conveying SMS messages via API templates and Web gateway service 

	Type of Personal Data
	The Processor does not hold personal data

	Categories of Data Subject
	N/A

	Plan for return and destruction of the data once the Processing is complete
UNLESS requirement under Union or Member State law to preserve that type of data
	Processing not completed by  Processor



Annex 2 - Joint Controller Agreement
Not Used
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Definitions

“Approved” or “Approval

“Authority”

“Authority’s Assets”

“Authority’s Personnel”

“Authority’s Representative”

“Basic Disclosure Certificate

“Contractor”

“Contractors Staff”

“Criminal Record Declaration
Form”

“Standard”

means the written consent of the Authority’s
Representative.

means the Secretary of State for Work and
Pensions and includes the Authority’s
Representative.

means any premises, systems, information
or data which is owned, occupied, used or
in the possession of the Authority.

means persons directly employed by the
Authority.

means the individual authorised to act on
behalf of the Authority for the purposes of a
specific commercial agreement between the
Authority and the Contractor.

means a document, issued by Disclosure

Scotland (www.disclosurescotland.co.uk),
which provides independent verification of
an individual’s record of “unspent” criminal
convictions.

means a provider of services to the
Secretary of State for Work and Pensions
under a specific commercial agreement.

means all persons used by the Contractor to
perform services under a specific
commercial agreement and includes sub-
contractor’s staff.

means a self-declaration of unspent criminal
convictions provided by a member of the
Contractors Staff, an example of which is
provided as Annex C to this document.

means the HMG Baseline Personnel
Security Standard staff vetting procedures,
issued by the Cabinet Office Security Policy
Division and Corporate Development
Group.
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Revisions

Version 1.0 issued on 30/09/2008

Version 2.0 issued on 18/05/2009

Version 3.0 issued on 18/01/2013

Version 4.0 issued on 12/06/2013

Version 5.0 issued on 30/10/2014

Version 6.0 (current) issued on 08/01/15

Changes from version 1.0

HMG BASELINE PERSONNEL SECURITY STANDARD — A GUIDE FOR DWP CONTRACTORS

Inclusion of additional cross-reference (to paragraph 1.6) in paragraph
1.1

New paragraph 1.6

Paragraphs 1.6 to 1.12 renumbered to be paragraphs 1.7 to 1.13
respectively

Paragraph 1.13 renumbered to be paragraph 1.14 and includes revised
wording

Minor changes to the list of identity documents at paragraph 2.1
Paragraph 2.4 removed

Paragraph 2.5 renumbered to be paragraph 2.4

New paragraph 2.5

Section 6 (paragraphs 6.1 to 6.10) has been totally revised

Minor changes to question 1 of Annex C (Criminal Record Declaration
Form)

New paragraphs (3.2 to 3.4) added to highlight that NI NO cards are no
longer issued (v4)

Paragraph 6.2 updated to reference new legislation (v4)

Paragraph 6.7 updated to show that Criminal Record checks are now
done by the Disclosure and Barring Service (DBS) (v4)

Annex C wording for question 1 has been changed (v4)

Wording in paragraph 6.7 has been amended (v5)

Hyperlink fixes (v6)
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1. Overview of the Standard

1.1 Except as shown at paragraphs 1.2, 1.3 and 1.6 below, in respect of
each member (or prospective member) of the Contractors Staff to be
given access to the Authority’s Assets, (defined as premises, systems,
information or data), the Contractor is required to verify the four
elements outlined below:

Identity;

Employment History (for a minimum of past 3 years);
Nationality and Immigration Status;

Criminal Record (unspent convictions only).

1.2 The Standard need not be applied in those cases where Contractors
Staff accessing the Authority’s Assets are accompanied and
supervised by the Authority’s Personnel at all times.

1.3 For commercial agreements already in place at the time the Standard
was first introduced as a requirement (e.g. those contracts/framework
agreements where the requirement to comply with the Standard was
implemented by means of a formal ‘variation to contract/agreement’);
the requirements of the Standard do not apply retrospectively to
current members of the Contractors Staff who already have access to
Authority’s Assets in the course of their duties.

1.4 For any new commercial agreements (including where an incumbent
Contractor is successful in retaining the work) the requirements of the
Standard apply to ALL members of the Contractors Staff to be given
access to the Authority’s Assets.

1.5 There is no requirement to repeat the verification process for any
individual member of staff, providing they remain continuously
employed by the Contractor (e.g. once an individual has met the
requirements of the Standard, the checks do not have to be repeated
during any period of continuous employment with that Contractor).
Suitable records must be kept by the Contractor to indicate that an
individual member of staff has met the requirements of the Standard.

1.6 Where the contract of employment of an individual member of staff
transfers from one organisation to another under the terms of the
TUPE Regulations the receiving organisation must satisfy itself that the
Standard has been met. To help do this, it may request from the
supplying organisation copies of the HMG Baseline Personnel Security
Standard Verification Record (Annex A) and also any associated
documentation where this has been retained. For those members of
staff where this information is not available, the receiving organisation
will be required to undertake the checking and verification process
itself.

HMG BASELINE PERSONNEL SECURITY STANDARD — A GUIDE FOR DWP CONTRACTORS 5
VERSION 6.0 08/01/2015





1.7 The Contractor shall ensure that any sub-contracting arrangements
which are Approved by the Authority’s Representative and which
include access to the Authority’s Assets by the sub-contractors staff
include the requirements of the Standard and shall be responsible for
ensuring the full compliance of sub-contractors with such
requirements. The Contractor should note specially that the information
provided in Annex D (Contractors Declaration) should include
information in respect of sub-contractors staff.

1.8 Information collected at each stage of the process should be reviewed
and assessed and recorded on the Verification Record (a suggested
template document is provided as Annex A). Refusal by an individual
to provide any of the required information should be taken into account
by the Contractor when making the employment decision.

1.9 To allow the four elements of the Standard to be verified, individuals
should be asked to provide the following:

e Confirmation of name, date of birth and address;

¢ National Insurance number or other unique personal identifying
number where appropriate;

e Full details of previous employers (name, address and dates), for a
minimum of past 3 years;

e Confirmation of any necessary qualifications/licences;

e Educational details and references where someone is new to the
workforce when these are considered necessary;

e Confirmation of permission to work in the UK, if appropriate;

¢ A Criminal Record Declaration Form (a suggested template
document is provided as Annex C)

1.10 Having obtained this information, the Contractor must, in all
cases, take steps to confirm the accuracy of the information provided.
Ensure that there are no obvious gaps and that the information is
consistent by cross-referencing the data provided. The guidance
provided in the following sections of this document, recommends
methods of checking or confirming the accuracy of the information
provided by the individual.

1.11 Following a conditional offer of employment, a ‘Basic Disclosure
Certificate’ should be obtained from Disclosure Scotland
(www.disclosurescotland.co.uk) to confirm the accuracy of the
information regarding unspent convictions provided on the Criminal
Record Declaration Form. Further details of this process can be found
in section 6 of this document.

1.12 Unless stated otherwise in the relevant commercial agreement,
the Contractor is required to satisfactorily complete this process in
respect of each individual before they are permitted to access the
Authority’s Assets.
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1.13 Where the Contractor utilises existing processes and/or
documentation which are, equivalent to and no less strict, than those
laid down in the Standard, these can continue to be utilised, providing
that such processes or documentation fully capture all the information
required to ensure that the requirements of the Standard are met in
full.

1.14 Where Contractors Staff based outside the United Kingdom are
required to access the Authority’s assets, the Contractor shall ensure
that appropriate and robust procedures, which comply with relevant
local legislation, are in place to carry out checks which are as far as
possible broadly equivalent to those outlined in the Standard. A copy of
these procedures should be provided to the Authority for their
Approval. Note specially that the information on criminal convictions
available from Disclosure Scotland is largely confined to UK residents
and offences committed in the United Kingdom. The Security Industry
Authority website does include guidance on obtaining a criminal record
check in a number of countries (ignore the information included about
‘your licence application’ at the end of certain of the entries as this
relates to SIA application procedures). The Disclosure Scotland site
also includes limited information on overseas criminal record checks.

e Overseas criminal record checker (this link will take you to the
Security Industry Authority website)
e Disclosure Scotland website
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2. Verification of Identity

2.1 The individual’s full name and signature, date of birth and full
permanent address should be corroborated using as many of the
following qualifying documents as is considered necessary on a case-
by-case basis. Only original documents should be used for
identification purposes — copies are not appropriate. Where a signature
has not previously been provided (e.g. because of an e-application),
the individual should be asked to provide it at a later date (e.g. at
interview), for checking against relevant documentation:

e Current signed full passport, travel document, National ID Card
and/or other documentation related to immigration status and
permission to work (see further guidance on verification of
nationality and immigration status in section 5 of this document);

e Current UK photocard driving licence;

e Current full UK driving licence (old version);

Current benefit book or card or original notification letter from the

DWP confirming the right to benefit);

Building industry sub-contractor’s certificate issued by HMRC,;

Recent HMRC tax notification;

Current firearms certificate;

Birth certificate (long version only);

Adoption certificate;

Marriage certificate;

Divorce, dissolution or annulment papers;

Civil Partnership Certificate;

Citizencard (www.citizencard.com);

Gender recognition certificate;

Police registration document;

HM Forces identity card;

Proof of residence from a financial institution;

Confirmation from an Electoral Register search that a person of that

name lives at that address*;

e Recent original utility bill or certificate from a utility company
confirming the arrangement to pay for the services at a fixed
address on prepayment terms*;

e Local authority tax bill (valid for current year)?*;

e Bank, building society or credit union statement or passbook
containing current address*;

¢ Recent original mortgage statement from a recognised lender?;

e Current local council rent card or tenancy agreement?*;

e Court Order*.

2.2 Not all documents are of equal value. The ideal is a document that is
issued by a trustworthy and reliable source, is difficult to forge, has
been dated and is current, contains the owners name, photograph and
signature and itself requires some evidence of identity before being
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issued (e.g. a passport). Those marked with an * should be recent (at
least one should be within the last six months unless there is a good
reason why not) and should contain the name and address of the
applicant.

2.3 Where individuals do not have photo ID, they should be asked to
provide additional identifying documents from the list. Where they are
unable to provide adequate identifying documents (e.g. because of
age, lack of residence, etc), discretion should be exercised, taking into
account all other material obtained through the recruitment process.
Where this appears genuinely to be a problem, the individual should be
asked to provide a passport sized photograph of him/herself endorsed
on the back with the signature of a person of some standing in the
individual's community (e.g. a JP, medical practitioner, officer of the
armed forces, teacher, lecturer, lawyer, bank manager, civil servant,
etc) and accompanied by a signed statement, completed by the same
person, stating the period of time that the individual has been known to
them (minimum 3 years). The statement, itself, should always be
checked to ensure that the signature matches the one on the back of
the photograph and that it contains a legible name, address and
telephone number. The signatory should be contacted to check that he
or she did, in fact, complete the statement.

2.4 The following techniques can be used to help confirm the authenticity
of identity documents provided by the individual:

e Examine the documents carefully to make sure that they are
originals and not copies or photocopies;

e Where possible, compare with examples of known original
documents, checking paper type, typeface, watermarks and the like
(e.g. passports and driving licences contain a number of design
features);

e Examine the documents for alteration or signs that the photograph
have been tampered with or replaced (a bright light or the more
sophisticated ultra-violet lamp can be useful for this purpose);

e Check that any signature on the documents compares with other
examples and, if practicable, ask the candidate to sign something in
the presence of an authorised individual,

e Check that details given on the documents correspond with what is
already known about the individual;

e Take a note of the condition of documents in relation to issue dates,
particularly where they appear to be new and referee coverage is
barely adequate.

2.5 Guidance on ID documentation checks is available from the Centre for
the Protection of the National Infrastructure (CPNI) 2007:
http://www.cpni.gov.uk/documents/publications/2009/2009024-
gpg_pre _employment_screening.pdf?epslanguage=en-gb
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3. National Insurance Number (NINO)

3.1 National Insurance Numbers (NINOs) can be acquired fraudulently and
therefore they should not be accepted as a sole means of identification
or as a wholly reliable indicator of entitlement to work in the UK.

3.2 As of July 2011 HM Revenue and Customs stopped issuing NI number
cards to adults (mainly foreign nationals), this has been replaced with a
letter that will be issued by DWP.

3.3 As of October 2011 HM Revenue and Customs stopped issuing NI
number cards to Juveniles (young people) and now issue a letter.

3.4 National Insurance cards however, will still be in circulation for those
individuals who received cards prior to July/October 2011.
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4. Verification of Employment History

4.1 Although the Contractor may continue to seek suitable references if
they wish, they are not required as part of the Standard. To satisfy
themselves that prospective employees have been honest and are not
concealing associations or gaps, the Contractor should, as a minimum,
verify recent (minimum of past 3 years) employment history.
Approaches to a previous and/or current employer should not be made
without the individual’s prior written permission. For periods of self-
employment, the individual should be asked to co-operate in providing
evidence (e.g. from bankers, accountants, solicitors, trade or client
references etc), as appropriate, confirming that the individual’s
business was properly conducted and was terminated satisfactorily.

4.2 Where the Contractor continues to seek references, reasonable steps
should be taken to ensure they are genuine, especially where they
appear less than convincing (e.g. are provided on poor quality paper or
contain basic spelling or grammatical errors). Such checks might
include:

e Telephoning the author to confirm they provided the reference. In
these circumstances the telephone number should be ascertained
independently. A telephone number supplied by the individual being
checked should not be relied upon;

e Checking the existence of the employer (e.g. that it appears in the
phone book or relevant business directories).

4.3 The Contractor may wish to use the Employment History/Reference
Report Form provided at Annex B when seeking verification of
employment history/references. It is designed to help former employers
provide relevant information about the individual and minimise the
effort involved to prompt a quick response. Alternatively, for speed and
to keep delays in the process to a minimum, the Contractor may wish
to e-mail former employers for confirmation of an individual’s
employment history. In these circumstances, email addresses should
be ascertained independently. An email address supplied by the
individual being checked should not be relied on. The telephone can
be used to check details already provided (e.g. in writing or by email),
but it is not recommended as an initial or sole means of verifying
employment history and/or obtaining references unless it is clear that
the person on the other end is who they claim to be. Where the
telephone continues to be used for this purpose, the details should still
be recorded.

4.4 Depending on the individual’s circumstances, the following actions may
also be required:
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e Where an individual has been overseas for 6 months or more during
the previous 3 years, every effort should be made to verify
employment details or obtain a reference from an overseas
employer;

e Where for any reason, confirmation of employment history or an
employer’ reference is not available, a personal reference should be
obtained from a referee of some standing in the individuals
community (e.g. a JP, medical practitioner, officer of the armed
forces, teacher, lecturer, lawyer, bank manager, civil servant, etc).
(This is not necessary if the period of coverage is less than 6
months).

¢ Where an individual has been in full time education during the
period, confirmation or a reference should also be obtained from the
relevant academic institution(s).

4.5 It may also be possible to make use of an electronic CV checking
service to assist with this process; there are a number of commercial
products and service providers available.

HMG BASELINE PERSONNEL SECURITY STANDARD — A GUIDE FOR DWP CONTRACTORS 12
VERSION 6.0 08/01/2015





5. Verification of Nationality and Immigration Status

5.1 Under the Immigration, Asylum and Nationality Act 2006, it is an
offence for any person to employ a person aged 16 or over who is
subject to immigration control, unless that person has valid and
subsisting leave to enter or remain in the UK, which does not prohibit
him from taking up the employment in question, or unless certain other
conditions are fulfilled.

5.2 A tool for employers to check if someone can work in the UK is
provided here.
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6. Verification of Criminal Record (“unspent” convictions only)

6.1 Individuals should be asked to complete a ‘Criminal Record
Declaration Form’ (a suggested template document is provided as
Annex C). This form relies entirely on the honesty of the individual to
provide complete and accurate information and it is, therefore,
necessary to obtain independent verification of the information that has
been provided. Further guidance on how this should be done is shown
later in this section.

6.2 In completing the form, individuals should disclose criminal convictions
that are unspent under The Rehabilitation of Offenders Act 1974
(Exclusions and Exceptions) Scotland Order 2013 or The
Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975
(Amendment) England and Wales Order 2013. Under the Act, most
convictions become spent after five years because most lead to a fine
or community order. Those convictions that result in short prison
sentences take longer, while convictions that lead to conditional
discharge orders generally become spent after the orders have
expired. Cautions, reprimands and final warnings, which are formal
admonishments mainly given in police stations, usually become spent
instantly. Information about the rehabilitation periods for these and
other sentences can be found on the Internet.

6.3 Where unspent convictions have been declared, the Contractor will
wish to consider:

e The number of offences and their seriousness. In general a
number of offences and convictions resulting in prison sentences
will be of greater concern than single convictions and those that
have resulted in fines and discharge orders. Those offences that
result in community penalties are generally more serious than those
that result in fines and discharge orders, but less serious than those
that result in imprisonment.

e The relevance of the offence(s). In general, the relevant offences
in relation to the Authority’s assets are property offences, notably
theft and fraud, but also criminal damage. Other offences, such as
drink-driving, assault and public order offences may in some
instances be serious, but are not necessarily relevant to a particular
post.

e Thelength of time since the offence occurred. While there will
always be exceptions to this rule, Home Office statistics show that if
someone goes more than two years from conviction or release from
prison without re-offending, their chances of being cautioned or
convicted again is considerably reduced.

e The nature and background of the offence. Offence labels tend
to sound worse than the behaviours they describe and the
circumstances behind individual offences vary from the mitigating to
the sorely aggravating. It is important to speak to individuals about
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their offences in order to make assessment about whether they
represent a risk or not.

e The individual’s attitude to the offence and evidence of
change. Many offenders will regret what they have done and feel a
sense of remorse. Many will have been young at the time of their
offences and will have matured and settled down and are unlikely to
get into trouble again. This is especially true of young women but is
also true of young men, although generally they take longer to settle
down.

6.4 It must be stressed that the Authority is committed to combating social
exclusion and is in no way mandating or encouraging the exclusion of
individuals purely because they have an unspent criminal conviction.
While some individuals are likely to be unsuitable because of the
nature and seriousness of their offences, there should be no blanket
bans. Rather the best way to determine whether an individual is a risk
is by discussing their offences and their attitudes to those offences with
them. Decisions should not be made without giving individuals the
opportunity to discuss their offences.

6.5 Except in the cases outlined at paragraph 6.7 below, independent
verification of the information provided in respect of unspent
convictions, should be obtained by means of a ‘Basic Disclosure
Certificate’ which can be obtained from Disclosure Scotland
(www.disclosurescotland.co.uk). A ‘Basic Disclosure Certificate’ is
available to anyone, for any purpose, subject to confirmation of the
identity of the applicant and payment of the appropriate fee. The ‘Basic
Disclosure Certificate’ will contain details of convictions held in central
police records which are “unspent” according to the ROA, or will state
that there are no such convictions. Only one copy is issued, normally
to the individual and will not be provided directly to employers or
prospective employers unless by prior agreement with Disclosure
Scotland (see paragraph 6.6 below).

6.6 For those organisations that are likely to have a high volume of
demand for this service, Disclosure Scotland should be contacted
directly to discuss the possibility of allowing the organisation to register
as a ‘Responsible Body’ with them. Such registration would, with the
prior written consent of each individual applicant, allow for the Basic
Disclosure Certificate to be sent directly to the organisations HR team
and for additional features, such as monthly invoicing to be provided.
No charge is levied for registration for those organisations where only
Basic Disclosure Certificates are to be provided. Disclosure Scotland
has indicated that it would be able to provide assistance in
implementing a suitable process.

6.7 Those organisations recruiting people to work with children and
vulnerable adults or to specified professional, licensing and regulatory
bodies have additional legal obligations which require them to obtain a
different type of criminal record Disclosure Certificate. These
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‘Standard’ or ‘Enhanced’ Disclosure Certificates provide details of all
convictions and not just those which are unspent. In England and
Wales this service is provided by Disclosure and Barring Service
(DBS) (previously the Criminal Records Bureau) and in Scotland by
Disclosure Scotland. Organisations using this service are not required
to duplicate effort by also following the process outlined in paragraph
6.5 above. For the purposes of applying the HMG baseline Personnel
Security Standard such organisations should, however, seek to identify
and disregard spent convictions.

6.8 The availability of the ‘Basic Disclosure Certificate’ service should be
seen as complementary to existing recruitment practice and should
only be requested after a candidate has been provided with a
conditional offer of employment.

6.9 The Authority may request the Contractor to supply evidence that
Disclosures have been issued in respect of each of their employees
prior to that individual being given access to the Authority’s Assets.
Such evidence could include being provided with Disclosure Certificate
numbers (note that in accordance with Part V of the Police Act 1997,
unless the Authority has input to the recruitment decision, it has no
right to view the actual Disclosure Certificate).

6.10 Note specially that the information on criminal convictions
available from Disclosure Scotland is largely confined to UK residents
and offences committed in the United Kingdom. The Security Industry
Authority website does include guidance on obtaining an criminal
record check in a number of countries (ignore the information included
about ‘your licence application’ at the end of certain of the entries as
this relates to SIA application procedures). The Disclosure Scotland
website also includes limited information on overseas criminal record
checks.

e Overseas criminal record checker (this link will take you to the
Security Industry Authority website)
e Disclosure Scotland website
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7. Post Verification Process

7.1 Details of the checks carried out in each case and the results should
be recorded on the HMG Baseline Personnel Security Standard
Verification Record (Annex A) or similar document and the completed
verification record should be retained on the individual’'s personnel
record.

7.2 It remains the responsibility of the Contractor to ensure that they fully
comply with the provisions of the Data Protection Act 1998 in respect
of access to and retention of data held by them.

7.3 Within one month of the end of each calendar year (e.g. by 31>
January for year ending 31 December), or more frequently where
specified by the Authority’s Representative, the Contractor shall
confirm in writing, using the Contractor’s Declaration provided as
Annex D, that the Standard has been fully complied with in respect of
each member (or prospective member) of their Staff, or their sub-
contractors staff, to be given access to the Authority’s Assets.

7.4 Additionally, the Contractor shall provide a Contractor’s Declaration
(Annex D) within 4-weeks of the start of any new commercial
agreement, in order to confirm that they have undertaken the
necessary actions as part of implementation activity.

7.5 Subiject to their obligations under the Data Protection Act 1998, the
Contractor shall, on request, provide the Authority’s Representative
with any additional documentary evidence requested to prove their
compliance with the Standard.

May 2009
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HMG BASELINE PERSONNEL SECURITY STANDARD
VERIFICATION RECORD

1. Employee/Applicant Details

Annex A

Surname: Forenames:
Address:

Postcode:
Date of birth: Place of birth (town/country):
Nationality: Former or dual nationality:
(with dates if applicable)

2. Certification of Identity

Document: Date of issue:

a)

b)

c)

d)

3. References (if taken)

a) Referee: Relationship:

Address:

Length of association:
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b) Referee: Relationship:

Address:

Length of association:

c) Referee: Relationship:

Address:

Length of association:

4. Other Information (i.e. verification of employment history (past 3 years); verification of
nationality and immigration status; unspent criminal record declaration and independent
verification via Disclosure Scotland; academic certificates seen; additional checks carried out;
etc).
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| certify that in accordance with the HMG Baseline Personnel Security Standard:

e | have personally examined the documents listed at 2 above and have satisfactorily
established the identity of the above named employee/applicant;

e | have obtained the references (if taken) and information listed at 3 and 4 above and
can confirm that these satisfy the requirements.

Name:

Appointment/Post:

Signature: Date:

Important: Data Protection Act (1998). This form contains “personal”’ data as defined by the
Data Protection Act 1998. It has been supplied to the appropriate HR or security authority
exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or
security authority must protect the information provided and ensure that it is not passed to
anyone who is not authorised to see it.
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ANNEX B

HMG BASELINE PERSONNEL SECURITY STANDARD
EMPLOYMENT HISTORY/REFERENCE REPORT FORM

(The draft covering letter shown below may be used together with the HMG Baseline
Personnel Security Standard Employment History/Reference Report Form overleaf.
Alternatively the Contractor may wish to include the Report Form with their normal letter
requesting employment history / references, or gather the required information using other
standard documentation).

Dear | 1

SUBJECT: [ 1

You may be aware that we are required to verify employment history / seek references to help
confirm the reliability of persons who may have access to Government Assets (defined as
premises, systems, information or data). The person named above (who is an employee of /
has applied for employment with) this organisation comes within the terms of this procedure.

S/he has given us your name as a (previous employer) / (personal acquaintance willing to
give such a reference). It would be appreciated, therefore, if you would be good enough to let
us have (confirmation (with dates) of his/her employment with you / (any information about
him/her which you think may help us in assessing his/her reliability) by completing the
attached Report Form and returning it to us by no later than [insert date]. Your reply will be
treated in the strictest confidence.

Your cooperation and understanding in this matter will be greatly appreciated.

Yours sincerely

[Signed]
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SUBJECT: [ 1

1. How long did the subject work for you and in what capacity?

From: To:

Capacity i.e. appointment/post)

2. Are you related to the subject? If so, please state your relationship.

3. Over what period have you known the subject?

From: To:

4. Please state the nature and depth of your acquaintance.

5. Do you believe the subject to be strictly honest, conscientious and discreet?

6. Do you know of any factor concerning the subject which might cause his/her fitness
for employment on sensitive work to be questioned? If so, please give details.

(Among the factors which are relevant are significant financial difficulties, abuse of alcohol or
drugs, an extravagant mode of living or signs of mental or physical illness which may impair
judgement or reliability.)

(Important note — remove before issue. To avoid difficulties in relation to the Disability
Discrimination Act 1995, the Contractor should note that in the case of mental or physical
illness there will need to be a proper assessment of whether the person’s condition genuinely
is a barrier to carrying out the role in question. It is very important to avoid assumptions about
the effects which a particular condition (e.g. depression) may have on a person’s ability to
carry out their job.)

Name:
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Signature: Date:

Contact address:

Postcode: Tel No:

E-mail:

Company Name and Address (Stamp if applicable):

Important: Data Protection Act (1998). This form contains “personal”’ data as defined by the
Data Protection Act 1998. It has been supplied to the appropriate HR or security authority
exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or
security authority must protect the information provided and ensure that it is not passed to
anyone who is not authorised to see it.
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ANNEX C

HMG BASELINE PERSONNEL SECURITY STANDARD
CRIMINAL RECORD DECLARATION FORM
(for access to Government assets)

Note: If a conditional offer of employment is made to you, you will be required to obtain
and produce for inspection, a ‘Basic Disclosure’ Certificate from Disclosure Scotland
(who provide this service for posts located throughout the UK), which provides an
independent check against the National Collection of Criminal Records to confirm the
accuracy of the information provided in this Form.

The company named at the bottom of this form has Government contracts, some or all of
which require it to access Government Assets (defined as premises, systems, information or
data). The company has a duty to protect these assets and this obligation extends to its
employees and agents. Since you are, or may become, such a person please complete the
following sections:

Surname:

Full Forenames:

Full permanent address:

Date of Birth:

1. Do you have any unspent convictions, cautions, reprimands or warnings?

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)

2. Have you ever been convicted by a Court Martial or sentenced to detention or dismissal
whilst serving in the Armed Forces of the UK or any Commonwealth or foreign country? You
need not declare convictions which are “spent” under the Rehabilitation of Offenders Act 1974
(Exclusions and Exceptions) Scotland Order 2013 or The Rehabilitation of Offenders Act
1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013.

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)

3. Do you know of any other matters in your background which might cause your reliability or
suitability to have access to government assets to be called into question?
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YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)

If you answered ‘YES’ to any of the questions on this form, please give details below.

| declare that the information | have given on this form is true and complete to the best of my
knowledge and belief. In addition, | understand that any false information or deliberate
omission in the information | have given on this form may disqualify me for employment in
connection with Government contracts. | undertake to notify any material changes in the
information | have given above, including any future criminal convictions, to the HR or security
authority concerned.

Signature:

Date:

The information you have given above will be treated in strict confidence.

Important: Data Protection Act (1998). This form asks you to supply “personal”’ data as
defined by the Data Protection Act 1998. You will be supplying this data to the appropriate HR
or security authority where it may be processed exclusively for the purpose of a check against
the National Collection of Criminal Records. The HR or security authority will protect the
information which you provide and will ensure that it is not passed to anyone who is not
authorised to see it.

By signing the declaration on this form, you are explicitly consenting for the data you provide
to be processed in the manner described above. If you have any concerns, about any of the

questions or what we will do with the information you provide, please contact the person who
issued this form for further information.

Name and address of Sponsoring Company:
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ANNEX D

HMG BASELINE PERSONNEL SECURITY STANDARD
CONTRACTOR’S DECLARATION

Contract/Framework
Agreement Title:

Contract/Framework
Agreement Reference No

1. Review Period:

From: To:

2. Number of Staff Contractors Staff | Sub-contractors
Staff

(a) Number of staff granted access to DWP Assets
for the first time in the review period under the
terms of the above Contract/Framework Agreement
Number

(b) Number of the above staff in respect of whom
the HMG Baseline Security Standard checks have
been fully completed

(c) Number of the above staff in respect of whom
the HMG Baseline Security Standard checks are
not yet completed (where specifically authorised)

| hereby warrant that during the review period shown above, all staff employed by this
organisation and by approved sub-contractors who have been granted access to
Department for Work and Pensions (DWP) Assets (defined as premises, systems,
information or data) for the first time under the terms of the above Contract/Framework
Agreement Number, have been assessed for their suitability to do so in accordance
with the requirements of the HMG Baseline Personnel Security Standard, except as
indicated at 2(c) above.

Name:

Job Title:

On behalf of (organisation):

Signature: Date:

Important: The Contractor should note that a false declaration above may be considered to
be a fundamental breach of contractual obligations and under certain circumstances may
constitute criminal negligence.
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1. Company Overview

Reach connect companies to their customers through the use of SMS services. We have a
highly experienced, expert team providing all of the technical support and infrastructure
services that enable our customers to take advantage of the latest, proven technologies.
Reach deliver a comprehensive range of SMS services across our extremely reliable SMS
transport network.

Some of our key points are:

e Tier 1 SMS aggregator, we have direct connections to the major networks in the
United Kingdom and send millions of text messages per day.

e We deliver messages to over 1200 networks around the world.
e Reachis inits 13™ year of business.
e Tech Track Top 20 in 2010.

Reach offers complete peace of mind that you are receiving the most reliable, highest
capacity SMS connectivity available. We only use our own direct connections to mobile
operators around the world — rather than relying on a third party. Furthermore our solutions
are designed, developed, hosted and maintained by Reach and supported by a number of
external data centres throughout the UK. All of our solutions are protected with a complete
24/7, 365 day resilience and redundancy service.
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2. Overview of the Reach SMS Text Messaging Platforms

Reach provide a number of options for sending high volume, bulk SMS text messages.
These options enable customers to implement the right solution for their application. All
services are based around industry standard, direct connectivity with the UK mobile
network operators.

We operate a fully documented Information Security Management System, which has been
fully accredited to ISO 27001, by a UKAS accredited certification body.

) ¥

CERTIFICATION
INTERNATIONAL | "NsTems

ISO 27001
Cert No: CI/14412IS O 6 3
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3. Services Offered

e HTTP /SMPP API connectivity
o Enables integration with existing systems for sending and receiving SMS
messages.
High SMS throughputs for business critical applications.
Schedule SMS to be sent at specific times.
Provides secure connectivity with our infrastructure.
Delivery reports are sent back to your application for full traceability.
Online reporting interface for viewing individual messages and overall delivery
statistics.

OO O O O O

e Campaign Management SMS Platform
o Completely web based, no software to download or install.
o Compatible for all modern web browsers, including Internet Explorer, Google
Chrome, Mozilla Firefox
o Enables you to send personalised SMS messages to individual numbers or in
bulk to multiple numbers.
o Full reporting facility including delivery reports and inbound messages.

e E-mail to SMS interface
o Allows customers to send and receive SMS text messages quickly and easily.
o The interface integrates with any e-mail software application.
o Delivery reports are sent back by e-mail to confirm the delivery status of each
message.
o Full support for 2 way SMS, enabling replies to be sent directly to the senders
mailbox.

In addition to this, we also offer voice broadcasting services, enabling customers to send
voice messages. This is especially useful to meet certain accessibility requirements.

Our SMS services are already being used by a number of multinational companies as well
as many local councils, schools, colleges, universities and NHS Trusts, providing an
invaluable communications tool and supporting their overall communications strategy.
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Sending & Receiving
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E-mail to SMS Interface

This interface enables e-mail’s to be sentto a
specific e-mail address, converted into SMS
and broadcast through the UK mobile
networks. Delivery reports are generated for
each message to ensure full traceability.

HTTP / SMPP API Connectivity

These are the industry standard Application
Programming Interfaces which are supported.
They enable customers to integrate existing
software with our SMS gateway.

Campaign Management SMS Platform

This is our online, web based SMS campaign
management platform. It is internet based, so
is accessible using modern web browsers.

Dedicated UK Long Numbers

This is a Dedicated UK Mobile Number,
provisioned for receiving inbound SMS
messages.

Shared & Dedicated UK Shortcodes

Shared and dedicated UK shortcodes enable
inbound messages to be received using a
memorable 5 digit number and keyword.

2 Way SMS

Inbound messages can be matched to the
original outbound message and forwarded to
the e-mail address which sent this original
message.

E-mail address appending

The e-mail to SMS interface can automatically
append the senders e-mail address to the end
of the SMS message.

Dynamic Message Originators

The message originator / sender ID can be
customised depending on the type of SMS
being sent. If a reply is required, the originator
can be set as a long number or shortcode. If a
message is sent from an account with only
outbound SMS capability, the sender ID can be
alphanumeric (E.g. No Reply)

Size and content validation

The length and content of the SMS message is
validated prior to sending. Message size can
be configured through our admin interface,
enabling messages to be automatically
truncated after a set number of characters or
fragments.
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Concatenated message support

One standard SMS contains a maximum of
160 characters. If the message exceeds 160
characters, it is automatically concatenated
and displayed as one continuous message on
the recipient’s handset. This facility can be
disabled so that only the first 160 characters of
a message will be sent.

Sending restriction

Messages sent to specific numbers or number
ranges can be blocked. This can be configured
through our administration interface at a central
level or locally for individual users. The length
of the number can also be validated to ensure
it is the correct length. i.e. 07123456789 (11
digits).

Message content exclusions

Elements of the e-mail message can be
excluded from the SMS message. This is
useful for organisations with a standard e-mail
disclaimer, which should not be included within
the SMS message.

Validity period

The validity period can be configured from 5
minutes to 72 hours. If a message is not
delivered within this time, due to the handset
being turned off or out of signal etc. The
message will expire.

Secure data transit

We provide secure connections to our servers

and also maintain secure connections with the

mobile networks. All data is encrypted between
the Reach servers and the mobile networks.

Keywords

Multiple keyword routing is provided to enable
a single dedicated shortcode or long number to
be used for multiple services or by different
internal departments. There are no limits on
the number of keywords that can be used.

Distribution lists

The e-mail to SMS platform supports sending
individual messages to one mobile number and
also the same message to multiple mobile
numbers.

Anonymous SMS

Anonymous SMS (i.e. not appending the
sender’s details to the SMS) can be enabled
on per user basis with organisational control.

Opt-Out

The platform has the facility for a user to opt-
out of receiving additional texts by replying
STOP.
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Reporting
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Secure reporting interface

A full suite of reporting tools are available
through our administration interface. Access to
reports and usage statistics based on total
usage and per account usage is included. All
data to and from the administration interface is
encrypted. Modern web browsers such as
Internet Explorer, Google Chrome and Firefox
are supported.

Comprehensive reporting

The reporting interface enables organisation
administrators to run usage reports, including
volume of SMS messages sent by each
account and organisation, per day.

Volume of SMS messages and received by the
organisation.

Number of accounts in the organisation
sending and receiving SMS.

Custom reports are also available.

Billing

Usage can be tracked both at a central and
organisation level. This enables billing to also
be managed at a central or organisation level.

Message storage

Sent SMS are stored within our databases so
they can be retrieved by the user and viewed
through our reporting interface. Access to the
reporting interface can be restricted to
administrators and key members of staff.

Full Delivery Reports

Delivery / non-delivery reports are provided for
every message sent. The report includes
sender e-mail address, recipient mobile
number, date / time sent, date / time delivered,
unigue bulk SMS ID and e-mail message ID. If
a message is not delivered, additional
information as to the reason for failure is
provided.

Delivery reports by e-mail

Delivery reports are sent back to the senders
e-mail address as standard. This can be
configured to send delivery / non-delivery
reports to an alternative e-mail address.

Message search facility

The administration interface has the facility to
view the status of individual messages. This
includes, message content, date / time the
message was sent and the delivery status of
the message.

Reach Interactive & Reach-Interactive.com are business names of Reach-Data Ltd | Registered in England & Wales. No. 04602161
Reach-Data Ltd, Unit 1, 5 Beaumont Gate, Shenley Hill, Radlett, Hertfordshire, WD7 7AR

G-Cloud 11 - SMS Service Definition

Reach-Data Ltd Page 8 of 18






REACH

Administration
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Secure administration interface

A full web based administration interface
provides access to reports and usage statistics
based on total usage and per account usage.
All data to and from the administration interface
is encrypted. The administration interface
provides the facility to carry out all necessary
administrative tasks, i.e. creating new
accounts, enabling or restricting access to
specific services, setting quotas / sending
limits. Tasks can be carried out individually and
in bulk.

Universal compatibility

The web based administration interface
complies with the appropriate web standards
and is accessible using most common
browsers, including, Internet Explorer, Google
Chrome, Firefox.

Accessibility

The web based administration interface
complies with the appropriate accessibility
standards.

Access restriction

Access to the e-mail to SMS interface can be
restricted so that only messages sent from
specific e-mail addresses are processed and
sent as SMS. We provide the ability to block
access to features/functionality at a platform,
organisation and user level. The level of
information available and ability to download
information is restricted, based on the IP
address of the connecting user. This facility is
designed to limit access to users connecting
over external / public computers.

Quotas

Quotas and limits based on message length,
number of messages sent per user and
number of messages sent per day can be set
through the admin interface.

Account management

The admin interface provides full lifecycle
administration, including account creation,
suspension and termination.
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Administrators

Multiple admin accounts can be setup at a
global and organisation level. Access to
administrator functions can be configured
based on the users role, location and
requirements. l.e. organisation level
administrators have access to reports /
functions for their organisation, other functions
are restricted.

User facilities

The facility is provided for users to administer
certain aspects of their account, such as
password resets. This is achieved through the
use of memorable words and passwords sent
to the user by e-mail.

Audit logs All activity within the administration interface is
logged to ensure full traceability. Data is
retained for a minimum of 6 months.

Audit data capture The data captured within the audit logs is

sufficient to monitor whether the service's
access controls are operating as intended and
to prevent misuse / unauthorised access. It
includes details of any changes made, such as
identifying a specific administrator that used
the administration tools to create an account,
change quotas, delete accounts etc.

Audit data availability

All audit data is made available to assist
auditors in identifying misuse and for use in
disciplinary proceedings.
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Support Level

Support is available 24 hours a day, 7 days a
week, including bank holidays.

E-mail Support

Full e-mail contact information is available for
our support team.

Telephone support

Telephone support is available both during
standard office hours (i.e. 09:00 — 18:00
Monday to Friday) and outside of office hours.

Maintenance

Scheduled maintenance is carried out as
necessary to ensure and smooth and
continued operation of our platforms and
services. Clients are given a minimum of 2
weeks notice prior to scheduled maintenance.

SMS Routing

All UK SMS messages are routed directly
through the UK mobile networks using our own
direct connections. Systems are continually
monitored to ensure messages are being
processed and delivered correctly.

ISO 27001 data centre facilities and
processes

Our data centre facilities and processes are
accredited to ISO 27001:2013 Information
Security Management

ISO 27001 accredited infrastructure and
processes

All of our internal facilities, processes and staff
are accredited to ISO 27001:2013 Information
Security Management

Information security testing

We carry out regular testing of our security
policy, in accordance with our documented
ISMS. Any breach or potential breach of
information security will be immediately
reported to customers.

UK Data Centres

All data is processed and stored in the UK.

Dedicated Account Manager

Each organisation will be assigned a dedicated
account manager to manage the administration
of the service and address non-technical
issues. The account manager will be allocated
at the beginning of the process and through the
contract stage to ensure continuity.
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6. Information Assurance — Impact Level (IL)
We work to requirements under levels — BILO, BIL1 and BIL2

Our data centres, internal facilities and processes, comply with ISO 27001:2013 Information
Security Management.

7. Backup /restore and disaster recovery

We operate a multi-layer approach using multiple UK data centres to ensure no single point
of failure. In the event of a failure at one of our sites, we automatically switch to another
site, ensuring no interruption to our services.

We also maintain connections to all UK mobile network operators. In the event of a critical
network failure, messages are routed through an alternative operator to ensure services are
not interrupted. A fully documented Disaster Recovery Plan details backup and contingency
processes.

Incremental backups take place at regular intervals to sure no data is lost in the event of a
hardware or software failure.

8. On-boarding and Off-boarding processes

The e-mail to SMS platform has been designed to provide an easy on-boarding and off-
boarding process.

The service works with all standard e-mail applications and enables users to start / stop
using the service with minimal work required. Reports can be generated and output in open
formats such as CSV. New users can be given access to the system and the administrator
can terminate accounts, which are no longer required.

All data is checked for malicious content, such as viruses prior to on boarding.

We aim to make the on-boarding and off-boarding process as simple and smooth as
possible for clients.

9. Service Management Details

Our in-house administration and technical teams will support the setup, on-boarding, daily
running and management of the service. This will include the provision of management
information, performance data and a support helpdesk.

We operate a support ticket system to ensure all requests to the helpdesk are logged. This
also enables us to monitor performance and response times against client KPI’s.

Reach Interactive & Reach-Interactive.com are business names of Reach-Data Ltd | Registered in England & Wales. No. 04602161
Reach-Data Ltd, Unit 1, 5 Beaumont Gate, Shenley Hill, Radlett, Hertfordshire, WD7 7AR

G-Cloud 11 - SMS Service Definition Reach-Data Ltd Page 12 of 18





REA | N | +44,(0) 3333111 020
| | salesf@reach-interactive.com Atlas Office Park, First Point,

Doncaster, DN45JT
10.Service Levels

All our operational servers are dual processor blade servers running in a controlled
environment with redundant power supplies.

Service Uptime
Main Site
99.96% uptime with provision of full service since January 2013

Backup Site
99.92% uptime with provision of full service since January 2013

Combined Provision (no overlap)
100%

The Reach Support Team is available for dealing with service interruption and performance
degradation experienced by the Client and via telephone or email.

All times are UK seasonal time (GMT or GMT+1 (BST))

Monday to Friday

Office Hours: 09:00 — 18:00
All issues will be routed to the appropriate staff immediately with an initial response within 1
hour.

Evening: 18:00 — 22:00
All issues will be routed to the appropriate staff with an initial response within 1 - 2 hours.

Night: 22:00 — 09:00
Critical issues affecting more than one or all clients will be addressed. Routine issues will
not be addressed until office hours resume.

Weekends and British Bank Holidays

Daytime: 10:00 — 16:00
All issues will be routed to the appropriate staff with initial response within 2 hours.

Evening, Night: 16:00 — 00:00 and 00:00 — 10:00
Critical issues affecting more than one or all clients will be addressed. Routine issues will
not be addressed until office hours resume.

Resolution times for most cases will be reliant on our Network Partners to complete their
investigations.
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Incident Classification and Resolution Times

For issues internal to Reach we undertake the following targets:

Severity Rating Reach Service Availability Resolution Time

1 - System Critical Complete loss of a Reach service | 15 Minutes
preventing any use of that service
by the Client, with serious
implications to either revenue or
reputation of the Client

2 - Major Impaired Degradation of functionality 30 Minutes
and/or performance of a Reach
Service with revenue affecting
implications

3 - Minor Impaired Non revenue affecting 1 Hour
degradation of functionality or
performance of the service

4 - Cosmetic No functional impact on Reach Report of incident resolution
Service.

We hold regular service reviews with clients, to review and compare performance against
KPI targets.

11.Financial recompense model for not meeting service levels

We don’t currently operate a financial recompense model. If services were affected by a
serious outage, any recompense would be at the sole discretion of the Directors.

12.Training

Full training can be provided on request. The training covers all aspects of the service,
including and use, management and administration.

13.0rdering and invoicing process

A valid purchase order is required from the customer. This order should also include the
price agreed along with full invoicing details.

Upon receipt of a valid purchase order an Invoice will be submitted for payment under the
agreed terms.

By placing a purchase order, the customer fully accepts our terms and conditions in relation
to the invoice and associated Contract. A copy of our terms and conditions can be supplied
on request.
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14.Termination terms

e By consumers (i.e. consumption).
o If the supplier does not uphold the obligations under the terms of the contract.
e By the Supplier (removal of the G-Cloud Service)

o The other party commits a material breach of this Agreement and, where such
breach is capable of remedy, fails to remedy such within a reasonable time
following notice; or

o The other party is or may be (in the reasonable opinion of the other party)
unable to pay its debts or has a receiver, administrator, administrative
receiver or liquidator or similar appointed or calls a meeting of its creditors or
ceases for any other reason to carry on business.

15.Data restoration / service migration
Our government services are deployed as a private cloud service.

The private cloud infrastructure is managed and operated exclusively for one organisation
in order to keep a consistent level of security, privacy, and governance control. This level of
separation enables us to quickly restore data or migrate the full system elsewhere, as
required, without impacting other systems.

We provide a separate hardware / software environment within our data centre for our
Private Cloud. A Private Cloud is best suited for sensitive data and high degree of security.

All our systems for government cloud services are hosted at Telehouse (London
Docklands). The platform environment is fully ISO27001 certified (UKAS).

16.Consumer responsibilities

The consumer is responsible for ensuring the data they hold is opted-in to receive SMS
communications. To make sure the data is up to date and that messages are being sent at
an appropriate time.

The handset needs to be capable of receiving SMS messages, be switched on and be in
range of a mobile signal.

17.Technical requirements

A broadband internet connection is required and an application capable of sending e-mails.
The reporting interface is accessible from most modern web browsers, such as Internet
Explorer, Google Chrome, and Mozilla Firefox.
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18.Details of any trial service available

A trial service is available for potential clients to evaluate our platform and service. During
the trial period, the number of SMS that can be sent and the coverage will be restricted.
The trial service is Free of Charge and requires no commitment from the client.

19.Data extraction/removal

If the contracting authority required us to cancel the service in order to transfer it to another
provider, the process would be as follows:

All data held within our system (database) can be exported as CSV or text to comply with
open standards. The format of the extracted data will need to be agreed between the
contracting authority and Reach.

A list can be produced via the web based admin system of all data residing within the
database. The raw data can be exported and further manipulated to work with additional
formats.

The following information is available for extraction:

The mobile number.

The bulk SMS ID.

The content of the message.

The time the message was sent.

The time message was received at the handset, or rejected by the network.

The reason a message was not delivered.

If the message was sent through our e-mail to SMS service, the e-mail address of
the sender will also be included.

All data remains the property of the client and there are no charges associated with the
extraction of this data. After the data has been extracted and handed over to the client, it is
purged from our systems.

20.Data storage and processing locations

We operate from multiple UK data centres using physically separate sets of infrastructure. If
a failure occurs at one of our data centres, it will not affect any of the other data centres. All
of our data storage and processing occurs within the UK and all Government Services are
hosted at Telehouse (London Docklands).
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21.Deployment Models
Our government services are deployed as a Private Cloud service.

The private cloud infrastructure is managed and operated exclusively for one organisation
in order to keep a consistent level of security, privacy, and control. This level of separation
enables us to quickly restore data or move the full system elsewhere, as required, without
impacting other systems.

We provide a separate hardware / software environment within our data centre for our
Private Cloud. A Private Cloud is best suited for sensitive data and high degree of security.

22.Service Models
The Reach SMS platform is provided as SaaS (Software as a Service).
23.Persistence of storage

The SMS platform uses persistent storage architecture. A record of all messages sent, the
delivery status and any inbound messages is stored within our databases and can be
accessed through our reporting platform.

24.Service provisioning

We aim to setup new accounts within 48 hours enabling customers to access a test
environment. Subject to successful testing and contracts, we can convert the test account
into a live account and enable full sending capabilities.

25.Utilisation monitoring/reporting

Within the system provided full utilisation reporting is available at both a consumer level as
well as at a Crown level. Within the reporting module supplied “Real-time” online
management information including, usage reporting by unit consumed can be viewed
simply and easily, you can also choose to export this data should you wish. This will include
information to help you understand and control consumption.
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26.Data centres

The data centre environment is fully 1ISO27001 certified (UKAS) and runs at Tier Il Uptime
Institute. We adhere to the EU Code of Conduct for data centre operations. All Government
Services are hosted at Telehouse (London Docklands), which includes the following
facilities:

e The building is a multi-storey steel and concrete construction, purpose built as a data
centre. Ceilings, walls, floors and doors comply at least with RF9O0 (fire resistance 90
minutes) in data centre areas, telecom rooms, and plant areas.

e Site Security: the facility is physically guarded 24/7. Visitors are required to sign in at
the gatehouse and again at the main reception building. Proximity card access is
then provided to the main Data Centre building and to specific Facilities
Management Suites.

e Fire Detection/Suppression: the data centre area is fitted with a fully addressable 2
stage fire detection system that monitors the under floor, room and ceiling void
space.

e Power: 6 independent 11kv three phase electrical supplies are provided from 3
separate national grid substations. Standby Generation is provided at N+1
redundancy via diesel engine driven generators. On-site fuel is stored to maintain full
load operation for all generator sets for continuous running of 24 hours. Back up
deliveries are available from diverse supply depots.

27.Network

We have designed and built our infrastructure around an assured data transport
mechanism, appropriate for the Services. We maintain encrypted connections to the UK
mobile networks operators and provide clients with secure connections to our systems. Our
data centre, systems and processed have been certified to ISO 27001 by a UKAS
accredited certification body.

28.Use by other suppliers

If requested we will make our services available for purchase by third parties who intend to
supply services to government.

29.Service Roadmaps

We continue to develop and upgrade the functionality of our services. Updates are
scheduled based on the level of improvement brought to our services along with the
amount of work involved in implementing the changes. We typically have a major release
every 12-18 months containing new features.

Capacity management is reviewed on a continual basis, to ensure sufficient ongoing
capacity to meet the future client demands.
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The purpose of this document is to clarify the detail of the features offered by the supplier’s G-Cloud service. The G-Cloud supplier is required to respond Yes (Y) or No (N) to indicate whether the described feature is provided. 

Where the service does not provide a specific feature but the underlying business purpose is provided in a different way, this can be described in the “Alternative solution” column.

The questions are grouped  to reflect the non-financial MEAT assessment criteria as described in the G-Cloud Buyers Guide:



Technical merit and functional fit: 

After-sales service management: help desk, account management function and assurance of supply of a range of services

Non-functional characteristics
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		Ref

		Description

		Y/N

		Alternative



		

		Access to the service is controlled by user registration which is under the administrative control of the customer.

		Y

		



		

		User access to the service is controlled through a personal userid and password. 

		Y

		



		

		The userid can be implemented and validated as the users email address

		Y

		



		

		User registration prevents the creation of duplicate users.

		Y

		



		

		The service provides a self-service password reset through an email to the users registered email account.

		Y

		



		

		The service has the ability to automatically remove user accounts which have not been accessed for an agreed period of time.

		Y

		



		

		The service allows administrators to change user details without the need to delete and re-register the user.

		Y

		



		

		The system automatically generates the initial password and then requires the end user to change to a personalised password.

		Y

		



		

		Account activation is through a single email confirmation to the end user.

		Y

		



		

		The service allows the operation of different levels of user access, including:

Administration; providing full access for template library maintenance, access to enquiries, operational and MI reports and SMS initiation;

Super User; provided with access to enquiries, operational and MI reports and SMS initiation;

End User; SMS initiation and enquiry on SMS they have initiated only.

		Y

		



		

		Super users and end users can be allocated an organisation unit from any of the levels of the organisation hierarchy.

		Y

		



		

		The service provides the recording of the user’s details including: Name; Site Location; Cost Centre; Organisation Unit.

		Y

		



		

		The service “login” screen contains an area that can be updated by the customer’s administrators to provide communications and updates associated with the service. This supports the real time notification of service issues.

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		The service can hold a hierarchical organisation structure to support access control of the initiation of SMS, access to the template library, SMS enquiry and reporting.

		Y

		



		

		The Hierarchy provides a pan-organisation level with at least 3 levels below this.

		Y

		



		

		The service provides easy maintenance of the hierarchy through restricted access by the customer’s administrator staff 

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		The service provides a Message Template Library to hold pre-worded messages.

		Y

		



		

		The pre-worded templates provide for the inclusion of variable information by the end user, such as dates, times etc.

		Y

		



		

		The message template library can be maintained by the customer’s administrators with the ability to add, remove and amend the templates.

		Y

		



		

		The service allows templates to be associated with an organisation unit in organisation hierarchy.

		Y

		



		

		Where a template is associated with multiple organisation units then only a single instance of the template is held.

		Y

		



		

		Each message template has an alpha-numeric unique template reference number that can be allocated by the customer’s administrators. 

		Y

		



		

		There is a facility to import multiple templates (bulk load).

		Y

		



		

		It is possible to mark message templates such that they are not presented to end users, in order to co-ordinate the activation of new message templates or suspend the use of templates no longer required.

		Y

		



		

		It is possible to activate and de-activate message templates by specification of a date.

		Y

		



		

		The customer’s administrators are able to list on the screen templates meeting specific search criteria and as option print or export the list in formatted MS Excel. 

		Y

		



		

		The customer’s administrators have the ability to test template changes while they are still in draft and prior to making available to end users.

		Y

		



		

		The service maintains an audit trail of changes to templates

		Y

		



		

		Administrator, super user and end user access to SMS data through enquiry is subject to access controls associated with the users registration.

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		End Users are able to manually create and send a message to an individual recipient or recipients using SMS Text.

		Y

		



		

		The message text is selected from a message template library and has the ability to add variable text such as date, time, etc. as defined by the template.

		Y

		



		

		The end user is not able to change the template text itself

		Y

		



		

		The message template library offers the end user a default view and selection list of templates associated with the end users organisation level.

		Y

		



		

		The presented templates show the organisation levels they are associated with as defined in the template library and the business use they are associated with.

		Y

		



		

		The user can create a number of messages from the templates, in draft:

It is possible to update the variable data in the draft message or delete draft messages.

Users can send the drafted messages either individually or as a multiple selection.

		Y

		



		

		The User is able to allocate a date and time for the message to be sent by the service and the message will be automatically sent at that time. Default is to send immediately.

		Y

		



		

		The user is able to send the same message to multiple recipient phone numbers.

		Y

		



		

		The service only allows messages to contain characters that are valid for sending as SMS.

		Y

		



		

		The service allows the issue of SMS to UK or International mobile numbers and checks that the phone number is a valid UK or International number format 

		Y

		



		

		The service can block messages to premium rate numbers or landline numbers.

		Y

		



		

		The service can restrict the issue of SMS such that messages are only sent from the service between specified time periods, as agreed with the customer.

		Y

		



		

		Messages instructions received during periods outside of the agreed sending periods are held and issued at the start of the next sending period.

		Y

		



		

		The service issues the SMS with an “alpha tag” which will determine the sender name displayed on the recipients device. 

		Y

		



		

		The alpha-tag can be determined by the template with a default set by the customer.

		Y

		



		

		Where a message exceeds 160 characters, the service breaks these down and send as multiple SMS fragments, such that they can be read on the recipient’s device.

		Y

		



		

		The service support message text in English and Welsh Languages.

		Y

		



		

		The User is able to enquire in real-time, the delivery status of a message they have initiated in the previous calendar month as minimum, with filter/selection criteria. The response includes:

Date/time message initiated

Date/time SMS sent to the recipient

SMS Text content

Delivery status of Delivered Successfully / Delivery Failed and reason/ Delivery Status Unknown:

Delivered Successfully and Delivery Failed to include Date/time stamp. 

		Y

		



		

		Customer’s administrators and super users are able to enquire in real-time, the delivery status of a message(s). The enquiry covers SMS initiated in the previous calendar month as a minimum allowing filtering on selection criteria including; initiating user, recipient phone number. 

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		The service offers an Automated Programming Interface (API) for the receipt of SMS instructions from the customer’s IT systems.

		Y

		



		

		The API is capable of receiving an individual SMS Instruction from a customer IT system

		Y

		



		

		The API is capable of receiving a Bulk file of SMS instructions. 

		Y

		



		

		Where a Bulk file is received the API can check that the file is complete and is not a duplicate file. 

		Y

		



		

		An audit record is produced for each bulk file including; file reference, date/time received, number of records, notification of any errors associated with the file. This is available for customer administrator access. 

		Y

		



		

		Access to the API is restricted to authorised customer IT systems.

		Y

		



		

		Changes to the authorised systems list are undertaken through an agreed change control process or managed by the customer’s administrators.

		Y

		



		

		The API can maintain a consistent interface to the customer systems for the duration of the contract including URL and API “parameters”. i.e. The customer will not be required to make changes to the transaction interface to the API unless agreed as a mutual requirement.

		Y

		



		

		The API service can construct SMS text using a standard worded SMS selected from a template library as indicated by the SMS instruction.

		Y

		



		

		The API SMS instruction can contain an SMS template reference, recipient phone number(s), “alpha tag” and any variable data necessary to populate the template.

		Y

		



		

		The API service can also accept an SMS Instruction in the form of a complete text which will not require a template to construct the SMS.

		Y

		



		

		The API service is able to queue messages for sending at a date and time indicated by the SMS instruction.

		Y

		



		

		The API service is able to send the same message to a single or multiple recipient phone numbers.

		Y

		



		

		The API service can restrict message content to only allow messages to contain characters that are valid for sending as SMS.

		Y

		



		

		The API service allows SMS to UK and International mobile phone numbers.

		Y

		



		

		The API service can block messages to premium rate numbers or landline numbers.

		Y

		



		

		Where a message instruction fails validation it is discarded without immediate/real time customer notification. 

		Y

		



		

		Where a message instruction fails validation it is discarded and a rejection transaction returned to the originating system.

		Y

		



		

		Where a message instruction fails validation it is recorded on the audit log with the associated rejection reason.

		Y

		



		

		The API service can ensure that messages are only issued to recipients between specified time periods as indicated by the SMS Instruction.

		Y

		



		

		Where an SMS instruction is received outside of the agreed send periods then it is held and despatched at the start of the next period.

		Y

		



		

		The API service allows the SMS to be sent with an “alpha tag” which will determine the sender name displayed on the recipients device. 

		Y

		



		

		A default customer defined alpha-tag value is applied to SMS  

		Y

		



		

		The default alpha-tag can be changed by the initiating system on a single SMS basis.

		Y

		



		

		Where the message exceeds the standard SMS text length of 160 characters then the message is delivered as multiple SMS fragments such that they can be re-constructed on the recipient’s device.

		Y

		



		

		The API service records the delivery status of each SMS including send time, status time, and status of Delivered / Failed with failure reason / Unknown.

		Y

		



		

		Where a STOP instruction is received from the recipient then the customer can be notified. 

		Y

		



		

		Where recipient responses are received in response to an SMS from the API/Email service, other than STOP instructions then these can optionally be returned to the initiating system.

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		The service offers an email interface for the receipt of SMS instructions from the customers email system.

		Y

		



		

		The service will maintain a consistent interface to the customer email system for the duration of the contract. i.e. The customer will not be required to make changes to the email-SMS interface unless agreed as a mutual requirement.

		Y

		



		

		The service will ensure that the email instruction is received from an authorised customer email source. 

		Y

		



		

		The email interface service can construct SMS text using a standard worded SMS selected from a template library as indicated by the SMS instruction.

		Y

		



		

		The email interface SMS instruction can contain an SMS template reference, recipient phone number(s), “alpha tag” and any variable data necessary to populate the template.

		Y

		



		

		The email interface service can also accept an SMS Instruction in the form of a complete text which will not require a template to construct the SMS.

		Y

		



		

		The email interface service is able to queue messages for sending at a date and time indicated by the SMS instruction.

		Y

		



		

		The email interface service is able to send the same message to a single or multiple recipient phone numbers.

		Y

		



		

		The email interface service can restrict message content to only allow messages to contain characters that are valid for sending as SMS.

		Y

		



		

		The email interface service allows SMS to UK and International mobile phone numbers.

		Y

		



		

		The email interface service can block messages to premium rate numbers or landline numbers.

		Y

		



		

		Where a message instruction fails validation it is discarded without immediate/real time notification to the originator. 

		Y

		



		

		Where a message instruction fails validation it is discarded and a rejection transition returned to the originator.

		Y

		



		

		Where a message instruction fails validation it is recorded on the audit log with the associated rejection reason.

		Y

		



		

		The email interface service can ensure that messages are only sent between specified time periods as indicated by the SMS Instruction.

		Y

		



		

		Where an SMS instruction is received outside of the agreed send periods then it is held and despatched at the start of the next period.

		Y

		



		

		The email interface service allows the SMS to be sent with an “alpha tag” which will determine the sender name displayed on the recipients device. The alpha-tag to be selected by the initiating system or a default value applied.

		Y

		



		

		Where the message exceeds the standard SMS text length of 160 characters then the email interface message is delivered as multiple SMS fragments such that they can be re-constructed on the recipient’s device.

		Y

		



		

		The email interface service can record the delivery status of each SMS including send time, status time, and status of Delivered / Failed with failure reason / Unknown.

		Y

		



		

		Where a STOP instruction is received from the recipient then the customer can be notified. 

		Y

		



		

		Where recipient responses are received in response to an SMS from the email interface service, other than STOP instructions then these can optionally be returned to the initiating system.

		Y
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Ref

		Description

		Y/N

		Alternative



		

		The service is capable of generating SMS text using pre-formatted message templates and by applying business rules to data file(s) supplied by the customer to an agreed timetable.

		Y

		



		

		The service allows the customer to administer a client list, including client mobile numbers and opt-in information.

		Y

		



		

		Administrator access is under userid and password control, with access recorded on an audit log.

		Y

		



		

		The solution is capable of validating client telephone data with that held on the client file to ensure there is a match on telephone number before issuing a text message to the client.

		Y

		



		

		The solution shall be capable of issuing distinct text messages to clients depending on the application of agreed business rules.

		Y

		



		

		The data file can be accepted in a .CSV format.

		Y

		



		

		The service can issue the SMS text message to the client within eight hours of receipt of the data file.

		Y

		



		

		The service is capable of allowing screen prints to be taken of client records to support Data Protection Subject Access requests.

		Y

		



		

		The service allows cleansing of client data at periods determined by the customer.

		Y

		



		

		The Client List can be refreshed periodically as a bulk upload from the customer.

		Y

		



		

		The service can “poll” for a data file and download it when it becomes available on either an SFTP or an FTPS server within the customer’s DWP Red Zone.

		Y

		



		

		The service can check to ensure that the data file is not a duplicate of any previous files.

		Y

		



		

		The service can check that the file contains a header record, trailer record and the correct number of detail records (as specified on the trailer record detail record count).

		Y

		



		

		The service can check that the number of records containing errors does not exceed an agreed tolerance level.

		Y

		



		

		The service can send an SMS text message to each mobile telephone number identified as ‘opted in’ using the information contained on the data file record and the associated text message template.

		Y

		



		

		The service can delete the data file once processing has completed and the deletion activity recorded for audit purposes to demonstrate that it has taken place.

		Y

		



		

		The service can produce an audit report for each data file processed. This should not contain any references to mobile telephone numbers to which messages have been sent but can instead use a customer provided reference number as the unique identifier for each SMS text message transaction.

		Y

		



		

		The service can provide a daily report via email (or alternative means) to nominated customer staff detailing the number of records processed in the data file, number of SMS text messages sent and number of records containing errors

		Y

		



		

		Sending of messages to recipients can be restricted to hours agreed with the customer, that are configurable and can be updated to reflect changing business requirements. 

		Y

		



		

		SMS text messages can be held or queued and then sent at the beginning of the next sending period.

		Y

		



		

		The service can return to the customer by email details of mobile numbers for which “STOP” messages have been received.

		Y

		



		

		If required the service can limit the maximum length of a template to not exceed 160 characters including spaces, allowing the message to be limited to a single SMS segment.

		Y

		



		

		The service provides customer reports of SMS Outcomes, for MI and Audit purposes that contain as a minimum: a unique identifier for each SMS as provided by the customer along with one of the following statuses:

Failure

1. Delivery time elapsed

2. Mobile number failure

Success

3. SMS sent successfully

		Y

		



		

		The service allows SMS recipients to unsubscribe from the SMS service by using the ‘Text STOP’ service to a short code as noted on the received SMS Text.

		Y

		



		

		The service can allocate a customer defined alpha tag as sender identification of the SMS.

		Y

		



		

		If required, the service can limit the delivery attempts for an SMS message, following delivery failure.

		Y

		



		

		The service is capable of sending messages containing all letters, numbers, pound signs and regular punctuation marks that exist in the English and Welsh languages.

		Y

		



		

		The service provides a full audit and evidence trail for all transactions in support of any legal action and auditing requirements.

		Y

		



		

		The service allows an expiration time to be allocated to messages, as agreed with the customer. 

		Y

		



		

		The Service is flexible such that future business rules can be introduced as required by the customer.

		Y

		



		

		The service will automatically log out administration users after a period of inactivity.

		Y

		



		

		The service provider will be capable of scaling out this solution to cater for future business scenarios.

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		The service provides a web based portal providing the customer’s staff with access to operational reporting with all reports available for viewing online and capable of data download to a formatted MS Excel report.

		Y

		



		

		User access to operational reporting is restricted by the user’s registration profile.

		Y

		



		

		For the duration of the contract the service keeps a record of each message sent including: 

recipient phone number, 

message text, 

send date/time, 

delivery status with date/time, 

user name and email address of the initiating user,

organisation level of the initiating user,

site associated with the initiating user,

template reference,

		Y

		



		

		The user is able to list messages by a variety and combination of search criteria using the information recorded against the SMS.

		Y

		



		

		A report is available in formatted MS Excel showing the usage of individual templates:

Template unique reference;

Organisation unit associated with the template;

Template text;

Count of SMS using the template in the calendar month;

Report to be available at any organisation unit level.

		Y

		



		

		A report is available in formatted MS Excel showing a list of users that have not initiated an SMS with selection criteria and combinations based on the reported data items:

Period start date;

Period end date;

Organisation unit Level;

User last logged in date;

User last SMS sent date;

User registered date;

User name;

Userid (email address);

Number of SMS initiated by user in the reported period.

		Y
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		Ref

		Description

		Y/N

		Alternative



		

		The service provides a web based portal providing the customer’s staff with access to Management Information reporting with all reports available for viewing online and capable of data download to a formatted MS Excel report.

		Y

		



		

		User access to management information reporting is restricted by the user’s registration profile.

		Y

		



		

		An organisation level based report is available each calendar month in formatted MS Excel showing:

Count of Messages Initiated

Count and percentage of messages delivered

Count and percentage of messages failed delivery

Count and percentage of messages delivery status unknown

Count of message segments sent. 

DWP level total and summary totals for each organisational level.

		Y

		



		

		A template based report is available for each calendar month in formatted MS Excel showing:

Count of Messages Initiated

Count and percentage of messages delivered

Count and percentage of messages failed delivery

Count and percentage of messages delivery status unknown

Count of message segments sent. 

Template reference

		Y

		



		

		A user activity report is available for each calendar month in formatted MS Excel showing:

Count of registered users

Count of users active in the month (have initiated one or more SMS)

Count of inactive users in the month (have not initiated any SMS in the month)

Organisation level total and summary totals for each organisation level  / Sub-level.

		Y

		



		

		The service offers an MI data analytics tool allowing customer analysis of the SMS MI.

		Y

		





[bookmark: _Toc427155144]Technical Specification

		
Ref

		Description

		Y/N

		Alternative



		1.1.1. 

		The automated API and email-SMS services can be hosted by the supplier with:

Connection to the customer’s PSN Community Wide Area Network via the customer’s Secure Network Boundary Service;

Secure connection to the customer’s IT services hosted outside of the PSN Community Network in the cloud/internet;

Connection to the customer’s staging server for the exchange of bulk data files.

Use Transport Layer Security (TLS);

		Y

		



		1.1.2. 

		The Supplier can ensure that all browser delivered features of the service continue to be accessible from  the customer’s  Desktop service and supports as a minimum the following environments:

Thin client workstations accessing a Windows 2008 R2 x64 XenApp 6.5 platform. 

Laptops and desktops with Windows 7 Enterprise 64bit and  Windows 7 Enterprise 32 bit. 

Browser provided by Internet Explorer v9 or later.

		Y

		



		1.1.3. 

		All user interfaces can be customer branded.

		Y

		



		1.1.4. 

		All user interfaces offer only the features available for use by the customer through the contracted service. I.e. The user interfaces will not offer features or functionality not available to the user through the contracted service.

		Y

		



		

		The API uses the REST architecture.

		Y

		



		

		The API uses JSON Open standards (Javascript Object Notation).

		Y

		











[bookmark: _Toc427155145]Accessibility and Compliance with the Equality Act 2010. 

		[bookmark: P103_6789][bookmark: _Toc386537794][bookmark: _Toc406406684][bookmark: _Toc406503936][bookmark: _Toc414972452][bookmark: P105_6939][bookmark: _Toc414972453][bookmark: P107_7240][bookmark: _Toc406503937][bookmark: _Toc414972454]Ref

		Description

		Y/N

		Alternative



		

		The service supports the customer’s compliance with the Equality Act 2010 and the implementation of the Accessible Technology Charter[image: http://intralink-staging.link2.gpn.gov.uk/(includes)/global/img/icons/web.gif], created by the Technology Taskforce[image: http://intralink-staging.link2.gpn.gov.uk/(includes)/global/img/icons/web.gif] of the Business Disability Forum[image: http://intralink-staging.link2.gpn.gov.uk/(includes)/global/img/icons/web.gif].

		Y

		



		

		The user interfaces comply with ISO 9241-171:2008 (Ergonomics of human-system Interface) ISO[image: http://intralink-staging.link2.gpn.gov.uk/(includes)/global/img/icons/web.gif], including the Key ISO standards and use of Soft Keys.

		Y

		



		

		The service is compliant with WCAG V2 to ‘AA’ Standard WCAG[image: http://intralink-staging.link2.gpn.gov.uk/(includes)/global/img/icons/web.gif]

		Y

		



		

		The user interfaces are compatible with and operate fully with ‘best of breed’ assistive technologies. These are currently considered to be :

JAWS 

Dragon 

Supernova 

Zoomtext

		Y

		



		

		All user guides and L&D products are accessible, or have the same information available in accessible alternative formats.

		Y

		



		

		During service transition the supplier can execute accessibility tests that are sufficient to demonstrate compliance to the accessibility standards.

		Y

		





[bookmark: P121_8034][bookmark: _Toc406503938][bookmark: _Toc414972455][bookmark: P123_8224][bookmark: _Toc406503939][bookmark: _Toc414972456][bookmark: P128_8671][bookmark: _Toc386537795][bookmark: _Toc406406685][bookmark: _Toc406503940][bookmark: _Toc414972457][bookmark: P130_9258][bookmark: _Toc386537796][bookmark: P131_9258][bookmark: _Toc406406687][bookmark: _Toc406503941][bookmark: _Toc414972458][bookmark: P147_10755][bookmark: _Toc406406688][bookmark: P178_12320][bookmark: _Toc406503947][bookmark: _Toc414972463][bookmark: P179_12347][bookmark: _Toc386537798][bookmark: _Toc406406694][bookmark: _Toc406503948][bookmark: _Toc414972464][bookmark: P187_13285][bookmark: _Toc386537799][bookmark: _Toc406406695][bookmark: _Toc406503949][bookmark: _Toc414972465][bookmark: P211_16623][bookmark: _Toc386537800][bookmark: _Toc406406696][bookmark: _Toc406503950][bookmark: _Toc414972466][bookmark: P219_17627][bookmark: _Toc386537801][bookmark: _Toc406406697][bookmark: _Toc406503951][bookmark: _Toc414972467][bookmark: P240_20413][bookmark: _Toc386537802][bookmark: _Toc406406698][bookmark: _Toc406503952][bookmark: _Toc414972468][bookmark: P264_23392][bookmark: _Toc386537804][bookmark: _Toc406406700][bookmark: _Toc406503954][bookmark: _Toc414972470][bookmark: P266_23691][bookmark: _Toc386537805][bookmark: _Toc406406701][bookmark: _Toc406503955][bookmark: _Toc414972471]


[bookmark: _Toc427155146]Service Performance, Capacity and Availability

		Ref

		Description

		Y/N

		Alternative



		

		For the Web interface service, the supplier’s support to the customer’s 1st line help desk is available during the hours of: 

07.00 to 21.00 Monday to Friday including Bank Holidays but excluding Christmas Day;

09.00 to 17.00 Saturdays and Sundays, including Bank Holidays but excluding Christmas Day.

		Y

		



		

		The Web interface service is available:

07.00 to 21.00 Monday to Friday including Bank Holidays but excluding Christmas Day;

09.00 to 17.00 Saturdays and Sundays, including Bank Holidays but excluding Christmas Day.

		Y

		



		

		The automated API and email services are available 24hrs a day 365 days a year (366 in a leap year).

		Y

		



		

		The availability of the API service is not impacted by periods of scheduled downtime.

		Y

		



		

		Business Continuity and Disaster Recovery solutions are in place such that the service continues to meet service levels in the event of the loss of any aspects of the service delivery.

		Y

		



		

		Messages are sent to the recipient’s mobile service provider within 5 minutes of request.

		Y

		



		

		The Web interface service can initially support up to 20,000 registered users and login of up to 10,000 concurrent users. 

		Y

		



		

		The Web interface service can initially support the initiation of 1m to 2m messages a month.

		Y

		



		

		The web interface template library can support a minimum of 1,000 unique templates and be scalable to meet increased demand

		Y

		



		

		The Supplier undertakes on-going Capacity Management and Demand Planning and the service is scalable and capable of supporting increased Registered User and Concurrent User numbers, template numbers and SMS volumes where Service Demand requires.

		Y

		







[bookmark: _Toc427155147]Service Levels and Service Credits

		Ref

		Description

		Y/N

		Alternative



		

		The Web Interface has a contractual defined service level for availability of at least 99.9% during service hours. 

		Y

		



		

		Service Credits are applied where the Web Interface service fails to meet the contractual defined service level(s). 

		Y

		



		

		The API Interface has a contractual defined service level for availability of at least 99.9% during service hours. 

		Y

		



		

		Service Credits are applied where the API Interface service fails to meet the contractual defined service level(s). 

		Y

		



		

		The email Interface has a contractual defined service level for availability of at least 99.9% during service hours. 

		Y

		



		

		Service Credits are applied where the email Interface service fails to meet the contractual defined service level(s). 

		Y

		



		

		A contractual defined service level can be applied to the business rules interface for the collection of the data files and the despatch of the associated generated SMS.

		Y

		



		

		Service Credits can be applied where the business rules Interface service fails to meet the contractual service level(s). 

		Y

		



		

		A contractual defined service level can be applied to the timely despatch of each SMS text following receipt of the instruction by the service.

		Y

		



		

		Service Credits can be applied where SMS are not despatched within the contractual service level. 

		Y

		



		

		A contractual defined service level can be applied to the delivery of monthly reporting within 10 working days of the end of each calendar month.

		Y

		



		

		Service Credits can be applied where monthly reporting is not completed within the contractual service level. 

		Y

		










[bookmark: _Toc427155148]After-Sales Service Management

[bookmark: _Toc427155149][bookmark: _Toc412639459][bookmark: _Toc414436048][bookmark: _Toc414436045]Charging, Billing and Invoicing

		Ref

		Description

		Y/N

		Alternative



		

		The service can be charged on a utilisation basis of Resource Units with a unit charge x volume consumed, with no minimum or maximum volume or value commitments.

		Y

		



		

		Service charges are payable in arrears on a consumption basis.

		Y

		



		

		Service charges are quoted excluding VAT and are payable in £ Sterling.

		Y

		



		

		No advanced payments are required nor any charges for services that have not been delivered at the point of charging.

		Y

		



		

		The supplier will agree a delay payment schedule, to apply if the supplier does not meet the agreed transition timescales.

		Y

		



		

		No payments will be required at the end of the contract for exit or unrecovered costs. These costs will be included and recovered with the service charges.

		Y

		



		

		Invoices can be raised for service usage in a calendar month and presented to the customer in line with the customers invoicing / billing timetable and Policies and Procedures.





		Y

		



		

		Invoices and supporting Billing MI can be delivered in electronic format as determined by the customer’s electronic invoicing system.

A hard copy of the invoices can be provided to the customer in addition to the electronic invoice.

The customer’s electronic invoicing is described in the following attached specification.





		Y

		



		

		MI can be provided to support invoice validation and the apportionment of charges to internal customers.

A record for each SMS Fragment billed including:

Interface; Web Interface, PI, Email, CMG Legacy

Billing business area (of user initiating the SMS or system generating the SMS), 

Cost centre (of user initiating the SMS or blank where system generating the SMS),

Site Location, (of user initiating the SMS or blank where system generating the SMS), 

Date and time SMS sent

SMS message unique reference.

MI can be provided electronically for import in to the customer’s billing system.

		Y

		





[bookmark: _Toc427155150]SIAM Service Management 

		Ref

		Description

		Y/N

		Alternative



		

		The service can interface in to the customer’s ITIL based SIAM Service Management processes in support of the end to end service management of the customer’s IT services.  

		Y

		



		

		The SMS service can as required interface in to the customer’s SIAM Service Management Toolset, either through an automated interface or through supplier screen access to the customer’s toolset.

		Y

		



		

		The SMS service can interface in to the customer’s 1st line service desk and SIAM Incident management processes:

To maximise the resolution of issues at the earliest possible point, 

Provide case base documentation and Knowledge Articles to maximise the resolution of issues by the 1st line customer Service Desk and allow the accurate allocation of incidents to the correct resolver group and supplier;

Retain ownership of an Incident is associated with the SMS service until it is either resolved or re-assigned to a different resolver group.

Produce monthly reporting to include; list of the Incidents raised in the month, resolution status and response time, and historical trend analysis of Incidents raised and the resolution response times.

		Y

		



		

		The SMS service can interface in to the customer’s SIAM Problem Management processes:

Where a Problem is associated with the delivery of the SMS service then the supplier will retain ownership of the Problem until it is either resolved or re-assigned to a different resolver group.

The supplier can produce a report each month to include; list of the problems raised in the month, resolution status and historical trend analysis of problems raised and the resolution times.

		Y

		



		

		The SMS service can interface in to the customer’s SIAM Change Management processes:

The supplier can produce a report each month including; success of changes planned and implemented in the month, changes planned for the coming months and if necessary change success trend analysis.

		Y

		



		

		The SMS service can interface in to the customer’s SIAM Availability Management processes:

The supplier can notify SIAM of any periods of planned service outage.

The supplier can produce a report each month on achieved availability, historical trend analysis and narrative explanation of any periods of unplanned outage.

		Y

		



		

		The supplier can comply with minimum notice periods as set by SIAM Release Management in order to agree the scheduling of any service releases. 

		Y

		



		

		The supplier undertakes on-going capacity management and demand planning to ensure that sufficient service capacity is in place to deliver the service.

		Y

		



		

		The supplier can as required provide an automated notification of any major service events to the SIAM Enterprise level Event Management process.

		Y

		



		

		The supplier if required can provide IT Service Continuity plans and take part in IT Service Continuity plan tests as required by the customer’s SIAM ITSCM function.

		Y

		



		

		Where contractual service levels are agreed, the supplier can report each month the service levels achieved against service level targets and a historical achievement trend analysis. 

		Y

		



		

		Service Management reporting can be produced using MS Office and be delivered to the customer SIAM within 10 working days of the end of each Period. 

		Y

		



		

		The supplier has a nominated service manager with overall responsibility for the delivery of the service, to attend monthly service review meetings with the SIAM service manager.

		Y

		








[bookmark: _Toc427155151]Service Testing

		Ref

		Description

		Y/N

		Alternative



		

		Following contract award and prior to service commencement the supplier will create and execute test plans, conditions and scenarios sufficient to gain sign-off from the customer that the service can meet the contracted requirements and be implemented for use.

This testing to be undertaken through a “model office“ test environment provided by the customer allowing the execution of user acceptance test by the customer in a representative production environment.

		Y

		



		

		The supplier will make available the appropriate testing environments necessary to support the testing plan, including environment configuration and the loading of test data necessary to support the testing.

		Y

		



		

		The testing activities will include:

User Acceptance Testing (UAT) of SMS functionality and user accessed web browser interfaces, including Accessibility Testing.

Operations Acceptance Testing (OAT) of system interfaces for the business rules interface and API/Email interfaces.

Field Acceptance Testing (FAT) of the Production implementation prior to and during the initial stages of implementation.

		Y

		



		

		The supplier will engage the customer within 1 week of the Contract Award to commence test planning and be capable of completing all testing within 3 calendar months of Contract Award.

		Y

		





[bookmark: _Toc427155152]Service Take-On

		Ref

		Description

		Y/N

		Alternative



		

		Following contract award and prior to service commencement the supplier can commence customer “Take-on” to establish the service management processes and products necessary to integrate with the customer’s service integration and management function, SIAM.

		Y

		



		

		The supplier is capable of completing Take-On within 3 calendar months of Contract Award.

		Y

		



		

		The supplier will demonstrate to SIAM, through Service Management Acceptance Testing, that the service management interfaces are in place. 

		Y

		



		

		During Take-On the supplier will agree a plan to achieve subsequent Security Accreditation. 

		Y

		





[bookmark: _Toc414436049][bookmark: _Toc427155153]Service Transition 

		Ref

		Description

		Y/N

		Alternative



		

		The service will provide support for the migration of existing customer SMS services to the new service. 

		Y

		



		

		If required, the supplier can automate the transfer of existing user registrations to the new service.

		Y

		



		

		If required, the supplier can automate the transfer of existing pre-worded message templates to the new service. 

		Y

		



		

		The supplier can make available user guides / desk aids as necessary to support transition to the new service for administrative staff, super users and end users. This information can also be made available for publication with the service or through the customers Intranet.

		Y

		



		

		If required the supplier can provide training to the customer’s administrative staff to ensure the function can operate on day one of go live.

		Y

		



		

		The supplier is capable of completing the transition preparation within 2 calendar months of the Contract Award.

		Y

		



		

		The supplier will support a phased implementation of the service to meet customer business requirements and completion over a 1 calendar month period following successful completion of Service Take-On, Service Testing and Transition Preparation.

		Y

		





[bookmark: _Toc412639458]



[bookmark: _Toc427155154]Future Service Change

		Ref

		Description

		Y/N

		Alternative



		

		The service offers a standard package with price and timescale for the introduction of an additional automated system interface to the SMS API including; Engagement support; configuration, testing support, secure connection and production implementation.

		Y

		



		

		Documentation and instructions for the use of the API interface are available in a Developers Guide and available for use by the customer on request.

		Y

		



		

		The API service includes a Test service to allow the testing of new system interfaces or changes to interfaces

		Y

		



		

		The service offers a standard package with price and timescale for the introduction of an additional Email-SMS interface including; Engagement support; configuration, testing support, secure connection and production implementation.

		Y

		



		

		Documentation and instructions for the use of the Email interfaces are available in a Developers Guide and available for use by the customer on request.

		Y

		



		

		The Email service includes a Test service to allow the testing of new system interfaces or changes to interfaces

		Y

		



		

		The service defines a response time(s) for providing cost and timescale estimates for non-standard enhancements to the service and is capable of supporting the customer’s agile development model.

		Y

		







[bookmark: _Toc427155155]Transition at End of Contract

		Ref

		Description

		Y/N

		Alternative



		

		The supplier will provide reasonable support to the customer should the SMS service be transitioned to an alternative service at the end of the SMS service contract. This will include but not be limited to:

Provision of capacity usage and peak statistics

Export of customer SMS data suitable for import to the replacement service, i.e. User registrations, organisation data, templates;

Export of audit logs

		Y

		










[bookmark: _Toc427155156]Non-Functional Characteristics

[bookmark: _Toc427155157]Non-Functional Specification

		Ref

		Description

		Y/N

		Alternative



		

		The service can be provided in support of customer operations in Great Britain and Northern Ireland.

		Y

		



		

		The service supports the issue of information meeting the HMG classification of  “OFFICIAL”

		Y

		



		

		The service complies with HMG Offshoring Policy for OFFICIAL v1.0. 

Where customer systems, services or official information is hosted or accessed outside of the United Kingdom, or foreign nationals are brought in to the United Kingdom to provide services in delivery of the service, then the supplier will obtain prior written consent from the customer.

		Y

		



		

		The Supplier:

· Complies with the industry standard ISO/IEC 27001 (Information Security Requirements Specification) and ISO/IEC 27002 (Information Security Code of Practice); including the requirements for an information security management system (ISMS);

· Will produce a Security plan which details the steps and timescales for the production of an ISMS.

		Y
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1. [bookmark: _Toc246477184]Purpose





The purpose of the RTPi Invoice Specification is to detail the structure, content and format of an Electronic Invoice, supplementing the data elements detailed in the TSPI (Technical Service Provider Interface).





RTPi Technical Service Provider Interface Rel 1.2


[bookmark: _Toc153694108]2.0 File format and naming conventions


The following defines the file format used by this customisation. The file will be an ASCII text file, with each record on a separate line and each field delimited by a “pipe” character: ‘|’ . 





The Invoice File, referred to as the “Invoice Envelope” will contain data associated to one or more invoices for a particular Service Management Period (SMP) and supplier. The naming convention for each Invoice Envelope will be built using the following invoice data elements:


Supplier Code – formatted as a two to three character string assigned to each Service Tower Provider. (example: EDS, BT)


Date – formatted as YYYYDDMMhhmmss where YYYY is the year, DD is the day, MM is the month, hh is the hour, mm is the minute, ss is the second.


SMP – a four digit SMP code for a given year, followed by a two digit SMP period.





Example invoice envelope filename: EDS_20072501230000_200701.ZIP


Each invoice envelope will contain one invoice detail file, each with one or more invoices. 


The invoice file will contain all of the line item charges associated to that particular invoice. Each invoice file will follow the naming convention of “INVOICE“, followed by an underscore (‘_’), followed by the Supplier Code, followed by an underscore (‘_’), followed by the Batch Id Number, followed by an underscore (‘_’), followed by the SMP.  The Batch Id Number and Supplier code must be unique.


Example invoice file name: INVOICE_EDS_000001_200701.txt






3.0 File Structure and content





The file will consist of a single header record, one or more invoice header records and one or more invoice line records, all followed by a single trailer record.


As well as the file structure, details of each field are also included (such as data type, maximum length, optionality … etc.).


Overall File Structure





Fields


[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Record Type|Batch ID|Batch Date


Record Type|Batch ID|Sales Invoice Number|Invoicing Organisation Name|Invoicing Organisation Address|Invoicing Organisation VAT Number|Invoicing Organisation Telephone Number|Invoicing Organisation Fax Number|Invoiced Organisation Name|Invoiced Organisation Address|Invoice Date|Invoice SMP|Customer Number|Customer Order Type|Invoicing Organisation’s Reference|Currency Code|Total Net Price|Total VAT Amount|Total Gross Price|Due By Date|Transfers To|Transfers to Address|IBAN|BIC|Sort Code|Account Number|Remittance Address|Remittance Fax Number|Remittance Email


Record Type|Batch ID|DWP Purchase Order Number|Reference number|Resource Unit|Quantity|Quantity Type|Description|Price|Currency|Net Amount|VAT Rate


Record Type|Batch ID|Total Net Price|VAT Amount|Total Gross Price





Example


[bookmark: OLE_LINK1][bookmark: OLE_LINK2]B|BANNER 001|01-05-2007


H|BANNER 001|1231234GB02|Electronic Data Systems Ltd|4 Roundwood Avenue Stockley Park Uxbridge Middx UB11 1BQ|GB123456789|01908 123456|01908 654321|SCM|Service Delivery Directorate 301 Birchwood Place, Birchwood Park Warrington WA3 6AE|28.05.2007|2007|140123| SSBA Hosting|Mrs J Jones / 01253 123456|GBP|1000.00|175.00| 1175.00|01.01.2007|ABC BANK|101 Market Street, Blackpool.  FY8 1BP|GB12SOGE12398756700123|SOGEGB2NNON|123987|56700123|EDS Shared Service Centre, 938, Hungary|+44 123 76 43/35|ivb@eds.com


L|BANNER 001|10002111|512345|Host 030|2.000|Months|CIS PT Environments for FRAIMS|500.00|GBP|1000.00|17.50


T|BANNER 001|1000.00|175.00|1175.00



Batch Header Record





Fields


Record Type|Batch ID|Batch Date





Example


B|BANNER 001|01.05.2007





			Field


			Type


			Format or Value


			Max Length


			Required


			Description





			Record Type


			VARCHAR2


			Value = ‘B’


			1


			Yes


			Set to ‘B’ for batch header records





			Batch ID


			VARCHAR2


			n/a


			20


			Yes


			Unique ID, specifying the feeder system and the run number. This is used to ensure that a file is only processed once.


The Batch ID will consist of the Supplier Code, followed by an underscore (‘_’), followed by the Batch Id Number, e.g. EDS_000001, matching the corresponding parts of the invoice file name (see Section 3.0).





			Batch Date


			DATE


			DD.MM.YYYY


			n/a


			Yes


			


















Invoice Header Record





[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Fields


[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Record Type|Batch ID|Sales Invoice Number|Invoicing Organisation Name|Invoicing Organisation Address|Invoicing Organisation VAT Number|Invoicing Organisation Telephone Number|Invoicing Organisation Fax Number|Invoiced Organisation Name|Invoiced Organisation Address|Invoice Date|Invoice SMP|Customer Number|Customer Order Type|Invoicing Organisation’s Reference|Currency Code|Total Net Price|Total VAT Amount|Total Gross Price|Due By Date|Transfers To|Transfers to Address|IBAN|BIC|Sort Code|Account Number|Remittance Address|Remittance Fax Number|Remittance Email





Example


H|BANNER 001|1231234GB02|Electronic Data Systems Ltd|4 Roundwood Aenue Stockley Park Uxbridge Middx UB11 1BQ|GB123456789|01908 123456|01908 654321|SCM|Service Delivery Directorate 301 Birchwood Place, Birchwood Park Warrington WA3 6AE|28.05.2007|2007|140123|SSBA Hosting|Mrs J Jones / 01253 123456|GBP|1000.00|175.00|1175.00|01.01.2007|ABC BANK|101 Market Street, Blackpool.  FY8 1BP|GB12SOGE12398756700123|SOGEGB2NNON|123987|56700123|EDS Shared Service Centre, 938, Hungary|+44 123 76 43/35|ivb@eds.com











			Field


			Type


			Format or Value


			Max Length


			Required


			Description





			Record Type


			VARCHAR2


			Value = ‘H’


			1


			Yes


			Set to ‘H’ for invoice header records.





			Batch ID


			VARCHAR2


			n/a


			20


			Yes


			Unique ID, specifying the feeder system and the run number. This is used to ensure that a file is only processed once.





			Sales Invoice Number 


			Text


			n/a


			20


			Yes


			The sales invoice number, unique per supplier.





			Invoicing Organisation Name 


			Text


			n / a


			50


			No


			Name of billing organisation





			Invoicing Organisation Address 


			Text


			n/a


			100


			No


			Address of billing organisation





			Invoicing Organisation VAT Number 


			Text


			n/a


			20


			No


			VAT number of billing organisation





			Invoicing Organisation Telephone Number 


			Text


			n/a


			20


			No


			Telephone number of billing organisation





			Invoicing Organisation Fax Number 


			Text


			n/a


			20


			No


			Fax number of billing organisation





			Invoiced Organisation Name 


			Text


			n/a


			50


			No


			Name of organisation to be billed





			Invoiced Organisation Address 


			Text


			n/a


			100


			No


			Address of organisation to be billed





			Invoice Date 


			Date


			DD.MM.YYYY


			10


			Yes


			The date of the invoice.





			Invoice SMP


			Text


			YYYYMM


			6


			Yes


			The period which the expenditure applies





			Customer Number


			Text


			n/a


			15


			Yes


			This is the internal customer number, not cost centre





			Customer Order Type


			Text


			n/a


			20


			No


			Details the mechanism for charging, i.e “Purchase Order”





			Invoicing Organisation’s Reference


			Text


			n/a


			20


			No


			The reference to which the invoice refers





			Currency Code


			Text


			n/a


			5


			No


			The currency code to which the invoice refers





			Total Net Price


			Numeric


			999999999.00


			12


			Yes


			The total net price to which the invoice refers





			Total VAT Amount


			Numeric


			999999999.00


			12


			Yes


			The total VAT amount applied to the invoice





			Total Gross Price


			Numeric


			999999999.00


			12


			Yes


			The total gross price to which the invoice refers





			Due By Date


			Date


			01.01.2007


			10


			Yes


			The payment terms stipulating due date for payment, due within 30 days of the invoice





			Transfers To


			Text


			n/a


			20


			No


			The name of the bank the invoice payment to be made to





			Transfers to Address


			Text


			n/a


			80


			No


			The address of the bank the invoice payment to be made to





			IBAN


			Text


			n/a


			28


			No


			The International Bank Account Number (IBAN) is an international standard for identifying bank accounts across national borders.





			BIC


			Text


			n/a


			20


			No


			The Bank Identifier Code to be used for cross-border payments only





			Sort Code


			Numeric


			123456


			6


			No


			The sort code of the bank the invoice payment to be made to





			Account Number


			Numeric


			10002000


			8


			No


			The account number of the bank the invoice payment to be made to





			Remittance Address


			Text


			n/a


			80


			No


			The remittance address





			Remittance Fax Number


			Text


			n/a


			17


			No


			The remittance fax number





			Remittance Email


			Text


			n/a


			40


			No


			The remittance email address








Invoice Line Record





Fields


Record Type|Batch ID|DWP Purchase Order Number|Reference number|Resource Unit|Quantity|Quantity Type|Description|Price|Currency|Net Amount|VAT Rate





Example


L|BANNER 001|10002111|602-XX-999999999|Host 030|2.000|Months|CIS PT Environments for FRAIMS|500.00|GBP|1000.00|17.50








			Field


			Type


			Format or Value


			Max Length


			Required


			Description





			Record Type


			VARCHAR2


			Value = ‘L’


			1


			Yes


			Set to ‘L’ for invoice line records.





			Batch ID


			VARCHAR2


			n/a


			20


			Yes


			Unique ID, specifying the feeder system and the run number. This is used to ensure that a file is only processed once.





			DWP Purchase Order Number


			Text


			n/a


			8


			No


			The PO number, to which the invoice line refers.





			Reference number


			Text


			n/a


			16


			No


			This field should contain the GID number only, otherwise blank.  





			Resource Unit


			Text


			HOST001


			7


			Yes


			The Resource unit as per the line item





			Quantity


			Numeric


			9999999.00


			10


			Yes


			The number of items charged





			Quantity Type 


			Text


			n/a


			10


			No


			The unit of measure (I.e month, MIPs)





			Description 


			Text


			n/a


			100


			Yes


			The description, to which the invoice line refers.





			Price 


			Numeric


			999999999.00


			12


			Yes


			The price, to which the invoice line refers.





			Currency


			Text


			n/a


			5


			Yes


			The currency, to which the invoice line refers.





			Net Amount 


			Numeric


			9999999.00


			12


			Yes


			The net amount, to which the invoice line refers.





			VAT Rate 


			Percentage


			%


			3


			Yes


			The VAT Rate, to which the invoice line refers.












Batch Trailer Record





Fields


[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Record Type|Batch ID|Total Net Price|Total VAT Amount|Total Gross Price





Example


T|BANNER 001|1000.00|175.00|1175.00





			Field


			Type


			Format or Value


			Max Length


			Required


			Description





			Record Type


			VARCHAR2


			Value = ‘T’


			1


			Yes


			Set to ‘T’ for batch trailer records





			Batch ID


			VARCHAR2


			n/a


			20


			Yes


			Unique ID, specifying the feeder system and the run number. This is used to ensure that a file is only processed once.





			Total Net Price 


			Numeric


			9999999.00


			12


			Yes


			The Total Net Price of the invoice.





			Total VAT Amount 


			Numeric


			9999999.00


			12


			Yes


			Total amount of VAT to be applied





			Total Gross Price 


			Numeric


			9999999.00


			12


			Yes


			Total Gross Price to be applied
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1. Purpose




The purpose of the RTPi TSPI is to define in detail the data sets and the elements of these data sets that bridge the interfaces across the organisational boundaries defined in the Service Provider Interface Document (SPI).




It will describe the function of the data flowing across the organisational boundaries.  It also describes at a data element level the types and field characteristics of the data. 




Technical Service Provider Interface




				Process



				Activity Execution Data



				Workflow Data



				SLA / Contract Data







				RTP.5.1.4




Create and send invoice and MI data




(RTP-02-02a.Int.001)



				



				Invoice




Sales Invoice Number (numeric)




Invoicing Organisation Name (text)




Invoicing Organisation Address (text)




Invoicing Organisation VAT Number (text)




Invoicing Organisation Telephone Number (numeric)




Invoicing Organisation Fax Number (numeric)




Invoiced Organisation Name (text)




Invoiced Organisation Address (text)




Invoice Date (date)



Invoice SMP (text)



Customer Number (numeric)




Customer VAT Number (text)




Customer Order Type (text)




Order Date (date)




Invoicing Organisation’s Reference (text)



Currency Code (text)  [GBP]




Output VAT Rate (percentage)




Output VAT Description (text)




Total Net Price (numeric)




VAT Rate (percentage)




VAT Amount (numeric)




Total Gross Price (numeric)



Invoice Order Line




DWP Purchase Order Number




GID Number (numeric)




Resource Unit (text)




Quantity (numeric)




Quantity Type (text)



Description (text)




Price (numeric)




Currency (text)  [GBP]



Net Amount (numeric)




VAT Rate (percentage)



MI Data Envelope




Supplier Code




Resource Unit




SMP




MI Data Set



Unique to each RU – See MI Data Specification Documentation



				







				RTP.5.2.6




Notify STP and PSD of Invalid Invoice and request resubmission




(RTP-02-02b.Int.002)



				Invoice, Invoice Order Line, MI Data Set



				Invoice Lines




(Invoice Order Line as above)



				







				RTP.5.2.5




Perform Completeness check of required Invoice & MI Data



(RTP-02-02c.Int.003)



				Invoice, Invoice Order Line, MI Data Set



				Non-Consumption Based Invoice Lines




(Invoice Order Line as above)



				







				RTP.5.2.11




Present Invoice/MI with associated audit results



(RTP-02-02c.Int.004)



				Audit report



(TBC)




MI Data Set



				Audit Report




(TBC)



				







				RTP.5.9.3




Resolve and processing errors with PSD and STP




(RTP-02-05.Int.001)



				Invoice, Invoice Order Line, processing errors




Recharge MI




Unique to Individual Resource Units – See Recharge Specification Documentation








				Recharge Report




(TBC)



				







				RTP.5.3.1



Review Invoice & MI Audit Results 



(RTP-02-03.Int.001)



				Invoice, Invoice Order Line, MI Data Set



				Invoice 



(as above)




Invoice Order Line



(as above)




MI Data Set



(as above)



Audit Results




Invoice Number




Date




Discrepancy Description



				







				RTP.5.5.1




Request approval of invoice accuracy discrepancy resolution




(RTP-02-03.Int.002)



				



				Discrepancy Resolution Request




Invoice Number




Date




Discrepancy Description




Discrepancy Resolution Description




OR




Resubmitted Invoice via 5.1.4 (RTP-02-02.Int.001)







				







				RTP.5.5.2




Notify DWP of pending discrepancy resolution request




(RTP-02-03.Int.003)



				Discrepancy Resolution Request








				Invoice 



(as above)




Invoice Order Line



(as above)




MI Data Set



(as above)



Audit Results




Invoice Number




Date




Discrepancy Description 




Discrepancy Resolution Request








				







				RTP.5.6.3




Approve/Disapprove invoice discrepancy resolution




(RTP-02-03.Int.004)



				



				Invoice



(as above)




Invoice Order Line




(as above)




MI Data Set



(as above)




Service Credit




From SLM-07.04.03



				







				RTP.5.9.3




Resolve and processing errors with PSD and STP




(RTP-02-05.Int.001)



				Invoice, Invoice Order Line, processing errors




Recharge MI




Unique to Individual Resource Units – See Recharge Specification Documentation








				Recharge Report




(TBC)



				







				RTP.5.9.6




Review Recharge Data



(RTP-02-05.Int.002)



				



				N/A (output is SMP Recharge status of ‘Approved’)



				







				RTP 5.10 




Create/Send Recharge File Extract (RTP-02-05.Int.003)



				Recharge MI, Invoice, Invoice Order Line, Recharge Report



				Recharge Extract



(TBC)



				







				RTP 5.9.7




Make Results Available



(RTP-02-05.Int.004)



				Recharge Report



				Recharge Report




(TBC)



				







				RTP 5.9.6




Review Recharge Data




(RTP-02-05.Int.005)



				



				N/A (output is SMP Recharge status of ‘Rejected’)



				







				RTP 7.2.5



Acknowledge User Admin Request



(RTP-02-07.Int.001)



				Validated Admin Request



				Validated Admin Request




(TBC)



				







				RTP 7.5.2b



Approve Prototyping Activity



(RTP-02-08a.Int.001)



				



				Request For Rules Change




(TBC)



				







				RTP 7.5.6




Recommend Recharge Rules Change




(RTP-02-08a.Int.002)



				



				Recommended Rules Change




(TBC)



				







				RTP 7.5.1b




Fast Track?




(RTP-02-08a.Int.003)



				Request For Rules Change




(TBC)



				Request For Rules Change




(TBC)



				











Data Element Definitions:



				Data Set Name and Activity Identifier Data Element



				Data Type



				Field Size







				% Price Change +/-



				Numeric



				3







				Additional Information



				Text



				100







				address1



				Text



				50







				address2



				Text



				50







				Bill-To Details



				Text



				200







				Business Unit Details (Cost Centre)



				Text



				10







				Catalogue Code



				Text



				15







				Catalogue Impacted



				Text



				15







				Catalogue Lead Time



				Text



				10







				City



				Text



				20







				Commercial Vehicle



				Text



				5







				companyName 



				Text



				20







				Contracted Service



				Text



				20







				Country



				Text



				20







				Currency



				Text



				5







				Currency Code



				Text



				5







				Customer Number



				Numeric



				15







				Customer Order Type



				Text



				10







				Customer VAT Number



				Text



				20







				Date



				Date



				10







				Delivery Lead Time



				Text



				20







				Department



				Text



				20







				Description



				Text



				100







				desTicketID 



				Text



				20







				destPartnerCode 



				Text



				20







				Details Of Change



				Text



				200







				Discrepancy Description 



				Text



				200







				Discrepancy Resolution Description



				Text



				200







				DWP Purchase Order Number



				Text



				20







				Email



				Text



				50







				Estimated Price



				Numeric



				12







				firstName



				Text



				20







				GID Number



				Numeric



				6







				IMACLineItemStatus 



				Text



				20







				Invoice Date



				Date



				10







				Invoice Number



				Text



				20







				Invoice SMP



				Text



				10







				Invoiced Organisation Address



				Text



				100







				Invoiced Organisation Name



				Text



				50







				Invoicing Organisation Address



				Text



				100







				Invoicing Organisation Fax Number



				Numeric



				20







				Invoicing Organisation Name



				Text



				50







				Invoicing Organisation Telephone Number



				Numeric



				20







				Invoicing Organisation VAT Number



				Text



				20







				Invoicing Organisation’s Reference



				Text



				20







				IT Service Type



				Text



				20







				LastName



				Text



				30







				lineItemOrderedDate



				Date



				10







				lineItemServiceType 



				Text



				10







				lineItemTitle



				Text



				50







				loc1



				Text



				50







				loc2



				Text



				50







				loc3



				Text



				50







				Model/Description



				Text



				100







				moveFrom



				Text



				50







				moveTo



				Text



				50







				Net Amount



				Numeric



				12







				New Catalogue Price



				Numeric



				12







				Order Date



				Date



				10







				Originationdate



				Date



				10







				Output VAT Description



				Text



				50







				Output VAT Rate



				Numeric



				3







				parentIMACDescription 



				Text



				100







				partDescription 



				Text



				100







				partNumber 



				Text



				10







				phoneExt



				Numeric



				20







				phoneNumber



				Numeric



				20







				postalCode



				Text



				10







				Price



				Numeric



				12







				Quantity



				Numeric



				10







				Quantity Type



				Text



				10







				Request Detail Line Identifier



				Text



				10







				Request Identifier



				Text



				20







				Requested Date



				Date



				10







				requestedBy



				Text



				20







				requestedDeliveryDate



				Date



				10







				Resource Unit



				Text



				20







				Revision



				Text



				20







				Sales Invoice Number



				Numeric



				20







				Sequence Number



				Numeric



				20







				Sequence Type



				Text



				20







				Service Detail Identifier



				Text



				20







				Service Level Target



				Text



				30







				Service Tower 



				Text



				50







				Ship-To Details



				Text



				100







				SMP



				Text



				20







				sourcePartnerCode 



				Text



				20







				sourceTicketID 



				Text



				20







				stateProv



				Text



				20







				Status



				Text



				20







				Supplier Code



				Text



				20







				targetCompletionDate



				Date



				10







				targetContact



				Text



				50







				Title



				Text



				6







				Total Gross Price



				Numeric



				12







				Total Gross Price (numeric)



				Numeric



				12







				Total Net Price



				Numeric



				12







				txnCode 



				Numeric



				5







				txnDate 



				Date



				10







				txnDesc 



				Text



				50







				Type Of Change



				Text



				5







				User details (Requestor and Approvers)



				Text



				200







				VAT Amount (numeric)



				Numeric



				12







				VAT Rate (percentage)



				Numeric



				3







				workInstructions 



				Text



				100











Invoice File Format:



The following defines the file format used by this customisation. The file will be an ASCII text file, with each record on a separate line and each field delimited by a “pipe” character: ‘|’ . 




The file will consist of a single header record, one or more invoice header records and one or more invoice line records, all followed by a single trailer record.




As well as the file format, details of each field are also included above (such as data type, maximum length, … etc.)




Overall File Format




Fields




Sales Invoice Number|Invoicing Organisation Name|Invoicing Organisation Address|Invoicing Organisation VAT Number|Invoicing Organisation Telephone Number|Invoicing Organisation Fax Number|Invoiced Organisation Name|Invoiced Organisation Address|Invoice Date|Invoice SMP|Customer Number|Customer VAT Number|Customer Order Type|Order Date|Invoicing Organisation’s Reference|Currency Code|Output VAT Rate|Output VAT Description|Total Net Price|VAT Rate|VAT Amount|Total Gross Price|




DWP Purchase Order Number|GID Number|Resource Unit|Quantity|Quantity Type|Description|Price|Currency|Net Amount|VAT Rate
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SMP calendar.xlsx
Sheet1

		DWP
Financial
Year		DWP
SMP		Start Date		End Date		Weeks		Month



		2014/15		1		10 Mar 2014		06 Apr 2014		4		March

		2014/15		2		07 Apr 2014		11 May 2014		5		April

		2014/15		3		12 May 2014		15 Jun 2014		5		May

		2014/15		4		16 Jun 2014		13 Jul 2014		4		June

		2014/15		5		14 Jul 2014		10 Aug 2014		4		July

		2014/15		6		11 Aug 2014		14 Sep 2014		5		August

		2014/15		7		15 Sep 2014		12 Oct 2014		4		September

		2014/15		8		13 Oct 2014		09 Nov 2014		4		October

		2014/15		9		10 Nov 2014		14 Dec 2014		5		November

		2014/15		10		15 Dec 2014		11 Jan 2015		4		December

		2014/15		11		12 Jan 2015		08 Feb 2015		4		January

		2014/15		12		09 Feb 2015		15 Mar 2015		5		February

		2015/16		1		16 Mar 2015		12 Apr 2015		4		March

		2015/16		2		13 Apr 2015		10 May 2015		4		April

		2015/16		3		11 May 2015		14 Jun 2015		5		May

		2015/16		4		15 Jun 2015		12 Jul 2015		4		June

		2015/16		5		13 Jul 2015		09 Aug 2015		4		July

		2015/16		6		10 Aug 2015		13 Sep 2015		5		August

		2015/16		7		14 Sep 2015		11 Oct 2015		4		September

		2015/16		8		12 Oct 2015		08 Nov 2015		4		October

		2015/16		9		09 Nov 2015		13 Dec 2015		5		November

		2015/16		10		14 Dec 2015		10 Jan 2016		4		December

		2015/16		11		11 Jan 2016		07 Feb 2016		4		January

		2015/16		12		08 Feb 2016		13 Mar 2016		5		February

		2016/17		1		14 Mar 2016		10 Apr 2016		4		March

		2016/17		2		11 Apr 2016		08 May 2016		4		April

		2016/17		3		09 May 2016		12 Jun 2016		5		May

		2016/17		4		13 Jun 2016		10 Jul 2016		4		June

		2016/17		5		11 Jul 2016		07 Aug 2016		4		July

		2016/17		6		08 Aug 2016		11 Sep 2016		5		August

		2016/17		7		12 Sep 2016		09 Oct 2016		4		September

		2016/17		8		10 Oct 2016		06 Nov 2016		4		October

		2016/17		9		07 Nov 2016		11 Dec 2016		5		November

		2016/17		10		12 Dec 2016		08 Jan 2017		4		December

		2016/17		11		09 Jan 2017		05 Feb 2017		4		January

		2016/17		12		06 Feb 2017		12 Mar 2017		5		February

		2017/18		1		13 Mar 2017		09 Apr 2017		4		March

		2017/18		2		10 Apr 2017		07 May 2017		4		April

		2017/18		3		08 May 2017		11 Jun 2017		5		May

		2017/18		4		12 Jun 2017		09 Jul 2017		4		June

		2017/18		5		10 Jul 2017		06 Aug 2017		4		July

		2017/18		6		07 Aug 2017		10 Sep 2017		5		August

		2017/18		7		11 Sep 2017		08 Oct 2017		4		September

		2017/18		8		09 Oct 2017		05 Nov 2017		4		October

		2017/18		9		06 Nov 2017		10 Dec 2017		5		November

		2017/18		10		11 Dec 2017		07 Jan 2018		4		December

		2017/18		11		08 Jan 2018		04 Feb 2018		4		January

		2017/18		12		05 Feb 2018		11 Mar 2018		5		February

		2018/19		1		12 Mar 2018		08 Apr 2018		4		March

		2018/19		2		09 Apr 2018		06 May 2018		4		April

		2018/19		3		07 May 2018		10 Jun 2018		5		May

		2018/19		4		11 Jun 2018		08 Jul 2018		4		June

		2018/19		5		09 Jul 2018		05 Aug 2018		4		July

		2018/19		6		06 Aug 2018		09 Sep 2018		5		August

		2018/19		7		10 Sep 2018		07 Oct 2018		4		September

		2018/19		8		08 Oct 2018		04 Nov 2018		4		October

		2018/19		9		05 Nov 2018		09 Dec 2018		5		November

		2018/19		10		10 Dec 2018		06 Jan 2019		4		December

		2018/19		11		07 Jan 2019		03 Feb 2019		4		January

		2018/19		12		04 Feb 2019		10 Mar 2019		5		February

		2019/20		1		11 Mar 2019		07 Apr 2019		4		March

		2019/20		2		08 Apr 2019		12 May 2019		5		April

		2019/20		3		13 May 2019		16 Jun 2019		5		May

		2019/20		4		17 Jun 2019		14 Jul 2019		4		June

		2019/20		5		15 Jul 2019		11 Aug 2019		4		July

		2019/20		6		12 Aug 2019		15 Sep 2019		5		August

		2019/20		7		16 Sep 2019		13 Oct 2019		4		September

		2019/20		8		14 Oct 2019		10 Nov 2019		4		October

		2019/20		9		11 Nov 2019		15 Dec 2019		5		November

		2019/20		10		16 Dec 2019		12 Jan 2020		4		December

		2019/20		11		13 Jan 2020		09 Feb 2020		4		January

		2019/20		12		10 Feb 2020		15 Mar 2020		5		February

		2020/21		1		16 Mar 2020		12 Apr 2020		4		March

		2020/21		2		13 Apr 2020		10 May 2020		4		April

		2020/21		3		11 May 2020		14 Jun 2020		5		May

		2020/21		4		15 Jun 2020		12 Jul 2020		4		June

		2020/21		5		13 Jul 2020		09 Aug 2020		4		July

		2020/21		6		10 Aug 2020		13 Sep 2020		5		August

		2020/21		7		14 Sep 2020		11 Oct 2020		4		September

		2020/21		8		12 Oct 2020		08 Nov 2020		4		October

		2020/21		9		09 Nov 2020		13 Dec 2020		5		November

		2020/21		10		14 Dec 2020		10 Jan 2021		4		December

		2020/21		11		11 Jan 2021		07 Feb 2021		4		January

		2020/21		12		08 Feb 2021		14 Mar 2021		5		February

		2021/22		1		15 Mar 2021		11 Apr 2021		4		March

		2021/22		2		12 Apr 2021		09 May 2021		4		April

		2021/22		3		10 May 2021		13 Jun 2021		5		May

		2021/22		4		14 Jun 2021		11 Jul 2021		4		June

		2021/22		5		12 Jul 2021		08 Aug 2021		4		July

		2021/22		6		09 Aug 2021		12 Sep 2021		5		August

		2021/22		7		13 Sep 2021		10 Oct 2021		4		September

		2021/22		8		11 Oct 2021		07 Nov 2021		4		October

		2021/22		9		08 Nov 2021		12 Dec 2021		5		November

		2021/22		10		13 Dec 2021		09 Jan 2022		4		December

		2021/22		11		10 Jan 2022		06 Feb 2022		4		January

		2021/22		12		07 Feb 2022		13 Mar 2022		5		February






