SCHEDULE 12: SECURITY POLICY

The HMG Policy Framework April 2014 as at the Effective Date forms the content of this Schedule 12. This
and any updates to it following the Effective Date can be found at the following web link. Where the Supplier
is unable to access the links, it shall request the HMG Policy Framework April 2014 from STA and STA shall
make the same available to the Supplier upon such request :

hitps:ffwww. qov. uk/government/publications/security-policy-framework
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Foreword

Sir Jeremy Heywood — Cabinet Secretary
Chair of the Official Committee on Security (SO)

As Cabinet Secretary, | have a good overview of the many excellent services the
Civil Service is responsible for, and of course the wide range of challenges that we
need to manage to deliver them.

The right security, appropriately tailored to take proper account of the very wide
range of different jobs we do, assets we handle and environments we work, is a
critical pre-requisite for meeting many of these challenges. It ensures we can keep
and develop the public's trust that we will handle their information properly, advise
Ministers in confidence, and protect the many commercial and financial interests we
are responsible for. And of course, it helps maintain national security.

Getting security right has never been more important as the Civil Service continues
to modernise and improve our ways of working, and deliver more and more services
online. There are longstanding threats and risks to bear in mind; but we must also
continue to develop our growing appreciation of global and cyber challenges, critical
infrastructure dependencies, together with wider resilience and sustainability issues.

Responsibility for the security of government is delegated down from the Prime
Minister and Cabinet to me, as Cabinet Secretary and Chairman of the Official
Committee on Security, and then to Heads of Department. It is important therefore
to understand our expectations which are set out very clearly in this Security Policy
Framework. It should be applied across HMG, but also in respect of assets that are
held by third parties in the wider public sector and by our commercial partners.

The Framework incorporates the new Classification Policy launched this month and |
am pleased that it makes much throughout of the importance of proper, meaningful
engagement of all staff on security matters. No matter how much technology
develops people remain our strongest asset. So proper management, good
judgment and discretion remain the most effective security protection. The emphasis
upon personal responsibility and accountability that underpins the new policy is a key
feature of the Framework, and reflects the same obligations that the Civil Service
Code places upon us all.

| invite all Boards to act on the introduction of this new Framework and to bring it to
the widest attention of colleagues and partners.

SIR JEREMY HEYWOOD

Cabinet Secretary
April 2014
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The Security Policy
Framework

The Prime Minister is ultimately responsible for the overall security of HMG. They
are supported by the Cabinet Secretary, who chairs the Official Committee on
Security (S0O). Across HMG responsibility for the security of organisations lies with
the respective Ministers, Permanent Secretaries and Management Boards.

This Framework describes the Cabinet Secretary and SO’s expectations of how
HMG organisations and third parties handling HMG information and other assets will
apply protective security to ensure HMG can function effectively, efficiently and
securely.

Overarching Principles
There are some principles common to every area of security:

1. Protective security should reflect the UK's widest national security objectives and
ensure that HMG’s most sensitive assets are robustly protected.

2. Security must enable the business of government and should be framed to
support HMG's objectives to work transparently and openly, and to deliver
services efficiently and effectively, via digital services wherever appropriate.

3. Risk management is key and should be driven from Board level. Assessments
will identify potential threats, vulnerabilities and appropriate controls to reduce
the risks to people, information and infrastructure to an acceptable level. This
process will take full account of relevant statutory obligations and protections,
including data protection legislation, the Freedom of Information Act, the Official
Secrets Act, Equality Act, and the Serious Organised Crime and Police Act.

4. Attitudes and behaviours are fundamental to good security. The right security
culture, proper expectations and effective training are essential.

5. Policies and processes will be in place for reporting, managing and resolving any
security incidents. Where systems have broken down or individuals have acted
improperly, the appropriate action will be taken.
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Security Outcomes

The Cabinet Secretary and SO expect all HMG organisations (and partners handling
HMG information) to meet a range of mandatory security outcomes described below.
These outcomes do not specify particular processes but describe what good security
will look like. HMG organisations will consult the full range of policy, advice and
guidance provided by the Cabinet Office, Centre for the Protection of National
Infrastructure, National Cyber Security Centre, and other sources of good practice to
shape their business specific approaches, mindful that:

» Government organisations know their own business best, including how local
risks should be managed to support operations and services.

» Permanent Secretaries/Heads of Department are accountable to Parliament
for the security of their organisations.

e An annual reporting process (the Security Risk Management Overview) will

ensure compliance and an appropriate level of commonality across
government.

Good Governance

Effective leadership is a critical component of good security and

accountability. The Permanent Secretary (or equivalent) will own the

organisation’s approach to security and ensure that these issues receive the

attention and investment required.

Government organisations will have:

a. An appropriate security governance structure to support the Permanent
Secretary, that is properly resourced with individuals who have been
appropriately trained. These include:

. A Senior Information Risk Owner (SIRO).

. A Departmental Security Officer (DSO) who can manage day-to-day
protective security.

® Information Asset Owners (IAOs) across distinct business units.

. Information risk assessment and risk management specialists.

AN
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° Other specialists relevant and specific to the organisation’s needs.
Board-level oversight of security compliance and auditing processes.
Arrangements to determine and satisfy themselves that Delivery Partners,

service providers and third party suppliers, apply proper security controls too
(including List X accreditation for companies handling SECRET assets).

Culture and Awareness

Everyday actions and the management of people, at all levels in the
organisation, contribute to good security. A strong security culture with clear
personal accountability and a mature understanding of managing risk,
responsibility and reputation will allow the business to function most
effectively.

Government organisations will have:

a.

A security culture that supports business and security priorities and is aligned
to HMG's overarching priorities and the organisation’s own appreciation of
risk.

Training which encourages personal responsibility and good security
behaviours.

Processes, systems and incentives to deliver this.

Mechanisms to drive continuous improvement, tackle poor and inappropriate
behaviour, enforce sanctions and encourage the sharing of best practice.

Risk Management

All HMG activities attract risk. Risks need to be assessed by government
organisations so that they can make informed, practical and effective business
enabling decisions.

Government organisations will have:

a.

A mature understanding of the security risks throughout the organisation,
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where appropriate this will be informed by the National Technical Authorities.

b. A clearly-communicated set of security policies and procedures, which reflect
business objectives to support good risk management.

C. Mechanisms and trained specialists to analyse threats, vulnerabilities, and
potential impacts which are associated with business activities.

d. Arrangements to determine and apply cost-effective security controls to
mitigate the identified risks within agreed appetites.

e. Assurance processes to make sure that mitigations are, and remain, effective.

Information

The security of information is essential to good government and public
confidence. To operate effectively, HMG must maintain the confidentiality,
integrity and availability of its information.

Government organisations will have:

a. Staff who are well trained to exercise good judgement, take responsibility and
be accountable for the information they handle, including all partner

information.

b. Mechanisms and processes to ensure assets are properly classified and
appropriately protected.

C. Confidence that security controls are effective and that systems and services

can protect the information they carry. There will be an overarching
programme of information assurance driven by the Board.

Technology and Services

The delivery of efficient public services, including the proper protection of
citizen data, requires modern and functional technology. Resilience to cyber
threats, compliance with data protection laws and management of national
security-related information within these systems will require security to be
integral to their design and implementation.

WA
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Government organisations will have:

a. ldentified if technology and services are Critical Nationat Infrastructure, and
risk manage accordingly.
b. Risk-informed security controls which:

. Mitigate applicable threats.

. Are kept current and actively managed.

. Protect against, detect and correct malicious behaviour.

) Ensure that critical technology and services are resilient to disruptive
challenges such as cyber attacks, and have the means to recover from
these.

Personnel Security

People are an organisation’s most important asset, so personnel assurance is
fundamental to good security. Government organisations will deliver the
appropriate combination of recruitment checks, vetting and on-going
personnel security management to be assured, and to remain assured, about
their people and to mitigate the risks from well-placed insiders.

Government organisations will have:
a. Joined-up HR and personnel security policies and processes, including
recruitment checks (the Baseline Personnel Security Standard (BPSS)) for

those with access to HMG assets.

b. Processes to evaluate areas of particular insider risk which reguire
corresponding and proportionate levels of vetting.

C. Robust arrangements for managing the delivery of vetting services, and
mechanisms to handle appeals.

d. Effective aftercare arrangements that include regular security appraisals,
promote a security conscious culture, and drive staff and line management
engagement.
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Physical Security

Appropriate physical security measures will ensure a safe and secure working
environment for staff that can protect against a wide range of threats
(including theft, terrorism or espionage).

Government organisations will have:

a. Processes and plans in place, including those developed from the early
stages of building design, to determine the appropriate physical security
requirements through planning and risk assessment.

b. Mechanisms to implement internal and external security controls in a layered
fashion that deter or prevent unauthorised access and protect assets,
especially those that are critical or sensitive, against forcible or surreptitious
attack.

C. Substantial controls for controlling access and proximity to the most high risk
sites and Critical National Infrastructure assets.

Preparing for and Responding to Security Incidents

Well-tested plans, policies and procedures will reduce organisations’
vulnerability to security incidents (especially from the most serious threats of
terrorism or cyber attack), but also leaks and other disruptive challenges.

Government organisations will have:

a. Business continuity arrangements aligned to industry standards, to maintain
key business services, building resilience and security to facilitate a rapid and
effective response to recover from incidents.

b. Processes in place to regularly conduct risk and vulnerability assessments
and review resilience planning for critical assets, particularly those identified
as Critical National Infrastructure.

c. Counter-terrorism contingency plans in place setting out procedures to be
followed in the event of a terrorist threat, including procedures to immediately
adjust security requirements around the Government Response Level system.

d. Effective management structures that ensure shared communications
between HR and security teams and provide policies and procedures for

8
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detecting, reporting, responding to and handling incidents, including
disciplinary measures that are well communicated and understood by staff.

Reporting mechanisms to the Cabinet Office Government Security Group,
regarding incidents of unauthorised disclosure and breaches of official
information, including incidents concerning classified information from foreign
governments, agencies or organisations. In addition, such mechanisms
should also exist to the Information Commissioner's Office for if and when a
serious loss or breach of personal data occurs, in line with data protection
legislation.



Version 1.1 — May 2018

Policy Priorities

Protective security should always be approached in the round (holistically), but it is
helpful to bear in mind specific areas of information, physical and people security.
HMG policy across these three areas is set out below:

Information Security

All information that HMG deals with has value. HMG handles the wide variety of
information that it generates, collects, processes, stores and exchanges
appropriately to ensure: the confidentiality of citizen data and commercial
information; good government and the effective and efficient delivery of public
services; the proper protection of national security-related information; and that
obligations to international partners are met. HMG expects its’ partners in the wider
public sector, suppliers and other commercial partners who handle information on
HMG’s behalf to do the same.

HMG operates a Classification Policy to identify and value information according to
its sensitivity and to drive the right protections. This comprises three levels:
OFFICIAL, SECRET and TOP SECRET for which there are distinct security
arrangements. OFFICIAL covers most of the day-to-day business of government,
service delivery, commercial activity and policy development.

SECRET and TOP SECRET information will typically require bespoke, sovereign
protection, but OFFICIAL information can be managed with good commercial
solutions that mitigate the risks faced by any large corporate organisation. In this
way government can deliver securely and efficiently, and shape its services to meet
the user needs.

The effective management of information is critical to safeguarding it. Government
organisations will consider good information management practice as the basis for
their information security arrangements.

Technology and Services

HMG will deliver services {o the public digitally wherever it can. These services must
be designed and delivered securely. A Public Services Network (PSN) offers an
infrastructure across the public sector to increase efficiency and reduce overall

expenditure. Organisations will utilise appropriate technologies (including mobile
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devices) and services (including Cloud) and secure these by default wherever
possible. Contracts will specify security requirements clearly.

For new policies or projects that include the use of personal information, an initial
assessment on the privacy risks to individuals in the collection, use and disclosure of
the information, is made. All ICT systems that manage government information or
that are interconnected to them are assessed to identify technical risks.
Proportionate assurance processes will provide confidence that these identified risks
are being properly managed. This also takes account of risks originating from within
the organisations, which could arise from poor behaviours and malicious insiders.

Accountability

HMG organisations are responsible for the information they handle under
appropriate governance structures, including at Board level lead. A SIRO is
accountable and responsible for information risk across the organisation, supported
by IAOs from distinct business units. The SIRO will ensure that everyone is aware of
their personal responsibility to exercise good judgement, and to safeguard and share
information appropriately. HMG continues to remind the public of the importance of
protecting their own information online and when accessing government services.

Physical Security

HMG has a wide, diverse estate at home and abroad, including administrative HQs,
military bases, Embassies, public offices, and service centres. To ensure: the proper
protection of citizen data, commercial confidences, and national security related
information; good government and the efficient delivery of public services; and a safe
working environment for staff and visitors, a range of physical security controls are
required. HMG assets held or managed by third parties must be similarly protected.

The range of physical controls will vary depending upon circumstances and business
requirements, and the type of threats (including natural hazards, other disruptive
challenges, crime, terrorism, and espionage). Organisations will layer their security,
including: perimeter controls and guarding; building design features; limiting,
screening or otherwise controlling access; appropriate fittings and office furniture;
and the use of separate areas in buildings for particularly sensitive work. Controls
should not be onerous but proportionate to ensure the safety and security of staff
and visitors.

HMG organisations should also have in place arrangements to adapt and enhance
security measures if there is an increase in threats, especially from terrorism. In such
circumstances, it may be necessary to limit non-essential access; to increase the
frequency of staff and visitor checks and bag searches; and to establish additional
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perimeter controls and other guarding activities. Response mechanisms and
contingency plans are in place to respond to possible critical security incidents and
to enable the continuity of services.

Personnel Security and National Security Vetting

Personnel security controls confirm the identity of individuals (employees and
contractors) and provide a level of assurance as to their trustworthiness, integrity
and reliability. Whilst HMG personnel security controls cannot provide guarantees,
they are sensible and important precautions.

It is HMG's policy that all areas of government and the national infrastructure should
include in their recruitment processes certain basic checks. These checks include
verification of the applicant’s identity, employment history, their right to work in the
UK and, if appropriate, checks of any unspent criminal records. Within government
these controls are described in the Baseline Personnel Security Standard.

National Security Vetting

National security vetting comprises a range of additional checks and may be applied
where policy or a bespoke risk assessment indicates it is proportionate to do so. The
risk assessment process takes account of the access an individual may have to
sensitive assets (physical, personnel or information) at risk from a wide range of
threats. These threats will include: terrorism, espionage, or other actions that could
threaten the UK.

There are three different types of national security vetting clearance: Counter-
Terrorist Check (CTC), Security Check (SC), and Developed Vetting (DV). Before
any such clearance is undertaken the requirements of the Baseline Personnel
Security Standard must be met. Whilst the information required and the range and
depth of checks undertaken at each level may vary, they are all intended to allow
Government departments and agencies, the Armed Forces and police forces to
assess whether individuals who are to be employed in sensitive posts or critical
functions might represent a security risk either directly or indirectly.

Ongoing Personnel Security Management

The national security vetting process provides an assessment of the vetting subject
at the time the process is carried out, but active, ongoing personnel security
management is required to ensure that a security clearance maintains its currency.
As a minimum, this will involve active consideration of the vetting subject’s
continuing conduct in respect of security matters; it will also require checks to be
repeated at regular intervals.

12
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© Crown copyright 2014
You may re-use this information {excluding logos) free of charge in any format or
medium, under the terms of the Open Government Licence.

To view this licence, visit hitp://www.nationalarchives.gov.uk/doc/open-government-
licence or email psi@nationalarchives.qgsi.qgov.uk.

Where we have identified any third party copyright information you will need to obtain
permission from the copyright holders concemed.

Any enquiries regarding this publication should be sent to us at
GSSmailbox@cabinet-office. x.gsi.gov.uk

You can download this publication from www.gov.uk.
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SCHEDULE 13: COMPLAINTS PROCEDURE

1 Introduction

We understand that unfortunately things can occasionally go wrong or that expectations are not always met.
When this happens we need to understand the difficulties faced so that we can investigate the circumstances
leading to the complaint and as appropriate:

improve the standard of services we deliver

Put things right when they have gone wrong

Learn from our mistakes

Where things are beyond our control — explain our remit, limitations and seek to improve our
communication to set expectations appropriately.

The aim of this policy is to provide a fair, consistent and structured process for our customers if they are
dissatisfied with the service they have received. Emphasis will be placed on resolving complaints as quickly
as possible. This policy is compliant with the Department for Education’s complaints policy: more information
can be found at hitps://www.gov.uk/government/organisations/department-for-education/about/complaints-
procedure.

We equip our staff to deal with complaints efficiently and effectively, and where applicable, lessons learnt
from complaint investigations will be used to directly inform service improvements.

2 What is a complaint?

A complaint is any expression of dissatisfaction about a service provided pursuant to, or a member of staff
acting on behalf of Capita Business Services Ltd in respect of, the delivery of the Services. This could be a
failure to do what we said we would do, or perhaps you are unhappy with the way you were treated.
Examples of a complaint include:

A failure to provide an offered service

Giving incorrect or misleading information

Rude, unhelpful or inappropriate behaviour by staff
Poor communication.

Unfortunately, we cannot handle complaints that fall in to the following categories:

. Relating to a specific policy (these must be directed to a Minister or your MP or the STA)
- Queries associated with a specific Key Stage 1, Key Stage 2 or Phonics test paper
. Complainants who use cbscenities, racist or homophobic language or who are personally abusive

about members of staff.

3 Our commitment
We are committed to leaming from our mistakes as part of our drive for continuous improvement. We will:

Take all complaints seriously

Follow an open and transparent process

Provide a timely and meaningful response

Audit our complaints policy and procedures on a regular basis

Analyse the types of complaints we receive to look for trends, areas of high risk and for
opportunities to improve our services.

4 How will my complaint be handled?

In many cases, misunderstandings can be resolved quickly by speaking with a manager. Where you feel that
this is inappropriate and that your problem needs to be loocked at in a more formal capacity you can make a
formal complaint.

Services Agreement for the Delivery of Test Operations Services Page 294 L
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When dealing with complaints we will:

Log your complaint and assign a reference number

Send an acknowledgement by email within one Business Day of receipt

Respond to your concerns within 10 Business Days

Complaints will be investigated by the relevant department

Should we consider that a conflict of interest exists, another department manager will be allocated
the complaint to investigate

In all cases, the outcome of your complaint will be communicated to you in writing.

We will record complaints (and compliments} in a feedback database which we will review at our Continuous
Improvement Forum,

5 What if | am still dissatisfied?

If you are unhappy with the way your complaint has been handled you:

= May request a review of the complaint by writing to the Managing Director, Test Operations
Service, providing your complaint reference number

. You must state why you are unhappy and what your expected outcome of the complaint would be

. A Complaint Review will take place within 10 Business Days of receiving a valid request

. The Complaint Review will be conducted by a Complaint Review Team consisting of Senior
Managers

. The Complaint Review cutcome will be communicated to you in writing within two business days of
the review.

6 Publication of complaints digest

As part of our commitment to continuous improvement, we will publish an annual digest of complaints
received in respect of the Test Operations Services. The digest will include as a minimum the following
information:

Number of complaints received by category (for example late response/stafftechnical problem)
Remedial actions taken to rectify the complaint

Average time taken from receipt of complaint to closure

Recommended steps to prevent recurrence.

7 Vexatious complaints

If we believe an individual or organisation is pursuing a complaint that is hindering our ability to deal with
other complaints, is unreasonably persistent and refuses to co-operate with our process, we may invoke our
vexatious complaints procedure. We will refer all complaints that may fall under this category to the
Standards & Testing Agency before confirming the status as a vexatious complaint to the complainant.

8 Privacy notice

We will only use the information we collect to deal with a complaint to investigate the root causes of the
complaint and to respond to the complainant. We will strive to preserve the anonymity of a complainant but
there may be exceptional circumstances in which we will need to identify a complainant by name. We will not
share information about you with third parties without your consent unless the law requires us to.

e ——
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SCHEDULE 14: BRAND GUIDELINES

As at the date of this Agreement, STA's Brand Guidelines comprise the documents below, namely, “How to
use Branding in the Department and its Executive Agencies” and “DfE’s writing style guide”. During
the Term, these documents may be updated from time to time by the Department for Education and where
they are so updated, STA shall make the same available to the Supplier. Such updated versions of the
documents shall replace and supersede in their entirety, the documents that can be found below as at the date
of this Agreement:

R ——
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SCHEDULE 15: KEY SUBCONTRACTORS

Key Sub-contractors to be used by the Supplier in providing the Services to the STA:

Name of _suppl.ier.

Services provided

Communisis will provide the printing of key stage 1 and 2 test papers. They will use
the template that the STA provides to print the papers to their specifications and with

Granby will collate all tests papers ready for them to be delivered to the education

Parcelforce will be responsible for the delivery to and collection of the test papers from

Civica will be responsible for the implementation and maintenance of the |
MarkManager software that will allow the markers to grade the test papers online

SQA will be responsible for managing markers during Live Marking and acting as an

Communisis UK | Printing
Limited
Company number
01006371 the appropriate quality checks
Granby Marketing | Collation
Services Limited
Company number | institutions. They will package the papers according to quality standards
03877685
Royal Mail Group | Courier service
Limited trading as
Parcelforce the education institutions and ensuring that they arrive at the scanning facility
Worldwide
Company number
4138203
Civica UK Limited | Online marking solution
Company number
1628868
Scottish Marking services
Qualifications
Authority advisor on education strategy
| A non-departmental
| public body
| established under
the Education
{Scotland) Act 1996

Notified Subcontractors:

None

Services Agreement for the Delivery of Test Operations Services
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SCHEDULE 16 — PART 1: APPROVED LOCATIONS — OPERATIONAL DELIVERY

The table below comprises the Approved Locations that will be used by the Supplier to provide the Services.

Other Supplier locations may be used from time to time for governance meetings.

Approved Locations for Operational Delivery

'Name of supplie

apita {Central Government Services Division)
(operational management and contact centre)

ocation(s)

Fort Dunlop, BIRMINGHA. B24 9QT
30 Berners Street, LONDCN, W1T 3LR

Capita (Transformation) (transition team)

17 Rochester Row, LONDON, SW1P 1JB
Fort Dunlop, BIRMINGHAM, B24 9QT

Capita (Central Government Services Division -
Document and Information Services (scanning
house))

Lingfield Point, DARLINGTON, DL1 1ZQ

Faverdale Industrial Estate, DARLINGTON, DL3
0QN

Capita {Central Government Services Division —
Document and Information Services (printing of
attendance registers)

7-11 Lower Oakham Way, MANSFIELD, NG18 5BY

Capita (Capita Software Services Division)
(replacement for NCA Tools portal}

Anchor and Hope Lane, LONDON, SE7 75N
Birmingham Road, B80 7BG

Communisis (print supplier)

Manston Lane, LEEDS, LS15 8AH

Granby (collation supplier)

Stanley Street, BLACKBURN, BB1 3BW

Pia (specialist print supplier)

Victoria Street, CWMBRAN, NP44 3YT

Parcelforce (national hubs)

Middlemarch Business Park, COVENTRY, CV3 4HX
Buckshaw Avenue, CHORLEY, PR7 7DW

Scottish Qualifications Authority

The Optima Building, 58 Robertson Street,
GLASGOW, G2 8DQ

Civica {On Screen Marking Solution)

Brooke Park Estate, WILMSLOW, SK9 3PW
Ball Green, Cobta Court, M32 2QT

Services Agreement for the Delivery of Test Operations Services
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SCHEDULE 16 — PART 2: APPROVED LOCATIONS FOR SET-UP

The table below comprises the approved locations that will be used by the Supplier to provide the Services.
Other Supplier locations may be used from time to time for governance meetings.

_:Name of supplier

Locatlon(s)

Capita (Central Government Serwcelewswn)
(operational management and contact centre)

Fort Dunlop, BIHMINGHAM 824 9QT
71 Victoria Street, LONDON, SW1H OXA

Capita (Transformation) (transition team)

17 Rochester Row, LONDON, SW1P 1JB
Fort Dunlop, BIRMINGHAM, B24 9GT

Capita (Central Government Services Division -
Document and Information Services (scanning
house))

Lingfield Point, DARLINGTON, DL1 1ZQ

Faverdale Industrial Estate, DARLINGTON, DL3
0QN

Capita (Central Government Services Division —
Document and Information Services (printing of
attendance registers)

7-11 Lower Oakham Way, MANSFIELD, NG18 5BY

Capita (Capita Software Services Division}
(replacement for NCA Tools portal)

Anchor and Hope Lane, LONDON, SE7 7SN
Birmingham Road, B80 7BG

Communisis (print supplier)

Manston Lane, LEEDS, LS15 8AH

Granby (collation supplier)

Stanley Street, BLACKBURN, BB1 3BW

Pia (specialist print supplier)

Victoria Street, CWMBRAN, NP44 3YT

Parcelforce (national hubs)

Scottish Qualifications Authority

Middlemarch Business Park, COVENTRY, CV3 4HX
Buckshaw Avenue, CHORLEY, PR7 7DW

The Optima Building, 58 Robertson Street,
GLASGOW, G2 8DQ

Civica (Onscreen Marking Solution)

Services Agreement for the Delivery of Test Operations Services
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SCHEDULE 17: NDA

This Agreement is made on [e] between:

(1) The Secretary of State for Education acting through the Standards and Testing Agency of 53-
55 Butts Road, Earlsdon Park, Coventry CV1 3BH (“STA"); and

(2) [Company’s legal name], a company incorporated in [country/registration number] having its
registered office address at [address] ("*Company”)

(each a "Party” and together referred to as the “Parties”)
Background:

(A) STA has agreed to disclose the Confidential Information subject to the terms and conditions of this
Agreement for the purpose of the Company [providing services/tendering to provide services]
exclusively on behalf of STA (the “Purpose”).

(B) In consideration of such disclosure, the Company has agreed to keep the Confidential Information
confidential.

Now it is hereby agreed as follows:
1. Definitions
1.1 The following expressions shall have the following meanings unless the context otherwise admits:

“Authorised Person” means any director, officer, employee, subcontractor or professional
advisor of the Company to whom disclosure of Confidential Information is reasonably
necessary to fulfil the Purpose;

“Business Day” means a day other than a Saturday, Sunday or public or bank holiday in
England;

“Commencement Date” means the date of signature of this
Agreement;

“Company Group” means the Company and each company or entity in which the Company
has a shareholding or interest, directly or indirectly, of 50 per cent or more or has the right to
exercise, directly or indirectly, 50 per cent or more of the voting rights;

“Confidential Information” means any commercial, financial, business and technical,
marketing or other data, including business methods, know-how, trade secrets, diagrams,
specifications, calculations, formulae, algorithms, processes, models, drawings and all other
confidential information of whatever nature {in any form or medium) of STA or its third party
suppliers given or made available by STA to the Company in connection with the Purpose;

“Environmental Information Regulations™ means the Environmental Regulations 2004 and
any subordinate legislation made under that Act from time to time together with any guidance
and/or codes of practice issued by the UK Information Commissioner in relation to such
legislation;

“FOIA" means the Freedom of Information Act 2000 {as amended) and any subordinate
legislation made under that Act from time to time together with any guidance and/or codes of
practice issued by the UK Information Commissioner in relation to such legislation;

“Information” has the meaning given under section 84 of the Freedom of Information Act
2000;

*LCIA” means the London Court of International Arbitration;
e )
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4.1

. ]

“Purpose” has the meaning given in the Recital; and

“Request for Information” a request for information or an apparent request under FOIA or the
Environmental Information Regulations.

Structure and Process

This Agreement sets out the terms on which STA shall make the Confidential Information
available to the Company and on which the Company shall use such Confidential Information.

Term

This Agreement shall take effect from the Commencement Date and shall continue for a period
of seven years thereafter.

Confidentiality Obligations

In consideration of the disclosure of Confidential Information as contemplated in this
Agreement, the Company shall:

4.1.1 keep the Confidential Information confidential subject to the terms and conditions of
this Agreement;

4.1.2 not disclose the Confidential Information or any part thereof to any person other than
an Authorised Person, and shall ensure that each such Authorised Person shall
comply with confidentiality provisions no less onerous than those contained in this
Agreement;

4.1.3 not use the Confidential Information or any part of it for anything other than the
Purpose;

4.1.4 not copy, summarise or transcribe the whole or any part of the Confidential
Information, save as is reasonably necessary for the Purpose and all such copies,
summaries and transcripts shall be deemed to be, and shall be clearly identified as
being, Confidential Information;

4.1.5 keep all Confidential Information in a safe and secure place and shall treat all
Confidential Information in a manner which is no less secure than the manner in which
it treats its own confidential and/or proprietary information and at least with reasonable
care;

4,16 notify STA immediately on it becoming aware that any Confidential Information has
been disclosed to or is in the possession of any person who is not an Authorised
Person;

4.1.7 upon termination of this Agreement or at the request of STA, deliver up to STA or
destroy or erase (as STA may in its absolute discretion direct) any records of
whatsoever nature which are in the pessession, custody or control of the Company to
the extent that such records contain any Confidential Information or which are
produced or received by the Company in connection with the Purpose, except to the
extent that the same form part of the permanent records of the Company which it is
bound by law or regulatery requirement to preserve, and the provisions of this
Agreement shall, notwithstanding its termination, continue to apply to all such retained
Confidential Information; and

4.1.8 upon request provide to STA written confirmation that the provisions of Clause 4.1.7
have been fully complied with.

Services Agreement for the Delivery of Test Operations Services Page 302
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4.2 All Confidential Information shall be deemed to be (and all copies thereof or of any part or
parts thereof shall become upon the creation thereof) and shall remain the property of STA
and its third party suppliers.

5 Exclusions

51 Notwithstanding any other provisions hereof, the Company shall not be liable for the release
or disclosure of, and the confidentiality obligations hereunder shall not apply to, any
Confidential Information that is:

5.1.1 partof or enters the public domain through no fault of the Company and without breach
of this Agreement;

5.1.2 subsequently obtained by the Company from a third party without breach of any
obligation of confidentiality owed to any third party or STA;

5.1.3 known to the Company prior to the disclosure by STA without an obligation to keep
such Confidential Information confidential,

5.1.4 approved in writing for public release by STA; or

5.1.5 independently developed by the Company or a person within the Company Group as
evidenced by written records and without any breach of this Agreement.

5.2 The Company may disclose Confidential Information in accordance with a judicial or other
governmental order or a regulation of a regulatory authority to whose jurisdiction the Company
submits, provided that the Company:

5.2.1 uses its reasonable endeavours to obtain prior to the disclosures a written assurance
from the applicable judicial or governmental authority that it will afford the Confidential
Information a reasonable degree of protaction against disclosure; or

5.2.2 gives STA reasonable notice prior to such disclosure to allow STA a reasonable
opportunity to seek a protective order or otherwise.

6 Freedom of Information

6.1 The Company acknowledges that STA is subject to the requirements of FOIA and the
Environmental Information Regulations and shall assist and co-operate with STA to enable
STA to comply with its Information disclosure obligations.

6.2 The Company shall, and shall procure that members of the Company Group shall, at STA's
reasonable cost:

6.2.1 transfer to STA all Requests for Information that it receives as soon as practicable and
in any event within 3 Business Days of receiving a Request for Information;

6.2.2 provide STA with a copy of all Information in its possession or power in the form that
STA requires as socn as practicable on a rolling daily basis and in any event
completely within 10 Business Days (or such other period as STA may specify) of
STA's request; and

6.2.3 provide all necessary assistance as reasonably requested by STA to enable STA to
respond to any Request for Information within the time for compliance set out in section
10 of the FOIA or regulation 5 of the Environmental Information Regulations,

provided always in respect of Clauses 6.2.2 and 6.2.3 that STA shall first use its reasanable
endeavours to respond to the request using its own records prior to seeking assistance from
the Company.

b |
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6.3 In no event shall the Company respond direcly to a Request for Information unless expressly
authorised to do so in writing by STA.

7 Intellectual Property Rights

This Agreement shall not operate as an assignment of any patents, copyrights, registered
designs, unregistered designs, trademarks, trade names or other rights as may subsist in or
be contained in or reproduced in the Confidential Information and the Company shall not, nor
shall any persons on its behalf, apply for any patent, or registration of any trade mark or design
or any other intellectual property right, in respect of the Confidential Information or any part
thereof.

8 Publicity

Neither Party will make any announcement or disclosure concerning or touching upon the
subject matter of this Agreement, without the prior written consent of the other Party.

9 Liability

9.1 The Parties acknowledge that:

8.1.1 Confidential Information may relate to highly sensitive aspects of the business of STA;

9.1.2 any loss, misuse or unauthorised disclosure of the Confidential Information or any part
of it will or may be damaging to the interests of STA and will or may significantly
damage its relationships with its third party suppliers;

9.1.3 financial compensation may not adequately compensate STA for any such damage,

and accordingly the Company acknowledges the right of STA to seek injunctive relief, whether
interim or final, against the Company or any Authorised Person in the event of any threatened
or actual breach of the terms of this Agreement by the Company or any of its Authorised
Persons.

9.2  The rights of STA under the foregoing Clause 9.1 shall be in addition to STA's other rights in
law or in equity.

9.3 The Company shall, as and when requested by STA, do all acts and execute all documents
as may be reasonably necessary to prevent any loss, misuse or unauthorised disclosure of
the Confidential Information or any part of it by any of its Authorised Persons.

8.4  The Company shall remain liable for any disclosure of Confidential Information by any
Authorised Person as if it had made such disclosure itself.

10 Assignment

The Company shall not assign, novate or otherwise transfer this Agreement to any person
without the prior written consent of STA.

11 Disclaimer

STA makes no representations or warranties as to the accuracy or completeness of the
Confidential Information disclosed.

12 General

12.1  This Agreement constitutes the entire agreement between the Parties with respect to the
subject-matter of this Agreement and (to the extent permissible by law) supersedes all prior
representations or oral or written agreements between the Parties with respect to that subject
matter, provided that neither Party is attempting to exclude any liability for fraudulent
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statements (including fraudulent pre-contractual misrepresentations on which the other Party
can be shown to have relied).

12,2 An amendment of this Agreement will not be binding on the Parties unless set out in writing,
expressed to amend this Agreement and signed by authorised representatives of each of the
Parties.

12.3 No failure of either Party to exercise, and no delay by it in exercising, any right, power or
remedy in connection with this Agreement (each a “Right"} shall operate as a waiver of that
Right, nor shall any single or partial exercise of any Right preclude any other or further exercise
of that Right or the exercise of any other Right. A waiver may be made only in writing and
must be expressly stated to be a waiver of a Party’s rights under this Agreement.

12.4 This Agreement shall be enforceable by respective successors, transferees and assigns of
STA and the Parties agree that the Company's obligations and liabilities shall not be
discharged, lessened or extinguished by way of any succession of, transfer by or assignment
by STA of its rights under this Agreement and this Agreement shall continue in full force and
effect on any such succession, transfer or assignment and the Company shall perform it
obligations and owe its liabilities in favour of any such successor, transferee or assignee of
STA as if such successor, transferee or assignee was appointed as a party to this Agreement
ab initio and benefits from the same rights and entitements as STA hereunder.

12,5 This Agreement does not create any right or benefit enforceable by any person not a party to
it or contemplated by Clause 12.4 (within the meaning of the Contracts (Rights of Third Parties)
Act 1999).

12.6 The invalidity or unenforceability of any part of this Agreement for any reason whatsoever shall
not affect the validity or enforceability of the remainder.

12.7 This Agreement may be entered into in any number of counterparts all of which, when taken
together, shall constitute one and the same instrument. Any Party may enter into this
Agreement by executing any such counterpart.

13 Governing Law and Arbitration

13.1 This Agreement and any disputes arising under it shall be governed by and construed in
accordance with the laws of England and Wales.

13.2 Any dispute arising out of or in connection with this Agreement, including a dispute as to the
validity or existence of this Agreement and/or this Clause 13 shall be resclved by arbitration
in London conducted in English and in accordance with the rules of the LCIA by a single
arbitrator who shall be appointed by the LCIA.

13.3 The arbitrator shall be and remain independent and impartial of each Party.

13.4 An award rendered in connection with arbitration pursuant to this Clause 13 shall be final and
binding upon the Parties, and any judgment upon such an award may be entered and enforced
in any court of competent jurisdiction.

14 Functions and Powers

Nothing in this Agreement shall be construed as limiting or fettering STA’s powers to liaise with
or investigate or request, receive or disclose information from the Company in STA's capacity.

In witness whereof this Agreement has been duly executed:
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SIGNED for and on behalf of STA

by:

SIGNED bBY ..couvvvnreeniiiiieeeinane
for and on behalf of [COMPANY NAME]

having been duly authorised to do so
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SCHEDULE 18: DATA, SOFTWARE AND MATERIALS

This Schedule sets out the Data, Software and Materials used in the delivery of the Services, grouped using

the definitions shown in Clause 1 (Definitions and Interpretations).

COTS Third Party Software

The table below is the COTS Third Party Software that the Supplier will use under this Agreement, showing

the name of the software, the supplier of the software and the business function that is used for.

SharePoint Microsoft Repository for project management documentation
Microsoft Office Microsoft Project and programme management, general office
administration e.g. email
Folding Space Folding Space Warehouse management
Kofax Lexmark Scanning and indexing
Avaya Avaya Telephony platform for contact centre
Verint Verint Systems | Call recording in the Contact Centre
Asigra Asigra Back-up data held on Advantage Digital platform
Alien Vault Alien Vault Security information event monitoring
Click 4 Assistance Click 4 Webchat in support of the TOpS Portal
Assistance
PCA Predict PCA Predict Address verification

Specially Written Software

None.

Supplier Software

OCne Digital

Capita

Master data repository including the Test Operations Services
database as found in the TOpS portal

Third Party Software

The COTS Third Party Software listed above and the following:

MarkManager

Civica

Onscreen Marking solution
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STA Data

I The table below contains a list of STA Data.

1 arker Register*
2 Datafeeds*
3 Test Orders*
4 - Test Results*
5 Teacher Assessment*
6 Other data contained in datafeeds made to STA pursuant to or in connection with
- the Agreement
[ 7 Standards Maintenance™ data
8 Data contained in Supplier, Subcontractor, Marker or STA interactions and/or
communications with or to Schools (including Test Order transactions and reports
received via helpdesks)
9 " | Data relating to Pupils
10 Content relating to websites
11 Management Information™
12 ' Head teacher Declaration* (HDFs)
13 - | Data relating to Schools
14 ' Database history relating to any Helpdesks
15 Where not otherwise included in the above list all further School, Pupil and Test

Results data held by the Supplier within any software application.

16 Any data produced by the Supplier or any Subcontractor in the performance of the
Services or provided by STA at any time shall be STA data unless otherwise
agreed in Product Descriptions and Exit Plans, or by other mechanisms used from
l time to time.

*As defined in Appendix 2 of Part 1 (Statement of Requirements) of Schedule 4 (Services).
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STA Materials

The table below contains a list of STA Materials.

National Curriculum Assessments*
2 Product Descriptions
3 Set-up Project Initiation Document (PID)
4 Operational Delivery Project Initiation Document (PID}
5 Correspondence — with STA
6 Correspondence — with Regulatory Authorities
7 Correspondence — with Schools
8 Correspondénce — with Markers
9 Training materials, including Marker Training Materials
10 Advertising literature
1 Marketing literature
12 Any Materials produced by the Supplier or any Subcontractor in the performance
of the Services or provided by STA at any time shall be STA data unless
otherwise agreed in Product Descriptions, Exit Plans, or by other mechanisms
used from time to time.

* As defined in Appendix 2 of Part 1 (Statement of Requirements) of Schedule 4 (Services).

STA Software

The table below contains a list of STA Software.

N/A N/A
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