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Contract Title: Party requesting Change: 

Name of Supplier: 

Change Request Number: Proposed Change implementation date: 
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Full description of requested Change (including proposed changes to wording of the Contract where possible): 

Effect of requested Change  

Assumptions, dependencies, risks and mitigation (if any): 

Change Request Form prepared by (name): 

Signature: 

Date of Change Request: 



70   

 



71



72   

 



73

Sage 
P11d

Sage 
P11d

P11d 
Software

SmartDra
w

SmartDra
w

Floor plan 
and 

building 
plan 

software
Visio Visio Floor plan 

and 
building 

plan 
software 

AutoCad AutoCad design and 
drafting 
software 
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DraftSight DraftSight design and 
drafting 

software -
No license 
required 

Google 
Draw 

Google 
Draw 

Floor plan 
and 

building 
plan 
software 

- No license 
required 

Google 
Maps for 
Business 

Google 
Maps for 
Business 

Generatin
g 

static maps, 
dynamic 

interactive 
mapping 
of 

assets, and 
geocoding 

for 
analysis. 

GitHub GitHub 

Repository 
for 

NexGen 
source code, 
helps with 
versioning, 

collaboration 
and 

maintenanc
e. 

Amazon 
AWS 

Amazon 
AWS 

Server 
hosting and 

running, 
handling 

data 
input/output 

and file 
storage. 
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Android 
Studio 

Android 
Studio  

Open source 
development 
and testing of 

android 
applications  

PDFtk  PDFtk  

Open 
source  
Toolkit for  

PDF  
operations,  
e.g. split,  
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process of CESG to at least Foundation Grade, for example, under the CESG Commercial Product Assurance 

2.3.3 protected by an authentication mechanism, such as a password; and 

2.3.4 have up to date software patches, anti-virus software and other applicable security  controls to meet the requirements 
of this Schedule 6. 

2.4 Devices used to access or manage Authority Data shall be under the management authority of the Supplier and have a 
minimum set of security policy configurations enforced. Unless otherwise Approved, all Supplier devices shall 

https://www.gov.uk/government/collections/end-userdevices-security-guidance--2) or equivalent. 

2.5 Where the CESG Guidance highlights shortcomings in a particular platform the Supplier may wish to use, then these 
should be discussed with the Authority and a joint decision shall be taken on whether the residual risks are 
acceptable. If the Supplier wishes to deviate from the CESG Guidance, this should be agreed in writing with the 
Authority on a case by case basis. 

3 Data Storage, Processing, Management, Transfer and Destruction  

3.1 The Parties recognise the need for Authority Data to be safeguarded and for compliance with the Data Protection 
Legislation. To that end, the Supplier shall inform the Authority the location within the United Kingdom where 
Authority Data is stored, processed and managed. The import and export of Authority Data from the Supplier 
System must be strictly controlled and recorded.  

3.2 The Supplier shall inform the Authority of any changes to the location within the United Kingdom where Authority Data 
is stored, processed and managed and shall not transmit, store, process or manage Authority Data outside of the 
United Kingdom without Approval which shall not be unreasonably withheld or delayed provided that the 
transmission, storage, processing and management of Authority Data offshore is within: 

3.2.1 the European Economi

               3.2.2 another country or territory outside the EEA if that country or territory ensures an  adequate 
level of protection by reason of its domestic law or of the international commitments it has entered into 
which have been defined as adequate by the European commission. 

3.3 The Supplier System shall support the requirement of the Authority to comply with Government policy and Cabinet 
Office guidance on Offshoring, currently set out at: 

https://security-guidance.service.justice.gov.uk/offshoring-guide/#offshoring-guide

by assessing, as required, any additional security risks associated with the storage, processing and/or transmission of any 
data and/or information offshore, including by an offshore Supp

Data in the countries where storage, processing and/or transmission occurs. No element of the Supplier System 
may be off-shored without Approval. 

3.4 The Supplier shall ensure that the Supplier System provides internal processing controls between security domains to 
prevent the unauthorised high domain exporting of Authority Data to the low domain if there is a requirement to 
pass data between different security domains. 
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3.5  The Supplier shall ensure that any electronic transfer of Authority Data:  
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       Authority;
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Description Details 
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Subject matter of the 
processing 

[This should be a high level, short description of what the processing is about i.e. its 
subject matter of the contract.  

Example: The processing is needed in order to ensure that the Supplier can effectively 
deliver the contract to provide a service to members of the public] 

Duration of the 
processing 

[Clearly set out the duration of the processing including dates] 

Nature and purposes of 
the processing 

Type of Personal Data 
being Processed 

[Examples here include: name, address, date of birth, NI number, telephone number, 
pay, images, biometric data etc] 

Categories of Data 
Subject 

[Examples include: Staff (including volunteers, agents, and temporary workers), 
customers/ clients, suppliers, patients, students / pupils, members of the public, 
users of a particular website etc] 

Plan for return and 
destruction of the data 
once the processing is 
complete 

Unless requirement 
under union or member 
state law to preserve 
that type of data 

[Describe how long the data will be retained for, how it be returned or destroyed] 
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b) It has used reasonable efforts to determine that the data importer is able to satisfy its legal obligations 
under these clauses. 

c) It will provide the data importer, when so requested, with copies of relevant data protection laws or 
references to them (where relevant, and not including legal advice) of the country in which the data 
exporter is established. 

d) It will respond to enquiries from data subjects and the authority concerning processing of the personal 
data by the data importer, unless the parties have agreed that the data importer will so respond, in which 
case the data exporter will still respond to the extent reasonably possible and with the information 
reasonably available to it if the data importer is unwilling or unable to respond. Responses will be made 
within a reasonable time. 

e) It will make available, upon request, a copy of the clauses to data subjects who are third party 
beneficiaries under clause III, unless the clauses contain confidential information, in which case it may 
remove such information. Where information is removed, the data exporter shall inform data subjects in 
writing of the reason for removal and of their right to draw the removal to the attention of the authority. 
However, the data exporter shall abide by a decision of the authority regarding access to the full text of 
the clauses by data subjects, as long as data subjects have agreed to respect the confidentiality of the 
confidential information removed. The data exporter shall also provide a copy of the clauses to the 
authority where required. 

II. Obligations of the data importer 
The data importer warrants and undertakes that: 

a) It will have in place appropriate technical and organisational measures to protect the personal data against 
accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and 
which provide a level of security appropriate to the risk represented by the processing and the nature of 
the data to be protected. 

b) It will have in place procedures so that any third party it authorises to have access to the personal data, 
including processors, will respect and maintain the confidentiality and security of the personal data. Any 
person acting under the authority of the data importer, including a data processor, shall be obligated to 
process the personal data only on instructions from the data importer. This provision does not apply to 
persons authorised or required by law or regulation to have access to the personal data. 

c) It has no reason to believe, at the time of entering into these clauses, in the existence of any local laws 
that would have a substantial adverse effect on the guarantees provided for under these clauses, and it 
will inform the data exporter (which will pass such notification on to the authority where required) if it 
becomes aware of any such laws. 

d) It will process the personal data for purposes described in Annex B, and has the legal authority to give 
the warranties and fulfil the undertakings set out in these clauses. 
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ANNEX A 

DATA PROCESSING PRINCIPLES 

1) Purpose limitation: Personal data may be processed and subsequently used or further communicated only for 
purposes described in Annex B or subsequently authorised by the data subject. 

2) Data quality and proportionality: Personal data must be accurate and, where necessary, kept up to date. The 
personal data must be adequate, relevant and not excessive in relation to the purposes for which they are 
transferred and further processed. 

3) Transparency: Data subjects must be provided with information necessary to ensure fair processing (such as 
information about the purposes of processing and about the transfer), unless such information has already 
been given by the data exporter. 

4) Security and confidentiality: Technical and organisational security measures must be taken by the data 
controller that are appropriate to the risks, such as against accidental or unlawful destruction or accidental 
loss, alteration, unauthorised disclosure or access, presented by the processing. Any person acting under the 
authority of the data controller, including a processor, must not process the data except on instructions from 
the data controller. 

5) Rights of access, rectification, deletion and objection: As provided in Article 12 of Directive 95/46/EC, data 
subjects must, whether directly or via a third party, be provided with the personal information about them 
that an organisation holds, except for requests which are manifestly abusive, based on unreasonable intervals 
or their number or repetitive or systematic nature, or for which access need not be granted under the law of 
the country of the data exporter. Provided that the authority has given its prior approval, access need also not 
be granted when doing so would be likely to seriously harm the interests of the data importer or other 
organisations dealing with the data importer and such interests are not overridden by the interests for 
fundamental rights and freedoms of the data subject. The sources of the personal data need not be identified 
when this is not possible by reasonable efforts, or where the rights of persons other than the individual would 
be violated. Data subjects must be able to have the personal information about them rectified, amended, or 
deleted where it is inaccurate or processed against these principles. If there are compelling grounds to doubt 
the legitimacy of the request, the organisation may require further justifications before proceeding to 
rectification, amendment or deletion. Notification of any rectification, amendment or deletion to third parties 
to whom the data have been disclosed need not be made when this involves a disproportionate effort. A data 
subject must also be able to object to the processing of the personal data relating to him if there are compelling 
legitimate grounds relating to his particular situation. The burden of proof for any refusal rests on the data 
importer, and the data subject may always challenge a refusal before the authority. 

6) Sensitive data: The data importer shall take such additional measures (e.g. relating to security) as are 
necessary to protect such sensitive data in accordance with its obligations under clause II. 
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