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1. PURPOSE

1.1 The current primary contract for supply of standard broadband to MoD will expire
soon with services ceasing by 315" March 23 therefore a replacement service is required. The
Openreach withdrawal of Wholesale Line Rental (WLR) products, which closes Public
Switched Telephone Network (PSTN) exchanges and associated Direct Exchange Lines
(DEL), completes in Dec 2025 and all broadband services will require updating by that time to
exclude the dependency on DEL.

1.2 This Statement of Requirement defines the natures of broadband connectivity
services that Defence customers require. In addition to the broadband connectivity services,
a Voice over IP (VolP) capability is required to be available, and a range of ancillary items are
required to be available for purchasing. The resultant service and associated products require
suitable service management arrangements to be provided.

2. BACKGROUND TO THE CONTRACTING AUTHORITY

2.1 This requirement is in support of Defence Digital as a representative body for the
Ministry of Defence (MoD), responsible for the defence of the United Kingdom of Great Britain
and Northern Ireland.

3. BACKGROUND TO REQUIREMENT/OVERVIEW OF REQUIREMENT

3.1 Current broadband services are deployed to a wide variety of locations including
military sites, isolated buildings such as careers offices, reserve forces sites, welfare facilities,
training sites, private housing, commercial premises, and schools. Broadband services are
required to be rapidly installed to support Military Aid to the Civil Community (MACC) and
Military Aid to the Civil Powers (MACP).

3.2 Many of the current services are redundant due to the users either moving away or
changing technology. There are currently no appropriate facilities for identifying redundant
services to allow appropriate measures to be taken. Capability to be able to identify unused
services is included in this requirement.

3.3 There is no plan for a centralised migration programme. Authorised Demanders will
be required to submit demands for replacement service; see para 5.1.3 Service Migration
below. If not migrated, current services are planned to be ceased at a given date.

3.4 The BT Openreach WLR programme has begun with a rolling programme by PSTN
exchange area culminating in the final closure of DEL (PSTN analogue and ISDN lines) and
PSTN exchanges by Dec 2025. It is noted that the ﬁ exchange area is the first to close
in Dec 22. The impact of this WLR programme will be:

3.4.1  Telephony services will be carried as VolP over broadband implying that
there will be an increased requirement for broadband services. A single broadband
service must be capable of supporting multiple independent VolP services, i.e.,
separate directory numbers.

3.4.2  Arange of VoIP telephone instruments will be required.

3.4.3 Power supply issues, previously supported by - will become apparent;
see para 5.1.2 Ancillary Items below. It is noted that unless specifically ordered by
the Authorised Demander the power availability is an Authority dependency.
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3.4.4  Migration of present PSTN telephone numbers to the replacement VolP
service may be demanded by the customers on initial order.

3.5 Volume demand over the contract period is subject to several pressures. There are
currently circa 6,000 broadband services with many redundant services which will be ceased.
There are currently circa 12,000 il of which a proportion will require a broadband
replacement with VolP. There are other initiatives that are expecting to have an increasing
broadband demand, including welfare services. A 50% estimate, based on 3 point estimation,
indicates a requirement of 5,000 services will be required however this figure could increase
to 20,000 and beyond. Issues such as technology, political and social issues could deflate
estimates significantly. The Attachment 5 Annex D Price List contains an indicative volume
forecast against which a price assessment can be carried out. Due to the uncertain future
demand and standard nature of the service requirement no maximum or minimum service

volume thresholds are considered appropriate.

4. DEFINITIONS

Term Definition

Authority means the buyer and representative of MOD.

Authorised Means an MoD employee or MoD agent duly authorised by the Authority to commit

Demander service orders on behalf of the Authority.

CIDA means Co-ordinating Installation Design Authority.

CP&F Means the Authority’s Contract, Purchasing and Finance electronic procurement tool,
see para 18. Reference to CP&F includes the supplier facing Exostar system.

DEL means Direct Exchange Line employed to deliver Public Switched Telephone Network
services.

ECR means Engineering Change Request

Exostar the MoD cloud platform for supply chain collaboration.

Geographical

the area defined for this tender is the whole of the United Kingdom without exceptions

scope

HQ Defence means Defence Digital Headquarters building at MoD Corsham

Digital

ISDN means Integrated Services Digital Network

JSP440 means the Joint Service Publication 440, the Defence Manual of Security

JSP604 means the Joint Service Publication 604, Defence Manual for Information and
Communications Technology (ICT)

KPI Key Performance Indicator

MACC military aid to the Civil Community, encompasses provision of unarmed military
assistance to prevent or deal with the aftermath of a natural disaster or a major
incident, or to assist civil sponsors either by carrying out special projects of significant
social values to the community or by attaching individual.

MACP military aid to the Civil Powers is the collective term used by the Ministry of Defence of
the Government of the United Kingdom to refer to the operational deployment of the
armed forces of the United Kingdom in support of the civilian authorities, other
government department and the community as a whole.

Mbps means megabits per second

MoD means the Ministry of Defence
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Term Definition

Ofcom the Office of Communications, the UK's broadcasting, telecommunications and postal
regulatory body.

Openreach All IP | refers to Openreach withdrawal of the WLR (Wholesale Line Rental) portfolio and

Programme ubiquitous use of Internet Protocol based communications

osm means Operational Service Management

Price Code means a code relating to a defined service to be delivered with a defined non-recurring
and recurring price.

PSTN means Public Switched Telephone Network

TLB means Top Level Budget. The TLB is the MoD's highest level budget aggregation
equating to Navy, Army, Air Force, and others.

UIN means a MoD Unit Identification Number, used as a cost centre identifier.

UPS means Uninterruptable Power Supply

VolP means Voice over IP

Wi-Fi means Wireless Fidelity

WLR means the range of Openreach products within the Wholesale Line Rental grouping.

WPA2-AES means Wi-Fi Protected Access 2, Advanced Encryption Standard.

Table 1 — Definitions
5. SCOPE OF REQUIREMENT

5.1 In Scope. The MoD requires a new broadband connectivity service that MoD
Authorised Demanders are able to order. The scope of requirements include:

5.1.1  Broadband Service
5.1.2 Ancillary ltems

5.1.3  Service Management
5.1.4  Generic Requirements

5.2 Out of Scope. Many PSTN services support value-add services but these value-add
services are beyond the scope of this procurement. It is considered the value-add service
provider’s responsibility to be compatible with de facto ethernet and Wi-Fi standards. Value-
add services include alarms, telemetry, cameras, secure speech, etc.

6. HIGH LEVEL REQUIREMENT

6.1 Authorised Demanders must be able to use CP&F to order/call-off Internet accessing
broadband anywhere in UK, including broadband related services as identified below, for the
services to be supported by a coherent service management regime and for monthly billing to
be processed via MoD payment systems (CP&F). These requirements are the basis of this
MoD Broadband tendering activity. It is expected that Authorised Demanders will order
services soon after contract award with a target ordering start date of 1 Dec 22.

7. BROADBAND SERVICE

71 Common Broadband Service Requirements. A range of internet bandwidth
service requirements are defined by the Use Cases below. It is appreciated that actual

OFFICIAL-SENSITIVE
Framework Ref: RM3808

Project Version: v1.0 1
Model Version: v3.1



RM3808 Call-Off Schedule 20 (Call-Off Specification)
Crown Copyright 2018

bandwidths delivered are dependent on factors such as circuit distance and cable technology.
Common to each Use Case are the following requirements:

7.2

7.1.1  Each Use Case Price Code, || GGG, inc\udes the provision

of physical connectivity to the required location, building and room, delivery of
preconfigured router complete with installation instructions and ongoing support until
the broadband service is ceased. Order confirmation for a broadband service is to
include planned timescales for receipt of assets, connection and commencement of
service.

7.1.2 A target of at least 95% availability is being sought for each broadband
service within each Use Case.

7.1.3  Data usage limits should not apply for any Use Case.

7.1.4  Any location within UK is to be supported. Areas not capable of being
covered are to be declared before contract award, noting that there are provisions for
excess construction charges, see para 7.5.4.

71.5 Broadband routers are to have at least four RJ45 LAN connectors.

7.1.6 Broadband routers are required to support Wi-Fi connection (IEEE
802.11a/b/g).

7.1.7 ltis desirable that broadband routers are capable of supporting a RJ11 wired
analogue telephone instrument (traditional telephone). This capability is especially
true for Light Use Sites.

7.1.8 Broadband contention specifications should be declared.

Use Cases. Each use case below sets out typical sample situations where

broadband services will be required. These Use Cases also imply connection technology.

7.3

7.2.1  Light Use Site (JJllD). A Light Use Site may only be required to support a
telephony service, low bandwidth telemetry, alarm, and one or two users. Light Use
Sites may be in remote locations. 10 Mbps download speed is the typical target
bandwidth.

7.2.2  Medium Use Site (JJJl}). A Medium Use Site may support 10 users
consuming standard office applications including voice and conferencing. 80 Mbps
download speed is the typical target bandwidth and delivery may be copper conductor
to the premises, e.g., Fibre to the Cabinet (FTTC).

7.2.3  High Use Site (JJlD). A High Use Site may be supporting many users with
some bandwidth hungry applications, such as video. 300Mbps download speed is
the current target bandwidth, often greater, and delivery is expected on fibre, e.g.,
Fibre to the Premises (FTTP).

Service Migration. An Authorised Demander should be able to demand a migration

from their current broadband service to the new supplier’s service. On receipt of this customer
broadband migration demand by the supplier, the supplier should schedule the migration with
sufficient notice for the customers to manage the impact of service non-availability. The
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following Price Codes include the delivery of replacement preconfigured router, complete with
installation instructions, and ongoing support until the broadband service is ceased. Recurring
charges are expected to be the same b

7.3.1  Price Code |l (Migrate - Light Use)
7.3.2  Price Code |l (Migrate - Medium Use)
7.3.3  Price Code |l (Migrate - High Use)

7.4 Telephony Service. A VolP based telephony service (i) is to be available from
any broadband service. This telephony service is to be capable of dialling the full range of
PSTN numbers (Ofcom National Telephone Numbering Plan), UK and internationally.
Emergency calls (e.g., 999) must be supported. Calling tariffs are to be defined in the
Attachment 5 Annex D Price List. A priced description of telephony facilities is required, such
as call forwarding and voicemail. Migration of telephony from analogue or ISDN to VolP
(-) should also be available to order in conjunction with a broadband service order; this
migration involving minimal service non-availability. An ISDN interface to current user
equipment can be offered but is not a requirement. A migration process is required where
extant PSTN numbers are to be retained for use on the VolP replacement service.

7.5 Installation. Processes and charges for service delivery are to be described in
contract proposal documentation, including where appropriate, self-installation of routers. The
following additional installation activities should be available on request by the Authorised
Demander:

7.5.1 A Managed Installation service option should be available (i) where
broadband and related assets are installed into customer provided 19” rack or free
standing. No MoD Engineering Change Request (ECR) process is required to be
followed. A certificate is to accompany the completion of work confirming the service
is fully functional or detailing the uncompleted customer dependencies.

7.5.2 A Managed Installation service (JJJl]) is required where full design and
installation approval in accordance with MoD Engineering Change Request
processes detailed in JSSP604 Leaflet 4800 CIDA Installation Regulations (available
on request) are followed. Authorised Demanders would be expected to gain
quotations for delivery of this task based on supplier daily rates.

7.5.3 Where additional assets are required to complete a Managed Installation
these are to be procured and transferred to MoD ownership at installation. Asset
costs (-) are to be authorised by the customer before procurement unless the
customer indicates to the contrary on a per order basis.

7.5.4  Where no line plant is currently available for delivery of broadband to a site,
price on application Excess Construction Charges (i) may apply. Approval of
charges against e by the customer is required before commencement of work
unless the customer has specifically indicated to the contrary on a per order basis.
The priced proposal supporting Excess Construction Charges i are to include
full description of activities to be undertaken and a breakdown of costs for these
activities. A postcode list of current broadband services is contained within
Attachment 6 Annex E Current Broadband Postcodes and the supplier is to confirm
that no Excess Construction Charges will apply for delivery to these currently served
locations, based on identical copper or fibre delivery to the current broadband service.
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7.5.5 Limited works services may be offered by the supplier, such as the provision

of power. The supplier may offer price on application work services on an exceptional
basis as part of a Managed Installation (h).

8. ANCILLIARY ITEMS

8.1 Telephony. A range of telephony items should be available for purchase. These
items should not be dedicated to the supplier’'s telephony service and should be compatible
with a wide range of telephony service providers. Telephony items should include:

8.1.1  VolP telephony instrument — indoor (). Wired and Wi-Fi models
should be available.

8.1.2  VolP telephony instrument — external (). Wired and Wi-Fi models
should be available.

8.1.3  Analogue Telephone VolP Adaptor (JJJlll). A wired and/or Wi-Fi device
with an RJ11 analogue telephone interface capable of providing a VoIP service to an
analogue instrument (traditional telephone) should be available.

8.2 Uninterruptable Power Supply - indoor (). A UPS is required capable of
supporting the router and a VolP instrument for at least 6 hours when new.

8.3 Uninterruptable Power Supply — External (JJJlll). A UPS may be offered
capable of supporting the router and a VoIP instrument for at least 6 hours when new.

8.4 External Power Source (JJJll). To support requirements in remote locations
where no power is available, a solar option may be available for order which would normally
be associated with a UPS (BB020 or BB021).

8.5 Additional Wi-Fi Access (JJJl}). Basic user installable items capable of
increasing the wi-fi coverage should be offered.

9. GENERIC REQUIREMENTS

9.1 Longevity. Following migration from current supplier or new provision, no additional
costs should be required for continuity of service throughout the term of the contract other than
rental charges. Where additional costs will be demanded due to technology change or
Openreach WLR withdrawal programme, they are to be declared prior to contract award.

9.2 Asset Ownership. Asset ownership for all assets delivered to customer premises
are to be transferred to MoD ownership on delivery. A minimum 12-month warranty covering
replacement of faulty asset is required.

9.3 Asset Configuration Management. It is desirable for facilities to be provided for the
Authority operations centre to be able to access customer premises assets, e.g., broadband
routers and wi-fi access points, so that the Authority can review and alter local customer
settings.

9.4 Security.

9.4.1  Security enforcing attributes of the contracted services are to be described
in a security annex to the Service Management Manual (see para 11 Deliverables)
and include the security of configuration information, patching of assets, protection of
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configuration management information, and supplier personnel security measures
(minimum of Basic Check) for those who have access to MoD account information.
MoD account information is not to be stored outside of UK.

9.4.2 Where installation is requested, see para 7.5, resultant information and
documentation is to be classified as Official unless the customer requests a higher
classification, and the supplier is prepared to operate their processes at the requested
classification.

9.4.3 Broadband and supporting services are not required to be provided at any
classification of Official or higher since confidentiality and integrity remains an
application or external appliance dependency (Authority dependency).

9.44  Suppliers are to complete the Attachment 7 Annex F Cyber Assurance
Questionnaire against reference against Risk Assessment Reference

for the MoD Broadband contract. This questionnaire is to be submitted
following the instructions on the form and the compliance response is to be included
with tender documentation.

9.5 Prohibited Assets. Assets, or components within assets, are not to be procured
directly or indirectly from defined Prohibited Suppliers. Prohibited Suppliers shall be listed
separately; such a list being maintained throughout the Term by the Authority. Huawei is a
Prohibited Supplier. Prohibited assets are not to be deployed to customer sites. Customer
data, including order, incident, management, or configuration information is not to be at rest
on Prohibited Assets. Un-encrypted customer data must not be accessible to Prohibited
Assets or transit through Prohibited Assets. Written security assurances by the supplier are
to be presented annually to the Authority and Authority security audits are to be permitted and
supported.

9.6 Service Period. There should not be a minimum service period for any single
broadband or VoIP service. Cessation of all services at the end of the Contract Term with no
cessation charges is to be assumed, unless agreed otherwise with the Authority. There is to
be no contract termination charge unless otherwise agreed with the Authority at contract
award.

10. OUT OF SCOPE

10.1 Value Add Services. Many PSTN services support value add services, and these
are beyond the scope of this procurement. It is considered the value-add service provider’s
responsibility to be compatible with de facto ethernet and wi-fi standards. Value add services
are considered to be alarms, telemetry, cameras, etc.

11. DELIVERABLES

111 The following Contract deliverables shall apply:
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Milestone/Deliverable

Description

Timeframe or
Delivery Date

Service Management Manual

The supplier will be required to deliver and

maintain throughout the life of the contract
a Service Management Manual detailing all

Within 1° day
of contract

D1 aspects of service delivery including award,
Change/Ordering, Incident Management, reviewed
Capacity Management, Configuration
Management and invoicing. annually-
Configuration Management Information is i
to be managed and retained by the supplier From first
with details of the location of each service, quarter after
assets dispatched to each site,
D2 asset/make/model/type, declared site contract
contacts, key dates and status of service. award, at least
This configuration management information
is either to be available to download by quarterly
authorised customer or be issued quarterly. thereafter.
Monthly reports are to be made available
identifying individual broadband services Within 30 days of
showing under-utilisation/no use and high
D3 utilisation (see para 12.6). Monthly reports contract award,
are also to identify individual services where monthly
availability has failed to reach para 17 Table thereafter
3 availability target.
Within 30 days of
Business Continuity Disaster Plan to be contract award’
D4 reviewed, updated on a yearly basis. reviewed
annually.
Re prohibited Assets, written security
assurances by the supplier are to be
presented annually to the Authority and
D5 Authority security audits are to be Annually from

permitted and supported.

Contract Award.

Table 2 — Deliverables

12. SERVICE MANAGEMENT AND REPORTING

12.1

Account Management.

Contact details for Account Managers and Contract

Managers are to be declared. These managers are to be available for regular monthly
. Account management meetings may be required

meetings at

exceptionally at key headquarters
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Escalation processes are to be clearly defined for issue and complaint handling. These
Account Management requirements are to be maintained within the Service Management
Manual

12.2 Service Management.

12.2.1 Documentation. The supplier will be required to deliver and maintain
throughout the life of the contract a Service Management Manual detailing all
aspects, processes and customer interaction for service delivery including
Change/Ordering, Incident Management, Capacity Management, Configuration
Management, issue and complaint management, escalation and invoicing.
Additionally, Knowledge Articles are required for publishing on the Authority’s service
management self-help portal and maintained throughout the life of the contract.

12.2.2 On-Line System. The supplier should make available an on-line portal to
allow customers to access information about their services and provide access to
reports. Users should be able to submit incidents against their services and monitor
progress of those incidents. Authorised Demanders should be able to gain access
to details all their services as well as progress of incidents and orders. Authority
account managers should be able to gain access to monthly reports and inventory
reports (see para 11 D2, D3). There is to be a process documented in the Service
Management Manual for allocation and management of Authorised Demander and
Authority account manager On-Line System user accounts.

12.3 Change/Ordering. Authorised Demanders will submit requests for service against
the Service Catalogue on CP&F, see para 18. The supplier shall interact with CP&F external
facing system currently known as Exostar.

12.4 Service Catalogue. A priced catalogue of services and ancillary items is to be
maintained for access by Defence customers via CP&F. The catalogue should include
indicative delivery lead times. This catalogue and a detailed ordering process are to be
available in both the Service Management Manual and within Knowledge Articles. The
Attachment 5 Annex D Price List , when completed, will form the basis of the first iteration of
the CP&F Service Catalogue. Requests to change the Service Catalogue shall be submitted
to the Authority with not less than 1 month notice before effective date and publication on
CP&F.

12.5 Incident Management. Users should be able to raise incidents directly with the
supplier via telephone to a manned helpdesk, open UK Office Hours (09:00 to 17:00) on
normal working days, and via an On-Line System portal. Incident tickets with activity details
are to be accessible via an On-Line System portal. Incident management processes are to
be detailed within the Service Management Manual and Knowledge Articles. Broadband
service identity management is to be coherent across platforms, including CP&F, the
supplier’s incident and reporting On-Line System portal and para 11 Deliverable reports.

12.6 Capacity Management. Monthly peak traffic data for each broadband service is to
be made available for download and/or presented to the Authority service manager, see para
11 Deliverables D3. This report data is to be capable of determining under-utilisation/no use
and high utilisation. Under-utilisation is considered to be a peak utilisation less than 0.5% of
declared available bandwidth. High Utilisation is considered to be peak utilisation in excess
of 70% of declared available bandwidth. Reports are to be in a defined data format to permit
trending over a period of months.
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12.7 Configuration Management. Configuration Management Information is to be
managed and retained by the supplier with details of the location of each service, assets
dispatched to each location, asset make/model/type, declared site contacts, key dates, static
IP address (where appropriate) and status of service. This Configuration Management
Information is either to be available to download by authorised customers or issued quarterly
to the Authority service manager.

12.8 Invoicing. Invoicing shall employ the Authority’s CP&F, see para 18.
13. VOLUMES

13.1 Volume assumptions. There should not be a requirement for service volume
minimum thresholds to be maintained throughout the contract period. Service volumes
presented in the Attachment 5 Annex D Price List are indicative estimates intended to enable
contract evaluation. There should be no maximum volume thresholds. The post code list
presented at Attachment 6 Annex E Current Broadband Postcodes provides no guarantee of
volumes since some are redundant, multiple services may be present at certain locations and
additional services are expected to be required at other locations.

14. EXIT

14.1 Broadband and related services shall continue to be delivered throughout the contract
term unless a customer order is submitted to change or cease the service. Standard OFCOM
provisions to migrate services to another supplier prior to the termination instruction are to be
supported. At the end of the term the Authority is to be able to issue a single instruction to
terminate all remaining services giving 3 months’ notice.

15. QUALITY

15.1 The bidder is to provide evidence of two instances whereby their organisation has
provided services of this nature within the last two years within the framework agreement
RM3808 Network Services 2.

16. PRICE

16.1 The Attachment 5 Annex D Price List will be completed by the bidder and submitted
as part of the tender response in Jaggaer portal.

16.2 Prices should be submitted in pounds sterling inclusive of any expenses but exclusive
of VAT.

16.3 Prices should be fixed for at least 12 months. Service price changes may change
annually but only by reference to a supplier defined published Office for National Statistics
(ONS) index that appropriately reflects the nature of the services supplied. The bidder is to
register the ONS index to be employed in the Attachment 5 Annex D Price List .

16.4 The Price evaluation is detailed in Attachment 4 Annex C Further Competition
Questionnaire.

16.5 Following contract award the Attachment 5 Annex D Price List shall form the basis of
the CP&F catalogue entries against which Authorised Demanders will submit transaction
requests.
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17. SERVICE LEVELS AND PERFORMANCE

17.1 The target service levels are shown in Table 3. Monthly reports (para 11 D3) should
include details of which services have failed to achieve the target service levels.

SLA Service Area KPI/SLA description Target

Table 3 — Service Levels
18. PURCHASING SYSTEM (CP&F)

18.1 Service purchasing and invoicing shall be exclusively via CP&F. Full details of CP&F,
together with supplier on-boarding requirements may be found on Contracting, Purchasing
and Finance (CP&F) and Defence Sourcing Portal (DSP) tools (updated 18 February 2021) -
GOV.UK (www.gov.uk). It should be noted that failure to accept electronic payment and
transacting using CP&F will result in tendering non-complianc
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