
REQUIREMENT

 We equ e you to p ov de deta ls of p oject spec f c expe ence. 

 QUESTION
 a) Please p ov de ev dence show ng that you  team has the elevant qual f cat ons, knowledge and 
expe ences to del ve  th s p oject, and expla n how th s w ll be used to successfully del ve  the p oject. 
Th s should cove  all team membe s  and 
 b) Please p ov de ev dence of s m la  o  elated p o ects that you have completed wh ch demonst ate 
you  ab l ty to del ve  the equ ements of th s p oject. Please expla n why these p ojects demonst ate 
you  competenc es and the  elevance to th s p oject. 
 Th s may be suppo ted th ough a l st of elevant publ cat ons and two case stud es 

A) Qual f cat ons, knowledge, and expe ences

 Ou  co e team membe s w ll cons st of ou  P oject Lead, who s a key membe  of ou  T anspo t Assu ance P act ce, ou  Th eat Inte l gence Manage  and a Resea ch Lead. They w ll be suppo ted by subject matte  expe ts (see 
also AQB[2] fo  fu the  deta ls of the team, plus the  CVs wh ch a e also p ov ded).

 Ou  capab l t es a e outl ned below, w th ou  elevant expe ence set out n mo e deta l n the attachment, these w ll be d awn upon to ensu e successful del ve y of th s p oject. Ou  p oven capab l t es w l ensu e that we 
cons de  the co ect levels of th eat and that we add ess eve y aspect f om deep techn cal attack th ough to compl ance w th egulato y equ ements, all of wh ch nfluence the equ ed secu ty matu ty and postu e of the 
systems. 

 Scale  La gest ded cated cybe  secu ty company w th 1500  assu ance staff - wo k ng w th many of the la gest t anspo tat on cl ents wo ldw de.

 Depth  Cybe  secu ty s all we do - spec al sts n sk assessment, embedded systems, ha dwa e, c ypto, d g tal fo ens cs and Rad o F equency secu ty.

 Matu ty  Establ shed 20  yea s and del ve ng ta lo ed se v ces to the t anspo t secto  fo  last 12  yea s.

 Compl ance  App oved Amazon Vendo  Se v ces secu ty assesso , compl ant w th TISAX, SO17025 test ng lab ce t f cat on, SO27001 and ISO9001 acc ed ted.

 Fac l t es  Ded cated ha dwa e secu ty labs, access to h ghly est cted spec al st test ng env onments.

 Tools  Developed many bespoke w ed and w eless secu ty assessment tools and leve age comme c al tools fo  spec al st netwo k secu ty test ng.

 Methodolog es  Al gn to a w de ange of Indust y Standa ds and egulat ons e.g. ISO62443, NIST SP 800-160v1, NIS, ISO21434.

 See AQB[1] attachment fo  elated p ojects and case stud es. The remainder of the Tender response has been redacted under S43 of the Freedom of Informat on Act

REQUIREMENT

 Please desc be you  methodology fo  how you w ll gathe  the nfo mat on equ ed.

 QUESTION
 a) Please expla n how th s methodology w ll p ov de the nfo mat on equ ed to meet all the 
equ ements d scussed n Attachment 3 – Requ ements Spec f cat on

 W th n you  methodology please expla n  
 What esou ces you ntend to use and what pu pose those esou ces a e ntended fo  
 Whethe  you w ll conduct any p ma y esea ch (such as d ect nte v ews w th compan es), and f so 

how w ll you do th s and fo  what pu pose 
 How you w ll access nfo mat on that may not be ead ly access ble o  may not be publ shed

 b) Please expla n how you w l assess the nfo mat on you have gathe ed fo  elevance, completeness and 
accu acy. Please nclude nfo mat on of methodology, techn ques and tools that w l be ut l sed  and 
 c) Please supply you  plan fo  how the nfo mat on s to be p esented and how you plan to p ov de the 
most useful and nfo mat ve output and how th s w ll be measu ed.

The co e esou ces fo  th s p o ect and the  p ma y oles a e as follows

 P oject Lead (Role D - PL#1) - w ll act as the p oject techn cal lead and p ma y contact fo  DfT to  engage w th the w de  t anspo t p act ce a l team and othe  nte nal subject matte  expe ts (SMEs)  collate techn cal 
nfo mat on f om othe  p oject co e membe s  engage w th a l ndust y  analyse, epo t and deb ef to DfT.

 Th eat Intell gence Expe t (Role ID - TIE/#2) – membe  of ou  th eat ntell gence p act ce, follow ng ou  establ shed nte nal methodolog es to dent fy th eat landscape fo  UK a l ndust y, feed ng the  analys s to p o ect 
del ve y lead to nfo m assessment act v ty.

 Resea ch Lead (Role ID - RL/#3) – membe  of ou  esea ch commun ty, they w l follow ou  establ shed app oaches to dent fy eme g ng technolog es elat ng to t a n netwo ks, onboa d W -F , connected ways de systems and 
potent al assoc ated th eats. They w l feed the  analys s to the a l del ve y lead.

 Co e del ve y team membe s CVs have been attached as equested

  – Sen o  Secu ty Consultant, T anspo t P act ce – P o ect Lead 
 Resea ch & Secu ty Consultant - Resea ch Lead 
Cybe  Th eat Inte l gence Manage  – Th eat Intell gence Expe t 

Information redacted under S40 of the Freedom of Information Act

  Subject matte  expe ts who w l be nvolved as equ ed  

  – Assoc ate D ecto
– Execut ve P nc pal Consultant

Information redacted under S40 of the Freedom of Information Act

 Fu the  deta ls on how they w ll cont bute to del ve y of th s p oject a e set out n AQB[3] esponse.

 Please note  above named esou ces a e based on cont act awa d on 9th Decembe  and subject to ava lab l ty afte  th s date, and may be eplaced w th elevantly sk lled and expe enced consultants.  See AQB[2] attachment 
fo  nfo mat on gathe ng and access app oach, plus elevance, completeness, accu acy and outputs. The remainder of the Tender response has been redacted under S43 of the Freedom of Information Act

REQUIREMENT

 We equ e you to p ov de deta ls of the cont act management.

 QUESTION
 a) Please p ov de a deta led p oject plan fo  how you w ll unde take and del ve  the wo k, nclud ng key 
stages, tasks and dec s on po nts  and 
 b) Please p ov de a schedule deta l ng the allocat on of key nte nal staff and esou ces to tasks  and
 c) Please p ov de a sk eg ste  outl n ng what you see as the ma n sks to del ve y of the p o ect, and the 
act ons you w ll take to m t gate them  and
 d) Please p ov de a secu ty plan deta l ng how you w l ensu e any sens t ve nfo mat on elated to th s 
equ ement s kept secu e (as efe enced n Attachment 3 – Statement of Requ ements, Sect on 17). 

A&B) The schedule and esou c ng (us ng ole D# f om AQB[2]) esponse s

 P epa at on (dec s on po nts  scope and app oach, th d pa t es to be app oached)
 P oject n t at on (1,2,3)
 On-go ng status epo ts (1)
 Agee quest on set fo  th d-pa ty engagements (1,3)
 D scove y (dec s on po nts  suff c ent data gathe ed)
 Inte nal wo kshops w th subject matte  expe ts (1)
 D scuss ons w th th d pa t es (1)
 Ho zon scan futu e technolog es and th eats (1,3)
 Th eat ntell gence analys s (1,2)
 Analys s & Inte m Repo t (dec s on po nts  ag ee key f nd ngs and conclus ons)
 Comp le nte m d aft epo t and deb ef (1,2,3)
 F nal Repo t & Deb ef (dec s on po nts  p oject object ves met and any next steps.)
 C eate f nal epo t (1,2 3)
 Deb ef (1).

 C) R sks nclude  
 R sk ove v ew  Secu ty test ng cannot be completed w th n p oject t mescales due to the need fo  th d pa ty engagement, NDAs, a ang ng access, ag ee ng app oach and c eat ng test plan

. 
 R sk ove v ew  Loss of esou ce
 R sk ove v ew  lack of th d-pa ty engagement  Information redacted under S43 of the Freedom of Information Act

 D) We have a ded cated and d sc eet pol cy fo  handl ng gove nment p otect vely ma ked (PM) mate als, wh ch conta ns a mandato y set of p ocedu es fo  use when handl ng PM mate als n whateve  fo m they may take. In 
some cases, these a e st cte  than the Gove nment Secu ty Pol cy F amewo k. Th s pol cy cove s all staff equ ed to handle HMG class f ed mate als unde  the post-Ap l 2014 Gove nment P otect ve Ma k ng scheme and 
the Gove nment Secu ty Class f cat on Scheme. 
 Please see attached AQB[3] fo  fu the  deta ls of p oject plan act v t es and t m ngs. The remainder of the Tender response has been redacted under S43 of the Freedom of Informat on Act

REQUIREMENT

 We equ e you to p ov de deta ls of how you w ll meet the equal oppo tun ty theme w th n the Soc al 
Value element 

 QUESTION
 Please demonst ate how you w ll p ov de  
 a) act on to nc ease the ep esentat on of women n the cont act wo kfo ce  and
 b) suppo t n-wo k p og ess on to help people, nclud ng those f om d sadvantaged o  m no ty g oups, to 
move nto h ghe  pa d wo k by develop ng new sk lls elevant to the cont act

 Please nclude ev dence of how you  act ons have had an mpact and how these we e measu ed. 

We st ongly foste  pa tne sh ps suppo t ng futu e d ve se cybe  talent development and last yea  ou  nclus on and d ve s ty plan focused on 4 a eas that we e dent f ed as be ng mpo tant to ou  colleagues  gende , 
LGBTQIA , ace and ethn c ty and neu od ve s ty. Th s yea  we a e add ng access b l ty as anothe  focus a ea.

 A) NCC G oup s pol cy s to f nd, develop and ma nta n a d ve se wo kfo ce at a l levels w th an n t al focus on develop ng a cultu e whe e women can ach eve and eta n sen o  pos t ons. We always ass gn expe enced and the 
most elevant esou ces to all p ojects. Fo  th s p oject th s ncludes the DfT comme c al lead, a woman f om a BAME backg ound who epo ts nto ou  Head of Publ c Secto , also a woman. 

 We suppo t n t at ves and p omote compet t ons, champ oned by ou  own female secu ty consultants to a se awa eness and encou age young women nto the cybe  secu ty p ofess on. Suppo t ng a t cles nclude

 https //news oom.nccg oup.com/news/the-uks-2020-cybe f st-g ls-compet t on-opens-soon-387012 
 https //www.ncsc.gov uk/blog-post/cybe f st-4-yea s 

 B) Ou  nte nal f amewo k of NCC Conve sat ons enables us to have conve sat ons about top cs that matte  to colleagues. Th ough NCC Conve sat ons we cont nue to encou age engagement f om colleagues and ou  exte nal 
stakeholde s a ound ou  fou  focus a eas above. These conve sat ons alongs de ou  pe fo mance management p og amme and ca ee  f amewo k development help d ve ou  pe fo mance cultu e, c eat ng an env onment 
help d ve ou  pe fo mance cultu e, c eat ng an env onment whe e eve yone s welcome and can be successful. 

 Ou  &D pol cy s at https //www.nccg oupplc.com/susta nab l ty/soc al/ nclus on-d ve s ty/ 
 See ou  Gende  Gap Repo t at https //www.nccg oupplc.com/susta nab l ty/soc al/gende -pay-gap/ 

 Ev dence of act ons, mpact and measu ements s n AQB[4] attachment  The remainder of the Tender response has been redacted under S43 of the Freedom of Informat on Act
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