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CALL-OFF REFERENCE:		1.11.4.4507

THE BUYER:			HEALTH AND SAFETY EXECUTIVE
 
BUYER ADDRESS			Redgrave Court, Merton Road, Bootle L20 7HS  

THE SUPPLIER: 			ERNST & YOUNG LLP
SUPPLIER ADDRESS: 	1 More London Place, London SE1 2AF
REGISTRATION NUMBER: 	OC300001
DUNS NUMBER:       		22168935
APPLICABLE FRAMEWORK CONTRACT
This Order Form is for the provision of the Call-Off Deliverables and dated 30 January 2024. It is issued under the Framework Contract with the reference number RM6336 for the provision of software and services for e-discovery of pandemic enquiry data extraction.

[bookmark: _heading=h.30j0zll]CALL-OFF LOT(S):	Lot 2: End to End Service up to 'Official'	
[bookmark: _heading=h.gjdgxs]
CALL-OFF INCORPORATED TERMS
The following documents are incorporated into this Call-Off Contract. Where numbers are missing, we are not using those schedules. If the documents conflict, the following order of precedence applies:
1. This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
1. Joint Schedule 1(Definitions and Interpretation) for RM6336.
2. Framework Special Terms (where applicable)
3. The following Schedules in equal order of precedence:
· Joint Schedules for RM6336
· Joint Schedule 2 (Variation Form)
· Joint Schedule 3 (Insurance Requirements)
· Joint Schedule 4 (Commercially Sensitive Information)		
· Joint Schedule 11 (Processing Data)	


· Call-Off Schedules for 1.11.4.4507		
· Call-Off Schedule 5 (Pricing Details)
· Call-Off Schedule 6 (ICT Services)
· Call-Off Schedule 8 (Business Continuity and Disaster Recovery)
· Call-Off Schedule 15 (Call-Off Contract Management)
· Call-Off Schedule 20 (Call-Off Specification)
4. CCS Core Terms (version 3.0.11)
5. Joint Schedule 5 (Corporate Social Responsibility) RM6336
6. Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off Tender that offer a better commercial position for the Buyer (as decided by the Buyer) take precedence over the documents above.

No other Supplier terms are part of the Call-Off Contract. That includes any terms written on the back of, added to this Order Form, or presented at the time of delivery.

CALL-OFF SPECIAL TERMS
The following Special Terms are incorporated into this Call-Off Contract:

Special Term 1
The following definition of wilful misconduct to be added to Clause 8.3 (a) of the Core
Terms:

“"wilful misconduct"' refers to acting or omitting to act in breach of a duty owed to the Buyer in circumstances where the person so acting or omitting to act on behalf of the
Supplier would be aware both (i) that their act or omission is not consistent with Good Industry Practice and that acting or omitting to act would be a breach of duty, and (ii) there is a significant risk that so acting may cause material harm to the Buyer’s interests, but nevertheless proceeds without reasonable justification to commit such a breach of duty in deliberate disregard for the Buyer’s interests.”

Special Term 2
Pursuant to Clause 11 of Joint Schedule 11, Clause 7 of Call-Off Schedule 6, Clauses 6.3-6.8 of the Core Terms and other references in the Joint Schedules/Call-Off Schedules, the Buyer’s audit rights will be exclusively limited to information directly related to the Call-Off Contract, which can be provided to the Buyer under this Call-Off Contract. This specifically excludes internal and sensitive information held by the Supplier.

Special Term 3
Clause 6.4(a) of the Core Terms shall be deleted in its entirety and replaced with the
following:

“6.4 During an Audit, the Supplier must: (a) allow the Relevant Authority or an Auditor (appointed by the Relevant Authority) access to: contract accounts and records relating to the Contract and provide copies for an Audit. Any access requirements to the Supplier’s offices will require reasonable notice and in any event no less than five working days and prior written approval.”


Special Term 4
Pursuant to Clauses 9.1 – 9.7 of the Core Terms and other references in the Joint Schedules/Call Off Schedules, the Supplier will only agree to Intellectual Property transfer where the Supplier’s output is exclusive to the Buyer.

Special Term 5
The following new clause shall be inserted at section 10.5 of the Core Terms:

“10.5.1 The Supplier can terminate a Call-Off Contract on immediate written notice if continuing to provide Services under same would place it in breach of its professional or regulatory obligations or audit independence rules or regulations. If the contract is terminated by the Supplier, the Buyer expects that the Supplier would comply where reasonably expected to do so with the transition of the contract to a new supplier.”

Special Term 6
11.4 (b) of the Core Terms shall be capped at no more than the greater of £5 million or 150% of the Estimated Yearly Charges.

Special Term 7
Should another Supplier become party to this Call-Off Contract, Clause 11.9 of the Core Terms shall be replaced as follows:

“If the Supplier is liable to the Buyer (or any others to whom the Services are provided) under this Contract or otherwise in connection with the Services, for loss or damage to which any other person has also contributed, the Supplier’s liability to the Buyer shall be several, and not joint, with such others and shall be limited to its fair share of that total loss or damage, based on its contribution to the loss and damage relative to the other others’ contributions. No exclusion or limitation on the liability of other responsible persons imposed or agreed at any time shall affect any assessment of each Supplier(s) proportionate liability hereunder, nor shall settlement of or difficulty enforcing any claim, or the death, dissolution or insolvency of any such other responsible persons or their ceasing to be liable for the loss or damage or any portion thereof, affect any such assessment.”

Special Term 8
Clause 23.2 of the Core Terms shall be amended to read as follows:

“The Relevant Authority can assign, novate or transfer its Contract or any part of it to any Central Government Body, public or private sector body which performs the functions of the Relevant Authority. If the Relevant Authority intends to assign, novate or transfer its Contract or any part of it to any other body, it will provide the Supplier with reasonable notice, such notice to include the name of the proposed body to which it intends to assign, novate or transfer to, its obligations under its Contract.”

Special Term 9
Joint Schedule 3 will apply except for Clause 1.3.


Special Term 10
Clause 26 (d) of Joint Schedule 11 to be amended as follows:

“(d) not do anything which is not consistent with Good Industry Practice that may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law.”

Special Term 11
All references to “Immediately” shall be altered to “without undue delay” in the Joint Schedules, Call off Schedules and Core Terms of this Agreement.

CALL-OFF START DATE:			01 February 2024

CALL-OFF EXPIRY DATE: 		31 January 2027

CALL-OFF INITIAL PERIOD:	3 years (with the option to extend for an additional 2 years on a 1+1 year basis)

CALL-OFF DELIVERABLES
See details in Call-Off Schedule 20 (Call-Off Specification).

MAXIMUM LIABILITY
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first Contract Year is £720,000.00.

CALL-OFF CHARGES
See details in Call-Off Schedule 5 (Pricing Details).

REIMBURSABLE EXPENSES
The Buyer agrees to reimburse the Supplier for reasonable expenses including travel
to and from the Supplier’s site.

PAYMENT METHOD - BACS

BUYER’S INVOICE ADDRESS:
Newport SSCL - Health & Safety Executive
PO Box 401
Newport
NP10 8FZ 
Email: APinvoices-HAS-U@gov.sscl.com

All invoices raised must include the relevant Purchase Order number which will be issued by HSE Procurement Unit, each invoice must refer to and state items as listed on the Purchase Order. Failure to include the Purchase Order Number may delay payment.  Invoices should be submitted electronically in PDF format to APinvoices-HAS-U@gov.sscl.com. HSE shall make payment of agreed costs via BACS, in arrears, within 30 days of the acceptance of the invoice. The Contractor shall send a copy invoice along with details of any work satisfactory carried out to the HSE representative identified below.

BUYER’S AUTHORISED REPRESENTATIVE

SUPPLIER’S AUTHORISED REPRESENTATIVE – N/A

SUPPLIER’S CONTRACT MANAGER  

PROGRESS REPORT FREQUENCY
To be agreed between the Contract Manager and Supplier

PROGRESS MEETING FREQUENCY
To be agreed between the Contract Manager and Supplier

KEY STAFF
None 

KEY SUBCONTRACTOR(S)
None 

COMMERCIALLY SENSITIVE INFORMATION
The Supplier is aware of the Buyer’s responsibilities under the Freedom of Information Act (FOI) which may require it to release information to third parties arising from its involvement with the Supplier. Certain information provided by the Supplier may constitute trade secrets and/or commercially sensitive information and may be subject to exemption from disclosure by virtue of s43 of the FOI. While decisions on deciding whether this statutory exemption applies is a matter for the Buyer, the Supplier would ask that it is notified as soon as possible of any FOI request received by the Buyer and that the Buyer consults with the Supplier over whether the statutory exemption applies to the information requested.

SERVICE CREDITS
Not applicable

ADDITIONAL INSURANCES
Not applicable

GUARANTEE
Not applicable

SOCIAL VALUE COMMITMENT
Not applicable 



SIGNATORIES
	For and on behalf of the Supplier:
	For and on behalf of the Buyer:

	Signature:
	
	Signature:
	

	Name:
	
	Name:
	

	Role:
	
	Role:
	

	Date:
	30 January 2024
	Date:
	30 January 2024





SCHEDULES
	CCS Core Terms (version 3.0.11)
	


	JOINT SCHEDULES
	

	Joint Schedule 1 – Definitions v3.10
	


	Joint Schedule 2 – Variation Form v3.1
	


	Joint Schedule 3 – Insurance Requirements v3.1
	


	Joint Schedule 4 – Commercially Sensitive Information v3.1
	


	Joint Schedule 5 - Corporate Social Responsibility RM6336
	


	Joint Schedule 11 - Processing Data v1.0
	


	CALL-OFF SCHEDULES
	

	Call-Off Schedule 4 – Call-Off Tender
	


	Call-Off Schedule 5 - Pricing Details	
	


	
Call-Off Schedule 6 – ICT Security

	


	Call-Off Schedule 8 - Business Continuity & Disaster Recovery
	


	Call-off Schedule 15 - Call-Off Contract Management
	


	Call-Off Schedule 20 - Call-Off Specification
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Joint Schedule 4 (Commercially Sensitive Information)

Crown Copyright 2018

[bookmark: _heading=h.lorasv17q1hd]Joint Schedule 4 (Commercially Sensitive Information)

1. [bookmark: _heading=h.5yrw3qa14d7b]What is Commercially Sensitive Information?

0.1 In this Schedule the Parties have sought to identify the Supplier's Confidential Information that is genuinely commercially sensitive and the disclosure of which would be the subject of an exemption under the FOIA and the EIRs.

0.2 Where possible, the Parties have sought to identify when any relevant Information will cease to fall into the category of Information to which this Schedule applies in the table below and in the Order Form (which shall be deemed incorporated into the table below).

0.3 Without prejudice to the Relevant Authority's obligation to disclose Information in accordance with FOIA or Clause 16 (When you can share information), the Relevant Authority will, in its sole discretion, acting reasonably, seek to apply the relevant exemption set out in the FOIA to the following Information:



		No.

		Date

		Item(s)

		Duration of Confidentiality



		1

		30 January 2024

		The Supplier’s Pricing strategy and/or technical details except for estimated value to be published (without any breakdown or detail of the Supplier’s methodology).



		Full lifecycle of project and beyond
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[bookmark: _heading=h.c53gukvmxnrd]Joint Schedule 11 (Processing Data)



[bookmark: _heading=h.mdac1ol91dok]Definitions

1. In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		“Processor Personnel”

		all directors, officers, employees, agents, consultants and suppliers of the Processor and/or of any Sub-processor engaged in the performance of its obligations under a Contract;





[bookmark: _heading=h.o52o4le2pk2n]Status of the Controller

2. The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity carried out by each of them in relation to their respective obligations under a Contract dictates the status of each party under the DPA 2018. A Party may act as:

(a) “Controller” in respect of the other Party who is “Processor”;

(b) “Processor” in respect of the other Party who is “Controller”;

(c) “Joint Controller” with the other Party;

(d) “Independent Controller” of the Personal Data where the other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1 (Processing Personal Data) which scenario they think shall apply in each situation.

[bookmark: _heading=h.6wqxuhfjbgpu]Where one Party is Controller and the other Party its Processor

3. Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex 1 (Processing Personal Data) by the Controller.

4. The Processor shall notify the Controller immediately if it considers that any of the Controller’s instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing.  Such assistance may, at the discretion of the Controller, include:

(a) a systematic description of the envisaged Processing and the purpose of the Processing;

(b) an assessment of the necessity and proportionality of the Processing in relation to the Deliverables;

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and

(d) [bookmark: bookmark=id.gjdgxs]the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

6. [bookmark: bookmark=id.30j0zll]The Processor shall, in relation to any Personal Data Processed in connection with its obligations under the Contract:

(a) [bookmark: bookmark=id.1fob9te]Process that Personal Data only in accordance with Annex 1 (Processing Personal Data), unless the Processor is required to do otherwise by Law. If it is so required the Processor shall notify the Controller before Processing the Personal Data unless prohibited by Law;

(b) ensure that it has in place Protective Measures, including in the case of the Supplier the measures set out in Clause 14.3 of the Core Terms, which  the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures) having taken account of the:

(i) [bookmark: bookmark=id.3znysh7]nature of the data to be protected;

(ii) harm that might result from a Personal Data Breach;

(iii) state of technological development; and

(iv) [bookmark: bookmark=id.2et92p0]cost of implementing any measures;

(c) ensure that :

(i) the Processor Personnel do not Process Personal Data except in accordance with the Contract (and in particular Annex 1 (Processing Personal Data));

(ii) it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:

(A) are aware of and comply with the Processor’s duties under this Joint Schedule 11, Clauses 14 (Data protection), 15 (What you must keep confidential) and 16 (When you can share information) of the Core Terms;

(B) are subject to appropriate confidentiality undertakings with the Processor or any Subprocessor;

(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Controller or as otherwise permitted by the Contract; and

(D) [bookmark: bookmark=id.tyjcwt]have undergone adequate training in the use, care, protection and handling of Personal Data;

(d) [bookmark: bookmark=id.3dy6vkm]not transfer Personal Data outside of the UK or EU unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

(i) [bookmark: bookmark=id.1t3h5sf]the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with UK GDPR Article 46 or LED Article 37) as determined by the Controller;

(ii) [bookmark: bookmark=id.4d34og8]the Data Subject has enforceable rights and effective legal remedies;

(iii) [bookmark: bookmark=id.2s8eyo1]the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and

(iv) [bookmark: bookmark=id.17dp8vu]the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the Processing of the Personal Data; and

(e) [bookmark: bookmark=id.3rdcrjn]at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.

7. Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify the Controller immediately if in relation to it Processing Personal Data under or in connection with the Contract it:

(a) receives a Data Subject Access Request (or purported Data Subject Access Request);

(b) receives a request to rectify, block or erase any Personal Data;

(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;

(d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data Processed under the Contract;

(e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or

(f) becomes aware of a Personal Data Breach.

8. The Processor’s obligation to notify under paragraph 7 of this Joint Schedule 11 shall include the provision of further information to the Controller, as details become available.

9. Taking into account the nature of the Processing, the Processor shall provide the Controller with assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under paragraph 7 of this Joint Schedule 11 (and insofar as possible within the timescales reasonably required by the Controller) including by immediately providing:

(a) the Controller with full details and copies of the complaint, communication or request;

(b) such assistance as is reasonably requested by the Controller to enable it to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;

(c) the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;

(d) assistance as requested by the Controller following any Personal Data Breach;  and/or

(e) assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office.

10. The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Joint Schedule 11. This requirement does not apply where the Processor employs fewer than 250 staff, unless:

(a) the Controller determines that the Processing is not occasional;

(b) [bookmark: _heading=h.26in1rg]the Controller determines the Processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or

(c) [bookmark: bookmark=id.lnxbz9]the Controller determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.

11. The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor.

12. The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation.

13. Before allowing any Subprocessor to Process any Personal Data related to the Contract, the Processor must:

(a) notify the Controller in writing of the intended Subprocessor and Processing;

(b) obtain the written consent of the Controller;

(c) enter into a written agreement with the Subprocessor which give effect to the terms set out in this Joint Schedule 11 such that they apply to the Subprocessor; and

(d) provide the Controller with such information regarding the Subprocessor as the Controller may reasonably require.

14. [bookmark: bookmark=id.35nkun2]The Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.

15. The Relevant Authority may, at any time on not less than thirty (30) Working Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to the Contract).

16. The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

[bookmark: _heading=h.9p5t68p51jg9]Where the Parties are Joint Controllers of Personal Data

17. In the event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out in Annex 2 to this Joint Schedule 11.

[bookmark: _heading=h.brd70x8siqdh]Independent Controllers of Personal Data

18. With respect to Personal Data provided by one Party to another Party for which each Party acts as Controller but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Controller.

19. Each Party shall Process the Personal Data in compliance with its obligations under the Data Protection Legislation and not do anything to cause the other Party to be in breach of it.

20. Where a Party has provided Personal Data to the other Party in accordance with paragraph 18 of this Joint Schedule 11 above, the recipient of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Party may reasonably require.

21. The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the Processing of Personal Data for the purposes of the Contract.

22. The Parties shall only provide Personal Data to each other:

(a) to the extent necessary to perform their respective obligations under the Contract;

(b) in compliance with the Data Protection Legislation (including by ensuring all required data privacy information has been given to affected Data Subjects to meet the requirements of Articles 13 and 14 of the UK GDPR); and

(c) where it has recorded it in Annex 1 (Processing Personal Data).

23. 	Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the UK GDPR.

24. A Party Processing Personal Data for the purposes of the Contract shall maintain a record of its Processing activities in accordance with Article 30 UK GDPR and shall make the record available to the other Party upon reasonable request.

25. Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Personal Data provided to it by the other Party pursuant to the Contract (“Request Recipient”):

(a) the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or

(b) where the request or correspondence is directed to the other Party and/or relates to that other Party's Processing of the Personal Data, the Request Recipient  will:

(i) promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and

(ii) provide any information and/or assistance as reasonably requested by the other Party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.

26. Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data Breach relating to Personal Data provided by the other Party pursuant to the Contract and shall:

(a) do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Personal Data Breach;

(b) implement any measures necessary to restore the security of any compromised Personal Data;

(c) work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and

(d) not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law.

27. Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data).

28. 	Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s respective obligations under the Contract which is specified in Annex 1 (Processing Personal Data).

29. Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule 11 to Personal Data, where the Supplier is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall act as an Independent Controller of Personal Data in accordance with paragraphs 18 to 28 of this Joint Schedule 11.



Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Relevant Authority at its absolute discretion.  

1.1.1.1 The contact details of the Relevant Authority’s Data Protection Officer are: Malwina Leszczynska, malwina.leszczynska@hse.gov.uk. 

1.1.1.2 The contact details of the Supplier’s Data Protection Officer are: dataprotectionofficer@uk.ey.com,  +44(0)20 7760 5096

1.1.1.3 The Processor shall comply with any further written instructions with respect to Processing by the Controller.

1.1.1.4 Any such further instructions shall be incorporated into this Annex.



		Description

		Details



		Identity of Controller for each Category of Personal Data

		The Relevant Authority is Controller and the Supplier is Processor

The Parties acknowledge that in accordance with paragraph 3 to paragraph 16 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor of the following Personal Data:

· HSE information relating to the COVID-19 pandemic



		Duration of the Processing

		1st February 2024 to 31st January 2027 and any subsequent extension to the Call-off Contract



		Nature and purposes of the Processing

		HSE will need to be able to search across its digital estate, identify, collect and preserve information that may be relevant to the Pandemic Inquiries. This information will then need to be processed, reviewed and analysed before being submitted to the Pandemic Inquiries.



		Type of Personal Data

		Information within scope will contain individuals names and contact details. It also has the potential to contain all, if not most, other types of data including sensitive personal data, e.g. health and financial data



		Categories of Data Subject

		Duty holders, employers, employees, members of the public and other third parties (commercial suppliers etc)



		Plan for return and destruction of the data once the Processing is complete

UNLESS requirement under Union or Member State law to preserve that type of data

		All data held by Supplier shall at HSE’s request, either be returned to HSE in a format to be agreed by the Parties or destroyed within an agreed period at the end of the engagement.  If HSE requests that the data is destroyed, the Supplier shall require certification from the Supplier that data has been permanently destroyed from all of their systems. 









[bookmark: _heading=h.9m92cxr77jxd][bookmark: _heading=h.3jqy7f2oe76q][bookmark: bookmark=id.1ksv4uv]Annex 2 - Joint Controller Agreement


NOT USED
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Sheet1





						Ernst & Young








			Overview of Costings


			Summary of Services Required						Detailed price


			1			Document Preservation and Collection			£0.00


			2			Processing : ESI and Hardcopy			£0.00


			3			Hosting In Review: ESI			£0.00


			4			External Review Licences			£0.00


			5			Document Review			£0.00


			6			Production 			£0.00


			7			Strategic Oversight, Advice and Support			£0.00


			TOTAL						£0.00








			1			Document Preservation and Collection





						Staff Grade			Rate £/hour			No. of hours			Total Cost


						Partner/Director			£300.94						£0.00


						Consultant			£171.20						£0.00


						Project Lead			£171.20						£0.00


						Technician			£171.20						£0.00


						Team Leader			£171.20						£0.00


						Operator/Analyst			£133.75						£0.00


						Legal Reviewer			£0.00						£0.00


						Review Manager 			£0.00						£0.00


						Total						0			£0.00





			2			Processing : ESI





						Description			Data Volume  - (GB/Docs)			UNIT Price 			Total Cost


						ESI - flat rate per GB						£9.95			£0.00


						TOTAL									£0.00





			3			Hosting In Review





						Data Volume			Duration (Months)			Data Volume (GB/Docs))			Rate £/month/GB			Total Cost


						Native archived documents									£3.95			£0.00


						Live documents									£7.95			£0.00


																		£0.00








			4			External Review Licences





						Licences			No. of Licences			Duration (months)			Rate £/month per licence			Total Cost


						Review Licences for GLD, Client, Counsel and Co-Partnered Firm (IN review)									£50.00			£0.00


						TOTAL												£0.00





			5			Document Review Support





						Staff Grade			Rate £/hour			No. of hours			Total Cost


						Partner/Director			£300.94						£0.00


						Consultant			£171.20						£0.00


						Project Lead			£171.20						£0.00


						Technician			£171.20						£0.00


						Team Leader			£171.20						£0.00


						Operator/Analyst			£133.75						£0.00


						Legal Reviewer			£0.00						£0.00


						Review Manager 			£0.00						£0.00


						Total						0			£0.00





			6			Production 





						Staff Grade			Rate £/hour			No. of hours			Total Cost


						Partner/Director			£300.94						£0.00


						Consultant			£171.20						£0.00


						Project Lead			£171.20						£0.00


						Technician			£171.20						£0.00


						Team Leader			£171.20						£0.00


						Operator/Analyst			£133.75						£0.00


						Total						0			£0.00





			7			Strategic Oversight, Advice and Support


						Staff Grade			Rate £/hour			No. of hours			Total Cost


						Partner/Director			£300.94						£0.00


						Consultant			£171.20						£0.00


						Project Lead			£171.20						£0.00


						Technician			£171.20						£0.00


						Team Leader			£171.20						£0.00


						Operator/Analyst			£133.75						£0.00


						Total						0			£0.00
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[bookmark: _Hlk108705308][bookmark: _Hlk108705309]Statement of Services Requirement (SSR)				Contract ref: 1.11.4.4507

[bookmark: _Hlk108705224]Provision of Software and Services for 

eDiscovery of Pandemic Enquiry Data Extraction

The UK COVID Public Inquiry into the Government's handling of the pandemic (the ‘Pandemic Inquiry’) commenced in 2022. HSE requires end-to-end eDiscovery services to be deployed to support HSE’s input to the Pandemic Inquiry, in line with Government timescales.

HSE will need to be able to search across its digital estate, identify, collect and preserve information that may be relevant to the Pandemic Inquiry. This information will then need to be processed, reviewed and analysed before being submitted to the Pandemic Inquiry. 

This contract replaces Call-Off reference 1.11.4.4273 and its contract extensions which ran from 15 September 2022 to 31 January 2024.

The provider will need to be able to maintain use of the information already captured and organised by our previous eDiscovery activity (Call-off reference 1.11.4.4273).   



eDiscovery services will need to provide a data, information and file analysis solution to include any licencing, setup and additional extraction or receipt of data from HSE’s IT estate together with the continuing compilation and storage of data extract in a UK-hosted cloud service.

It will be a 3 year engagement, with an option to extend, and data volumes involved is approximately 1.5TB.  Most of HSE data is in Microsoft 365 and the only other critical databases is an EDRMS (on premise Content Manager v9.2) and a manual extract of data to supplier’s data centre would be required to conduct the eDiscovery in location. 

The eDiscovery solution will need to provide the following functionality:

· data discovery of:

· M365 email 

· MS SharePoint

· MS Teams

· MS OneDrive for Business

· Legacy share files (CIFs)

· HSE’s corporate operational case management system (COIN)

· EDRMS system (MicroFocus Content Manager)

· de-duplication of data

· identification of sensitive data

· e-discovery workflows

· customisation of dashboards

· audit trails

· OCR for images and scanned documents etc.


HSE has already initially refined most of the extracted data/information by collating everything associated with key people, key terms/words and key dates (broadly everything with effect from September 2019). Further data may require extraction in the future.  We are currently operating with data/information volumes in the region of 1.5TB of extracted data currently split between 292.27GB native archived and 1,205.93GB live hosting we do not expect this total volume to be greatly exceeded. 

All staff of the Supplier who are directly involved in the data extraction under the Call-Off Contract will be SC cleared. Administrators have access to the Supplier’s Relativity platform and these individuals may not be SC cleared. In order to mitigate the risk of the data under this Call-Off Contract being accessed by individuals who are not SC cleared, the Supplier will put the following controls in place:



· All EY Relativity administrators will be emailed to inform them not to access the associated workspace and confirmation will be obtained from each administrator that they will comply with the requirements and the Supplier will be conducting weekly audit checks.

· A copy of the audit logs showing document access for the Relativity workspace will be provided to the Buyer upon request. Any security clearance required will be the responsibility of the successful bidder, HSE does not provide this service.



Deployment Method and Process

As specified above, HSE requires end-to-end eDiscovery services to be deployed to support HSE’s input to the Pandemic Inquiry, in line with Government timescales. 



The service will involve the supplier acquiring and supplying the eDiscovery solution licences for the duration of the engagement (providing license options and costs), and where requested searching across HSE’s IT estate and extracting, or receiving and incorporating additional material from HSE, and storing the data in cloud services secured to government security standards appropriate for OFFICIAL (by individual record and by aggregation). 



HSE requires the service and data to be hosted in the UK and it must comply with the National Cyber Security Centre principles on cloud security: The cloud security principles - NCSC.GOV.UK.



After ediscovery is completed, there will be a option for a handover of all stored data back to HSE following a ‘show and tell’ to HSE staff by the successful service provider; HSE will agree with the service provider the data format to be deployed.



HSE will provide the successful supplier with a deployment plan and schedule for completion. HSE will require regular progress updates with the successful supplier against plan. 




Relationship Management

HSE expects to have regular contact with the bidder in order to monitor the progress and manage the deployment plan, ongoing eDiscovery activity and to discuss any matters that may arise and agree solutions.    



Management Information (MI)



HSE requires the following MI to monitor and manage the deployment plan:

		

· Delivery Plan

· Statistical data on progress (e.g. % data extracted/data reviewed/workflow progress)

at a frequency to be agreed with the successful bidder, but no less than once weekly.
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