e Penetration testing

e Infrastructure Security testing: AD, Server/Workstation, Unix, Database
e Application Security testing

e Wireless Security testing

e CESG (Check) IT Health Check

e Patching

e Desktop and Server Build and Configuration

e Build and Configuration of Laptops and Mobile devices

e Internal Security Gateway configuration (including PSN gateway)

e Oracle, MSSQL, Sybase, MySQL, Postgres Database Assessment

Benefits

e Experienced (10+ years) SC Cleared CHECK Team Leaders

e Accurate vulnerability identification

e Reliable, pragmatic remediation advice

e Knowledge sharing on tools, techniques, resources

e Scoping, delivery, reporting led by an experienced consultant (10+ years)

Link to Service Description:

https://www.digitalmarketplace.service.gov.uk/ag-cloud/services/1191 97869303893

Link to Service Definition:

https://assets.digitalmarketplace.service.qov.uk/g-cloud-9/documents/700163/1 1 919
7869303893-service-definition-document-2017-04-06-1324.pdf

There is no guarantee to the Supplier of volume and volumes may flex up or down to
complete the requirements.

Additional services: Not applicable

Location: The Services will be delivered to Government Digital Services officesh

Quality standards: The quality standards required for this Call-Off Contract are ISO 9001 :2015, see
Security Standards, and the Supplier shall maintain appropriate internal systems and
processes to ensure the quality of service delivered under this agreement.

Technical standards: The technical standards required for this Call-Off Contract are: The Supplier shali
provide CREST certified personnel for testing services.
Security Standards The security clearance level required for staff working on this contract is Baseline

Personnel Security Standard (BPSS) conforming to BS7858:2012.

The Supplier shall maintain compliance with ISO 27001:2013 and I1SO 27018:2014 or
equivalent, and shall also ensure that any third parties used by it in the course of the
service provision and deemed critical to the service, shall adopt a systematic
approach to managing information so that it remains secure.

Service level agreement: | The service level and availability criteria required for this Call-Off Contract are found in
the Service Description and Service Definition, and, the Buyer’s requirements and the
acceptance criteria in MDSec’s Proposal document.
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Onboarding:

The onboarding plan for this Call-Off Contract is not used.

Offboarding: The offboarding plan for this Call-Off Contract is not used.
Collaboration Not used
agreement:

Limit on Parties’ liability:

The annual total liability of either Party for all Property defaults will not exceed
£1,000,000 or 125% of the Charges payable by the Buyer to the Supplier during the
Call-Off Contract Term (whichever is the greater).

The annual aggregate liability for all defaults resulting in direct loss, destruction,
corruption, degradation or damage to the Customer Data or the Customer Personal
Data or any copy of such Customer Data, caused by the Supplier's default under or in
connection with this Call-Off Agreement shall in no event exceed £1 ,000,000 or 125%
of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term
(whichever is the greater).

Insurance:

The insurance(s) required will be:

® aminimum insurance period of six (6) years following the expiration or Ending
of this Call-Off Contract

e professional indemnity insurance cover to be held by the Supplier and by any
agent, Subcontractor or consultant involved in the supply of the G-Cloud
Services. This professional indemnity insurance cover will have a minimum
limit of indemnity of £1,000,000 for each individual claim or any higher limit the
Buyer requires (and as required by Law)

e employers' liability insurance with a minimum limit of £5,000,000 or any higher
minimum limit required by Law

Force majeure:

A Party may End this Call-Off Contract if the Other Party is affected by a Force
Majeure Event that lasts for more than fifteen (15) consecutive days.

Audit:

The following Framework Agreement audit provisions will be incorporated under
clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits. Twelve (12)
Months after the expiry of the Call-Off Agreement Period or following termination of
this Call-Off Agreement / refer to Audit provision clauses 7.4 and 7.13 of the
Framework Agreement.

Buyer’s responsibilities:

The Buyer is responsible for provisioning access to systems that require testing with
appropriate documentation and technical assistance reasonably required to undertake
professional services.

Buyer’s equipment:

The Buyer’s equipment to be used with this Call-Off Contract is limited to virtual
services in Amazon Web Services used to host the digital service. No physical Buyer’s
equipment is utilised. The reason for this is access must be granted to the Supplier for
the completion of Supplier responsibilities.

Supplier’s information

Subcontractors or
partners:

The Supplier may not use Sub-contractors or Partners for the provision of services
except where the sub-contractors provide functional operational support - for
example; a documentation management system.

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.

Payment method:

The payment method for this Call-Off Contract is BACS monthly in arrears, to:
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