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Order Form
Call-Off Reference: C25479
Call-Off Title: Cloud Infrastructure Engineering and M365 Administration Support
Call-Off Contract Description: Defra Cloud Centre of Excellence – Cloud Infrastructure Engineering and M365 Administration Support
The Buyer: Department for Environment, Food & Rural Affairs (Defra)
Buyer Address: Seacole Building, 2 Marsham Street, London, SW1P 4DF
The Supplier: Eviden Technology Services Limited
Supplier Address: Midcity Place, 71 High Holborn, London, WCIV 6EA
Registration Number: 01245534
DUNS Number: 22-950-0657
SID4GOV ID: 























Applicable Framework Contract
This Order Form is for the provision of the Call-Off Deliverables and dated 2nd January 2025.
It’s issued under the Framework Contract with the reference number RM1043.8 for the provision of Digital Outcomes Deliverables.
The Parties intend that this Call-Off Contract will not, except for the first Statement of Work which shall be executed at the same time that the Call-Off Contract is executed, oblige the Buyer to buy or the Supplier to supply Deliverables.
The Parties agree that when a Buyer seeks further Deliverables from the Supplier under the Call-Off Contract, the Buyer and Supplier will agree and execute a further Statement of Work (in the form of the template set out in Annex 1 to this Framework Schedule 6 (Order Form Template, Statement of Work Template and Call-Off Schedules).
Upon the execution of each Statement of Work it shall become incorporated into the Buyer and Supplier’s Call-Off Contract.
Call-Off Lot
Lot 1

Call-Off Incorporated Terms
The following documents are incorporated into this Call-Off Contract. Where numbers are missing we are not using those schedules. If the documents conflict, the following order of precedence applies:
1 This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
2 Joint Schedule 1 (Definitions) RM1043.8
3 Framework Special Terms

The following Schedules in equal order of precedence:

· Joint Schedules for RM1043.8
· Joint Schedule 2 (Variation Form)
· Joint Schedule 3 (Insurance Requirements)
· Joint Schedule 4 (Commercially Sensitive Information)
· Joint Schedule 6 (Key Subcontractors) 
· Joint Schedule 7 (Financial Difficulties) 
· Joint Schedule 10 (Rectification Plan)
· Joint Schedule 11 (Processing Data) RM1043.8
· Joint Schedule 12 (Supply Chain Visibility) 

· Call-Off Schedules for RM1043.8 
· Call-Off Schedule 1 (Transparency Reports)
· Call-Off Schedule 2 (Staff Transfer) 
· Call-Off Schedule 3 (Continuous Improvement)
· Call-Off Schedule 5 (Pricing Details and Expenses Policy)
· Call-Off Schedule 6 (Intellectual Property Rights and Additional Terms on Digital Deliverables)
· Call-Off Schedule 7 (Key Supplier Staff)
· Call-Off Schedule 8 (Business Continuity and Disaster Recovery) 
· Call-Off Schedule 9 (Security)
· Call-Off Schedule 10 (Exit Management)
· Call-Off Schedule 13 (Implementation Plan and Testing)
· Call-Off Schedule 14 (Service Levels and Balanced Scorecard) 
· Call-Off Schedule 15 (Call-Off Contract Management) 
· Call-Off Schedule 16 (Benchmarking) 
· Call-Off Schedule 18 (Background Checks) 
· Call-Off Schedule 20 (Call-Off Specification)
· Call-Off Schedule 26 (Cyber Essentials Scheme) 
4 CCS Core Terms (version 3.0.11)
5 Joint Schedule 5 (Corporate Social Responsibility) RM1043.8
6 Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off Tender that offer a better commercial position for the Buyer (as decided by the Buyer) take precedence over the documents above.
No other Supplier terms are part of the Call-Off Contract. That includes any terms written on the back of, added to this Order Form, or presented at the time of delivery.

Call-Off Special Terms
None

Call-Off Start Date: 2nd January 2025
Call-Off Expiry Date: 2nd June 2026 17 months initial term 
Call-Off Initial Period: 1 Year, 5 Months [17 months]
Call-Off Optional Extension Period: 8 Months
Minimum Notice Period for Extensions: 30 days
Call-Off Contract Value: £18,324,467 


Call-Off Deliverables
See details in Call-Off Schedule 20 (Call-Off Specification)

Warranty Period
The Supplier shall provide digital and Software Deliverables with a minimum warranty of at least 90 days against all obvious defects, and in relation to the warranties detailed in Paragraphs 4 (licensed Software warranty) and 9.6.2 (Specially Written Software and New IPRs) of Call-Off Schedule 6 (IPRs and Additional Terms on Digital Deliverables).

Buyer’s Standards
From the Start Date of this Call-Off Contract, the Supplier shall comply with the relevant (and current as of the Call-Off Start Date) Standards referred to in Framework Schedule 1 (Specification). 
 

Cyber Essentials Scheme
The Buyer requires the Supplier, in accordance with Call-Off Schedule 26 (Cyber Essentials Scheme) to provide a Cyber Essentials Plus Certificate prior to commencing the provision of any Deliverables under this Call-Off Contract.

Maximum Liability
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms as amended by the Framework Award Form Special Terms.
The Estimated Year 1 Charges used to calculate liability in the first Contract Year is 

Call-Off Charges
1 Capped Time and Materials (CTM), Gain share mechanism to be trialled after 6 months from start of contract
2 Fixed Price
3 A combination of two or more of the above Charging methods.
Where non-UK Supplier Staff (including Subcontractors) are used to provide any element of the Deliverables under this Call-Off Contract, the applicable rate card(s) shall be incorporated into Call-Off Schedule 5 (Pricing Details and Expenses Policy) and the Supplier shall, under each SOW, charge the Buyer a rate no greater than those set out in the applicable rate card for the Supplier Staff undertaking that element of work on the Deliverables.
All changes to the Charges must use procedures that are equivalent to those in Paragraph 4 in Framework Schedule 3 (Framework Prices).
Reimbursable Expenses
See Expenses Policy in Annex 1 to Call-Off Schedule 5 (Pricing Details and Expenses Policy)

Payment Method
The Supplier will issue electronic invoices monthly in arrears, invoices must contain a valid PO number. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

Buyer’s Invoice Address




Buyer’s Authorised Representative




Buyer’s Environmental Policy



Buyer’s Security Policy
Appended at Call-Off Schedule 9 (Security)



Supplier’s Authorised Representative










Supplier’s Contract Manager






Progress Report Frequency
Progress Reporting shall commence after completion of the transformation phase, as agreed by the Parties via the initial SoW.  
On the first Working Day of each calendar month 
	Title 
	Content 
	Format 
	Frequency 

	Performance metrics	
	Evidence of meeting SLAs and KPIs . 
	SLA and KPI performance report for discussion at monthly performance meetings 
	Monthly 

	Call-Off Contract Charges
	Total amount invoiced across all SoWs issued, to include rolling monthly forecast for expected spend against each SoW. Broken-down by level of resources and corresponding rates and details of any discount applied 
	Financial reports
	Monthly 

	Technical
	Identify technical  innovation areas/deliverables and report on progress against these. Including continuous improvement initiatives. Provide details of cash and non-cash savings achieved.   
	
Delivery plan and discussion at monthly performance meetings 
	
Monthly 

	Resource plans
	Rolling 12 month resource plan. To include named resources, details of any planned resource changes, information on employment status (including IR35 status), planned flexing of resource, rotation of staff and planned leave.
	Resource plan and discussion at monthly meetings. 
	Monthly 



Progress Meeting Frequency
First working day the month or as otherwise agreed by the Parties

Key Staff



Key Subcontractor(s)
None
Commercially Sensitive Information
As specified in Joint Schedule 4 Commercially Sensitive Information
Material KPIs
Not applicable

Service Credits
Service Credits will accrue in accordance with Call-Off Schedule 14 (Service Levels and Balanced Scorecard)



Additional Insurances
Not applicable

Guarantee
Not applicable

Social Value Commitment Stage 2: 
The Supplier agrees, in providing the Deliverables and performing its obligations under the Call-Off Contract, that it will comply with the social value commitments in Call-Off Schedule 4 (Call-Off Tender)
Fighting Climate Change - Effective stewardship of the environment
1. Measuring/reporting/reducing emissions including Scope 3
2. Investing in environmental skills/education to embed sustainability principles within service design and delivery
3. Improving biodiversity and community green spaces
4. Co-designing a cloud sustainability challenge for university students
The above commitments will be measured via the Supplier’s social value measurement tool using the following metric(s):
· Annual reduction in greenhouse gas emissions and in waste to landfill arising from the performance of the contract (reported quarterly and annually over contract term). 
· 100% completion of mandatory training. 
· 1 IEMA certification completed within the contract term.
· No. of people-hours spent protecting the environment.
· No. of green spaces created over the contract term.
· No. people-hours spent protecting the environment. 
Equal Opportunity - Tackle workforce inequality
1. Tackling inequality in EMPLOYMENT by aligning gender equality to resourcing
2. Tackling inequality in SKILLS by providing opportunities to upskill/reskill and offering support and coaching
3. Tackling inequality in PAY by monitoring and mitigating pay gaps, supporting data accuracy to identify inequalities
The above commitments will be measured via the Supplier’s social value measurement tool using the following metric(s):
· Total % of FTE people from groups underrepresented (women) in the workforce employed on the contract.
· No. people-hours of learning interventions delivered under the contract.
· No. of people from groups under-represented in the workforce on apprenticeship schemes. 
· Target 70%+ disability and ethnicity declaration across the contract term.
Tackling economic equality - Create new businesses, new jobs and new skills
1. Upskilling our joint delivery teams
2. 2. Supporting sector-related skills growth via volunteering in the community
3. Recruiting a Level 3 Business Administration Apprentice in the Business Office
The above commitments will be measured via the Supplier’s social value measurement tool using the following metric(s):
· No. of people hours of learning interventions.
· No. of weeks of work experience delivered.
· No. of apprenticeship opportunities created/retained. 

Implementation Plan
The Supplier shall deliver the Services following the implementation of an initial transformation phase. Details of the transformation phase shall be agreed by the Parties via the initial SoW (and subsequent SoWs as the case may be). Accordingly the Parties agree that the transformation phase as detailed in the relevant SoWs shall supersede the Implementation Plan and Testing related provisions of Call Off Schedule 13 (Implementation Plan and Testing).    

Statement of Works
During the Call-Off Contract Period, the Buyer and Supplier may agree and execute completed Statement of Works. Upon execution of a Statement of Work the provisions detailed therein shall be incorporated into the Call-Off Contract to which this Order Form relates.



For and on behalf of the Supplier:





For and on behalf of the Buyer:
: 
Appendix 1

[Insert The first Statement(s) of Works shall be inserted into this Appendix 1 as part of the executed Order Form. Thereafter, the Buyer and Supplier shall complete and execute Statement of Works (in the form of the template Statement of Work in Annex 1 to the template Order Form in Framework Schedule 6 (Order Form Template, Statement of Work Template and Call-Off Schedules)].
[Insert Each executed Statement of Work shall be inserted into this Appendix 1 in chronology.]

Annex 1 (Template Statement of Work)
1 Statement of Works (SOW) Details
Upon execution, this SOW forms part of the Call-Off Contract (reference below).
The Parties will execute a SOW for each set of Buyer Deliverables required. Any ad-hoc Deliverables requirements are to be treated as individual requirements in their own right and the Parties should execute a separate SOW in respect of each, or alternatively agree a Variation to an existing SOW.
All SOWs must fall within the Specification and provisions of the Call-Off Contact.
The details set out within this SOW apply only in relation to the Deliverables detailed herein and will not apply to any other SOWs executed or to be executed under this Call-Off Contract, unless otherwise agreed by the Parties in writing.
Date of SOW:

SOW Title:

SOW Reference:

Call-Off Contract Reference:

Buyer:

Supplier:

SOW Start Date:

SOW End Date:

Duration of SOW:

Key Personnel (Buyer):

Key Personnel (Supplier):

Subcontractors:

2 Call-Off Contract Specification – Deliverables Context
SOW Deliverables Background: [Insert details of which elements of the Deliverables this SOW will address]
Delivery phase(s): [Insert item and nature of Delivery phase(s), for example, Discovery, Alpha, Beta or Live]
Overview of Requirement: [Insert details including Release Type(s), for example Ad hoc, Inception, Calibration or Delivery]

3 Buyer Requirements – SOW Deliverables
Outcome Description:

	Milestone Ref
	Milestone Description
	Acceptance Criteria
	Due Date

	MS01
	
	
	

	MS02
	
	
	


Delivery Plan:
Dependencies:
Supplier Resource Plan:
Security Applicable to SOW:
The Supplier confirms that all Supplier Staff working on Buyer Sites and on Buyer Systems and Deliverables, have completed Supplier Staff Vetting in accordance with Paragraph 6 (Security of Supplier Staff) of Part B – Annex 1 (Baseline Security Requirements) of Call-Off Schedule 9 (Security).
[If different security requirements than those set out in Call-Off Schedule 9 (Security) apply under this SOW, these shall be detailed below and apply only to this SOW:
[Insert if necessary] 
Cyber Essentials Scheme:
The Buyer requires the Supplier to have and maintain a [Cyber Essentials Certificate][OR Cyber Essentials Plus Certificate] for the work undertaken under this SOW, in accordance with Call-Off Schedule 26 (Cyber Essentials Scheme).
SOW Standards:
[Insert any specific Standards applicable to this SOW]
Performance Management:
[Insert details of Material KPIs that have a material impact on Contract performance]
	Material KPIs
	Target
	Measured by

	
	
	

	
	
	


[Insert Service Levels and/or KPIs – See Call-Off Schedule 14 (Service Levels and Balanced Scorecard)]
Additional Requirements:
Annex 1 – Where Annex 1 of Joint Schedule 11 (Processing Data) in the Call-Off Contract does not accurately reflect the data Processor / Controller arrangements applicable to this Statement of Work, the Parties shall comply with the revised Annex 1 attached to this Statement of Work.
Key Supplier Staff:
	Key Role
	Key Staff
	Contract Details
	Worker Engagement Route (incl. inside/outside IR35)

	
	
	
	

	
	
	
	

	
	
	
	


[Indicate: whether there is any requirement to issue a Status Determination Statement]
SOW Reporting Requirements:
[Further to the Supplier providing the management information detailed in Call-Off Schedule 15 (Call Off Contract Management), the Supplier shall also provide the following additional management information under and applicable to this SOW only:
	Ref.
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	1.
	[insert]

	1.1
	[insert]
	[insert]
	[insert]


 ]
4 Charges
Call Off Contract Charges:
The applicable charging method(s) for this SOW is:
· [Capped Time and Materials]
· [Incremental Fixed Price]
· [Time and Materials]
· [Fixed Price]
· [2 or more of the above charging methods]
[Buyer to select as appropriate for this SOW]
The estimated maximum value of this SOW (irrespective of the selected charging method) is £[Insert detail].
Rate Cards Applicable:
[Insert SOW applicable Supplier and Subcontractor rate cards from Call-Off Schedule 5 (Pricing Details and Expenses Policy), including details of any discounts that will be applied to the work undertaken under this SOW.]
Reimbursable Expenses:
[See Expenses Policy in Annex 1 to Call-Off Schedule 5 (Pricing Details and Expenses Policy) ]
[Reimbursable Expenses are capped at [£[Insert] [OR] [Insert] percent ([X]%)] of the Charges payable under this Statement of Work.]
[None]
[Buyer to delete as appropriate for this SOW]
5 Signatures and Approvals
Agreement of this SOW
BY SIGNING this Statement of Work, the Parties agree that it shall be incorporated into Appendix 1 of the Order Form and incorporated into the Call-Off Contract and be legally binding on the Parties:
For and on behalf of the Supplier
Name:
Title:
Date:
Signature:
For and on behalf of the Buyer
Name:
Title:
Date:
Signature:

Annex 1
Data Processing
Prior to the execution of this Statement of Work, the Parties shall review Annex 1 of Joint Schedule 11 (Processing Data) and if the contents of Annex 1 does not adequately cover the Processor / Controller arrangements covered by this Statement of Work, Annex 1 shall be amended as set out below and the following table shall apply to the Processing activities undertaken under this Statement of Work only:
[Template Annex 1 of Joint Schedule 11 (Processing Data) Below]

	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Relevant Authority is Controller and the Supplier is Processor
The Parties acknowledge that in accordance with paragraph 2 to paragraph 15 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor of the following Personal Data:
· [Insert the scope of Personal Data for which the purposes and means of the Processing by the Supplier is determined by the Relevant Authority]
The Supplier is Controller and the Relevant Authority is Processor
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Supplier is the Controller and the Relevant Authority is the Processor in accordance with paragraph 2 to paragraph 15 of the following Personal Data:
· [Insert the scope of Personal Data which the purposes and means of the Processing by the Relevant Authority is determined by the Supplier]
The Parties are Joint Controllers
The Parties acknowledge that they are Joint Controllers for the purposes of the Data Protection Legislation in respect of:
· [Insert the scope of Personal Data which the purposes and means of the Processing is determined by the both Parties together]
The Parties are Independent Controllers of Personal Data
The Parties acknowledge that they are Independent Controllers for the purposes of the Data Protection Legislation in respect of:
· Business contact details of Supplier Personnel for which the Supplier is the Controller,
· Business contact details of any directors, officers, employees, agents, consultants and contractors of Relevant Authority (excluding the Supplier Personnel) engaged in the performance of the Relevant Authority’s duties under the Contract) for which the Relevant Authority is the Controller,
· [Insert the scope of other Personal Data provided by one Party who is Controller to the other Party who will separately determine the nature and purposes of its Processing the Personal Data on receipt e.g. where (1) the Supplier has professional or regulatory obligations in respect of Personal Data received, (2) a standardised service is such that the Relevant Authority cannot dictate the way in which Personal Data is processed by the Supplier, or (3) where the Supplier comes to the transaction with Personal Data for which it is already Controller for use by the Relevant Authority]
[Guidance where multiple relationships have been identified above, please address the below rows in the table for in respect of each relationship identified]

	Duration of the Processing
	[Clearly set out the duration of the Processing including dates]

	Nature and purposes of the Processing
	[Be as specific as possible, but make sure that you cover all intended purposes.
The nature of the Processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.
The purpose might include: employment processing, statutory obligation, recruitment assessment etc.]

	Type of Personal Data
	[Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc.]

	Categories of Data Subject
	[Examples include: Staff (including volunteers, agents, and temporary workers), customers/ clients, suppliers, patients, students / pupils, members of the public, users of a particular
website etc.]

	Plan for return and destruction of the data once the Processing is complete
UNLESS requirement under Union or Member State law to preserve that type of data
	[Describe how long the data will be retained for, how it be returned or destroyed]
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Defra Group Sustainable Information Technology Strategy
Together we are building a green and healthy future







Our vision
Defra’s vision is clear and compelling: we are 
here to make our air purer, water cleaner, 
land greener and food more sustainable. 


Central to delivering this vision is a close 
partnership between government, industry 
and other actors to achieve the United 
Nation’s Sustainable Development Goals 
(SDGs) and implement the UK Government’s 
25 Year Environment Plan. These documents 
are the blueprints to create a better, more 
sustainable future for all. They interconnect to 
address major global challenges such as 
poverty, inequality, climate change and 
environmental degradation.


As the Senior Responsible Owner for 
Sustainable Information Technology (IT) 
Across Government , our vision for 
sustainability in Digital, Data and Technology 
Services is to show leadership and expertise 
as a “Center of Excellence” in sustainability 
while supporting Defra’s plan to improve the 
environment, enhance innovation and 
contribute to the community and economic 
success.


Digital Data and Technology Services 
(DDTS) defines sustainability as:
Protecting the environment and benefiting the 
communities where we work while conducting 
our business in a socially responsible manner. 
We, therefore, recognise that embedding 
sustainability in our ways of working and 
activities, means, focusing on the


environmental pillar whilst protecting our business against 
sustainability social risk and ensuring initiatives and projects 
recognise and exploit all opportunities to maximise sustainability 
benefits.


Taking a sustainability approach will enable us to: 
• Deliver the ambitions of the Defra group plan; 
• Reduce the amount of natural resources we consume and 


purchase, whilst achieving savings;
• Improve the sustainability of the supply chain;
• Increase the resilience of corporate services; 
• and ensure that we protect the organisation from sustainability risk. 


We believe that our ambitious internal action to achieve net-zero, 
improve reuse and provide net gains for the environment will drive
national and international influence.


Tamara Finkelstein
Permanent Secretary


Defra Group


Sarah Homer
Director General


Chief Operating Officer


Chris Howes
CDIO - DDTS 


SRO - Cross Government
Sustainable Technology



https://www.un.org/sustainabledevelopment/sustainable-development-goals/

https://www.gov.uk/government/publications/25-year-environment-plan

https://www.gov.uk/government/publications/sustainability-in-information-and-communication-technology-ict-a-defra-guide

https://www.gov.uk/government/publications/greening-government-sustainable-technology-strategy-2020/the-greening-government-sustainable-technology-strategy-2020-sustainable-technology-for-sustainable-government

https://defradesa.blog.gov.uk/





5 sustainability strategic objectives guide 
our work


1
Reduce 
and Mitigate
Carbon Emissions:
We will deliver approaches  
to reducing organisational 
emissions including 
embodied carbon from 
travel, energy consumption, 
products and services 
through efficiency, 
renewable energy, 
innovation and data as part 
of our net zero target.


2
Efficient
RESOURCE USE
Reduced waste:
We will deliver approaches  to 
reducing waste through the 
waste hierarchy and product 
hierarchy by ensuring that 
materials are kept in 
productive use for longer, 
design and purchase 
sustainable products and 
services and reduce 
consumption of resources.
We will innovate to promote  
sustainable and efficient  
use of resources. 


3
Demonstrate
TRANSPARENCY
and mitigate risk:
Respecting workers in our 
supply chain and the 
communities where we 
operate, are a fundamental 
expectation of our supply 
chain and partners. We will 
work with internal and 
external stakeholders to
procure sustainably and 
monitor supplier 
performance, address 
systemic challenges, and 
continuously raise the bar.


4
Make
SUSTAINABILITY
business as usual:
We will integrate sustainability 
in our ways of working and 
activities. This will include 
setting  IT performance 
objectives based on 
sustainability, rewarding and 
providing opportunities for 
growth. Sustainability will sit as 
a core part of our activities 
from projects, initiatives to 
whole life costing


5
Providing NET 
GAINS for the 
environment:
We will deliver IT solutions that  
will provide environmental 
benefits which outweigh 
environmental costs. This 
includes the condition of 
ecosystem services that flow 
from natural assets. For example 
solutions that manage our land, 
rivers and oceans more 
sustainably and digital solutions 
for public facing services.
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Sustainability approach


Deliver the 
ambition of 
the Defra 


group plan


To be an  
outstanding  


organisation focused
on reducing the 


amount of resources 
we consume and 
achieve savings


Set the standards 
and show 


leadership in 
sustainability


nationally and 
internationally


Increase the resilience  
and ensure that we 


protect the organisation 
from sustainability risk
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5 principles inform how we act
We act with conviction  and clarity of purpose, showing 


leadership and  working in partnership across 
government, the country  and internationally for the 


good of nature andsociety.


We communicate transparently and engage in 
dialogue, with our stakeholders in a spirit of partnership.


We focus on the things that only government can do, 
and our interventions make a contribution on behalf of 


people the economy and the environment  and are driven 
by  clear prioritisation and good governance.


We design, deliver and operate our activities with 
sustainability in mind with clear and ambitious metrics to  
create incentives to do the right thing  and encourage 
others to play their part.


We are building a world-class centre of excellence in 
sustainability and making the best use of technology, 


data and digital media.
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2 Change control 


Date Author Version Change reference 


23/3/2011 Alec Anderson V2.0 


Content and Format updated in line with new Defra Group 
& policies. Replaces the following policies: PLIS001 
Information Security and Assurance, PLRM005 
Removable Media, PLPS001 Personnel Security, 
PLTA001 Training and Awareness, PLDR001 Disposal 
and Re-use, PLLD00A IT Lockdown, PLBR002 Business 
Continuity and Disaster Recovery. 


19/4/13 Suzie Price V2.1 Issued for peer review 


26/6/13 Suzie Price Draft V2.2 Updated Version 


03/09/2013 Andrew Miles V3.0 Final version. 


20/01/2014 Andrew Miles V3.1 Updated in line with new GSC coming in April. 


02/05/2014 Andrew Miles V3.2 Comments collated and policies updated. 


13/06/2014 Andrew Miles V3.3 Further comments used to update policy. 


07/07/2014 Andrew Miles V4.0 Final version. 


08/03/2016 
Suzie Price/ 
Andrew Miles 


V5.0 Final version. 


04/08/2016 
RPA Design 
Publications 


V6.0 Formatting changes, no change to content. 


23/02/2018 Michelle Wheeler V7.0 Final version 


2/03/2019 Michelle Wheeler V7.1 Final Version 


11/03/2020 Michelle Wheeler V8.0 Final Version 


      Table 1 – Document change control record 


2.1 Document Control Statement 


The following outlines the access, handling, communication and disposal guidelines that apply 
to this document.  


2.1.1 Access Guidelines 


There are no restrictions on internal Defra Group employee access to this document, or to 
contractors/consultants, third parties and any other agency or body with access to Defra Group 
assets or data handling facilities. 


2.1.2 Handling and Disposal Guidelines 


To be handled and disposed of in accordance with the Government Security Classification 
procedures for OFFICIAL information. 
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2.1.3 Communications Guidelines 


All Defra Group security policies must be communicated within the organisations and be 
available to interested parties, as appropriate. Care should be taken not to disclose sensitive 
information and must be produced in protected PDF format. 
 


3 Definitions 


• ““Defra Group” includes the core Department and Delivery Partners; 
 


• “Defra Departmental Security Officer” refers to the senior security officer, who is 
responsible for overall Defra-wide. 


  


4 Overview 


4.1   Defra Group has a number of business assets, including buildings, physical items, ICT 
services and systems, information and personnel, all of which have a high value to the 
Department and therefore need to be suitably protected. 


 
4.2   This policy has been developed to ensure an adequate level of protection for these 


business assets from a wide range of threats and events which may jeopardise Defra 
Group activities.  Defra Group employs a risk management approach to the 
implementation of physical, procedural, technical and personnel security controls across 
the Department.  This ensures that all risks pertinent to Defra Group’s business assets are 
identified, prioritised and managed in an effective and consistent manner, thereby 
maintaining their confidentiality, integrity and availability, as appropriate. 


5 Purpose 


5.1   This document forms the Security Policy for Defra Group and is a statement of the 
Department’s commitment to establish and maintain the security and confidentiality of 
information, information systems, applications, network and physical assets and buildings 
owned or held by Defra Group by:  


5.1.1 Achieving a secure and confidential working environment; 


5.1.2 Ensuring the availability of systems and information to authorised individuals; 


5.1.3 Ensuring compliance with legal, regulatory and contractual requirements;   


5.1.4 creating and maintaining within Defra Group a level of awareness of the need for 
Information, Physical and Personnel Security as an integral part of the day to day 
business, by ensuring that Defra Group employees are aware of and fully comply 
with applicable legislation as described in this and the relevant security  policies 
maintained by the Defra Group; 


5.1.5 Maintaining the reputation and operation of Defra Group in the eyes of the 
Department’s customers, end-users and stakeholders; 
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5.1.6 ensuring there is a consistent level of security for Defra Group information assets to 
ensure the confidentiality, integrity and availability is maintained, whilst minimizing 
the risk of compromise from unauthorised disclosure and access, thereby ensuring 
data quality is preserved; 


5.1.7 Ensuring breaches of information security and suspected weaknesses are reported 
and investigated; 


5.1.8 Ensuring Business Continuity and Disaster Recovery plans are established, 
maintained and tested. 


This policy applies to all information held in both physical and electronic form. 


 
5.2 Legal requirements 
 
Some aspects of information security are governed by legislation, the most notable UK acts are; 


• The General Data Protection Act (2018) 


• Computer Misuse Act (1990) 


• Regulation of Investigatory Power Act (2000) 


• Freedom of Information Act (2000) 


6 Scope 


6.1   The scope of this policy applies to: 


6.1.3   All Defra Group staff, contractors, temporary staff and external third party suppliers 
who require logical or physical access to Defra Group information systems or 
premises; 


6.1.4   To all colleagues, contractors/consultants, contractual third parties and any other 
agency or body with access to Defra Group information, information assets, IT 
equipment or data handling facilities. 


7 Applicability 


7.1   This Defra Group Security Policy applies to: 


7.1.1 All Defra Group employees, including Civil Servants, Defra Group system users, 
casuals, consultants and contractors and visitors who have access to Defra Group 
business assets, who are responsible for reading and implementing the measures 
described within this policy and affording the appropriate level of protection to Defra 
Group’s business assets; 


7.1.2 All systems, products, services and processes owned or commissioned by Defra 
Group or acquired from an external supplier, including Cloud Based Infrastructure 
managed by Defra Group employees, security issues must be considered 
throughout their life-cycle, from inception through to de-commissioning; 


7.1.3 All Defra Group locations from which Defra Group systems are accessed (including 
home use or other remote use). Where there are links to enable non-Defra Groups 
(to have access to Defra Group information) Defra Group must confirm the security 
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policies they operate to meet the Defra Group security requirements set out in this 
policy and the risks are understood and mitigated. 


 


8 Policy Statements 


Physical and Environmental Security 


Physical and Environmental security measures must be implemented to prevent unauthorised 
physical access, damage and interference to the Defra Group buildings. 
 
8.1   It is the policy of Defra Group to ensure that: 


8.1.1 Physical and Environmental controls are enforced at all locations where Defra Group 
information, physical or personnel assets or systems maintain a presence, in order 
to prevent the unauthorised access, modification, loss or destruction of business 
assets; 


8.1.2 A layered approach to physical security is taken, combined with an approach to 
ensure that all measures are commensurate with the asset(s) being protected; 


8.1.3 The physical measures enforced will prevent, deter, delay and/or detect, attempted 
or actual unauthorised access, acts of damage and/or violence being conducted 
towards Defra Group business assets; 


8.1.4 Access to Defra Group premises, information data and information systems will be 
limited to authorised personnel only. Authorisation will be demonstrated through the 
use of authorisation credentials by common access control pass / security pass that 
have been issued by Defra Group;  


 
8.1.4.1 Passes must be visibly displayed at all times, whilst on Defra Group premises to 
demonstrate authorisation, and removed when leaving Defra Group premises; 
 
8.1.4.2 Passes are official documents. The unauthorised possession, use, retention, 
alteration, destruction or transfer to another person is an offence.  The loss of this pass 
must be reported to the issuing authority immediately. 


8.1.5 In the event that visitors need access to the Defra Group premises, information data 
or information systems, those visitors must have prior authorisation, must be 
positively identified, and must have their authorisation verified before physical 
access is granted. Once access has been granted, visitors must be escorted and 
their activities monitored at all times; 


8.1.6 Physical assets must be sited and protected to reduce the risks from environmental 
threats and hazards, and opportunities for unauthorised access; 


8.1.7 Equipment used to handle, store, transmit and process Defra Group data must be 
correctly maintained and protected from power failures and other disruption caused 
by failures in supporting utilities, to ensure its continued availability; 







    
 


7 
PLIS002 – Defra group Security Policy 


8.1.8 Physical access control measures are implemented and tested to ensure they are fit 
for purpose and offer the required protection; 


8.1.9 Critical, sensitive or security classified business assets will be located in a secure 
area within a defined security perimeter protected by appropriate level of physical 
controls, determined by associated risks; 


8.1.10 all networked file servers/central network equipment will be located in secure areas 
with restricted access, confined to designated employees whose job function 
requires access to that particular area/equipment.  


Asset and Software Registers 


8.2    Equipment Inventory 


7.2.1 Defra Group assets associated with information and information processing facilities 
must be identified and an inventory of these assets must be maintained. 


 
8.3   ICT Security 


It is the policy of Defra Group to ensure that: 


8.3.1 All Defra Group systems are subject to a risk assessment, and must be performed 
when the system processes or holds personal data, the risk management approach 
will be appropriate and decided by Defra Group Security. 


All Defra Group systems and infrastructure will be considered for scope within IT 
Security Health Checks at least annually, or as required on any major system 
change, to ensure that the technical implementation of the system is secure and 
compliant with Defra Group policies; 


8.3.2 The technical measures applied to Defra Group systems are to be consistent with 
the requirements outlined in each system risk assessment.  As a minimum, the 
following measures will be applied: 


8.3.2.1 All Defra Group systems will employ identification and authentication controls 
to enable the management of user accounts, manage the need-to-know 
requirement and manage the risk of unauthorised access; 


8.3.2.2 All Defra Group ICT equipment, including laptops, desktop PCs, servers, 
Mobile Devices and Defra Group hardware (e.g. Defra Group appliances, 
firewalls, routers, hubs and switches) that processes Defra Group information 
and systems will be locked down in accordance with accepted best practice 
to restrict services and ensure the need-to-know requirement is implemented. 
The term “locked down” refers to the secure configuration of the 
device/system in order to minimise risks from misuse, which may 
compromise the integrity, confidentiality and availability of the information 
being processed by or stored on the device; 


8.3.2.3 Measures must be in place to ensure that the latest vulnerabilities and 
threats that have the potential to affect Defra Group systems and its 
infrastructure can be identified, assessed and acted upon accordingly; 
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8.3.2.4 All Defra Group systems and tools provided will be appropriately patched and 
kept up to date to fix known issues or security weaknesses throughout the 
lifetime of the product to reduce the risk from known vulnerabilities; 


8.3.2.5 Defra Group systems and all associated infrastructure will have a protective 
monitoring policy applied that is in line with HMG policy, and as a minimum, 
ensures that any breach of the confidentiality, integrity and availability of that 
system and its information assets can be reliably and quickly detected and 
that the integrity of the audit trail is ensured; 


8.3.2.6 There will be effective configuration management through a formal change 
control and asset management process, where all changes to ICT 
systems/applications will be subjected to a security impact assessment; 


8.3.2.7 Measures must be in place to protect Defra Group’s business assets from 
modification, damage or loss due to malicious software, including viruses, 
spyware and phishing; 


8.3.2.8 Measures must be in place to ensure that Defra Group communications 
facilities (including the use of Email, Internet and Intranet) are used in an 
efficient, effective, ethical and lawful manner and in accordance to the PSN 
CoCo requirements. 


8.3.3 All Defra Group systems will employ boundary security devices, where appropriate, 
to ensure protection from untrusted Organisations. 


8.3.4 The use of removable media is not permitted except when the conditions below are 
met: 


• Seek permission where necessary from the relevant IAO, especially if it concerns 
personal data, sensitive information; 


• minimise their use;  


• only use them where there is a good business reason; 


• always use the most appropriate and secure type of removable media; 


• Apply encryption for sensitive information or personal data if it must be saved to 
removable media. 


8.3.5 Where a removable device/medium is used, it must be owned or issued on behalf of 
the Department and only used for Departmental business purposes. Media 
containing information must be protected against unauthorised access, misuse or 
corruption where possible. 


8.3.6 Use of personally owned devices/media to hold or carry Defra Group information or 
connect to Defra Group systems is not permitted under any circumstances. 


8.3.7 Defra Group-approved removable media devices should not be connected to non-
Defra Group systems or personally owned devices unless explicit prior authorisation 
has been given. This includes Defra provided BlackBerrys and smartphones.  


8.3.8 Where removable media is received from outside the Department the recipient must 
be expecting it, must have adequate assurances that it has been scanned for 
malicious content, and it must be for business, not personal use. 
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8.3.9 Users must not use Defra Group provided/approved devices to download data or 
information that contravenes the Acceptable Use Policy. 


8.3.10 Users are formally made aware that it is a breach of security to download files 
which disable the network or which have the purpose of compromising the integrity 
and security of Defra Group file servers or to intentionally introduce files which cause 
system disruption could be prosecutable under the Misuse of Computer Act 1990. 


8.3.11 Defra Group systems must have a formal registration and de-registration process in 
place to control access. Periodic review of user access rights must be undertaken, 
including those with privileged access rights. 


 
Defra Group employees, contractors and temporary staff working for the Department and its 
delivery partners must only access systems for which they are authorized.  


Information Assurance 


8.4   It is the policy of Defra Group to ensure that: 


8.4.1 There is a consistent level of security for all Defra Group information assets, thereby 
minimising the risk of compromising their confidentiality, integrity and availability. In 
particular: 


8.4.1.2 The confidentiality of information and other business assets is maintained, by 
protecting Defra Group’s information assets from unauthorised disclosure 
and unauthorised access; 


8.4.1.3 The integrity of information and data quality is preserved, by ensuring that it 
is accurate, up to date and complete; 


8.4.1.4 The availability of information assets, systems and services to authorised 
users is maintained. 


8.4.2 All employees, contractors and temporary staff working for the Department and its 
delivery partners must be made aware of their duty to safeguard the Confidentiality, 
Integrity and Availability of the information that they store, handle or process.  


8.4.3 All security related risks to Defra Group information assets will be managed in 
accordance with Defra Group’s Information Risk Policy. 


8.4.4 A whole-life, systematic and layered approach of technical, procedural, personnel 
and physical security measures is implemented to ensure the protection of end-user 
information (in particular personal and sensitive personal information as defined by 
the UK Data Protection Act 2018)  and Defra Group information assets from 
unauthorised access or disclosure. All Defra Group business assets must be 
protected in line with the Government Security Classifications scheme.  


8.4.5 All media devices holding personal data and/or sensitive material must be encrypted. 


8.4.6 All information assets and business assets used to store personal data and/or 
sensitive material, must be securely disposed of in accordance with HMG IA 
Standard No.5 when no longer required. 
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8.4.7 All information assets and business assets used to store personal and/or sensitive 
data must not be left unattended and will be appropriately secured when not in use 
in line with the Defra Group Clear Desk and Clear Screen Policy. 


8.4.8 Access to information assets that are subject to the ‘need-to-know’ principle will be 
restricted to authorised personnel who have the need to know that information to 
fulfil their role. 


8.4.9 Incident Management procedures must be established to ensure that all breaches or 
suspected breaches of ICT, Information Security, physical assets and information 
loss are reported (if necessary, anonymously), recorded, investigated and mitigated 
quickly and effectively. Incident Management procedures must outline reporting 
requirements in the event the incident impacts Data Protection Act, PSN etc. A 
cultural change programme must be undertaken to raise awareness amongst all 
Defra Group, contractors and third party staff of the relevant security policies and 
procedures adopted by Defra Group. 


8.4.10 Information security education and training must take place periodically. Initial 
education and training applies to those who transfer to new positions or roles with 
substantially different information security requirements, not just to new starters and 
should take place before the role becomes active. 


8.4.11 A data retention policy is established and enforced (with exception to RPA) to 
ensure compliance to statute and the UK Data Protection Act 2018. 


8.4.12 All contractual, regulatory and legislative requirements are met, to ensure that Defra 
Group and its Delivery Partners retain their organisational status, as appropriate e.g.  
Paying Agency accreditation status. 


8.4.13 All risks associated with the sharing of Defra Group information assets are 
reviewed, managed and authorised by the relevant Information Asset Owner, 
thereby ensuring that information is only used within the law for public good. 


Business Continuity 


8.5   It is the policy of Defra Group to ensure that: 


8.5.1 Business Continuity plans (BCP) and Disaster Recovery (DR) plans are produced, 
maintained and exercised for Defra Group’s business assets, to minimise damage 
and ensure that Defra Group’s business operation can be effectively 
recovered/restored in the event of a major failure or disaster; 


8.5.2 Employees are aware of the existence of the plans and their specific responsibilities 
in the event of a disaster and BCP or DR plans being invoked; 


8.5.3 BCP and DR plans are formally reviewed as required and as a minimum on an 
annual basis, by the relevant business area to ensure they are up-to-date and fit for 
purpose. 


The complete Business Continuity Policy can be located here. 
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Personnel Security 


8.6   It is the policy of Defra Group to ensure that: 


8.6.1 Personnel controls are applied to all Defra Group employees, contractors and 
visitors; 


8.6.2 The identities of all employees, contractors and temporary staff working for the 
Department are assured, in terms of their trustworthiness, integrity and reliability; 


8.6.3 The level of clearance required for each employee and/or contractor with access to 
Defra Group business assets is determined on a case by case basis according to the 
role being fulfilled. As a minimum, all personnel must be subject to the Baseline 
Personnel Security Standard (BPSS) before the commencement of employment. Full 
implementation of BPSS, including a 100% application of ‘unspent’ criminal record 
check, is explicitly mandated as part of the security policy framework; 


8.6.4 Defra Group/Delivery Partners shall ensure all new employees are made aware of 
their security responsibilities as part of their induction; 


8.6.5 Defra Group/Delivery Partners shall ensure that staff are made aware of their 
responsibility to report any behaviours of security concern relating to colleagues or 
visitors. 


 


Third Party Service Providers 


8.7   It is the policy of Defra Group to ensure that: 


8.7.1  All Service Providers are responsible for complying with Defra Group’s Security 
Policy, and all associated security policies and procedures. 


8.7.2 All Service Providers are responsible for ensuring that all Service Provider 
employees or contractors, who require access to Defra Group’s business assets, are 
subject to the Baseline Personnel Security Standard as a minimum, before access is 
granted. 


8.7.3 No access will be granted to any of Defra Group networks without formal authority. 


8.7.4 Documentary evidence is obtained from all Service Providers on a yearly basis, to 
demonstrate compliance with established and agreed Defra Group’s policies and 
procedures. 


8.7.5 Defra Group will regularly monitor, review and audit Service Providers to gain 
assurance of compliancy to regulatory and legal requirements, including adherence 
to Defra Group policies and procedures. 
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9 Compliance, Governance and Monitoring 


9.1   Compliance will be governed by the following Policy and standards: 


9.1.1 HMG Security Policy Framework  


9.1.2 ISO/IEC 27001:2013 
 
9.2   In order to ensure compliance with these policies, Defra Group reserves the right to: 


9.2.1 Monitor the use of Defra Group systems, respond to concerns regarding alleged or 
actual violations of this policy; and, if necessary, take appropriate action; 


9.2.2 Monitor and record access to Defra Group sites and premises using monitoring and 
access control systems; 


9.2.3 Monitor Defra Group’s electronic communication systems and to enforce policies 
relating to the use of electronic information and those communication systems;  


9.2.4 Access an individual’s account, with the exception of the designated locations used 
to store personal information, via the electronic systems, including when that 
individual is not available; 


9.2.5 Conduct compliance visits and audits against Defra Group policies and procedures 
to ensure they are being conformed too;  


9.2.6 Consideration of ITHC when new systems are developed, upgraded or when 
significant changes occur;  


9.2.7 Co-operate fully with any police enquiry or other lawful enquiry into alleged illegality 
arising as a result of prohibited use, recognising that this may assist in the criminal 
prosecution of any Defra Group employee(s) involved. 


 
9.3   Non-compliance with this policy or other Defra Group security policies, unless by prior 


arrangement with Defra Group SSA, will be reported to the relevant delivery partners 
Security Risk Owner. Where the minimum requirements of the Security Policy Framework 
are not met in full, or are adapted, Defra Group will inform the Cabinet Office in writing. 


 
9.4    All employees are responsible for information security and therefore must understand and 


comply with this policy and the supporting policies available. It is the duty of each 
employee who uses or has access to information to be aware of, and abide by, the policies 
and arrangements concerning the secure use and protection of Defra Group Assets.   


 
It is the responsibility of each Line Manager to ensure that all employees who they are 
responsible for are trained and supported in information security requirements. It is the 
responsibility of DEFRA Group to provide employees with the necessary guidance, 
awareness and, where appropriate, training in relation to all applications, systems and 
Organisations they have access to; and employees will adhere to and abide by the rules 
controlling applications, systems and Organisations. 
 
All personnel or suppliers providing a service for Defra and the Defra Group have a duty 
to: 


• Safeguard hardware, software and information in their care; 
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• Prevent the introduction of malicious software on the Defra Group’s information 
systems; 


• Report any suspected or actual breaches in security. 
 
All managers are directly responsible for implementing the policy and ensuring employees 
compliance within their respective departments. 
 


Failure to observe or comply with the standards set out in this policy may be regarded as gross 
misconduct and any breach may render an employee liable to disciplinary action under the 
Defra Group or Local Delivery Partners disciplinary procedures, which may result in dismissal.  
 
Third party contractors/consultants and any other agency or body accessing Defra Group 
assets or data handling facilities must have disciplinary procedures in place to cover breaches 
to the Defra Group’s Security Policies by their employees. 


10 Exceptions 


Compliance to the principles within this policy is mandatory for all staff, contractors and third 
party suppliers and they are set to protect both the information assets we have and the systems 
that hold them. Occasionally there may be situations where exceptions to this policy are 
required, as full adherence may not be practical, could delay business critical initiatives or 
increase costs. These will need to be risk assessed on a case by case basis. Where there are 
justifiable reasons why a particular Policy requirement cannot be implemented, a policy 
exception may be requested to the local security representative. Exceptions may be granted to 
an individual, a team/group or a service area or Directorate and may be for a temporary period 
or on a permanent basis, but subject to review. 


11 Supporting Documentation 


All other Defra Group Security Policies support this overarching document. 


• Security Policy Framework. 


• Government Security Classification scheme 


• ISO/IEC27001:2013 


• CESG Good Practice Guides (GPG) 


• HMG Information Assurance documentation 


 






