
 

 

 

 

 

 

 

(1) THE KENT COUNTY COUNCIL 

 

-and- 

 

(2) KeyIVR 

 

CONTRACT 

relating to the supply of 

IVR Payment System 

 

Contract Number: SC220269 

 

 

 

 

 

  



FORM OF AGREEMENT 

THIS CONTRACT is made on 

BETWEEN 

(1) THE KENT COUNTY COUNCIL of County Hall, Maidstone, ME14 1XQ (the “Council”);
and

(2) KEYIVR (company registered number 06512297) whose registered office is at 8 Durham
Lane, West Moor Park, Armthorpe, Doncaster, DN3 3FE (the “Supplier”).

RECITALS: 

(A) The Council a local authority as defined by section 270 of the Local Government Act
1972.

(B) Following a procurement process the Council has appointed the Supplier to provide the
Services in accordance with this Contract.

IT IS AGREED: 

1. this Contract is comprised of the following documents:

1.1 This Form of Agreement; 

1.2 The Contract Particulars; 

1.3 The Schedules 

1.4 The Terms and Conditions 

and (unless otherwise expressly stated) any inconsistency between them shall be 
resolved in accordance with the descending order of priority in which they are listed 
above. 

2. Terms and Conditions

3. In consideration for payment of the Contract Price, the Supplier undertakes to perform
the Services with due skill, care and diligence throughout the Contract Period.



EXECUTION UNDER HAND 

IN WITNESS whereof this Contract has been executed by the Parties in accordance with their 
respective constitutions: 

Signed for and on behalf of THE KENT COUNTY COUNCIL 

………………………………… 
Authorised Signatory 

………………………………… 
Print Name of Authorised Signatory 

Signed for and on behalf of KeyIVR 

………………………………… 
Authorised Signatory 

………………………………… 
Print Name of Authorised Signatory 

Mark Kelly, CCO

Elizabeth Amartey (Nov 23, 2022 12:20 GMT)

Elizabeth Amartey

https://eu1.documents.adobe.com/verifier?tx=CBJCHBCAABAAG_8rqKGw5P6pIejKYfp9X7RmlvRa5X-Q


 

 

 

CONTRACT PARTICULARS 

1.  Commencement Date: 

 

1st December 2022 

 

 

2.  Contract Period: 1ST December 2022 – 30th 
November 2025 (3 years)  

 

 

3.  Contract Price: As set out in Schedule 0 

 

 

4.  Contract Extension: None 

 

 

5.  Address for Service of 
Notices 

For the Council: 

Strategic Commissioning 
Kent County Council 
Sessions House 
County Road 
Maidstone 
Kent ME14 1XQ 

 

For the Supplier: 

KeyIVR 
8 Durham Lane 
West Moor Park 
Armthorpe 
Doncaster 
DN3 3FE 

 

 

 

 

 

 



 

 

 

SPECIFICATION 

The payment card industry (PCI) has data security standards (DSS) to safeguard credit card 
and cardholder data against breech and other forms of unauthorised access. KCC telephony 
payments must be PCI compliant and therefore not record the customer card details or 
sensitive authentication data in the recording of the call or to the advisor. 

 

A system is required to ensure card transactions can be completed over the phone.  This 
system must have the following requirements: 

• Card details are entered via the keypad by the customer and the advisor cannot see 

or hear the details but can still speak to the customer via an ‘agent assist’ solution so 

the advisor can guide the customer through the transaction. 

• Visible payment portal for advisor to see/hear if transaction successful. 

• DTMF call masking (changes the variable keypad tones to flat tones so they cannot 

be identified) 

• The system and network is also secure and compliant with firewall and router. 

• Automated payment line without the advisor where the customer can call the line and 

complete a payment without advisor intervention but transferable to a live advisor (if 

available). 

• Customisable values and call flow/script. 

• Integrates with existing account and merchant provider. 

• Integrates with existing ACD telephony provider. 

• All major cards accepted. 

• Web payments. 

• Defined user support channel and available 24/7 

• Concurrent or transactional licences (not named) 

• One-off set up costs defined. 

• Individual reporting for separate services including refunds. 

• Multi-merchant account function for individual services. 

• Email/text notification to customers. 

 

 
 



 

 

 

SCHEDULE 0 

PRICING AND PAYMENT 

 

 



 

 

 

 
 

 

 

 



 

 

 

SCHEDULE 1 

DATA PROTECTION AND GENERAL DATA PROTECTION REGULATION 

The Contract concerns the processing of Personal Data? Yes 

  

 

If “Yes”: The processing of Personal Data applies to the Contract. 

If “No”: The Processing of Personal Data does not apply to the Contract. 

 

If the answer given is originally “No” and the situation changes to involve the 

processing of Personal Data, this Schedule will apply in its entirety and need to be 

completed in full. 

 

Whether “Yes” or “No”, Annex 1 must be completed in accordance with the guidance 

at Annex 1. 

 

Whether “Yes” or “No”, the Supplier shall at all times comply with the Data Protection 

Legislation. 

 

 

 

PARTIES 

The Kent County Council 

 

KeyIVR (“Supplier”) 

 

The Parties agree that the Contract includes this Schedule 16 - Data Protection and General 

Data Protection Regulation and its Annex 1. 

 

The following new definitions shall be introduced: 

 

“Controller” has the meaning given in the Data Protection Legislation; 

“Data Loss Event” means any event that results or may result in unauthorised access to 

Personal Data held by the Council under this Deed, and/or actual or potential loss and/or 

destruction of Personal Data in breach of this Agreement including any Personal Data 

Breach; 

“Data Protection Legislation” means any data protection laws and regulations applicable in 

the United Kingdom from time to time which relates to the protection of Personal Data, 

including but not limited to UK GDPR, and any codes of practice, guidelines and 

recommendations issued by the Information Commissioner or any replacement body;  

“Data Protection Officer” has the meaning given in the Data Protection Legislation; 

“Data Subject Access Request” means a request made by, or on behalf of, a Data Subject 

in accordance with rights granted pursuant to the Data Protection Legislation to access their 

Personal Data; 

“Data Subject” has the meaning given in the Data Protection Legislation; 

“DPA” means the Data Protection Act 2018 as amended from time to time; 



 

 

 

“LED” means the Law Enforcement Directive (Directive (EU) 2016/680); 

“Personal Data” has the meaning given in the Data Protection Legislation; 

“Protective Measures” appropriate technical and organisational measures which may 

include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, 

availability and resilience of systems and services, ensuring that availability of and access to 

Personal Data can be restored in a timely manner after an incident, and regularly assessing 

and evaluating the effectiveness of the such measures adopted by it; 

“Processor” has the meaning given in the Data Protection Legislation; 

“Processor Personnel” all directors, officers, employees, agents, consultants and 

contractors of the Processor and/or of any sub-contractor of the Processor; 

“Personal Data Breach” has the meaning given in the Data Protection Legislation; 

“Sub-processor” any third party appointed to process Personal Data on behalf of the 

Processor related to this agreement; and 

“UK GDPR” has the meaning given to it in section 3(10) (as supplemented by section 

205(4)) of the DPA.  

 

1. The Parties acknowledge that for the purposes of the Data Protection Legislation, the 
Council is the Controller and the Supplier is the Processor unless otherwise specified in 
this Schedule 16 and Schedule 16 - Annex 1 (Processing, Personal Data and Data 
Subjects). The only processing that the Processor is authorised to do is listed in Annex A 
(Processing Personal Data) by the Controller and may not otherwise be determined by 
the Processor. 

2. The Processor shall notify the Controller immediately if it considers that any of the 
Controller’s instructions infringe the Data Protection Legislation. 

3. The Processor shall, in relation to any Personal Data processed in connection with its 
obligations under this Schedule 16 and Schedule 16 - Annex 1 (Processing, Personal 
Data and Data Subjects): 

3.1. process that Personal Data only in accordance with Annex 1 (Processing, 
Personal Data and Data Subjects), unless the Processor is required to do 
otherwise by Law. If it is so required the Processor shall promptly notify the 
Controller before processing the Personal Data unless prohibited by Law; 

3.2. ensure that it has in place Protective Measures which have been reviewed and 
approved by the Controller as appropriate to protect against a Data Loss Event 
having taken account of the: 

3.2.1. nature of the data to be protected; 

3.2.2. harm that might result from a Data Loss Event; 

3.2.3. state of technological development; and 

3.2.4. cost of implementing any measures;  

3.3. ensure that: 

3.3.1. the Processor Personnel do not process Personal Data except in 
accordance with this Schedule 16 and (and in particular Schedule 16 - 
Annex 1 (Processing, Personal Data and Data Subjects)); 



 

 

 

 

3.3.2. it takes all reasonable steps to ensure the reliability and integrity of any 
Processor Personnel who have access to the Personal Data and ensure 
that they: 

(A) are aware of and comply with the Processor’s duties under this 

paragraph; 

 

(B) are subject to appropriate confidentiality undertakings with the 

Processor or any Sub-processor; 

 

(C) are informed of the confidential nature of the Personal Data and do 

not publish, disclose or divulge any of the Personal Data to any 

third party unless directed in writing to do so by the Controller or as 

otherwise permitted by this Schedule 16 and Schedule 16 - Annex 

1 (Processing, Personal Data and Data Subjects); and 

 

(D) have undergone adequate training in the use, care, protection and 

handling of Personal Data;  

 

3.4. not transfer Personal Data outside of the UK unless the prior written consent of 
the Controller has been obtained and the following conditions are fulfilled: 

3.4.1. the Controller or the Processor has provided appropriate safeguards in 
relation to the transfer (whether in accordance with GDPR Article 46 or 
LED Article 37) as determined by the Controller; 

3.4.2. the Data Subject has enforceable rights and effective legal remedies; 

3.4.3. the Processor complies with its obligations under the Data Protection 
Legislation by providing an adequate level of protection to any Personal 
Data that is transferred (or, if it is not so bound, uses its best endeavours 
to assist the Controller in meeting its obligations); and 

3.4.4. the Processor complies with any reasonable instructions notified to it in 
advance by the Controller with respect to the processing of the Personal 
Data; 

3.5. at the written direction of the Controller, delete or return Personal Data (and any 
copies of it) to the Controller on termination of the Deed unless the Processor is 
required by Law to retain the Personal Data. 

4. Subject to paragraph 5, the Processor shall notify the Controller immediately if it: 

4.1. receives a Data Subject Access Request (or purported Data Subject Access 
Request); 

4.2. receives a request to rectify, block or erase any Personal Data; 

4.3. receives any other request, complaint or communication relating to either party's 
obligations under the Data Protection Legislation;  



 

 

 

4.4. receives any communication from the Information Commissioner’s Office or any 
other regulatory authority in connection with Personal Data processed under this 
Deed;  

4.5. receives a request from any third party for disclosure of Personal Data where 
compliance with such request is required or purported to be required by Law; or 

4.6. becomes aware of a Data Loss Event. 

5. The Processor’s obligation to notify under paragraph 1.4 shall include the provision of 
further information to the Controller in phases, as details become available.  

6. Taking into account the nature of the processing, the Processor shall provide the 
Controller with full assistance in relation to either party's obligations under Data 
Protection Legislation and any complaint, communication or request made under 
paragraph 1.4 (and insofar as possible within the timescales reasonably required by the 
Controller) including by promptly providing: 

6.1. the Controller with full details and copies of the complaint, communication or 
request; 

6.2. such assistance as is reasonably requested by the Controller to enable the 
Controller to comply with a Data Subject Access Request within the relevant 
timescales set out in the Data Protection Legislation; 

6.3. the Controller, at its request, with any Personal Data it holds in relation to a Data 
Subject;  

6.4. assistance as requested by the Controller following any Data Loss Event; 

6.5. assistance as requested by the Controller with respect to any request from the 
Information Commissioner’s Office, or any consultation by the Controller with the 
Information Commissioner's Office. 

7. The Processor shall allow for audits of its Data Processing activity by the Controller or 
the Controller’s designated auditor. 

8. The parties shall designate a Data Protection Officer if required by the Data Protection 
Legislation. 

9. Before allowing any Sub-processor to process any Personal Data related to this Deed, 
the Processor must: 

9.1. notify the Controller in writing of the intended Sub-processor and processing; 

9.2. obtain the written consent of the Controller;  

9.3. enter into a written agreement with the Sub-processor which give effect to the 
terms set out in this paragraph 1.9 such that they apply to the Sub-processor; and 

9.4. provide the Controller with such information regarding the Sub-processor as the 
Controller may reasonably require. 

10. The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 



 

 

 

11. The Parties agree to take account of any guidance issued by the Information 
Commissioner’s Office. The Controller may on not less than 30 Working Days’ notice to 
the Processor require it to amend this Deed to ensure that it complies with any guidance 
issued by the Information Commissioner’s Office. 

 



 

 

 

ANNEX 1 TO SCHEDULE 1 

Schedule of Processing, Personal Data and Data Subjects 

 

Guidance for Completion 

1. If processing Personal Data, complete Annex 1 in full. 

2. If the Contract does not concern the processing of Personal Data, complete 
Supplier and Contract details below and select “Not Applicable” for each 
“Detail” section of Parts A and B. 

 

Supplier: KeyIVR 
Contract: SC220269 – Payment card industry (PCI) Payment System IVR 
 
 
1. The Processor shall comply with any further written instructions with respect to 

processing by the Controller. 

 

2. Any such further instructions shall be incorporated into this Schedule. 

 
3. Part A and/or Part B, as appropriate, describe the Data relationship(s) between the 

Parties. Only completed Part(s) apply and an uncompleted Part indicates that the Data 

relationship pertaining to that Part does not exist within the Contract. If the Contract 

concerns the processing of Personal Data at least one Part must be completed and both 

Parts may be completed but the latter must apply to different Data within the Contract. 

The same Party cannot be both a Controller and a Processor for the same Data in one 

contract but can be for different data within the same contract. 

 
4. Any uncompleted Parts below should have “Details” contents deleted and replaced with 

“Not Applicable”. 

 
PART A 
 
The Kent County Council Data Controller 

KeyIVR Data Processor 

 

Description Details 

Subject matter of the 
Processing 
 

Card payments for services received such as Blue Badges, 
Country Parks and Drivers Education courses.  
 
 

Duration of the 
Processing 
 

Regulations state that audit trail history should be retained for 

at least a year, with a minimum of three months logs 

immediately available for analysis. KEY IVR states all access to 

data is logged and logs are retained for a minimum of 24 

month. 

Nature and purposes of 
the Processing 

Data is processed as part of a contract with the customer. The 
customer will receive services as a result of their payment. The 



 

 

 

KEY IVR element only covers the payment, KCC will collate the 
additional information needed outside of this system.  
 

Type of Personal Data Name, identification number, Card details 
 

Categories of Data 
Subject 

Customers 
 

Plan for return and 
destruction of the Data 
once the Processing is 
complete UNLESS 
requirement under union 
or member state law to 
preserve that type of 
Data 
 

Data is electronic and will be purged after the data retention 
period has lapsed.  
 
 

 

 

 



 

 

THE KENT COUNTY COUNCIL 

 
GENERAL TERMS AND CONDITIONS 

FOR THE PURCHASE OF GOODS AND SERVICES 

WHERE CONTRACT VALUE IS BELOW OJEU THRESHOLD EX VAT 
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