SCHEDULE 6.5

SYSTEMS INTEGRATION

LOT 1



VERSION CONTROL

VERSION NUMBER

DATE

COMMENT

1.0

July 2021

Execution Version




6

7

CONTENTS

PURPOSE

GENERAL REQUIREMENTS
INTERFACE DOCUMENTATION
INTEGRATION REQUIREMENTS
TESTING

INTERFACE CHANGES

REPORTS AND MEETINGS

APPENDIX 1 — INTERFACE OVERVIEW

APPENDIX 2 — OUTLINE SYSTEMS INTEGRATION STRATEGY



SCHEDULE 6.5 - SYSTEMS INTEGRATION

1. PURPOSE

1.1 This Schedule sets out the responsibilities of the Parties during the delivery of both the
Transition Services and the Operational Services in respect of the Interfaces between the
Service System and the Interfacing Systems and the use of Interface Layer in the delivery of
the Interfaces.

2. GENERAL REQUIREMENTS
2.1 The Supplier shall be responsible for:
211 leading and taking the lead integrator role in the design, development and Testing

2.1.10

of the Service System in order for the Service System to:

(a) send the relevant data from the Service System to the relevant
Interfaces; and

(b) receive and ingest the relevant data from the relevant Interfaces;

the design, development and Testing of the Supplier Interfaces (leading and
managing the integration process and co-ordinating with TfL and the relevant
Other Suppliers as appropriate);

the provision of necessary infrastructure(eg. secure Storageffile share for any
interfaces that involves file transfer;

the provision of Interface layer/and or Interfacing system necessary for building,
implementing and managing interfaces;

the provision of necessary environment and relevant access to TfL, the Lot 2
Supplier and the relevant Other Suppliers to participate during testing of the
Interfaces and necessary access when the Service System is operational;

implement security controls for all the Interfaces to and from the Service System;

conduct and organise Interface design workshop(s), where necessary, in
collaboration with TfL and relevant Other Suppliers as appropriate;

working with TfL and the Lot 2 Supplier as and to the extent required by TfL and
the Lot 2 Supplier in respect of the design, development and Testing of the TfL
Interfaces, Lot 2 Supplier Interfaces and other Interfaces in the Interface
Catalogue (including Testing that the Service System supports the TfL Interfaces,
Lot 2 Supplier Interfaces and other Interfaces in the Interface Catalogue);

support and maintain the Supplier Interfaces (leading and co-ordinating with TfL
and the relevant Other Suppliers as appropriate) as part of the Operational
Services; and

working with TfL and the Lot 2 Supplier as and to the extent required by TfL and
the Lot 2 Supplier in respect of the support and maintenance by TfL of the TfL
Interfaces and Lot 2 Supplier Interfaces,

in each case in accordance with the Systems Integration Strategy, the Systems Integration
Plans, the Interface Specifications (where applicable) and this Agreement (including any
applicable Mapping Rules and Service Management obligations).

2.2 In delivery of both the Transition Services and the Operational Services the Supplier shall:
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23

24

2.5

26

2.7

2.2.1 enable the effective implementation and operation of all Interfaces; and

222 ensure that each Interface complies with the integration requirements set out in
paragraph 4.

Without limiting the Supplier's obligations set out in this Agreement, TfL shall on reasonable
notice provide reasonable assistance and information to support the Supplier's performance
of its obligations set out in this Schedule, which may include:

2.3.1 provision of relevant information held by TfL and where TfL is authorised to
disclose such information;

2.3.2 supporting the development of the Systems Integration Strategy, the Systems
Integration Plans and the Interface Specifications in respect of matters relating to
TfL;

2.3.3 provision of reasonable access to TfL Personnel;

234 attendance at meetings organised by the Supplier;

2.3.5 supporting the definition and specification of the Mapping Rules to be applied in
the Service System, the Interface Layer and/or the Interfacing Systems; and

23.6 participation in joint testing initiatives with the Supplier.

In addition to the Supplier's cooperation obligations set out in Clauses 5.10 to 5.15 (Co-
operation with TfL and Other Suppliers) of this Agreement, in the delivery of both the
Transition Services and the Operational Services the Supplier shall on reasonable notice
provide reasonable assistance and information to support TfL and/or any relevant Third
Party in respect of any Interface related responsibility that is not the responsibility of the
Supplier, which may include:

241 provision of relevant information held by the Supplier and where the Supplier is
authorised to disclose such information;

242 supporting the development of documentation owned by TfL;
243 provision of reasonable access to Supplier Personnel;
244 attendance at meetings organised by TfL;

245 supporting the definition and specification of the Mapping Rules to be applied in
the Interface Layer and/or the Interfacing Systems; and

246 participation in joint testing initiatives with TfL or relevant Third Parties.

For illustrative purposes only the responsibilities of the Supplier with regards to Systems
Integration are illustrated in Appendix 1, and the Interfaces identified at the Effective Date,
are provided in the Interface Catalogue.

The Supplier shall not in the performance of this Schedule (including the Interface
Documentation) introduce any undue risk to the continuing operation and use of the Service
System, the Interface Layer and the Interfacing Systems.

The Supplier shall appoint a Systems Integration Manager in accordance with Schedule 9.2
(Key Personnel) who shall be responsible for managing the Supplier's responsibilities in
respect of this Schedule.

INTERFACE DOCUMENTATION
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3.1 Within the timescales identified in Schedule 6.1 (Transition) the Supplier shall provide to TfL
for Approval (and subsequently maintain during the Transition Period and delivery of the
Operational Services) the proposed:

3.1.1

3.1.2

3.1.3

Systems Integration Strategy;
Systems Integration Plan; and

Interface Specification for each Supplier Interface.

Systems Integration Strategy

3.2 The Outline Systems Integration Strategy is set out at Appendix 2.

3.3 The Systems Integration Strategy shall set out the Supplier's strategic approach for the
delivery of the Interfaces during the Transition Period and the maintenance and support of
the Interfaces during delivery of the Operational Services, and shall detail as a minimum:

3.3.1

3.3.2

3.3.3

3.3.4

3.3.5

3.3.6

3.3.7

the scope, objectives and key principles for the Systems Integration;

the key deliverables and sequence of activities required to deliver the Systems
Integration;

consideration of the potential approaches to the Systems Integration and the
recommended approach;

any Test Data, Test Environments and Test harnesses required for Systems
Integration and how these will be sufficed (including how they will be maintained
for the duration of the Agreement);

the use of Interface Layer and any other tooling required and the means with
which these will be built to deliver the Systems Integration;

the ways in which the Parties shall work together for the purpose of this Schedule;
and

where applicable, the expedited operation of the Document Approval Procedure
and (where applicable) the Change Control Procedure for the purposes of
paragraph 6.

Systems Integration Plan

3.4 Each Systems Integration Plan shall set out the scope, methods, means and timing of all
Systems Integration activities owned by the Supplier and shall:

3.4.1

34.2

3.4.3

3.4.4

be based on the System Integration principles set out in the System Integration
Strategy;

set out the scope, methods, means and timing of all Systems Integration activities
owned by the Supplier in respect of the Transition Services and Operational
Services;

cover the entirety of the scope of System Integration related to the Transition
Services and Operational Services as outlined in the Systems Integration Strategy;
and

in addition detail as a minimum:

(a) the scope and objectives of the Systems Integration Plan;
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(b) the key deliverables and sequence of activities required to deliver the
Systems Integration;

(c) the details of the members of Supplier Personnel who will carry out the
Systems Integration along with their qualifications, experience and
competence;

(d) the Interfaces within scope of the Systems Integration Plan;

(e) risks associated with the Systems Integration Plan and how such risks

will be managed;
(f) any assumptions made by the Supplier; and

(9) any dependencies of the Supplier on TfL, the Lot 2 Supplier and any
Third Parties to deliver the Systems Integration and how such
dependencies will be managed (including, but not limited to, resources
and environments required to support integration testing.

Interface Specification

3.5 Each Interface Specification shall include as a minimum:

3.5.1

the specification of data, including the structure and format, to be transferred
between the Service System and the Interfacing System;

3.5.2 the mechanism for how the relevant data will be sent from or received by the
Service System, the Interface Layer and the Interfacing System including any
endpoints;

3.5.3 the definition of the interface boundary and clear demarcation of responsibilities for
each part of the end-to-end integration;

3.54 any Mapping Rules which will be applied to the data and where these Mapping
Rules will be enacted (i.e. the Service System, the Interface Layer or the
Interfacing System);

3.5.5 how the data will be validated (including specific data validation rules) to protect
the integrity of the data and the operation of the Interface;

3.5.6 the frequency and timings of the data transfer and how the Supplier Interface
availability will be handled;

3.5.7 the measures and methods to be used to validate that the data has been sent or
received successfully;

3.5.8 the process for how any errors incurred during the data load will be identified,
handled and rectified;

3.5.9 any supporting tools, technologies and/or infrastructure required to support the
Interface;

3.5.10 how adherence to the requirements of Schedule 2.4 (Security Management) will
be achieved; and

3.5.11  the use of Interface Layer.

3.6 TfL shall produce and own the Interface Specifications for the TfL Interfaces. The Supplier

shall support the development of such Interface Specifications pursuant to paragraph 2.4.
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4.1

4.2

4.3

INTEGRATION REQUIREMENTS

Monitoring and Audit Logs

During the Transition Period and delivery of the Operational Services the Supplier shall
design, develop, Test, maintain and support the Supplier Interfaces such that they:

4.1.1

Re-use

automatically record an audit log of all messages sent and received across the
Interfaces, including any associated data (including, but not limited to response
times when making a request, response times when processing a request and the
number of requests received, accepted and rejected) which may be used to
support the resolution of any issues which arise relating to the operation of the
Interfaces, which shall be retained for a minimum of seven (7) days; and

automatically monitor each component of the Interfaces up to the interface
boundary where data is being passed from one system to another, and in the
event of a failure (which shall include, but not be limited to, rejection due to poorly
formed requests, system failure, poor latency and attempted connections by
clients that do not have the appropriate security privileges):

(a) automatically alert the Application Support Team;

(b) automatically send an email alert to TfL System Admin Support team
mailbox address (to be provided by TfL in writing during the Transition
Period);

(c) demonstrate where responsibility for the failure lies;

(d) store any failed messages and associated data to be re-processed in

order when the issues preventing the transfer have been resolved; and

(e) automatically re-process failed messages and associated data in order
when the related issues with the Interfaces have been resolved.

The Supplier shall ensure that the Interfaces are designed and built with components which
can be re-used by other Interfaces or any new Interfaces that may be established during the
Term which handle similar types of data with limited re-work required.

Transfer Rates

During the Transition Period and delivery of the Operational Services the Supplier shall
design, develop, Test, maintain and support the Interfaces such that:

4.31

432

any transactional data handled by the Interfaces shall be received by the Target
Systems in real time and in any event no longer than fifteen (15) minutes after the
relevant trigger event has occurred in the source systems which initiate the
transfer of data across the Interfaces; and

any master data handled by the Interfaces shall be received by the Target
Systems in no longer than one (1) calendar day after the relevant trigger event has
occurred in the source systems which initiate the transfer of data across the
Interfaces.

TESTING
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The Supplier shall plan and execute Testing of the Interfaces in accordance with the
timescales described in Schedule 6.1 (Transition) and the Testing Process described in
Schedule 6.2 (Testing).

6. INTERFACE CHANGES

6.1 During the Transition Period and delivery of the Operational Services the Supplier
acknowledges that for operational and/or technical reasons certain changes may need to be
made to the Interfacing Systems owned or managed by TfL, the Lot 2 Supplier and/or the
Interface Layer.

6.2 For the purpose of paragraph 6.1 the Supplier agrees to:
6.2.1 maintain a flexible approach in respect of:

(a) its design, development, Testing, maintenance and support of the
Service System and the relevant Interfaces; and

(b) its maintenance of the Interface Documentation; and

6.2.2 at its cost accommodate any reasonable changes required to the design,
development and/or Testing of the Service System and the relevant Interfaces
and/or the Interface Documentation during the Transition Period and delivery of
the Operational Services which are required as a consequence of any changes to
the Interfacing Systems and/or the Interface Layer described in paragraph 6.1 and
which are notified to the Supplier.

7. REPORTS AND MEETINGS
The Supplier shall report progress against the Systems Integration Plans at the relevant

Transition Group and Service Delivery Group meetings in accordance with Schedule 8.1
(Governance).
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APPENDIX 1 — INTERFACE OVERVIEW

For illustrative purposes only the diagram below provides an overview of the Interfaces, the use of the Interface Layer, and the Supplier's responsibilities with regards to the system integration activities.
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APPENDIX 2 — OUTLINE SYSTEMS INTEGRATION STRATEGY

1. Systems Integration Strategy
1.1.1  The scope, objectives, and key principles for the Systems Integration.

(a) Scope - TPH Interface Catalogue - TPH-Appendix31-Information-
TPH Interface Catalogue - Update 28.10.2020

(b) Objectives - Secure, reliable, performant, supportability, scalable
and agile system integration

(c) Key Principles —

(i TCS as the lead integrator for all the interfaces with the
Service System, TfL’s other systems and third parties

(ii) Interface design to be based on the principles of
abstraction (abstracted from the core business objects
with loose coupling) to enable future change to be
affected easily and configured

(iii) Integration layer should have the common integration
components for the various communication channels —
example communication, authentication, and access
related capability

1.1.2 The key deliverables and sequence of activities required to deliver the
Systems Integration.

(a) Key Deliverables
(i) Systems Integration Plan & Schedule

(i) High Level Interface Design

(iii) Interface Specification
(iv) System Integration Testing plan and report
(b) Sequence of Activities

As part of transition process - The interfaces to be classified in to one of

the following four buckets -

¢ Retire — retire the interfaces which are part of the core application and
will be replaced by a corresponding interface/service within TCS’s new
Service System

e Retain - retain the interfaces which are still required for the end-to-end
business functions and integrate with them based on the existing
integration methodology.

e Enhance — enhance some of the existing interfaces based on business
requirements and clarify this during the design workshops.
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Build — build new interfaces to deliver efficiency and savings

TCS Integration Methodology to be followed — (Principle - Act as the lead
integrator for all the interfaces with the Service System, TfL's other
systems and third parties) -.

Following is the approach for integration

Use Appendix 31 — TPH Interface Catalogue — as a starting point for
understanding and mapping the integration points, methodology and
patterns
Check the applicability of the interface against the following
parameters:
o Whether the existing interface is the still required?
o Based on the business requirements, assess if any change is
required for
» interface mode and schedule?
* input and output?
= alert and reporting?
Assess the opportunities to improve the existing interfaces and deliver
the agreed improvements. Potential areas of improvement are:
= Batch versus real time
» Frequency of interface
= ‘Push’ versus ‘Pull’
= Synchronous versus asynchronous
Write an Interface Specification document for each valid interface and
get it reviewed and signed off by stakeholders.
If changes are required for the interface by TfL or a third party either as
a provider or consumer, the changes to be done by TfL or a third party
based on their role in the interface either as provider or consumer.
Service System should act as the
o consumer of the interface provided by TfL or third party and
should integrate based on the agreed specification
o provider of the interface to the consumer’s specification
Define the Systems Integration Plan in line with the Project Execution
Plan
Define the Test Plan and Test Cases using the agreed specification
Test the interfaces in accordance to the Test Plan and Test Cases
Deploy the interfaces and test in accordance to the Systems Integration
Plan and logging the results for each phase
Report the progress as per the Systems Integration Plan
Deploy and monitor the interfaces in production
During the operations, and limited to the scope of the solution TCS is
providing
o act as the lead integrator
o conduct an impact analysis if changes are requested that affect
the interfaces and present it to the change management
governance and approvals decision-makers
o provide the implementation plan for the change
o get the necessary changes implemented, tested and deployed
in production.

1.1.3  Consideration of the potential approaches to the Systems Integration
and the recommended approach.
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(a) Potential Approaches

(i) Point to point integration directly from the business
function and interpreting the response directly as part of
the integration.

(i) Creation of a separate integration layer to manage the
Systems Integration

(b) Recommended Approach

e The recommended approach for integration is to provides a
separate integration layer that enables seamless integration with
other business systems, internal or external to an organisation.

e The layer of abstraction where the business service of the Service
System is not tightly bounded by the external interface. With this
approach the development and testing will not be tightly coupled
with the actual interface, rather it can be done using stubs.

e To keep landscape simplified, adopted DigiGov™ integration layer.

1.1.4  Any Test Data, Test Environments and Test harnesses required for
Systems Integration and how these will be sufficed (including how
they will be maintained for the duration of the Agreement).

(a) Test Data: Test Data Management (TDM) deals with specific data
going into specific test cases for specific test scenarios. In the
context of TPH Service System, TDM gains special significance
considering the complexity of the environment and challenges
associated with creation of good quality test data. Establish Test
Data Management governance process for identifying, acquiring,
conditioning, populating, and maintaining test data with following

benefits:

(i) Streamlined and Standardised data request process with
templates

(i) Creating Test data upfront to avoid wait time — supporting

the test cycle

(iif) Meta Data — Data Repository for the consumers — Tester
can pick and choose data required for their testing

(iv) Bulk test data creation for NFT- Non Functional testing
and training reducing turnaround time and enabling
multiple testing cycles

(v) Minimal / No data conflicts between teams during testing
(vi) Focused centralised function for quality Test data
management
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(vii) Higher productivity with automation to handle planned &
repetitive data management

(viii) Sanity checks for the data to ensure fit for
business/quality assurance

(b) Test Environment: Provisioned separate Test Environment for
FAT, SIT, Joint E2E and UAT which will be available to the users
aligned to the Transition Plan set out in Schedule 6.1. The data for
testing either will be synthesised based on the test cases and test
scenarios or will be migrated from the TOLA test environments as
part of data migration plan

(c) Test Harness: TCS will adopt a progressive automation (i.e.
automate almost every test case instead of executing test cases
manually) approach to have automation scripts developed in
parallel to the development activity for faster testing and
identification of problems along with quicker fixes. The progressive
automation approach will also aid in the process of continuous
integration enabling faster feedback to development team for
latest code changes. This phase will include:

(i Creation of an automation backlog like the sprint backlog
containing the stories to be automated as part of the
sprint.

(i) The stories for the automation backlog will be identified

using a risk-based approach by analysing the business
impact, financial impact, defect probability, complexity
etc. which will be then taken up for automation within the
sprints.

(d) And Maintenance should be done for data, environment and test
harness aligned to release process.

1.1.5 The use of Interface Layer and any other tooling required and the
means with which these will be built to deliver the Systems
Integration.

(a) Use of Interface Layer - TCS DigiGOV™ will provides a separate
integration layer (as shown in Figure below) that enables
seamless integration with other business systems, internal or
external to an organisation. DigiGOV™ will enable seamless
integration among multiple interfaces by supporting a variety of
integration capabilities, communication protocols and messaging
standards.

(b) The business service from the Service System will interact with
the integration layer which, in turn, will invoke the interface with
the external systems: see diagram below.
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(c) The TCS DigiGOV™ integration layer provides the following

features:

(i) Protocol Handler: Connectivity to access

(i) Processing Layer:

Synchronous/Asynchronous

solution
communications,

layer is
enabled through a range of connectivity protocol
adapters. These adapters help to receive or send
messages or files using the respective protocols -
Generic REST and SOAP adapter to integrate with API
Gateway, file-based protocols (like SFTP) to connect with
SFTP server and FILE (Shared File System).

provides

File

uploader, File builder, Rules & Validation, Transformation
where the admin user will be able to configure the data

processing.

(iii) Common Services: this solution provides features
including scheduler capabilities, auditing and logging, and

error handling.

(iv) Error Handling: The Service System provides out-of-the-
box reports for business users such as API Call Analysis
to external APIs, Rest Service report to analyse APls

calls to system, Exception reports in schedulers.

(d) Monitoring and Error Handling

(i) AWS API| Gateway provided administrator console to

monitor the API calls

(i) Error Handling -

DigiGOV™
Communication of errors & Logging

interface

layer:

(iii) AWS Elastic Search and Logstash (ELK) - collecting and
analysing the logs and AWS ELK APM for application

monitoring
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1.1.6  The ways in which the Parties shall work together for the purpose of
this Schedule; and

(a) Way of working

(i) TCS will act as the lead integrator for system integrations
and responsible for details plan, leading workshop for
specifications finalisation, integrated testing plan for
interfaces and highlighting any dependencies and risks
related to system integration and delivery of interfaces

(i) TfL will act facilitator to address any third-party
dependencies — Lot2 supplier, scan supplier availability
for design workshop, inputs for specifications and testing

(iii) During operations also TCS will follow the lead integrator
role — responsibility to coordinate, expedite, resolve/get
resolved and change technical/functional acceptance will
be part of lead integrator i.e. TCS.

(iv) For any changes during operations

(1) If there are any changes in the interfaces
provided by TCS, then the consumer of the
interface should perform the impact analysis
within the agreed timescales

(2) If there are any changes in the interfaces
consumed by TCS, then the provider of the
interface should provide TCS with the details of
the change and allow TCS to carry out the
Impact Analysis

TCS will maintain the dependencies and risks associated
and develop the mitigation strategy with partners.

1.1.7  The expedited operation of the Document Approval Procedure and
the Change Control Procedure for the purposes of paragraph 6.

(a) Expedited Approval and Change Control Procedure

The process will follow the change control procedure where impact
analysis for changes will be shared with TfL and Partners. On approval of
impact analysis, changes will be progressed for development. The
changes will be implemented as per release cycle and tested as per overall
testing procedures.

The document approval process is expedited by decided in templates for
specifications, impact analysis, detailed design, test scenarios and cases
and test data strategy as standard with TfL and Partners.
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	3. INTERFACE DOCUMENTATION
	3.1 Within the timescales identified in Schedule 6.1 (Transition) the Supplier shall provide to TfL for Approval (and subsequently maintain during the Transition Period and delivery of the Operational Services) the proposed:
	3.1.1 Systems Integration Strategy;
	3.1.2 Systems Integration Plan; and
	3.1.3 Interface Specification for each Supplier Interface.
	Systems Integration Strategy

	3.2 The Outline Systems Integration Strategy is set out at Appendix 2.
	3.3 The Systems Integration Strategy shall set out the Supplier's strategic approach for the delivery of the Interfaces during the Transition Period and the maintenance and support of the Interfaces during delivery of the Operational Services, and sha...
	3.3.1 the scope, objectives and key principles for the Systems Integration;
	3.3.2 the key deliverables and sequence of activities required to deliver the Systems Integration;
	3.3.3 consideration of the potential approaches to the Systems Integration and the recommended approach;
	3.3.4 any Test Data, Test Environments and Test harnesses required for Systems Integration and how these will be sufficed (including how they will be maintained for the duration of the Agreement);
	3.3.5 the use of  Interface Layer and any other tooling required and the means with which these will be built to deliver the Systems Integration;
	3.3.6 the ways in which the Parties shall work together for the purpose of this Schedule; and
	3.3.7 where applicable, the expedited operation of the Document Approval Procedure and (where applicable) the Change Control Procedure for the purposes of paragraph 6.

	3.4 Each Systems Integration Plan shall set out the scope, methods, means and timing of all Systems Integration activities owned by the Supplier and shall:
	3.4.1 be based on the System Integration principles set out in the System Integration Strategy;
	3.4.2 set out the scope, methods, means and timing of all Systems Integration activities owned by the Supplier in respect of the Transition Services and Operational Services;
	3.4.3 cover the entirety of the scope of System Integration related to the Transition Services and Operational Services as outlined in the Systems Integration Strategy; and
	3.4.4 in addition detail as a minimum:
	(a) the scope and objectives of the Systems Integration Plan;
	(b) the key deliverables and sequence of activities required to deliver the Systems Integration;
	(c) the details of the members of Supplier Personnel who will carry out the Systems Integration along with their qualifications, experience and competence;
	(d) the Interfaces within scope of the Systems Integration Plan;
	(e) risks associated with the Systems Integration Plan and how such risks will be managed;
	(f) any assumptions made by the Supplier; and
	(g) any dependencies of the Supplier on TfL, the Lot 2 Supplier and any Third Parties to deliver the Systems Integration and how such dependencies will be managed (including, but not limited to, resources and environments required to support integrati...


	3.5 Each Interface Specification shall include as a minimum:
	3.5.1 the specification of data, including the structure and format, to be transferred between the Service System and the Interfacing System;
	3.5.2 the mechanism for how the relevant data will be sent from or received by the Service System, the Interface Layer and the Interfacing System including any endpoints;
	3.5.3 the definition of the interface boundary and clear demarcation of responsibilities for each part of the end-to-end integration;
	3.5.4 any Mapping Rules which will be applied to the data and where these Mapping Rules will be enacted (i.e. the Service System, the Interface Layer or the Interfacing System);
	3.5.5 how the data will be validated (including specific data validation rules) to protect the integrity of the data and the operation of the Interface;
	3.5.6 the frequency and timings of the data transfer and how the Supplier Interface availability will be handled;
	3.5.7 the measures and methods to be used to validate that the data has been sent or received successfully;
	3.5.8 the process for how any errors incurred during the data load will be identified, handled and rectified;
	3.5.9 any supporting tools, technologies and/or infrastructure required to support the Interface;
	3.5.10 how adherence to the requirements of Schedule 2.4 (Security Management) will be achieved; and
	3.5.11 the use of Interface Layer.

	3.6 TfL shall produce and own the Interface Specifications for the TfL Interfaces. The Supplier shall support the development of such Interface Specifications pursuant to paragraph 2.4.

	4. INTEGRATION REQUIREMENTS
	4.1 During the Transition Period and delivery of the Operational Services the Supplier shall design, develop, Test, maintain and support the Supplier Interfaces such that they:
	4.1.1 automatically record an audit log of all messages sent and received across the Interfaces, including any associated data (including, but not limited to response times when making a request, response times when processing a request and the number...
	4.1.2 automatically monitor each component of the Interfaces up to the interface boundary where data is being passed from one system to another, and in the event of a failure (which shall include, but not be limited to, rejection due to poorly formed ...
	(a) automatically alert the Application Support Team;
	(b) automatically send an email alert to TfL System Admin Support team mailbox address (to be provided by TfL in writing during the Transition Period);
	(c) demonstrate where responsibility for the failure lies;
	(d) store any failed messages and associated data to be re-processed in order when the issues preventing the transfer have been resolved; and
	(e) automatically re-process failed messages and associated data in order when the related issues with the Interfaces have been resolved.


	4.2 The Supplier shall ensure that the Interfaces are designed and built with components which can be re-used by other Interfaces or any new Interfaces that may be established during the Term which handle similar types of data with limited re-work req...
	4.3 During the Transition Period and delivery of the Operational Services the Supplier shall design, develop, Test, maintain and support the Interfaces such that:
	4.3.1 any transactional data handled by the Interfaces shall be received by the Target Systems in real time and in any event no longer than fifteen (15) minutes after the relevant trigger event has occurred in the source systems which initiate the tra...
	4.3.2 any master data handled by the Interfaces shall be received by the Target Systems in no longer than one (1) calendar day after the relevant trigger event has occurred in the source systems which initiate the transfer of data across the Interfaces.


	5. TESTING
	6. INTERFACE CHANGES
	6.1 During the Transition Period and delivery of the Operational Services the Supplier acknowledges that for operational and/or technical reasons certain changes may need to be made to the Interfacing Systems owned or managed by TfL, the Lot 2 Supplie...
	6.2 For the purpose of paragraph 6.1 the Supplier agrees to:
	6.2.1 maintain a flexible approach in respect of:
	(a) its design, development, Testing, maintenance and support of the Service System and the relevant Interfaces; and
	(b) its maintenance of the Interface Documentation; and

	6.2.2 at its cost accommodate any reasonable changes required to the design, development and/or Testing of the Service System and the relevant Interfaces and/or the Interface Documentation during the Transition Period and delivery of the Operational S...


	7. REPORTS AND MEETINGS
	APPENDIX 1 – INTERFACE OVERVIEW
	1. Systems Integration Strategy
	1.1.1 The scope, objectives, and key principles for the Systems Integration.
	(a) Scope - TPH Interface Catalogue - TPH-Appendix31-Information-TPH Interface Catalogue - Update 28.10.2020
	(b) Objectives - Secure, reliable, performant, supportability, scalable and agile system integration
	(c) Key Principles –
	(i) TCS as the lead integrator for all the interfaces with the Service System, TfL’s other systems and third parties
	(ii) Interface design to be based on the principles of abstraction (abstracted from the core business objects with loose coupling) to enable future change to be affected easily and configured
	(iii) Integration layer should have the common integration components for the various communication channels – example communication, authentication, and access related capability


	1.1.2 The key deliverables and sequence of activities required to deliver the Systems Integration.
	(a) Key Deliverables
	(i) Systems Integration Plan & Schedule
	(ii) High Level Interface Design
	(iii) Interface Specification
	(iv) System Integration Testing plan and report

	(b) Sequence of Activities

	1.1.3 Consideration of the potential approaches to the Systems Integration and the recommended approach.
	(a) Potential Approaches
	(i) Point to point integration directly from the business function and interpreting the response directly as part of the integration.
	(ii) Creation of a separate integration layer to manage the Systems Integration

	(b) Recommended Approach
	 The recommended approach for integration is to provides a separate integration layer that enables seamless integration with other business systems, internal or external to an organisation.
	 The layer of abstraction where the business service of the Service System is not tightly bounded by the external interface. With this approach the development and testing will not be tightly coupled with the actual interface, rather it can be done u...
	 To keep landscape simplified, adopted DigiGov™ integration layer.

	1.1.4 Any Test Data, Test Environments and Test harnesses required for Systems Integration and how these will be sufficed (including how they will be maintained for the duration of the Agreement).
	(a) Test Data: Test Data Management (TDM) deals with specific data going into specific test cases for specific test scenarios. In the context of TPH Service System, TDM gains special significance considering the complexity of the environment and chall...
	(i) Streamlined and Standardised data request process with templates
	(ii) Creating Test data upfront to avoid wait time – supporting the test cycle
	(iii) Meta Data – Data Repository for the consumers – Tester can pick and choose data required for their testing
	(iv) Bulk test data creation for NFT- Non Functional testing and training reducing turnaround time and enabling multiple testing cycles
	(v) Minimal / No data conflicts between teams during testing
	(vi) Focused centralised function for quality Test data management
	(vii) Higher productivity with automation to handle planned & repetitive data management
	(viii) Sanity checks for the data to ensure fit for business/quality assurance

	(b) Test Environment:  Provisioned separate Test Environment for FAT, SIT, Joint E2E and UAT which will be available to the users aligned to the Transition Plan set out in Schedule 6.1. The data for testing either will be synthesised based on the test...
	(c) Test Harness: TCS will adopt a progressive automation (i.e. automate almost every test case instead of executing test cases manually) approach to have automation scripts developed in parallel to the development activity for faster testing and iden...
	(i) Creation of an automation backlog like the sprint backlog containing the stories to be automated as part of the sprint.
	(ii) The stories for the automation backlog will be identified using a risk-based approach by analysing the business impact, financial impact, defect probability, complexity etc. which will be then taken up for automation within the sprints.

	(d) And Maintenance should be done for data, environment and test harness aligned to release process.

	1.1.5 The use of Interface Layer and any other tooling required and the means with which these will be built to deliver the Systems Integration.
	(a) Use of Interface Layer - TCS DigiGOV™ will provides a separate integration layer (as shown in Figure below) that enables seamless integration with other business systems, internal or external to an organisation. DigiGOV™ will enable seamless integ...
	(b) The business service from the Service System will interact with the integration layer which, in turn, will invoke the interface with the external systems: see diagram below.
	(c) The TCS DigiGOV™ integration layer provides the following features:
	(i) Protocol Handler: Connectivity to access layer is enabled through a range of connectivity protocol adapters. These adapters help to receive or send messages or files using the respective protocols - Generic REST and SOAP adapter to integrate with ...
	(ii) Processing Layer: this solution provides Synchronous/Asynchronous communications, File uploader, File builder, Rules & Validation, Transformation where the admin user will be able to configure the data processing.
	(iii) Common Services: this solution provides features including scheduler capabilities, auditing and logging, and error handling.
	(iv) Error Handling: The Service System provides out-of-the-box reports for business users such as API Call Analysis to external APIs, Rest Service report to analyse APIs calls to system, Exception reports in schedulers.

	(d) Monitoring and Error Handling
	(i) AWS API Gateway provided administrator console to monitor the API calls
	(ii) Error Handling – DigiGOV™ interface layer: Communication of errors & Logging
	(iii) AWS Elastic Search and Logstash (ELK) - collecting and analysing the logs and AWS ELK APM for application monitoring


	1.1.6 The ways in which the Parties shall work together for the purpose of this Schedule; and
	(a) Way of working
	(i) TCS will act as the lead integrator for system integrations and responsible for details plan, leading workshop for specifications finalisation, integrated testing plan for interfaces and highlighting any dependencies and risks related to system in...
	(ii) TfL will act facilitator to address any third-party dependencies – Lot2 supplier, scan supplier availability for design workshop, inputs for specifications and testing
	(iii) During operations also TCS will follow the lead integrator role – responsibility to coordinate, expedite, resolve/get resolved and change technical/functional acceptance will be part of lead integrator i.e. TCS.
	(iv) For any changes during operations
	(1) If there are any changes in the interfaces provided by TCS, then the consumer of the interface should perform the impact analysis within the agreed timescales
	(2) If there are any changes in the interfaces consumed by TCS, then the provider of the interface should provide TCS with the details of the change and allow TCS to carry out the Impact Analysis
	TCS will maintain the dependencies and risks associated and develop the mitigation strategy with partners.



	1.1.7 The expedited operation of the Document Approval Procedure and the Change Control Procedure for the purposes of paragraph 6.
	(a) Expedited Approval and Change Control Procedure
	The process will follow the change control procedure where impact analysis for changes will be shared with TfL and Partners. On approval of impact analysis, changes will be progressed for development. The changes will be implemented as per release cyc...
	The document approval process is expedited by decided in templates for specifications, impact analysis, detailed design, test scenarios and cases and test data strategy as standard with TfL and Partners.



