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1 BUSINESS CONTINUITY PLAN 

1.1 Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

ARRANGEMENTS TO ENSURE CONTINUITY OF THE BUSINESS OPERATIONS  

1.1 (a) Serco’s BC Plan (BCP) shall set out the arrangements to be invoked so that that the business 

processes and operations facilitated at all sites whereSerco's Services are delivered remain 

supported and shall provide continuity of the business operations. The actions to be takenshall 

depend on the type and level of incident.  

1.1 (b) Serco’s BCP shall form the foundation of the Service Delivery Plan to ensure in a disruption 

incident that service delivery is unaffected as much as is reasonably possible and to remedy 

the failures of and disruption to the Services. Serco shall regularly review and update the BCP 

to enable the variation and adaption of the plan over the course of the Contract to match any 

changes to the Services.  

1.1 (c) Serco’s BCP shall set out the activities required over and above those described in the SC Plan 

where there is a break or potential break in the service. BC Incidentsshall include:  

• Denial of access to site (including evacuation);  

• Loss of critical IT systems;  

• Unavailability of personnel;  

• Disruption to Supply Chain;  

• Unavailability of equipment; and/or  

• Loss or outage of IT infrastructure.  

 

1.1 (d)  To support the BCP, Serco shall create and maintain an incident log throughout the duration of 

any incident to record BC events, detailing information received and decisions or actions taken. 

This shall provide a record of incidents that may be needed for any subsequent enquiry and for 

the post-incident debriefing. Throughout this whole process, communication with the Authority 

shall be key to keeping all parties informed and aligned to the successful resolution of any 

incident.  

1.1 (e) Serco shall train all managers through BC masterclasses. All training shall be facilitated by BC 

Institute qualified practitioners. This shall include training BC Champions with modules covering 

all stages of:  

• The BC lifecycle;  

• Policy and Programme Management;  

• Analysis;  

• Design;  

• Implementation;  

• Validation; and  

• Embedding.  

This shall be vital to the pace at which managers can confidently assess risks and implement 

plans if required.  

1.2 ALTERNATIVE PROCESSES, OPTIONS AND RESPONSIBILITIES THAT MAY BE 

 ADOPTED  



 

 

1.2 (a) Business Continuity strategies shall be developed during the mobilisation of the Contract. 

Examples of recovery procedures that may be implemented to ensure continuity and mitigate 

the impact of a disruptive incident are shown in the table below.  

 

INCIDENT RESPONSE PROCEDURE ACTIVITY 

 

 

 

Relocate to an alternative 

location and/or invoke 

home working. 

Authorise move Authorised manager to 

approve relocation. 

 

Contact relocation site 

Authorised manager to 

contact contingency site 

management. 

 

Inform staff 

Agree communication 

method and detail who 

has / has not been 

contacted. 

 

 

 

 

Divert operations to an 

alternative site. 

 

 

 

 

Authorise response 

strategy and 

implement 

HdSDA to approve strategy.  

 

Operational Response Team to 
agree what activities are 
needed to be restored based 
on primary site requirements. 

Agree staff requirement, brief 
staff, and allocate workload. 

Inform customer and interested 

stakeholders. 

 

 

 

 

 

Divert calls to an alternative 

site.  

 

 

 

 

 

Authorise response 

strategy and 

implement. 

 

Operational Response Team to 

approve strategy. 

Inform secondary site lead of 

whom telephonyshall be 

diverted to. 

Contact phone provider and 

instruct calls to be diverted. 

Brief staff and allocate 

workload ensuring any 

information received is 

recorded appropriately 

Inform customer and interested 

stakeholders. 

   

shall  

 

 

 

Table 1: Relocate to Alternative Location and/or Invoke Home Working 

 

1.3 ADDRESSING ANY PREVAILING EFFECTS OF FAILURE OR DISRUPTION  

1.3 (a) Serco shall carry out tests to make sure that services have been returned to normal before an 

“all clear” is declared. If this is not the case, then the BC procedures hall be re-invoked and any 

remaining elements resulting from the incidents shall be closed as quickly as possible. At all 

times, safety shall be of paramount importance.  



 

 

1.3 (b) The individual nominated as responsible for managing the recovery phase shall develop and 

agree the recovery plan with the Business Unit’s Leadership Team, including details on the 

trigger point for recovery. An Impact Assessment shall be undertaken in terms of the impact of 

the incident and any changes that it may have brought that shall affect the ‘new normal’ against 

the pre-incident normal.  

1.3 (c) Serco shall recognise that the BC plan is a living document, and it shall be reviewed and 

updated in accordance with the requirements of Schedule 29. Serco shall manage the process 

of document reviews through a programme of pre-planned BC activity or in the event of 

declared invocation post incident brief. Serco shall use the check list shown in Table 2 to record 

and review performance in manging BC incidents.  

  

Plan Activation  

Have you:   
Tick  Action Taken   

Refocused efforts towards recovery?        

Deactivated staff members and resources as 

necessary?   
     

Continued to gather information about the 

situation as if affects you?   
     

Assessed the financial impact?        

Contacted your insurance broker / company?        

Kept staff informed?        

Kept key stakeholders informed?        

Identified information requirements and 

sourced the information?   
     

Set priorities and recovery options?        

Updated the Recovery Plan?        

Captured lessons identified from your 

individual, team, and business recovery?   
     

Table 2: Check list to record and review performance in managing BC incidents 

1.4 INCIDENT CLOSURE  

1.4 (a) Following restoration of services, the following activities shall take place:  

• Staff, who have relocated to other sites or completed a different role, shall be debriefed 

and re-allocated to their original role and site;  

• Any agency staff shall be de-briefed and agency contacted;  

• Any hire vehicles or charter vessels shall be returned to their supplier;  

• Any documentation shall be securely returned to the original site; and  

• Any information shall be logged on the relevant system and destroyed or filed (in 
accordance with Schedule 8 [Security and Information Management]).  

 



 

 

1.4 (b) Serco shall hold a ‘post-incident review’, ensuring lessons learned from the incident are 

highlighted for immediate application and logged for future resilience and incident preparation. 

An Evaluation of all associated process documentation shall also take place, including but not 

limited to Standard Operating Procedures (SOPs), Local Operating Procedures (LOPs), 

Incident Management Plans and BC Plans, to determine effectiveness and relevance of the 

associated processes, and to update them if necessary.  

1.5 SPECIFIC ELEMENTS OF THE BUSINESS CONTINUITY PLAN  

1.5 (a) To enable the BCP to be applied, it is essential that Serco shall first define and understand the 

levels of incident / failure / disruption to service that require the invoking of the plan as the level 

informs the required action, timeframe and the level of Serco to be involved. The levels are 

defined within the Serco Incident Reporting Scale (SIRS). The scale is intended to categorise 

the severity of the incident in terms of its objective impact on human life, property and national 

interest and, where relevant, Serco’s reputation. Table 3 sets out the internal reporting of 

incidents. Incidents shall also be reported to the appropriate national regulatory body in 

accordance with legal requirements (e.g. Reporting of Injuries, Diseases and Dangerous 

Occurrences Regulations).  

Incident Reporting Requirement 

SIRS Level FLC Serco Group Corporate 

Communication 

Insurance Team 

 

Major Incident 

 

Immediately 

by voice  

 

Immediately 

by voice 

 

Immediately by 

voice 

Within two working 

days where an 

insurance claim may 

result  

 

Significant 

Incident 

 

Immediately 

by voice  

 

With 5 days by 

email 

 

Immediately by 

voice if public / 

media interest  

Within five working 

days where an 

insurance claim may 

result 

 

Incident 

 

Weekly 

Report 

 

Consolidated  

report at next  

Board  

Meeting 

 

Not normally 

required  

Within five working 

days where an 

insurance claim may 

result 

Anomaly Weekly 

Report 

Not required Not required Not required 

Table 3: Internal incident reporting requirements 

 

1.6 REMEDYING THE DIFFERENT LEVELS OF DISRUPTION TO THE SERVICES  

1.6 (a) A major incident is defined as: “A serious incident affecting human safety, the environment, 

service or product delivery or company reputation  and which has either received or been 

threatened by significant adverse publicity or regulatory action”.  

There are several common characteristics of major incidents, some or all of which may be 

present:  

• Sudden or unexpected occurrence;  



 

 

• Severe and/or widespread impact on brand / reputation, financial standing and investor 

and public confidence;  

• Escalating intensity;  

• Interference with the normal operation of the business; and/or  

• Intense public, media and/or government scrutiny.  

1.6 (b) The assessment of whether an incident constitutes a major (or potential major) incident for the 

purposes of this plans hall normally be made by the HdSDA on first notification of the incident 

or by another competent manager. If the assessment is positive (showing the incident as a 

potential major incident) they shall activate the appropriate response. The status of the incident 

shall be kept under review and escalated or de-escalated in the light of current information.  

1.6 (c) Interruptions may occur for several reasons. Serco’s BC Plan shall manage the impacts of 

incidents rather than to imagine what the incident might have been. Table 4 includes a non-

exhaustive list of incidents and their possible impacts.  

 

INCIDENT DESCRIPTION IMPACT 

Fire  

An event that prevents staff 

from accessing their normal 

work area 

 

 

Denial of access. 

Structural Instability 

Flood 

Enforced exclusion zone 

Biological / bacterial threat 

Power cut  

 

Loss of Power 

 

 

Interruption to prioritised 

services. 

Scheduled energy supply 

maintenance 

Either of the above followed by 

failure of standby generator 

 

Local server failure 

Loss of telephone capability  Interruption to prioritised 

services.  A local interruption to IT 

services  

Coordinated attack  

An interruption to IT services 

 

Interruption to prioritised 

services.  
Interruption to mobile network 

Denial of access at the data centre 

Failure of key supplier or partner Interruption to supply chain Interruption to prioritised 

services. 

Industrial action Any event whereby the 

building is intact, and 

services are provided as 

required, but a lack of 

appropriately trained and 

security cleared staff 

impacts operations beyond 

a tolerable level. 

 

 

 

Unavailability of personnel. 

Regional flooding 

Civil disorder  

Fuel shortage  

 

Pandemic outbreak  

Table 4: Non-exhaustive list of incidents and their possible impacts 

1.6 (d) Serco’s assessment process shall be based on Serco's experience in resolving a wide range 

of potential and actual incidents. This, combined with SC validation exercises, means Serco 

may combine a range of recovery elements to quickly design and implement a recovery solution 

to deal with previously unencountered incidents.  

1.7  INITIAL INCIDENT NOTIFICATION AND RESPONSE  



 

 

1.7 (a) Serco's primary objective shall be to restore the service safely and to an acceptable level as 

early as possible. Serco has found that, for most incidents, this can be achieved at the 

operational level.   

Serco's teams are trained towards using well-defined processes. As such, they can recognise 

and resolve incidents efficiently. Further experience shall be provided through exercises which 

develops capability.  

1.7 (b) Depending on the scale of an incident, and the impact, the process allows for escalation from 

operational level through to tactical business unit level. For major incidents, escalation shall be 

made to Serco’s Strategic Executive to draw upon support from the wider Serco business. The 

BC plan details the steps which shall be taken in the event of an incident which may prevent 

the continuation of normal service operations of the Contract. It provides details of the strategic 

options and procedures that may be applied to support the continuity and restoration of service 

delivery and sets out prioritised objectives in the event of a BC incident in terms of the:  

• Prioritised activities to be recovered;  

• Timescales in which they are to be recovered;  

• Recovery levels needed for each prioritised activity;  

• Situations where the plan can be used; and  

• Alternative processes that may be required;  

1.7 (c) Serco’s plans shall cover all of the Contract sites / locations for any loss of associated 

equipment and/or capability. Escalation to Crisis Management shall be in extreme 

circumstances, such as those involving loss of life, serious risk of loss of life or injury, significant 

media interest or circumstances that threaten to disrupt Serco’s or the Authority’s strategic 

business objectives.  

 

Objectives 

- Minimise impact on business operation. 

- Minimise impact on Serco reputation. 

- Maintain prioritised activities. 

 

 

Immediate Actions (at scene of incident) 

- If early warning is received, implement 
appropriate strategy from Contract BC Plan to 
reduce the potential impacts of the incident. 

- For incidents with no warning, establish the nature 

of the incident, identify probable impacts, and 

develop appropriate responses to reduce the 

impacts of the incident. 

- Identify prioritised activities affected and the 

recovery resources required. 

 

Follow On Actions (at contract level) 

- Activate Operational Response Team.  

- Commence log of incident events. 

- Coordinate response to incident with the Authority. 

- Report incident to the Managing Director, Defence. 

Key SME Escalation Point - Divisional BC Manager and Head of Enterprise 

Risk Management Team. 

Timeframe for escalation - Maximum of 24 hours from incident. 
Table 5: Escalation to Crisis Management 

 

1.8 PROCESSES AND RESPONSIBILITIES  

1.8 (a) The type of response required shall depend on the nature of the incident. There are three 

levels of response that shall be initiated according to the nature and severity of the incident:  



 

 

• Strategic response: Providing divisional executive oversight and support where 

necessary.  

• Tactical response: Providing coordination and support to Operational response, and 

escalation to Strategic response (if required). 

• Operational response: For performing practical response and recovery measures. 

This is a well-established response and recovery structure used by Serco, developed over 

many years of supporting UK Government departments. It shall provide a practical three-layer 

Command, Control and Communication system enabling the comprehensive and effective 

management of any BC incident. The actions required of these teams are outlined in Table 6.  

 

RECOVERY 

TEAM 

DESCRIPTION RESPONSIBILITIES MEMBERSHIP 

POOL 

Strategic (UK & 

Europe) 
Focus on the strategic 

response to a BC 

incident, when called 

upon to do so  

- Strategic command and 
control of the response.  

- Evaluating reports from the 
Tactical team and taking 
appropriate action.  

- Confirming shutdown 

procedures, if required. 

- CEO  

- (Divisional Crisis 

Management 

Team as 

necessary) 

Tactical  

Defence  

(Maritime  

Services) 

Tactical management of 

BC incident affecting 

Sercoshall be 

undertaken by the 

Tactical response  

Team 

- Tactical command and 
control of the response. 

- Evaluating reports from the 

Operational team and taking 

appropriate action. 

- Confirming shutdown 

procedures, if required 

Escalating to Strategic 

Team, where necessary. 

- Managing 
Director, 
Defence.  

- Maritime Director. 

- Head of Service 
Delivery Area. 

- Head of Maritime 

Safety and 

Compliance  

Operational  

(DMS-NG  

Contract) 

Central to resolving the  

situation within the  

department. 
 
 

Continue normal 

activities according to  

the incident and BC 

Plans  

 

- Managing the incident and 
its recovery.  

- Accessing the BC Plans. 

- Selecting a strategy from the 
BC Plans. 

- Referring to Serco 
executives and senior 
managers, as appropriate. 

- Implementing the selected 
and approved BC strategy. 

- Initiating staff callout. 

- Managing the response 

and recovery. 

- Undertaking practical 
measures to action 
recovery. 

- Liaising with the Tactical 

Incident team as necessary. 

- Head of Service 
Delivery Area. 

- Technical 

Manager.  

- Operations 

Coordinator.  

- HSEQ 
Nominated 
Representative.  

- HR Business 

Partner. 

Table 6: Response and recovery structure 

 

1.8 (b)  The response team  shall advise the Authority and shall:  

• Nominate a single point of contact (and deputy) to liaise with the Authority; and  

• Agree the level of information and frequency of communication. 



 

 

The Operational Response Team shall complete regular situation reports throughout the BC 

event. They shall be shared with stakeholders to provide a consistent understanding of current 

business impact and the progress of the recovery strategy.  

Reports shall be issued at defined intervals and stakeholders shall receive a communication 

schedule with their initial situation report, which will give timescales and extent of the restoration 

of services.  

1.9 PRIORITISATION  

1.9 (a) Serco's key priorities in the event of an emergency or business interruption shall be to ensure 

all parties are safe and that notification to all staff and other key stakeholders is communicated 

effectively. Serco shall prioritise activities as shown in Table 6. 

 

PRIORITISED 

ACTIVITIES 

RECOVERY TIME 

OBJECTIVE 

MAXIMUM PERIOD OF DISRUPTION 

Operation of the DMS-NG 

Contract 

24 hours 1 week 

Compliance with 

Regulatory bodies 

24 hours 1 week 

Data Compliance 24 hours 1 week 

Table 7: Serco's prioritisation of activities in the event of an emergency or business interruption 

 

1.9 (b) The following common objectives shall apply to any incident:  

• Preserve life and relieve suffering;  

• Protect property (including information) and the environment;  

• Maintain BC;  

• Minimise financial and reputation loss;  

• Restore public and customer confidence;  

• Restore normality (or the best outcome that can be achieved in the circumstances) as 
soon as possible; and  

• Evaluate the response and identify lessons to be learned.  

1.9 (c)  The focus of the response shall be to maintain and recover Serco's ‘prioritised activities’, which 

shall be recovered within the recovery time objective (RTO) and to the Minimum Business 

Continuity Objective (MBCO) level Serco has established in Serco's its business impact 

analysis.  

The Operational Response Team (Table 8)shall locally manage most BC events. Team 

composition shall be determined by the HdSDA based on the nature and scale of the incident.  

 

JOB ROLE RESPONSIBILITY DEPUTY 

Maritime Director BC Lead / Strategic Escalation Head of Service Delivery Area 

Head of Service 

Delivery Area 

- Incident Commander.  

- Review options and advise on 
legislative and regulatory 
implications.  

- Advise on operational impact. 

SDA Technical Manager / SDA 

Operations Manager  

SDA Operations 

Manager 

- Communications with 

stakeholders  

- Advise on crew issues, work 
with travel desk as required  

SDA Technical Manager 



 

 

- Maintain event log 

SDA Technical Manager - Advise on technical 

implications arising from 

engineering issues and 

potential solutions 

N/A 

HSEQ Nominated  

Representative 

- Designated Person, Company 

Security Officer, advise as 

required 

SDA Technical Manager  

 

Finance BP /  

Commercial  

Manager 

- Maintain finance log, liaise 

with insurers 

Alternative Finance  

Person / Legal Contracts  

Manager 

HR Business Partner - Personnel welfare and 

communications 

Operations Administrator 

Table 8: Operational Response Team 

 

1.9 (d) Team assembly procedure - Serco’s methodology for assembling recovery teams shall be 

based on the criteria in Table 9, following which a recovery strategy shall be selected and 

implemented.  

RECOVERY PROCEDURE ACTIVITY 

Assemble Operational response Team  - Technical Manager or Deputy to contact required 

team members 

Assess situation - Access the BC Plan 

- Open the teleconference line 

- Maintain incident log and situation report 

- Operational response team discusses the situation 

and decides whether it is a BC incident. 

- Distribute initial situation report 

Declare BC Event - Escalate incident to Tactical Team via Maritime 

Director (or Deputy) to Managing Director, Defence. 

- Tactical team to confirm communications path to 

MOD and manage communications. 

Declare recovery strategy - Operational Response Team lead to confirm 

invocation approval. 

- Necessary interdependencies to be contacted to 

enable recovery. 

Table 9: Serco's methodology for assembling recovery teams 

 

Setting up of the Control Centre - The team shall either be based in a pre-agreed control 

centre, based on ease of access, communication and proximity to the incident or more likely 

set up a virtual control centre using Microsoft TEAMS. A Microsoft TEAMS site shall be set up 

where the incident management team can be added and issued with data packs instantly, 

typically containing items such as Call out list, Log Sheets, Crisis Management Plan, 

Appropriate Navigational Charts, Vessel drawings and any specific instructions for the location.  

International Resilience - When a vessel is on deployment overseas and not in a Dockyard 

Port, the HdSDA shall utilise the services of Serco's Ship’s Agents to assist with any logistical 

requirements if the vessel is in port or due to arrive. The Agent shall act on behalf of Serco to 

arrange any services required e.g. medical services, harbour towage, repair contractors, travel 

and local accommodation.   



 

 

Should ocean towage be required for example in event of total propulsion failure, Serco’s 

network of specialist Shipbrokers shall be engaged to identify the best solution. Insurance 

Underwriters shall be contacted via Serco's brokers to obtain any additional support for repairs 

by appropriate Salvage Association surveyor to assess any damage and to work with Class to 

oversee any repairs. Serco shall also hold contracts with Oil Spill Response contractors should 

they be required.  

Should the vessel be on task, the HdSDA shall liaise with DMS and the End-User to seek to 

mitigate any impact on the tasking. This may entail short-term charter of another suitable asset 

to provide continuity of service. Brokerage and Industry contacts shall be utilised to find a fit for 

purpose solution.  

Major repairs which necessitate drydocking shall be arranged via Agents and Original 

Equipment Manufacturers (OEM) contracted to support as required to minimise disruption. 

Vessel Superintendents together with any other personnel required on-site shall travel to 

oversee repairs.  

At all times, the HdSDA shall maintain communications with DMS, the End-User and the Vessel 

Master to ensure all support is provided. This may include liaison with the British Embassy in-

country to provide any clearances needed.  

Rapid and agile communication – Recognising the increasing use of messaging services, 

communication groups using media types such as WhatsApp may be used as a way to update 

the immediate team. This is especially useful if there is a failure of corporate systems. This 

system is tested so all management teams have personal phone numbers so that no 

communication is lost.  

Decision Points - The recovery team shall use a checklist to ensure that all actions have been 

taken and recorded. The tick box process shall ensure that all items are covered and any 

inabilities to complete actions are visible.  

 

  



 

 

2 CONTINUOUS IMPROVEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

2.1 SERCO’S APPROACH TO ENSURING CONTINUOUS IMPROVEMENT  

2.1 (a) Serco shall ensure that CI is a permanent objective for the Contract Term and confirm that 

Serco's its focus for CI shall be on cost efficiency and quality.  

2.1 (b) Serco shall add value based on its:  

(i) Proven ability to provide innovative solutions to cost and quality questions from the 

Authority through Contract Change;  

(ii) Mature partnership approach with the Authority, with the ability to drive that into the 

Supply Chain;  

(iii) Proven record in providing an additional level of Service Assurance;  

(iv) Ability to deliver the combination of development of industry best practice, using the 

best of Serco;  

(v) Demonstrable CI towards safety and quality;  

(vi) Detailed joint risk review process with the Authority driving CI in areas of priority and 

risk and providing a relentless focus on what is important;  

(vii) Delivery of training and support in the CI space;  

(viii) HdSDA, whos hall lead this throughout the entire organisation. The HdSDA shall be 
supported and guided by Serco Group and the setting of quality objectives as set out 

above; and  

(ix) Ability to reach back to the greater Serco organisation for support.  

2.2 EMBEDDING A CONTINUOUS IMPROVEMENT CULTURE  

2.2 (a) Serco shall embed a culture of CI across the Contract. Serco shall deliver a relentless focus on 

Operational Excellence (OE) with an emphasis on ‘what we do well’ and ‘what we could do 

better’. Serco shall focus on cost efficiency and quality, as a guide, but with a clear mandate 

not to compromise on health and safety or performance in achieving CI.  

2.2 (b) Serco's experience in the embedding of Serco's its CI culture shall be driven through Serco 

Senior Management and the objectives prioritised by them. As a minimum,Serco's CI objectives 

shall address:  

(i) Individual Authority requirements;  

(ii) Performance levels to meet customer expectations; and 

(iii) The improvement of internal efficiency, leading to opportunities to work safer and 

smarter.  

2.2 (c) Serco shall create a Contract CI plan which it shall align with the Authority’s strategic planning 

and budgets. The CI plan shall state key strategic objectives around cost efficiency and quality, 

with an agreed plan on where and how these can be improved.  

2.2 (d)  The CI plan shall be reviewed and updated at strategic board and performance reviews.  

2.3 CREATING AND FACILITATING A CULTURE OF CONTINUOUS IMPROVEMENT  

2.3 (a) Operational Excellence (OE) is a key term used throughout the Serco organisation. It is a vision 

and a collection of principles, systems and tools which enable every employee to continuously 

improve performance for Serco's customers.  



 

 

2.3 (b)  Serco's approach to OE involves every employee at all levels within the company. Serco uses 

‘belt’ terminology which is adapted from karate and represents progression in training, 

knowledge and complexity of improvement projects. OE is focused on empowering employees 

to deliver CI in accordance with their level of authority, supported by appropriate systems and 

processes that enable tangible benefits to be realised (in accordance with customers’ priorities). 

This creates an environment in which problem-solving, teamwork and leadership results in 

sustained CI of all aspects of Serco's performance.  

2.3 (c) Serco shall incorporate Six Sigma Yellow Belt into the DMS-NG team, with ongoing refresh of 

training and upskilling designed to drive year-on-year improvements from baselines. Serco shall 

implement performance plans across the teams, ensuring alignment to priorities, clear targets 

and clarity of expectations.Serco's customised training programme shall incorporate all of 

Serco’s best practices. Members of Serco's team who complete the Yellow Belt process are 

formally recognised by the Institute of Continuous Improvement in Public Services (ICiPS).  

2.3 (d) Through OE, Serco’s approach shall focus on embedding and supporting the right culture to 

proactively identify and implement improvements. Serco shall leverage the highly skilled and 

qualified OE experts and processes to deliver the DMS-NG Contract.  

2.3 (e) Serco shall achieve this through a collaborative culture that values CI and innovation, combined 

with an in-depth understanding of the maritime industry and the latest technologies to guide the 

improvement journey. Serco shall clearly communicate the vision of the culture required and 

keep it visible in all key messages. Serco shall use a range of channels, including face-to-face 

meetings and bulletins and use simple examples to illustrate.  

2.3 (f) In summary,Serco's CI culture shall:  

(i) Embed responsibilities and objectives on CI and innovation in Serco's appraisal 

process;  

(ii) Create a network of trained CI champions;  

(iii) Provide the training, support and methodology knowledge required. For example, help 
with Design Thinking, a set of cognitive, strategic and practical procedures used by 

designers;  

(iv) Provide and advertise an ideas portal for capturing ideas and promoting successful 

solutions;  

(v) Empower leadership to participate in forwarding ideas and lead by example; 

(vi) Reward innovative ideas that deliver measurable CI; 

(vii) Encourage teamworking by encouraging networking for problem solving in Serco's‘ 

ideas portal’; 

(viii) Define and track CI and innovation and make the results available to all personnel; and 

(ix) Create forums with monthly speakers to raise awareness of internal success stories 

and with external speakers to deliver ‘Show and Tell’ sessions.  

2.4 PRESENTING CONTINUOUS IMPROVEMENT IDEAS TO THE AUTHORITY  

2.4 (a) Leadership for CI shall come from the Management Team for the DMS-NG Contract, supported 

by OE Leads, while the provision of CI training (Yellow Belt) and establishment of personal 

targets for individuals shall be aligned with Authority requirements, in accordance with Serco's 

SMS.  

2.4 (b) Regular monthly meetings with the Authority shall provide a suitable forum for discussing and 

agreeing specific CI priorities for developing / progressing that shall lead to improvements in 

efficiency and effectiveness, while Serco's established CI processes, reviews and audit sshall 

focus Serco's efforts in ensuring Serco adopts best practice to deliver and further enhance 

Authority satisfaction. Serco shall:  



 

 

(i) Conduct an annual customer survey and assess any feedback;  

(ii) Develop CI actions;  

(iii) Review CI actions with the customer; 

(iv) Discuss and review ideas for CI; 

(v) Feed CI actions into the Contract Improvement Plan;  

(vi) Host six-monthly Strategic Partnering Board (SPB) session;  

(vii) Gather feedback from key stakeholders, including listening, questioning and SRO 

engagement;  

(viii) Drive the delivery of actions and carry out reviews as part of SPB Actions;  

(ix) Conduct monthly performance reviews to draw out quality issues (and feed resulting 

actions into the Contract Improvement Plan); and   

(x) Conduct regular Local Performance Reviews.  

2.4(c) In all cases, the rationale for meetings shall be to monitor performance, as well as review ideas 

for service improvement and innovation. At the monthly performance board, Serco shall seek 

input from the Authority and its own personnel. Serco shall use a template, to be agreed with 

the Authority, in which ideas can be submitted in a common format. Serco shall review the 

submitted forms internally and then present them to the Authority at the monthly performance 

review.Serco's objective shall be to score each suggested improvement and innovation and 

accept, reject, or subject them to further review. Serco shall encourage everyone to submit 

ideas for CI, together with the outcome that could be achieved.  

2.5 DEVELOPMENT AND IMPLEMENTATION OF SOLUTIONS DERIVED FROM CONTINUOUS 

IMPROVEMENT IDEAS  

2.5 (a) Serco shall use the processes in Serco's its SMS to develop CI ideas into solutions and to 

implement them into the Service. Serco’s process improvement methodology is ‘Define, 

Understand, Implement, Sustain’ (DUIS) (Figure 1).  

 

 

 

Figure 1: Serco’s DUIS process improvement methodology 

 

2.5 (b) Serco’s CI and innovation team shall develop CI initiatives, complemented with personnel from 

across the DMS-NG team. Serco has access to a wide range of skills Serco's within its teams 

as well as from partner organisations. For technical improvements, Serco shall create a 

separate development environment to be used to develop, test and gain feedback on changes 

internally before they are trialled.  

2.5 (c) With suitable controls, e.g. restricting functionality to selected groups, itshall be possible to pilot 

and trial technical improvements. Serco shall only incorporate changes after they have been 

tested in a development environment. Serco shall use a sub-set of users to evaluate and gain 



 

 

feedback. The selection of users shall be a combination of random personnel as well as those 

willing to take part in a trial and provide feedback. Development environment testing is important 

because care needs to be taken to ensure no data integrity issues are caused by the change.  

2.5(d) For process changes, a subset of users may be selected to trial the new process (where 

selection could be random or voluntary and based on geography or the meeting of certain 

criteria). Metrics (automated and through surveys) shall be collected for the trial group against 

existing groups to measure the benefits.  

2.6 CONTINUOUS IMPROVEMENT MAPPING IMPROVING QUALITY AND OUTCOMES  

2.6(a) The effects of CI shall be measured and recorded to show the positive impact CI is having on 

overall Contract performance.  

2.6 (b) The Contract Improvement Plan shall capture the essence of all the CI activity and use 

qualitative and quantitative metrics. It shall also be a live document so that it reflects the current 

Contract status.  

 

 



 

 

3 DISASTER RECOVERY PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

3.1 ENSURING CONTINUITY OF THE BUSINESS PROCESSES AND OPERATIONS  

3.1 (a) The DMG-NG Disaster Recovery Plan has been designed to support the continuity of the 

business processes and operations related to delivery of the Services at all Authority and 

Contractor sites during any period of service failure or disruption with, as far as reasonably 

possible, minimal adverse impact. It shall provide the required level of detail appropriate to the 

sound governance of the creation and operation, of a robust and resilient BC Plan and shall be 

based on ISO 27001 (Information security, cybersecurity, and privacy protection), which 

provides guidance for the setting up and managing of an effective BC Management System.  

3.2 DISASTER RECOVERY PLAN DETAILS  

3.2 (a) Technical Design & Build Specification 

Serco’s Disaster Recovery Plan / System shall encompass each technology component 

required to operate the service, ranging from a multitude of networks, software applications, 

underlying infrastructure, and third-party services. The two key technology services Serco shall 

utilise for the DMS-NG operation are:  

 
(i) Serco UK Assured,Serco's corporate infrastructure, including networks, devices and 

corporate application provision; and  

(ii) SEAMS, which system provides asset management, operational tasking and 

associated data analytics capability. 

The system designs for these capabilities shall encompass availability management and have 

dedicated Disaster Recovery plans which are aligned to JSP 440, meeting the requirements for 

security, resilience and BC.  

3.2 (b) Procedures and Processes in Relation to the Disaster Recovery System  

3.2 (b)(i) Data Centre and Disaster Recovery Site Audits 

Serco systems shall be hosted with Microsoft Azure and wider cloud capabilities are 

leveraged to support Serco's DR configuration, testing and audits. This shall include 

Microsoft’s Site Recovery service, ensuring continuity by keeping business apps and 

workloads running during outages. Site Recovery shall replicate workloads running on 

physical and virtual machines (VMs) from a primary site to a secondary location. When 

an outage occurs at your primary site, the user shall fall over to a secondary location, 

and accesses apps from there. 

3.2 (b)(ii) Backup Methodology and Approach to Data Back-up and Verification 

Serco’s IT systems shall use a resilient infrastructure operated from UK-based data 

centres in Microsoft Azure. Using two regionally separated availability zones, all data 

(including customer data)shall be securely replicated to the second instance in near 

real-time. Digital information shall be stored and processed on assured platforms, 

granted full accreditation in accordance with the requirements of HMG and Ministry of 

Defence policy with certification issued by MOD Cyber Defence and Risk. The systems 

shall comply with the Cyber Risk MODERATE rating in line with the classification of the 

DMS-NG Contract. Serco shall hold Cyber Essentials Plus Certification and shall be 

ISO / IEC 27001 certified. 

Serco's systems shall be hosted in the UK, across multiple ISO 27001 certified Cloud 

Providers whereby critical data and configuration is replicated in real time to a 

secondary data centre. Should a loss of primary IT services occur, systems shall be 



 

 

configured to failover to the secondary site, achieving a prompt RPO / RTO. Serco shall 

also use “SQL Always On cluster”, which is configured to offload backups to a 

secondary replica, saving CPU cycles on the primary replica and ensuring operational 

systems performance is not hindered by backup data processing. 

Serco shall employ up-to-date and appropriate technologies, including forensic 

investigation and analysis capabilities .Serco's personnel shall be experienced in 

successfully responding to largescale ransomware attacks. Working with third parties 

Serco shall rehearse plans, meeting the Authority’s contractual needs, minimising 

customer disruption, and ensuring that no data is permanently lost / inaccessible. 

3.2 (b)(iii)  Identification of all Potential Disaster Scenarios  

There are several common characteristics of major incidents, some, or all of which may 

be present:  

(i) Sudden or unexpected occurrence;  

(ii) Severe and/or widespread impact on brand / reputation, financial standing and 
investor and public confidence;  

(iii) Escalating intensity;  

(iv) Interference with the normal operation of the business; or  

(v) Intense public, media and/or government scrutiny.  

Table 10 provides examples of major incidents that may affect Maritime Services. 

These shall be reflected in the Contract risk register along with Serco's risk reduction 

and mitigation measures.  

 

OCCURRENCE INCIDENT EXAMPLE 

 

 

 

 

 

 

 

 

 

 

SUDDEN 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Major incident leading to loss of 

life, serious injury and/or loss or 

damage to property or 

information 

- Death or serious injury or serious threat 

to a member of staff, sub-contractor, 

customer, or the public on or off site. 

- Extreme weather (e.g. flood, storm, snow, 

heatwave) affecting business operations.  

- Man overboard / grounding / collision / 
fire / structural damage on vessel.  

- Fire / explosion affecting business 

premises.  

- Pollution incident.  

- Denial of access to premises. 

- Loss of utilities (electricity, gas, water, 
sewage, telecommunications).   

- Loss, serious damage or non-availability 

of company computer and/or 

communications facilities. 

Hostile action directed against 

the organisation or affecting 

business activities 

- National / international crisis (war, 
economic blockade, terrorist activity).  

- Pressure group activities affecting 

business activities.  

- Organised hostile local press campaign.   

Relationships related to 

contractual relationships with 

customers or key sub-

contractors 

- Disruption of supply chain such as 
transport disruption or fuel shortage  

 

Legal / compliance issues 

related to compliance with legal 

or regulatory requirements. 

- Breach of Flag / Class requirements. 

- Criminal activity by employees (alleged or 

proven). 



 

 

 

 

 

SUDDEN 

- Serious malpractice, gross misconduct, or 

unethical activity by senior employees 

(alleged or proven). 

- Legal action against company or officers. 

- Withdrawal of insurance cover 

(threatened or actual). 

Relationships related to 

contractual relationships with 

customers or key sub-

contractors. 

- Disruption of supply chain such as 
transport disruption or fuel shortage. 

 

 

 

 

 

 

PROGRESSIVE 

Market related (to gradual 

changes in the market or 

competitive position). 

- Major change due to regulatory policy. 

 

Financial related to changes in 

operating costs or undetected 

fraud. 

- Unforeseen Capital Expenditure 

requirement.  

- Fraud. 

Legal / Compliance related to 

change in regulatory framework. 

- Legislation or regulatory change  

- Fraud 

Relationships related to erosion 

of customer confidence or 

industrial relations. 

- Loss of customer confidence  

- Breakdown in Employee Relations 

leading to Industrial Action 

Financial affecting the business 
plan or viability of  

the company 

- Loss of significant customers (threatened 

or actual)  

- Financial loss of accreditation 

Legal / compliance related to 

compliance with legal or 

regulatory requirements 

- Breach of Flag / Class requirements 

- Criminal activity by employees (alleged or 

proven) 

- Serious malpractice, gross misconduct, or 

unethical activity by senior employees 

(alleged or proven) 

- Legal action against company or officers 

- Withdrawal of insurance cover (threatened 

or actual) 

Table 10: Major incident examples that could affect Maritime Services 

 

Serco has developed a ‘Major Incident Management Plan’ (MIMP) template for Serco's 

its Defence operations. This is because Serco recognises that a Major Incident on 

Maritime Vessels may also have consequences requiring an integrated response, or 

that a national emergency or disaster giving rise to a mobilisation of MOD capabilities 

may also affect operations.  

The MIMP covers:  

(i) Major incident scenarios;  

(ii) Principles and processes for incident assessment, management and reporting;  

(iii) Roles and responsibilities of responders;  

(iv) Incident response procedures for seven core incident types, including death or 
serious injury, fire or explosion, terrorist incident, environmental contamination, 

aviation safety incident, severe weather and invocation of the Station Contingency 

Plan (for reasons other than those listed above);  

(v) Key contact information; and  

(vi) Incident management templates.  



 

 

The review process through the Authority and the HdSDA shall enable the updated plan 

to be submitted to the Contract Management Team (CMT) annually, or within five days 

of agreed changes, when amended. The MIMP shall be primarily geared towards:  

(i) Ensuring that the initial response is both appropriate and proportionate;  

(ii) Mobilising necessary resources;  

(iii) Establishing and maintaining effective command, control and communications;  

(iv) Initiating actions to provide containment of the incident and prevention of 

escalation;  

(v) Maintaining current delivery capability; and 

(vi) Establishing the arrangements to recover from an acute incident, or to scale up 
operations to deal with a surge requirement. 

The following key factors shall underpin Serco's planning and response:  

(i) The need for a clear understanding of Serco’s role and responsibilities within the 
station-wide response;  

(ii) Ensuring that Serco’s plans are complementary to other stakeholder plans, shared 
with the Authority and with other relevant agencies;  

(iii) Ensuring that assumptions about, and dependencies on, third parties are mutually 

agreed, validated, and planned for;  

(iv) Maintaining an effective staff recall / reinforcement system tailored and adapted to 
suit any event;  

(v) Ensuring that available resources are directed towards priority tasks that they are 
appropriately briefed, monitored, and controlled;  

(vi) Identification of reinforcement approaches for each area;  

(vii) Planning of shift systems and revised staffing arrangements to extend and reinforce 
activities;  

(viii) Ensuring that all sub-contractors can andshall respond appropriately;  

(ix) Ensuring that responders are aware of, and trained for, their allotted role and  

(x) Exercising regularly (table-top and live, as appropriate) and taking part in wider Air 
Station exercises conducted by the Authority. Where live testing is not appropriate, 

lessons learnt from real live situations may be used to implement changes to 
achieve increased continuity of service. 

With the nature of the contracts that Serco manages, the type of incidents that occur 
within the portfolio are very diverse. Exercising or invoking Continuity Management 

Plans on a regular basis shall help to evolve the plan and encourage continuous 

improvement. It shall also provide experience to staff in managing an incident.  

3.2 (b)(iv)  Risk Analysis  

Risk management shall be embedded in day-to-day business and operations across all 

workstreams and at all levels. It shall be integral to the management functions within 

Serco. The Risk Management Plan and joint risk register shall be made available to the 

Authority through a quarterly report.  

For the operational and technical risk management and assurance, Serco shall 

continue to utilise Serco's its ASSURE application, a company-wide, online, bespoke 

management information database which shall continue to be an effective means to 

acknowledge actual (or potential) instances of service non-conformance to process. It 

shall enable the identification of root-cause analysis, capturing of non-conformances 

and managed tasking of corrective actions, as well as lessons learned.  

Having identified possible risks as part of the qualitative risk assessment, risk 

quantification shall be applied to prioritise risks so that the management team is focused 

on the most significant ones.  



 

 

The Serco risk analysis process shall require the Risk Owner to estimate the:  

(i) Probability of occurrence of each risk; and 

(ii) Possible impact on the achievement of the project or business goals. 

The methodology used (including a process map and scoring matrix) shall be mandated 

in Serco’s SMS.  

3.2 (b)(v)  Documentation of Processes and Procedures  

The primary owner of the Plan shall be the HdSDA. The HdSDA shall be responsible 

for ensuring that the Operations Managers review, amend and update the plans in line 

with the Annual Exercise and Review Schedule for the DMS-NG Contract. A system 

version control has been employed and changes formally notified to all interested 

parties with a formal distribution record maintained and kept up to date. All relevant 

management teams shall have access to the DMS-NG SharePoint repository which 

may be accessed securely from any location with internet access. The review of 

documentation shall be completed as part of a pre-planned schedule of activity.  

3.2 (b)(vi) Hardware Configuration Details  

Serco shall produce Low Level Systems Designs for all systems infrastructure, which 

shall be maintained in line with a robust Change Management process and hardware 

devices shall be recorded within a Configuration Management Database (CMDB). As 

accredited MOD systems, Serco shall provide updated design documents to MOD’s 

Defence Cyber and Risk (CyDr) as part of the accreditation renewal regime. In addition 

to Design documentation, Serco shall use Microsoft Azure’s configuration tools to 

record and manage virtual hardware configuration. This shall be then used by 

automation tools which are used for systems restoration and replication where required.  

3.2 (b)(vii)  Network Planning  

Serco shall partner with leading global communications operators for the provision of 

network connectivity across Serco's its business. For DMS-NG Serco shall provide 

networks at MOD sites occupied by Serco personnel, on Vessels and for mobile and 

field-based workers.  

Serco shall produce Low Level Systems Designs for all systems network connections 

and underlying infrastructure, which shall be maintained in line with a robust Change 

Management process and hardware devices shall be recorded within a CMDB. Diverse 

connections shall be provided if resilience is required and Serco shall leverage mobile 

(4G / 5G) and VSAT (satellite) connectivity where needed.  

All network provisions shall be underpinned by a robust SLA which correlates to the 

criticality of operations at the site and the reliance upon connectivity for operations.  

3.2 (b)(viii)  Invocation Rules  

Before invoking a Disaster Recovery Plan it is important to understand the possible 

implications of doing so. These may include:  

(i) Service being suspended until alternative site is fully functional; 

(ii) Service being severely impacted until alternative site is fully functional; 

(iii) Teams operating below normal resource levels; 

(iv) Teams exhibiting slower productivity rate than usual; and/or  

(v) A processing backlog developing.  



 

 

Recovery time shall include the period from the Disaster Recovery incident happening 

until normal service levels are restored. This plan and appendices shall include 

measures for mitigating the potential impacts of invoking them, and of the impact of the 

recovery times. Relocation plans have been developed to cause least disruption to the 

service. Tests shall be held with the various response and recovery teams, including 

Gold Crisis, Silver Incident and Bronze Recovery, to ensure team members know their 

scope and responsibilities.  

The Serco Leadership Team shall give authorisation to invoke the Disaster Recovery 

Plan, i.e. to put into practice the recommended recovery strategy. Serco shall nominate 

a single point of contact for the incident whose responsibility is to manage early 

engagement and communication with Authority personnel, Serco personnel, key sub-

contractor personnel and Serco group member personnel.  

While response and recovery teams are assembling and working according to plan, the 

incident shall continue to be managed at Silver Incident level. During recovery, the 

Silver Incident Team shall only escalate for strategic direction to the Gold Crisis Team 

in scenarios such as:  

(i) The BC plans fail or become exhausted;  

(ii) Service levels become unacceptable;  

(iii) Concurrent BC incidents make a recovery laboured or unlikely;  

(iv) Serious injury / loss of life has occurred or  

(v) Physical or technical access to a data centre is lost.  

Until that stage, the Serco leadership team, while kept fully informed of developments, 

shall not have an active response / recovery role. ‘Leadership team’ shall not be 

confused with the ‘Gold Crisis Team’. If assembled, the Gold Crisis Team shall liaise 

with the Silver Incident Team.  

3.2 (b)(ix)  Resumption of the Services to Address any Prevailing Effect  

Once declared, a Disaster Recovery incident shall continue until such time as the 

recovery teams agree that services have been restored to a level required by the 

Contract. Once the Disaster Recovery incident is resolved, the Disaster Recovery 

response shall be closed down in a controlled way, with the Silver Incident Team 

ensuring that normal services are resumed and interested parties have been informed.  

The Closedown Report shall be issued to the Leadership Team within twenty working 

days of the Disaster Recovery incident closing. Any failures of the Plan or weaknesses 

within it shall be discussed within the Report and measures for addressing them 

included. ‘Lessons Learned’ shall be incorporated into subsequent versions of the 

Disaster Recovery Plans and Appendices, as appropriate.  

3.2 (b) (x)  Ensuring Compliance with the Required Security Standards  

To ensure Serco's continued compliance with Schedule 8 (Security) and Schedule 9 

(Standards) during any period in which the Disaster Recovery Plan is invoked, Serco's 

Plan has been designed in accordance with JSP 440. The software and tools Serco 

uses in the event of a Disaster (including Malicious software or a Breach of Security or 

attempted Breach of Security) shall be fully compliant with the security certification and 

testing requirements, including:  

(i) [ISO / IEC 27001:2013 and/or IASME Gold] by a United Kingdom Accreditation 

Service-approved certification body or is included within the scope of an existing 
certification of compliance with [ISO / IEC 27001:2013 and/or IASME Gold]; and  

(ii) Cyber Essentials PLUS.  



 

 

3.2 (b) (xi)  Testing and Management Arrangements  

It shall be only through a comprehensive programme of review and test that assurance 

of the BC capability can be confirmed. Plans shall be reviewed and tested in line with 

requirements specified in the DMS-NG Contract, and audit trails shall be maintained of 

tests and their results.  

Reviews and tests shall include an assessment of the plan and invocation of its 

procedures. Tests shall take the form of:  

(i) Desktop walkthrough exercises;  

(ii) Proof of concept tests; and  

(iii) Full active tests with realistic scenarios.  

The review and test schedule shall be set by the Group Business Continuity team. The 

detail of each test, including its success criteria shall be contained in the corresponding 

Test Plan and subsequent report.  

 

  



 

 

4 EXIT MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

4.1 INTRODUCTION 

4.1 (a) A well-prepared Exit Management Plan (EMP) shall allow the Authority and Serco to be clear 

about the processes and procedures that shall be followed at the end of the Contract.  

4.1 (b) The purpose of the EMP shall be to identify areas where co-ordination is required to provide a 

seamless phase-out of those elements of the Contract that terminate on given dates. The plan 

shall be a living document and therefore be subject to change and development as required and 

agreed by both parties, or as needed as a result of changing circumstances in the Contract.  

4.1 (c) Serco’s EMP shall seamlessly transition Contract 4 Services (or any part thereof as stipulated 

in Schedule 2 SOR) to a Replacement Contractor and/or the Authority whilst meeting its 

contracted obligations for retainment of residual services. The EMP shall set out Serco's 

methodology and approach to achieve a successful transition of any services associated with 

ITN 703249461_1 on the expiry date and/or partial or full termination if notified by the Authority.  

4.1 (d) Furthermore, throughout the life of the Contract the Authority shall be informed of the status of 

the Service Delivery Procedures (SDPs) and advised of any material changes in its capacity to 

manage the parties’ respective obligations. in each case as required under the final agreed 

version of Schedule 21. Serco and the Authority shall review the EMP and SDPs annually at 

each anniversary of the Service Commencement Date (SCD) and at other times (Clause 28.5 

– Change) through the appropriate mechanisms, as set out in Schedule 6, be it through the 

Performance Review Board (PRB), Strategic Board, or otherwise.  

4.1 (e) Serco's nominated Lead Exit Manager shall be appointed as directed by the Exit activities 

stipulated in Annex A, or as dictated by the Authority under the circumstances of early, in part 

or whole termination. This dedicated management resource and their team shall ensure that 

Serco's obligations for Exit are met (including those of Serco's its key sub-contractors as 

documented in Schedule 23).  

4.1 (f) The Lead Exit Manager shall be responsible for the end-to-end Serco obligations during Exit, 

including the EMP, high level principles of which are as follows:  

(i) Obligations during the Contract term to facilitate Exit;   

(ii) Obligations to assist on re-tendering of services; 

(iii) Obligations during the Exit assistance period; 

(iv) The EMP;  

(v) Exit Management Services; 

(vi) Assets, Sub-Contracts and Software; 

(vii) Personnel; 

(viii) Charges; and 

(ix) Apportionment.  

4.1 (g) In accordance with Clause 28.5 (Change), Sercoshall review and (if appropriate) propose 

updates to the EMP on a basis consistent with the principles set out in  Schedule 21 (Exit 

Management).  

4.1 (h) This proposed approach shall enable the plan to be developed collaboratively with the Authority 

and shall allow Serco to review Serco's its methodology for early termination in the event of this 

occurring. The result shall be that, as each annual review is completed, both the Authority and 

Serco shall have an explicit understanding of the tasks, roles, responsibilities, approach and 

governance in the event of full or partial service termination. The review process shall be 

fundamental in reducing the Authority’s risk profile in an early Exit scenario.  Serco shall take 



 

 

all reasonable steps and co-operate fully with the Authority and the Replacement Contractor 

specified by the Authority to prevent any disruption to the Services.  

4.2 OBTAINING, COLLATING AND SHARING EXIT INFORMATION   

4.2 (a) In accordance with Schedule 21, Serco, throughout the life of the Contract period, shall produce 

and maintain the SDPs as detailed in Schedule 3. These shall be controlled and managed 

explicitly in relation to the requirements and procedures set in Schedule 6 (Governance). These 

shall be stored in a secure workspace as detailed in Section 9.6, below, and in Schedule 3.   

4.2 (b) The SDPs shall include a register of assets, sub-contracts and relevant agreements (Paragraph 

2.1 of Schedule 21). The format of the SDPs shall be agreed with the Authority as part of the 

process to agree the Service Delivery Plan (within three months of SCD), This shall be 

populated and updated to reflect current information. Serco’s Engineering and Asset 

Management System (SEAMS)shall be utilised to capture and maintain this information.  

4.2 (c) On notice from the Authority of a termination during the Contract Term or on Contract expiry 

(the "Exit Period"), the Lead Exit Manager shall provide the Authority with material and 

information which it is agreed is needed to facilitate the preparation by the Authority of any 

invitation to tender and/or facilitate any potential Replacement Contractor undertaking due 

diligence in line with Paragraph 3 Schedule 21 (the "Exit Information”). Serco shall not be 

expected to provide confidential or business sensitive information (including certain background 

IP) during the Exit Period, although arrangements to transfer this to a new provider post Exit if 

necessary to enable ongoing service delivery shall form part of the Exit planning process. This 

Exit Information shall be complete, accurate, up to date, and provided in a timely manner.   

4.2 (d) The Exit Information is defined in Schedule 21 Section 3 of the Authority Contract 

Documentation and is tabulated below. The Lead Exit Manager shall obtain and collate all Exit 

Information in accordance with Table 11 (below). Any changes to this proposed methodology 

shall be proposed by the Lead Exit Manager to the Exit Steering Group (ESG) and appropriate 

change control procedure followed.  

REF DESCRIPTION OBTAIN COLLATE 

Sch21,  

3.1a  

 

Details of the Services  

Obtained from SEAMS 

system by the Service 

Delivery Area (SDA) 

Operations Manager  

Collated by the Serco 

Head of Service 

Delivery Area 

(HdSDA)  

Sch21,  

3.1b  

The up-to-date SDPs  Obtained from SEAMS and 
the IMS by the SDA 
Operations Manager  

Collated by the Serco 

HdSDA  

Sch21,  

3.1c  

An inventory of Authority Data 

in the Contractor's possession 

or control  

Obtained from SEAMS and 
Assure applications by the 
Serco SDA Operations 
Manager  

Collated by the Serco 

HdSDA  

Sch21,  

3.1d  

Details of any key terms of any 

third-party contracts and 

licences, particularly as 

regards charges, termination, 

assignment and novation  

Obtained from Serco contract 
documentation by the 
Commercial Manager  

Collated by the Serco 

Commercial Manager   

Sch21,  

3.1e  

Details of any key 

dependencies on third parties 

in relation to the provision of 

the Services  

Obtained from Serco relation 
documentation by the 
Commercial Manager  

Collated by the Serco 

Commercial Manager   

Sch21,  Details of any key interfaces 

between the Contract and/or 

Obtained from SEAMS by the 

SDA Operations Manager  

Collated by the Serco 

HdSDA  



 

 

3.1f  the Services and other 

contracts and/or other services  

Sch21,  

3.1g  

A list of on-going and/or 

threatened disputes in relation 

to the provision of the Services  

Obtained from the Serco 

HdSDA  

Collated by the Serco 

HdSDA  

Sch21,  

3.1h  

To the extent permitted by 
applicable Law, all information 
relating to Subsequent  
Transferring Employees 
required to be provided by the 
Contractor under this Contract 
and in accordance with 
Schedule 22 (Staff Transfer)  

Obtained from Serco LMS 
application by the Serco HR 
Business Partner (HRBP)  

Collated by the Serco 

HRBP with strict 

regard to GDPR 

regulations  

Sch21,  

3.1i  

Updates against any 

scheduled maintenance 

programmes  

Obtained from SEAMS by the 

Serco Head of Engineering 

and Asset Management  

Collated by the Serco 

SDA Technical 

Manager  

Sch21,  

3.1j  

Such other material and 
information as the Authority 
shall reasonably require  

Obtained and collated by an 

appropriate Serco resource 

as agreed with the Authority  

 

Table 11: Exit activities from Schedule 21 and their respective owners 

 

4.2 (e) All Exit Information shall be shared in an electronic format to be agreed with the Authority by 

the Serco Lead Exit Manager at the ESG.  

4.3 PROPOSED METHODOLOGY FOR ACHIEVING AN ORDERLY TRANSITION TO THE 

AUTHORITY  

4.3 (a) Serco’s outline Contract Exit Methodology shall be based on a hand back or phase-out transition 

process. The aim of this process shall be to ensure that Serco:  

(i) Continues to meet its contractual obligations to the Authority until the agreed handover 

date(s);  

(ii) Continues to meet its moral and legal obligations to its staff;  

(iii) Plans, negotiates, and implements a smooth, seamless transition plan to the 

Replacement Contractor (or to the Authority);  

(iv) Maintains constant and effective communications and support to its staff;  

(v) Maintains close and effective dealings with its key sub-contractors and suppliers where 

applicable;  

(vi) Strives to ensure that staff administration processes are conducted professionally and 

with dignity; and  

(vii) Conducts negotiations and transactions in a way to uphold the reputation and high 

standing of Serco, its sub-contractors, and supply chain partners.  

4.3 (b) Serco’s EMP, which shall be delivered using industry-standard Programme and Project 

Management (PPM) methodologies, shall provide a common language for management. This 

shall allow for:  

(i) A structured approach to the Exit;  

(ii) The application of a robust and effective governance regime to drive the programme;  

(iii)  Provision of timely, accurate, and meaningful progress reports for transparency; and  

(iv) Collaboration.  

4.3 (c) Working collaboratively with the Authority shall provide a transparent view on the Contract Exit 

and shall provide a platform to build a low-risk transition to the Replacement Contractor. 



 

 

Transitions in service are high risk activities and therefore Serco shall use robust risk 

management approach to delivering critical change.  

4.3 (d) Due to the dynamic, fast-paced, and ever evolving nature of the contemporary business 

environment, the requirement to adapt and overcome is ever-present. Volatility, Uncertainty, 

Complexity, and Ambiguity (VUCA) shall necessitate a greater awareness, and readiness for 

the unexpected. Similarly, VUCA shall be a key feature of all temporary programme 

environments. It shall be therefore critical to have established key principles of the programme 

structure to reduce ambiguity surrounding the delivery of the programme. Sercoshall do this by:  

(i) Defining and managing complex interdependencies and risks (both tactical and 

strategic);  

(ii) Managing and prioritising finite resource (both human and financial) driven in the right 

place at the right time; 

(iii) Taking responsibility for clear decision making (in addition to timely escalations, where 

appropriate); and  

(iv) Providing assurance through the sustained focus on the specific outcomes defined by 

the Schedule 21, manifested by robust governance and reporting across all 

stakeholders.  

4.3 (e) The Lead Exit Manager shall be responsible for the end-to-end leadership of this programme of 

work. They shall lead delivery through excellence in planning; risk management; people change; 

best practice configuration management and change control procedures; progress tracking; an 

agile approach toward problem solving; and ensuring appropriate project assurance and 

governance is in place and maintained. Furthermore, the Lead Exit Manager shall be 

responsible for the creation and ownership of all project and programme documentation 

including but not limited to: Project / Programme plans, Status Reports, Lessons Learned Logs, 

Actions Logs, Project / Workstream Plans, Financial trackers, and the progress against 

contractual Exit obligations.  

4.3 (d) They shall manage internal and external stakeholders to ensure communication and 

understanding of project / programme progress, issues and risks, as well as gaining their input 

as necessary to expedite progress.  

4.3 (e) The Risk Management System Serco shall use for identifying risks during the Exit planning 

process shall be a mandated Serco Group standard. Part of the Lead Exit Manager and 

HdSDA’s responsibilities in Exit planning shall involve creating and maintaining a Risk Register, 

combining risks, actions, issues, dependencies and opportunities (RAID(O)) into a RAID(O) log. 

The RAID(O) log shall be formally presented, reviewed, and updated bi-weekly by Serco’s 

internal Exit Management Team and then monthly with the Authority in line with the frequency 

detailed in Section 9.4(b) of the EMP. Any risks directly associated with Exit shall be identified, 

assigned an owner, managed and mitigated.   

4.3 (f) The Exit Management Team shall collate risks and issues in the RAID(O), centrally balance 

resource and engage with stakeholders where appropriate. Any risks that the team have 

assessed and captured shall be quantified and prioritised for attention. A key benefit of the 

standard project management RAID(O) methodology shall be the emphasis on controlling 

change to mitigate risk, reflected in the joint management of the risk-register and its appearance 

on the agenda for both ‘Checkpoint’ and ‘Workstream’ meetings that shall be held at operational 

and strategic levels of the programme.  

4.3 (g) Ideally, Serco shall aim to ‘treat’ all risks and, therefore, shall it develop mitigation actions to 

offset their occurrence. To achieve this, the Exit Management Team shall be in regular contact 

with Serco’s contract management and operational personnel, interacting daily with Exit work 

streams to discuss the progress of the Exit. Ongoing dialogue shall assist Serco in ensuring the 

right resources remain available for the continuity of the core services and that Exit planning 

risks are managed and mitigated successfully and articulated to the customer. A key part of the 



 

 

handover process to the Authority or Replacement Contractor shall be the continued mitigation 

of any ongoing risks that relate to the service provision. Due to this, Serco propose that the 

management of risk during contract transfer shall be a standing agenda item on the ESG 

agenda.   

4.3 (h) Serco shall define a fully integrated final EMP with the Authority. This shall be achieved by 

developing and agreeing an Obligations Matrix for each workstream which shall be developed 

during the initial Exit planning process and align to both the requirements and the Terms and 

Conditions for ITN 703249461_1. From this, Serco shall mature the final EMP, which shall be 

agreed with the Authority and aligned closely to the Replacement Contractors’ transition plans. 

The agreed plan shall be baselined and act as one of the primary documents against which the 

ESG measure progress.  

4.3 (i) Serco shall set up a governance structure (detailed in Section 9.4[b] below) where Serco shall 

review progress, provide evidence, and obtain formal sign off by the Authority for the evidenced 

completed tasks.   

4.3 (j) Serco has included a draft Microsoft Project (MSP) Exit Plan (in Annex A of this response) 

aligned to Schedule 21 Section 5.2i. This draft Exit Plan lays out the mechanisms for exiting 

and shall form the basis of delivering Serco's Exit obligations. The draft Exit Plan attached is 

based on a full Exit at the expiry of the Initial Contract Term or any Extension Period; but can 

also (as with the EMP) be tailored for all other scenarios should they arise.    

4.3 (k) This methodology is largely time agnostic; therefore, this may be implemented at expiry, full 

termination, or if a material change requiring the disaggregation of certain services in Schedule 

2 is required. If so, Serco shall align to the Authority / Replacement Contractors implementation 

plan to assist with a seamless, comprehensive handover within the confines of Schedule 21 Exit 

Management Paragraph 6 (Termination Obligations). 

 

4.4 SERCO'S APPROACH TO PARTIAL TERMINATION   

4.4 (a) Serco shall facilitate an effective Exit by setting up an Exit programme with joint collaborative 

governance detailed below, delivering against the mutually agreed and Authority-approved 

EMP.  

4.4 (b) In the circumstance of partial termination, it is expected that a Termination Notice shall be 

issued, requiring the handover of a disaggregated service element and/or an Exit on 

geographical basis and/or a combination of the two Schedule 21 Paragraph 5.2(b) 5.4.  

4.4 (c) It is envisaged that the scope of the partial termination shall be clearly outlined in the 

Termination Notice. Should this arise, the EMP shall be updated, submitted, and agreed with 

the Authority within 20 business days of receipt of the Termination Notice. The updated Exit 

Plan shall be aligned to the scope of the ‘partial Exit’ as per the Termination notice and re-

baselined.   

4.4 (d) For the remainder of the services (outside the scope of the Termination Notice) Serco shall 

continue to work collaboratively with the Authority to deliver on  Serco's its remaining service 

obligations, interfacing as appropriate with the Replacement Contractor of the terminated 

services until such time that the original effective service expiry date is reached; at which point, 

as described in Section 9.2, a Contract Exit Programme shall be set up, the scope of which shall 

cover all residual services to be transferred to the successful Replacement Contractor.  

4.5 EXIT MANAGEMENT ORGANISATION STRUCTURE  

 

4.5 (a) As described in Section 9.2, Serco’s methodology shall be predicated around a low-risk, high 

agility model which shall allow it to be time, and scenario agnostic. It may therefore be scaled 

up, or down to respond to the needs of the customer upon any scope of service termination. To 

support the successful delivery of the EMP and achieve an orderly transition to the Authority 



 

 

and/or Replacement Contractor Serco has proposed an Exit programme organisation structure 

(Figure 2). This indicative Exit organisation structure is envisaged for a transfer and full Exit. In 

the event of a partial termination, the Exit organisation structure shall be amended to reflect the 

scope of the Exit.  

4.5 (b) Serco shall allocate a dedicated Lead Exit Manager to implement the EMP plan, who shall be 

supported by an additional Project Manager with further reach back to the wider Serco 

Mobilisation, Transition and Transformation (MTT) Team if required. The Lead Exit Manager 

shall report to the HdSDA and liaise with the Authority as required before the implementation of 

the Plan. The Lead Exit Manager shall establish an Exit Team with the appropriate skills, 

experience, and qualifications to successfully deliver the scope of the EMP, in accordance with 

quality standards and timescales specified by the Authority as baselined.  

4.5 (c) At an appropriate time, or at the point of notification of early termination, Serco shall also engage 

support from the wider organisation, which shall include, but not be limited to, additional HR 

assistance, as well as personnel from Serco's Commercial, Finance, Procurement, Quality, IT, 

Health and Safety, Environment and Security Services teams. The Lead Exit Manager shall co-

ordinate this team of SMEs through the overarching Exit Plan as provided in Annex A to the 

EMP.   

Figure 2: Exit Management Structure 

4.6  APPROACH FOR SETTING UP THE EXIT STEERING GROUP  

4.6 (a) Serco has developed a robust yet flexible methodology, team structure and time agnostic Exit 

solution. Alongside this, Serco have detailed an approach to aligning the Exit Governance 

requirements into the Contract Governance as dictated by Schedule 6. This shall allow advance 

visibility of the roles, principal processes, interfaces across the matrix structure and the terms 

of reference. In doing so, the Authority, alongside the HdSDA, may prepare themselves to set 

up the ESG, be it at the effective end date of the Contract, or in the circumstances of partial 

termination, or full termination in advance of the effective Contract end date. At any of the 

appropriate trigger points, the Serco Exit Leadshall be appointed from the MTT team with 

immediate effect and begin to set up the sum of the Exit requirements, as articulated throughout 

this response. The Exit Leadshall take the then baselined EMP, whichshall include a draft list of 

attendees, proposed arrangements to chair the ESG, the draft structure, terms of reference and 

meeting frequency throughout the life of the Contract which can be found in Section 9.4(b). At 

this time, the Lead Exit Managershall act upon Clause 6.5 of Schedule 21 and request an ad 

hoc Strategic Board with the Authority to formally commission the ESG. All relevant partiesshall 

  

    



 

 

be informed of the status of the SDPs at this time and must advise of any material changes in 

their organisations capacity to manage their party’s respective obligations under Schedule 21.    

4.7 FORMAT STRUCTURE AND FREQUENCY OF EXIT STEERING GROUP  

4.7 (a) As articulated in Schedule 3 (Service Delivery Plan) throughout the life of the Contract, 

Sercoshall comply with the governance requirements as stated in Schedule 6, as detailed by 

Table 12 below:  

 

GOVERNING BODY SUMMARY OF MEETING REQUIREMENTS 

Strategic Board   Every six (6) months, and on an ad hoc basis as required, as 

set out in Paragraph 2.10.   

Monthly PRB  Every month, as set out in Paragraph 3.3.   

Local Performance Working Groups   Every month, as set out in Paragraph 4.3.   
Table 12: Meeting the Governance requirements of Schedule 6 

 

4.7 (b) For the express purposes of the Exit (as stipulated in Schedule 21), Sercoshall deploy the 

appropriate members of its Exit Management Team (Figure 2) into the ESG. Sercoshall also 

ensure that its chosen representatives (of equal number to the Authority representatives) have 

the requisite authority to arrange and procure any resources as are reasonably necessary to 

enable compliance with all obligations under Schedule 21. Whilst not explicitly stipulated in 

Schedule 21, Serco recommends that the frequency of the ESG should be monthly. Thisshall 

allow the ESG to, as stipulated in Section 2.3 of Schedule 21, consolidate, and manage all 

appropriate risks through the Joint Risk Register which are to be discussed at the PRB. Serco’s 

Key Representatives for the ESG are as below (Table 13):  

ROLE RESPONSIBILITIES 

HdSDA  Overall responsibility for Contract delivery and the successful Exit 

from the Contract  

Commercial Lead  Provide commercial guidance and advice  
Lead Exit Manager  Overall responsibility for the delivery of the Exit Programme and 

chair of the ESG  

Site Leads  To provide subject matter expertise relating to specific locations   

Service Leads  To provide subject matter expertise relating to a particular service 

area by invitation if required  
Table 13: Roles and Responsibilities of Exit Steering Group 

 

4.7 (c) At the earliest opportunity following formal notification of the Authority’s decision to re-tender 

the service (or upon early termination of all, or parts, of the service), and the ad hoc Steering 

Board (Clause 6.5 of Schedule 21) has concluded, Sercoshall request an initial Exit kick off 

meeting with the counterparty team members from the Authority to confirm the Exit approach. 

Thisshall provide both parties with the opportunity to discuss and refine the existing EMP. At 

the point of implementation, the EMPshall be reviewed on an annual basis at a minimum; 

therefore, alignment of Serco and the Authority on the activities, and/or principles of exitingshall 

not be an arduous or lengthy task.   

4.7 (d) During the Exit period, this forum shall be used to formally sign off and agree the EMP for the 

provision of Exit Management Services in line with the termination obligations. This forum shall 

review progress against this plan, review continuity of service delivery, and address any 

escalation of risks and issues to the programme.     

4.7 (e) If the transition of services and provision of the Exit Management Services during the Exit 

Management Periodshall have an adverse effect onSerco'sability to meet one or more KPIs this 

shall be addressed through the ESG. Reporting to the ESG Serco propose the following 

hierarchy of meetings:  



 

 

(i) An initial Exit Checkpoint Meeting held between Serco, the Authority and Replacement 
Contractor (if applicable) to meet each other, agree the Exit and handover programme 

and ongoing governance;  

(ii) Fortnightly programme-wide Checkpoint Meetings, principally between Authority Leads 
and Serco, to review progress against the Exit Plan and to understand current demand 

and performance challenges on the sites whichshall need to be considered along with 

any escalations; 

(iii) Fortnightly triparty site meetings between the Authority, Serco and Replacement 
Contractor (if applicable) to cover updates on staff transferring, knowledge transfer and 

preparation for hand over (face-to-face); and 

(iv) Weekly workstream meetings between Serco and the relevant Authority representatives 

to review and sign off progress (where applicable), review the RAID(O) log and agree 

any escalations.  

4.7 (f) To minimise disruption to service delivery, Serco shall, where practical, incorporate the above 

meetings into the scope of existing operational governance. Serco understands that the 

Replacement Contractorshall have a separate ‘transition – in’ governance regime agreed with 

the Authority, and Serco shall, where possible, align itself to this.   

4.7 (g) Serco also recognises that there are Exit activities that cannot be formally concluded until after 

the Exit period and transfer to the Replacement Contractor. shall Serco shall agree with the 

Authority appropriate governance to conclude these matters. Examplesshall include final signoff 

of hand over of assets, premises, materials and GFE, apportionments, charges if applicable, 

with agreement and signoff of final performance against KPI’s, charges and invoices.        

4.8 PROGRAMME FOR EXIT MANAGEMENT 

4.8 (a) A key supporting document inSerco'sEMP is the draft Exit Plan, attached as Annex A. Serco 

proposes to agree an initial Exit Plan with the Authority within 3 months of the SCD. The draft 

Exit Plan addresses the Authority Exit requirements including the key milestones, resource, and 

timescales, including a detailed breakdown of each activity into a series of sub-tasks with 

respective start and completion dates identified as necessary to successfully deliver the 

transition in accordance with Authority requirements.   

4.8 (b) Upon notification by the Authority of Partial Termination, Termination or Expiry of the Contract, 

Sercoshall prepare an updated Exit Plan that reflects the terms (and scope) of the new Exit 

scenario and submit it to the Authority for approval within 20 business days of notification.  

4.8 (c) Once agreed with the Authority this planshall be baselined andshall become the document 

against which Serco monitors progress and reports against both internally and to the Authority 

as per the structure detailed in Section 9.1 through 9.4.  

4.9 HOW SERVICESshall TRANSFER TO THE AUTHORITY / REPLACEMENT CONTRACTOR  

4.9 (a) Sercoshall provide a Shared Working Environment (SWE) in the form of Egress Secure 

Workspace data management and collaboration platform. Egressshall provide a facility for 

document sharing with the Authority that is available to the Authority from its IT Systems (i.e., 

from MODNET). Egress is in current use across the Public Sector and provides secure, 

encrypted data storage and associated features, including version control and document 

sharing. As the shared work environment Egress allows for sharing of OFFICIALSENSITIVE 

marked data.  

4.9 (b) Egress is fully certified to ISO 27001 standards. All data is encrypted to the strongest standard, 

securing data at rest and in transit using 256bit AES encryption. It provides malware and content 

protection, with automatic scanning of all files uploaded to the site. Multi-factor 

authenticationshall be overlayed by Azure AD to strengthen security and prevent unauthorised 

access. Restrictions are in place to control the accessibility of documents, with a file revocation 

tool in place for documents that are mistakenly sent or if a recipient is no longer authorized to 



 

 

access content. Thereshall be a full audit log available to breakdown all aspects of any inbound 

email, enhancing its detection efficacy.  

4.9 (c) Alternatively, Serco may use the Authority's systems such as Defence Share for secure file 

transfers in the event of an Exit. As an organisation, Serco is familiar with the use of Defence 

Share throughout the negotiation with the Authority as well as its use in high profile contract 

transitions such as Brize Norton. Table 14 (below) detailsSerco's approach for delivering 

transfer requirements effectively: 

TRANSFER 

REQUIREMENT 

TRANSFER APPROACH 

Processes  Throughout the Exit Assistance period a current set of SDPs and agreed 
Processes shall be stored on a shared platform to ensure that the Authority and 
Replacement Contractor have visibility. These shall be reviewed and updated to 
ensure that they are appropriate for use by the Authority and/or Replacement 
Contractor after the end of the Exit Assistance Period. A final versionshall be 
transferred to the designated Authority / Replacement Contractor 
representatives at the end of the Exit Assistance Period in line with an agreed 
handover process.  

Documentation  Documentation to be transferredshall be audited and agreed with the Authority 

early in the Exit assistance period. Itshall be formally handed over and signed 

for by the designated Authority, Replacement Contractor, and Serco 

representatives at the end of the Assistance period.  

Data Transfer  Upon closure of the Exit programme, Sercoshall cease use of all Authority Data, 

provide an electronic copy, certify permanent deletion of data held. Serco shall 

agree with the Authority and/or the Replacement Contractor a plan for the 

migration of the Authority Data to the Authority and/or Replacement Contractor.   

IPR Reporting  Serco's IPR reportingshall fully comply with Schedule 17. Background IP which 

it is agreed is required to support Replacement Services deliveryshall be 

provided to the Authority as part of the data transfer as part of Exit. Throughout 

the DMS-NG Contract, Serco shall be vendor agnostic and aim to minimise 

specialised and/or background IPR. Serco shall avoid complication at Exit by 

minimising background IPR, choosing instead to use COTS from well-

established third-party suppliers. Where any Serco or third party owned IP is 

being utilised in the provision of the services, Sercoshall use reasonable 

endeavours to enable access to appropriate service information in line with the 

relevant contractual IPR requirements but excluding all Serco (and its 

subcontractors) commercially sensitive information.   

Branding 

Adjustments  

Serco shall agree a Branding adjustments schedule with the Authority to ensure 

that all Serco branding is removed at an appropriate time and in line with any 

remedial works as part of hand back such as redecoration schedules.  

Software 

Licences  

Software licencesshall be audited and agreed with the Authority early in the Exit 

assistance period to provide the opportunity for the Authority or Replacement 

Contractor to take them over should they wish to do so.  

System 

Migration  

Serco shall agree a detailed system migration process as part of the EMP within 

20 business days of notification of termination in line with Authority procedures.    

Security Serco shall agree with the Authority a handover plan for all Serco’s contractual 
responsibilities as set out in the Cyber Security Implementation Plan 
(Appendix 1 Schedule 21) and a process for the handover of security 
equipment. Thisshall be included in the baseline EMP.  

Segregation of 
Assets and 
Authority  
Components  

Early in the Exit assistance period Serco shall agree with the Authority a process 

and timeline to identify, validate and assess the status of all assets and Authority 

Components to be returned to the Authority by Serco. Serco shall agree the 

mechanism for handover to, and acceptance by, the Authority including how 

these itemsshall be segregated. 

Table 14: Exit Transfer 



 

 

4.10 RECTIFICATION OF OUTSTANDING SECURITY ISSUES, HANDOVER OF SECURITY 

DATA, EQUIPMENT, PASSWORDS, RETURN OF SECURITY PASSES AND CLOSURE OF 

MODNET ACCOUNTS   

4.10(a) Throughout the life of the Contract, and throughout the Exit assistance period, Sercoshall record 

all security issues via a single Service Management Platform. The issue shall be raised and 

documented accordingly, along with an initial assessment of severity and priority against the 

following categories: specific information gathering and analysis actions, incident containment 

actions, incident correction actions, and communication actions.  

4.10(b) Serco shall make an assessment for containment actions which may be affected immediately. 

If containment is not required, the processshall move straight to corrective actions. Sercoshall 

agree a series of corrective actions with the Authority and implement them. Serco shall share 

the outcome along with further monitoring of containment and corrective actions.  

4.10(c) During the Exit Assistance Period Serco shall advise the Authority of any outstanding security 

issues and proposed actions to address them. Theseshall be reviewed at the ESG and their 

progress shall be reported.  

4.10(d) shall Serco shall maintain a list of Security equipment throughout the life of the Contract 

whichshall be periodically reviewed and agreed with the Authority. Serco shall agree with the 

Authority a process for the handover of Security Data and equipment. All security passes and 

passwordsshall be handed back to the Authority in line with Authority procedures. For the 

closure of MODNET accounts Serco shall comply with instructions received from the Authority 

as applicable.  

4.11 PROPOSED APPROACH FOR RETURN OF MATERIALS TO THE AUTHORITY   

4.11(a) As part of the preparation of the final Exit Plan Sercoshall detail the process to identify, agree, 

document, and return materials, such as parts, to the Authority at the end of the Assistance 

period (or earlier if agreed with the Authority) in accordance with Annex A Schedule 12 (Assets) 

and Schedule 21 Section 6.6(d).  

4.11(b) The planshall detail arrangements for the return of: all materials owned by the Authority, any 

items that have been on-charged to the Authority such as consumables, any Authority issued 

assets or materials including, but not limited to laptops, mobiles, and vehicles, any personal 

equipment loaned to Serco by the Authority, and any other articles or data.  

4.11(c) In the period up to transfer, Sercoshall agree with the Authority a process to identify, validate 

and assess the status of all materials to be returned to the Authority by Serco. Once agreed, 

the Authority and Sercoshall formally sign off the agreed list of materials to be returned.   

4.12 HAND BACK OF AUTHORITY LEASED AND LICENCED SPACE   

4.12(a) As part of the production of the final EMP, Sercoshall detail the process to hand back to the 

Authority Leased and Licenced Space in line with the signed Leases and 

Licences.Serco'sProperty and Assets workstream leadshall prepare an obligations matrix for all 

Authority Leased and Licenced Space to include removal of Serco signage and/or branding 

(where applicable) and the identification and rectification of any defects evident. Thisshall then 

be agreed and formally signed off by the Authority and Serco. Serco shall also agree any 

defects, the required rectification and timeline for completion along with the mechanism for final 

audit, hand back and acceptance by the Authority. This activityshall be monitored and reported 

against through the governance in Section 4.7(b) above.  

4.13 APPROACH FOR THE TRANSFER OF FULL ASSET AND VESSEL INVENTORY RECORDS 



 

 

4.13(a) Serco understands that the transfer of full Asset and Vessel inventory recordsshall be critical in 

maintaining ongoing functionality and service delivery continuity. Serco’s approach to working 

with the Authority and replacement Contractor is shown below (Figure 2).  

4.13(b) SEAMSshall contain details of all Assets and Vessels including warranties, historical 

maintenance records and the future maintenance programme.   

4.13(c) As part of the preparation of the Exit Plan Serco shall agree with the Authority the approach to 

the validation and transfer of this information. Serco proposes a joint audit of the Assets, 

Vessels, and records to validate the data contained in SEAMS.  

 

 

 

Figure 3: Asset and Vessel Inventory Record Approach 

 

4.13(d) As part of the preparation of the Exit Plan Serco shall detail the process to validate and agree 

the GFE inventory list and associated audits including a 100% physical stocktake and the 

rectification of any defects evident.  

4.13(e) Serco shall comply fully with Clause 16 (Assets) for the return of GFE alongside the identification 

and rectification of defects identified. As part of the Exit Plan, Serco shall agree the mechanism 

for final audit, handover and acceptance by the Authority including the evidence required as 

proof of handover. Where there are any outstanding defects, Serco shall agree a process to 

address these.  

4.13(f) In line with Appendix 1 of Schedule 21, Sercoshall provide in respect of the Planned 

Maintenance System for the vessels historical performance data for the period from Service 

Commencement until the commencement of Exit Management Services to the Authority.  

4.14 EXIT MANAGEMENT SERVICES SCOPE   

4.14(a) The provisional scope of the Exit Management Services are detailed in the draft Exit Plan 

provided in Annex A of this response. On receipt of notification of partial termination, termination, 

      



 

 

or expiry of the Contract Serco shall review the plan and agree the scope, roles and 

responsibilities and timeframes with the Authority through the agreed governance, however 

initial dependencies on the Authority are documented in Section 9.19(a) of the EMP.  

4.15 WORK FORECASTED TO BE IN PROGRESS AT EXPIRY OR TERMINATION DATE  

4.15(a) ThroughSerco'sSEAMS Serco shall have visibility ofSerco's its work pipeline and work in 

progress at the Contract expiry or termination date. Sercoshall engage with the Authority and 

Replacement Contractor through the governance detailed in 9.4(b) and shall work 

collaboratively to agree an appropriate approach to the raising of work over the last few weeks 

of the Contract and the handover of work in progress to safeguard a seamless transfer and 

continuity of services. Sercoshall ensure that at the end of the Exit Assistance Period the status 

of work in progress is documented and stabilised for continuity during the transition of the 

Replacement Contractor in line with Schedule 21 Appendix 1.  

4.15(b) For operations, Serco would expect work to cease at the point of TUPE transfer and move to 

the Replacement Contractor as work in progress unless otherwise agreed. Serco shall work 

with the Authority to minimise and eradicate, where possible, the tasks straddling the agreed 

expiry date. Where this is not possible, Serco shall work with the replacement contractor and 

Authority to agree appropriate resolution.  

4.15(c) For technical tasks such as vessel docking and repairing defects, Serco would expect to 

complete this work, although it would review this through agreed governance and agree an 

appropriate course of action on a case-by-case basis. Within 30 days of Contract Exit, Serco 

shall meet with the Authority and agree the valuation and closure of work in progress.   

4.16 PROVISION OF STATUS REPORTS   

4.16(a) In addition to the ongoing operational reports to evidence that there is no disruption to, or 

degradation of, the services, the Lead Exit Managershall agree a suite of Exit Management 

Reports with the Authority at agreed frequencies along with evidence to demonstrate progress 

against the Exit Plan, whichshall contain the key requirements. The Lead Exit Managershall 

oversee circulation of the reports between the parties and shall provide additional information 

as required throughout the governance defined in Section 9.4(b). Furthermore, and in addition 

to Section 9.11, SEAMSshall generate reports showing the status of work in progress and 

existing and future work programmes. Serco shall engage with the Replacement Contractor 

through the governance detailed in Section 9.4(b) above and work collaboratively to support the 

handover of work in progress, existing and future work programmes.  

4.17 STATUS REPORTS FOR SUB-CONTRACTORS   

4.17(a) Status relating to sub-contractsshall be reported in the same ways as Section 9.12 above. The 

Lead Exit Managershall agree a suite of Exit Management Reports with the Authority at agreed 

frequencies along with evidence to demonstrate sub-contracts’ progress against the Exit Plan.   

4.17(b) All sub-contractorsshall be notified of the procedures to be followed during the Exit Assistance 

Period and monitored to ensure that there is appropriate management resource in place to meet 

these requirements, in accordance with Appendix 1 of Schedule 21.  

4.18 TIMETABLE AND IDENTIFIED CRITICAL ISSUES   

4.18(a) As detailed in Section 9.5 above, a key document inSerco'sExit methodology is the Exit Plan. 

As part of the Exit planning process, Serco shall identify the critical issues for providing Exit 

Management whichshall form the critical path. These key itemsshall be broken into key 

milestones, dependencies and deliverables and each deliverableshall be further broken down 

into tasks and sub-tasks. A draft Exit Plan is attached as Annex A. Sercoshall report against the 

critical path throughout the Exit and, where risks, issues or potential blockers are identified that 



 

 

could affect the delivery of SCD for the Replacement Contractor, Sercoshall escalate through 

the agreed governance process.   

4.19 DETAILED COMMUNICATIONS PROCESS DURING EXIT ASSISTANCE PERIOD  

4.19(a) Serco has a Corporate Communications Team whoshall support the Lead Exit Manager to 

manage internal and external communications during the Exit. Serco understands that the 

Authorityshall take the lead on external communications to ensure that messaging is aligned 

and consistent from the Authority, Serco, and the Replacement Contractor. Serco shall work 

collaboratively with the Authority and Replacement Contractor on all communications.   

4.19(b) InSerco'sexperience, the provision of clear, timely, accurate and relevant information is an 

essential component of any project. Therefore, Sercoshall work with the Authority / 

Replacement Contractor to ensure communicationsshall be:  

(i) Open and honest – Serco shall continue to foster a culture of open and honest  
communications where people are listened to, valued, and kept informed at the 

appropriate times.  

(ii) Consistent – Serco shall provide consistency of information irrespective of the channel 

used; thisshall ensure all parties share the same information and knowledge andshall 

build trust and respect.  

(iii) Relevant – Serco shall continue to ensure that relevant information is ‘pushed’ through 

communication channels and reaches those who have a vested interest.  

(iv) Clear and concise –Serco'scommunication styleshall be tailored toSerco's its audience, 
avoiding ambiguity, using plain English and plain language principles inSerco's its 

communication.  

(v) Factual – Serco shall ensure messages are accurate and that facts, statistics and 

survey results are contextualised and communicated in precise terms. 

(vi) Regular, timely and up to date – A regular programme of relevant messagesshall ensure 
information is provided in a timely manner and that the audience has enough opportunity 

to interpret messages, engage in dialogue, provide feedback and act upon them.  

(vii) Accessible – Serco shall be inclusive and ensure it uses the most appropriate channel 

and format for the intended audience. 

 

4.20 PROCESS TO IDENTIFY INDIVIDUALS ELIGIBLE FOR TUPE  

4.20(a) Serco fully recognises that the “Transfer of Undertakings (Protection of Employment) 

Regulations 2006" as amended by the "Collective Redundancies and Transfer of Undertakings 

(Protection of Employment) (Amendment) Regulations 2014"shall be applicable upon Exit of 

the Contract and that arrangement of Part 1 of Schedule 22 of the Contract (Staff Transfer) shall 

be applicable on Exit. Employeesshall be identified as working on the Contract by being part of 

an organised grouping of employees who are solely and wholly dedicated to the service 

provision of the Contract. All employeesshall have a success profile whichshall clearly detail 

their key objectives and accountabilities that are applicable for the service that they are aligned 

to. These objectives and accountabilitiesshall be aligned to the Statement of Requirement as 

detailed in Schedule 2.   

4.20(b) Each employeeshall be part of an organised grouping of employees and aligned to the 

organisation structure of the Contract and the requirements of the Authority Service. The 

organisation structure for the Contractshall enableSerco to quickly identify who is aligned to the 

service for the Contract and therefore identify who is eligible for TUPE. As part ofSerco'sbid 

submission, Serco has created a detailed HR Exit Management Plan that details all the activities 

that are required by the Replacement Contractor to ensure Serco meetsSerco's its legal 

obligation under TUPE to inform and consult with the TUPE impacted employees. As such, 

Serco shall work collaboratively and transparently with the Replacement Contractor, Authority 

and all parties to ensureSerco's its Exit is aligned with the Replacement Contractor's 

Implementation / Transition plan and that interdependencies are identified.  



 

 

4.21 COMMUNICATION AND INTERFACE, ACCESS RIGHTS AND INFORMATION SHARING 

PROCESSES AND PROTOCOLS  

4.21(a) Serco’s approachshall be to work collaboratively with the Authority and Replacement Contractor 

to align with their communications and transition plan, enabling Exit activities to be conducted 

in an open and transparent manner. Thisshall facilitate the provision of clear and consistent 

messages and to minimise disruption to service continuity at the point of transfer.  

4.21(b) At Contract Award, Sercoshall engage with the Authority and Replacement Contractor through 

an Initial Checkpoint meeting. At this meeting Serco shall agree the Communication Strategy, 

Communications Interfaces, access rights, as well as information sharing processes and 

protocols that Sercoshall provide to potential Replacement Contractors. Thisshall include the 

engagement protocols, governance and communication approach throughout the transition as 

detailed in Section 4.7(b), above, and shall allow Serco, the Authority and Replacement 

Contractor(s) to align their plans accordingly.   

4.21(c) To ensure accuracy and timeliness of the information shared, the Senior Project Managershall 

act as the single point of contact for all information requests. The Senior Project Manager shall 

cooperate with all reasonable arrangements or requests raised by the Authority and/or 

Replacement Contractor, to include but not limited to: site visits by representatives of potential 

Replacement Contractors, information sharing processes and protocols, knowledge transfer, 

condition surveys, performance checks on assets, site familiarisation and staff engagement, 

insofar as such arrangements are reasonable, proportionate, and do not adversely affect the 

delivery of the service.  

4.22 PROCESS TO ENSURE ALL AUTHORITY VESSELS ARE IN THE REQUIRED CONDITION 

AT END OF CONTRACT  

4.22(a) Sercoshall adopt a pragmatic and risk-assessed methodology against individual vessels / 

assets. Serco shall maintain vessels to Flag and Class standards to the end of the Contract, 

staying cognisant of hand-back obligations (including ‘Required Condition’ and ‘Vessel Defect’ 

definitions) and clause 2.5 of Schedule 10 (Bareboat Charter). Serco shall do this by:   

(i) Maintaining vessels in accordance with the Vessel and Asset Management Plan, which 

complies with the requirements of Schedule 2 (Statement of Requirement);  

(ii) Using SEAMS to maintain oversight and carry out appraisals of vessel condition, 
monitor obsolescence, and continually maintain vessel compliance e.g. with Flag and 

Class standards;  

(iii) Conducting vessel / asset inspections and assessments across the Contract 4 SDA 6 

fleet, including examination of documents, survey findings and recommendations;  

(iv) Maintaining inspections by the Maritime and Coastguard Agency (MCA), whoshall 

confirm vessels are maintained to Flag standards through certification; and  

(v) For proposed works, working with the Authority to minimise disruption to operational 

tasking.   

4.22(b) In the period leading up to the end of the Contract Serco shall not permit the vessels to 

commence a voyage (including any preceding ballast voyage) which cannot be reasonably 

completed by the end of the Contract Period unless by prior agreement with the Authority.    

4.22(c)  In accordance with Schedule 10 (Bareboat Charter Agreement), in the period not more than 

twelve months nor less than six months before the Expiry Date or immediately upon the service 

of any Termination Notice, Serco shall work with the Authority to jointly appoint a surveyor (the 

“Off Hire Surveyor”) to conduct a comprehensive off-hire survey of the vessels (including all 

related Vessel Equipment) to determine their state and condition.   

4.22(d) In the period leading up to the end of the Contract, and before delivery to the Authority, 

Sercoshall make all repairs and do all such work necessary to ensure that the vessels have 



 

 

installed all relevant Vessel Equipment in the same quantity, state and condition (fair wear and 

tear not affecting Class and/or Flag excepted) at the date of delivery back to the Authority. 

Where replacement equipment is required, thisshall be undertaken with the Authority’s prior 

written consent.  

4.22(e) In accordance with Schedule 10, Serco shall, at or about the end of the Contract Period, agree 

with the Authority a plan of works to make the repairs necessary to ensure the vessels are in 

the Required Condition at the end of the Charter Period.   

4.22(f) Sercoshall ensure that on return to the Authority vessels comply with all applicable MCA 

regulations and that all relevant mandatory United Kingdom Department of Transport 

requirements are met.  

4.22(g) At the end of the Contract, in line with the requirements of Schedule 10 (Bareboat Charter 

Agreement) Sercoshall redeliver the vessels to the Authority at the port or place specified in 

Part 3 of Schedule 10.  

  



 

 

5 GOVERNANCE MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

5.1 CONTRACT MANAGEMENT AND GOVERNANCE 

5.1(a)  Sercoshall manage the DMS-NG Contract using policies and procedures framed by the 

principles and best practice enshrined within the Serco Management System (SMS). This 

system shall be underpinned by Serco’s ISO 9001:2015 Quality Management System (QMS) 

accreditation. The SMS shall govern the way Serco operates, implementing a comprehensive 

suite of requirements, procedures and expected standards of behaviour.   

5.1(b)  The management structure of the Contract (Figure 4) shows how the contract delivery team 

reports into the wider Serco organisation via the Maritime Director. It shows the areas of support 

to the Contract within Serco’s central support services, including, but not limited to HR, 

Procurement, Finance, IT and Assurance. Serco has designed this structure based on its over 

twenty years’ experience in delivering Marine Services to the Authority.  

 

Figure 4: Management Structure showing Serco’s governance for Service Delivery Area (SDA) 6, providing the 

Authority with clear lines of communication and accountability with the Serco team.  

5.1(c) Sercoshall use its proven combination of technology and face-to-face meetings to manage the 

interface between the Authority and Serco. Thisshall continue to facilitate close partnering for 

local management of service provision, programming and enable swift reactions to programme 

changes and management of risks and issues.  

5.2 DETAILS OF KEY MEMBERS OF THE MANAGEMENT TEAM 

5.2 (a) Serco’s management team for the DMS-NG Contract is detailed in Table 

15.Serco'smanagement teamshall be deployed to deliver the services in line with Schedule 2 

(Statement of Requirement), whilst making governance a key priority.  

 

ROLE QUALIFICATIONS AND EXPERIENCE RESPONSIBILITIES 

Maritime Director - Minimum of ten years’ experience 
in a senior position managing 
>£100m contracts (such as the 
current Continued Procurement of 
Marine Services [CPMS] 
Contract).  

- Degree qualified or equivalent by 
experience. 

- Strategic financial, commercial, 
and operational experience.  

- Provide Strategic Direction 

to HdSDA.  

- Escalation point for Senior 
Responsible Owner (SRO). 

- Ensure the Contract is 
aligned with Defence and 
Group Strategy and Policy.   

- Provide Safety leadership. 

and guidance, including 

  



 

 

- Experience of complex operations in 

a highly regulated environment.  

direction and oversight for 

safety incidents, 

escalations, and major 

incidents. 

Head of Maritime 

Safety and 

Compliance   

- Minimum of ten years’ experience 

operating within a Maritime 

Organisation. 

- Minimum of five years’ experience in 

a safety management role. 

- Designated person Ashore 

in line with International 

Safety Management (ISM) 

Code. 

- Delivering critical safety 
leadership in afloat teams. 

- Positioned alongside the 

Head of Engineering and 

Asset Management as a 

resource that has 

responsibility for HSE 

standards at each SDA but 

is not directly involved in the 

delivery of HSE. 

- Support Operational 

Directors and Managers 

with their marine risk 

identification and controls.  

- Encourage good work 

behaviours and promotes a 

positive health and safety 

culture. 

- Take appropriate measures 

to determine whether the 

individual elements of the 

Safety Management 

System meet the 

requirements of the 

International Conventions, 

Flag State and Port State 

legislation and health and  

safety law as reflected in the 

relevant codes, in particular 

the ISM codes, the Port 

Marine Safety Code, and 

the “Safety in Docks – 

Approved Codes of 

Practise”.  

- Ensure through their line 

reports that the Safety 

Management System is 

regularly reviewed, 

maintained and updated; 

thisshall include reviewing 

the risk assessments. 

- Ensure the implementation 

of the Safety Management 

System and full compliance 

to the relevant Codes. 

- Coordinate and provide 

functional leadership for all 

Marine Safety Activities 

utilising SME resources for 

specialist areas. 



 

 

- Maintain key stakeholder 

relationships. 

- Develop and provide Marine 

safety training, where 

required. 

Finance Business 

Partner 

- Minimum of five years’ experience 
as a management accountant 

- Experienced in working on >£100m 

contracts. 

- Full understanding of governmental 

contract obligations and reporting  
- Degree qualified or equivalent. 
- Professional qualification ACA, 

ACCA, CIMA or equivalent. 

- Customer finance liaison 
point. 

- Supporting additional 
tasking, over and above 
SOR negotiations. 

- Consolidation and 
reconciliation of financial 
reporting requirements. 

- Ad hoc on Contract 
transformation 
programmes.  

- Attendance at Strategic 

Board, Monthly 

Performance Review Board, 

and Exit Steering Group. 

Head of Service 

Delivery Area  

Manager (HdSDA) 

- Minimum five years’ experience in 

managing a busy operations team 

with a variety of different functions.  

- Experience of port operations and 

merchant shipping requirements for 

a wide range of vessels. 

- Degree qualified or equivalent. 

- Responsible for all aspects 
of Service Delivery. 

- Safety of employees, 
contractors, and Authority 
personnel when on 
company vessels and in 
shore establishments.  

- Assurance and compliance 

duties (Assure), including 

the Safety Management 

System Oversee the 

operational compliance and 

the sub-contractor's 

delivery of their contractual 

elements. 

- Collaborate with the SDA 

Technical Manager and 

SDA Operations Manager 

to ensure the crews and 

vessels are Suitably 

Qualified and Experienced 

Personnel (SQEP) to 

deliver the Contract. 

- Management and control of 

budgets for the Contract. 

- Management Information 

and Reporting. 

- People Management.  

- Social Value Lead – driving 

the Authority’s Social Value 

requirements. 

SDA Technical 

Manager 

- Minimum of 10 years’ maritime 
vessel engineering. 

- Experienced in the management of 
Engineering Service Partners. 

- Experience in defect rectification, 

planned maintenance. 

- Experience in vessel certification 
and dry dock management. 

- Maintaining vessel 
availability. 

- Maintaining equipment 
availability Oversee 
Engineering Service 
Partners, ensuring 
compliance with 
regulations and 



 

 

- Certificate of Competence (as 
either 2nd Engineer or Chief 
Engineer) Master (Unlimited) 
Certificate of Competency. 

- Certificate of Competence 
(as either 2nd Engineer or 
Chief Engineer) Master 
(Unlimited) Certificate of 
Competency. 

contractual 
requirements. 

- Attendance, as required, to 
Local Performance Working 
Group for all Service 
Delivery Areas (SDAs) 

SDA Operational 

Manager 

- Experience in working in a busy 

highly customer focused 

environment with a proven 

understanding of regulatory 

requirements pertaining to the 

Maritime or other regulatory 

business. 

- Experience of port operations and 

the provision of towage, fuel, water 

and other services A working 

knowledge of merchant shipping 

requirements for smaller 

commercial vessels. 

- Assisting the management 
of payroll. 

- Manage crew Suitably 
Qualified Experienced 
Personnel (SQEP). 

- Serco Engineering and 
Asset Management System 
(SEAMS) Superuser.  

- Attendance at Local 
Performance Working 
Group.  

- Managing purchasing. 

 

Table 15: Serco management team for the DMS-NG Contract 

 

5.3 LINKAGE BETWEEN THE CONTRACT AND CORPORATE GOVERNANCE STRUCTURES 

5.3 (a)  Serco is a global enterprise with a Divisional structure broken down across four geographical 

regions. The global business is led by the Group Chief Executive Officer (CEO), to whom all the 

Divisional CEOs of the geographic regions report.  All UK Contracts operate as part of the UK 

and Europe Division (UK&E), which is led by the CEO of UK&E. The (UK&E) division consists 

of five Business Units (BUs): Defence, Healthcare, Justice and Immigration, Transport and 

Citizen Services; each BU led by a Managing Director. The Defence BU consists of three 

capability areas: Maritime and Aviation, Land, and Space, all which are subsequently led by a 

dedicated Capability Director. The DMS-NG Contractshall form part of the Serco Defence BU 

and sits within the Maritime and Aviation Capability area. Serco has a well-defined corporate 

structure with clear lines of governance, ensuring appropriate accountability and responsibility 

at all levels (as shown in Figure 5). This structure also ensures robust and disciplined oversight 

throughoutSerco'sgate review process, internal assurance review process and the annual SMS 

review process. All governance stages facilitate appropriate corporate oversight and have been 

designed to ensure that the organisation is managing its responsibilities, risk and compliance 

effectively throughout a clearly defined business lifecycle structure.  

 



 

 

 

Figure 5: Serco's Corporate Governance Structure showing levels of  

authority and the lines of communication between the levels 

5.3 (b)  The structure sees monthly Business Performance reporting by the DMS-NG Strategic 

Management Board through to the Defence BU Management Team. The BU Management 

Team in turn reports through to the Divisional CEO (UK & Europe) and Management Team who 

reports through to the Global CEO and Executive Team.  Reports are presented each month, 

in person where possible. At each level of reporting, key highlights, risks, issues, and 

performance data are reviewed and acted upon, with locally empowered decision making 

prevalent. This is supported by a Delegated Authority Matrix (DAM) to provide clear financial 

boundaries on decision making authorities.   

5.3 (c) Linking the data produced in the Contract through toSerco'sreporting mechanismshall provide 

clarity, transparency and accuracy onSerco'sperformance for the Authority. The data presented 

in reportsshall be sourced from the Serco Engineering and Asset Management System 

(SEAMS). SEAMS isSerco'ssingle point of information collection, collation and presentation 

both internally and to the Authority.   

5.3 (d)  Serco has configured SEAMS to the Authority’s data collecting requirements. The softwareshall 

collect and store all required Management Information (MI) across the Contract. Serco shall use 

the relevant data that is collated in the software to formSerco's its reports. Reports, detailed 

primarily in Schedule 6 of the SOR,shall be generated off the data produced via SEAMS. The 

reportsshall then be presented each month at Local Partnership Working Groups, Performance 

Review Meetings or Strategic Board meetings, depending on the specified reporting 

requirements for each meeting.   

5.3 (e) To provide constant transparency ofSerco'sperformance, real-time dashboardsshall be 

provided to the Authority (the inputs and outputs of SEAMS are shown in Figure 6). The 

dashboardshall be populated by the same SEAMS data that is detailed above. The real-time 

efficacy of SEAMSshall ensure that all data presented via reportingshall be aligned to the 

requirements in Schedule 6 (Governance, Management Information, Reports, Records and 

Audits) to ensure that complete and accurate datasets are provided to the Authority.  

 



 

 

Figure 6: All outputs from SEAMS, producing reports based off of Authority requirements in a streamlined format 

5.3 (f) Serco's Contracts shall be managed in line with Serco’s Contract Management Handbook, 

which shall be supported bySerco'sContract Management Application (CMA). This shall ensure 

that all Contracts are reported on and monitored in a consistent manner. There are three 

elements to the CMA, each designed with clear interfaces linked to providing efficient contract 

management: Obligations Tracking, Contract Performance Measurement and Contract 

Document Management. 

(i) Obligations Tracking  

All significant Contracts, such as DMS-NG, have contract management obligations 

extracted from the Contract and are managed bySerco'sLegal and Contracts teams. 

These obligations are then assigned ‘owners’, for example HR obligations are managed 

by the HdSDA. The obligations tracking element of the CMA shall be designed to ensure 

that Serco meets all obligations, since theyshall often not be a visible part of the day-to-

day running of the Contract.  

(ii) Contract Performance Management   

All Serco contracts use CMA to submit a monthly rating of performance against eight 

headings:  

1) Service performance; 

2) Personnel; 

3) Health & safety;   

4) Customer; 

5) Subcontractors (where applicable);  

6) Data integrity; 

7) Data security; and  

8) Regulatory. 

The HdSDAshall review and score contract performance monthly using a Red / Amber 

/ Green (RAG) Scale resulting in a clear performance summary. The RAG performance 

indicators each have clear definitions. Red means “missed requirements”, Amber 

means “missed service requirement or minor non-conformance”, and “Green” means 

“no requirements have been missed”. The HdSDAshall create an action for Amber and 

Red items to detail how the missed requirementshall be recovered.   

  



 

 

The reporting shall be used directly within the monthly Business Performance Review 

process which shall passes up through BU and Division Performance reviews. The 

purpose of this Contract Performance Measurement process shall be to enable senior 

visibility of any issues at Contract level and to act and provide support as required.   

This processshall maintain a clear and transparent approach to recording missed 

services and ensure Serco implements robust recovery measures.Serco'soverall 

objectiveshall be an expedient return to “Green” and to mitigate future re-occurrences 

of similar issues.   

(iii) Contract Document Management  

All customer Contract documentation shall be stored on the CMA. This shall mean 

originally signed documents along with change notes and any other legal documents, 

including important communications are stored in one location.  

5.4 INTERFACING WITH THE AUTHORITY 

5.4 (a) Serco has listed its key personnel and described their responsibilities and accountability in 

Table 16. The personnel shown includesSerco'skey members ofSerco's its management team, 

as detailed in Table 15. Serco has also highlighted the key personnel whoshall also interface 

with the Authority at an operational level in service delivery. Key personnel, with their roles and 

responsibilities and interface with the Authority are as follows:  

 

ROLE RESPONSIBILITIES AND 

ACCOUNTABILITIES 

INTERFACES 

Maritime Director - Provide Strategic Direction and 
guidance.  

- Escalation point for Senior 
Responsible Owner (SRO). 

- Ensure the Contract is aligned 
with Defence and Group Strategy 
and Policy.   

- Provide Safety leadership and 
guidance, including direction and 
oversight for safety incidents, 
escalations, and major incidents. 

The Maritime Directorshall 
interface with the Authority’s 
Senior Responsible Owner to 
ensure standards are 
maintained and deal with any 
escalations from the HdSDA. 

Head of Marine Safety 

and Compliance 

- Designated person Ashore in line 
with International Safety 
Management (ISM) Code.  

- Delivering critical safety 
leadership in afloat teams. 

- Attendance at strategic board and 
local meetings. 

- Support operational Directors and 
Managers with their marine risk 
identification and controls. 

- Encourage good work behaviours 
and promote a positive health and 
safety culture. 

- Take appropriate measures to 
determine whether the individual 
elements of the Safety 
Management System meet the 
requirements of the International 
Conventions, Flag State and Port 
State legislation and health and 
safety law as reflected in the 
relevant codes, in particular, the 
ISM Code, the Port Marine Safety 

- Will engage with the 

Senior Authority 

assurance representative. 



 

 

Code, and the “Safety in Docks – 
Approved Code of Practise”. 

- Ensure through their line reports 
that the Safety Management 
System is regularly reviewed, 
maintained and updated; thisshall 
include reviewing the risk 
assessments. 

- Ensure the implementation of the 
Safety Management System and 
full compliance to the relevant 
Codes. 

- Coordinate and provide functional 
leadership for all Marine Safety 
Activities utilising SME resources 
for specialist areas. 

- Maintain key stakeholder 
relationships. 

- Develop and provide Marine 
safety training, where required. 

Head of Service 

Delivery Area (HdSDA) 

- Safety of employees, contractors, 
and Authority personnel when on 
vessels and in shore 
establishments Responsible for all 
aspects of Service Delivery. 

- Social Value Lead – driving the 

Authority’s Social Value 

requirements. 

- Assurance and compliance duties 
(Assure), including the Safety 
Management System Oversee the 
operational compliance and to 
oversee the sub-contractor's 
delivery of their contractual 
elements. 

- Collaborate with the SDA 
Technical Manager and SDA 
Operations Manager to ensure the 
crews and vessels are Suitably 
Qualified and Experienced 
Personnel (SQEP) to deliver the 
contract. 

- Management and control of 
budgets for the contract. 

- Management Information and 
Reporting. 

- Will engage with Senior 
Authority overseeing the 
Contract and local tasking 
authorities to ensure 
tasking is arranged and 
undertaken in line with the 
Contract.   
 

SDA Operations 

Manager 

- Managing purchasing. 
- Assisting the management of 

payroll. 
- Manage crew SQEP. 
- SEAMS Superuser. 
- Attendance at Local Performance 

Working Group. 

- Will engage with the 
Tasking Authority on 
tasking and programming. 

SDA Technical Manager - Maintaining vessel availability.  
- Maintaining equipment 

availability.  
- Oversee Engineering Service 

Partners, ensuring compliance 
with regulations and 
contractual requirements.   

- Attendance, as required, to Local  

- Will engage with the local 
tasking authorities to 
ensure compliance with 
their assurance 
procedures.  



 

 

Performance Working Group for 
all SDAs. 

Master Afloat - Primarily responsible to ensure 
the seaworthiness and safety of 
their vessel, crew and embarked 
clients and prevention of pollution. 

- Liaise, consult and advise with 
operational Authority on vessel 
tasking operational matters, as 
necessary. 

- Ensure reports on vessel 
condition and operation are 
submitted to the operations and 
engineering offices as per the 
company procedure. 

- Will engage with the End-
User customer to complete 
the tasking assigned to the 
Contract. 

Table 16: Responsibilities and Accountabilities 

 

5.5 EMPOWERING KEY PERSONNEL   

5.5 (a)  Sercoshall ensure parity of decision making and appropriately delegated activities across key 

supplier and Authority Governance roles. Serco shall collaborate with the Authority during the 

transition phase to finalise and distribute a full responsibility matrix for the Contract using the 

Responsible, Accountable, Consulted and Informed (RACI) methodology. Thisshall include 

specific roles and identify each point of engagement. The RACI processshall ensure that all 

relevant parties and individuals across the DMS-NG Contract are appropriately designated as 

either Responsible, Accountable, Consulted and Informed in relation to key Contract operations.  

5.5 (b)  A Serco Delegated Authority Matrix (DAM)shall further support the RACI process to ensure 

clear decision-making authorities are understood, allowing the service to respond quickly to any 

issues or changes in requirements. Serco shall empower team leaders and functional leads to 

make decisive operational adjustments in line with meeting performance requirements.  

5.5 (c)  Serco’s core values are Trust, Care, Innovation and Pride, under which Serco encourages a 

continuous improvement ethos. Serco is committed to the development and implementation of 

the six-sigma approach to operational excellence which ensures continuous improvement. This 

comprises of several levels or ‘belts’ which are earnt through attending training and 

implementing that learning within the Contracts and areas they work in. All Serco’s management 

team shall be encouraged, in their personnel and professional objectives, to identify and use 

the skills learned from six sigma to identify and implement improvements in their systems of 

work and delivery. Serco shall be committed to empoweringSerco's its management teams with 

the appropriate delegated authority to make decisions. This, together withSerco'ssix-sigma 

approach,shall ensure key personnel successfully manage the DMS-NG Contract and deliver 

continuous improvement to the benefit of overall Contract performance.  

5.6 MAINTAINING A CONSISTENT APPROACH TO GOVERNANCE ACROSS ALL 

GEOGRAPHICAL LOCATIONS AND SERVICE DELIVERY AREAS   

5.6 (a)  Serco has a thorough understanding of the SDAs and required services (Figure 7).   



 

 

Figure 7: The SDAs withinSerco'soperational delivery responsibilities 

5.6 (b)  Serco further confirms Serco's its understanding of how SDA 6 is arranged and the worldwide 

spread of activities covered the vessel and crewing configurations that are required to meet the 

requirements in full (Figure 8).  

 

  

  



 

 

Figure 8: Geographical areas of service delivery for SDA 6  

5.7 Safety Management System (SMS)  

5.7 (a)  Serco understands the requirement for delivering a strong Safety Management System which 

complies with the International Safety Management (ISM) Code which enables the Maritime 

and Coastguard Agency (MCA) to issue a Document of Compliance (DOC). Serco has held a 

DOC for over twenty years for maritime operations.Serco'steams are fully experienced and 

understand the importance of the policies, standards and legislation required in the critical 

maritime environment. Serco shall base the DMS-NG SMS on the Serco Maritime Services 

Integrated Management System (IMS). The IMS contains processes and procedures for 

compliance with maritime regulations for the management and delivery of services accordance 

with appropriate legislation and industry best practice.   

5.7 (b) Serco’s Safety Management Systemshall be fully compliant with the Authority’s contractual 

obligations as laid down in Schedule 9 of the DMS-NG Contract, including, but not limited to:  

• DSA 02 Defence Ordnance, Munitions and Explosives (OME);   

• DSA 03.OME Part 2;  

• JSP 375 VOL 1 Chap 28;   

• DSA01;   

• DEFSTAN 00-56;  

• Local port (site) and facilities standing orders;   

• Local Port NSSJ; and   

• Local POMSR.   

5.7 (c) The IMS shall integrate marine safety, environmental and quality processes into one 

management system framework to meet mandatory Serco Management System 

requirements and statutory requirements of both maritime and land-based safety and 

environmental legislation. Safety compliance shall be measured by external agencies such 

as, but not limited to, Flag State and Classification Societies. Serco’s continued 

complianceshall be audited through independent inspections, surveys, and a robust audit 

process.   

5.8 INTERNATIONAL SAFETY MANAGEMENT (ISM) CODE   

5.8(a)  The fleet Sercoshall operate under the Contractshall comply fully with applicable International 

Maritime Organisation (IMO) regulation as it translates into UK Flag administration and Serco’s 

IMS. These regulationsshall drive most of the operational procedures which are contained 

withinSerco'sIMS. As the incumbent contractor on CPMS, Serco is experienced in operating 

ISM vessels through a DOC issued and audited by the UK Flag state. These procedures shall 

ensure that crews are SQEP, their training is current, and that they are certified for the safe 

operation of the vessel and the delivery of the marine services. The vessels shall be audited by 

MCA to ensure conformity with the ISM Code, leading to the issue of a Safety Management 

Certificate for the individual ship.  

 

5.9 FLAG AND CLASS CERTIFICATION REQUIREMENTS   

5.9(a) The vessels Sercoshall operate under Contract 4 and their associated equipmentshall be 

(where required) procured, maintained, surveyed, operated, and disposed of in accordance with 

recognised, auditable and scrutinised standards. These standards, in the case of vessels,shall 

be in accordance with the applicable Lloyds Register and UK Flag rules and regulations. 

Thisshall mean adherence to a cycle of Classification and Flag Surveys, outlined, as:  

• Annual Class and Flag Surveys (Loadline, Safety Construction, MARPOL, Safety 

Equipment, Safety Radio, etc.); and  



 

 

• Intermediate, Periodical, Renewal and Special Surveys as required by Flag and Class. 

5.9(b)  Applicable Class Society and / or UK Flag rules and regulationsshall apply to all elements of 

vessel operation.  

5.9(c)  Compliance to these standardsshall be quality assured in line with the requirements of the ISM 

Code. ISM mandates routine vessel condition inspections by the shore management team with 

internal and external audits for compliance against the management system. Serco shall create 

a full audit plan by vessel, by month with allocated reporting. Serco shall use existing audit 

documentation which is proven to rigorously test and validateSerco's its compliance 

standards.Serco'sapproach is to use a combination of the local management team, internal 

independent audit teams supported by third party audits of external agencies. Serco shall 

capture the certification status of the fleet on SEAMS. Reportsshall be available on the SEAMS 

dashboard and for distribution to the Serco senior management team. This reportshall be 

reviewed live to ensure the status of the vessels is compliant.  

5.10 KEY PERSONNEL REQUIRED AND KEY RISKS TO SMS DELIVERY AND HOW 

THESESHALL BE MANAGED   

5.10(a) In line with the requirements of the ISM Code, DSA02-DMR Defence Maritime Regulations, and 

the DSA 03-DMR Shipping Regulatory Terms and Conditions and Definitions, the Accountable 

person for the DMS-NG Contract 4 shall be ‘the person charged with the overall safe 

administrations and employment of MOD shipping at the operational level such that it is 

operated safely and is environmentally compliant’. For DMS-NG Contract 4, it shall be the 

HdSDA whoshall be the accountable person. Theyshall then subsequently assign responsibility 

to appropriate management team personnel to ensure compliance with the SMS.  

5.10(b) Serco has considered the key risk associated with delivery of the SMS, with applicability to DMS 

SEMP Version 12. Table 17 outlines the key risks and mitigations Sercoshall apply in 

accordance with DSA02-DMR Reg 301. Serco shall monitor risk and update mitigation monthly. 

The risk controls listed below are in accordance with DSA02-DMR Reg 301 andshall be 

managed throughSerco'sinternal processes.   

RISK HEADING MITIGATION ACTIVITIES 

Safety and Environmental Management 
System(s) and documentation are not fit for 
purpose (Organisation and Arrangements 
Statements Safety and Environmental Mgt. 
Plans). 

- Due diligence review of established document 
set / systems at Contract commencement Robust 
auditing process (internal and external). 

Failure of Certification Strategy to meet 
Contract requirements. 

- Vessel certification data. 
- Certification database. 
- Affected Services Certification strategy. 
- Regulatory update (status). 
- Impact assessment. (e.g. change in law). 

Safe Design and Construction integration is 

not fully captured and observed within 

operation deliverables and oversight. 

- Flag / Class requirements where applicable.  

- Application of International and National statutory 

Codes. 

Failure to maintain vessels and equipment.  - Planned Maintenance System. 
- Database / Marine SharePoint (status). 
- Internal Inspection programme (status / findings). 
- External Inspection / Survey (status / findings). 

Management of Change, Maintenance of 
Conditions does not meet the required 
standards or is not fully implemented. 

- Serco Integrated Management System.  
- Vessel acceptance procedures. 
- Trial assessment records and risk assessment. 

Documentation (e.g., appropriate manuals, 
logs, policy or procedures) are not 
established or maintained. 

- Serco Integrated Management System. 
- Document Control and Review Procedures. 
- Vessel Operating Procedures.  



 

 

- ISO 9001 certification and surveillance audit. 

Competency levels and training are not 

assessed, provided, or maintained. 

- Personnel Certification. 
- Flag requirements STCW Code. 
- Personnel records / Fleet system records data. 
- Internal / External Inspection / Survey (findings) 
- Internal / External audit (findings) 

Incident Reporting and Analysis  Accident, 

Incident and Lessons Learnt are not 

conducted or not completed in full. 

- Incident Overview. 
- IMS Incident Reporting systems / procedure. 
- ASSURE Incident database. 
- Risk Assessment (specific and annual review). 
- Safety Case review (specific and five year). 

Emergency Preparedness does not support 

the scope of the Contract, accommodate,  

the range of potential events or flexible. 

- Major Incident Management Plans.  
- IMS procedures for Emergency onboard.  
- ISM Code – Exercises and drills. 

Safe and Environmentally Compliant 

Operating Envelope does not accommodate 

the full scope of deliverables and interface  

points. 

- Class / Flag Vessel Certification.   

- Operating Areas defined.  

- Vessel Operating Procedures. 

Live and legacy Health and Safety, Risk, 

Welfare, Security and Environmental data 

and reporting is not maintained or easily 

available.   

- Marine SharePoint Data Records. 

- Safety Case review Plan. 

- Safety Case Reports / Hazard Logs 

Requirements Management process is not 

fit for purpose and does not support detailed 

and complete assessment, management 

and change procedures. 

- Serco Integrated Management System 
Operational requirements procedures and 
processes.  

- Project definition and Customer key requirements 
processes. 

Verification of Internal Assurance, Internal 

and External Audits does not support a 

complete and robust process. 

- Serco Integrated Management System. 
- Internal Audit programme (status / findings). 
- External Audit (status / findings). 
- ASSURE audit database. 
- DMS led independent safety audits. 

Table 17: Key risks and mitigations in accordance with DSA02-DMR Reg 

5.11 PROCESS AND PROCEDURES THATSHALL ENSURE THE SMS IS MAINTAINED 

ACROSS THE SUPPLY CHAIN   

5.11(a) Sercoshall conduct Integrated Assurance Review audits, both internally and acrossSerco's its 

supply chain. These reviews shall contain a thorough test of the following areas:  

(i) Business Continuity and Crisis Management;  

(ii) Employee Lifecycle and Wellbeing;  

(iii) Environment;  

(iv) Finance;  

(v) Health and Safety;  

(vi) Information Security;   

(vii) Information Technology;  

(viii) Legal Governance and Ethics;  

(ix) Operations; and  

(x) Security.   

5.11(b) Serco shall flow down the safety and environmental protection requirements of the Contract 

toSerco's its supply chain. The Maritime and Coastguard Agency (MCA)shall conduct third-

party regulatory audits as required by the ISM and DSM codes. Sercoshall appoint Independent 

Safety and Environmental Auditors to audit all Contract areas and provide the Authority with 

independent assurance on the safety of Contract activities. Serco shall confirm compliance 



 

 

through rigorous KPIs regime adherence andshall provide monthly dashboard reporting to the 

Authority on performance.  

5.11(c) Manufacturers of equipmentshall be responsible for the inherent safety of their equipment and 

the accuracy of the documentation provided. Serco shall manage any suppliers in accordance 

with the Quality Plan and Serco’s internal Vendor Assessment Procedures.  

5.12  End User Engagement  

5.12(a) Sercoshall agree and develop the feedback questionnaire for the End-Users with the Authority 

at the start of the Contract, as stipulated by the Authority in Part B of Schedule 6. Proposed 

template is shown in Figure 7. Thisshall then be arranged to go to end-users through an 

automated system which is triggered once the task is completed. The response from the End-

Usershall then be received back to the Operations teams and assigned into the relevant tasking.   

5.12(b) Should no response be received in 30 days thisshall flag in the system and shall notify the 

Operations team whoshall contact the End-User to send a reminder.  Serco has an open-door 

policy that always encourages feedback. Feedback is then captured on 

ASSURE,Serco'sreporting tool. In preparation for the Monthly Local Performance Working 

Group meeting a reportshall be generated showing the tasking, responses received and those 

still outstanding and it shallshall also confirm when the End-User has been sent a reminder. 

 

5.13 SUPPLY CHAIN MANAGEMENT    

5.13(a)  Serco does not intend to key sub-contract the services required from it to deliver SDA 6.  

5.14 PROCESSES AND PROCEDURES FOR MANAGING SUBCONTRACTORS AND HOW THE 

RESPECTIVE OUTPUTS ARE DELIVERED   

5.14(a)  In line with 5.13(a), whilst Serco does not intend to key sub-contract the services to deliver SDA 

6, whenever Serco uses sub-contractors, Serco recognises the importance of structured 

processes and procedures to ensure sub-contractors are appropriately managed. Serco’s 

central Procurement team shall include a Business Partner for Defence, ensuring that all 

Authority Contracts are considered when forming policy. The team shall also include 

Procurement Operations support, this is to ensure that onboarding checks and subsequent 

invoicing processes are completed correctly and in a timely manner. The Supplier Risk and 

Sustainability Director shall sit in the Procurement leadership team with responsibility for 

ensuring the management procedures and processes are appropriate, up-to-date and add value 

to the services being delivered.  

5.14(b) Key Sub-contractors shall be managed in accordance with Serco’s Supplier Management 

Programme. This process shall be split into three components:  

(i) Contract Compliance;  

(ii) Risk Management; and  

(iii) Supplier Performance Management.    

5.14(c)  The Supplier Management Programme shall ensure there is visibility of how suppliers are 

performing, appropriate measures are in place and action plans are formed to address any 

issues. For all critical partners, key sub-contractors and suppliers, Serco shall appoint an 

Accountable Supplier Manager (ASM). The ASM shall use Serco’s procurement system 

‘SMART’. This system shall be used to manage all supplier information, including Contract 

compliance data. The ASM’s responsibilities shall include:  

(i) Managing supplier performance in the Business Unit;   

(ii) Coordinating feedback and performance measures where there are multiple sites and 
services;  



 

 

(iii) Evaluating on a monthly or quarterly basis the performance measures and supplier 
performance, Contract obligations and key risk controls;   

(iv) Liaising with the operational managers who receive the supplier services and who deal 

with daily issues;  

(v) Coordinating the compliance rating of the twelve key risk controls by liaising with 
Category Owners and the business and Procurement Operations;     

(vi) Developing and completing action plans and record in SMART for any non-compliant 
(Red) or partially compliant (Amber) controls;  

(vii) Escalating any issues to Supplier Management Programme / Group Procurement;   

(viii) Managing monthly or quarterly supplier reviews, taking minutes of the meeting and 

recording any risks, issues and escalations required;  

(ix) Following policy, procedures and standards as set by Group Procurement; and  

(x) Providing information to audit as required.   

5.14(d) Managing risk shall be a priority when Serco key sub-contracts any part of its services. Serco 

has an established method, which involves monitoring key risks. These risks shall be tracked 

and assessed on a quarterly basis. The twelve key controls shall be measured in accordance 

with the Serco Risk Management approach to ensure consistency across the reporting 

methods.   

5.14(e) Where specific intervention is needed, Serco shall have an issues management process in 

place based on Supply Chain Relationships In Action (SCRIA) principles and processes. Either 

party may suggest this as a mitigation tool and itshall be independently facilitated to ensure the 

best for programme outcomes. The SCRIA approachshall be agreed with both parties and the 

objectives jointly agreed. It has been successfully used on many other Authority programmes 

to address issues and build a mutually agreed way forward.  

 

5.15 SERCO'S APPROACH TO RELATIONSHIP MANAGEMENT AND COLLABORATION WITH 

SUBCONTRACTORS   

5.15(a) Serco’s supply chain partners shall play a critical role in realisingSerco'spurpose and 

ambition to deliver the solution in a seamless, efficient and integrated manner. Serco shall 

only work with reputable companies who share Serco's standards and principles. Serco 

understands that relationships are built on shared values and trust, building trusting 

relationships and maintaining those relationships through high quality and regular 

communication.Serco'sapproach to relationship management shall be underpinned by 

Serco’s Supplier Code of Conduct, (Figure 9) which shall be mandatory for all suppliers to 

agree to. Serco shall also encourageSerco's its suppliers to demonstrate sustainability within 

their operations and ways of working. In 2021 Serco published its Sustainable Procurement 

Charter, which defines fourteen areas in which Serco can benefit all stakeholders, including 

both those within and outside the direct supply chain.  

 

5.15(b) Using this framework, Serco shall collaborate withSerco's its suppliers in an effective way. For 

example, Serco offers access to or directs suppliers to training through organisations such as 

the Supply Chain Sustainability School, to provide training in areas such as modern slavery 

and ethics. This enablesSerco'skey sub-contractors to develop skills and grow with confidence 

that they are meeting the high standards expected of them.  

5.15(c) To support relationships, Serco shall treat its suppliers fairly and collaboratively. This shall 

include being transparent with contractual flow downs and only applying what is relevant and 

proportionate. Similarly, KPIsshall be set and agreed collaboratively to ensure they are fair and 

achievable. Serco shall form solutions and technical proposals jointly to ensure both parties 

have an input into the products / services to be delivered and to ensure Serco is benefiting from 

the supplier’s expertise in that area.  



 

 

 

Figure 9: Serco's Code of Conduct. It is the standard that Serco expects all supply chain partners to adhere to 
 

5.15(d) The Accountable Supplier Managershall interface with the relevant governance groups to 

ensure supplier performance is communicated and understood across the relevant 

stakeholders. For this Contract Serco anticipates supplier management data to be reviewed at 

the Monthly Performance Review Board and Local Performance Working Groups. Any issues 

requiring further support shall be escalated to the Strategic Board for review.  

 

5.16 Management Information  

5.16(a)  At Contract Award Serco shall continue to useSerco's its existing systems to collate and 

distribute management information (Asset Management Operating System ("AMOS"), Fleet and 

reports from ASSURE). This shall enable a low transition risk and the collaborative development 

of system reports in the improved management information system as presented in Figure 9.   

5.16(b) To facilitate the move from analogue to digital, Serco's delivery of the DMS-NG requirementshall 

be driven by SEAMS in accordance with Schedule 9, as applicable, and best practice in Asset 

Management. The SEAMS upgradeshall be managed bySerco'stransition team, gradually 

introducing the new system before contract award. Serco shall use the integrated transition 

working group, incorporating appointees from both Serco and the Authority to ensure there is 

no risk to the delivery of services during the transition phase. As an integral part of this, 

Sercoshall build the Management Information (MI) requirements of Part B of Schedule 6 into 

SEAMS. SEAMSshall store the information from asset management activities, including 

dockings, planned maintenance and defects, to performance criteria managed bySerco'steam 

of SDA Technical Managers with a systematic emphasis on vessel compliance and availability. 

A typical dashboard is shown in Figure 10.  

 

5.16(c) SEAMSshall enable Serco to offer the Authority far greater range of management information 

availability from:  

• Real-time task delivery performance dashboard assurance;  

  



 

 

• Continuous current asset availability dashboard assurance;  

• Continuous and current SQEP availability dashboard assurance;  

• Management of vessel maintenance kits, spares and consumables; and  

• Reductions in planned and unplanned non-availability.   

5.16(d) SEAMSshall ensure that all data is collected and collated into a single entity, from where the 

reports requested in Part B of Schedule 6 can be generated. Sercoshall collaborate with the 

Authority to develop the dashboard so that it meets all the Authority’s requirements. A typical 

dashboard is shown in Figure 10.  

 

 

Figure 10: Service Delivery Dashboard 

5.17 TEMPLATES   

5.17(a) Accurate management informationshall enhance the Authority’s understanding of performance 

across the business. As part ofSerco'stransition to an efficient asset management and 

performance monitoring regime, all MIshall be held and presented on SEAMS after the first year 

of the Contract. Sercoshall collaborate with the Authority to develop a set of bespoke templates 

within SEAMS to reflect the requirements of Part B of Schedule 6. SEAMSshall provide a single 

source of accessing data with streamlined presentation to ensure enhanced clarity on 

performance levels across all aspects of the Contract for the Authority. Serco shall hold copies 

withinSerco's its SharePoint environment following issue.  

 

5.18 Authority Dependencies   

5.18(a) SEAMSshall enable reports to be available for the Contract governance meetings. Thereshall 

be opportunity for input prior to this from the local Authority, whichshall be instigated 

usingSerco'sautomated feedback system. All the stakeholdersshall be trained and provided with 

guidance on how to interact with the system output to ensure meaningful and correct reporting. 

Full access to the relevant areas of SEAMS and other systemsshall be provided to the Authority. 

Sercoshall do this through an agreed method, dependant on both Authority system restrictions 

and those within the Serco systems.   

  

  



 

 

Sercoshall maintain data and report as per Schedule 6. Any failuresshall be recorded. The 

system has the flexibility to generate and disseminate information thatshall be developed to 

meet the requirements of Contract changes.  

This shall ensure that Serco can develop, in collaboration with the Authority, a comprehensive 

range of management reports thatshall form a sophisticated decision support tool. Authorised 

access to Management Reportsshall be given to specified Authority personnel in order that they 

may produce and compile the required management reports in line with those specified by the 

Authority in Part B of Schedule 6.  

 

  



 

 

6 HEALTH, SAFETY AND ENVIRONMENTAL PROTECTION MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

6.1 INTRODUCTION  

6.1 (a) Serco's vision is Zero Harm andSerco'swork is never so urgent or important that it cannot take 

time to do it safely or work with respect to the environment. Wherever Serco works, it is 

committed to the prevention of injury, incident and ill health for all whom it comes into contact 

with. This vision and commitment is a core deliverable acrossSerco'sentire supply chain.  

6.1 (b) Serco shall continuously drive towardsSerco's its Zero Harm vision by:  

(i) Defining and communicatingSerco's its strategy, policy, and procedures to protect the 

health, safety, and wellbeing ofSerco's its people and of those to whom it owes a duty 

of care;  

(ii) Assessing and managing health, safety and wellbeing risks including controlling specific 

occupational health exposures; 

(iii) Providing necessary resources and equipment and identifying, training and effectively 

using competent people, allocating health, safety and wellbeing responsibilities to those 

who have the necessary skills;  

(iv) Meeting and, where possible, exceeding all legal and other requirements that apply;  

(v) Actively encouraging the engagement and input of employees and others to identify, 

control and manage risk;  

(vi) Setting health, safety and wellbeing objectives and thresholds that reflect the strategic 

plans and the intent to continuously improve;  

(vii) Reporting and investigating incidents to identify root causes, preventing recurrence, 

and acting on investigation findings and ensure that people are treated fairly;  

(viii) Regularly reviewing the suitability and effectiveness ofSerco's its management 

systems;  

(ix) Ensuring, where possible and applicable, that the physical environments that 

protectSerco's its people andSerco's assets are safe, secure and fit for purpose; and 

(x) Collaborating and co-operating with customers, partners, contractors, suppliers where 

it shares, supervise and manage responsibilities, premises and activities.  

6.1 (c) Serco understands the DMS-NG Contract requires a robust Health, Safety and Environmental 

Protection (HSEP) Management Plan.Serco'steams are experienced, trained and coached to 

understand the importance of adhering to the policy, standards and legislation required in highly 

regulated maritime environment.  

6.1 (d) This HSEP Management Plan shall provide a road map of the Serco management, organisation 

and arrangements for HSEP management within the DMS-NG Contract throughout the 

contracted term. It shall detail actions and arrangements for implementation and operation of 

the Serco Integrated Management System (IMS) which contains the safety and environmental 

policy, standards, procedures, guidance and forms.  

6.1 (e) The Plan has been developed based onSerco'ssignificant experience and in accordance / 

compliance with:  

(i) The Health and Safety Executive (HSE) HSG65 Plan Do Check Act (PDCA) model;  

(ii) ISO 9001, 14001 and 45001 management systems;  

(iii) The International Safety Management (ISM) Code with accreditation issued by the 

Maritime Coastguard Agency (MCA);  

(iv) Serco Group Policy Statement and the applicable procedures contained within the 

company Serco Management System (SMS); 

(v) Serco IMS;  



 

 

(vi) DMS-NG Statement of Requirement (SOR) and aligned with the Ministry of Defence 

Climate Change and Sustainability Strategic Approach;  

(vii) DSA 02 Defence Ordnance, Munitions and Explosives (OME);  

(viii) DSA 03.OME Part 2;  

(ix) JSP 375 VOL 1 Chap 6 and 28;  

(x) JSP 815 and JSP 816;  

(xi) DSA02 DMR Regulations for Health, Safety and Environmental Protection;    

(xii) DEFSTAN 00-56;  

(xiii) DEFSTAN 00-51;  

(xiv) Local port (site) and facilities standing orders   

(xv) Local Port NSSJ; and  

(xvi) Local POMSR.  

6.1 (f) This HSEP has been subject to a robust process of assessment and review and it shall be 

endorsed by Serco Group and the DMS-NG Management team andshall it shall be made 

available to all staff engaged in the Service provision of this Contract.  

6.1 (g) The final planshall contain and signpost (through the IMS) to the following elements:  

(i) Safety Policy, Standards and Processes;  

(ii) Organisational Arrangement and Context;  

(iii) Leadership, Training, Resources and Responsibilities;  

(iv) Certification and Key Hazard Certification;  

(v) Safety and Environmental Case Management;  

(vi) Affected Services Management;  

(vii) Change Management and Control;  

(viii) Incident and Accident Management and emergency preparedness;  

(ix) Risk Management and Controls;  

(x) Assurance, Audit and Reporting; and  

(xi) Governance, Management and Communication Arrangements.  

6.1 (h) The IMS shall deliver mandatory Serco Management System requirements and statutory 

requirements of both maritime, air and land-based safety and environmental legislation. Safety 

compliance shall be measured by external agencies such as, but not limited to, BSI ISO 

Accreditation, Flag State and Classification Societies certification, through independent 

inspections, surveys and a robust ‘Three Lines of Defence Model’ (3LOD) audit process. This 

HSEP shall also be aligned with Serco Group Environmental Management System (EMS) 

requirements that comply, as a minimum, to ISO 14001:2015. The contractual requirements as 

set out shall lend themselves to the application of ISO 14001 as this in turn ensures the Authority 

and Serco’s environmental requirements are covered. The plan shall take into consideration the 

context in which Serco Marine Services operates, including:  

(i) Customer environmental requirements and aspirations;  

(ii) Contractual requirements, including scope of services and duration of contracts;  

(iii) Scope of Serco operational control for building and facilities management;  

(iv) QinetiQ Risk Assessments and Safety Case Reports (for sites which are managed by 

QinetiQ); and  

(v) Wider environmental policy, legislative and technology changes, and innovation.  

6.1 (i) To address the MOD and other environmental obligations that are not specifically demanded 

by ISO 14001, the Serco system shall be designed to satisfy the requirements of ISO 14001, 

DSA02 DMR, Project-Oriented Environmental Management System (POEMS), appropriate and 

relevant legislation and the International Safety Management Code. The International Safety 

Management (ISM) Code shall require that environmental management systems are 



 

 

implemented for pollution prevention and waste management on board vessels covered by the 

code.  

6.2 POLICY, STANDARDS AND LEGISLATIVE ADHERANCE 

6.2 (a) The IMS shall containSerco'scorporate processes and procedures for compliance with maritime 

regulations for the management and delivery of services (including Affected Services) in 

accordance with appropriate legislation and industry best practice. To ensure there is high 

quality interface with the Authority, Sercoshall develop new Codes of Practice (CoP) with the 

Entitled Customer and the Authority to define any required local working practices. Theseshall 

be jointly signed off between all parties. Where there is no relevant legislation in place, or the 

application of civil maritime legislation is not possible to specific training Tasks, Serco shall 

apply Authority regulations and standards in order to manage risks responsibly and jointly. 

Serco shall be fully compliant with Safety Management System and health and safety policies 

and procedures, the certification of special personnel (which, for the purposes of this Paragraph, 

shall have the meaning ascribed to that term in the Code of Safety for Special Purpose Ship, 

2008, as detailed in MGN 674 as amended from time to time), and the various specific safety 

and training requirements for the tasks to be undertaken by SD Northern River and SD Victoria. 

Serco shall embed the protocols and requirements from the Contract 4: Defence Marine 

Services – Offshore Support to Military Training and Exercises Statement of Requirement 

intoSerco's its vessel operating procedures, Final HSEP and staff training.  

6.2 (b) As part ofSerco'sprocess, Tasksshall be undertaken in accordance with the relevant Safety and 

Environmental Case, and shall Serco shall participate and contribute to any reviews of relevant 

Safety and Environmental Cases that are linked to their vessels and/or personnel.  

6.2 (c) For the management and regulatory control of Affected Services and the management of 

Affected vessels, Serco shall remain fully compliant with the Defence specific, DSA02 DMR 

Regulations and in accordance with the Memorandum of Understanding (MOU) between the 

MOD / MCA, internal subordinate local operating procedures and codes of practice with key 

stakeholders. All Tasks involving Affected Services, or otherwise outside the scope of normal 

civilian regulations,shall shall be undertaken utilising a fully developed and Authority endorsed 

risk assessment and method statement along with a full and complete body of evidence by way 

of demonstrating all platforms are safe to operate, operate safely and environmentally sound.  

6.2 (d) Serco shall work collaboratively with the Authority and other key stakeholders, proactively 

joining site and other customer sites Health and Safety Committee meetings and notifying the 

Authority of any discrepancies or observations and action that may be needed to ensure the 

site is safe. Serco shall embedSerco's its corporate policy of Zero Harm, including tours of sites 

and a feedback loop to the Authority representative.  

6.2 (e) Serco believes that having a culture which enables everyone who comes to work to feel 

responsible for the safety of themselves and for those around them, leads to high 

empowerment to bring forwards safety observations.  

6.3 Other Suppliers to the Authority  

6.3(a) As part ofSerco'swider Stakeholder management approach, any other suppliers to the Authority 

for DMS-NG Contract 4shall be identified and categorised to enable the sharing of corporate 

policies.  

6.3(b) Serco believes successful outcomes are delivered through collaboration and therefore 

stakeholder management across the DMS-NG Contractsshall be delivered in line with a 

Partnering Charter which acts as guiding principles to develop strong, collaborative 

relationships to enhance the operation of Marine Services. Serco has developed strong 

relationships with other companies who deliver to the Authority and the operational output is 

much improved by open, transparent and close communication between the parties.  



 

 

6.3(c) Where Serco is acting as a prime,Serco's its sub-contractorsshall followSerco's  Serco's 

procurement obligations, which shall ensure all parties involved with the management, delivery 

and support of the Contract are committed to shared partnering principles:  

(i) Local Performance Team meetings with the required structure being agreed with the 

Authority prior to commencement;  

(ii) Executive Safety and Environment Board (ESEB) meetings, attended by senior Serco 

leadership;  

(iii) Additional joint forums on risk management, Local Safety and Environmental Protection 

and commercial issues to ensure a shared understanding and approach to these areas;  

(iv) Ad hoc meetings, reviews and workshops as required;  

(v) HSEQ Health Checks shall be undertaken by Serco HSEQ Subject Matter Experts 

(SMEs) at various locations withSerco'sindustry partners such as boat yards, chartered 

vessels and organisations which deliver core SOR line items (for example, garbage 

collection in Devonport and the ‘Solutions Barge’); and  

(vi) Mechanisms such as Planned General Inspections (PGIs) and Zero Harm Engagement 

Tours (ZHETs) shall be in place to provide alternative methods of ensuing high 

standards are maintained across the area of responsibility.  

6.4 END USERS  

 

6.4 (a) Under the DMS-NG Contract, Sercoshall continue to provide Offshore Support to Military 

Training and Exercises, encompassing a variety of end users, including Specialist Military Units 

that Serco is unable to list in this document due to security considerations. 

 

6.4 (b) To ensure a fully collaborative eco system, Serco’s HSEP and Improvement Stakeholder 

Managementshall be delivered using partnering principles to develop relationships and 

collaboratively devise and deliver solutions that supportSerco'sHSE obligations and objectives, 

as well as embeddingSerco's its commitment to a Zero Harm Culture.  

 

6.4 (c) Where appropriate, Serco shall join customer and end-user forums to discuss issues and share 

best practices to find the best outcomes and solutions in the safest ways. Serco shall continually 

engage end-users withSerco's its requirements for Incident reporting, Hazard / Risk 

Assessment and Analysis relating to the DMS-NG Contract and contained withinSerco's its HSE 

procedures to ensure end-users not only understandSerco'scorporate policy, but also 

shareSerco's its corporate values.  

6.4 (d) DuringSerco'sprevious 15-year experience of delivering the services for SD Victoria and SD 

Northern River, it has developed a deep understanding of the nuances required with end-users, 

their specific requirements and the often-complex HSEP requirements that they bring. 

Serco'sdeep organisational experience of Defence andSerco's its leadership hierarchy who are 

all SC security cleared, shall ensure it can have highly sensitive discussions if required, to 

deliver complex tasks safely for Serco and for the end-users.  

6.5 SERCO SUPPLY CHAIN  

6.5 (a) Serco shall ensure any sub-contractors inSerco's its supply chain are fully aware of Serco’s 

Health, Safety and Environmental management system and the MOD climate aspirations, and 

can demonstrate their ability to comply with that system as it applies to them. These valuesshall 

be further encouraged by the HSEP Charter, which each sub-contractorshall be asked to sign 

up to, and Sercoshall lead. Sercoshall manage environmental aspects associated with its supply 

chain through effective implementation ofSerco's its EMS and the Serco Group supplier 

approval process.  

 

6.6  MANAGINGSERCO'SWIDER SUPPLY CHAIN  

 



 

 

6.6 (a) As a provider of maritime services to a range of customers in the UK and overseas, Serco has 

extensive experience in the maritime supply chain. Serco delivers to a Marine Category Plan 

and the associated procurement activity it generates (sourcing and contracting projects) is the 

Serco Marine Supplier Network, the extensive network of vetted and assessed suppliers used 

by Serco marine contracts to purchase goods and services for their operation and repair and 

maintenance of vessels. Within the network, suppliers are segmented into 2 further groups, the 

Preferred Supplier List and Approved Suppliers.  

(i) Preferred Supplier List (PSL): For each different sub-category of spend a supplier or 

collection of suppliers shall be identified as preferred and where possible, be used by 

the Serco business. All PSL suppliers are usually the result of Group Procurement 

projects to source and contract with suppliers in that sub-category. All suppliers on the 

PSLshall have an agreed contract in place, preferred supply rates based on group 

volume (where applicable) and defined Service Level Agreements (SLAs) and Key 

Performance Indicators (KPIs) related to the goods and services provided. The 

PSLshall identify if the supplier is ‘preferred’ across the Serco group or just to a selection 

or one particular contract. The Authorityshall be able to clearly view and review Serco's 

list of ‘Preferred Suppliers’.  

(ii) Supplier Compliance and Risk Assessment: A key element of the sourcing and 

contracting process shall be to ensure any supplier being considered for the provision 

of goods and services is subject to a thorough assessment on some key standards that 

any supplier doing business with Serco should comply with. At the heart of this is 

the Serco Supplier Code of Conduct which sets out the standards Serco expects 

suppliers to work to when providing goods and services to Serco.  All suppliers doing 

business with Serco shall confirm in writing they agree with the code of conduct.   

6.6 (b) The Serco Supplier Code of Conduct shall be backed up by the Serco supplier onboarding 

process that allows Serco to evaluate any supplier that is to be set up on the Serco Guided 

Buying system. The onboarding processshall originate as part of a Group Procurement sourcing 

or contracting project or shall from a direct request from the Serco contract. For example, when 

the Serco DMS-NG team have identified a new supplier of goods and services they would like 

to be able to use due to a new requirement, or when they provide more choice and resilience in 

the supply of certain goods and services.  

(i) SafeContractor: SafeContractor is a Safety Systems in Procurement (SSIP) 

accreditation that collects and verifies information across health, safety, financial and 

ethical practices. In 2020, Serco started working with SafeContractor to ensure that all 

key suppliers to Serco have up-to-date documents and policies for key compliance and 

safety standards, including insurance documents and QHSE policies. SafeContractor 

shall enable Serco to monitor suppliers and ensure commitments made in the Serco 

Supplier onboarding process are maintained.  

6.6 (c) The rollout of SafeContractor continues in 2024 with the prime focus on suppliers who provide 

services on Serco premises or premises managed on behalf ofSerco's its customers, and this 

includes the DMS-NG vessels.  

6.6 (d) When choosing a vessel refit / repair yard, if its necessary for Serco to consider a new yard due 

to unavailability of preferred yards, it shall initially do due-diligence safety assessments similar 

to those conducted by SafeContractor, and then bi-annually conduct Health Checks that 

constituteSerco's its audit process. The Audit shall include a due diligence checklist that covers 

criteria from policy compliance against Authority and Serco standards through to correct 

implementation. This shall include testing their procedures, risk assessments and method 

statements around higher risk activities in ship repair, for example hot work, confined space 

work, work at height, lifting operations, isolation of energy systems, Control of Substances 

hazardous to health, etc. Preferred yards shall be subject to on-site safety and environment 

audits based on HSE POPMAR (Policy, Organising, Planning, Measuring performance, Auditing 

and Review) model and a 'Plan, Do, Check, Act' approach. Health checksshall be undertaken 



 

 

by Serco SMEs and any findings tracked through the Assure database to closure. These audits 

shall be scored as either fully compliant, partially compliant or noncompliant. If they are deemed 

non-compliant,Serco'sHead of Maritime Safety and Complianceshall construct a pathway to 

obtain compliance. 

6.7 OTHER MARINE SERVICES CONTRACTORS  

6.7 (a) In line withSerco'sapproach to stakeholder engagement detailed above, engagement processes 

and procedures for any Marine Service Contractors involved with the delivery of DMS-NG 

services or requiring access to service sitesshall be identified and categorised before an 

appropriate engagement process is devised. Where relevant and appropriate, this may include 

the sharing of core operating procedures or adherence to the DMS-NG partnering charter.  

 

6.7 (b) Contractors with notable environmental impacts shall ensure that they liaise closely with Serco 

to embed rigorous safety and environmental management within their operations.  

 

6.7 (c) Prime contractorsshall be assessed by Serco and those who have higher safety / environmental 

/ quality riskshall be subject to internal audit.  

 

6.8 SERCO's APPROACH TO THE DELIVERY OF PRIMARY MARITIME, LAND AND AIR 

SAFETY  

6.8 (a) Across the UK & Europe, Serco is trusted to deliver critical support services and operate 

sensitive military facilities. In conjunction with the MOD, Serco has been entrusted to work on 

some of the most advanced facilities since the early 1960s.Serco'sexperience as maritime 

service providers and ship managers underpinsSerco's its approach to safety in the maritime 

domain and demonstrates the capabilities it brings to the management of the DMS-NG vessel 

fleet.  

6.8 (b) This HSEP document has been developed in a way that demonstrates compliance with MOD 

contractual obligations as laid down in Schedule 2 of the DMS-NG Contract (Statement of 

Requirement). In addition, HSEP has been produced in accordance with applicable aspects of 

the Defence Safety Authority (DSA) Defence Marine Regulator (DMR) Regulations for Health, 

Safety and Environmental Protection (DSA.02 DMR).  

6.8 (c) The HSEPshall undergo a continuous process of assessment, learning from experience and 

horizon scanning for HS&EP risks. The Serco teamshall take decisive action so that risks are 

mitigated to As Low As Reasonably Practicable (ALARP) and maintained at tolerable levels. 

The level of assurance of activitiesshall be proportionate to the consequences of the failure of 

the activity.Serco'sapproach to Health, Safety and Environment protectionshall be subject to a 

robust Three Lines of Defence Model (3LOD) audit process:  

(i) Internal:  internal audits shall be carried out by Serco onSerco's its activities in 

conformance toSerco's its safety management systems and HSEPs. As part ofSerco's 

its activities, Serco shall conduct PGIs and ZHETs.  

(ii) Serco Internal Assurance Review (IAR): IAR shall be conducted by Serco Group 

members, independent from the DMS-NG Contract for objectivity. A mandatory annual 

requirement of all contracts across Serco as detailed inSerco's its Serco Management 

System. The reviews’ purpose shall be to ensure that management systems and 

controls are effective for managing risks across the organisation. The lead reviewershall 

cover all HSEP aspects as part of the review, providing a report upon conclusion with 

actions, owners and completion dates managed through monthly reporting forums.  

(iii) Independent Safety and Environmental Audit (ISEA): ISEA shall be carried out on 

behalf of Serco on the management of the HSEPs. This audit shall be conducted 

internally using an independent chain of command / accountability to verify the 

effectiveness of the first line, but shall also facilitate sharing of best practice. Regulatory 



 

 

external audits shall be carried out according to commercial legislation. Serco is audited 

by the MCA as the Flag State Administration forSerco's its IMDG, ISM, ISPS, SPS and 

MLC Compliance for SD Northern River and SD Victoria, which are not delegated to 

Class. Serco shall also conduct annual audits to ensure that it has ISO accreditation 

(for example, 9001, 14001, 45001). 

 

6.8 (d) The final HSEPshall be subject to a robust process of assessment, review and endorsement as 

governed by current quality management review procedures. Itshall be made available to all 

staff engaged in the work activities in connection with the DMS-NG service provision. The 

controlled versionshall be maintained on the company SharePoint site and printed copies 

should be considered uncontrolled.  

6.9 SDA 6 – OFFSHORE SUPPORT TO MILITARY TRAINING AND EXERCISES 

6.9(a) Part ofSerco'sHSEP obligations shall be ensuring that vessels comply with the certification, 

maintenance and key equipment requirements detailed in Schedule 2 of the DMS-NG Contract 

(Statement of Requirement) and noted below.  

6.9(b) SD Northern River and SD Victoria are certified by the MCA as Class VII Cargo vessels (other) 

with additional certification showing compliance with the ISM, ISPS, SPS and MLC regulations.  

6.9(c) Serco shall manage all vessels in accordance with the ISM Code and as such it shall hold a 

DOC which covers all relevant operations across the fleet. SD Northern River and SD Victoria 

are also subject to relevant codes of practice. Serco shall operate and maintain a 

comprehensive IMS which is fully compliant with the ISM code. Flag and Class certification 

requirements shall be detailed in the IMS for each vessel. The IMS documentation shall have a 

specific review date and a version control reference and each owner shall be responsible for 

ensuring documentation is up-to-date. This is then shall be checked during the Annual Systems 

Management Review,Serco'sinternal forum to ensureSerco's its IMS is up-to-date and fit for 

purpose.  

6.9(d) Serco is proposing an upgrade to the variety of Fleet databases, to a single point of truth 

inSerco's its Serco Engineering and Asset Management System (SEAMS) where all certification 

requirements for each vesselshall be held and the dates of surveys tracked using a Red, Amber, 

Green (RAG) system to give clear notification of survey due dates and windows. Technical 

managementshall use the SEAMS database to plan surveys, dockings and inspections in such 

a way that activities are not only coordinated with statutory and Class requirements but are also 

de-conflicted with known requirements of the customer. Regular reports shall be automatically 

generated and distributed to stakeholders showing the certification status of all vessels and any 

open and closed defects for each asset.  

6.9(e) Serco understands the specific safety and training requirements of the range of tasks which are 

required to be undertaken. Therefore, the vessels Sercoshall use to provide or support the 

trainingshall have the specific attributes detailed in Schedule 2 of the DMS-NG Contract 

(Statement of Requirement).  

6.9(f) Although the overall safe conduct of military training Tasks, exercises or trials shall be the 

responsibility of the end-user in charge of the event, the Master shall have responsibility for his 

vessel’s involvement in those Tasks and his ability to be able to conduct their part of the activity 

with due regard to the safety of his vessel and its crew and all others on board directly affected 

by his vessel’s operations, associated RAMS / SEC and COP. Both the Master and the military 

person in chargeshall be required to assess the suitability of the proposed operating 

environment, weather conditions and Sea State; each individualshall be able to decide 

unilaterally that circumstances for meeting their own aspects of the Task are unsuitable or 

unsafe and re-locate, suspend, postpone or cancel the Task whilst keeping all affected parties 

fully informed.  

6.10 AFFECTED SERVICES  



 

 

6.10(a) Affected Services are operational commitments required by the MOD under the DMS-NG 
Contract. They are pre-defined activities that temporarily fall outside of HSE / MCA Civilian 

regulations for the extent of the task. All Affected Services and the management thereofshall be 

articulated and managed in accordance with the Serco Affected Services Management Plan 

(ASMP). Affected Services are defined in DSA.03 Regulatory terms for DSA.02 DMR 
Regulations as: “Military activities conducted by Civil Registered ships Government Owned, 

Company Operated (GOCO) and Company Owned, Company Operated (COCO) listed in the 

Memorandum of Understanding (MOU) between the MOD and MCA as beyond certified civil 
activities.”  

 

6.10(b) The provision of Affected Services shall embrace a wide range of waterborne and associated 

support activities primarily within UK waters; however, some aspects of military trainingshall 

extend worldwide. While most work is in support of the Royal Navy, support is also provided 

across a wide customer base, including the Army, RAF, DE&S, QinetiQ, Navy X and trials 

organisations. Operation and maintenanceshall conform to the requirements set by the 

Merchant Shipping Act and the International Maritime Organization (IMO) andshall be regulated 

by the UK MCA and MCA recognised certifying authorities such as the Lloyds Register. 

However, by the very nature of certain military maritime requirements, some activitiesshall fall 

out of scope of normal merchant shipping legislation. 

  

6.10(c) The delivery of Affected Services falls outside MCA regulatory rules. Sercoshall ensure a 

suitable and proportionate Safety and Environmental Case (SEC) developed in conjunction with 

DSA.02 DMR regulations is produced and provided to the Authority's DMS Head as the 

Accountable Person acting on behalf of the MOD 2* Senior AP (SAP). This SEC shall receive 

written confirmation of Authority endorsement in the form of an Affected Service Certificate of 

Compliance (A/S CoC) for acceptance on the Affected Services regime and registration on the 

Defence Shipping Register which is stored on the Vessel SharePoint. The DMS Head, as the 

MOD Accountable Persons, shall hold a DMR Approval to Authorise MOD Shipping (ATAMS) 

and a DOC for those vessels of 500GT or more. The named Affected Vessel shall be approved 

to undertake those Affected Service activities stated on the A/S CoC only and in accordance 

with their valid and endorsed Safety and Environmental Case and vessel Operating Procedures 

on behalf of the Ministry of Defence in support of military service and training.  

6.10(d) The Naval Authority Group (NAG) shall be the internal MOD certifying body for all key hazards 

associated with the conduct of the carriage of explosives. DMS shall remain the MOD Platform 

Authority and liaison relating to the MOD explosives certification shall be passed through the 

Platform Authority Professional Officer.  

6.10(e) In the event of an incident during Affected Services, the Marine Accident Investigation Branch 

(MAIB) shall be notified as per civilian process and procedures. The MAIB may choose to refer 

the incident to the Defence Accident Investigation Branch (DAIB) to investigate. The DMS 

HSEQ Manager is the MOD DPA for Affected Services and shall liaise directly with Serco DPA 

and shall exercise incident plan annually.  

6.10(f) Affected Services shall be managed in accordance with the MCA / MOD MOU and Affected 

Services Working Group, chaired by the DMS Head. All actions from the meeting shall be 

captured against established TORS with an escalation route to MCA / MOD MOU Working 

Group. Affected Services audits shall form part of the MOD 1st and 2nd Party assurance 

process with DMS utilising the services of an ISEA to conduct assurance audits. Affected 

Services shall be discussed internally and via the LSEWG and ESEB.  

6.10(g) The Affected Services list of vessels authorised to conduct Affected Services shall be 

maintained by DMS and a copy shall be held on Marine SharePoint. (DES / Safety Cases / 

Affected Services).  

6.10(h) A/S CoCsshall be managed by Serco in the SEAMS Database. The Management of Affected 

Servicesshall be undertaken in LOPS / VOPS / SEC / COPs and in accordance with the MOD 

/ MCA MOU.  



 

 

6.11 EXPLOSIVES SAFETY MANAGEMENT  

6.11(a) There is a requirement within Contract 4 for SD Victoria (SDVIC) to conduct the following 

explosive related Affected Services which relate to the management of munitions in accordance 

with the MOD / MCA MOU:  

(i) D2.1. 5 Support to military training exercises, Carriage, stowage and safe issue of 

military explosives in support of worldwide military training exercises in accordance with 

MOD regulations.  

6.11(b) These activities shall be managed in line with relevant requirements from the Naval Authority 

Group (NAG) for the management of explosives and in accordance with regulations from the 

Defence Ordnance Safety Regulator and Defence Nuclear Safety Regulator Regulation sets 

(DSA03 OME DCOP).  

6.11(c) SDVIC is the only Affected Vessel that is involved with the above Affected Service within 

Contract 4. The SDVIC shall, in addition to their commercial certification, be in possession of a 

Certificate of Safety – Explosives (CSE) issued by the NAG. The CSEshall detail the scope of 

the authorisation and any mandatory requirements. In order for the SDVIC to receive its CSE 

and various annexes, the NAG shall receive assurance on the material state of the platforms 

and magazine using the Maritime Capability Trials and Assessment Team (MCTA) following the 

inspection processes laid down in BRd 9463.  

   

6.11(d) The onboard management of Explosives shall be done in accordance with BRd862 where 

applicable and bi-annually audited by the NCEXP team. DMS shall fulfil the role of MOD 

Platform Authority and Serco shall undertake the daily implementation and operational 

management of the explosives, as articulated in the vessels Explosives safety management 

manual aiming to meet a risk proportionate level of compliance using MAP 01- 103 as guidance.  

6.11(e) DMS HSEQ shall attend Naval Bases & Harbours Explosive Safety Working Group 

(NBHESWG) every 6 months and the MOD / MCA MOU for Affected Services and shall issue 

the SDVIC with the relevant A/S CoC by way of demonstrating that the vessel has a robust SEC 

in place, developed in conjunction with MOD/MAB/SERCO, and that a comprehensive body of 

evidence demonstrates that the platform is Safe to Operate and is Operated Safely.  

 

6.11(f) SD Northern River and SD Victoria hold an IMDG DOC and may utilise this capability in 

compliance with civilian legislation for the carriage and transportation of Dangerous Goods as 

defined on their DOC.  

6.11(g) SD Victoria has an Explosive Responsible Officer (ERO) and Officer of the Quarter (OOQ) 

onboard. As determined in BRd 862 Maritime Explosives Regulations (Surface Ships). Onboard 

management is undertaken by EROs with the support of OOQ and shoreside support.  

6.11(h) DMS HSEQ Manager within DMS shall be the MOD Explosives Platform Authority Professional 

Officer and it shall support the development and change of the vessels ALES list (Ammunition 

List Explosives) on a case-by-case basis by ensuring all munitions supplied to the vessel are in 

date for assurance as determined in their OAS and SEXSSI. COPs and MOU shall be in place 

with customer teams outlining and underpinning roles and responsibilities, from load, carriage 

and use of munitions onboard.  

6.11(i) The competency standards for Serco seafarers engaged in delivering an Affected Service is 

defined within The Merchant Shipping (Training and Certification) regulations (as amended). In 

addition, the following requirements shall be met:  

(i) Passenger transfer making way underway  

The Mastershall ensure crew engaged in the Affected Service are competent in their role 

and that responsibility is identified in the safe system of work. Exercises and drills in 



 

 

emergency preparedness shall be completed in accordance with the ship’s safety 

management system.  

 

(ii) Affected Services Safety Case Management and Safe System of Work  

Affected Services Safety Cases shall be defined and agreed by the MOD at Contract 

commencement. The safety cases shall be maintained through-life in accordance with 

OPS 408 assessments.  

 

(iii) Affected Service Safety Case Management  

The requirements relating to the Management of Affected Services Safety Cases for the 

DMS-NG Contractshall be contained within the SEC.  

(iv) Affected Services Risk Assessment and Safe System of Work  

Driven by the contents of the Affected Services Management Plan, the risk assessment 

and safe system of work for conducting an Affected Service on a Serco vesselshall be 

documented in an operating procedure, titled an Affected Service Vessel Operating 

Procedure (ASVOP). ASVOP’sshall be initially approved by DMS for new capabilities 

andshall be issued and controlled as part of SEAMS. Serco shall use the 3LODS audit 

process to assure Affected Service Activities, as well as MOD ISEA Audits, site visits, 

management reviews and witnessing tasks with a Marine Superintendent interface.  

Where an ASVOP is not in place, the original safety case report, hazard log and hazard 

log sheetsshall remain extant. In completing a ASVOP the relevant ship hazard 

information contained in these documentsshall be captured in the ASVOP.  

Once the ASVOP has been approved and issued and implemented on board, the relevant 

ship(s)' original safety case reports and logsshall be archived as part of the vessel Class 

safety case. ASVOP’sshall be subject to the same review process described in HS602 

Risk Assessment and Hazard Identification procedure and subsequently issued with the 

Affected Services Certificate of Compliance (A/SCoC) from DMS.  

(v) ISM / Flag and Class certification requirements  

Serco shall manage all vessels in accordance with the ISM Code regardless of the size 

and Class of each vessel. As such, the company shall hold a DOC which covers all 

operations across the fleet. Serco shall operate and maintain a comprehensive IMS which 

is fully compliant with the ISM code. ISM, Flag and Class certification requirements shall 

be detailed in the IMS for each type and Class of vessel. The IMS shall be regularly 

reviewed by document owners and vessel Masters and any amendments shall be made 

and issued centrally.  

Serco shall maintain a database of all certification requirements for each vessel which 

tracks the dates of surveys using a RAG system to give clear notification of survey due 

dates and windows. Technical management shall use this database to plan surveys, 

dockings and inspections in such a way that activities are not only coordinated with 

statutory and Class requirements but are also de-conflicted with known requirements of 

the customer. Regular reports shall be automatically generated and distributed to 

stakeholders showing the certification status of all vessels.  

Sercoshall consider the whole of the marine services provision, considering a lifecycle 

perspective when identifying environmental aspects. Thisshall include activities such as 

design, procurement, trials, training, maintenance and disposal, out of port and ancillary 

activities. A register of environmental aspectsshall be collated, and from this, the most 

significant anticipated impacts (the environmental consequence of planned / intended 



 

 

events) and potential risks (unplanned / unintended events that give rise to environmental 

harm and/or result in the contravention of environmental legislation)shall be identified.  

When considering the significance of environmental impacts, Sercoshall assess the 

likelihood, consequence and potential breaches of relevant environmental standards, 

legislation, customer requirements, technical issues and stakeholder standards such as 

the Port Authority and the Naval Authority.  

6.12 WORKING TOWARDS MOD CLIMATE CHANGE AND SUSTAINABILITY STRATEGIC 

APPROACH  

6.12(a) The Ministry of Defence requires that those who deliver or conduct Defence activities minimise 

effects on the environment when undertaking those activities. This strategy applies to everyone 

within Defence and all organisations who support Defence activities. Within the UK, Defence is 

required to comply with all applicable environmental protection legislation. Overseas, Defence 

applies UK standards where reasonably practicable and, in addition, responds to host nations 

Environmental Protection (EP) requirements so far as reasonably practicable. 

 

6.12(b) Whilst the fleet associated with SDA 6 consists only of 2 vessels, due to the global reach of 

these vessels and long periods of tasking, it cannot be underestimated that through considered 

and planned initiatives Serco andSerco's its user groups can still make a significant impact in 

reducingSerco's its environmental impact without materially impacting the delivery of the 

Offshore Support to Military Training and Exercises activities. An example ofSerco'sproactive 

contribution to environmental protection is detailed later within this response.  

6.13 CERTIFICATIONS AND STANDARDS THAT ENSURE COMPLIANCE WITH MOD CLIMATE 

CHANGE APPROACH  

6.13(a) The Serco IMS is certified to ISO 14001:2015 by the British Standards Institute (BSI) for the 

support facilities and activities to maintain the fleet of vessels. Ships environmental systems are 

verified by Flag State to MARPOL and ISM requirements. This approach also demonstrates 

compliance with DSA02 – Environmental Protection Regulations in the 500 and 600 Series and 

DSA01.1 Defence Policy for Health, Safety and Environmental Protection.  

6.13(b) The International Maritime Organisation (IMO) has driven an initiative to enhance energy 

efficiency and to reduce greenhouse gas emissions from shipping via MARPOL and other 

regulatory instruments. One method includes making a Ship Energy Efficiency Management 

Plan (SEEMP) mandatory for applicable new and existing ships over 400GRT that are engaged 

on international voyages. Both vessels (SD Northern River and SD Victoria) have a SEEMP 

(which is developed in line with the SEEMP Resolution MEPC), to manage environmental 

performance and improve operational efficiency, and hold International Energy Efficiency 

Certificates (IEEC) in compliance with the applicable Energy Efficiency Existing Ship Index 

(EEXI) technical design measure and Energy Efficiency Design Index (EEDI) regime.  

6.13(c) In addition, as per Fleet Environmental Notice (FEN001), Serco Fleet Energy Efficiency 

Guidance and Environmental Best Practice, Serco shall aim to promote the SEEMPs and best 

practice (developed in line with MGN 683) across the entire fleet and has developed 12 core 

best practice principles which shall be adopted across the Contract.  

6.13(d) A SEEMP encourages the ship owner to consider new technologies and practices to improve 

ship and fleet efficiency performance over time, as well as to monitor and evaluate these. This 

way, a continuously improving cycle arises, leading to reducing CO2-emissions.  

6.13(e) Serco shall continuously investigate and develop opportunities that it can present to the 

Authority to support decarbonisation across the Contract, aligning with the UK government’s 

target of becoming a net zero emitter by 2050.  



 

 

6.13(f) POEMS is the MOD methodology used to assess project environmental impacts and risks. 

Currently DMS sit within Navy Command, however the requirement to align with POEMSshall 

be part of the Serco HSEP. POEMS is based on the 'plan, do, check, act' methodology. It shall 

be a requirement of DMS’s Environmental Management System that all EMS activities 

undertaken within the Continued Procurement of Marine Services contract provide sufficient 

and proportionate information to meet the requirements of DSA.02 DMR Regulations. Certain 

relevant Ministry of Defence (MOD) standards and policiesshall be adhered to under clause 

6.1.3 of the ISO 14001 standard. This clause requires not only all relevant legislation to be 

complied with, but also customer and other stakeholder agreements to be documented and 

followed. Therefore, all relevant DMS, NAG, MCA and Harbour requirementsshall also be an 

auditable part of the ISO 14001 EMS and the HSEP.  

6.13(g) To address the MOD and other environmental obligations that are not specifically demanded 

by ISO 14001,Serco'sHSEPshall be designed to satisfy the requirements of evolving industry 

changes, ISO 14001, POEMS and the ISM Code at a suitable and proportionate level. The ISM 

Code requires that environmental management systems are implemented for pollution 

prevention and waste management on board vessels covered by the code. The ISO 14001 

processshall make environmental management a continuous and embedded activity across the 

overall provision of Marine Services.  

6.13(h) Sercoshall identify and evaluate the significance of the environmental aspects, impacts and 

risks associated with operation of the service and acquisitions, refits and disposals as an integral 

part of its ISO 14001 system.  

6.13(i) The scopeshall cover relevant (i.e., excluding retrospective) lifecycle phases. The need for any 

further, more detailed, environmental assessment shall be considered by the Marine Services 

Executive. If more detailed Environmental Assessments, termed “EIA” by the MOD (not to be 

confused with the wider statutory definition used in connection with development consent) is 

considered necessary, itshall be confined to addressing the specific issues and purpose(s) that 

gave rise to the requirement. Those justifications, together with appropriate approach, 

responsibilities and programme shall be documented. This equivalent process effectively fulfils 

the POEMS obligations for an Environmental Impact Screening and Scoping (EISS), EIA and 

subsequent EIA Report, EIA Plan and EIA Statement.  

6.13(j) In 2019, Serco moved to a ‘green tariff’ for purchased electricity forSerco's its UK contracts. The 

electricity Serco uses is from certified renewable sources, supporting the MOD's ‘Green 

Transition’ approach as detailed in the Climate Change and Sustainability Strategic Approach.  

 

6.14 PLANS TO ACTIVELY CONTRIBUTE TO THE MODS CLIMATE CHANGE AND 

SUSTAINABILITY STRATEGY  

6.14(a) To aid the MOD's strategic approach to creating a pragmatic pathway for significantly reduced 

emissions, Serco shall be committed to net zero carbon across all emissions by 2050 and for 

the emissions arising fromSerco's its own assets, leases and business travel by 

2030.Serco'sapproach to achieve this follows the best practice approach of 'measure > reduce 

> avoid > offset'. Serco shall focus its efforts on minimising and avoidingSerco's its carbon 

emissions as much as possible before it considers offsetting. Serco shall take into consideration 

the climate projections for the locations in which it is working and consider any impact toSerco's 

its operations inSerco's its risk assessment and business continuity processes.  

6.14(b) Serco's structured programmes for continuous improvement in energy efficiency include 

monitoring and reporting, operational optimisation, awareness training for behavioural change 

and application of low carbon technologies, investment and strategic initiatives. Serco shall 

prioritise the implementation of no-cost and low-cost energy efficiency initiatives that deliver 

significant savings from little investment.  

 

6.15 MONITORING AND MEASURING EMISSIONS AGAINSTSERCO'S TARGETS  



 

 

6.15(a) Serco shall measure and monitorSerco's its carbon emissions to enableSerco itself to track 

progress againstSerco's its carbon reduction objectives and to meetSerco's its statutory carbon 

reporting obligations. Forms of measurement include tracking fuel consumption of vessels, 

measuring noise pollution fromSerco's its buildings and tracking the amount of single use plastic 

used on site. The results against theseshall be submitted intoSerco'sSocial Value Portal against 

the relevant TOMs whichshall quantify any results against predefined performance 

measurements. Theseshall be shared with the Authority for complete transparency 

onSerco'sperformance.  A significant proportion ofSerco'scarbon emissions arise from the use 

of fuel in vehicles. This includesSerco'scommercial fleet, company car fleet and grey fleet 

(vehicles that are not owned by the business but are used for business travel). Serco shall seek 

to implement a travel hierarchy to reduceSerco's its carbon emissions fromSerco's its travel.  

 

TRAVEL HIERARCHY ACTION 

Avoid travel  The use of MS Teams and other agile working tools such as online 

document collaboration reduces the requirement for Serco employees to 

physically travel to meetings.   

Alternative mode  Serco has a dedicated travel team and an online travel booking tool to 

assist in planning public transport travel. This ensures that the 

environmental impacts of overseas crew changes are managed.   

Plan for efficiency  Route planning software is used onSerco'scommercial fleet to assist 

‘minimum miles’ operations. This is used extensively 

inSerco'sEnvironmental Services and PECS contracts.  

Select vehicle for 

efficiency  

Fuel efficiency is considered in the procurement of vehicles. Serco has 
introduced electric and hybrid car options toSerco's its company car and 
light commercial vehicle fleet and the uptake of these has been high. 
The most appropriate vehicleshall be chosen in regards to UK base crew 
changes, taking into account environmental impacts. Serco has a 
carbon cap in place for company cars.  

Table 18: Travel Hierarchy to reduce Carbon Emissions 

6.16 INITIATIVES USED TO REDUCE CARBON  

6.16(a) Contributing towards the increased sustainability of the RN shall be key to the Authority’s 

ongoing objectives. Through delivering the Continued Procurement of Marine Services (CPMS), 

(and previously PMS) contract, Serco has consistently demonstratedSerco's its commitment to 

decarbonisation through participation in the Maritime Accelerator Programme. The programme, 

started in 2022 and has been run by Connected Places Catapult (the UK’s innovation 

accelerator for cities, transport and place leadership). The programme combines Serco with 

other industry partners as it seeks to develop Subject Matter Experts (SMEs) with industry best 

practice methods on areas including decarbonisation. Serco shall continueSerco's its 

participation for DMS-NG and shall provide feedback on the innovations that are produced as 

a consequence to qualitatively measure its success.   

6.16(b) Serco actively supported the set up and agenda creation of the DMS Decarbonisation Working 

Group (DWG) after the submission of a Decarbonisation Innovation Paper. Serco now attends 

the DMS DWG, which directly aligns with the MOD Climate Change and Sustainability Strategy. 

The purpose of the Working Group is to identify opportunities for increased sustainability which 

are discussed at regular meetings with the Authority. Serco has been able to construct an 

effective working relationship with the Authority and wider stakeholder to collaborate on 

programmes such as Clean Hybrid Alternative Marine Propulsion 2 (CHAMP 2).   

CHAMP 2  

The CHAMP 2 project is part of the third round of the Clean Maritime Demonstration Competition 

(CMDC), which was announced in September 2022, funded by the UK Government and delivered in 

partnership with Innovate UK. As part of this round of the CMDC, the Department allocated £60m to 19 

flagship projects supported by 92 UK organisations to deliver real world demonstration R&D projects in 



 

 

clean maritime solutions. Led by Purple Sector, with Serco as an operational partner, the project aims 

to understand whether the type of operational work undertaken by the Royal Navy and delivered by 

Serco operated vessels, could be replicated by vessels that use alternative propulsion systems such as 

electric motors or methanol fuel.  

 

Sercoshall play the role of operator during the trials that are required as part of the project’s 

demonstration phase. This is expected to include Purple Sector’s demonstration vessel – MV 

Shockwave – replicating the work requirements of the Serco vessels to prove that a hybrid propulsion 

system can in fact meet the operational requirements of maritime operators.  

MV Shockwave is the hybrid vessel that Purple Sector created during the first round of the CMDC and 

can run on diesel, methanol, electric, or a combination of these fuels. During this project, MV 

Shockwaveshall replicate or ‘mimic’ the work cycle of one (or more) of the vessels Serco operates, which 

currently use diesel. The aim is to prove that alternative ‘fuels of the future’ can already be utilised by 

operators to fulfil the requirements of their customers in real world settings.  

CHAMP 2shall run until March 2025 with the following partners included: Purple Sector, Serco, RNLI, 

Cowes Harbour Commission, Princess Yachts, Solis Marine, South Devon College, University of Bath 

and IAAPS.  

6.16(c) Engaging with the wider industry shall allow initiatives and innovations to be shared for each 

party’s benefit. Serco shall continue to engage at all locations where it is based, building on 

relationships forged at:  

 

(i) Shoreham green energy week;  

(ii) SMI Summer workboat seminar on net zero carbon speaker;    

(iii) Port of Tyne maritime innovation week; and  

(iv) DSEI NZC panel speaker.  

 

6.16(d) Examples ofSerco'scarbon reduction achievements include using ICT to reduce carbon. Serco 

supports agile working forSerco's its colleagues, as necessitated by the diverse locations and 

activities Sercp work across. This has environmental benefits. Below are some examples of 

how we use ICT to facilitate this:  

 

(i) Video conferencing, audio conferencing and MS Teams enable meetings to be held 

and information shared without the need to physically travel to a location, making 

savings in both time and carbon emissions;  

(ii) Online documentation sharing software including SharePoint enable online 

collaborative working between teams on documentation, reducing the need to email or 

print documents; and  

(iii) Serco’s online Learning Management Systems delivers a varied suite of training using 

Computer Based Training modules. This enables easy access to the training 

bySerco'sstaff and reduces the need to physically travel to training locations.  

 

6.16(e) Serco has extended its carbon emissions monitoring to include ‘Scope 3’ emissions. These are 

carbon emissions that Serco does not cause directly, but that it influences throughSerco's its 

upstream and downstream value chain activities. Scope 3 emissions include purchased goods 

and services and business travel. Serco estimatesSerco's its scope 3 emissions based 

onSerco's its spend data. The analysis of this data shall allowSerco to identify carbon ‘hot spots’ 

in itsvalue chain and to work withSerco's its suppliers and partners on reducing carbon. 

ThroughSerco'ssustainable procurement charter, Serco engages withSerco's its supplier chain 

on reducingSerco's its scope 3 carbon emissions.  

 

6.16(f) Sercoshall continue to aid the Strategic approach to Behaviour and systemic change by 

engagingSerco's its teams in a common cause, guiding them towards more sustainable 

behaviours, by creating a culture of sustainability, intrinsically built intoSerco's its formal 

procedures. Serco shall useSerco's its intranet site ‘MySerco’, Yammer and emails to raise 



 

 

awareness, increase collaboration and share best practice across the wide variety of activities 

it delivers. This is a useful tool to raise awareness of environmental issues and learn from and 

celebrate initiatives that have delivered environmental improvements.  

 

6.16(g) Users shall be issued with ICT equipment appropriate to their requirements. The operating 

systems of the equipment shall include energy efficiency measures such as corporate-wide 

default power settings and power down facilities, with default timings for operation of power 

standby modes.  

 

6.22(h) Network integrated printers, copiers and scanners shall have company-wide default power 

down settings and shall be set by default to print double sided and in black and white. Printer 

cartridges shall be collected for reuse. Serco has implemented a secure print service – ‘Follow 

Me Printing’ – to the shared printers. This requires a pin to be entered on the printer to print, 

scan or photocopy. As well as improving security, this has been proven to reduce ink and paper 

wastage by eliminating excess paper use from uncollected printouts.  

 

6.16(i) To ensureSerco'salignment with the Circular economy principles, redundant equipment shall be 

taken back in bySerco'sIT management teams for refresh, rebuild, redeployment or secure 

disposal. When Serco is no longer able to use the equipment, Serco shall work withSerco's its 

Waste Electrical and Electronic Equipment (WEEE) partner to securely dispose of the 

equipment by re-sale, redeployment or recycling of the assets or component parts.  

 

6.16(j) Sercoshall ensure that Continuous Improvement (CI) is a permanent objective for the Contract 

Term and shall confirm thatSerco's its focus for CIshall be on cost efficiency, quality and 

reducingSerco's its carbon and increasingSerco's its sustainability. As part ofSerco's its CI 

process, Sercoshall continually horizon-scan to provide innovative solutions to meet Defence 

challenges through a collaborative culture that values CI and innovation, combined with an in-

depth understanding of the maritime industry and the latest technologies, usingSerco's its 

partner organisations to help guide the improvement journey.  

 

6.17 REDUCTION IN FUEL CONSUMPTION  

6.17(a) In addition toSerco'swider corporate and DMS-NG Contract wide environmental commitments, 

thereshall be a specific focus to reduce fuel consumption for mid and long-range voyages. 

Thisshall be achieved through forward planning of taskings with users, utilising best practice 

and efficient route planning, task timing optimisation, crew change / skills utilisation and 

replenishment way-point optimisation. Serco shall also implement regular fuel efficiency 

initiatives to promote and demonstrate how impacts can be made. An example of this is where 

SD Northern River whilst on a tasking from the UK to Cyprus was run at the most economical 

speed where transit time allowed to ensure achievement of tasking. This 10kt approach, across 

a distance of over 6000km resulted in 68m3 of fuel saved, reduction in emission and a £60k 

commercial saving. Over the 10-year Contract term, thisshall result in significant environmental 

gains.  

 

6.18 CREW CHANGE  

6.18(a) Where vessels are deployed for long durations to international destinations, these taskings may 

require complete crew changes to support user needs to ensure legislative and safety limitations 

are met, or due to unforeseen or emergency circumstances. Planned crew changesshall be 

scheduled according to the forward tasking plan with rotations occurring from locations that 

maximise crew safety, efficiency and economy, facilitated by third party local agents and security 

providers when required. If unplanned crew changes are required due to emergency 

circumstances, Serco shall retain the services of third party providers who specialise in 

international repatriation.  

6.19 HSEP Management  

6.19(a) Cost control, management, and reduction of reportable incidents  



 

 

Serco's Head of Service Delivery Area (HdSDA) shall be responsible for the implementation of 

the HSEP, the maintenance of the governance processes and the execution of procedures 

within the IMS and shall ensure suitably qualified and experienced personnel are employed 

throughout the Contract operating areas to ensure successful integration and compliance.  

 

Serco Group through its HSE Policy and procedures shall ensure that objectives and targets 

are set for the most significant and high priority environmental impacts within its business unit 

contracts, to ensure continuous improvement. These are:  

(i) Zero significant pollution incidents reportable to enforcing agencies; and  

(ii) Compliance to Serco Group carbon emissions reporting requirements for specialist 

marine fuel.  

Any local environmental programmes to meet the above requirementsshall contain the detail of 

the objectives, the targets set to achieve each objective, persons responsible for each target, 

the target dates, the specific measurable indicator(s) and any ongoing update comments.  

Objectives and targetsshall be assessed at internal and external audits and through 

management review meetings. The objectives and targetsshall be reviewed annually or other 

frequency as appropriate for the Contract to reflect the findings of the management review and 

to achieve continuous improvement.  

The setting, status and performance of environmental objectives and targetsshall be 

communicable to all staff, particularly those whoshall have specific tasks in order to successfully 

achieve them.  

6.19(b) Reporting and Cost Control 

The reporting of incidents, such as something resulting in personal injury or damage, or indeed 

a near miss or observations shall be vital and, therefore, Serco shall implement a framework for 

the reporting and cost impact of incidents that could relate to the safety (and where applicable, 

security) ofSerco's its employees and those for whom Serco has a duty of care, such as the 

DMS-NG end users, and/or is likely to impact or lead to the loss of, or disruption to, Serco’s 

operations, resources, services or functions or those ofSerco's its customers. Thisshall be 

encouraged by nurturing the safety culture within DMS-NG, ensuring that individuals have 

confidence that when an observation or incident is reported, their report is acted upon and 

corrective action taken. Serco shall identify and implement interventions to improve the culture 

as part ofSerco's its three-year Continuous Improvement Plan (see below) and develop a level 

of trust in the reporting system.  

Details of how incidents or near misses are to be reported shall be set out in Serco’s Standard 

Operating Procedures (SOPs). However, as these do not reflect sufficient detail for 

implementation into the DMS-NG Contract, they are further amplified by Local Operating 

procedures (LOPs). The objectives of this approach shall be to:  

(i) Establish a standardised process for the reporting of incidents within Serco;  

(ii) Ensure a consistency of response to incidents;  

(iii) Ensure a consistent approach to the classification and recording of incidents;  

(iv) Manage and monitor cost implications and control appropriately;  

(v) Provide a means of prioritising action in response to reported incidents and events;  

(vi) Ensure a consistent and proportionate approach to incident investigation;  

(vii) Ensure we learn from incidents and implement improvements where required;  

(viii) EnableSerco to effectively monitor and measure performance and set targets based on 

historical data;  

(ix) Provide the basis for the identification and subsequent management of incident trends;  



 

 

(x) Protect the confidentiality, integrity and availability of service information, infrastructure 

and Serco data;  

(xi) Encouraging the reporting of Safety Observations and Near Miss events via the 

ASSURE Reporting Database;  

(xii) Ensure that lessons learned are effectively promulgated through Fleet and Local Safety 

Notices and through Safety Committee meetings; and  

(xiii) Empower all employees to challenge unsafe behaviours and, by intervention, stop 

unsafe practices.  

6.20 COLLATION AND DISSEMINATION OF HSEP RELATED DOCUMENTATION AND BEST 

PRACTICES  

6.20(a) HSEP related documentation and best practicesshall be collated and disseminated across the 

DMS-NG Contract via the Serco Management System.  

6.20(b) The Serco Management System: Serco is a large organisation with operations in countries 

around the world. Serco Group Policy Statements and the Management System procedures set 

out how theyshall be applicable throughout the business. Where these do not provide sufficient 

detail to be practicable, or there is a regulatory or contractual need for further detail, such as at 

the Contract level, then LOPs are used to set out the detailed plans and processes to enable 

the contract management team to deliver the contracted services in compliance with Serco 

policies and customer requirements. Figure 11 provides a graphical representation of the 

structure.  

 

 

Figure 11: Contract Management Team 

6.20(c) IMS Structure Figure 11 

At the DMS-NG Contract level, there is a need to provide greater detail than is covered in the 

Serco Management System operating procedures, whilst still complying and delivering against 

the Serco Group policy statements and Group standards which set out how these policies are 

to be implemented. It is also necessary to enshrine within this system the operational safety 

management procedures required by the ISM Code and which form the Safety Management 

System. At the Contract level therefore, Serco shall bring these aspects together into the IMS 

which incorporates Quality, Safety and Environmental aspects in one system. The IMS defines 

  

  



 

 

the Performance Standards set by Serco Group and UK & Europe Division and is made up of 

three constituent elements:  

 

(i) Integrated Management Manual; 

(ii) Management Plans; and  

(iii) IMS Procedures (including Vessel Operating Procedures).  

 

In addition to the Policies, Standards and Procedures which make up the IMS, there are a 

number of documents in the form of plans which are required to be provided to satisfy regulatory 

requirements. These documents shall be produced and authorised by the ship management 

team and, where necessary, approved by the regulatory Authority, the Maritime and Coastguard 

Agency (MCA). Including, but not limited to:  

 

(i) Ship Marine Emergency Plan (SMEP);  

(ii) Ship Oil Pollution Emergency Plan (SOPEP); and  

(iii) Ship Security Plan.  

 
Figure 12: Integrated Management System 

 

The Integrated Management Manual (IMM) provides a descriptive overview of the system in 

place to ensure the safe operation of Company vessels and support services and define how 

the processes involved in the delivery of Marine Services are managed, operated, controlled 

and recorded so as to provide consistent and reliable services while ensuring safety at sea, 

prevention of injury and avoidance of damage to the environment. It is the means by which the 

Company's safety and environmental policies are implemented and has been developed to 

meet the requirements of the International Safety Management (ISM) Code, which is 

fundamental to the delivery of the contracted services.  

6.21 OUR APPROACH TO ENSURING THE HSEP PLAN IS INTEGRATED IN WIDER BUSINESS 

6.21(a) Planning Activity  

Serco shall ensure the HSEP Plan is a fully integrated element within wider business planning 

activity. Serco shall conduct an Annual Systems Management Review every year, which 

specifically reviews allSerco's its wider business issues in the context of Health Safety and 

Environmental protection.  

 

6.21(b)  Continuous Improvement  

Continuous Improvement is necessary in any venture to prevent stagnation and over familiarity 

leading to a fall in acceptable standards. This is important in all areas but especially so when it 

  .   

  
:   



 

 

comes to the Health, Safety and Wellbeing of those underSerco's management and 

Environmental protection. As part ofSerco'sQuality Management and Continuous Improvement 

Plans, Serco shall continuously review its systems to ensure that HSE levels are sustained and 

continually improved. This shall be achieved by monitoring performance at all levels within the 

organisation by, for example, improving management systems, services, or products to meet 

future business needs. In managing the DMS-NG vessel fleet, this shall requireSerco'slocal 

contract team to implement plans which take a pro-active approach to:  

(i) Measuring performance identifying areas for improvement and capturing industry best 

practice;  

(ii) Implementing review measures to check the effectiveness of interventions; and 

(iii) Repeating the cycle.  

 

In addition to the proactive measures above, Serco shall also conduct a review of procedures 

and risk assessments following an accident / incident and shall ensure a channel of open 

communication to receive suggestions and critical feedback from the workforce who use the 

management system to improve processes and understanding / comprehension of HSE 

instructions.  

6.21(c)  End User Focus  

Ensuring that Operational Safety is managed effectively is at the heart of what Serco does. This 

means Serco looks at safety as an eco-system for Serco employees and the end-user. The 

Merchant Shipping (International Safety Management (ISM) Code) Regulations 2014 ratify the 

implementation of the ISM Code which puts a requirement onSerco as the ship manager, to 

implement a Safety Management System (SMS) which complies with the code. Serco's SMS is 

described in more detail below, but is the core set of documents comprising policies, procedures 

and plans, which set out how Sercoshall manage the operational safety of the DMS-NG vessels 

with particular emphasis on the end-user.  

 

6.21(d) Leadership  

Leaders are a company’s most influential group of people. Their behaviour, work ethic, style of 

communication, and approach to problem solving and conflict resolutionshall have a significant 

effect on those around them. Serco takes great care in employing or promoting people from a 

wide range of backgrounds and diversity including the military, commerce, industry and 

academia who bring with them a diverse range of experience and knowledge. Their role is to 

lead by example, inspire and motivate others, create strong teams and use their interpersonal 

skills to bring positivity to the workplace. Like culture, leadership can sometimes be difficult to 

measure. In Serco this is undertaken by regular 360-degree reporting and mandatory training 

modules aimed at continuous improvement over a wide range of management techniques. Exit 

interviews of employees leaving the organisation are used to highlight any weaknesses or 

deficiencies in the management they have received during their time with the company, and this 

in turn is fed back into the training modules and regular personal assessments.  

Leading from the Front: This is an important aspect that we in Serco are passionate about. 

AllSerco's leaders are involved in carrying out engagement visits and leadership tours to the 

extent that these now form part of individual leaders’ annual objectives. As part ofSerco's drive 

to ensure that a safe, healthy, secure and sustainable working environment is 

maintainedSerco's leaders and managers within the business display visible engagement and 

demonstrable commitment. The overall aim is to continuously promote a positive and Just 

Culture onSerco's journey towards Zero Harm. The process for these Safety Leadership Tours 

is enshrined inSerco's Group Standard Operating procedures (GSOPs) which is a document 

withinSerco's IMS and, as such, fully applicable to the DMS-NG Contract.  

As well as leadership visits from senior Serco managers from outside the Contract, we are 

committed to ensuring that each vessel (when available) is periodically visited from a member 



 

 

of the local ship management team to encourage engagement and build trust and share 

problems and ideas, including when the vessels are on long duration tasking outside of UK 

waters (tasking and OPSEC permitting). These give all crew members the opportunity to 

engage with a member of the Serco management team and discuss any concerns they have, 

whilst allowing the management team to experience first-hand the challenges faced by crew in 

these circumstances. There is no set format, and the involved staff remain open to discussions 

on any topic. These visits are known as Zero Harm Engagement Tours and guidance on their 

conduct can be found inSerco's Country Standard Operating Procedures (CSOPs). Records of 

these tours are maintained in the ASSURE system. Any resulting ‘Actions’ from these visits are 

recorded and tracked to resolution.  

 

6.21(e) Involvement   

Serco always seeks to make sure that a safe, healthy, secure and sustainable working 

environment is maintained.Serco's vision is Zero Harm and it is essential that leaders and 

managers within the business display visible engagement and demonstrable commitment. The 

overall aim is to continuously promote a positive and Just Culture onSerco's journey towards 

Zero Harm.  

Serco has, amongst a variety of other governance and contractual HS&EP Forums, an 

Employee Safety Forum (ESF) attended by HSEQ Reps and Safety Champions from across 

the Contract. The forum acts as a mechanism to boost engagement / involvement at all levels 

and providing an open and transparent forum to shape the strategic direction in Maritime and 

day to day operations. 

Alongside the ship visits mentioned above, Serco encourage a culture where all employees can 

contribute ideas and give feedback. This is particularly important where safety is concerned. 

The Serco management team ensure the feedback loop is closed when observations are raised 

to encourage further engagement. Numbers and dates of visits and by whomshall be monitored 

to ensure the target is met and all members of the management team are contributing equitably. 

These give all crew members the opportunity to approach a member of the Serco staff and 

discuss any concerns they have.  

There is no set format and the involved staff remain open to discussions on any topic. These 

visits form part of the customer KPIs and provide assurance to the Authority that there is 

continued engagement between the vessels and management.  

6.21(f) Decision Making Process  

To ensure that a safe, healthy, secure, and sustainable working environment is maintained, 

Serco takes a proactive approach to decision making in context ofSerco's HSEP 

responsibilities. We have a robust governance structure, with boards, committees and decision-

making bodies taking responsibilities for the management and oversight of HSEP.  

The decision-making processshall occur in collaboration withSerco's employees, Authority 

representatives and other End Users as applicable. To come to a decision, we will:  

(i) Discuss if action is needed;  

(ii) Recommend agreed actions;  

(iii) Record the discussion and actions in the minutes of the meeting which should be 

accessible to the whole workforce; 

(iv) Follow up the actions; 

(v) Review them later; 

 

We empower allSerco's employees to challenge anything they think maybe unsafe, or contrary 

toSerco's Zero Harm vision, therefore any ofSerco's team members can engage withSerco's 

committees and decision-making bodies. Should any employees feel their concerns are not 



 

 

being heard, there is escalation route through the DPA or via Speak Up. This escalates to senior 

management to review and take appropriate action.  

 

Employee representation is also featured with the introduction of the Safety Champion and ESF 

initiatives. Each role has a direct channel to decision makers to ensure that staffs opinions are 

formally represented.  

We are also present at local and national health and safety forums. The forums have 

representation from Trade Unions. They occur six monthly, with Joint National Committee 

happening every three months.  

Internally, the Serco Global Maritime Safety Group meets every three months. The meeting 

involves representatives from each Serco Maritime contract and is chaired by the Head of 

Maritime Safety and Compliance. The forum allows the opportunity for the sharing of best 

practice between each contract, developingSerco's overall Maritime HSE compliance. 

6.21(g) Supplier Relationships  

Sercoshall ensure that HSE responsibilities, developed in line with the Statement of  

Requirement (SOR), Schedule 9 and the Ministry of Defence Climate Change and Sustainability 

Strategic Approach, are defined inSerco's HSEP and fully embedded inSerco's supplier 

relationships. Weshall achieve this by disseminatingSerco's HSEP throughout the DMS-NG 

team, includingSerco's supply chain, and demonstratingSerco's commitment to HSEP 

withSerco's Zero Harm culture. AllSerco's sub-contractorsshall be required to work in alignment 

with the HSEP, the Serco environment management system and Ministry of Defence Climate 

Change and Sustainability Strategic Approach, with a contractual flow down of compliance with 

Schedule 9.   

Any sub-contractorsshall be managed in accordance with the Quality Plan and Serco’s internal 

Vendor Assessment Procedures. These sub-contractorsshall be required to provide technical 

input to safety and environmental related issues through their nominated representatives, while 

demonstrating their ability to comply with the HSEP as it applies to them.  

 

6.22 OUR APPROACH TO MANAGING HSEP ACTIVITY  

6.22(a) The Safety Management System (SMS) 

The documents which describe the Safety Management System which is to be applied to the 

DMS-NG vessel fleet in compliance with the ISM Code are all captured within the IMS. For ease 

of reference, in Serco, we split the documents into two groups; those which are only applicable 

to the shore-based organisation, and those which are applicable onboard the vessels. Each 

group is further split into subject areas and each area features a number range; Figure 13 

illustrates this structure.  

 

 

Figure 13: Integrated Management System 
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Each topic contains documents which describe the policies, standards and procedures which 

detail Serco’s approach alongside documents which also relate to the management of Quality 

and the environment. There is a specified numbering system in force which applies a whole 

integer as the number for each procedure. Any documents associated with that procedure, such 

as desk instructions, guidance notes or forms, are numbered with the same integer and a 

decimal. See Table 19 below which illustrates this numbering system using the Operations topic 

as an example.  

 

Ref.  Title   Version   

400  Series Index – Operations  1.2.0  

401  Operations  1.2.1  

402  Ship Management Programme  1.6.1  

402.1  PMS Vessel Report Form  1.2.0  

402.2  PMS Ship Management Meeting Minutes  2.0.0  

402.3  PMS Masters Handover Notes  1.0.0  

402.4  PMS Chief Engineer Handover Notes  1.0.0  

402.5  PMS Chief Officers Handover Notes  1.0.0  

403  Operations Communications  1.3.1  

404  Logbooks  1.3.0  

406  Emergency Preparedness  1.3.2  

406.1  Emergency Checklist - Template  3.0.0  

406.2  Emergency Checklist – Fire  2.0.0  

406.3  Emergency Checklist - Collision  2.0.0  

406.4  Emergency Checklist – Main Engine(s) Failure  2.0.0  

406.5  Emergency Checklist – Steering Failure  2.0.0  

406.6  Emergency Checklist – Man Overboard  2.0.0  

406.7  Emergency Checklist - Flooding  3.1.0  

406.8  Emergency Checklist - Search and Rescue  2.0.0  

406.9  Emergency Checklist - Abandoning Ship  3.0.0  

406.10  Emergency Checklist – Oil Spill  1.0.0  

409  Stability  1.1.0  

410  Watertight Integrity  1.2.0  



 

 

411  Care and Maintenance of Rope  1.2.1  

411.1  Rope Register  2.0.0  

411.2  Towline Usage Log  1.0.0  

413  Person / Pilot Transfer  1.2.0  

413.1  Pilot / Person Transfer Checklist  1.0.0  

Table 19: the numbering system used within the IMS for the Operations documents 

We have a Management Systems Co-ordinator who is responsible for the maintenance and 

management of the IMS. Theyshall work alongside the Head of Maritime Safety and  

Compliance to ensure that any recent policy changes identified through horizon scanning are 

incorporated into the IMS. Should changes be identified, thereshall be a publication of Fleet 

Change Notices, Fleet Safety Notices, Fleet Environmental Notices and DIANs where 

applicable. In the instance there is a new publication of a pre-existing document, the correct 

versionshall be uploaded complete with an updated record of the version history. Each 

document held within the IMSshall occur in line with its review date. The reviewsshall ensure 

that all content is relevant and applicable to current industry standards.  

 

6.22(b) IMS Management of Risks  

The IMS also details how weshall manage risks. It details the processes required for logging 

risks onSerco's Risk Management Plan (contained onSerco's Risk Manager Application), the 

procedures for resolving risks and any escalation pathway that is deemed necessary per 

scenario.  

For internal operational and technical risk management and assurance, Sercoshall continue to 

utilise a Risk Register, management information database whichshall continue to be an effective 

means to acknowledge actual (or potential) instances of service non-conformance  

to process. It enables the identification of root-cause analysis, capturing of nonconformances 

and managed tasking of corrective actions, as well as lessons learned.  

The Risk Registershall be owned bySerco's HdSDA (whoshall assume the role of Risk Manager 

as part of their duties). Theyshall have accountability for keeping it maintained and updated 

across each site. Risks are forwarded to the Risk Manager, whoshall then record them on the 

Risk Register following assessment and categorisation. Thisshall also include actions to 

mitigate the risk discussed and defined as part of the Risk Management process. Weshall 

discuss key Risks identified at the Local Performance Working Groups. Theseshall provide a 

forum for the analysis of each risk presented. Key stakeholders including the local HSE 

Superintendent from Sercoshall be in attendance to work collaboratively with the Authority 

representative(s).  

For risks involving the Authority, weshall hold a joint Risk Register. Itshall be jointly owned but 

managed by Serco’s Risk Manager. The process we follow for suggesting risks mirrors the one 

detailed above, however discussions around Risks are hosted at formal extended quarterly 

Performance Review Meetings. The Head of Maritime Safety and Complianceshall be in 

attendance with the Authority representative to discuss the top 10 risks. Once agreed, theyshall 

be formally uploaded to the Joint Risk Register. In the instance there is a pressing risk that 

requires escalation that also impacts the Authority, itshall be escalated through to the individuals 

respective line manager. Theyshall then evaluate whether it can be resolved internally or 

requires further escalation. The highest point of escalation is the Contract Maritime Director to 

devise a resolution pathway. For senior stakeholder discussion, the top five risks are presented 

and discussed at the biannual Strategic Board chaired by the Authority SRO.  



 

 

Figure 14:Serco's Risk Manager Application, providing a central repository  

for both Serco and Authority requirements 

 

6.22(c) Environmental Management 

 

Embedded within the Serco Management System is its EMS. This sets out how Sercoshall 

manage its business activities in accordance with the environmental requirements of Serco 

Group,Serco's customers, regulatory bodies and recognised international standards on 

Environmental Management (ISO 14001). It describes the specific environmental management 

requirements and the roles and responsibilities of individuals for meeting these requirements. 

The EMS includes the following:  

 
(i) Environmental Policy and Standards; 

(ii) Environmental Aspects and Impacts; 

(iii) Environmental Risk and Opportunity;  

(iv) Compliance Obligations - Legal and other requirements; 

(v) Objectives, Targets and Programmes; 

(vi) Structure and Responsibility; 

(vii) Training and Awareness; 

(viii) Communication; 

(ix) Document Control and Control of Records; 

(x) Operational Control; 

(xi) Emergency Preparedness and Incident Management; 

(xii) Performance Measurement and Monitoring; 

(xiii) Compliance Assessment and Audit; and 

(xiv) Management Review.  

 

The EMS includes Country Standard Operating Procedures (CSOPs) relating to Health, Safety 

and the Environment for the UK. These ensure we are legally compliant with environmental 

legislation and enableSerco to prevent environmental damage and marine pollution by following 

sustainability principles, minimising the use of energy and resources. The Serco EMS is certified 

to ISO 14001:2015 and verified by BSI Assurance UK Ltd as an accredited body. The 

application of this standardshall be embedded within all the activities undertaken bySerco's 

team in support ofSerco's DMS-NG Contract.  

  

  



 

 

 

6.23 Management and Control of Documentation 

6.23(a) The IMS is, andshall continue to be, managed and controlled fromSerco's offices where the 

ship management team reside. Here, the authoritative versions of all management system 

documents reside on SharePoint. This ensures that the authoritative version of every document 

is available to each vessel, ensuring easy access for every seafarer and easy auditing. The 00, 

100 and 600 Seriesshall be owned by the Head of Maritime Safety and Compliance. Theyshall 

liaise with the Authority to reflect any changes to documentation and update documentation 

accordingly in the latest versions on the SharePoint site. Management plans as per the 

QMPshall be kept live and endorsed on an Annual basis by the Authority.  

 

6.23(b) Furthermore, weshall continually horizon scan for legislative changes both manually, on portals 

and via CEDRIC (Computerised Engineering Data Retrieval Information Centre). Horizon 

scanning outputsshall be discussed and assessed at the Maritime Regulatory Forum (MRF). 

The MRFshall then track through life for integration into the IMS. Attendees at the MRFshall be 

sourced from Serco SMEs andshall address all prospective changes. Theseshall be reflected 

accordingly in any documentation on the IMS bySerco's HSEQ team, following the Fleet Safety 

Notice process detailed below for critical changes. In the instance of a critical change in 

documentation occurring, either via an Authority legislative change or via a DIAN / other change 

internally, weshall issue a Fleet Safety Notice. Due to the urgency required in these situations, 

the Safety Noticeshall detail the impacts to service delivery and how to amend current protocol 

to accommodate these quickly.  

 

6.23(c) Each documentshall have a table at the front titled ‘’Version Control’’. Thisshall be updated at 

each point by the author whenever a change occurs, with type of change and date included. 

Previous iterations of documentsshall be saved in the SharePoint if deemed valid and do not 

require removal for security purposes, for cross referral when required.   

6.23(d) Printed copies of documents are allowed butshall be marked as uncontrolled when printed. This 

allows live updates and the ability to view the latest version of a document. It also ensures that 

every employee has read the latest version of a document by utilising a notification and read 

receipt function.  

6.23(e) The SharePoint siteshall have restricted access using its inbuilt functionality. Accessshall be 

managed by the Management System Administrator, to ensure documentation is accessed by 

those who require it and provide another layer of security for document control.  

6.24 MAINTENANCE OF SAFETY RECORDS  

6.24(a) Safety Officers Record Book (SORB): It is the responsibility of the vessel Master to maintain a 

safety officers record book for all DMS-NG vessels.  

6.24(b) The SORB is designed to include all the documents thatshall present factual evidence that the 

vessel Master has performed their duties to the best of their abilities. The SORBshall also 

substantiate that an effective Safety culture exists on board. The following documents make up, 

but are not limited to, the SORB:  

(i) Safety Officer Area Inspection Reports;  

(ii) Safety Committee Meeting Minutes; 

(iii) Accident / Incident Investigation Reports; 

(iv) Near Miss Reports; 

(v) Ladder Inspection Register; 

(vi) Mobile Access Tower Register; and 

(vii)  Safety Harness Inspection Register.  

 



 

 

6.24(c) The SORB is to remain on board the vessel in the care of the Safety Officer (SO), itshall be 

subject to review by the Administration and any other auditors external or internal and must be 

maintained up to date and as accurately as is reasonable and practicable. Sections are also 

available for review by any crew member upon request and the Shipboard Safety & 

Environmental Protection Committee. It is vital that these records are kept properly and that 

collectively and individually they reflect a responsible attitude to health and safety both by 

management and by ships staff.  

6.24(d) For Health and Safety risk and assurance, Sercoshall continue to utiliseSerco's ASSURE 

application, a company-wide, online, bespoke management information database whichshall 

continue to be an effective means to acknowledge actual (or potential) instances of service non-

conformance to process. It enables the identification of root-cause analysis, capturing of non-

conformances and managed tasking of corrective actions, as well as lessons learned. 

ASSURE’s functionality includes recording Authority feedback and supporting automatic 

escalation / notification of events, based on severity, which, in turn, facilitate governance and 

traceability. It is utilised to control audit planning and programmes, with intuitive functionality 

that contains embedded question sets relevant to ISO standards with defined topics embedded 

within specific report templates. Assurance outcomes from the audit programme are then made 

available to the Authority.  

6.24(e) Figure 14, illustrates the processes involved in the Serco risk management process and their 

relationship with each other. It also shows how the risk management process is initiated and 

how the process interacts with the service delivery activities and how information is captured to 

Learn from Experience (LfE).  

 

 

Figure 15: Serco’s risk management process and the stages we take to identify, prioritise and control risks 

 

6.25 DELIVERING SAFETY AUDITS (INTERNAL AND EXTERNAL)  

6.25(a) The requirements for general, safety and contractual audits relating to the DMS-NG Contract 

are contained within the ISM procedures.  

6.25(b) Internal Auditor competencies are defined in MAN 104. Serco Ltdshall conduct Integrated 

Assurance Review audits as required by the SMS which may include safety and environmental 

protection within the scope. The MCAshall conduct 3rd party regulatory audits as required by 

the ISM. DMS may appoint Independent Safety and Environmental Auditors to audit all Contract 

areas and provide DMS with independent assurance on the safety of Contract activities.  

6.25(c) Our approach to Health, Safety and Environment protection, subject to a robust Three Lines of 

Defence Model (3LOD) audit process is defined below:  

(i) 1st Line of Defence - Real time HSEQ assurance activities within the business. 

Providing managers and leaders with the assurance that procedures, customer, legal 

and regulatory requirements are being met, that risks are being identified and managed, 

and that decisions are being made based on accurate, timely and complete information 



 

 

and within defined delegated authority limits. In addition, Serco management 

undertakes several engagement tours which are documented and recorded; 

(ii) 2nd Line of Defence - Risk management processes and retrospective activities within 

the business delivered through Compliance Assurance Plans developed by Divisions 

and Corporate Shared Services with oversight by Group; and 

(iii) 3rd Line of Defence - Retrospective independent assurance and accreditation 

delivered by Internal and External Audit organisations. Examples of this includes 

internal Integrated Assurance Reviews (IARs), external British Standards Institute 

(BSI), Flag and Class. Customer lead, Defence Marine Services (DMS) Independent 

Safety and Environmental Audits (ISEA), formal endorsement of Management plans 

and SECs, Naval Authority Group Explosives (NAG Exp), Maritime Capability Trials and 

Assessment (MCTA) for example.  

 

6.26 Management of Non-Conformity Control and Corrective Action Managing  

6.26(a) Safety Policy Statement  

Reports and Non-Conformities: The Master reports all non-conformities, accidents and Near 

miss and Safety observation occurrences on board to the Operations team. Such reports are 

reviewed with relevant senior management and corrective action agreed with the Master. All 

corrective actionsshall be aimed at ensuring that recurrence of incidents, accidents, or 

deficiencies are avoided. Corrective and preventative actions are recorded and managed in the 

ASSURE database for all incidents, near misses and safety observations in the unplanned 

events module of ASSURE. Similarly, the non-conformities arising from internal and external 

audits are managed in the Audit module in ASSURE.  

All reports and non-conformities, accidents or incidents are analysed by senior management, 

with the results of such analysis used to suggest general corrective action to other fleet ships 

and LfE used to prevent recurrence  

Corrective and Preventative Actions: On detection of an actual or potential Vessel Management 

System (VMS) - related problem, corrective action is taken with the aim of eliminating recurrence 

of that problem. Action is taken following an evaluation of the immediate, underlying and root 

cause of the non-conformity. Weshall provide expert inhouse training to key personnel in each 

location to ensure a consistent and robust approach is adopted. The training focuses on how to 

identify and analyse the root cause of HSE risks. All corrective actions taken are monitored to 

ensure they are effective. Procedures are in place for implementing and recording changes in 

procedures or processes resulting from corrective action. Careful analysis of service-related 

processes, operations, VMS records, audit reports and customer complaints are undertaken 

before preventive measures are initiated.  

 

6.27 Developing Deliverables, including accreditation  

6.27(a) Sercoshall provide a comprehensive up to date final HSEP following Contract award, whichshall 

demonstrate how weshall fulfil the requirements of the DMS-NG Contract, detailing actions and 

arrangements for implementation and operation of the Serco IMS which contains safety and 

environmental policy, standards, procedures, guidance and forms. Sercoshall continue to 

maintainSerco's EMS ISO 14001 certification. As per Schedule 9, weshall also comply with 

reasonable requests by the Authority for information evidencingSerco's compliance with the 

sustainability obligations within fourteen (14) days of such request, provided that such requests 

are limited to two (2) per Contract Year. Sercoshall also continue to fulfilSerco's obligation to 

publish and maintain a credible Carbon Reduction Plan in accordance with PPN 06/21.  

6.28 Our Solution to Delivering HSEP Management  

6.28(a) Details of Training Personnel  



 

 

Serco seek to employ the best and most capable employees and recognises that professional 

qualifications are the foundation on which a strong safety culture is built, and weshall implement 

and maintain a Fleet Training and Competency Matrix for the purposes of statutory and 

mandated training required for each role, including any certification expiry dates to maintain 

future staffing levels. Thisshall generally reflect the baseline requirements for each seagoing 

role butshall include specific health and safety training required by the crews, particularly those 

who have a designated health and safety role such as the nominated Ship Safety Officers 

(SSOs).  

In order to reflect the importance of safety awareness training and interventions, weshall ensure 

that these aspects are captured in the Competency Framework. Crew complianceshall be 

driven by SEAMS, enablingSerco able to track those that are engaging fully with the safety 

initiatives we implement and ensure that the levels of engagement and awareness are reflected 

throughout the DMS-NG workforce.  

Sercoshall review the training strategy of Briggs Marine,Serco's service delivery partner, and 

both organisations can discuss best practice and any cross training that may benefit the 

resilience of the service.  

6.28(b) Approach to Delivering Internal Management Review  

Management Review: Management Reviews are conducted in accordance with IMS procedure 

to review performance and decide upon any actions related to possible changes to policies, 

objectives and targets and any other element of the Health, Safety and  

Environmental management of the Contract. The Annual Management Systems Review brings 

together the operational and safety members of the team, with a full day’s review to ensure all 

elements of the HSEP management plan are covered. The agenda covers internal and external 

changes, operational risk management, adequacy of resources, review of objectives, service 

conformity, service nonconformity, customer satisfaction, audit results, compliance obligations 

and improvement opportunities.  

Internal audit: Marine IMS MAN104 Ship and Port Audit Requirements internal port auditsshall 

take place at least annually in order to assess the effectiveness of the Health, Safety and 

Environmental management of Marine Services.  

6.28(c) Measuring Safety Performance  

Internal performance measures are developed year on year based on lagging and leading 

indicators for a target response. These are collectively generated through the management 

team and via the Employee Safety Forum. Short medium- and long-term goals are set and 

contained within the HS&EP Strategy and Safety reporting is embedded into the daily and 

monthly operational drumbeat. Weshall devise a set of safety performance assessments 

thatshall cover select items from the following list and provide dashboards that are populated 

with safety data including:  

(i) Highlights data with number of safety observations, minor injuries, negative feedback, 
accidental damage, unsafe conditions, unsafe situations and unsafe working 

practices; 

(ii) Personal injury statistics 2 year rolling by month; 

(iii) Incident severity graph by month; 

(iv) Reportable incidents over a 12-month rolling period; 

(v) Injury by category (slips trips, manual handling, crush, exposure etc; 

(vi) Injury by cause; 

(vii) Incident severity ratio; 

(viii) Lost time incidents (and Lost time incident frequency rate); 

(ix) Sub-contractor incidents; and 

(x) Working days lost.  



 

 

 

Where an incident / observation has highlighted broader safety or environmental learning, we 

publish Environmental, Fleet Safety and Technical Notices to highlight the experience and any 

further actions to be taken by the whole fleet. These notices are retained in a dedicated area in 

the IMS site for reference. All incidents / observations reports from all ports are sent to all 

vessels and other key stakeholders every week. This open sharing of events can lead to other 

elements of the workforce being prompted to critically examine whether this same experience 

could happen on their vessel and take early action to prevent any occurrence. Zero harm / 

Managers Leadership tours are conducted onboard vessels on a periodic basis. This is a good 

360 method of further broadcasting, safety messages and learning outcomes in a face-to-face, 

more casual environment. Findings from these inspections and tours are entered intoSerco's 

reporting database to ensure actions are monitored and managed for a successful close out. It 

also is a method to receive information on safety concerns or even observe best practice; for 

instigating further learning across the Fleet.  

6.28(d) Learning from Experience (LfE) processes and procedures  

To facilitate continuous improvement, Sercoshall applySerco's defined Learning from 

Experience (LfE) process, throughout the DMS-NG Contract, establishing failures and 

successes to review and feed back intoSerco's HSE strategy, revising processes, procedures 

and/or training where necessary.  

Following an accident, near miss, non-conformity, or hazardous occurrence, weshall capture 

lessons identified in a lesson log to ensure they are not missed. This logshall then be shared 

during a ‘lessons learned’ session at team briefings, customer partnering meetings and/or local 

HSE meetings with workforce safety representatives, where appropriate, for collaborative 

review. Weshall also use the Root Cause Training detailed above to provide a unified approach 

to investigation that ensures consistency when raising lessons learned. Thisshall ensure the 

learning is understood and processed, with an opportunity to document outcomes and any 

actions resulting from the lesson log, so they can be monitored and managed to completion.  

Where an incident / observation has highlighted a broader requirement for safety or 

environmental learning from experience, senior managementshall review safety incidents and 

ensure that any links between similar incidents are recognised, with root causes are understood 

and addressed. If necessary, we publish Environmental, Fleet Safety and Technical Notices to 

highlight the experience and any further actions to be taken by the whole fleet. These notices 

are retained in a dedicated area in the IMS site for reference. This open sharing of LfE ensures 

other elements of the workforce are prompted to use lessons identified to take early action to 

prevent any similar occurrences. Zero harm / Managers Leadership tours are conducted 

onboard vessels on a periodic basis, where LfE is also discussed, allowing for safety messages 

and learning outcomes to also be shared in a faceto-face, more casual environment. Findings 

from these inspections and tours are included in the log to ensure these LfE actions are 

monitored and managed for a successful close out. These tours also enable further gathering 

of LfE on safety concerns, as well as best practice.  

6.28(e) Approach to Managing Failure Mode Events 

Where we always try to eradicate the potential of equipment failures through a robust planned 

maintenance system, events can still occur from time to time. Equipment failures and damage 

events with safety implications are reported as unplanned events in ASSURE and actioned in 

the same manner as incidents. Where there is a broader implication for other vessels or a Class 

of vessels the technical teamshall produce Fleet Technical Notices to inform other users of any 

corrective action to be taken. Defects that are occurring frequently are brought to the attention 

of the SDA Technical Managers and further disseminated through inter-port meetings.  

 

6.29 HSEP Proposed Template  

6.29(a) Our proposed template for the HSEP Management Plan is in accordance with Schedule 6  



 

 

(Governance, Management Information, Reports, Records and Audit), ISO 45001  

(Occupational Health and Safety Management Matters), ISO 14001 (Environmental 

Management), and the MOD Climate Change and Sustainability Strategic Approach. Weshall 

provide a monthly HSEP report, summarising safety and environmental compliance, 

performance, incidents recorded, safety observations, near misses, assurance and audit 

activities in the previous month. The reportshall also include leading indicators such as 

engagement levels, forum attendance and change in initiatives. The HSEP report shall include 

injury and incident reports for the previous month along with any non-compliance with 

Environmental Law, including environmental protection risks and issues, and a summary of 

any environmental breaches / incidents including oil spills. The HSEP reportshall also include 

a summary of any proposed changes to the HSEP Management Plan in Schedule 3 (Service 

Delivery Plan).  The proposed template is demonstrated in Figure 16 below.  

 

 

Figure 16: Extract fromSerco's SMS 

 

 

 

 

 

 

 

  

    

   



 

 

7 HEALTH, SAFETY AND ENVIRONMENTAL PROTECTION REPORT 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

7.1  

  



 

 

8 HUMAN RESOURCES MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

8.1 Resourcing  

8.1 (a) Providing the Names of Personnel in Key Roles  

 

We note the Authority’s desire for the names of personnel in key roles; however, due to the time 

lag between submission, contract award and commencement, Sercoshall need to clarify these 

details. Thisshall include reviewing the current Contract resources.  

 

Although we expect to retain the current team and workforce aligned to the received TUPE data, 

there may be some changes which we are currently unable to forecast. Therefore, Sercoshall 

provide the names of personnel in key roles following Contract Award.  

8.1 (b) Achieving a High-Performing Workforce  

 

Serco believes that individuals and teams thrive when they are engaged, inspired, and 

motivated to perform at their best. Therefore, we are committed to supportingSerco's employees 

in reaching their full potential and excelling in their roles. We achieve this through the 

implementation of effective policies, standards and systems, as well as processes which govern 

recruitment, development, recognition, performance evaluation, employee engagement and 

overall management ofSerco's workforce.  

 

We put this into practice both across the business and locally through strong leadership and the 

consistent application ofSerco's values of Trust, Care, Innovation and Pride. This is achieved 

via the application of locally approved policies, standards, operating procedures and processes 

across all service lines. This includesSerco's people-policies, systems and processes (which 

serve to directly supportSerco's business objectives).  

 

We value the differences acrossSerco's diverse workforce. As such, we work to create an 

inclusive and fair environment for all by treating people fairly and equally, accepting and 

embracing their diversity and, where possible, reflecting the local communities within which we 

operate. In the of DMS-NG Contract 4,Serco's Senior People Partner and Operations 

Management Teamshall be responsible for:  

 

(i) Delivery of the main programmes withinSerco's people strategy (for example, 

employee engagement, talent management and culture development); 

(ii) Ensuring compliance withSerco's people policies (for example, in relation to 

recruitment, reward, performance management and leavers); 

(iii) Providing training to ensure employees have the necessary knowledge and skills to 

understand and deliver on their commitments; 

(iv) Ensuring local controls are in place to provide assurances that any staffing risks are 

managed effectively; 

(v) Providing the necessary tools and processes to allowSerco's people to participate in 

the continuous improvement (CI) of processes and programmes; 

(vi) Using analysis, research and insight to assess labour market trends and future ways 

of working; and 

(vii) Attracting and retaining high-calibre talent by maintaining the competitiveness 
ofSerco's Employee Value Proposition (EVP) (see Table 24) via CI activities.  

8.1 (c) Resource Management  

 

At the core of Serco’s resource management for DMS-NG Contract 4 is:  



 

 

 
(i) managing and maintaining the skills and competencies of the afloat community (This 

includes, for example, putting in place the required training programmes to 
ensureSerco's crews remain SQEP. Underpinning this isSerco's core set of 

management systems, described in Table 20).  

NAME DESCRIPTION 

Serco Engineering and Asset Management 
System (SEAMS)  

Used to efficiently assign crew, vessels and 
equipment to Tasks  

Workforce Management (WFM)  Used to ensureSerco maintain the required 
capacity to deliver the Services  

Learning Management System (LMS)  Used to manageSerco's training and 

competency requirements  
Table 20: Serco's core set of management systems 

 

SEAMSshall interface with WFM and the LMS to ensureSerco's resources are effectively 

managed and SQEP is understood (without compromising GDPR).  

8.2 Allocation of SQEP Resource  

8.2 (a) Serco recognises the criticality of ensuringSerco's resources are appropriately SQEP to achieve 

successful commencement of Service delivery. As an incumbent service provider,Serco already 

maintain the SQEP required by DMS-NG. Running the PMS contract for over 20 years and the 

subsequent CPMS contract has allowedSerco to develop a complete understanding of the 

pressures and expectations of the operating environment. To accommodate these,Serco have 

tailoredSerco's recruitment processes and competency frameworks accordingly. As a 

result,Serco's SQEP understand the requirements of the respective field within which they 

operate (whether it be tug maintenance, engineering and support work, a support function or 

any other Service element).  

 

8.3 Maintaining SQEP  

8.3 (a) We understand that, to maintain SQEP, training must be combined with vessel and equipment 

familiarity. To minimise the incidence of noncompliance and, in turn, maintain crew availability, 

afloat personnel complianceshall be managed in accordance with the SQEP matrix by the SDA 

Operations Manager. The timing of training, vessel familiarity and qualification activitiesshall be 

facilitated by SEAMS (whichshall provide automatic prompts).  To ensure all staff are 

appropriately SQEP,Serco have an unambiguous and well-structured competency framework. 

This identifies the skills, knowledge and qualifications required for all roles across the Service 

and is reviewed at least annually. It also reflects the operational procedures and safe systems 

of work required to deliver the Service. Compliance with the competency framework is ensured 

through certification, inspection and audit. Additionally, prior to being placed in a working 

capacity aboard a vessel, staff undergoSerco's Integrated Management System (IMS) 

familiarisation procedures.  

8.3 (b) Our competency framework and IMS procedures also identify opportunities for individuals to 

develop their knowledge and understanding (with training arranged whenever a need is 

identified).Serco's Training Team works in tandem withSerco's operational colleagues to 

produce bespoke training modules, designed to achieve competency and the required level of 

quality in the shortest possible time.Serco work with accredited external marine training 

providers as well asSerco's own accredited marine trainer to deliver specific courses in-house.  

 

8.3 (c) At Contract Award,Sercoshall carry out a gap analysis of the training required to deliver the 
Services described within the SORs.Sercoshall then use this to review and updateSerco's 
competency framework accordingly. Thisshall allowSerco to formulate a clear training plan 
designed to ensure that any training needs are addressed prior to Service Commencement Date 
(SCD). 

 



 

 

8.3 (d) To maintain the currency ofSerco's competency framework throughout the life of the 
Contract,Serco monitor any MCA legislative changes to ensure SQEP. As required, additional 
training and familiarisation is completed. For new vessels, KURs and risk assessmentsshall 
support the development of SQEP. 

 

8.4 LEARNING MANAGEMENT SYSTEM  

8.4 (a) Serco’s dedicated LMS serves as a central repository to ensure transparency and accuracy of 

training records. It also helps to keep SQEP certification and licencing up to date (whether 

regulatory or internal). This system is configured to send automatic prompts and reminders to 

all staff and/or their line managers (for staff without regular online access) who have a 

requirement to undertake new training or attend a refresher course to maintain competency. 

Training records are monitored to ensure compliance and completion of training via MI reports. 

If any competency lapses before training (including refresher training) can take place, staffshall 

be removed from duty until their competency has been restored. The periodicity for refresher 

training and examination is between two and five years (depending on individual role 

requirements).  

 

8.4 (b) Our LMS can be used to book internally delivered training and provide e-learning (which is 
accessible 24/7, providing flexibility to all staff). 

8.5 SERCO MARITIME ACADEMY  

8.5 (a) Sercoshall implement the Serco Maritime Academy which is designed to bringSerco's training, 

development, in-work progression and employee opportunities together.Serco's established 

top-down hierarchical structureshall provide consistency and leadership. However, 

postimplementation, to ensure that the Academy continues to develop and grow 

organically,Sercoshall implement a complimentary ‘bottom-up’ element to the structure. 

Thisshall facilitate employee self-management and self-development, allowing all staff to take 

control of their own progression.  

 

8.5 (b) This hybrid modelshall support employees to remain engaged and feel responsible for the work 

being undertaken at all levels (including project, thematic and Academy), helping to drive 

interaction, sustainability, and growth. Sercoshall encourage employees to become Academy 

ambassadors within a relevant thematic area (i.e., where they have a skillset and/or are 

passionate). This body of ambassadorsshall be leveraged to further communicate, engage and 

drive positive change in line with the objectives set by the Serco Maritime Academy across its 

respective themes and projects.  

 

8.5 (c) The Academyshall also provide consistency and leadership of educational attainment across 

DMS-NG Contract 4. Thisshall ensure that all staff are aware of the opportunities available, as 

well as help to drive CI. Itshall be accessible online andshall provide a framework to promote 

and communicate available opportunities to all employees delivering the Services. Itshall show 

the breadth of opportunities and activities available to support employees’ development 

(including existing projects with which they can engage). Thisshall enable collaboration across 

teams to drive the creation of CI ideas and facilitate the delivery of CI commitments.  
 

8.6 MAINTAINING STABLE STAFFING LEVELS  

8.6(a) We understand that there is a limited resource pool available for the quality of individuals 

required. As with many others, the maritime sector currently has significant challenges and a 

depleting source of SQEP. As such,Serco value the knowledge of people and share best 

practice to ensure continuity and knowledge retention.   

 

8.6(b) To encourage stable staffing levels throughout the life ofSerco's contracts,Serco employ 

techniques which include growingSerco's teams through apprenticeships and conducting 

targeted recruitment campaigns.Serco also offer extensive practical employee benefits (such 



 

 

as employee discounts for a wide range of everyday products and services). The replication of 

these strategies across DMS-NGshall result in a workforce with an intimate understanding of 

the Contract, thus ensuring an effective working relationship with the Authority.  
 

8.6(c) Ashore Staff Resource Allocation  

 

Serco’s ashore staffshall manage two vessels and sixty-six crew. To enable this,Sercoshall 

deply a:  

 

(i) A Head of Service Delivery Area (HdSDA); 

(ii) An SDA Technical Manager;and 

(iii) An SDA Operations Manager.  

 

Our ashore staffshall be supported by those ofSerco's delivery partner, Briggs Marine, whoshall 

also provide:  

 

(i) An Operations Manager; 

(ii) An SDA Technical Manager; 

(iii) A Crewing Manager; and 

(iv) An Administrator.  

 

The roles and responsibilities forSerco's ashore staff are detailed in Table 22.  
 

8.6(d) Afloat staff resource allocation  

Serco operates an established process for ensuring that all vessels are resourced in accordance 

with Authority and work order requirements. This process supports safe vessel operation. 

Vessels are also managed in line withSerco's Health, Safety and Environmental compliance 

requirements.  

 

We continuously monitor resource levels with a medium- and long-term view when planning 

leave, time off in lieu and other known periods of absence. Short-term crew allocation is 

dependent on the roster pattern and has been designed to comply with the SOR.  

 

Crew rotations are planned on an annual basis and consist of a 6 weeks on / 6 weeks off’ 

pattern. When planning rotations,Serco aim to ensureSerco's seafaring community have a 

positive work / life balance (leaving them able, for example, to commit to familial events where 

possible).Serco do this by accounting for family occasions, pre-arranged holidays and other 

similar events. This allows for effective crew scheduling as it includes cover for absences. As a 

result,Serco's afloat staff resource allocation is scaled accordingly to consistently provide 

suitable cover. 

  

AsSerco's competency framework includes the details of individuals who can be substituted in 

for certain roles, any change toSerco's planned afloat staff allocation (for example, due to 

employee absence) can be managed quickly and effectively. This level of substitution control is 

a key component ofSerco's approach to risk management; it ensuresSerco only ever deploy 

SQEP resources.  

 

Our Work Order Acceptance process is used for the final sign off by the Vessel Master to confirm 

resourcing is appropriate. 
 

8.7 WIDER FUNCTIONAL SUPPORT TEAMS RESOURCE ALLOCATION  

8.7(a) Our team (and delivery of the Services) is supported bySerco's central Serco Business Services 

(SBS) function. SBS ensures national standards of monitoring and delivery are maintained. It 



 

 

also provides a high level of specialist support. Access to SBS is easily available to all Serco 

staff viaSerco's IT systems. The main SBS services are described within Table 21.  

 

SBS SERVICE DESCRIPTION 

MyHR  Provides assistance with all HR-related queries including:  

- Training and apprenticeships; 

- Payroll; 

- Pensions and benefits; and  

- Line management. 

MyTechnology  Provides assistance with all IT-related issues including:  

- Supplying new hardware and resolving issues with existing hardware; 

- Password reset and other network access issues; and 

- Access to software, including specialist software required for specific roles. 

MyProcurement  Provides guidance and assistance in making the best purchasing decisions to 
help drive value for both Serco andSerco's customers, including:  

- Finding the most appropriate preferred supplier; 

- Onboarding new suppliers; and 

- Performance reporting (including, for example, on Prompt Payment 

compliance). 

MyFinance  Provides a day-to-day financial, accounting and transactional processing 
service for Serco businesses across the world, including:  

- PayingSerco's suppliers; 

- Providing a financial accounting service directly to Serco contracts (such 
as management reporting, month-end close, budgeting and forecasting); 
and 

- Paying salaries. 

Table 21: the main SBS functions 

 

8.8 HSEP SUPPORT RESOURCE PLAN  

8.8(a) Our Maritime Directorshall ownSerco's Health, Safety and Environmental Protection (HSEP) 

Management Plan. The HSEP Management Plan sets out the arrangements for safety and 

environmental protection management within the DMS-NG Contract throughout the contracted 

term. It details actions and arrangements for implementation and operation of the Serco IMS 

which contains safety and environmental policies, procedures, guidance and forms. These 

procedures are designed to meet the ISM, ISO 14001, ISO 45001 and MOD regulations as 

required.  

 

Our Maritime Directorshall be supported by:  

 
(i) Our Designated Person Ashore (DPA) (whoshall be the Head of Maritime Safety and 

Compliance); and 

(ii) A Quality, Health, Safety and Environment (QHSE) Manager for each site.  

 

Each QHSE Managershall have overall responsibility for their site’s performance against HSEP 

standards. These include:  

 
(iii) EnsuringSerco's actions align with the latest ISO 14001 standards;  

(iv) Conducting training; 

(v) Collating data for their site against HSEP KPIs; and 

(vi) Horizon scanning for the latest amendments to legislation.  

 

The DPAshall provide oversight and support where required to each QHSE manager. Theyshall 

also be the main point of contact for the Authority on HSEP.  
 



 

 

8.9 Key Roles for the Delivery of the Services  

 

8.9(a) Sercoshall provide the names of specific individuals for the roles described within Table 22 

(ashore) and Table 23 (afloat) following Contract Award.  

 

Head of Service Delivery Area (HdSDA)  

 

 

 

 

 

 

 

 

 

 

 

Key responsibilities 

Reports directly to the Maritime Director.  

Responsible for all aspects of the operation of the Contract in terms of:  

- Safety; 

- Compliance; 

- Risk management;  

- People engagement and management; 

- Finances; and 

- Stakeholder management.  

Has functional responsibility for Maritime Compliance (with support from 
the Head of Maritime Safety and Compliance) as part of maintaining:  

- The safety of operations; 

- Regulatory compliance; and 

- The required level of SQEP. 

Has line management authority over the SDA Technical Managers (to the 

extent required to ensure operational priorities are appropriately 

considered in the repair and maintenance of the vessel fleet). 

Is directly supported by, and has direct authority over, the SDA 

Operations Managers. 

Has responsibility for the performance management ofSerco's delivery 

partner, Briggs Marine. 

 

 

 

 

Key Competencies 

- Educated to degree level (or with demonstratable evidence of 

equivalence through management experience and achievement);  

- Proven track record of operating in a marine or other regulated or 
complex environment; 

- Proven track record of managing sub-contractors;  
- Experience and a good understanding of the governance of a 

regulatory environment (e.g., marine) relating to the contract; 
- Evidence of relevant and up to date continuing professional 

development (CPD); 
- Experience and proven track record in employee and trade union 

relations; and 
- Experience and proven track record in MOD and commercial 

maritime relations.  

SDA Technical Manager  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

- Delivering maximum vessel availability by optimising planned 

downtime in cooperation with operations and timely rectification of 

vessel defects; 

- Conducting and the reporting of routine vessel inspections to ensure 

safety and material standards are maintained; 

- Forming part of the engineering out of hours on-call duty roster as 

required; and 

- Managing the technical aspects of vessel operations in alignment 

with the company Safety Management System (SMS) and ISM 

standards (including document control and record keeping). 

- Ensuring the safe and efficient operation of all assigned vessels 

(including monitoring performance) and assisting with other Contract 

4 vessels as required; 

- Monitoring of Class and Flag Survey and Certification status and 

arranging timely preparation and conduct of surveys as required; 



 

 

 

 

Key responsibilities 

- Maintaining the regulatory compliance of assigned vessels at all 

times; 

- Preparation and conduct of Authority surveys and inspections (as 

may be necessary); 

- Assessment, monitoring, and timely rectification of vessel defects in 

alignment with company policies; 

- Fully utilising, and monitoring compliance with, the company’s 

planned maintenance and purchasing systems; 

- Arrangement and control of contractors (acting as Authorising 

Person, as necessary) on company vessels; 

- Planning, preparation and management of vessel dry-docking and 

afloat repair periods (including drawing up of repair specifications 

suitable for tender and liaison with Class and Flag). Supervision may 

require periodic on-site attendance at out-of-port repair facilities; 

- Planning, preparation, and management of vessel dry-docking and 

afloat repair periods (including drawing up of repair specifications 

suitable for tender and liaison with Class and Flag). Supervision may 

require periodic on-site attendance at out-of-port repair facilities; 

- Assisting in the raising (and progressing to delivery) of requisitions 

for goods and services in alignment with purchasing policy; 

- Ensuring continuity of department service delivery in times of 

absence (by conducting full and effective handovers); 

- Deputising for other SDA Technical Managers or the SDA Operations 

Manager in times of absence and undertaking other tasks as may be 

delegated from time to time; 

- Ensuring Contract and Operations Managers and the DPA are kept 

apprised of any matter affecting safety or operational delivery; 
- Ensuring that all activities are undertaken in a safe environment and 

are fully compliant with MCA, Class, health and safety, ISM and 
International Ship and Port Security (ISPS) codes, and any other legal 
requirements that may be applicable to the Contract at all times; 

- Act as the point of contact for day-to-day management, mentoring and 
guidance of afloat engineering staff; 

- Promoting and fostering good working relationships with all 

employees; 

- Exemplifying and promoting ethical behaviours; 

- Ensuring all activities are undertaken in alignment with corporate 

policy, Contract needs and business strategy; 

- Seeking and promoting opportunities for efficiencies without 

detriment to safety or levels of service; 

- Monitoring and control of expenditure for assigned vessels against 

delegated budgets and timely reporting of anticipated variances; 

- Approval of requisitions for goods and services (within limits of 

authority); 

- Always seeking best value for money; and 

- Ensuring all expenditure is in alignment with governance policies. 

- Providing subject matter expert (SME) input and supporting the 

formulation of budgets and financial forecasts. 

 

 

 

 

 

 

Key Competencies 

- Qualified to Class I (Motor) Certificate of Competency level (Class II 

may be accepted with significant professional experience at the 

appropriate level); 

- Thorough knowledge of ISM Code and ISO 9000; 

- Knowledge and experience of computer based planned maintenance 

systems; 

- Financially literate; 

- Thorough knowledge and experience of Class and Flag Authorities 

and regulations; 

- Experience and competence with IT systems and office applications. 



 

 

- Relevant sea-going experience at a senior level in the commercial 

marine industry; 

- In-depth knowledge and experience of engineering and technical 

best practice and processes; and 

- Experience of successful people management and team 

development. 

Operations Manager / SDA Operations Manager 

 

 

 

 

 

 

 

 

 

Key Responsibilities 

- The allocation of assets to meet operational requirements; 

- Informing Customers of any changes in allocated assets to meet 
tasking requirements; 

- To liaise with all staff regarding delivery of the operational 
requirement; 

- To advise and communicate to afloat staff (via VHF radio) 
navigational safety warnings and other instructions as received; 

- Recording statistics relating to the SOR in a recognised and 

approved system; 
- To fulfil, on a rotational basis, the functions of the out of hours Duty 

Manager; 
- To liaise with SDA Marine Managers to coordinate maintenance 

downtime;  
- To liaise with commercial companies for asset allocation; 

- Point of contact for stood-down and oncoming crews; 
- Initial focal point for coordination in emergencies and exercises; 

- To ensure all vessels have full access to all relevant information 

and references e.g., nav warnings, general directions, local 
notices; 

- To ensure all vessels are correctly staffed to meet operational 
output; 

- Raising purchase orders; and 
- Coordination of out of port tasking. 

 

 

 

Key Competencies 

- Health and safety awareness. Manual handling awareness; 

- ISM code awareness; 

- Basic IT skills (including in word processing, database and 

spreadsheet applications); 

- Experience of port operations and the provision of towage, fuel, water 

and other services; and 

- A working knowledge of merchant shipping requirements for smaller 

commercial vessels. 
Table 22: key roles ashore 

 

 
 

Master 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

- Overall responsibility for all vessel shipboard operations (including 

vessel and crew certification). 

Ensure:  

- The seaworthiness and safety of their vessel; 

- The safety of their crew and embarked client; 

- The prevention of pollution;  

- The successfully deliver their allocated Task; 

- Their crew’s familiarity with the vessel; 

- The preparedness of their crew and vessel for the successful 

dischargement of their duties and Tasking in a safe and efficient 

manner; 

- Chair shipboard management and safety committee meetings (as 

required); 



 

 

 

 

 

 

 

 

Key responsibilities 

- Liaise, consult, and advise with the operational authority on vessel 

Tasking and operational matters (as necessary); 

- Create, maintain, and support operational, technical and client 

instructions and fully document undertakings; 

- Continually review and uphold the operational efficiency, morale and 

welfare of their crew and the safety of all personnel embarked; 

- Be completely familiar with all factors affecting the immediate 

operation of the vessel – upon taking command, the Master shall 

familiarise themselves with all details of the construction, 

manoeuvrability and navigation and other equipment; 

- Be conversant with latest merchant shipping legislation and the 

requirements of authorities at each port of call; to ensure that the 

relevant provisions in such legislation pertaining to the operation of the 

vessel are fully adhered to; 

- Be familiar with the specific status of the vessel and its relation to the 

standards (as generally accepted in the shipping industry), with any 

deficiencies reported to the technical and operations departments; 

- Issue their standing orders to the crew for the efficient operation of the 

vessel (including procedures to respond to emergency shipboard 

situations and the preparedness of the vessel); 

- Establish, maintain, and review risk assessments, vessel operations 

for all Tasks and key shipboard operations (as per the Serco IMS); 

- Carry out a daily onboard inspection of all parts of the vessel, ensuring 

that high standards of cleanliness, hygiene and preservation are 

maintained; 

- Submit reports on the vessel’s condition and operation to the 

operations and engineering offices; and 

- Active involvement in the navigation of the vessel and personal 

supervision of the vessel’s navigation when entering or leaving port, 

when in confined waters, approaching land (or any danger), during fog 

or poor visibility or other adverse weather conditions. 

 

 

 

 

 

 

 

Key competencies 

- MCA Certificate of Competence Master (Unlimited); 

- STCW Personal Survival Techniques (five-year Refresher Course); 

- STCW Personal Safety and Social Responsibilities (five-year 

Refresher Course); 

- STCW Fire Prevention and Fire Fighting (five-year Refresher Course); 

- STCW Certificate of Proficiency in Survival Craft (five-year Refresher 

Course); 

- STCW Proficiency in Designated Security Duties (five-year Refresher 

Course); 

- Medical Care Onboard (five-year Refresher Course); 

- STCW Elementary First Aid; 

- Unrestricted ENG1; 

- Familiarity with MOD Tasking; and 

- Methodical in approach. 
Table 23: key roles afloat 

 

8.10 On-boarding Key Sub-Contractors  

8.10(a) Sercoshall useSerco's standard framework to manage key sub-contractors effectively. Thisshall 

be done through contract-obligation tracking as well as risk and performance 

management.Serco take a risk-based approach to managingSerco's sub-contractors; this helps 

to maintain a consistently high quality of service for the Authority. To support this,Serco apply a 

keen focus on those with one or more of a:  

 
(i) Severe or major risk profile;  

(ii) High operational criticality; and 

(iii) High contract value.  



 

 

 

8.10(b) Sub-contractors that provide services across a range ofSerco's contracts are managed by Serco 

Group Procurement. This allowsSerco's on-sire operational managers to focus on operational 

performance.Serco's specialist procurement teams can then drive maximum value for the 

Authority fromSerco's supply chain. Conversely, sub-contractors that provideSerco with DMS-

NG services onlyshall be managed locally by the Contract team.  

 

8.10(c) Weshall continueSerco's ongoing relationship with organisations such as S5 Agency World – a 

leading global port agency. This enables significant overseas flexibility which is invaluable for 

the service delivery of DMS-NG Contract 4.  

 

8.11 SUB-CONTRACTOR SITE INDUCTIONS  

8.11(a) Sub-contractor site inductions are facilitated by the on-site team in conjunction with Serco Group 

Procurement. As part of the contracting process, sub-contractors are required to provide 

implementation plans which include site inductions and visits.Serco review and assess these 

plans to ensure they are robust and to enableSerco to understand any interdependencies. Sub-

contractors conduct site inspections for the services they are providing against an agreed 

Statement of Works. This sets out the contractual requirements for the site. Where necessary, 

sub-contractors are required to enable service transition by:  

 
(i) Undertaking the training of staff on new equipment; and 

(ii) Assessing any differences with existing assets (and associated process changes and 

training needs).  

 

Where equipment is being swapped out, this is usually facilitated by the incoming subcontractor 

whoshall work closely with the site team on the roll-out of the new assets.  

8.12 SAFECONTRACTOR  

8.12(a) In 2020, Serco started working with an organisation called SafeContractor to ensure that 

allSerco's sub-contractors have up to date documents and policies for key compliance and 

safety standards [SS1] [SS2] [SS3]. This includes insurance documentation and QHSE policies. 

SafeContractor enablesSerco to monitorSerco's sub-contractors and ensure the commitments 

made (as part of the Serco sub-contractor onboarding process) are maintained.  

 

8.12(b) The rollout of SafeContractor continues with the prime focus on sub-contractors who provide 

services on Serco premises or premises managed on behalf ofSerco's customers (whichshall 

include DMS-NG vessels).  

8.13 ENVIRONMENTAL DUE DILIGENCE ASSESSMENTS  

8.13(a) Serco also completes due diligence assessments of sub-contractors based on indicative 

environmental risk implications including (but not limited to):  

 
(i) Land or water contamination caused by fuel spills; 

(ii) Volatile organic compounds (VOCs) released to the air from painting operations; 

(iii) General airborne pollution; 

(iv) The impact from transport operations; and 

(v) Any offences involving waste disposal.  

 

8.13(b) Weshall ensure that all sub-contractors are aware of the MOD’s climate aspirations and the 

requirements ofSerco's Environmental Management System (EMS). Thisshall include 

subcontractors demonstrating their ability to comply with these requirements as applicable. 

Sercoshall manage the environmental aspects associated withSerco's supply chain through 

effective implementation ofSerco's EMS and the Serco Group sub-contractor approval process.  



 

 

 

8.14 Significant Recruitment  

8.14(a)  We anticipate that Sercoshall need to recruit the following roles for DMS-NG Contract 4:  

 
- HdSDA x1; and 

- SDA Operations Manager x 1. 

 

8.14(b)  The remaining roles to deliver the servicesshall come from the existing team transitioning across 

from the current Continued Procurement of Marine Services (CPMS) contract.Serco's focus on 

DMS-NGshall be to train and upskill existing personnel and address the workforce demographic 

challenges of the area.  

 

8.14(c) Recruitment for these rolesshall followSerco's defined recruitment policy. Itshall be managed by 

a recruiting manager andSerco's central Talent Acquisition team. Each role consists of a 

detailed success profile which contains the key accountabilities, skills and qualifications required 

for candidates to be considered SQEP. An extract each role included in Table 22.  

 

8.14(d) The job advertisements for the rolesshall be based on the success profile and processed 

bySerco's gender decoding tool to attract a wide range of potential candidates. Relevant 

candidate details within applicationsshall be redacted before being submitted to the recruiting 

manager. This is to ensure there is no unconscious bias in the application process. The 

recruiting managershall conduct further analysis of candidates’ profiles before inviting those 

who pass this stage to undertake a competency-based interview. Theseshall be conducted by 

a diverse interview panel. Once this process is complete, the successful candidateshall be 

offered the role.Serco's recruitment process is described in further detail within section 8.4(a).  

 

8.15 RECRUITMENT THROUGHOUT THE CONTRACT LIFE  

8.15(a)  ShouldSerco need to recruit at any stage during the Contract,Serco's HR Management System 

processesshall be followed.Serco's operational management teamshall maintain a resourcing 

plan whichshall be underpinned bySerco's WFM tool. Thisshall ensureSerco's recruitment 

activities can maintain the capacity and flexibility required to deliver the service.  

8.15(b) In accordance with the IMO ISM Code, viaSerco's recruitment process, Sercoshall ensure that 

the crew of each vessel is appropriately qualified, medically fit and familiar withSerco's SMS. 

Both vesselsshall be suitably manned to cover all aspects of safe operations on board, with new 

personnel undergoing familiarisation activities in line with their duties before sailing. Thisshall 

include emergency procedures and safety protocols and any training required to support the 

implementation of the SMS.  

8.15(c) The operational management teamshall monitor Contract data to identify the volume of new 

staff required based on demand.Serco's rolling three- and twelve-month plansshall also inform 

the timing and location of recruitment campaigns. Horizon scanningshall pre-empt anticipated 

changes in the job market, including local wages across comparable roles.  
 

8.16 Organisation Structure  

8.16(a) Our DMS-NG Contract 4 organisational structure has been designed to deliver a nationally 

directed yet locally managed service. This has been achieved through a joint DMS-Serco 

partnering structure which deals with policy, strategy, national planning and the Contract 

management of Service provision.Serco's structureshall be reviewed on a regular basis to 

maintain its currency and address any developing resourcing and priority needs.  

8.17 Organogram  

8.17(a) Figure 17 showsSerco's proposed organisational structure for DMS-NG Contract 4.  



 

 

 
 

 
Figure 17: Serco’s organisational structure for DMS-NG Contract 4 

 

8.18 Key Sub-Contractors  

8.18(a) Serco does not intend to sub-contract the services required forSerco to deliver against the SDA 

6 requirements.  

 

8.19 KEY PERSONNEL  

8.19(a) ASHORE:Serco's key personnel ashore areSerco's HdSDA, SDA Technical Manager and SDA 

Operations Manager.   

8.19(b) AFLOAT:Serco's key personnel afloat areSerco's Masters.Sercoshall allocate four Masters 

across the two vessels.  

8.20 REPORTING LINES LINKED TO FUNCTIONAL AREAS OF SUPPORT  

8.20(a) Our organogram (Figure 16) shows the reporting lines ofSerco's DMS-NG team to functional 

areas of support.  
 

8.21 PROPOSED HEADCOUNT  

8.21(a) Sercoshall provide three personnel ashore and sixty-six crew afloat.  
 

8.22 DETAILED ROLES AND RESPONSIBILITIES  

8.22(a) Key Personnel  

 

The skills and qualifications for the additional dedicated Contract roles identified within Figure 

16 are included in Table 22.  

8.23 APPLICABLE MINIMUM SKILLS AND QUALIFICATION REQUIREMENTS  

8.23(a) The minimum skills and qualifications forSerco's key ashore and afloat personnel are included 

in Table 22 and Table 23.  
 

8.24 HR Sustainability  

8.24(a) Recruitment Activities for roles specific to the Services  
 

To deliver the Services required for Contract 4,Serco have identified recruitment is required for 

the following roles which are aligned for commencement of the introduction of SEAMS: 

  

- HdSDA x1; and  

- SDA Operations Manager x 1. 

 

  



 

 

The roles identified for SEAMSshall be in place after SCD andshall fall in line with the 

progression of the SEAMS timeline.  

(i) Recruitment Policy 

 

All recruitment activityshall followSerco's detailed and legally compliant recruitment 

process. Each roleshall be accompanied by a bespoke success profile whichshall detail 

its key accountabilities. The success profileshall also describe the required skills, 

qualifications, and behaviours.  

 

Jobsshall be advertised internally and externally so thatSerco are able to attract suitable 

and qualified candidates from a diverse talent pool. Serco values diversity and 

inclusion;Serco acknowledge the benefits a diverse workforce brings in helpingSerco to 

understand the needs ofSerco's stakeholders and customers. It also allowsSerco to 

truly represent the communities within whichSerco work and helpsSerco to become a 

more inclusive employer.  

(ii) Job Advertising  

Serco has held an Armed Forces Covenant Gold Award since 2016.Serco understand 

the myriad benefits ex-Forces personnel bring toSerco's workforce. As such, external 

rolesshall be advertised via the White Ensign Association and the Career Transition 

Partnership. Thisshall increase the possibility of engaging potential candidates with the 

relevant training, experience and skills required for DMS NG.  

 

Weshall also use digital marketing to target potential candidates via job-finding websites 

based on defined attributes (including, for example, geographical location). Public 

relations and engagement with local mediashall also generate local awareness.  

 

Job advertisementsshall be based on the relevant success profile and processed 

bySerco's gender decoding tool to help increase the application rate.  

(iii) Identifying Suitable Candidates  

 

Upon receiving applications, relevant candidate detailsshall be redacted before being 

submitted to the recruiting manager. This is to ensure there is no unconscious bias 

in the application process. All applicationsshall then be sifted to leave just those which 

meet the minimum requirements.  

 

The recruiting managershall conduct further analysis of candidates’ applications before 

inviting those who pass this stage to undertake a competency-based interview. 

Theseshall be conducted by a diverse interview panel whoshall assess candidates’ 

knowledge and experience based on their application. Senior rolesshall be required to 

complete additional activities (such as a presentation and personality profiling) to 

ensureSerco recruit the right calibre of individual for the role. 

  

Successful candidatesshall then receive an offer of employment whichshall include the 

details ofSerco's dedicated marine professional EVP (see Table 24). This has been 

specifically aligned to DMS-NG.  

 

(iv) Welcoming New Starters  

All new joinersshall receive full induction training into Serco upon commencement of 

their employment. Thisshall include, as a minimum, providing new starter packs 

shoreside familiarisation and mandatory training on health and safety, diversity and 

inclusion, and financial crime.  



 

 

 

A Personal Development Plan (PDP) – an integral part of Serco’s MyCatch-up 

performance development and review process –shall also be created. Thisshall be 

supported by a bespoke training needs analysis TNA whichshall identify any additional 

training requirement. The output from the TNAshall be mapped against the new 

employee’s needs andshall include planning for how and when this trainingshall be 

provided and completed.  

 

Weshall also provide dedicated employee support in the form of workplace ‘buddies’ (to 

help navigate their new workplace), coaches and mentors. Theseshall give all newly 

recruited employees any additional guidance needed during their first year.  

8.25 Managing Retention of Resources  

8.25(a) Serco’s employees are critical in the continued successSerco provide toSerco's customers and 

stakeholders.Serco's desire to retain key personnel during the life of the Contract defines the 

actionsSerco take when ensuring continuity of service, as well as thoseSerco put in place to 

minimise the attrition-rate on the Contract.  

(i) Employee Value Proposition  

Table 24 and Figure 17 describeSerco's dedicated marine professional EVP.Serco 

believe this is vital to ensuringSerco employ and retain the right calibre of 

employees, including those who are SMEs in their respective fields.Serco's 

EVPshall facilitate this throughout the life of the Contract.  

 

EVP ELEMENT DESCRIPTION 

Remuneration A pay reviewshall be agreed with the recognised trade unions for 
roles covered by the Recognition Agreement (all other rolesshall 
follow pay review process). All rolesshall be benchmarked against 
the local economy and other private / public providers. Other benefits 
include:  

- A company pension scheme; 

- Flexible working (where it can be accommodated); 

- Life assurance; 

- A reward and recognition scheme; 

- Long service awards; 

- Retail discounts; 

- Paid volunteering days; and 

- Serco’s People Fund (which provides financial support to staff 

and their families during times of financial difficulties). 

Wellbeing Robust wellbeing supportshall be provided via:  

- Serco’s Wellbeing Hub; 

- The Wellbeing at Sea Toolkit; 

- The Wisdom Mental Health App; 

- Mental Health First Aiders; 

- Our Employee Assistance Programme; 

- Occupational Health; and 

- Best practice initiatives from across Serco. 

Staff Development In addition to induction and refresher training, staffshall benefit from 
CPD and career progression opportunities, including:  

- The Ocean Learning Platform;  

- PDPs; 

- Serco’s LMS (which contains over 1,000 e-learning courses); 

- Accredited courses; 

- Apprenticeships; 

- Mentoring; and 



 

 

- Leadership development programmes. 

Performance Management Managers shall support staff via:  

- Frequent MyCatch-up 1:1 reviews;  

- Monthly observations; 

- Analysis of employee feedback; 

- Annual and mid-year performance appraisals; and 

- Development needs (which are addressed via PDPs). 

Engagement We shall maintain ongoing engagement with staff through:  

- Regular team meetings; 
- A clear communications plan which shall comprise of daily, 

weekly and monthly (in-person) briefings; 

- Newsletters and updates (via email, notice boards and the 
Serco intranet); and 

- Utilising Serco's Wavelength employee forum and ongoing 
staff surveys (for staff to share their views).  

Table 24: offerings included in Serco’s dedicated marine professional EVP 

 
 

We shall continually assess staff feedback and suggestions (via the previously 

described channels and exit interviews) to identify any trends and/or patterns and 
proactively improve Serco’s offer and processes / procedures. Serco also have a 

Recognition Agreement with the Trade Unions.  
 

 
 
 
 



 

 

 
 

Figure 18: Serco’s dedicated marine professional EVP which focusses on remuneration  

and wellbeing as well as staff development and engagement  

 
 

(ii) Retention Management  

In addition to the EVP, the HdSDA, Management Team and the Senior People 

Partner shall meet monthly to understand the required resources for service delivery 

on DMS-NG Contract 4. By using MI and Serco's organisation structure. Serco shall 

be able to identify any skills gaps in Serco's workforce. This shall include the roles 

required to continually meet the needs of the Contract.  

 

In association with these meetings, the management team shall also work 

collaboratively with their internal recruitment team to identify key roles where 

recruitment is required. Serco shall actively manage the recruitment process for 

those roles. Key actions and plans shall be put in place to address any issues or 

feedback provided (for example, as outputs from exit interviews with leavers). This 

shall help Serco to improve retention rates and recruit the right candidates for each 

role.  

 

  

  



 

 

Research has shown that high levels of employee engagement can directly lead to 

improved employee commitment, retention and involvement with their role. This 

serves to create a motivated workforce, thus reducing Contract attrition whichshall 

allowSerco to retain the best people for the Contract and the Authority.  

 

8.26 TRAINING AND SKILLS DEVELOPMENT  

8.26(a) Serco fully understands and recognises that the ongoing development and training ofSerco's 

employees is vital to ensuring staff retention. Therefore, all employeesshall have a detailed 

success profile defined for their roles. Theseshall provide clarity on the skills, knowledge, 

qualifications, and accountabilities required to successfully fulfil their duties.  

 

8.26(b) Detailed objectivesshall form part of their personal development record. This is designed to put 

the employee at the centre of their CPD by enabling regular, high value conversations 

throughout the year between the employee and their line manager. These conversationsshall 

give employees an opportunity to: 

  
(i) Talk about their objectives  and actions;  

(ii) Receive feedback; 

(iii) Receive additional coaching to help them succeed in their role; 

(iv) Have their development and wellbeing supported; and 

(v) Have their contribution to the business recognised.  

 

8.27 Identifying Training Requirements  

8.27(a) Serco’s MyCatch-up process has been designed to put employees at the centre of their own 

performance and development journey. As such, it can be used by employees and their line 

managers to discuss and identify training needs. As part of the process, relevant courses (with 

target completion dates) can be assigned to employees. Assigned training activities then form 

part of ongoing MyCatch-up reviews, which also include:  

 

• A review of the employee’s specific objectives and areas of development; 

• A training needs review, including:  

• An update on the completion rate of previously assigned training; 

• The identification of new training opportunities; and 

• A review of the accuracy of their work (from compliance with policies and 

procedures through to the standard of written work). 

 

(i) Availability of Training and Development Opportunities  

Serco has a wealth of training courses which are available to allSerco's employees. 

Over 1,000 e-learning courses are accessible viaSerco's LMS. These can be 

assigned either by line managers or directly by employees themselves. This 

enables employees to manage their own development and learning in line with both 

their personal and Contract objectives (to the benefit of the employee and the 

Authority).  

 

We also provide access to the Ocean Learning Platform – an online training library 

operated by the Ocean Technologies Group. This platform contains over 800 

courses and instructional videos. It provides support and training toSerco's 

employees within the Maritime industry.  

 

For many roles within the Contract, there is a requirement for employees to hold 

relevant qualifications and experience (including time in role). With the aid of an 

internal Training Record Book,Serco provide detailed guidance and sufficient 



 

 

opportunities for employees within these roles to develop the experience needed to 

achieve these requirements.  

 

Weshall assign a Contract-specific Learning and Development (L&D) Manager to 

the Contract. Theyshall be supported bySerco's centralised L&D team. The 

responsibility of the L&D Managershall be to ensure that all DMS-NG Contract 4 

employees continue to hold the correct licences and qualifications required for their 

role (including those required by Maritime Law).  

 

Thisshall be managed, mapped, and aligned to the relevant qualifications for each 

employee, with time and support given to enable the upkeep of their knowledge, 

qualifications, and experience. This may include refresher courses (such as those 

required for STCW), being delivered in-house by training managers or by external 

third-party specialist providers.  

 

Our LMSshall hold the information required (including employees’ skills, 

qualifications, and knowledge) to confirm each employee’s status. This can be 

provided to the Authority as evidence of compliance andshall also help employees 

to remain SMEs for their role (whichshall benefit the Contract and the Authority).   

 

(ii) Apprenticeships  

Serco provides employees with the opportunity to develop via relevant 

apprenticeships.Serco currently have employees on the following apprenticeship 

schemes whichSercoshall continue to offer to DMS-NG staff:  

 

• Able Seafarer / Deck Rating; and 

• Business Administration.  

 

Serco’s apprenticeship schemes are also available for managers (including 

operations and departmental managers). These include Contract Leadership and 

Management Builder programmes (Level 7 Senior People) designed to develop 

Serco’s future leaders.  

 

Funding forSerco's apprenticeship schemes is sourced fromSerco's contribution to 

the  

Apprenticeship Levy.Serco seek to use or giftSerco's levy (where applicable and 

allowable) withinSerco's supply chain to enable smaller organisations to derive its 

benefits.  

 

(iii) Defined Career Paths  

We are taking steps to help address the recognised future skills gap in maritime 

engineering roles. In support ofSerco's apprenticeship programmes,Serco have 

created the career paths shown in Figure 19. This supports the development 

ofSerco's maritime employees to help them become SMEs in their chosen field. 

Furthermore, it also supportsSerco's work on succession planning by identifying 

future talent (whichshall help to ensureSerco have sufficient resources to 

continually cover all SME roles required to successfully deliver DMS-NG Contract 

4).  
 
 
 



 

 

 
Figure 19: Serco’s defined career path from apprentice to Master (Unlimited) 

 

(iv) Promoting the Maritime Industry  

Our Operations team and working withSerco's central and Contract L&D team,shall 

to continue their work across local schools and communities to offer work 

experience and supporting career events to engage young people who have an 

interest in working in the Maritime sector.Sercoshall also continue to offer ‘a day in 

the life’ experiences for school children and college pupils, enabling them to 

experience the satisfaction gained from working within this sector.  
 

8.28 Succession Planning  

8.28 (a) Serco believes in nurturingSerco's internal talent. This is because existing employees:  

 

• Have the relevant operational experience  

• Understand cultural nuances of working for the Contract and within the business  

• Have benefited from in-house leadership programmes.  

(i) Objectives  

The key objectives ofSerco's succession planning are to:  

• Proactively manage and support the progression of:  

o Underrepresented Groups; 

and 

o Future leaders  

• Ensure development programmes actively support progression.  

(ii) Identifying Talented Employees  

Active succession planning helps to retain talented individuals by keeping them 

aware of internal opportunities for career progression. This can include 

secondments (either within the same business area or across Serco and Briggs 

Marine) whichshall allow them to broaden their experience and skillset.Serco's 

succession planning is devised to ensureSerco's talent pipeline always includes:  

• High performers; 

• Those who require a career move to help drive their progression; and 

• Individuals deemed as ones to watch, i.e., those who are identified as having 
the potential to progress to leadership or key commercial roles in the future.  

Our succession planning groups individuals into the following categories:  

• Emergency cover; 

• Ready now; 

  



 

 

• Ready within twelve months; 

• Ready within one to two years;  

• Ready within two to five years; 

• Ready in over five years; and 

• Ones to watch.  

 

Where necessary, identified individualsshall be highlighted to the extended 

leadership team to ensure they receive the focus required to make the most of their 

talents.Sercoshall also make these candidates visible across relevant parts 

ofSerco's business and actively support and promote internal career progression.  

The Maritime Directorshall lead this activity with support fromSerco's Contract-

aligned Senior People Partner.  

(iii) Future Planning  

Our succession plans are reviewed every quarter and updated based on 

discussions, a review of previous actions and the setting of new actions for all 

stakeholders. By remaining active,Serco ensure identified candidates are given 

opportunities to become sufficiently skilled and experienced by offering them 

training or secondment opportunities to help them develop and grow further. This 

level of planning and activity benefits the individual, the Contract, the Authority and 

the business.  

Succession planningshall also be used to understand and manageSerco's 

employee career paths. Itshall also account for the existing number of apprentices 

and ensureSerco have sufficient talent in the pipeline to meet future requirements. 

Thisshall include actively managing the timelines of new apprenticeships to align 

them with the future SME coverage requirements.  

 

(iv) Retaining Critical Employees  

For those who are at risk of leaving,Serco analyse the criticality of their roles (on a 

‘low, medium, high’ scale). For employees deemed critical to operations, it is vital 

to understand their needs soSerco can create relevant action plans to help keep 

them in the business. This includes development opportunities in line with their 

aspirations.  
 

8.29 Engaging with Relevant Trade Unions  

8.29(a) Serco aims to be “a trusted employer and partner toSerco's recognised trade unions, delivering 

superb public services, whereSerco's people can make a difference every day”.Serco's 

approach to engaging with the trade unions relevant to the Contract is based onSerco's core 

values of Trust, Care, Innovation and Pride. As such,Serco have developed the approach 

described in Figure 20 to achieve positive trade union engagement.  
 
 

 
Figure 20: Serco’s approach to positive engagement with trade unions.  

  



 

 

 
 
 

8.29(b) For DMS-NG, the relationship with Prospect and Uniteshall be managed by the HdSDA and the 

Management Team. Figure 21 showsSerco's process steps at each level for trade union 

engagement.  

 
 

 
 

Figure 21: Serco’s process steps for engagement with the trade unions relevant to the Contract  
 
 

8.29(c) Monthly meetings between site and regional Prospect and Unite representatives and the 

Contract Management Teamshall take place to discuss agreed agenda items (subject to 

availability). Minutesshall be taken and agreed by all parties before being cascaded to 

represented employees.  

 

8.29(d) Our collective agreement with the trade unions defines points which are subject to consultation 

and negotiation. For example:  

 

• Pay awards and salary structures; 

• Terms and conditions of employment;  

• Health and safety; and 

• Working practices.  

 

8.29(e) The agreement recognises that both parties understand they have a primary shared 

commitment to the success of the Contract, whilst recognising that there may be legitimate 

individual interests to be reconciled.Serco agree that a high level of consultation and strategic 

partnership with the trade unions will:  

 

• Increase commitment to the success of the Company; 

• Enable the Company, the unions and employees to meet changing customer; 

requirements speedily and effectively; 

• Raise employee satisfaction; 

• Improve Contract performance by drawing upon the skills and knowledge of all 

employees; 

• Provide an opportunity for employees to contribute to the development of the business.  

 

8.29(f) Serco's approach to engaging with the trade unions is based on having clear and proactive 

engagement and communication and understanding that they are an active partner in ensuring 

the success of the Contract. Furthermore, collaborating with the unions helpsSerco to engage 

and communicate withSerco's employees on ways of working and best practice; it helpsSerco 

to drive strategies and campaigns in collaboration with the unions to the benefit of the Authority 

and the Contract.  

 

  



 

 

 
 

9 INSOLVENCY CONTINUITY PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

9.1(a) Insolvency of Serco  

and the UK Government Cabinet Office have in place a memorandum of understanding (MoU) 

relating to Prime Contractor Insolvency. Through the negotiation and dialogue process between 

the DMS-NG Contract 2 and 4 bid team and the Cabinet Office Case Manager (for government 

relationships with Serco), this extant MoU has been confirmed, noting it is valid until 31st July 

2024 and that Corporate Resolution Planning (CRP) assuranceshall be provided when the 

Contract is let.  

 

9.1 (b) Invocation of Insolvency Continuity Plan  

Should a Serco’s insolvency incident occur, the Authorityshall be notified, and the IC plan shall 

be invoked. Serco's IC Plan is designed to provide the Authority with necessary and appropriate 

information (in addition to both the BC and DR plans) required to enable planning for continuity 

of service.  

 

Operational response and recovery plans, procedures, roles and responsibilities and 

governance regarding any operational impact of Serco’s Insolvency (including, but not limited 

to, communications protocols, activation of the plan, assembly of the team and key contact 

details) are set out in the IC plan. The IC plan also includes, but is not limited to, responses in 

the following circumstances:  

 

• Denial of Serco workspace (including loss of utilities); 

• Loss of prioritised IT services; 

• Unavailability of personnel; and 

• Loss of key sub-contractor support. 

 

9.1 (c) Insolvency of a Key Sub-contractor  

Failure of a business-critical partner, sub-contractor or contractor has been identified by Serco 

and disclosed inSerco's Annual Report as one ofSerco's key operational risks. A programme for 

quantifying the Serco's exposure to this risk and establishing appropriate mitigation actions is in 

place and is regularly reviewed. Any further plans to manage the risk of an insolvency of the 

contractor for the Authority and delivery of the servicesshall be for the Authority to prepare and 

propose to the contractor for agreement.  

  

In the event of a disruption to the services provided to Serco by sub-contractors (including  

Briggs Marine in relation to SDA 7 and those within Serco Group),Sercoshall classify this as a 

BC and DR incident (identified as a ‘Loss of Key Supplier or Partner Support [including 

insolvency]’). Serco’s IC Planshall provide the Authority with necessary and appropriate 

additional information from Serco to supplement the BC and DR Plans.  

 

This IC planshall focus on how Sercoshall maintain immediate and short to medium term 

continuity of services when major dependencies may be interrupted by an insolvency incident.  

9.1 (d) Communications Strategy 

The communication strategy that forms part of the IC plan aims to minimise any potential 

disruption to the provision of DMS-NG services through early engagement with (and between 

the chains of command of) Authority, Serco and key sub-contractor personnel.  

 



 

 

Should an insolvency event of Serco or any key sub-contractor occur, Authority Senior Directors 

and the Contract Senior Managershall be informed immediately by a member of Serco’s 

Executive Leadership Team.  

9.1 (f) Minimising Potential Disruption  

Clear communicationsshall be key to minimise potential disruption to the provision of the 

Services.Sercoshall provide contact details in respect of the supply chain and operational and 

Contract personnel including those ofSerco's key sub-contractors. Serco's communication 

strategy for the IC Plan is designed to minimise any potential disruption to the provision of 

Services. It is based on delivering early engagement between Authority, Serco and key sub-

contractor personnel as well as key Serco Group Executives. In the event of a loss of any critical 

part of the service due to Insolvency, Sercoshall immediately inform the Authority and, if agreed 

with the Authority, invoke the BC, DR, and IC provisions in the SC Plan.  

 

As stated, Serco is a strategic contractor to the UK Government and has signed an MoU relating 

to Prime Contractor Insolvency. In the event of Serco becoming insolvent, relevant information 

which is held by the Cabinet Office under the MoU and/or the Corporate Resolution Planning 

information for the Contractshall be required to manage the impact of insolvency. Thisshall be 

made available to the Authority within 60 days of the Contract effective date.  

 

9.1 (g) Identification, Explanation, Assessment and an Impact Analysis of Risks  

Sercoshall identify, assess, and analyse the impact of risk where these involve significant 

dependencies between Serco and key sub-contractors.Sercoshall make the output of this 

exercise available to the Authority and collaborate to agree a mitigation strategy to resolve 

potential risks.  

 

9.1 (h) Managing and Mitigating Identified Risks  

Sercoshall produce a DMS-NG BC risk register whichshall detail elements of the operational 

delivery that could potentially cause it to fail (either fully or partially). The risk registershall 

include, for each risk:  

 

• Analysis of each element in terms of likelihood and impact; 

• A clear owner; 

• Mitigation actions; and  

• A regular review cycle (in conjunction with the Authority). 

 

Serco’s analysis process drills into each key operational element of the services provided by 

the Contract. This enables the identification of elements which should be prioritised when 

recovery is being introduced. Itshall also look at single points of failure, dependencies (including, 

but not limited to, IT and suppliers) and desired recovery times for each task associated with 

the prioritised elements. This information provides the basis for the strategies incorporated into 

the BC plan. Each risk identifiedshall have clear mitigation actions identified and captured in the 

risk register. 

 

9.1 (i) Roles and Responsibilities  

The roles and responsibilities of the Contractor and Key sub-contractors are as described in the 

BC section of this plan above.  

 

9.1(j) Recovery Team  

Should a Serco insolvency event occur, under any circumstance, the first point of contact for all 

related matters (including by the appointed Insolvency Practitioner)shall be Serco UK’s Defence 

Business Unit Managing Director (currently Douglas Umbers).  



 

 

 

Sercoshall put a Recovery Team in place whichshall be comprised of Serco personnel and 

representatives of applicable key sub-contractors(depending on the nature of the insolvency). 

Itshall also include the personnel defined for BC or DR as appropriate.  

 

The Recovery Teamshall be responsible for, andshall carry out, the IC plan. The IC plan covers 

operational response and recovery plans, procedures, roles and responsibilities, 

communications protocols, activation of the plan, assembly of the team, key contact details and 

governance regarding any operational impact of an insolvency incident.  

9.1 (k) Invoking the Insolvency Continuity Plan  

In the event of an Insolvency Event involving Serco as a Contractor, the appointed Insolvency 

Practitioner (IP)shall contact the Serco Representative as a first step to enacting this Plan. The 

IPshall be responsible for invocation of the plan. The Serco Executiveshall empower Serco’s 

Contract Director to brief the IP and make available all personnel to operate under the direction 

of the IP.  

  



 

 

10 QUALITY MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

10.1 PROCESSES AND PROCEDURES TO ENSURE HIGH QUALITY DELIVERY OF THE 

 SERVICES  

 

10.1(a) Serco’s reputation and capability to growSerco's business depends onSerco's ability to provide 

services that are consistent, reliable, and high quality. Embedded within the delivery ofSerco's 

services is a commitment to quality and continuous improvement (CI). This serves to increase 

the satisfaction ofSerco's customers and other stakeholders. It gives Serco and its customers 

the confidence that the provision of servicesshall be delivered effectively and consistently to the 

standards required.  

 

10.1(b) We are committed to achieving the highest standards of corporate governance, integrity and 

business ethics inSerco's global activities.Serco's management team is responsible for 

maintaining robust internal controls to manage risks and ensure compliance with contractual 

obligations, regulations, applicable laws and the overarching Serco Management System 

(SMS). 

 

10.2 SERCO ENGINEERING AND ASSET MANAGEMENT SYSTEM (SEAMS)  

 

10.2(a) Data is increasingly important to measure quality; therefore, to facilitate the move from analogue 

to digital, Serco's delivery of the DMS-NG requirementshall be driven by Serco Engineering and 

Asset Management System (SEAMS which has been developed in accordance with all 

applicable elements of Schedule 9 and Asset Management best practice. 

 

10.2(b) The SEAMS upgrade (from the current AMOS system)shall be managed bySerco's transition 

team in accordance withSerco's transition plan.Sercoshall use the integrated transition working 

group, incorporating appointees from both Serco and the Authority, to ensure risk to the delivery 

of services is minimised during the transition phase.  

 

Sercoshall tailor the asset management regime within SEAMS to meet the needs of individual 

vessels, using predictive maintenance to improve availability.Serco's approach includes 

appropriate training and access for the Authority. Thisshall allowSerco to maintain a single point 

of truth for the management of:  

• Schedules for vessel certification; 

• Employee resourcing and training;  

• Processes;and 

• Work orders.  

Itshall also facilitate the improved gathering of management information (MI) and monitoring of 

KPI information.  

SEAMS guides all asset management activities from dockings, planned maintenance and 

defects, to performance criteria, managed bySerco's SDA Technical Managers with a 

systematic emphasis on vessel compliance and availability.  

10.3 ASSURE  

 

10.3(a) For operational and technical risk management and assurance, Sercoshall continue to 

useSerco's ASSURE application. This is a group-wide, online, bespoke MI database which is 

an effective means to acknowledge actual (or potential) instances of service process non-

conformance. It enables, and requires, identification of root-cause analysis, the capturing of 

non-conformances and managed tasking of corrective actions, as well as lessons learned. 

ASSURE’s functionality includes recording Authority feedback; it also supports automatic 

escalation / notification of events, based on severity which, in turn,shall facilitate governance 

and traceability.Sercoshall use ASSURE to control audit planning and programmes, with 



 

 

intuitive functionality that contains embedded question sets relevant to ISO standards with 

defined topics embedded within specific report templates. Assurance outcomes from the audit 

programmeshall be available to the Authority. ASSURE also collects positive feedback, which 

can be shared and replicated across the services.  

 

10.4 HOW THE SMSSHALL BE APPLIED TO DMS-NG  

 

10.4(a) The Quality Management Plan (QMP) forms part of the Serco Health, Safety, Environment and 

Quality (HSEQ) system which has been embedded into the marine business unit Integrated 

Management System (IMS). This system has been developed and accredited in conjunction 

with the requirements of:  

 

• ISO 9001, ISO 14001 and ISO 45001; 

• The International Safety Management (ISM) Code; and 

• DSA02-DMR (Defence Maritime Regulations for Health, Safety and Environmental 

Protection [HSEP]).  

 

This Serco QMP has been developed in accordance with ISO 9001 and ISO 10005 to give a 

high level of control of HSEQ aspects within a ‘Plan, Do, Check, Act’ framework.  

 

Figure 22: Shows the components of the Serco IMS, including SOLAS 1974, ISM, ISO quality standards and the 

SMS  

10.4(b) The primary objective of the QMP is to ensure that planning, execution and evaluation of the 

DMS-NG Contract is conducted in an efficient and controlled manner, in line with relevant 

statutory requirements. It covers organisational context, resourcing, feedback mechanisms, 

change management, governance arrangements and risk management.  

 

10.4(c) The IMS aligns to the SMS control framework to ensure the governance required by Serco and 

Authority requirements are applied, achieved and reviewed. Local documentation retained and 

managed within the IMSshall describe howSerco deliver Task line items shown in the Statement 

of Requirement. This alignment of Serco business processes and local documentation to the 

  



 

 

Authority’s requirementsshall give the Authority the confidence that Sercoshall deliver the DMS-

NG Contract to the highest standards.  

10.4(d) Weshall continue to ensure arrangements remain suitable and appropriate in delivery of the 

Safe to Operate, Operated Safely and Environmentally Sound’ framework.Sercoshall 

meetSerco's contractual obligations with robust governance mechanisms in place. Theseshall 

cover local level performance working groups through to Strategic Boards with the Authority’s 

Senior Responsible Owners (SROs).  

 

10.4(e) As part ofSerco's commitment to delivering industry best practice, Serco plays an active role on 

a variety of working groups and memberships, including Nautical Institute, British Tug Owners 

Association, UK Harbour Masters Association, British Ports Association, Institution of 

Occupational Safety and Health, Institute of Environmental Management and Assessment, and 

Quality Management. Serco’s approach to qualityshall provide the Authority with the assurance 

that thereshall be a robust control environment in place, within whichSercoshall meetSerco's 

contractual obligations, in accordance with the law, using industry best practice.  

10.5 QUALITY MANAGEMENT TRAINING 

10.5(a) Quality management training comes in several important forms. Serco recognises this includes 

both the quality of the training delivered (i.e., the training is of high quality) and training in Quality 

standards. Quality is a routine part of the monthly review process, as a defined agenda item to 

discuss performance data and feedback. Sercoshall develop a training strategy that sits as part 

ofSerco's Maritime Academy. Thisshall address both training in Quality and the quality of all 

training.  

 

10.5(b) At a corporate level, Serco has Divisional Operating Procedures for Quality, Health, Safety and 

Environment (QHSE) audit processes. Compliance audits provide assurance to the 

management team that the organisation is adhering to the SMS Group Standard for QHSE and 

all associated operating procedures. These audits are undertaken by employees suitably 

qualified in ISO 9001.   

 

10.5(c) Serco is committed to providing Suitably Qualified and Experienced Personnel (SQEP) at a 

contract level. Theyshall deliver the services with the skills and training to achieve and sustain 

quality. All training is managed in accordance with Serco’s training management plan.  

10.5(d) Our experience, familiarisation and qualifications must be maintained across vessels and 

equipment. The compliance of afloat personnelshall be managed in accordance with the SQEP 

matrix. The timing of training, qualifications and vessel familiarity is managed by SEAMS 

(whichshall send timely automatic prompts reminding staff when new and refresher training is 

due).  

 

10.5(e) Understanding the critical importance of compliance with legislation for all personnel, Sercoshall 

ensureSerco's standard QM Training incorporates relevant standards. Sercoshall ensure that 

seafarers are qualified and trained in accordance with Merchant Shipping Legislation 

appropriate to the position held and Class of vessel operated.Serco's Serco QHSE Lead has 

undertaken a full evaluation of the requirements in the Contract and cross referred withSerco's 

current offering to ensure thatSerco's training is fully compliant. Examples of this include training 

modules for engineers to ensure that they are compliant with SOLAS 1974, ISM Code and other 

maritime laws and best practice. For seafarers,Serco have allocated training time specifically 

for Quality upon onboarding, with annual refresher training thereafter. Overall,Serco's training 

strategyshall ensure thatSerco fully comply with all applicable legislation for the Authority.  

 

10.5(f) As a minimum,Sercoshall meet the Standards of Training, Certification and Watchkeeping 

(STCW) Convention, as defined by the vessel’s operational area. Training for Affected Services 

serialsshall be conducted in accordance with the Serco training management plans to ensure 

competence for those activities that fall outside of Merchant Shipping regulation and control. In 



 

 

addition, Serco has a training and education procedure that enables individuals to submit a 

Training Request Form for additional developmental training.  

 

10.6 QUALITY ASSURANCE  

 

10.6(a) Certification matrices within the IMS define, for each Class of vessel operated, which 

certification and licencesshall be held to meet Flag State regulatory requirements. Further 

training beyond regulatory requirementsshall be identified and defined for each post aboard 

each Class of vessel.  

 

10.6(b) Certification and Licencing for training is monitored on a predictive database to forecast validity 

and enable booking of course revalidation in advance of expiry to maintain full compliance. 

Regulatory courses are refreshed in accordance with STCW and Code requirements by 

accredited training providers.  

 

10.6(c) Serco is Maritime and Coastguard Agency (MCA) (Flag State) accredited to deliver STCW 

Personal Survival Techniques and Elementary First Aid (EFA) training internally.  

Accreditation was achieved following a rigorous Q&A process and course delivery witnessed 

and approved by the MCA (2022).  

 

10.6(d) Serco follows a continuing professional development (CPD) process that enables individuals to 

maintain and develop personal competences within their occupied role and to support 

advancement. Sercoshall ensure that seafarers are qualified and trained in accordance with 

Merchant Shipping Legislation appropriate to the position held and Class of vessel operated. As 

a minimum,Sercoshall meet the STCW Convention as defined by the vessel’s operational area. 

 

10.6(e) Training for Affected Servicesshall be conducted in accordance with the Serco training 

management plans to ensure competence for those activities which fall outside of Merchant 

Shipping regulation and control.  

 

10.7 MEETING ISM / FLAG AND CLASS CERTIFICATION REQUIREMENTS  

10.7(a) Serco has proven maritime industry experience of managing diverse fleets of vessels to the 

appropriate certification. Sercoshall manage the vessel fleet to ensure it is fully compliant with 

all and various certification requirements throughout the Contract term.  

 

10.7(b) Sercoshall manage the vessels, aligned to the standards of the ISM code. , andshall adopt the 

principles of ISM vessel certification. SDA 6 vesselsshall be certified to the Support Vessel code. 

Serco hold a Document of Compliance (DOC) which covers operations across its managed 

fleet. The processes for the management of the fleet’s Flag and Class certification are defined 

within the Serco IMS which has been designed to ensure that compliance is maintained, and 

quality standards are adhered to. Flag and Class certification requirements are defined in the 

IMS for each type and Class of vessel. As a requirement of the DOC, all procedures are 

reviewed by document owners and vessel masters. Any amendments are made and issued 

centrally; they are set against annual reviews or as and when MOD and MCA changes occur to 

ensure standards are continually adhered to.  

 

10.7(c) The vesselsshall be registered and certified under the UK MCA regime where they are assigned 

a vessel type which determines their certification requirements. Where the vessels are also 

engaged in Defence specific Tasks, such as Affected Services, theyshall be managed under 

MOD regulations (such as the DMS Approval to Authorise MOD Shipping DOC) andshall also 

include a joint Serco / MOD requirements assessment and implementation of Government 

Service Blue Ensign (GSBE) certification if required.  

 

10.7(d) In accordance with ISM Chapter 10, Maintenance of Ship and Equipment and DSA02-DMR, as 

one of the thirteen Risk Controls (RCs), Sercoshall operate as the Equipment and Platform 

Authority.Sercoshall be responsible toSerco's accountable persons for ensuring all ships and 

platforms withinSerco's Area of Responsibility are safe to operate.Sercoshall do this by 



 

 

providing safety and environmental protection assurance of the design, system and equipment 

integration.  

 

10.7(e) Sercoshall demonstrate that each vessel is Safe-to-Operate via Safety and Environmental 

Cases (SEC).Sercoshall review these on a five-year cycle or at an agreed intermediate stage, 

where circumstances such as regulatory change or specific safety concerns are raised. All 

SECsshall be recorded on SEAMS in compliance with Serco’s IMS internal Assurance and audit 

programme.  

 

10.8 GAINING FLAG AND CLASS CERTIFICATION  

10.8(a) Should any vessels be introduced into the fleet,Serco would commission a Safety Management  

Certificate (SMC) audit on board each new vessel. Following successful audit, the MCA 

SMCshall be issued to each new vessel. A copy of each SMCshall be retained on SEAMS and 

displayed in Serco’s offices. The originalshall be placed on board and retained with all other 

statutory certificates.  

 

10.8(b) Sercoshall apply for interim certificates for each relevant vessel as it is being brought into 

service. The MCAshall issue a new DOC covering the certified additional vessel types, with an 

expiry date aligned toSerco's current DOC.  

 

10.8(c) Sercoshall maintain a database in SEAMS of all certifications for each vessel. Theseshall be 

displayed on the SEAMS dashboard and distributed to stakeholders showing the certification 

status of all vessels. The databaseshall track the dates of surveys using a Red, Amber, Green 

(RAG) system. Thisshall give the Authority clear notification of survey due dates and windows. 

 

10.9 MAINTAINING FLAG AND CLASS CERTIFICATION  

10.9(a) The vesselsshall be maintained to Flag and Class certification requirements and undergo 

routine examination and survey. Theyshall also undergo out of water maintenance in 

accordance with their type and class. The vessels, under the DMS-NG Contractshall fall under 

the Serco asset management and maintenance strategies. All platformsshall be managed to 

equivalent code and Class standards by way of maintaining both Platform and Management 

Arrangements.  

Sercoshall meet the statutory obligations placed under the ISM Code andshall maintain and 

update the current fleet to the highest possible standard for the Contract term.  

 

10.9(b) The entire survey and certification regimeshall be driven by the vessel type. To ensure 

compliance, all survey and certificationshall be managed within the planned maintenance 

system, where the periodicity and activity is scheduled. All outputsshall be tracked on ASSURE. 

Automated reportsshall be generated and circulated to the management team. The reports 

apply a RAG status to all certification and highlights when maintenance was last carried out. 

The due dateshall be highlighted in a timely fashion to allow planning and request surveys. The 

survey regime allows windows for the activity.Sercoshall use these for operational flexibility to 

ensure minimal disruption to operational service delivery. Serco’s process of ensuring validity 

of certification complianceshall give the Authority confidence that itshall receive a high quality 

of service output.  

 

10.9(c) The Lloyds Register operates the Class Direct website for owners which contains relevant 

survey reports and schedules. Sercoshall use this as a backup crosscheck resource.  

 

10.9(d) Serco recognises that maintenance standards are an auditable part of ISM DOC. This verifies 

that vessels are being maintained appropriately to ensure safety and reliability standards of 

vessels and equipment are upheld.   

 

10.9(e) Sercoshall manage the vessels in accordance with the Asset Management Plan. Thisshall cover 

all stages of the Concept, Assessment, Demonstration, Manufacture, In-Service and Disposal 



 

 

(CADMID) cycle of these assets. For example, Sercoshall dispose of assets in accordance with 

best environmental practice.  

 

10.10 CONDUCTING AUDITS AND RECTIFYING DEFICIENCIES  

10.10(a) Serco operates a three-phase audit regime known asSerco's Lines of Defence. These are:  

 

• 1st Line of Defence – own or manage the risk.  

Real time HSEQ assurance activities within the business. All employees are inducted, 

managed, and advised to never walk past an unsafe situation.Serco have a good safety 

observation and near miss reporting regime through ASSURE; this enablesSerco to 

record and rectify unsafe practices or situations. Operational management has 

ownership, responsibility, and accountability for directly assessing, controlling, and 

mitigating risks. In addition, Serco management undertakes engagement tours which 

are documented and recorded.  

 

• 2nd Line of Defence – specialise in risk management. 

Risk management processes and retrospective activities within the business are 

delivered through Compliance Assurance Plans and developed by Divisions and 

Corporate Shared Services (with oversight at Group level).  

 

• 3rd Line of Defence – provide independent assurance. 

Retrospective independent assurance and accreditation delivered by internal and 

external audit organisations. Examples of this include:  

 
(i) Internal: Integrated Assurance Reviews; and 

(ii) External: BSI, Flag and Class, customer led, DMS Independent Safety and  

Environmental Audits (ISEA), formal endorsement of management plans and 

SECs, Naval Authority Group Explosives (NAG Exp) and Maritime Capability 

Trials and Assessment (MCTA).  

 

10.11 Conducting Audits  

10.11(a) Sercoshall deliver operational compliance with procedures through a rigorous programme of 

internal audits and inspections in compliance with Section 12 of the ISM Code.Sercoshall 

support external audits as required and those imposed by the Authority such as ISEA. 

Theseshall involveSerco's HSEQ, Operations and Technical management teams. Vessel 

auditsshall be conducted by the Head of Service Delivery Area (HdSDA) who has the specialist 

knowledge to conduct vessel audit.Sercoshall comply with internal and external audit 

requirements, to ensure the vessels maintain certification in-line with contractual requirements.  

 

10.11(b) Sercoshall also operate ISM vessels under a DOC issued and audited by the UK Flag state. 

Serco has held a DOC since 1998, which underlinesSerco's experience in this area. These 

procedures mandate that crews are trained and certified for the safe operation of the vessel and 

the delivery of the marine services. Affected Servicesshall be provided through safety cases.  

 

10.11(c)Sercoshall plan audits a year in advance; theyshall be recorded and notified on SEAMS. 

SEAMSshall allow for effective tracking of audits, actions and resulting corrective measures. 

For transparency, all auditsshall be made available to all involved in the delivery of the DMS-

NG Contract.  

 

10.11(d) The Head of Maritime Safety and Compliance is responsible for:  

 

• Monitoring and reporting the status of the audit plan to the Defence Maritime Director 

and the Divisional Audit Manager; 

• Presenting the audit plan for annual approval; 

• The port audit plan; 



 

 

• Reporting its status to the UK&E Audit Manager; and 

• Liaison with the MCA.  

 

The HdSDAshall be responsible for:  

• Ensuring the ships under their control are audited in accordance with the audit plan; 

• Approving process audits; 

• Ensuring that ship audits are completed in accordance with the plan; and 

• Reporting audit plan status to the Head of Maritime Safety.  

 

10.11(e) The HdSDAshall ensure any non-conformance raised at audit ashore or on vessels within their 

remit are closed out within the agreed timescales. The role also includes uploading audit 

findings (including from third-party external audits) into SEAMS. The HdSDAshall notify the SDA 

Technical Manager in writing when external audit is complete.  

 

10.11(f) The SDA Technical Managershall be responsible for co-ordinating first and third-party technical 

corrective actions and third-party external audits associated with vessels. Defects and 

deficienciesshall be logged on SEAMS. Reportsshall be issued and made available via the 

SEAMS dashboard. Upon closure of audit findings, including those related to the management 

system, theyshall be collated and forwarded to the respective certifying organisation.  

 

10.11(g) Auditorsshall be responsible for recording all audits on the SEAMS database and managing 

corrective and preventative actions. Masters, Boat Masters, Coxswain and Senior Person in 

charge afloatshall be responsible for implementation of corrective actions. These could be 

imposed due to any non-compliance or observation raised.  

 

10.11(h) The following fundamental objectives are the foundation for the conduct of an internal audit:  

• Confirm observance with VMS / CMS procedures and applicable laws, rules and 

regulations (internationally, nationally and locally) pertaining to safe operation; 

• Determine that the training and qualifications of all seafarers meet or exceed the 

minimum standards of the VMS, the STCW Convention and Flag state and port state 

regulations; and 

• Identify improvements to the Management System.  

 

10.12 Competence  

10.12(i) The following functions are integral to the audit assurance process working with the HdSDA and 

Head of Safety and Maritime compliance to ensure a robust and thorough audit process is 

conducted across the fleet:  

 
(i) Ship Auditorshall have:  

▪ Completed a Flag approved ISM Auditor course; 

▪ Completed at least two ISM audits under training; and 

▪ A minimum of two years’ experience in a senior role in a maritime 

environment.  

 

(ii) Port Auditor will:  

▪ Be ISO Lead Auditor qualified; 

▪ Have completed a Flag approved ISM Auditor course; and 

▪ Have a minimum of three years’ experience as a manager in a maritime 

environment.  

 

(iii) International Ship and Port Facility Security Code (ISPS) Auditor will:  



 

 

▪ Be qualified as a ship auditor o Have completed the Company Security 

Officer’s course.  

 

(iv) Marine ISO Auditor will:  

▪ Have completed a recognised ISO Lead Auditors training course; 

▪ Have a minimum of two years’ experience of working in the marine 

industry; and 

▪ Be an ISO 14001 Auditor as above with approved environmental 

management qualification.  

10.13 Process to Conduct Audits 

(i) Audit Plan: in preparation for the audit, the auditorshall prepare an audit plan and 
forward it to the vessel / office, where practicable, a minimum of one week prior to the 

audit taking place.; 
(ii) Opening and closing meeting: the auditorshall hold an opening and closing meeting. 

The opening meetingshall establish the plan for the audit, timings and availability of 

crew and the scope of the audit. A closing meetingshall be completed at the end of the 
audit at which the findingsshall be discussed and any corrective actions and timings 
agreed; 

(iii) Emergency Drill: where operationally practicable, an emergency drill should be 
conducted during the visit and witnessed by the auditor. The intention to observe an 
exercise should be noted on the audit plan; and  

(iv) Audit recording: the auditorshall use a suite of checklists to conduct and record audit 
inspections which are held withinSerco's SMS. The ship audit checklists contain the 

mandatory elements to be verified. The auditor may use other checklists as 
appropriate, e.g. MAN 104.4 Annex 1 DSM Checklist in MGN 536(M) for DSM ships 
andshall cover the standard(s) requirements being audited. Completed checklistsshall 

be held in the document folder of the audit report on ASSURE.  
 

10.14 Audit Reporting  

10.14(a) Using a combination of the audit checklist, any notes made and objective evidence, the 

auditorshall produce a report.  

 

10.14(b) A copy of the audit report for vesselsshall be provided within ten working days of completion 

of the audit. For vessels planned to leave port limits within ten days of the audit, a record of the 

auditshall be left with the ship. Relevant findingsshall be recorded PIO notes and a full 

reportshall be sent to the ship within ten working days of the audit.  

 

10.14(c) Where a process audit has been completed, each vessel covered by the auditshall have access 

to the audit report.  

10.15 Rectifying Deficiencies  

10.15(a) All management deficiencies derived from an auditshall be uploaded into SEAMS with an 

owner assigned to each action. Serco operates Safe for Now (immediate correction) and Safe 

Forever (long term corrective action) principles. The appropriate managershall assign suitable 

timelines.  

 

10.15(b) Deficiencies in the form of Non-Conformances (NCs) and Major Non-Conformances (MNCs) 

are tracked through life andshall be reported to the Authority via routine local and executive 

governance arrangements. Any MNCs raisedshall automatically trigger an internal Senior 

Management Team escalation meeting. Where a case may need additional support and 

resource, thisshall be addressed on a case-by-case basis and rectification plans put in place. 

All NCs raised by an external agency, such as MCA,shall stipulate a remedial correction date 

whichshall be adhered to accordingly.  



 

 

 

10.15(c) Where findings impact the other vessels or locations within the scope of the Contract, Local 

and Fleet Safety / Technical / Environmental Notices are issued to share lessons learnt. In all 

cases,Sercoshall mitigate any non-conformities reoccurring by taking actions, including:  

 

• Communicating and explaining processes / procedures to all those involved;  

• Withdrawing, making revisions and reissuing documents as required; and 

• Establishing documentation and / or other measures to bridge the identified gaps. The 
status of corrective and preventative actionsshall be reviewed regularly during 
management meetings.Serco are cognisant that maintenance of equipment and 

machinery should be aligned with original equipment manufacturer (OEM) 
recommendations. The OEM maintenance scheduleshall also be aligned to Serco’s 
asset management strategy.Serco's technical teamsshall combine into a Serco 

maintenance schedule. Thisshall be subject to quality assessment by Serco’s Quality 

team through a process of best practice and peer review.  

 

10.15(d)Sercoshall ensure that all maintenance activities are programmed to rectify deficiencies and 

cause minimum disruption to the operational programme. All scheduled Planned 

Maintenanceshall be recorded on SEAMS. From here, a monthly work ordershall be sent to all 

vessels. Following completion of the maintenance, confirmationshall then be returned to the 

database. The systemshall be automatically monitored. Where any activity has not been 

completed or if further issues are identified, the issueshall be escalated to the HdSDA. The 

HdSDAshall work with the SDA Technical Manager to produce a defect rectification plan. The 

planshall form a part of a revised work order whichshall be sent and monitored until completion. 

Through the standard performance management reviews with Briggs Marine, Sercoshall ensure 

outputs are being achieved through the appropriate rectification of deficiencies.  

 

10.16 Consistently Maintaining Quality across Geographical Locations / SDAs  

10.16(a) To maintain quality, it is essential to have a Quality Management System (QMS), as a subset 

of the HSEQ system, which delivers the following. Serco is committed to delivering against a 

QMS that:  

• Ensures senior management takes accountability for the effectiveness of the 

QMS; 

• Ensures that the quality policies and quality objectives are established for the 
QMS and are compatible with the context and strategic direction of Serco;  

• Ensures quality objectives have been set and are maintained as part of the QMS 
internal auditing, monitoring and management review processes, to enhance 

customer satisfaction and company requirements;  

• Promotes the use of a process approach and risk-based thinking;  

• Ensures that the resources needed for the QMS are available, including training, 

support, IT and encouragement; 

• Communicates the importance of effective quality management and of conforming 
to the QMS requirements; 

• Ensures that the QMS achieves its intended results;  

• Engages, directs and supports persons to contribute to the effectiveness of the 
QMS; and 

• Promotes and rewards improvement.  

 

10.16(b) This policyshall be reviewed and annually communicated to all employees and is embedded in 

the SMS to ensure consistency.  

 

10.16(c) Serco conducts regular audits and reporting to ensure these policies are followed. Everyone in 

Serco, whether an employee or third-party supplier, must work within the SMS Control 

Framework.Serco's managers and staff have working knowledge of the SMS and understand 

how the SMS policies and standards apply to their part of the business.  



 

 

 

10.16(d)Sercoshall deliver quality training to all new personnel, where they are made aware of their 

personal responsibilities to work to the policy. Thisshall be reinforced by regular quality briefings, 

as a part of team meetings and annual training refresh.Serco confirmSerco's understanding of 

the SDA 6 that forms this Contract in Figure 23.  

 

Figure 23: Operational delivery responsibilities for SDA 6 

10.17 Local Alignment to the SMS  

10.17(a) Where Local Operating Procedures (LOPs) are required to take account of specific local 

nuances, theseshall align with the SMS, Authority requirements and other stakeholder needs. 

Through the application of LOPs, work instructions and supporting documentation,Sercoshall 

provide value-added activities to convert requirements into operational outcomes whilst 

ensuring they are aligned to the QMS. The management review cycle continually assesses 

where and howSercoshall sustain or improve quality of the servicesSerco provide under this 

Contract.  

 

10.18 Using End-User Questionnaires to Improve Quality  

10.18(a) Serco has found end-user surveys to be particularly important in measuring the quality of 

serviceSerco provide.Serco analyse individual feedback and trends to informSerco how 

wellSerco are performing.Serco also use feedback as a tool to identify areas where service 

could be improved.  

 

10.18(b) By developing and building relationships with the Authority, Sercoshall ensure that honesty 

forms part of the feedback loop. This means that end-users can be critically constructive, as 

well as positive, which leads to any course correction from the management team and the 

implementation of improvement actions.   

 

10.18(c) All feedback is discussed with an openness to understanding where further improvements can 

be made and without a defensive mindset. Sercoshall ensure the Authority can provide feedback 

on all areas of the service and ensure this is fed into the management regime.  

 

10.19 Authority Complaints  

10.19(a) Serco is open to receiving all feedback and especially welcomes feedback which enablesSerco 

to improve. Where a complaint is received, the HdSDA will, without delay, review objectively 

and seek any further information from the customer to aid the understanding of the issue. Where 

there are immediate concerns relating to the service, the HdSDAshall proactively work to ensure 

the service is rectified in line with contractual obligations. Managers are trained to deal with 

difficulties which may arise as part of working relationships. It is essential that everybody is 
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treated in the same way. If the complaint is related to a Serco employee,Serco have 

disciplinaries, grievance and complaints procedures as part of the standard Group policies.  

 

10.19(b) Any Authority complaintsshall be recorded on ASSURE, with actions and rectifications 

assigned to specific individuals. Managers are also encouraged to ensure there is closed loop 

feedback to ensure the Authority is aware of the action being taken. Any complaints are 

discussed at weekly meetings to learn from issues and to prevent a reoccurrence.  

 

10.20 COMPANY SURVEYS 

10.20(a) Sercoshall use a survey template based on that shown in Figure 23. By keeping the number of 

survey questions to a minimum,Sercoshall ensure:  

• A higher response rate: staffshall be more likely to participate if it is simple and quick 
to complete; 

• Clarity and conciseness: thisshall reduce the risk of misinterpretation by respondents 

which will, in turn, increase data accuracy; 

• Efficiency: shorter surveys take less time to create, administer and analyse; 

• Less fatigue for respondents: lengthy and complex surveys can lead to respondent 

fatigue which can decrease the quality of responses as the respondent grows tired or 
loses interest; and 

• Easy to review: the results of surveys with fewer questions are easier to review and 

analyse, leading to quicker, data-based decisions.  

 

10.20(b)Serco's automated processshall email the survey to all end-users as Tasks are completed. 

This is a dynamic process which can be configured to either survey all end-users after each 

tasking or identify a subset of end-users. This can be entirely random or based on predefined 

criteria including the last time they were surveyed. Thisshall serve to: 

• Minimise survey fatigue; 

• Produce higher quality data which can be used to generate meaningful insights; and  

• Allow enough time to pass between individuals’ survey request for changes to be 

implemented and staff to become aware of their impact.  

Should no response be received in 30 days,Sercoshall notify the Operations team and send a 

reminder to the end-user.  

 

10.20(c) Feedbackshall be captured on ASSURE. In preparation for the Monthly Local Performance 

Working Group meeting, a reportshall be generated showing the tasking and responses 

received and those still outstanding. Itshall also confirm when the end-user has been sent a 

reminder.  



 

 

     



 

 

Figure 24: A typical template on which company survey questionnaires could be based  

 

10.20(d)Sercoshall collate the survey reports and make these available to the Authority, together 

withSerco's recommendations. Where the Authority believes there are items requiring 

attention,Sercoshall agree a course of corrective actions, together with rectification 

timescales.  

10.21 Incorporating Quality Management across the Service Delivery Plan 

10.21(a) How the SMSshall be Applied to DMS-NG  

At an operational level, the DMS-NG Contractshall be managed through the application of the 

SMS control framework (business processes) and through localised documents and procedures 

in the Marine IMS.  

 

The Marine IMS documentationshall be aligned to the SMS control framework.Sercoshall 

produce local documentation whereSerco detail howSercoshall deliver services to the Contract. 

This alignment of Serco business processes and local documentation to the requirementsshall 

be applied to all plans required under the Contract andshall be incorporated into the Service 

Delivery Plan (Schedule 3).  

 

As a minimum, the plans thatshall form part of the overall Service Delivery Plan, within which 

quality managementshall be incorporated, are the:  

• Governance Management Plan;  

• Security and Information Management Plan; 

• Operational Delivery Plan; 

• Vessel and Asset Management Plan; 

• Human Resources Management Plan;  

• HSEP Management Plan; 

• Quality Management in the Service Continuity Plan; 

• Exit Management Plan; 

• Transition Plan; and 

• Social Value Management Plan.  

 

By maintaining a common standard to all activities, Sercoshall ensure a consistent QM 

approach.Sercoshall use this to incorporate the QMS into each of the plans thatshall form the Service 

Delivery Plan.  

 

 

 

 

 

 



 

 

11 SECURITY AND INFORMATION MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

11.1 Security Management  

11.1 (a) Ensuring Appropriate Personnel Security Clearance(s)  

 

Serco is trusted to deliver critical support services and operate sensitive facilities by military 

organisations in the UK and around the world.Serco have deep expertise in delivering Defence 

services for the Authority.Sercoshall useSerco's company-wide Defence team to deliver 

resilience to DMS-NG throughSerco's in-depth understanding of the secure Defence landscape.  

 

Weshall ensure that all personnel involved in delivering the Servicesshall have the appropriate 

security clearances. Serco understands andshall adhere to the vetting obligations of the DMS-

NG Contract, specifically within Schedule 8 (Security and Information Management) and Annex 

E (Security Aspects Letter [SAL]).  

All personnel involved in delivering the servicesshall have appropriate security clearances 

through pre-employment screening checks and managing / maintaining personnel vetting and 

security onSerco's own personnel and those ofSerco's third-party suppliers.  

Serco is a lead exponent of the Industry Personnel Security Assurance (IPSA) accredited 

process, having worked with the Authority on its development and implementation since April 

2021. As such, Serco has deep knowledge and experience in managing and maintaining pre-

employment screening checks to Baseline Personnel Security Standard (BPSS) and National 

Security Vetting clearances, including the UK Security Vetting (UKSV) Security Clearance. 

Serco is IPSA accredited;Serco are also aware of the new vetting levels being introduced 

andshall take guidance from the Authority where Level 1B, Level 2 and Level 3 are applicable.  

 

11.1 (b) Managing and Maintaining Personnel Vetting and Security  

 

We manageSerco's vetting / security processes throughSerco's dedicated, in-house UK 

screening and vetting team. All personnel currently providing services have the appropriate 

security clearances in accordance with the SAL. Declarations from any new personnelshall be 

vetted and verified bySerco's dedicated team whoshall undertake all relevant checks using 

Serco’s Access Screening application to collect data. The team has vast experience of 

undertaking checks at this level. This is evidenced by the factSerco currently have over 2,500 

Serco personnel with this level of security clearance.Serco's Access Screening application, 

dynamic chasing process and robust compliance measures allow the team to deliver the best 

and quickest outcome. This expert team acts as a Centre of Excellence, supportingSerco's 

front-line managers and suppliers. This ensures compliance to Serco’s policies and procedures, 

making sure that all appropriate levels of checks are conducted on personnel.  

 

Regular checks include:  

• Right to work; 

• Identity; 

• Nationality;  

• Employment history; 

• Criminal record; 

• Referencing; 

• Occupational health; 

• Financial and sanctions; and  

• Security Clearance.  

 



 

 

Weshall conduct pre-employment screening for all new Serco personnel whoshall be delivering 

DMS-NG services.Sercoshall confirm their compliance with data protection laws and 

employment regulations.  

 

Through due diligence checks,Sercoshall make sure clearances within services provided by 

third parties meet with the Authority’s requirements as laid out in Appendix 2 – Defcon 76: 

Contractor’s Personnel at Government Establishments.  

 

To meet site requirements, Sercoshall subject sub-contractors and temporary personnel to the 

same screening asSerco's own personnel.  

 

11.1 (c) Staff Vetting Processes and Maintenance of Clearances  

 

Maintaining and refreshing active security vetting is critical to maintaining the service.  

 

Security vetting is monitored bySerco's in-house vetting team usingSerco's automated vetting 

register. The system raises an alert for any personnel whose clearance is due for renewal within 

six months. Itshall then instigate the security clearance renewal process.  

 

Managers of affected personnelshall receive an automatic notification stating that clearance is 

due; itshall also include the options available in terms of renewal or update.  

 

Our vetting team also manually runs regular reports to identify security clearances that are 

within six months of their expiry as a backup process to maintain full coverage.  

 

We ensure that staff responsible for vetting remain aware of their security responsibilities and 

that employees, contractors and third-party users are briefed annually on their continued 

management of their clearance.  

 

Clearance holders have the responsibility to manage their own clearances and report any 

changes in personal circumstances.Serco regularly email all clearance holders to remind them 

that all changes in personal circumstances should be reported to the vetting team as soon as 

possible so that the Change of Personal Circumstances process can be instigated and 

managed.Serco communicate toSerco's personnel reminding them not to post details of their 

security clearance and employment online or via social media channels.  

 

Examples of changes in personal circumstances include:  

 

• A new partner; 

• Mental health issue / substance abuse; 

• Being involved with the police; 

• A change of name for any reason; and  

• Any substantial change in financial circumstances (for example, a declaration of 

bankruptcy, a sizeable inheritance received or financial circumstances that have been 
impacted by divorce or dissolution of a civil partnership).  

 

We askSerco's personnel to recognise changes in behaviour of their colleagues which should 

be raised to managers and, if required, an Aftercare Incident Form raised, managed and 

reported to UKSV.  

 
We also use this process for BPSS holders and include a self-criminality declaration. This 

ensures that there have been no unrecorded changes in personal circumstances.  

 

11.2  Compliance against the Relevant Security Requirements  



 

 

 

11.2 (a) Sercoshall ensure compliance against the relevant security (including cyber security) 

requirements contained within the DMS-NG Contract.Sercoshall provide a secure solution for 

DMS-NG backed bySerco's strong understanding of security and information management best 

practice. The security levelsSerco applyshall be determined from the SAL that is issued by the 

Authority for the Contract.  

 

11.3 Best Practice Security Management Processes  

11.3 (a) Weshall draw onSerco's capabilities and experience to operate securely from a MOD accredited 

platform (TOA-49873\2).Serco's process is based on the following high-level security objectives 

and guidelines:  

 

• All systemsshall remain compliant with the requirements of the Defence Cyber 
Protection Partnership (DCPP) at the Authority-specified cyber risk levels (up to 
HIGH). Sercoshall continue to maintain Cyber Essentials Plus (CES+) certification 

throughout the Contract.  

• Weshall encapsulate all external connections used for information exchange using the 
latest version of Transport Layer Security (TLS), configured in line with industry best 

practice.Sercoshall maintain these, as appropriate, in consultation with the 
Authority.Serco also propose regular or bulk exchanges using Secure File Transfer 

Protocol (SFTP) or Internet Protocol Security (IPSec) as an alternative.  

• The solutionshall be subject to detailed security testing. Thisshall be defined and 
executed by an Authority-approved CHECK provider.  

• Weshall engage in transparent adoption of appropriate software design best practice 
for development from the likes of Open Web Applications Security Project (OWASP) 
and other industry leaders.  

• MOD CERT notices, Common Vulnerabilities and Exposures (CVE) Security 
Vulnerabilities database and other industry sourcesshall be centrally monitored by 
Serco to identify potential threat vectors and their mitigation.  

• Weshall appropriately synchronise time across the environment and use an accurate 
time source. The authoritative time source is Microsoft Azure, withSerco's primary 

domain controller synchronised to this source. All other domain controllers 
synchronise their time withSerco's primary domain controller emulator and all other 
servers synchronise their time with the domain.  

• Our deployed infrastructureshall incorporate multiple network devices in failover 
configurations.  

• Weshall deploy industry-recognised antivirus products on all parts of the 

infrastructure. Theseshall be updated at least daily to:  

(i) Detect and quarantine malware; and  

(ii) Provide protective monitoring to detect and react to attempts to breach 
perimeter defences.  

• All Serco IT assetsshall meet appropriate endpoint security controls. Theyshall be 

hardened in line with National Cyber Security Centre (NCSC – the UK National 
Technical Authority) / Microsoft End-User Device guidance and have full disk 
encryption installed.  

• Weshall monitor access controls throughSerco's joiners, movers and leavers 
processes, as well as through regular role-based access control reviews.  

• Weshall flow down, monitor and enforce all security requirements to all third-party 
connections and service providers. This is defined within the ‘Third Parties and 
Outsourcing’ section within Serco’s Group Security Controls Manual.  

• Weshall have a clear delineation of roles and responsibilities for information security;  

• Understanding the threats to the platform;  

• UsingSerco's proven consistent and coherent approach; 



 

 

• Having tested strategies for migration of processing to the public cloud; 

• Identifying management, access control and authorisation; 

• Enforcing protection of data at rest and in transit; 

• Making sure data is available to relevant processes through appropriate data 

redundancy.  
 

11.3 (b) Theseshall require assessment by independent accredited third parties, such as ISO 27001 

(International Standard for Information Security) and CES+.Serco incorporate DPA 18, GDPR 

enforcing contractual clauses in all contracts with third parties.  

 

11.4 COMPLYING WITH THE SECURITY REQUIREMENTS  

11.4(a) Sercoshall ensureSerco's personnel and key sub-contractors comply with the Authority’s 

contractual security requirements through adherence to Serco’s established Security Operating 

Procedures (SyOPs) andSerco's regular auditing of sub-contractors.  

11.4 (b) SyOPs cover the management, operation and use of the base system. They identify the security 

responsibilities for individual roles, so that the required protective controls are implemented. It 

is essential that all individuals have a role in maintaining the security of the Contract and are 

made aware of their responsibilities.  

 

11.4 (c) SyOPs do not provide a detailed set of user role definitions or a set of work instructions that can 

be used in the management of the system. SyOPs do, however, provide references to the 

detailed procedures Serco uses to securely manage the system on a day-to-day basis. 

WhereSerco produce detailed user roles and work instructions, theseshall be in line with the 

controls in the SyOPs.Serco's in-house training highlights that failure to implement and follow 

these controls could lead to a breach of the primary security objectives which all personnel 

and/or key sub-contractors must commit to and may lead to disciplinary action.  

 

11.4 (d) Users of the MOD accredited UK Assured system must maintain familiarity with the UK Assured 

Zone (UKAZ) SyOPs and complete any related learning / refresher activities annually. To 

maximise compliance, this can be completed remotely with no in-person training required. For 

Serco personnel,Serco have created an online course based on the UKAZ SyOPs which is 

accessed viaSerco's Learning Management System (LMS). For subcontractors (who do not 

have access to the LMS), their contract with Serco (which must be signed as part of the 

onboarding process) includes their agreement to adhere to Serco’s policies and procedures 

(which include the UKAZ SyOPs). To enable this,Serco's SyOPs documentation is accessible 

to all employees and sub-contractors viaSerco's intranet. This approach also supports those 

afloat who do not have access to LMS to enable completion.Serco's UKAZ SyOPs can be made 

available to the Authority for review upon request.  

 

11.4(e) We ensure accountability by ensuring personnel and contractors are made fully aware of their 

responsibilities under the SyOPs and agree to abide by them.Serco's IT Security Manager 

reviews monthly reports to confirm training has been completed. This includes the interrogation 

of two reports which are generated at the beginning of every month – one which lists all new 

UKAZ users (who are then given clear instructions on how to access the UKAZ SyOPs training 

and/or online documentation) and another which lists those whose training is yet to be 

completed (including deadlines for completion). This information supports line managers who 

take responsibility for ensuring staff have completed annually mandated training.   

11.4 (f) UKAZ SyOPs training is required to be completed annually. Failure to complete any mandatory 

security training or comply with any reasonable request to attend a required security briefing 

may result in access to the UKAZ being suspended or revoked. However, well in advance of 

these steps being taken,Serco's IT Security Managershall raise missed deadlines with the 

individual directly and then escalate it to their line manager if the training remains incomplete. 

To date, no Serco personnel or sub-contractor has failed to adhere to this requirement.  



 

 

11.4 (g) We provide monitoring of the environment via a standard support model. All hostsshall have 

patrol agents installed with alerting configured for those devices that are set for 24/7 availability. 

The Serco Security Operations Centre (SOC) is a 24/7 365 operation which focuses on 

protective monitoring, vulnerability scanning and detection of suspicious cyber activity on the 

network.Serco's Security Analystsshall interact with the security teams across the other Serco 

business regions to recognise cross-sector threats and to provide a global security operation. 

The SOC team uses industry leading tools and collaborates with specialist partners to 

proactively detect malicious behaviours and potential cyber threats.  

 

11.4 (h) All Serco systems that could be affected by malicious software (particularly End User Devices 

and servers) have industry-leading anti-virus software installed, capable of detecting, removing 

and protecting against all known types of malicious software. Anti-virus software is kept current, 

with daily scanning and audit logs produced and retained. These requirementsshall be flowed 

down toSerco's third-party partners and software suppliers, as part ofSerco's contractual 

obligations. They are also patched with the latest versions, whilst being actively monitored by 

the Serco Business Services Security Tower.  

 

11.4 (i) Weshall audit sub-contractors to check and confirm their compliance with controls specified in 

the Serco Management System (SMS).Sercoshall continually monitor to ensure their continued 

compliance with contractual requirements.  

 

11.4 (j) Sercoshall ensure Authority and wider MOD requirements for security are applied throughout.  

The DCPP and DEFSTAN 05-138 standards and requirementsshall be met and assured by 

Serco. These standards and initiatives aim to minimise the impact of any breach in the supply 

chain and set the expected standards of cyber controls. Serco understands these threats and 

strongly supports and participates in the work of the DCPP.  

 

11.5 Establishment of a Robust Training System on Security Related Matters  

11.5 (a) Sercoshall deliver a robust training system on security related matters to ensure all personnel 

undertake relevant security training annually (or as often as required).Serco's systemshall focus 

on all personnel being continually educated and advised on security matters throughout the 

Contract term.  

 

11.5 (b) Formal Training  

Sercoshall provide initial training at the point where staff are assigned to work on the service 

and, as a minimum, annually thereafter. In addition, Serco also provides refresher training to all 

staff who report potential or accidental breaches or where specific threats or high-risk 

environments exist.  

 

The trainingshall be Computer Based Training (CBT) completed onSerco's Serco LMS. The 

CBT includes Serco’s ‘Think Privacy’ training on how to manage and protect Serco and 

customer data, as well as how to identify and deal with attempted phishing, in all its known 

forms. During the training,Serco emphasise to all staff that they must immediately report 

potential or actual security breaches. Serco believes that timely reporting of incidents is key to 

mitigating any potential impact. Phishing awareness and resilience acrossSerco's business is 

tested at irregular intervals and the findings presented both as an awareness tool and to inform 

training effectiveness and strategy.  

 

11.5 (c) Continuous Education  

In addition to this formal training, Serco provides prompts and reminders of good practice. All 

Serco staff receive updates and security reminders (as part ofSerco's ‘Think Privacy’ security 

awareness campaign) through e-mail, toolbox talks and posters. For this Contract, Sercoshall 

also provide all personnel involved in the delivery of the service with additional security 

awareness training. Thisshall cover the types of potential security breaches which may be 

encountered on this service and how to avoid them. For example, personnel may be exposed 



 

 

to phishing campaigns, so theyshall be trained on how to avoid use of username and password 

when responding to a phishing e-mail. Theyshall also be instructed on to whom a security event 

or weakness should be reported.Serco also email internal security updates to security 

operations practitioners, with a mandate to distribute these across their business areas.  

 

11.5 (d) Refresher Training  

 

It is important that the training remains current to be effective.Serco run a bi-monthly security 

practitioners’ meeting with operational security leads from across the business. The objective 

of each meeting is to review security incidents from the previous period.Serco useSerco's 

Learning from Experience (LfE) process to highlight areas where training is required to mitigate 

future issues.  

 

Agenda items for meetings include:  

• Policy; 

• Threat update; 

• Risk management; 

• Data protection; 

• IT updates; 

• Security awareness / education; 

• Supplier management; and 

• Business Continuity Plan review.  

 

Any necessary changes to the training requirement are reflected in the programme.Serco 

believeSerco's screening and training provide significant mitigation to the types of security 

breaches that exploit the behaviours of people, whether intentionally malicious, lacking in 

awareness or simply working with the best intentions.  

 

All Serco personnel on the Contractshall be held responsible for the protection of Authority 

information entrusted to them. Theyshall be briefed on their responsibilities and the need to 

adhere to all applicable security policies, procedures, and standards to ensure compliance. 

Serco’s process mandates that all staff must sign off this process at the commencement of their 

involvement on the programme.  

 

11.6 MANAGING, MITIGATING AND AVOIDING INFORMATION SECURITY RISKS  

11.6 (a) Sercoshall implement, maintain, and update the necessary policies, procedures, systems and 

processes to manage, mitigate and avoid information security risks. Theseshall include, but are 

not limited to, cyber-attacks, hacks, data leaks, personal data breaches and theft.  

 

11.7 POLICY AND PROCEDURES  

11.7 (a) Serco’s processes are aligned to industry best practices.Serco actively maintain corporate ISO 

27001, Information Assurance for Small and Medium Enterprises (IASME) Cyber Assured ‘Gold’ 

standard and CES+ certifications.  

 

11.7 (b) Serco has a comprehensive Group Security Controls manual which is published, maintained 

and disseminated on the Serco intranet. The policy is reviewed, as a minimum, annually, but 

also to reflect security environment and regulatory changes.  

11.7 (c) Risk assessmentsshall be reviewed annually or in the event of significant changes to the 

environment such as mergers, acquisitions, relocations or regulatory / professional standards 

updates. The risk assessmentshall identify critical assets, threats and vulnerabilities andshall 

generate formal documentation and analysis of risk.Serco maintain usage policies for critical 

technologies, defining:  



 

 

 

• Their proper use;  

• Approvals by authorised parties; 

• Authentication for use; and 

• Lists of the devices and personnel with access.  

 

11.7 (d) All personnel joining Sercoshall be mandated to signSerco's Acceptable Use Policy. Theyshall 

receive initial as well as annual refresher training in information security. Serco mandates that 

all activities are conducted correctly to achieve compliance with security policies, standards and 

procedures.Serco conduct design assurance and internal audits to confirm compliance or, 

whereSerco identify non-compliance, a plan for mitigation. Serco’s technical and service 

security design assurance embeds ‘security by design’; whereby new and emerging threats and 

technologiesshall be met with an appropriate security response.  

11.7 (e) Serco’s ISO 27001 compliance meansSerco conduct audits of processes and procedures and 

management of change. Serco can provide the Authority with evidence of compliance with the 

DCPP cyber security model at the cyber risk level specified by the Authority. Serco’s 

Information Security Policy is defined in the SMS and flows down into all Serco policies. All 

policy is approved by the relevant tier of management, reviewed in line with applicable review 

schedules and published on the Serco intranet.Serco also align this toSerco's mandatory 

eLearning policy.  

11.7 (f) Weshall engage with relevant authorities and Special Interest Groups as part ofSerco's defined 

Security Incident Management and Vulnerability Management processes. Thisshall make sure 

there is a common understanding for incident reporting and escalation and the sharing of threat 

intelligence and vulnerability information.  

 

11.7 (g) We use encryption, in line with NCSC guidelines, to protect data both in transit and at rest.Serco 

base specific requirements for type and strength of encryption on NCSC good practice 

guidance. A Serco Public Key Infrastructure (PKI) is already in place andshall operate as the 

Certificate Authority for corporate (including UK Assured) EUDs and internal TLS web services.  

 

11.7 (h) Serco’s corporate (including UK Assured) key management is conducted in accordance with 

the Serco PKI Certification Practice Statement and document set. Where keys are managed 

outside the Serco PKI, this includes keys managed by a cloud service provider. In this 

case,Sercoshall subject key management arrangements to definition and agreement as part of 

the Technology Solution Architecture Review process.  

 

11.8 Data Management Process  

11.8 (a) When interrogating data repositories, Serco recognises that the caching of data must be 

minimised for data protection purposes, specifically through adherence to the principles of 

‘Privacy by Design’, described within the GDPR.Serco subject all data repositories to the same 

rigour. This includes:  

 

• Satisfying regulation and industry best practices; 

• Segregation of data types; and 

• Access to the data being restricted to the appropriate level to maintain the required 
integrity and confidentiality.  

11.8 (b) We protect data, both when at rest and when in transit, by deploying up-to-date, best practice 

protocols and algorithms as defined through reputable bodies, such as the NCSC and the 

United States National Institute for Standards and Technology (NIST).  

 

11.9 Patching Process  

 



 

 

11.9 (a) Weshall apply vendor patches in a timely manner as defined within Section 14 (Security Patch 

Management operating procedure) ofSerco's Group Security Controls Manual. All devices 

included within the scope of the operating procedure are placed in one of three asset categories:  

 

• Asset Category 3 – High Exposure Systems; 

• Asset Category 2 – Medium Exposure Systems; and  

• Asset Category 1 – Low Exposure Systems. 

 

All patches and hotfixes are placed in one of three patch categories:  

  

• Patch Category 3 – Critical / High; 

• Patch Category 2 – Medium; and 

• Patch Category 1 – Low.  

 

11.9 (b) Patch categorisation is informed by artefacts such as the current CVE list.Serco prioritise the 

most urgent patches and vulnerabilities in line withSerco's minimum-security patching 

schedules (Table 25).  

 ASSET CATEGORY 1 ASSET CATEGORY 2 ASSET CATEGORY 3 

Patch Category 3 30 days 30 days 60 days 

Patch Category 2 60 days 60 days 90 days 

Patch Category 1 90 days 90 days 90 days 
Table 25: Serco's minimum security patching schedules, with timeframes given in calendar days  

from the day of a patch being made available by the vendor 

 

11.9 (c) Patching within Serco is carried out with strict compliance to CES+, as independently evidenced 

by Serco’s latest CES+ certificate (Figure 25). Serco’s management of the patching process is 

reflected inSerco's corporate ISO 27001 ISMS.  

 



 

 

Figure 25: Serco’s Cyber Essentials Certificate 

11.10 RECORDING REQUIRED CHANGES  

11.10(a) Sercoshall implement, maintain and update a register recording each of the changes required 

due to any of the circumstances described in the Contract. The Serco UK Assured system (TOA-

49873\2) is a MOD accredited system. Any significant changes to the UK Assured infrastructure 

would warrant discussion and review with the relevant MOD accreditor before any significant 

changes would be implemented. Serco understands that operating in inshore domains requires 

a change management process that is adaptable and flexible to the working environment.  

 

11.10(b) Sercoshall implement a framework for managing change and reporting progress against those 

activities detailed in Schedule 8.Sercoshall base this onSerco's standard Change Management 

Operating Procedure, governed bySerco's Quality Management Framework, to make 

sureSerco adhere to the same high standards across the Contract.  

 

11.10(c) Sercoshall notify the Authority within ten business days whenSerco are made aware of a:  

 

• Significant change to the components or architecture ofSerco's system; 

• New risk to the components or architecture of the system; 

• Change in the risk profile; 

• Significant change to any risk component;  

• Significant change in the quantity of Personal DataSerco hold within the 

service; 

• Proposal to change any of the sites from which any part of the service is 

provided; and 

• ISO 27001 and / or IASME Gold audit report produced in connection with the 
Certification Requirements indicates significant concerns.  

 



 

 

11.10(d)Sercoshall log each change, the rationale for change, the frequency of reporting and to whom 

it is delivered and the overall status of change implementation. Sercoshall share with the 

Authority and, where the Authority considers that a Change is required,Sercoshall implement 

the change through the contractual Change Control Process.  

 

11.10(e) Low complexity changesshall be agreed and implemented by Local Partnering Teams (LPTs) 

using the change management mechanism whichshall allow the resolution of issues quickly to 

respond to changing demands.  

 

11.10(f) High complexity or strategic changesshall invoke formal change management processes as 

well as Standard Operating Procedures (SOPs) from the SMS to enable required governance 

from multiple stakeholders to agree and ensure mutually beneficial outcomes. The creation of 

a joint Project Management Board (PMB) for the projectshall enable all parties to input into the 

proposed changes. Theyshall be required to provide their expertise and share information to 

maintain quality, time and cost standards for transferring assets and services.  

 

11.10(g) Sercoshall also use the SMS project management SOP to provide best practice guidance 

throughout the project.Sercoshall allocate dedicated experts from across the business to key 

workstreams such as operations and HR. Teamsshall meet daily to share information and 

implement changes. Progress against change activitiesshall be monitored through monthly 

meetings of the PMB. These meetings allow for timely identification of any potential risks to task 

completion. Agreed mitigations or escalationsshall be quickly enacted to maintain timescales. 

Monthly meetings of the PMBshall include:  

 

• Detailed progress reports from each workstream with input from all relevant parties;  

• Discussion and agreement / rejection of any arising variations to the:  

(i) Contract; and 

(ii) Specification,  

• Programme financials review;  

• Discussion of any arising or known risks to project completion; and 

• Confirmation of actions.  

 

11.10(h) Sercoshall follow a Change Management Process as defined within the Contract terms 

asSerco's  

Local Operating Procedure for enacting change. In planning and delivering changes to the  

Contract,Serco's teams harness Serco best practice methodology for change as defined in the 

ISO 9001 and 18001 accredited SMS. Key processes within the SMS includeSerco's SOPs for 

enacting change and managing major projects.  

 

11.10(i) These processes are continually reviewed and refined to ensure they remain fit for purpose in 

line with the latest legislative and industry standards. These processes have been successfully 

implemented throughout Serco’s operation of the Provision of Maritime Services (PMS) and the 

Continued Procurement of Marine Services (CPMS) contracts.Sercoshall use these for DMS-

NG to react with agility to deliver changes of various types and significance.  

 

11.10(j) An appropriate and proportionate security assessment and risk analysisshall be performed on 

each proposed change. Change detailsshall be communicated to all relevant persons prior to 

implementation. Appropriate Security personnelshall be represented at the relevant Change 

Advisory Board (CAB).  

 

11.10(k) Where a change request is needed, thisshall be made via a request for change. This is the 

formal proposal for changes to be made. Each requests includes details of the proposed change 

and is recorded electronically. The request should be recorded as a change record in the Serco 

Service Management Tool.  



 

 

11.10(l) Change instances are defined as three separate types of record – Standard, Normal and 

Emergency – and are based on risk.Serco's risk assessment is based on probability, impact 

and control (of the risk) andSerco's risk categorisation analysis (Table 2) is based on:  

• The perceived impact on resources; 

• The business and technical impacts;  

• Whether service outage is required to implement the change; and 

• What the resulting incident priority would be should the worst-case risk come 
to pass.  

 

• RISK CATEGORY 

 E D C B A 

Perceived impact 
on resources  

Low 
impact 

Low impact Low impact Significant 
impact with 

significant 
build / runtime 

Large, 
complex 

impact with 
long build / 

runtime 

Business / 
technical Impact  

Minimal 
impact 

Minimal 
impact 

Significant 
impact 

Significant 
impact 

Major impact 

Service outage 

required?  

No No No Yes Yes 

Resulting incident 
priority during worst 

case scenario  

P4 P3 P1 / P2 P3 / P4 P1 / P2 

CAB review 

required?  

No No Yes Yes Yes 

Table 26: Risk categorisation factors 

 

11.10(m) Standard  

Changes which have been pre-authorised and are usually performed in a ‘change window’ (e.g., 

patching a server). They are low risk, well understood and fully documented and can be 

implemented without the need for additional authorisation. When a standard change is created 

or modified, there should be a full risk assessment and authorisation as for any other change. 

The risk assessment does not need to be repeated each time – only if there is a modification to 

the way the change is implemented. The process flow is responsible for automating the pre-

authorisation of standard changes; templates are used to define and agree the implementation 

plan. Standard changes are categorised at initial input since they are minor, repetitive, 

straightforward, and low risk, having been tried and tested and, consequently, pre-authorised.  

 

11.10(n) Normal 

 

Changes which need to be scheduled, assessed and authorised following a process. Change 

templates based on the type of change determine the process flow for assessment and 

authorisation. Normal changes can be very major or have associated outage during their 

implementation and the change authority would be at CAB level. Some normal changes, 

however, can be low risk, and the change authority for these is usually someone who can make 

rapid decisions. Using the change templates,Serco can allocate low risk, operational or 

informational changes to the correct change authority, using automation to speed up the 

process. Normal changes are the most widely used Changes which conform to the minimum 

notice periods.  

11.10(o) Emergency 

Changes which are either:  



 

 

• Related to an ongoing high priority (P1, P2) incident and must be completed as soon 
as possible for the incident to be addressed; and  

• Required to mitigate a security vulnerability.  

 

11.10(p) The process for assessment and authorisation is automated to allow for quicker 

implementation. Where possible, emergency changes should still be subjected to the same 

level of testing, assessment, and authorisation as with normal changes, should time allow. 

Documentation can be deferred until after the change has been implemented if required, with 

the related procedural workflow followed in the service management platform within two hours. 

The change authority for emergency changes remains the same as for normal changes. To 

avoid delays outside of hours, approval is normally delegated to the on-call Duty Manager. 

  

11.10(q) Incident Management Process  

 

Serco runs a Service Integration and Management (SIAM) based IT infrastructure. SIAM is the 

service integration layer inSerco's overall service architecture which manages multi-sourced 

service providers.  

 

Serco’s SIAM approach is based on Information Technology Infrastructure Library (ITIL) 

principles and contains a fully documented Incident Management (IM) Process. The Serco 

Incident Security Management (ISM) process is a key component of the overall SIAM IM 

process (Figure 26).  



 

 

Figure 26: Serco’s SIAM architecture, showing how Information Security Management is a key component 

  



 

 

11.10(r) The purpose of ISM is to align IT security with business security and ensure that information 

security is effectively managed in all service and Service Management activities. ISMshall 

minimise the immediate and long-term impact of security incidents to improve the resilience and 

assurance of business continuity, by focussing on restoring normal operations as quickly as 

possible and minimising any adverse impact on Authority Data, the Authority, the services and 

other service users. ISM is a proven process thatSerco have refined into a series of steps and 

decision pointsSercoshall follow to restore services as quickly as possible.  

 

 

Figure 27: The steps taken via Serco’s ISM process to identify and restore breaches to security, showing how this 
process interfaces to the Authority 

 

11.10(s)Sercoshall record all incidents via a single Service Management Platform. Incidents are raised 

and categorised accordingly, along with an initial assessment of severity and priority against 

the following checklist:  

 

• Specific information gathering and analysis actions;  

• Incident containment actions; 

• Incident correction actions;and 

• Communication actions. 

 

11.10(t)Serco make an assessment for containment actions which can be immediately implemented. If 

containment is not required, the processshall move straight to corrective actions. Sercoshall 

agree a series of corrective actions with the Authority and implement them as 

required.Sercoshall share the outcome and conduct further monitoring of containment and 

corrective actions. Once security has been re-established,Sercoshall conduct root cause 

  



 

 

analysis, the outcome of whichshall be shared with the Authority. The steps contained in the 

Security Incident Management Procedure are shown in Figure 28.  



 

 

Figure 28: Shows the steps taken to contain or remedy a security incident 

  



 

 

11.10(u) Once the breach has been cleared to the Authority’s satisfaction, the Serco Security  

Management processshall document the outcome and make recommendations on minimising 

and eliminating future vulnerabilities.Serco's processshall document:  

 

• Changes to security requirements that have been identified and recorded; 

• Outcomes of audit and assessment schedules; 

• Analysis of audit and assessment reports and requirement changes; and 

• Actions and recommendations.  

 

11.10(v) The Information Security Management functionshall identify changes to security requirements 

by:  

• Reviewing the Assurance Schedule against current requirements, ensuring that 
Security Assurance expectations are recognised as part of the performance review 

cycle within the Supplier Management process; and 

• Receipt of a notification from a requirement owner such as the Authority, Serco or 
another organisation.  

 

Once the assessment is complete,Sercoshall report to the Authority on the identified 

vulnerability, security event and risk. All findingsshall be reflected and updated in the scope of 

the Audit Schedule.  

 

 

 

 

 

 

 

 

 

 

 



 

 

12 SERVICE CONTINUITY PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

12.1 (a) Serco’s Service Continuity (SC) Planshall provide the Authority withSerco's approach to 

ensuring effective SC should a triggering incident arise.Serco's SC Plan has been developed in 

accordance with the DMS-NG Contract requirements and Schedule 29, Service Continuity, Part 

A, Service Continuity.   

 

12.1 (b) Sites that are under Serco controlshall have crisis, continuity and/or disaster recovery (DR) 

plans in place for the systematic management and recovery of the business. For sites not under 

Serco control, the site management teamshall align Serco operations with those of the 

controlling customer.   

 

12.1 (c) Due to the nature ofSerco's operations and responsibilities, Serco’s culture has a strong focus 

on resilience.Serco therefore train all ofSerco's managers in service continuity. Sercoshall 

manage the effects of all Business Continuity, Disaster Recovery, or Insolvency Continuity (IC).   

 

12.1 (d) Communication with the Authority on such incidentsshall be managed via a robust 

communication strategy, outlined in section 8.1(d). Thisshall be implemented following 

agreement with the Authority on areas such as frequency, method of contact and dedicated 

points of contact for both Serco and the Authority. Thisshall provide a consistent approach to 

communicating, managing and responding to potential SC incidents to minimise service 

impacts.   

 

12.1(e) Our response details howSerco have appliedSerco's expertise in this area, alongside clear 

plans and examples for the DMS-NG Contract as appropriate.   

 

12.2 GENERAL PRINCIPLES APPLICABLE TO THE SERVICE CONTINUITY PLAN  

12.2(a) How Business Continuity, Disaster Recovery and Insolvency Continuity are linked  

Serco's SC Plan is designed primarily to promote rapid restoration of service delivery in the 

event of a break in business continuity, a major incident, disaster or insolvency. The SC 

Planshall link the following elements:  

(i) Business Continuity (BC) - a BC incident is defined as ‘the capability of the 

organisation / contract to continue delivery of services at acceptable predefined 

levels following a disruptive incident’;  

(ii) Disaster Recovery (DR) - a disaster is a major incident affecting human safety, the 

environment, service, product delivery or company reputation – and which has either 

received or been threatened by significant adverse publicity or regulatory action; and 

(iii) Insolvency Continuity (IC) - an insolvency incident is one that disrupts normal 

operations through insolvency of Serco or a key sub-contractor and which requires 

extraordinary measures to restore order and normality.  

The linkages between these elements of the SC Plan are shown in Figure 29.  

Figure 29: Serco’s SC hierarchy showing the linkages between the BC, DR, 
and IC elements within the overall SC architecture 

 

  

https://www.sungardas.com/en-gb/services/connected-recovery/disaster-recovery-as-a-service-draas/?hsLang=en-gb
https://www.sungardas.com/en-gb/services/connected-recovery/disaster-recovery-as-a-service-draas/?hsLang=en-gb


 

 

12.3 ONGOING REVIEW AND UPDATES  

12.3 (a) In accordance with Schedule 29,Sercoshall review and update the SC Plan (and the risk 

analysis on which it is based) in line with clause 2.1 a) to 2.1 e).Serco's SC Plan has been 

developed in accordance with the requirements set out within the relevant ISO standards 

(27002, 22301 and 22313), other industry standards and best practice.  

 

12.4 HOW INVOCATION OF ANY ELEMENT MAY IMPACT ON SERVICES 

12.4 (a) The SC Planshall be embedded inSerco's service delivery for DMS-NG andshall assure the 

Authority on Serco's methodology for the management of BC, DR, and IC activity within the 

DMS-NG Contract.  

 

12.4 (b) Invocation of the SC Plan for any part of the serviceshall enable actions to be taken to achieve 

Serco’s prioritised objectives in the event of a SC incident, including:   

 

• Incident Assessment (including third-party impact) of which element of the SC Plan to 
invoke; 

• Incident reporting;   

• Defining and allocating roles and responsibilities;   

• Communications with the Authority; 

• The prioritised activities to be recovered;  

• The timescales in which activities are to be recovered;and  

• The recovery levels needed for each prioritised activity.  

 

12.5 Incident Assessment  

12.5 (a) An incident assessment is triggered when the SC Plan has been invoked. Table 1 provides a 

guide to the assessment of whether an incident constitutes a major, or potential major incident 

(crisis) for the purposes of the SC Plan. The assessmentshall normally be made by the Head of 

Service Delivery Area (HdSDA), or designated deputy, on first notification of the incident. If the 

answer to any of the questions is “Yes,” Sercoshall activate the appropriate response.  

12.5 (b) The status of the incidentshall be kept under review and escalated or de-escalated as more 

information becomes available, as described within section 12.11(a) and Figure 29.  

AREA POTENTIAL IMPACT 

Service Delivery  Will contract service delivery be limited / interrupted because of the incident 

(e.g., owing to loss of essential services or facilities, reduced availability of 

staff) for two weeks or longer?  

Business Continuity  Will the incident materially disrupt Serco’s ability to conduct corporate or 

business operations for a period of time that results in a detrimental impact 

to the operational objectives?  

Regulatory  Will the incident expose Serco to a material breach of legislation or 

regulation that could lead to significant financial or other penalties against 

Serco or its directors or managers?  

Safety or Welfare  Has the incident resulted in the death or significant injury of one or more 

people – staff, customers, members of the public or caused major 

environmental damage? Could the incident pose a significant risk to the 

health, safety or well-being of staff, other people or the environment?  



 

 

Public  

Relations  

Does the incident significantly question Serco’s reputation, competence 

and/or integrity?  

Market  Could the incident have the potential to materially prejudice business 

development opportunities?  

Financial  Does the potential financial impact on the business from loss of profit, 

insurance claims or potential legal liabilities exceed 5% of pre-tax profits or 

potential revenue loss exceed 5% of turnover?  

Table 27: A guide to the assessment of whether an incident constitutes a major,  

or potential major incident (crisis) for the purposes of the SC Plan 

 

12.6 Incident Reporting  

12.6(a) All incidents which trigger invocation of the SC Planshall be categorised and reported using the 

Serco Incident Reporting Scale (SIRS). The severity of each incidentshall be determined by 

assessing both the initial impact of the incident and the potential risk / impact resulting from the 

incident. Serco’s Group Standard Operating Procedures (GSOP) provide detailed guidance on 

how each rating should be applied. Table 28 shows an extract from the GSOP. In this 

case,Serco have provided an example for a “Radiological Incident” and the typical incidents 

thatSerco classify as SIR 1 – 4 (please note this is not an exhaustive list).  

 

SIR1 – SEVERE 

INCIDENT 

SIR2 - MAJOR 

INCIDENT 

SIR3 – MODERATE 

INCIDENT 

SIR4 – MINOR 

INCIDENT 

- Any occurrence 
associated with Lost 
Radioactive Sources 

 
- Stolen Radioactive  

Sources 

- Fire or Explosion 

in a public space. 

 

- Fire or Explosion 

not in a public 

space. 

- Damaged 

Radioactive 

Sources. 

- Damaged 

International 

Maritime 

Dangerous Goods 

(IMDG) Class 7 

- Transport 

packages IMDG 

Class 7 vehicle 

breakdown 

(vehicle un-

roadworthy). 

- Security concern 

- Incident or near 

misses requiring 

immediate 

attention or 

review. 

 

- Personnel ‘off-

site’ feeling 

unwell (driver 

and/or 

passenger). 

- Missing or 

Erroneous IMDG 

Class 7 Transport 

Documents. 

- Minor IMDG 

Class 7 vehicle 

damage (vehicle 

still roadworthy). 

- Lost Dosimeters 

(passive or 

active) 

- Potential 

exposures 

requiring 

immediate 

attention or 

review. 

- Potential 

Exposures  

(persons or 

dosimeters) 

Table 28: An example showing a 'Radiological Incident' and the associated Serco Incident Reporting Scale (1-4) 

 

12.6(b) Incidents are reported on internal systems. However, where there is an urgency relating to a 

required communication, the management teamshall follow the emergency contract details for 

all stakeholders as demonstrated in Table 29.  



 

 

 

SIRS 

LEVEL 

MARITIME 

SERVICES 

SENIOR 

MANAGEMENT 

TEAM 

UK&E 

DIVISION 

SERCO 

GROUP 

CORPORATE 

COMMS 

INSURANCE 

TEAM 

 

1 

Major 

Incident 

Immediately by 

voice or other 

direct means of 

communication 

with confirmed 

delivery  

Immediately by 

voice or other 

direct means 

of 

communication 

with confirmed 

delivery  

 

Within 12 

hours by voice 

or other direct 

means of 

communication  

 

Within 12 

hours by voice 

or other direct 

means of 

communication  

Within two 

working days 

where an 

insurance 

claim may 

result  

 

2 

Significant 

Incident 

 

 

Immediately by 

voice  

Within 24 

hours by voice 

or other direct 

means of 

communication 

with confirmed 

delivery  

 
Consolidated 
within monthly 
DRP  

 

 

Not normally 

required  

 

Within five 

working days 

where an 

insurance 

claim may 

result  

 

3 

Incident 

 

 

In monthly 

report  

Consolidated 
in report at 
next  
Divisional  

Executive  

Committee  

Meeting  

 

Consolidated 

report to 

relevant Group 

function  

 

 

Not required  

 

Within fifteen 

working days 

where an 

insurance 

claim may 

result  

 

4 

Anomaly 

 

 

In monthly 

report  

Consolidated 
in report at 
next  
Divisional  

Executive  

Committee  

Meeting  

 

 

Not required  

 

 

Not required  

 

 

Not required  

Table 29: Emergency communication timescales and methods 

 

12.7 Roles and Responsibilities  

12.7(a) There are three levels of response thatshall be initiated according to the nature and severity of 

the incident:  

• Strategic response for providing Divisional Executive oversight and support where 
necessary; 

• Tactical response for providing coordination and support to Operational response, 
and escalation to Strategic response (if required); and 

• Operational response for performing practical response and recovery measures This 

is a well-established incident command structure used within local and central 
government and, at their request, adopted by Serco. It provides a practical three-layer 
Command, Control and Communication system enabling the comprehensive and 

effective management of any SC incident.  

 

RESPONSE /  

RECOVERY TEAMS  

DESCRIPTION  RESPONSIBILITIES MEMBERSHIP POOL 

Strategic  

(UK & Europe)  

Focus on the strategic 
response to  
an SC  

- Undertaking the 
strategic command 

CEO  

 

(Divisional Crisis  



 

 

incident, when called 
upon to do so.  

and control of the 
response. 

- Evaluating reports 
from the Tactical 
team and taking 
appropriate action  

- Confirming shutdown 

procedures, if 

required  

Management Team as 
necessary)  

Tactical (Defence)  Tactical  

management of a SC 
incident affecting 
Sercoshall be 
undertaken by  
the Tactical response 
Team.  

- Undertaking the 
tactical command 
and control of the 
response. 

- Evaluating reports 

from the Operational 

team and taking 

appropriate action.  

- Confirming shutdown  

procedures, if 

required.  

- Escalating to 

Strategic Team, 

where necessary.  

Maritime Director  

 

Head of Maritime  

Safety and  

Compliance  

 

(Business Unit Major 

Incident Team as 
necessary)  

Operational – DMS-

NG   
Central to resolving 

the situation within 

their team Continue 

normal activities 

according to the event 

and to SC  
Plans.  

- Managing the 

incident and   

its recovery.  

- Accessing the Major   

Incident 

Management Plan.  

- Selecting a strategy 

from  

the Major Incident  

 Management Plan.  

- Referring to Serco 

executives and 

senior managers, as 

appropriate.  

- Implementing the 
selected and 
approved incident  

 response strategy. 

- Initiating staff callout.  

- Managing the 
response and 
recovery.  

- Undertaking practical 
measures to affect a 
recovery.  

- Consulting with the 

Tactical Incident 

team as necessary.  

Head of Service 

Delivery Area SDA.  

 

Operations 

Manager.  

 

Operations  

Coordinator. 

 

SDA Technical 

Manager.  

 

Health, Safety,  

Environment and  

Quality (HSEQ) 
Superintendent.  

 

HR Business  

Partner. 

Table 30: Incident command structure 

 

12.7(b) The SC Plan identifies the need for rapid assessment and invocation. This allowsSerco to 

identify and focus on the source of adverse incidents, as well as take into consideration other 

available information, and take the right course of action. This is based on standard processes 

and procedures to safely restore the service, while minimising timescales and the impact 

onSerco's ability or that ofSerco's sub-contractors to deliver the services.Sercoshall do this by 



 

 

empowering the DMS-NG HdSDA to declare a SC incident. Should a loss or disaster occur to 

any critical part of the Service, Sercoshall immediately invoke the BC and DR provisions in the 

SC Plan. The declaration of the eventshall be based on the incident, threat level and the impact 

(both current and potential) to day-to-day operations.Sercoshall inform the Authority 

immediately that SC invocation is in place. Where loss is non-critical to the operation of the 

service, Sercoshall inform the Authority in slower time and collaborate on possible solutions. In 

the event of a potential insolvency, Sercoshall inform the Authority of the nature of the 

insolvency. Whether this involves a key sub-contractor on whomSerco are dependant to deliver 

the service, or where insolvency affects Serco itself,Sercoshall inform the Authority 

immediately.Sercoshall then collaborate with the Authority to invoke the IC plan. This is covered 

in detail in Section 8.4.  

 

12.7(c) Sercoshall work with all relevant third parties to ensure they are aware of their responsibility as 

part of preparedness activities.  

(i) Testing of the SC Plan: To give the Authority assurance of the quality of the SC Plan 

and its effectiveness; Sercoshall test and validate the SC Plan regularly (at least 

annually) withSerco's sub-contractors and in collaboration with the Authority sharing 

outcomes with the Authority. Should a material element of the service be 

changed,Sercoshall revise the testing process in accordance with the requirements of 

Schedule 29.  

 

(ii) Escalating to Crisis Management: In the event of a serious incident which disrupts 

the provision of contract services, the Tactical Teamshall be informed. If the impact of 

the incident was deemed to be extreme (i.e., a loss of life or serious risk to life and/or 

risk of injury), it may be escalated to the Strategic (Crisis) Team. Both the Tactical and 

Strategic team have tested and rehearsed plans to provide an adequate and efficient 

response.   

 

(iii) Recovery and reverting to ‘normal service’: Recovery actions to resume ‘normal’ 

service following an SC incident can vary depending on the nature, longevity, and 

impact of the incident. The Contract Management Teamshall take appropriate actions 

within the SC Plan to assist the management team to form an effective recovery plan.  

 

12.7(d) Sercoshall consult with the Authority, and other key stakeholders, when agreed levels of service 

have been restored.Sercoshall then officially declare the incident as “closed” and stand down 

Serco’s Operational Response Team.  

 

12.8 COVERAGE OF ALL RELATED AUTHORITY AND SERCO SITES  

12.8(a) We confirmSerco's understanding of the activities included in Service Delivery Area (SDA) 6 

and the areas that are covered. This includes the respective vessel and crewing configurations 

required to meet the requirements in full. Sercoshall judge the severity of any incident andshall 

manage it accordingly. Communicationshall come via the Operational Response Team (typically 

the dedicated point of contactshall be the HdSDA) to the Authority and other stakeholders. 

12.9 LIAISING WITH THE AUTHORITY AND ANY CONTRACTOR RELATED PARTY  

12.9(a) Serco understands how important communicating with the Authority is during any incident 

relating to BC, DR, or IC. The Operational Response Team (ORT)shall complete regular 

Situation Reports throughout the incident and provide them to relevant stakeholders to gprovide 

a consistent understanding of current business impact and the progress of the recovery strategy. 

The reportsshall be issued at defined intervals with the communication schedule identified with 

the initial Situation Report. If required, updates can be given verbally to expedite essential 

information.  

12.9(b) The operational response teamshall liaise with the Authority (or Related Party at the Authority’s 

request) and:  



 

 

 

• Nominate a single point of contact (and deputy) to manage MOD contacts;  

• Define what information should be given; 

• Agree when to contact the Authority; and 

• Agree on an updated schedule with the Authority.  

 

12.9(c) All communication with the media relating to the incidentshall be managed by the Serco Media 

Relations Team in conjunction with the Authority’s Communications team and your Press 

Officer. Routine communication with third parties should continue as usual.  

 

12.10 COMMUNICATION STRATEGY INCLUDING INCIDENT AND PROBLEM MANAGEMENT  

12.10(a) Serco’s communication strategy is designed to minimise potential disruption to the provision of 

Services. Sercoshall nominate a single point of contact for the incident whose responsibility is 

to manage early engagement with Authority personnel, Serco personnel, key sub-contractor 

personnel and Serco group member personnel. All SIR 1 and 2 incidentsshall be escalated 

using the pathway shown in Figure 30 via the help desk or the nominated point of contact.  

 

 

Figure 30: Serco incident escalation process showing the escalation paths between the operational teams, 
business unit and executive levels 

 

12.10(b) The Operational (Bronze) area outlines the incident escalation requirements for Serco Maritime 

Services. The SDA Operations Manager must escalate initially to the HdSDA whoshall then use 

the prescribed definitions in the SC plan to identify whether to escalate up to the Maritime 

Director.  

 

12.10(c) The incident, in parallel should be escalated initially to the relevant incident Subject Matter 

Expert (SME) Lead such as the HSE Manager (within the timeframe stated within the specific 

incident response later in this document), to seek specific subject matter expertise.  

  



 

 

12.10(d) If the incident requires escalation (based on the pre-determined criteria), the incident should 

be escalated via the Maritime Director to the Managing Director Defence UK and Europe or 

their Deputy for information or support.  

12.11 RISK ANALYSIS  

12.11(a) Serco’s Risk Management framework is mandated by Serco Group and provides the 

framework for the management of business and operational risk.Serco's risk management 

process follows six key stages (Figure 31):  

 

1. Risk identification;  

2. Risk analysis; 

3. Risk mitigation;  

4. Risk monitoring;  

5. Risk reporting; and 

6. Risk planning.  

 

12.11(b) Whilst identifying and assessing any risks (and their associated impact) which may lead to a 

Contract-related SC incident, considerations include:  

 

• Understanding the risk tolerance of the Contract, Serco and the Authority; 

• Listing the known and anticipated risks (logged via the Risk Manager system), 
determining the probability of each and calculating the impact; 

• Understanding any localised risks (flooding, accessibility, recruitment etc.); 

• Identifying any current control measures in place and opportunities to mitigate/reduce 

the risk of occurring; 

• Creating accountability by assigning and tracking any actions; and 

• Regularly reviewing identified risks and having a mechanism in place to escalate 
anticipated issues (i.e. horizon scanning). 

Figure 31: Identification and assessment of risks (and their associated impact) which may lead to a BC event 

  



 

 

12.11(c) Following the identification of possible risks as part of a qualitative risk assessment, risk 

quantification is applied to rank risks in order of importance so that management attention can 

be focussed on the most significant.  

 

12.11(d) The risk analysis process requires the risk owner to estimate the probability of occurrence of 

each risk and the probable impact on the achievement of the project or business goals. Serco 

uses a risk scoring matrix to rank and prioritises risks based on their probability of occurrence 

and potential impact. The scoring metrics are held in Risk Manager.  

 

12.11(e) Serco’s risk analysisshall include the following items:  

 

• Failure or disruption scenarios and assessments and estimates of frequency of 
occurrence; 

• Identification of any single points of failure within the Services and processes for 

managing the risks arising there from; 

• Identification of risks arising from the interaction of the Services with the services 
provided by a Contractor Related Party;  

• Identification of risks arising from an Insolvency event of the Tenderer, any Key sub-
contractors and/or Contractor Group member; and  

• A business impact analysis (detailing the impact on business processes and 
operations) of different anticipated failures or disruptions.  

 

12.12 PROVISION FOR DOCUMENTATION OF PROCESSES  

12.12(a) The provision of documentation ofSerco's SC processes, BC and Crisis Management forms 

and guidance (including business processes and procedures), is managed through the Serco 

Management System (SMS), which all ofSerco's employees can access. Copies of documents 

are also stored off-site and collected and delivered to the recovery location if a major incident 

occurs. Serco’s incident management requirements are detailed in the SMS (Group Standard 

SMS-GSOP-O1-2 Incident Reporting). Managers are also encouraged to carry a hard copy with 

them during business travel.  

 

12.12(b) Vessel Operating procedures and business processes and procedures are also stored on the 

vessels in hard copy format and are also available to employees as offline downloads.  

 

12.12(c) The Major Incident Management Plan (MIMP) for SDA 6shall set out the measures thatshall 

be taken in response to any major incident that may affect Serco’s staff, customers and visitors 

or the normal Contract operations to such an extent that it may damage the Contract’s ability to 

deliver its products or services to customers (continuity of business), its reputation or ability to 

remain competitive. The document may reference other documentation related to the 

management of the incident, such as security procedures, BC plans, business processes and 

procedures.  

 

12.13 KEY CONTACT DETAILS (INCLUDING ROLES AND RESPONSIBILITIES)  

12.13(a) The Incident Management Team (Table 31)shall locally manage most incidents. The exact 

membershipshall be determined by the nature and scale of the incident. Contact details for each 

of these rolesshall be kept in the Internal Contacts list accompanying the SC Plan. The response 

actions for each incidentshall determine the timeframe for each escalation.  

 

JOB ROLE  RESPONSIBILITY  CONTACT DETAILS  

HSE Manager / Head of HSE  Health and Safety incident 

guidance / support  

 

 

 Divisional Business Continuity 

Manager  

Business Continuity incident 

guidance / support  



 

 

Senior Environment, Energy 

and Sustainability (EE&S) 

Manager / Head of EE&S  

Environmental incident 

guidance / support  

 

 

 

 

 

 

 

 

 

 

Contact details including 

names and phone numbers 

to be provided following 

Contract award 

Security Manager / Quality, 

Health, Safety, Environment 

(QHSE) Director  

Physical Security incident 

guidance / support  

Information Security Manager / 

Head of Information Security  

Information Security incident 

guidance / support  

Head of Service Delivery Area 

(HdSDA)  

Ensuring adequate resources 

are available   

SDA Operations Manager  Resourcing service delivery  

Port Harbour Control  Day-to-day harbour 

movements  

Duty Naval Base Officer  Out-of-hours response harbour 

movements  

HMNB Emergency Reporting /  

Integrated Command and 

Control Centre  

Central point in Naval Base for 

major incident response  

Maritime Coastguard Agency  

(MCA) / Joint Rescue 

Coordination Centre Fareham  

Flag state requirement for 

integrated  maritime 

emergency response  

Local Coastguard  Local liaison. Deploy assets as 

required  

Marine Accident Investigation 

Board (MAIB)  

To be informed in the event of 

a reportable incident  

SDA Marine Manager and Port 

operations manager. HMNB    
Local DMS-NG representative 

   

MOD Police Marine Unit   Incidents within the dockyard 

port    

Table 31: The Incident Management Team 

 

12.13(b)Serco have provided details of the processes for reverting to “normal service” in the sections 

below covering BC, DR, and IC.  

 

12.14 RECOVERING OR UPDATING DATA COLLECTED DURING A FAILURE OR DISRUPTION  

12.14(a) In designing and deploying technology solutionsSerco build resilience from the outset, ensuring 

thatSerco co-operate withSerco's suppliers so that SC provisions are aligned toSerco's 

customers’ needs. All digital information is stored and processed on assured platforms, which 

have been granted full accreditation in accordance with the requirements of HMG and Ministry 

of Defence policy with certification issued by MOD Cyber Defence and Risk. The systems also 

comply with the Cyber Risk MODERATE rating in line with the classification of the DMS-NG 

Contract. Serco holds Cyber Essentials Plus Certification and is ISO / IEC 27001 Certified.  

 

12.14(b)Serco's systems are hosted in the UK, across multiple ISO 27001 certified Cloud Providers 

whereby critical data and configuration is replicated in real time to a secondary data centre. 

Should a loss of primary IT services occur, systems are configured to failover to the secondary 

site, achieving a prompt Recovery Point and Time Objective (RPO / RTO). Serco also uses 

“SQL Always On cluster”, which is configured to offload backups to a secondary replica, saving 

Central Processing Unit (CPU) cycles on the primary replica and ensuring operational systems 

performance is not hindered by backup data processing.  

 



 

 

 

Figure 32: Disaster recovery 

12.14(c) Serco’s Engineering and Asset Management System (SEAMS)shall use a mobile application 

with an underlying local encrypted database capability; this enables Serco to continue to 

operate offline, either in the event of a network or core systems outage. Data is cached locally 

on the device and replicated once connectivity is resumed. This facilityshall enable Serco staff 

to conduct scheduled maintenance and operational tasking whilst offline, as well as capture 

asset and condition survey updates.  

 

12.14(d) Should a loss of prioritised IT services occur, Serco’s ORTshall follow the server backup 

recovery procedure. If data needs to be restored from the Master server or backup server, the 

Information Security Manager / Head of Information Securityshall initiate one of three types of 

recovery—full, bulk logged, and simple.   

(i) Full: A full recovery uses the database and transaction log backups for full 

recoverability.   

(ii) Bulk logged: Bulk logged recovery uses minimal transaction logging for bulk load types 

of operations - if a recovery is necessary, those transactions must be reapplied.   

(iii) Simple: Simple recovers the database without using the transaction logs as part of the 

process. This process ensures that there is no more than the accepted amount of data 

loss and preserves data integrity.  

 

12.14(e) Following any failure or disruption,Sercoshall create and maintain an incident log throughout 

the duration of any incident, detailing information received, and decisions or actions taken. 

Thisshall provide a record of incidents that may be needed for any subsequent enquiry and for 

the post-incident debriefing. Throughout this entire process, continual communication with the 

Authorityshall take place so that all parties are informed and aligned to the successful resolution 

of any incident and data restoration requirements.  

 

12.15 PROVISION OF TECHNICAL ADVICE AND ASSISTANCE TO KEY CONTACTS AT THE 

AUTHORITY  

12.15(a) The Service Continuity Plan must be aligned with the Authority’s SC arrangements. Therefore, 

Sercoshall provide technical advice and assistance to key contacts at the Authority when 

required to assist in informing decisions to support the Authority's SC plans.   

 

12.15(b) Serco’s highly skilled team have many years of technical and operational experience, with a 

deep understanding of SC plans and arrangements. This teamshall be available to provide 

technical advice and assistance for the Authority, with the ability to escalate discussion if  

needed. The form of technical advice may take several different forms, mainly verbal, electronic 

or written, including (but not limited to) the following:  

 

• Copies of technical documentation where not available to the Authority; 

• Advice on technical aspects associated with SDA 6, including data preservation; and 

• Latest industry trends or innovation. 

  

    



 

 

  

12.15(c) Supporting the Authority’s SC plans by way of provision of technical advice,shall form an 

agenda item of formal meetings to agree areas where the Authority require additional technical 

input and arranging further mutually agreed meetings when needed, with appropriate actions 

recorded, reviewed and concluded.  

 

12.15(d) Outside of formal meetings, requests for supportshall be directed through the  

HdSDA, whoshall where required nominate a team member to assist. If the  

HdSDA is not available, a nominated deputyshall be the initial point of contact until the HdSDA 

returns. The Contract Directorshall also be accessible to DMS-NG customers and other senior 

stakeholders, with the facility to call on the specialist expertise within Serco as required, 

including the SC and IT Heads of department.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

13 SERVICE DELIVERY PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

13.1 How Serco Proposes to Deliver Against the Authority’s Requirements  

13.1 (a)  Serco has developed a Service delivery model specifically for DMS-NG Contract 4 (Offshore 

Support to Military Training and Exercises) (Figure 32). It uses a systematic approach to drive 

the crew and Vessel availability required to provide continuity of Service delivery to the Authority 

across SDA 6. The model also manages and monitors the Authority requirements, delivery 

programme and Serco’s delivery performance. It provides the level of control, oversight and 

insight required to drive continuous improvement (CI) of the delivery of the Service to the 

Authority.  

 

Figure 33: DMS-NG Contract 4 Service delivery model 

13.2 ASSET MANAGEMENT  

13.2 (a) In utilising SD Victoria (SDVIC) and SD Northern River (SDNR) to deliver the SDA 6 Service for 

the term of the Contract, Serco recognises the need to implement robust and reliable asset 

management processes. Accordingly,Serco have developedSerco's asset management 

approach (Figure 34) and processes to:  

• Align with ISO 55001 best practice; 

• Deliver the required availability; and 

• Provide continued compliance with Flag and Class.  

 

13.2 (b) The transfer of management of SDNR (from the Authority to Serco) and the bareboat charter of 

SDVIC for operationshall be undertaken such that Serco understands the condition and 

compliance status of each Vessel in detail. This process shall be used to create an asset 

management programme for each Vessel which recognises the maintenance status from Serco 

delivery of the forerunner arrangement and the revised Tasking planned for the DMS-NG term. 

For both Vessels, a detailed surveyshall be carried out to ascertain condition and compliance 

status whichshall be used to develop the asset management programme.  

  

        



 

 

Figure 34: Asset Management best practice 

13.3 SERCO ENGINEERING AND ASSET MANAGEMENT SYSTEM (SEAMS)  

13.3 (a) To facilitate the move from analogue to digital, Serco's delivery of the DMS–NG 

requirementshall be driven by SEAMS (whichshall be developed in accordance with Schedule 

9 requirements as applicable) and asset management best practice. Taking into consideration 

the age and condition of the fleet (as defined by the Authority Vessel condition surveys at 

Contract Award),Sercoshall tailor the asset management regime within SEAMS to meet the 

needs of individual Vessels, using predictive maintenance to improve availability.  

 

13.3 (b) SEAMSshall be used to maintain a single point of truth for the management of employee 

resourcing, training, processes, and work orders. This datashall also be used to plan for 

mandatory Vessel certification activities as required. Itshall facilitate improved gathering of MI 

and monitoring of KPI information.  

13.3 (c) SEAMSshall guide all asset management activities (including dockings, planned maintenance 

and defect rectification) against performance criteria. Thisshall be managed bySerco's SDA 

Technical Manager (applying a systematic emphasis on Vessel compliance and availability).  

13.3 (d) Example Dashboard 

  

  



 

 

Figure 35: example of a DMS-NG Contract 2 availability dashboard 

13.3 (e) By merging operational and asset management requirements, Sercoshall have the capability to 

systematically and continuously ensure the availability of compliant Vessels to meet the 

operational programme, whilst simultaneously informing the availability of the suitably qualified 

and experience personnel (SQEP) required to deliver the SDA 6 contracted Services.  

13.4 Review and Assessment of AMOS  

 

13.4 (a) Serco has completed a rigorous process to provide the Authority with the most cost effective 

and future-proof upgrade to the current AMOS solution. This took the form of a thorough cost 

and capability assessment of asset management applications commonly utilised in the maritime 

environment and endorsed for use by the Maritime Coastguard Agency (MCA). This included 

the current system.  

 

13.4 (b) Applications were scored against the DMS-NG Schedule 2 SOR and assessed for value for 

money. This assessment identified SEAMS as not only representing the best value for money 

solution, but also one whichshall allow Serco to offer the Authority far greater delivery certainty 

due to improved asset availability. This is derived of:  

 

• Dashboard assurances of:  

(i) Real-time Task delivery performance; 

(ii) Continuous current asset availability; 

(iii) Continuous and current SQEP; 

andavailability 

• Management of Vessel overhaul kits, spares and consumables.  

  



 

 

• Reductions in planned and unplanned unavailability due to accurate data collection 

and efficient predictive maintenance schedules.  

 

13.4(c) With improved asset management capabilities (including condition-based maintenance), 

Sercoshall be also able to reduce uncertainty of availability for late-life assets. SEAMSshall also 

allow Serco SDA Technical Managers to augment their existing asset management skills with 

all available data and analytics to better forecast and plan for asset failures and repairs 

(including arranging substitute Vessels as required).  

13.4 SEAMS UPGRADE  

 

13.5 (a) The SEAMS upgrade and any necessary training required to make best use of the systemshall 

be managed bySerco's transition team. In doing so,Sercoshall introduce the new system in a 

controlled manner utilisingSerco's integrated transition working group. This working groupshall 

incorporate appointees from both Serco and the Authority to ensure there is no risk to the 

delivery of the services during the transition phase.  

 

13.5(b) For the operational and technical risk management and assurance, Sercoshall continue to 

utiliseSerco's ASSURE application – a company-wide, online, bespoke management 

information database whichshall continue to be an effective means to acknowledge actual (or 

potential) instances of service non-conformance to process. ASSURE facilitates the 

identification of root-cause analysis, capturing of non-conformances and managed tasking of 

corrective actions, as well as lessons learned. Its functionality includes recording Authority 

feedback and supporting automatic escalation / notification of events based on severity, which, 

in turn, facilitates governance and traceability. It is utilised to control audit planning and 

programmes, with intuitive functionality that contains embedded question sets relevant to ISO 

standards with defined topics embedded within specific report templates. Assurance outcomes 

from the audit programme are then made available to the Authority.  

 

13.5 DELIVERY OF AUTHORITY REQUIREMENTS  

13.5 (a) t is recognised that requirements are provided by Marine Services Superintendent – Out of Port 
(MSS OOP) (the Tasking Authority) and other Entitled Users, and that MSS OOP is available to 
provide programme deconfliction. Similarly, it is recognised that SDA 6 Short Notice Taskings 
shall be issued by the Authority (usually MSS OOP), the Authority Representative or a delegated 
officer. Figure 36 shows a representation of the Requirements Management summary flow.  



 

 

Figure 36:  a representation of the Requirements Management summary flow 

13.5 (b) The Serco Head of Service Delivery Area (HdSDA) shall attend Task Specific planning meetings 
with the Tasking Authority (MSS OOP) as required. It is recognised that SDA6 requirements 
shall be issued by MSS OOP through a Defence Information Notice (DIN). Plans for delivery of 
programme Tasks shall be collaboratively developed with End-Users and MSS OOP to discuss 
the support required for loading and offloading Entitled Customers’ equipment to and from the 
Vessel. On receipt of the DIN, Serco shall register the Task as a Service Request in SEAMS. 

13.6 TASK PLANNING (INCLUDING DECONFLICTION) 

 

13.6 (a) Sercoshall work with the Authority to develop and maintain the programme for all Entitled 

Customers throughout the year via planning meetings as required by the Tasking Authority, 

recognising that the requirements are provisional until final confirmation by DIN.  

13.6(b) Should the Task deconfliction result in amendments to programmed requirements and/or the 

introduction of short notice Tasks, Serco shall register these new Tasks as Service Requests 

and amend the Service Request of existing Tasks to reflect any change in requirement.  

 

13.6(c) Service requests are registered against the Vessel crew solution, updating the availability 

dashboard accordingly. This procedure shall have the secondary benefit of ensuring the 

availability of Vessels, substitute Vessels and associated crew before attempted selection. 

  

13.7 RESOURCING THE TASK  

 

13.7(a) On the day of the Task, the SDA Operations Managershall convert all Service Requests to work 

orders within SEAMS by assigning crew, Vessel(s) and equipment to the Task(s). The SDA 

Operations Manager shall have continuous access to the current availability status of the Vessel 

fleet from SEAMS, including any non-compliance (as a result of overdue planned maintenance 

inspections, tests or defects). In these circumstances, Serco shall review the nature of the non-

compliance and follow a formal process to establish availability specifically for the Task. The 



 

 

Vessel availabilityshall be withdrawn, or a non-compliance concession raised, with the decision 

being formally recorded in SEAMS. 

  

13.7(b) Serco shall apply a coherent approach to Vessel and crew availability across SDA 6. As a result, 

the HdSDA and the wider organisation always has visibility of Vessel availability and forward 

Tasking and is therefore able to programme the delivery of Authority requirements consistently 

across all SDA 6 requirements. The HdSDA and SDA Operations Managershall also be able to 

determine substitute Vessel availability should it prove necessary.  

 

13.7(c) Vessel selection shall be in strict accordance with the SOR (or an agreed substitute Vessel). 

The work order shall be available to the Vessel and crew in preparation for the pre-task briefing 

meeting.  

 

13.7(d) Similarly, SQEPshall be allocated to the Vessel(s) to form the crew. SEAMSshall provide the 

SDA Operations Manager with visibility of the SQEP status of crew members to include any 

shortfall as a result of delays or gaps in training and Vessel and/or equipment familiarity. In 

these circumstances, Sercoshall review the nature of the shortfall and follow a formal process 

to establish availability specifically for Vessel and Task. The individualshall be withdrawn, or a 

non-shortfall concession raised, and the decisionshall be formally recorded in SEAMS.  

13.8 PLANNING SAFE TASK DELIVERY  

 

13.8(a) For each SDA 6 SOR Tasking, the Serco Vessel Master shall convene a pre-task briefing with 

the End-User to finalise Task co-ordination and scope. The Vessel Master shall attend, with 

virtual attendance by the SDA Operations Manager by exception or as requested.  

13.9 VESSEL OPERATING PROCEDURES AND RISK ASSESSMENTS  

 

13.9(a) Work ordersshall have the specific Vessel Operating Procedures (VOP) attached. The Vessel  

Master shall also have access to the risk assessment, and Vessel Safety Case and 

Environmental Case via the work order record, ensuring the Master and crew have access to 

all relevant safety and environmental related documentation to deliver a safe and compliant 

service to the Authority.  

 

13.10 IN-PROGRESS TASK MANAGEMENT  

13.10(a) Once accepted by the Vessel Master, the in-progress Tasking is recorded on the work order.  

The detailed fleet data required by Schedule 6 Part B are recorded in the work order as the 

Task is performed by the Vessel Master and crew. The information required is listed in Figure 

37. It is understood that the detailed fleet data requirement is extensive and continually evolving; 

therefore, SEAMSshall be able to capture additional elements over time.  



 

 

Figure 37: Tasking data capture 

SDA 4 

TASK 

NO. 

TASK DESCRIPTION APPROACH 

1 Support to C* 

CERTEX training 

Sercoshall support the C* CERTEX training both within UK 

waters and within the Mediterranean Sea, using the IMO DP 

Class 2 SDVIC or SDNR Vessel to facilitate the C* CERTEX. 

These Vessels can support up to 60 Authority Personnel 

comprised of a 15-person surface support diving team; six-

person medical support team and 20 personnel (including 

divers) embarked for the full training period. In addition to the 

previously listed 41 personnel, overnight accommodation and 

cateringshall be provided for up to 15 FOST sea riders when 

required. These Vessels are capable of receiving:  

• Type B2 Compartment Compression Chamber (2CCC) 

(Operational Weight of container and chamber 13.6 tonnes; 

Dimensions (metres) L 6.705 x W. 2.743 x H.2.591) and 

fitted in accordance with the general regulations contained 

within BR 2806 Series, DCOP 20 and for Recompression 

Chamber requirements (Type B) within BR 2807 (5) (K) • 

 ISO container for Support Unit (Weight 9 tonnes; 

Dimensions (metres) L. 3.048 x W. 2.438 x H. 2.438)  

• Medium Inflatable Boats in a 2 x 2 configuration.  

They include 240v @ 50Hz or 115v @ 60 Hz, @ 13.5 kw; 110v-
240v universal, 12v-32v maximum ripple 1v. electrical supplies 
and a dive station with the following:  

  

  



 

 

• Suitable clear working area (3m x 3m) with easy access 

and entry to water via door or gateway; freeboard no 

greater than three metres; suitable diving ladder for entry / 

exit by divers; means of hoisting / lowering diving shot line 

at the dive site; adequate means for recovery of stricken 

diver; clear of all compressor / machinery noise hazards • 

 6 x Green Plastic Lacon boxes; dimensions (cm) L. 59 

x W. 80 x H.48;  

• 1 x Potbox (RCC medical support equipment); and  

• 1 x Wennol Re-breather system; dimensions (meters) L. 1 x 

W. 1 x D. 1.  

• storage space for four quads of therapeutic / diving gases.  

• 2x Gas Pallets; dimensions (meters) L. 1.26m x W. 0.83m x 

H. 1.10m).  

• Gas cylinders; O2 x 15 (12 on pallet, three on chamber), 
40/60 x 6 (all on pallet), 50/50 x 7 (six on pallet, one on 
chamber), 20/80 x 7 (six on pallet, one on chamber).  

Capability to embark 2 x diving assets (SDV) 5t dry weight; 4 x 

10ft and x1 20ft ISO and/or x1 40ft ISO ‘Pallet Wide’ container; 

two additional x Rigid Inflatable Boats (RIBs).   

2 Specialist  

Military Units 

Sercoshall provide support to military training exercises 

worldwide, excluding - polar waters as defined in SOLAS Reg 

XIV/1.2 Antarctic Area and Reg XIV/1.3 Arctic Waters within 12 

nautical miles of Norway and no further south than South 

Georgia. 

SMU - Detailed Offshore Vessel capability and service provision 

requirements.  

The Services providedshall be capable of embarking, 

disembarking, launch and recovery of:  

• Maritime Development Wing (likely to be 2 x diving assets 

5t dry weight, 4 x 10ft and x1 20ft ISO and/or x1 40ft ISO  

‘Pallet Wide’ container, 2 x Rigid Inflatable boats (RIBs) and 
up to 20 personnel)  

• Surface Manoeuvre Group (SMG) (likely to be but not 

limited to 4 x RIBs, 4 x spare engines and up to 20 

personnel)  

• Maritime Underwater Autonomous Systems (UAS) and 

maritime Uncrewed Aerial Vehicles (UAV)  

The marine service assetsshall have high free board, 

enabling Maritime Counter Terrorist (MCT) training: 10m 
(Threshold) up to 20m (Objective) to simulate different 

shipping types.  

The Vessel shall have the following facilities:  

• Accommodation  

i Sleeping accommodation for up to 75 embarked 

persons with storage space for up to 100m³ of 
additional personal equipment  

ii Catering facilities (Authority-provided food) for up to 

30 (threshold) 75 (objective) embarked SMU 

personnel and conforming to the Armed Forces Food 
Based Standards (AFFBS) in JSP 456 and, providing 

the calorie and protein levels specified by the End-



 

 

User to meet the high intensity demands of the 
Authority Personnel embarked for the Task 

iii Rest / recreation space sufficient for 15 people 
(threshold) 30 people (objective)  

iv Conference room sufficient for 30 people  

v Drying room, changing and laundry facilities for 15 

people (threshold) 30 people (objective) with shower 
facilities  

• Magazine / Weapon Stowage o Secure walk-in small arms 

stowage compartment - at least 2.5m x 2m floor area  

i Walk-in magazine storage room - least 1.5m x 4m floor 
area  

ii Our Vessel crew (SDVIC)shall include a qualified 
Officer of the Quarter (OOQ) and Explosives 
Responsible Officer in compliance with BR 862 
(course details at BR 9600 Ch 19E)  

iii The magazine locker can store munitions in 
accordance with the Authority munition list and 
constructed in accordance with BR 862 Naval 
Magazine Explosives Regulations  

 
• Communications and Navigation  

i Embarked SMU personnelshall have access to 
maritime band VHF  

ii Clear worktop space of minimum size 0.5m x 2m with 
at least six standard 13-amp, 240-volt power points 
adjacent to the worktop and access to external areas 
of the platform to rig temporary antenna for use by 
Authority supplied walk on / walk off communications 
equipment.  

iii Secure satellite communications with secure 
telephone and facsimile facilities (via Authority 
provided terminal), access to a satellite 
communications facility is based on 50mb per month 
whilst embarked for voice and data at a rate of at least 
32kbit/s.  

iv Secure speech UHF Transmit (Tx) / Receive (Rx).  

v Facilities to connect tactical and secure 
communications and computer networks to the power 
and Wi-Fi communications infrastructure  

vi Connection of up to four Authority provided laptop 
docking stations  

 
Craft Support Requirements  
• Capability to stow, handle, launch and recover on board the 
following Authority provided craft in up to Sea State 4: o 4 x RIBs 
(or) Littoral Patrol Boats (LPB), (or) Riverine Patrol Craft (RPC) 
(each up to 9.2 m long, 2.94m beam, 2.8 tonnes);  

i 6 x MIBs and/or 6 x Zodiacs (stored uninflated)  

ii 12 x canoes (each 5.75m long, weight 455kgs);  

iii 4 x Tactical watercraft (TWC) large jet skis 3.75m long, 
1.6m beam, weight 450kgs each;  

iv 2 x diving assets, (each 6.5m long, 1.35m beam, 2.5 
tonnes (dry) and 6.15 tonnes (wet)) Storage for diving 
assets shall be undercover;  

v 2 x surface craft - Variant 1 - 22.2 tonnes, 18.27m long, 
3.8m beam and variant 2 (whichshall replace in early 
2024) -Serco CCM, 20.75 tonnes, 18.5m long, 4m 
beam, 3.20m high on trailer and maximum weight of 
22.5 tonnes.  



 

 

vi 6 x diver propulsion devices (medium range) and up to 
15 (short range) systems complete with battery 
charging units for 25.2V 37.2Ah 937.4Wh power draw.  

vii Launch and recovery can handle a fully equipped and 
manned craft weighing up to 40Te;  

viii Secure stowage of 1 x 20ft ISO container - not carried 
concurrently with the containerised Recompression 
Chamber  

ix Secure stowage of 3 x 10ft ISO containers  

x Capability to load, store and issue up to 22730 litres of 
diesel and at least 2970 litres of CIVGAS in jerry cans 
or blister bags for refuelling alongside.  

xi Battery charging room with at least 3.5 m2 of bench 
space including power supplies (2 x 240V, 30A) for 
Authority provided battery-charging equipment.  

xii Sercoshall be responsible for disposal of all used and 
contaminated fuels.  

  
 
Craft Support (Towing and Recovery)  

 • The service shall include the capability to tow or recover (in up 
to Sea State 4) either:  

i x Arctic 24 RIBs (or future replacement craft)  

ii x Arctic 28 RIBs (or future replacement craft)  

iii 2 x surface craft, maximum dimensions: Variant 1 - 
22.2 tonnes, 18.27m long, 3.8m beam); Variant 2 -
Serco CCM, 20.75 tonnes, 18.5m long, 4m beam, 
3.20m  

iv 4 x MIBs  

v 12 x canoes (each 5.75m long, weight 455kgs)  

vi 4 x tactical watercraft (TWC)  
 
• Diving Support Requirements 

i Facilities for charging air cylinders for inflation of 
inflatable craft.  

ii Provision of diving air, storage cylinder capacity at 
least 2x 276Bar, 0.26m³ air.  

iii Facilities for charging diving air cylinders (air quality 
shall be to DEFSTAN 68-75; clean air certificates to be 
provided by the Contractor).  

iv Fresh water, equipment rinse area.  

v Diving air charging points, at least 1, close to the diving 
air compressor / air storage room and at least one 
close to the diving asset stowage position and one in 
the oxygen clean room.  

vi Charging panel outlet pressure shall be 260 Bar.  
 An area maintained to oxygen clean room standard 
with: At least 2m² of workbenches, including area 
served by a BASSAIRE fan / filter air supply; Sink 
facilities (a minimum 0.5m x 0.5m x 0.225m deep).  

vii At least one diving air charging point, with minimum 4 
x 240V 13A sockets.  

 
 

 

2.1 SMU & 24 Sqn 
Training and Trials 
Support  

 

Sercoshall provide craft as training safety boats and for recovery 
of air dropped delivery platforms,1 x safety boat for parachute 
drops, 1 x safety boat per two platforms and 1 x small craft per 



 

 

platform required.Sercoshall support to training and trials, Tasks 
undertaken by Authority Personnel including:  
• Maritime boarding training; parachute drops; aerial platform 
delivery training and trials.  

i Serviceshall be provided in Sea State 2 to 5. Activities 
above Sea State 3shall be at the judgement of the 
Vessel Master and dependant on activities i.e. If the air 
component determines that the environmental 
conditions dictate that an air dropshall go ahead, then 
the safety boats must attend.  

ii The area of operation shall be all UK coastal waters, 
including the Channel Islands, up to 12Nm from 
coastline.  

 

• Parachute drop zone safety and Air Delivery trials. 

i Supportshall include recovery of 4 Platform Utility RIB 
Aerial Delivery (PURIBAD) 1000kgs or 4 Platform RIB 
Aerial Delivery (PRIBAD) 1115kgs and up to 120 wet 
parachutes (and associated reserve parachutes in 
plastic bags) and D platforms and/or 4 Maritime Modular 
Platforms (MMP) delivery platforms and/or 2 x air 
portable fuel containers concurrently, post air drop, to 
mitigate risk of sinking . 

ii Crewshall include suitably qualified and experienced 
coxswains to operate safety boats.  

iii Provision of safety boats to assist in the safe recovery of 
personnel from the water and for the recovery of up to 
x4 aerial delivered platforms. 

iv Maritime boarding training support in the provision of a 
safety boat.  

 

 

2.2 SMU Diving 

Training and 

Qualification 

Sercoshall support training of a maximum of 20 x 2-Person 
diving teams (comprised of both divers under training and 
diving trainers) and user training with diving assets and 
propulsion devices in water depths of up to and including 30 
metres, whilst moored fore and aft.Serco's service is capable of 
mooring in up to and including Sea State 4 and winds of 20 
knots, with maximum yaw of +/- 10º. two concurrent Tasks at 
different locations, in the waters off the North-West Coast of 
Scotland (Kyle of Lochalsh / BUTEC area), in up to and 
including Sea State 4, with a speed of 10 knots or more in Sea 
State 2. Diving supportshall be in accordance with the general 
regulations contained within BR 2806 and for TMCC 
requirements within BR 2807.  
 
• Facilities and capabilities o Storage of two complete sets of 

Batteries for the diving asset(s)  

i In lieu of a ship fit variant Type C TMCC, stowage of an 
ISO Container for TMCC (Weight 6.7 tonnes; 
Dimensions (metres) L. 6.1 x W. 2.74 x H.2.43); space 
to include three metres clearance at door and one 
metre all-round the ISO to allow access of stretcher  

ii Stowage of ISO container for support unit (Weight 7.5 
tonnes; Dimensions (metres) L. 3.04 x W. 2.43 x H. 
2.43)  

iii Dive station with a suitable clear working area (3m x 
3m), easy access and entry to water via door or 
gateway, Fresh water supply at dive station, a 
Freeboard no greater than three metres and a suitable 
diving ladder for entry / exit by divers.  



 

 

iv Means of hoisting / lowering diving shot line at the dive 
site; adequate means for recovery of stricken diver; 
clear of all compressor / machinery noise hazards; 
storage space for four quads of therapeutic / diving 
gases.  

v Workshop, in the proximity of dive station, with the 
following:  

a. An oxygen clean area for maintenance of 
closed and semi-closed circuit breathing 
apparatus.  

b. 4 m2 for two outfits of clearance diving 
breathing apparatus  

vi Laundry and drying room facilities for diving equipment, 
uni-suits and under-suits; Toilet, shower and changing 
facilities.  

vii Lifting capacity of SWL one tonnes at four metres on 
either side.  

viii Secure storage for 20 sets of diving kit and two 
inflatable craft.  

ix Underwater telephone.  

x Training / lecture room with tables / chairs for maximum 
30 personnel.  

xi Provision of Day Accommodation and basic catering 
facilities (Authority provided food)  

3   Not used  

4   Support to NATO 
Submarine Rescue 
System Training 
within NATO, 
including UK, 
coastal waters.  

 

Sercoshall continue to follow the detailed requirements, including 
deck layout and service support for the full system, within the 
NSRS Requirements document, held by the Authority.  
The SDNR Vessel has IMO DP Class 2 capability, a minimum 
transit speed of 10 knots and is capable of transiting in Sea State 
7 and operating in up to Sea State 5.  
Our Service includes:  

• A minimum endurance of 20 days replenished operation.  

• Full Catering Support, overnight sleeping 
accommodation for up to 45 Special Personnel and a 
briefing room for 35 personnel.  

• Additional Special Personnelshall require additional Life 
Saving Appliances (LSA) provided by NSRS. (Daylight 
only, within the sight of land)  

• Over and Above additional Lifejackets required  

• Over and Above Additional Emersion suits required  

• Facility to install an Authority supplied portable A frame 
(Portable Launch and Recovery System - PLARS) and 
associated equipment thatshall require a minimum clear 
deck area of 500m2 (desired 560m2). The weight of the 
Authority supplied A frame together with the rescue 
submarine and peripheral equipment is 380 tonnes; 
deck loading capacity 5.0 tonnes per m2.  

• Electrical power supply deck sockets of 6 x 440V, 60Hz, 
three phase deck supplying: 148, 221, 90 and 21 Amps 
(full electrical supply requirement in the NSRS 
Requirements Document).  

• Capability and winch to launch and recover mating 
targets (5000KG). Pod posting target 660kg.  

• Capability to stow, launch and recover Authority 
provided RHIB (Pacific 24)  

• Provision of an operated craft (similar specification to the 
Vessels existing rescue boat) capable of providing 
support in the vicinity of the Vessel up to a significant 



 

 

wave height of 2m (Only to be used in the event of 
difficulties arising with the Intervention System)  

• Provision to allow Authority provided sacrificial deck 
pads to be welded to the deck for use as fixing points for 
the underwater tracking system transponder and 
receiver or the provision of a ships tracking system 
compatible the NSRS with NMEA output  

 

5 Support to SMASHEX 
within UK coastal 
waters.  

 

Sercoshall use the SDNR to support SMASHEX within UK 
coastal waters, in up to and including Sea State 3  
The exercise shall take place in sheltered waters in the Firth of 
Clyde off Arran or off Start Bay.  
SMASHEXshall share similarities with distant escort, except 
Sercoshall load all the rescue supplies such as blankets, 
medicines, food, trainers and clothing etc.  

6 Surface Target – 
‘Loyal Opposition’  

 

Sercoshall provide a Vessel to act as a target of interest for all 
exercise participants training / exercising in North Channel, 
Rathlin, Islay / Jura, Minches and the Sea of Hebrides.  
Tasks under this Line Item can be combined with other Tasks, to 
provide a target 'Vessel of opportunity' for training submarines 
and surface warships in intelligence gathering, underwater looks 
and tracking exercises, when utilised as a target of opportunity 
in such circumstances, Serco’s recording of Vessel 
utilisation,shall be against the primary Task.  

7 Submarine Parachute 
Assistance Group 
Continuity Training  

 

Sercoshall support Submarine Parachute Assistance Group 
Continuity Training using the SDVIC or SDNR exercise twice per 
year, alternating between Gibraltar and the UK coastal sea areas 
(normally in the vicinity of one of the Dockyard Ports) in up to and 
including Sea State 3.  
The Vessels have the ability to embark up to 22 Authority 
Personnel, three of whichshall be embarked for the full duration 
of the Task and be provided with Full Catering Support and 
accommodation (in accordance with MCA requirements) the 
remaining personnelshall be provided with hot drinks.  
Sercoshall ensure there is access to maritime VHF and UHF 
radio communications. two m2 of space internally within the 
platformshall be available to accommodate Authority provided 
communications equipment (weight 60kg) with access to the 
external areas for the positioning of antenna and the ability to 
recover from the sea and stow 1 x 25-man life raft and 2 Platform 
Utility Boat (PUB) weight 1000kg each.  

8   Minelaying, Surveying 
& Recovery  

 

Sercoshall utilise the SDNR to support the laying (usually before 
and after JTeps / Joint Warrior), recovery and survey of mine 
targets, with Authority provided ROV and associated support 
equipment for recovery / survey, usually in any UK Coastal 
Waters up to a maximum depth of 100m.Serco's serviceshall be 
provided in up to and including Sea State 4 at a speed of not less 
than 12 knots in Sea State 2 and is capable of maintaining 
position to within 10 metres of the required datum for the duration 
of the Task. On one occasion in every 18 months the service 
shall be provided in depths of up to 200m.  
This serviceshall include the provision of Day Accommodation 
and Full Catering Support for up to a maximum of 10 RN mining 
and ROV personnel.  
The SDNR asset has sufficient cranage and deck space to 
accommodate either: a maximum of 18 mine targets for laying or 
a maximum of 16 recovered my targets. Maximum mine target 
footprint is 4sqm and maximum mass 1500kg. The short notice 
deployment serviceshall be to mark the floating mine target and 
to support the safety of navigation in its vicinity. In parallel, 



 

 

procedures undertaken by HMNB Clyde’s EOD teamshall 
establish that the mine target is safe. When that has been 
achieved, the EOD teamshall instruct that recovery of the mine 
target can then proceed.  

Durations for each Task include loading and unloading of 
equipment, currently ROV but may in the future include additional 
deployment equipment. The maximum requirement includes, 
within recovery times, three short notice deployments, within 
Firth of Clyde area, for recovery of free floating mine targets that 
represent hazard to navigation.  
 

9 Support to JTEPS / 
Exercise Joint Warrior  

Individual Line Items at 

9.1 – 9.5 below  

SDNRshall be the primary Vessel used to Support to JTEPS / 
Exercise Joint Warrior, however, SDVICshall also be used if 
available and suitable. 
 

9.1 Tactical Development 
(TACDEV)  
 

Sercoshall provide a host platform to allow personnel to conduct 
or observe tactical development Tasks and embark / disembark 
TACDEV personnel to from ships (and submarines) engaged in 
TACDEV Tasks.Serco's serviceshall include the provision of Day 
Accommodation and Full Catering Support (maximum of six 
embarked trials personnel), deck stowage for a maximum of six 
weapons and is capable of speed of at least 12 knots, in up to 
and including Sea State 5, in the exercise areas Firth of Clyde, 
North Channel, Islay / Jura and Minches.  
 

9.3 Electronic Warfare 
(EW) Support 
(TRACSVAN)  
 

SDNRshall be provided to support live EW training to one or 
more ships underway, with a suitable platform to deploy 
specialist EW simulation equipment (TRACSVAN) The free 
space providedshall be 0.61m on port side, 1.22m on starboard 
side, 1.17m fore and aft and 13.47 m above. Sercoshall also 
provide 440V 50 or 60Hz, 3-phase, maximum 63 Amp power and 
accommodation and catering for 5 x Authority Personnel 
(TRACSVAN operating team).  
JTEPS, on behalf of the Authority,shall liaise with NATO JEWCS 
to arrange transportation, embarkation and disembarkation.  

9.3.1 EW Support  
 

Sercoshall provide EW support to training. Nominally provided 
by NATO JEWCS’ assets including, but not limited to, 
TRACSVAN, as in 9.3 above. In the event that these assets are 
unavailable, other sources of this trainingshall be investigated.  

 

9.4 Boarding Training for 
ExJW  
 

Sercoshall use the SDNR to support JTEPS operational 
boarding training and exercises, involving up to 12 military 
personnel boarding by sea and air, off the West and North 
Coasts of Scotland including a sea area of 100 miles radius 
from Butt of Lewis, in up to and including Sea State 4 and with 
a speed of 10 knots or more in Sea State 2.  
Serco personnelshall “play-act” as part of the exercise (usually 
Incorporates SP’s taking over the Vessel with crew being non-
compliant during the evolution), as briefed by the 
Authority,Sercoshall use reasonable endeavours to ensure 
continuity ofSerco's teams to minimise briefing requirements.  

9.5 Support to FOST 
(JTEPS; FOST) - 
Launching & 
Recovery of 
Autonomous Targets / 
vehicles  
 

The SDNRshall support deployment and recovery of 
autonomous targets (air, underwater, surface) in exercise areas 
Clyde, North Channel, Minches, Sea of Hebrides and the Open 
Ocean West of the Hebrides in up to and including Sea State 4 
and shall have a speed of 12 knots or more in Sea State 2 and 
be capable of supporting the following:  



 

 

• Surface targets of up to 7m x 2.2m x 2.4m. Launch 
capability (crane / davit) to hoist up to 1500Kg and 
launch.  

• Autonomous Underwater vehicles (AUV) 735kg (length 
4.4 metres; diam 53 cm). Expected recovery method to 
involve static station keeping and davit-operated net-
recovery system.  

• Uncrewed Aerial Vehicles (UAV), including UAV 
quadcopter (20kg) (operationshall be vertical launch from 
deck with ‘controller’ hosted on board; launch and 
recoveryshall require a stable platform and line of sight to 
target vehicle air or surface).  

• Air targets [dimensions / details TBC in the Tasking 
request].  

• Accommodation of Authority Personnel acting as control / 
operation teams, up to x 6, for the respective system.  

 

10 Data Gathering  
 

Sercoshall provide this service in line with the technical, space, 
power supplies and facilities requirements contained in 
document: Outline Requirements for JC026 Calibration Trial 
Consort Vessel.Serco's serviceshall allow up to eight Authority 
Personnel and associated trials equipment to be embarked to 
support trials in UK, Gibraltar or Madeira Sea areas.Sercoshall 
provide assistance with installation of trials equipment and Full 
Catering Support and accommodation in accordance with MCA 
requirements for the trials crew.  
Trials equipment shall normally be embarked and disembarked 
from a UK port, with the trial's crews from either Gibraltar or UK 
(if the trial is in UK waters). (Drumgrange equipment)  

11 Submarine Escort  
 

Sercoshall provide an escort (normally a close escort) to dived 
submarines, in accordance with BRd 9424(1) 0610, in the 
Northern Fleet exercise area (Area Definition: 54º 39.5' N 010º 
45' W - 53º 40' N 010º 45' W - 53º 40' N 012º 00' W - 54º 10' N 
012º 00' W) and in up to and including Sea State 6, with a 
speed of 12 knots or more in Sea State 2.  
In the event that a submarine experiences difficulties whilst 
submerged, on arrival at the submarine’s datum, Sercoshall 
serve as communications link between submarine and other 
stations, accept responsibility for commanding search and 
rescue operation if responsibility has not been allocated to 
another Vessel and assist in rescue of submariners. The 
service assetshall include:  

• UHF communications  
• fitted underwater telephone system capable of use when 

underway and making way  
• carriage, deployment and recovery facilities for a rescue 

craft capable of carrying up to and including 10 rescued 
submariners. 

• storage for Authority supplied documentation e.g., BRd 
9424(1) (Fleet operating Orders - FLOOs); ATP10C; 
RNCP1; and BR 3019  

• capacity to stow and operate two ISO containers, 
containing a two chamber Compression Chamber (Type 
B - capacity 11 men) and its support equipment.  

• Sleeping accommodation and Full Catering Support for 
20 personnel  

• carriage for first reaction SUBMISS / SUBSUNK stores 
comprising.  

• Two Chacons – L. 3.04m, W. 2.43m, H. 2.59m, Wt. 4.4 
tonnes  

• Containerised TMCC – L. 6.7m, W.2.74m, H.2.59m, Wt. 
13.6 tonnes  



 

 

• Containerised TMCC Support Unit – L.3.04m, W.2.43m, 
H.2.43m, Wt. 9.0 tonnes  

 
Table 32: operational approach to Delivery of SDA 6 requirements 

 

13.11 THE VESSELS SERCO INTENDS TO USE FOR DELIVERY  

13.11 (a) Serco support to Offshore Support to Military Training and Exercisesshall be delivered 

usingthe SDVIC – a custom-built support Vessel – and the SDNR – an offshore support Vessel. 

Sercoshall provide safe delivery of maritime services to Entitled Customers who require suitable 

platforms to deliver individual and unit level training both worldwide and in the UK. Serco's 

service deliveryshall support specialist military training including:  

• Recovery of personnel and equipment launched from aircraft.  

• Specialist trials.  

• Submarine capability training.  

• Submarine escort and NATO submarine rescue.  

• Exercise minelaying.  

• Survey and recovery.  

• Deployment and recovery of autonomous targets.  

• Target platform for boarding training and maritime interdiction training.  

• Hosting of a platform for Electronic Warfare support.  

• Tactical Development trials.  

 

13.11(b) Sercoshall safely deliver approximately 171 events equating to a maximum number of 659 

days of blue water Vessel support and 148 days of coastal / small craft support per annum. 

Thisshall cover 11 separate lines of activity (as described in Table 1), using at least two world-

wide support Vessels concurrently, suitable support craft, sixty-six afloat personnel and up to 

three personnel ashore.  

13.11(c) All persons considered to be Special Personnel (as defined in the MGN 515 Special Purpose 

Ship Code [SPS Code], as amended from time to time)shall comply with the SPS Code by:  

• Meeting the certification requirements in the SPS Code  

• Maintaining onboard records of Special Personnel  

• Ensuring the Special Personnel comply with the standards in the SPS Code on medical 

fitness and safety training and abilities, which includes:  

a. Demonstrating their medical fitness with an ENG1 or recognised equivalent medical 

fitness certificate. 

b. Providing evidence of safety training and ability such as completion of basic training in 
personal survival techniques as laid down in the STCW code Sercoshall provide a full 
catering service to embarked Authority Personnel, with SMU Forces personnel 

engaged on initial training entitled to Full Catering Support at enhanced levels with the 

flexibility to partake meals outside normal mealtimes.  

 

13.11(d) Serco’s Vessel selection strategy is concerned with safe, cost effective, certainty of Vessel 

availability throughout the contracted Service term. For Vessels selected for the delivery of 

SDA 6 (SDNR and SDVIC), Serco has a complete suite of risk assessments and VOPs tailored 

to the safe delivery of the SOR Tasks.  

13.11(e) Serco will, at all times, operate two worldwide support Vessels (Class VII [SPS]) concurrently 

to meet the full contracted SOR requirement. Should either or both Vessels be unavailable 

due to unforeseen circumstances, at Serco’s expense,Sercoshall nominate a substitute 

Vessel for approval by the Authority. Thisshall be with the understanding that, due to the SMU 

element, it would be complex to replace the Vessels unless with each other due to the SC 

requirement when working with SMU.  



 

 

13.11(f) All Vessels used for deliveryshall maintain UK Flag classification and certification in accordance 

with Table 33.  

SDA Vessel Type Flag Classification 

6 Worldwide support Vessels Class VII (SPS) 

Table 33: UK Flag and Class Certification 

 

13.12 ADDITIONAL Vessel CAPABILITIES  

13.12(a) Table 34 details relevant additional Vessel capabilities.  

 

Capability Description 

Transportable  

Manned  

Compression  

Chamber (TMCC) 

SDVIC  

The ship fit variant TMCC (Type C chamber)shall be 

supplied by the  

Authority and installed on SDVIC in accordance with 

BR 2807, the MSI  

Defence Systems Ltd interface specification and in 
accordance with Lloyds Rules and Regulations. 
TMCC is 3.275 metres length overall, 2.25 metres 
high, 2.48 metres wide and weighs 2.41 tonnes. The 
SDVIC has a secure locker of a minimum size of 2 
metres x 1.5 metres x 0.6 metres for stowage of 
TMCC spares.  

Serco will:  

• Ensure that the Vessel is capable of 
supplying power at 115V AC single phase at 

60 Hz-5.7kVA  

• Maintain the diving air supply system and the 
air supply to the TMCC in accordance with 
the required standards (including BR 1313(2) 
and BR 2807(5)(P)(1))  

• Carry out routine maintenance of the TMCC 
and ensure thatSerco's employees are in 
date (3-yearly) for TMCC routine 
maintenance training (MSI [OEM] 1 x week 

course)  

• Facilitate removal and replacement of the 
TMCC every 5 years for Authority sponsored 

deep maintenance.  

SDNR and other Vessels  

Weshall embark the containerised TMCC in the 

SDNR (or other Authority approved Vessel) to 

support the SMU, diving or submarine escort 
Tasking. The containerised TMCC is supported by a 

support unit contained in a second ISO container. 

Sercoshall collect, transport, embark and disembark 

the containerised TMCC and support unit to meet 
programmed requirements. The containerised TMCC 

shall be supplied by the Authority and is held at the 

Defence Diving School, Horsea Island, Portsmouth.  



 

 

The SDNR Vessel can accommodate the 
containerised TMCC and support units with the 
following weight and dimensions:  

• ISO container for TMCC:  

a. Maximum weight: 6.7 

tonnes  

b. Dimensions (metres): L. 

6.1 x W. 2.74 x H.2.43).  

• ISO container for support unit:  

a. Weight: 7.5 tonnes 

b. Dimensions (metres): L. 

3.04 x W. 2.43 x H. 

2.43).  

There is sufficient space at the door end for a stretcher 

to be taken into the TMCC container. 

Stowage capability for all diving 

support Vessels 

Our worldwide support Vessels (SDVIC and SDNR) 

include stowage for 32 therapeutic gas cylinders (each 

930mm x 230mm) and stowage for six calibration gas 

cylinders (each 380mm x 55mm). 

Table 34: additional Vessel capabilities 

 

13.13 VESSEL FLEET STRATEGY  

13.13 (a) The SDA 6 fleet is comprised of SDNR and SDVIC whichshall remain Authority Vessels but 

operated and managed by Serco (i.e., GOCO). The fleet management strategy is driven by 

the age and condition of the Vessels. Vessel selection has been made to support service 

continuity by avoiding the need for:  

• Vessel reconfiguration or alteration;  

• The Authority process of acceptance; and  

• Crew familiarisation of new Vessels.  

For both Vessels, extant Vessel Safety and Environmental Casesshall be the basis of safety 

cases in the Contract.  

 

Port Vessel Type Date of Build Flag / Class 

Plymouth SD Northern River Support Vessel 1998 VII (SPS) 

Plymouth SD Victoria  Support Vessel 2008 VII (SPS) 

Table 35: Vessel details 

 

13.13 (b) The Vessels are individually categorised based on a combination of the Houlder condition 

report of 2018, date of build and known operational serviceability. The Vessel availability 

programmeshall be provided continuously to the Authority to assist with the management of 

End-Users and Stakeholders and the programming and planning of Taskings.  



 

 

13.13 (c) UtilisingSerco's extensive engineering and operational knowledge of the SDA 6 Vessel fleet, 

Serco has a programme of Vessel non-availability for Planned Maintenance activities, 

providing the information required to support continuous service delivery. Defect patterns are 

understood for each Vessel and a provision has been made in the non-availability programme. 

All factors affecting availability are reflected in the Operating Model analysis found in section 

3.6. [operation model in the RoR] 

13.13 (d) Sercoshall follow the Authority process of obtaining written approval before programming the 

utilisation of any Vessel that is not identified in the Service Delivery Plan.  

13.14 LATENT PERIOD  

13.14(a) Serco’s approach to the implementation and management of the latent periodshall be one of 

delivering best value to the Authority.Sercoshall adopt a pragmatic and risk-assessed 

methodology against individual GOCO Vessels / assets whilst remaining cognisant of the 

required Flag and Class standards, hand-back obligations (including ‘Required Condition’ and 

‘Vessel Defect’ definitions) and clause 2.5 of Schedule 10 (Bareboat Charter Agreement). 

Thisshall ensure the Vessels are in the correct condition to deliver the most economical solution 

for the Authority.Serco's processshall be based on the following steps:  

 
(i) Vessel / asset inspections and assessment of legacy documentationshall be 

conducted across the Contract 2 SDA 6 fleet within the first four weeks of the 
Contract. Thisshall include examination of legacy Continued Procurement of Marine 

Services (CPMS)  documents (made available during the transition period), 
recommendations / survey findings (including the yet to be agreed alternative to a 
CPMS ‘off-hire’ survey) and any outstanding CPMS recommendations which are not 

fulfilled; 

(ii) Outcome reports and recommendationsshall be prepared (along with budget costings) 
and presented to the Authority within ten weeks of completion of the initial survey / 

inspections;  

(iii) Alongside step 2, a service delivery and PPIM risk assessmentshall be conducted and 
presented to the Authority. Thisshall be set against the impact of existing 

recommendations not being actioned.; and 

(iv) Approval to proceed with proposed worksshall be sought within two weeks from the 
Authority (along with change management, compensation event process and firming 
of prices through the Serco Engineering and Procurement teams). Thisshall include 

the scheduling of any works to support operational delivery at a time that is acceptable 

to the Authority based on budget availability.  

 

13.14(b) As the incumbent CPMS provider, Serco has a detailed understanding of the ‘to-be’ SDA 6 

fleets. Therefore, it is envisaged that recommendations can be provided within eight weeks of 

SCD. 

  

13.15 VESSEL SUBSTITUTION  

13.15(a) Should the operational programme dictate, Sercoshall deliver the requirements by Substitute 

Vessel. Any Substitute Vessel shall be presented by Serco and approved for the purpose by 

the Authority in advance of use and in accordance with the contracted process. Serco shall 

propose a suitable substitute Vessel matrix for Authority consideration during the transition 

period. Each proposed substitute Vesselshall have details of the proposed crewing solution. 

Serco may also elect to provide familiarisation training to crews should the operational 

programme allow.  

 

13.16 MANAGING AND SCHEDULING THE SUITE OF VESSELS AND PERSONNEL  

13.16(a) Delivery Throughout the 12 Month Period from Service Commencement Date  

 
(i) Vessel Availability  



 

 

 

Serco’s policy is to maximise availability of the Vessel fleet and other assets by the 

implementation of effective asset management processes. To provide a consistent 

approach, the HdSDAshall monitor the effectiveness of policies and procedures 

detailed within Serco’s Integrated Management System (IMS) (Figure 38) which is 

managed and maintained by dedicated Maritime and Aviation Business Unit Quality & 

Health, Safety and Environment (QHSE) function.  

 

These policies and processesshall be open to periodic and specific review and revision, 

subject to review, authorisation and audit to remain compliant with the ISO standards 

and MCA regulation. , 

 

Serco’s fleet management strictly follows the processes and procedures prescribed by 

the Serco IMS, which is structured to comply with the International Safety Management 

(ISM) Code 1998 and subsequent amendments, which governs the Safe Operation of 

Ships and Pollution Prevention and forms part of the Serco Safety Management System 

(SMS).Serco's SMS is subject to an annual independent audit programme delivered by 

the MCA to provide assurance of Vessel fleet compliance and the currency of the Serco 

Document of Compliance (DOC).  

 

Figure 38: IMS and Class Certification assurance 

(ii)  Vessel Availability Monitoring  

 

The Planned Preventative Maintenance programme and associated data shall be 

reviewed in the context of the required asset availability. Availability targets have been 

set by Serco using the DMS-NG SOR using the DMS-NG SOR Task volumes, duration 

and concurrence as the basis of calculation. Required availability is defined for each 

Vessel in the Operating Model at Section 3. Section 3.6. An example dashboard is 

shown at Figure 38. Vessel availabilityshall be monitored using SEAMS (Figure 38).  

 
(iii)  Base Porting of Vessels  

  

  



 

 

 

Serco’s approach to Base Porting of Vesselsshall be to place them in:  

• Proximity to the port locations to which they are committed for SDA 6 

domestically; 

• The port location optimal for Service Delivery to the locations detailed within the 

SOR for the SDA 6 Vessel fleet;  

• Proximity to engineering support and ease of Customer Embarkation; and 

• A port location with excellent environmental ratings.  

 

Serco may undertake the movement of Vessels from port to port to ensure proximity to 

the SDA 6 Tasking and that it is able to undertake work in the most efficient manner. 

Movements of Vessels between portsshall be carried out with the knowledge and 

agreement of the Authority, including through notification to the DMS Task Authority or 

an appropriate representative, in order to ensure that the Authority is aware of Vessel 

location at all times. Whenever possible, the Vesselsshall utilise Authority berths; 

however, when this is not possible, Serco shall arrange and utilise commercial berths.  

 

 

Figure 39: planned maintenance, defect and docking dashboard 

(iv) Standards  

Vessels and their associated equipmentshall be procured (if required), maintained, 

surveyed, operated and disposed of in accordance with recognised, auditable and 

scrutinised standards and DSA02 DMR. These standards, in the case of Vessels,shall 

  



 

 

be taken to relate to the rules of a leading Class Society (IACS member) and UK Flag 

rules and regulations. 

   

Thisshall generally mean adherence to a cycle of Classification and Flag Surveys, 

outlined, as:  

• Annual Class and Flag Surveys (such as safety construction, safety 

equipment);  

• Annual Flag Surveys (such as Passenger Certificate on passenger Vessels); 

and 

• Intermediate, periodical and Special Surveys as required by Flag and Class  

 

So far as they are applicable, Class Society and/or UK Flag rules and regulationsshall 

apply to all elements of Vessels operation. Where this is not applicable, Serco 

Standards defined in the IMS and aligned with ‘Commercial Standards’ and best 

practice (as varied and updated from time to time) or UK MOD Standardsshall apply.  

 

These standards, described in the relevant processes of the IMS, apply a regime which 

mirrors those of Classed and Flagged Vessels. Surveysshall be conducted by 

independent surveyors and their findings and recommendations addressed, to 

adequately maintain the Vessels’ condition.  

 

Compliance to standardsshall be quality assured in line with the requirements of the 

ISM Code, which mandates routine Vessel condition inspections by the shore 

management team and both internal and external audits for compliance against the 

management system. Certification status of the fleet is also captured with an automated 

reporting tool, which is distributed to the Serco senior management team for monthly 

scrutiny.  

 
(v) Modification to Design  

 

Modifications to Vessels may be required from time to time. Modifications to designshall 

be in conformance to contractual responsibilities to the Authority. Appropriate company 

policies and procedures for configuration managementshall be adhered to.  

 

Our IMS and Safety Management Plan outline both a policy and process for the 

application of modifications but it should also be noted that:  

 

• No modifications which impact the design intent of the platformshall be 

considered without the express agreement and approval of the Authority; 

• No tangible modificationsshall be carried out to Vessels without the prior 

approval of the Serco Chief Engineer; 

• Where equipment is replaced either through obsolescence or beyond 

economic repair, form, fit and functional integrityshall be maintained; 

• For the purposes of this process, responsibility for Design may be vested to a 
suitably qualified Naval Architect or equipment supplier. Relevant Approvals 
from a leading Class Society and UK Flagshall also form part of this brief and 

confirm continued acceptance to Statute; 

• The Serco Chief Engineer will, in turn, ensure that an auditable and 
compelling argument has been made for both the modification to be carried 

out and its impact on the Vessel’s capabilities, interaction with other systems 

and general operation; 

• The Safety Case shall be updated accordingly; and 

• All tangible modificationsshall be recorded in the Safety Case.  
 

(vi) Technical documentation  



 

 

 

Technical documentation associated with the fleet management and maintenance that 

has been retained and verified from the current CPMS contractshall be passed to Serco 

during the transition period. The exact mechanism for transfershall be agreed by the 

Authority and Serco at this time. This knowledge baseshall be supplemented by records 

and reports generated during the DMS-NG Contract.  

Hard copiesshall be retained on board Vessels and in the relevant technical 

management offices across the base ports. Soft copiesshall be stored and referenced 

from within the SEAMS environment.  

 
(vii)  Platform Safety Cases  

 

The assetsshall be operated and managed in accordance with their respective Safety 

and Environmental cases as detailed in the Health, Safety and Environment 

Management plan. 

  
(viii)  Asset Disposal  

 

The assets identified in Annex A are operated and managed by Serco for the purposes 

of delivering the DMS-NG Contract service delivery outputs. No assetsshall be 

disposed of which may impact the ability of Serco to deliver the Contract SOR.  

Should Serco elect to dispose of assets, the processshall be managed in accordance 

with the Contractual obligations and in accordance with all applicable environmental 

regulation.  

 
(ix) The scheduling of Vessels to Tasking  

 

Vessel availability status shall be available to the SDA Operations Manager and all 

Authority stakeholders. Availability is based on various factors such as Authority 

programme Taskings, any period of programmed maintenance (Docking or Planned 

Maintenance), unplanned outages and crew availability. A draft ‘plan on a page’ 

schedule ofSerco's timetable and resource plan for delivery of the Services throughout 

the twelve (12) month period commencing on the Service Commencement Date is 

shown in Figure 40 and Figure 41. This demonstratesSerco's necessary resources 

available to provide availability of the number and type of Vessels required to effectively 

deliver the Tasking in accordance with the SOR.  

 



 

 

Figure 40: 12-month timetable and resource plan - crew 

    



 

 

Figure 41: 12-month timetable and resource plan - Vessels 

13.16(b) Sercoshall follow the Service Delivery Process in the scheduling of Vessels to Tasking. 

Working with the Tasking Authority to track Tasking requirements as they mature, the Vessel 

schedule shall be updated as Tasking information becomes available. Serco understands that 

the dynamic nature of Authority Tasking shall require the Vessel schedule to be flexible. The 

Serco delivery process has been developed to facilitate the required flexibility with final 

commitment of Vessels and crews to Tasking the day preceding Service Delivery Date. Figure 

39 shows a representation of the delivery process showing that Authority SOR requirements 

are held as a Service Request until committed as Taskings. Serco shall assign Vessels and 

crews appropriate to the Tasks and as defined by the SOR recognising that some SOR items 

require supplementary crew.  

 

13.16(c) For requirements identified as Affected Services, Serco shall carry out the process shown in 

Figure 42. The HdSDA and Designated Person Ashore shall carry out the Risk Assessment 

with input from the Vessel Master to ensure that all parties have visibility of the method of Risk 

Management. Where a MOD Code of Practice is not already in existence, Sercoshall draft it for 

approval by the Authority.  

  



 

 

 

Figure 42: Affected Services delivery process 

13.16(d) Serco VOPs are created or updated to reflect the Code of Practice ensuring that the Serco 

SMS is current and complete and available for external audit assurance.  

 

13.17 MANAGING SHORT NOTICE CHANGES  

13.17(a) Short Notice Changes  

Sercoshall prioritise Short Notice changes of all types, in accordance with the instruction of the 

Tasking Authority or End-Users as follows. It is understood that Short Notice changes may be 

notified by the Authority or End-User at any time or on any day to include Weekends, Bank 

Holidays or Public Holidays.  

All Short Notice Tasks shall be subject to a Crew Pre-Brief and De-Brief in accordance with 

Serco Operating Procedures.  

13.17(b) Short Notice Changes to Programme  

Where the Authority has Short Notice changes to the Programme for either Vessel, the Serco 

HdSDAshall work with the Authority and Entitled Users to accommodate the change within the 

programme. Sercoshall operate two worldwide support Vessels concurrently to meet the full 

SOR requirement including any Short Notice changes to programme, even if this requires 

Vessel substitution during a planned or unplanned non-availability of the core fleet.  

13.17(c) Short Notice Changes to Tasks in Progress  

Where the Authority has Short Notice changes to Tasks in progress, the Serco HdSDAshall 

work with the Tasking Authority to understand the impact on the Vessel programme. Once 

understood, the HdSDAshall work with the Serco Vessel Master to enable delivery of the 

Changed Tasking.  

Where the End-User has Short Notice changes to a Task in progress (for example SOR  

4.6.8 Short Notice Deployment Service), the Serco Vessel Mastershall work with the EndUser 

to understand the full nature of the change, and with the Serco HdSDA to understand any 

programme implications.  

13.17(d) Critical Short Notice Tasks  

On receipt of a critical short notice Task, irrespective of weekday or time, Sercoshall respond 

with an appropriate Vessel and a SQEP crew to facilitate Task commencement as directed by 

the Authority or Entitled User.  

  

  



 

 

All critical short notice Tasks shall be instructed to the Vessel to include a VOP specifically for 

the Task. Serco has a developed a VOP for all contracted Tasks as defined by the SOR. Should 

a Short Notice change Task extend beyond 14hrs, then Sercoshall provide a split crew solution 

in order to complete the Task.  

Figure 43 shows Serco’s Short Notice Task Process Map.  

 

Figure 43: Short Notice Task process map 

13.18 Manage Concurrency of Tasking  

13.18(a) Concurrent Taskings  

Serco will, at all times, operate a minimum of two worldwide support Vessels (Class VII [SPS]) 

concurrently to meet the full SOR requirement.  

13.18(b) Concurrent Tasking Single Vessel  

Concurrent Tasking of a single Vessel is provided for as part of Support to Exercise Joint  

Warrior. This can take the form of two or more Tasks as defined in the SOR clause 18. The 

Tasks are assigned to Vessels as concurrent, and Serco shall deliver them in sequence at the 

instruction of the Authority and/or End-User.  

Sercoshall manage and control concurrent Tasking of a single Vessel using a single SEAMS 

work order. As a result, all associated data required by Schedule 6shall be collected by the 

Vessel Master in a single record for the concurrent Tasks.  

13.18(c) Concurrent Tasking Separate Vessels  

Concurrent Tasking of separate Vessels is defined in the SOR 4.6.2.2. This is concurrency of 

Tasking in two separate locations requiring two Vessels.  

Sercoshall manage and control concurrent Tasking of two Vessels using two SEAMS work 

orders. As a result all associated data required by Schedule 6shall be collected by the Vessel 

Masters independently using two separate SEAMS work orders for the concurrent Tasks.  

13.18(d) Resilience Summary  

To manage the delivery of concurrent Taskings requiring two Vessels, Sercoshall work with 

the Tasking Authority to support programming around planned Vessel outages. Should this 

not be possible Sercoshall nominate a substitute Vessel (Table 36) for approval by the 

Authority, with the understanding that due to the SMU element it would be complex to replace 

the Vessels unless with each other due to SC requirement when working with SMU. An option 

  

  



 

 

for immediate resilience would be to charter in Vessels such as the SD Moorhen or SD 

Moorfowl, noting they would not fulfil the full requirement.  

 

Vessel SOR Substitute Vessel Type Comment 

SDNR 4.6.10 Data Gathering Kommandor Susan / 

Kommandor Iona 

Support Vessel May be nominated for 

Authority approval 

SDVIC 4.6.9 Support to JTEPS /  

ExJW – sub-Tasking 

Kingdom of Fife Support Vessel May be nominated for 

Authority approval 

Table 36: substitute Vessels 

 

13.19 MANAGING STANDARD BUSINESS DAY / WEEKEND / BANK HOLIDAY / PUBLIC 

HOLIDAY  

13.19(a) Standard Business Day  

During the standard business day, both SDNR and SDVIC are fully crewed and shoreside 

support is provided by the HdSDA, the SDA Operations Manager and the SDA Technical 

Manager.  

13.19(b) Weekend and Bank Holiday / Public Holiday working  

Crewing of the SDVIC and SDNR Worldwide Support Vessels is continuous. As the crews 

work back-to-back for six weeks continuously, weekends, public holidays and bank holidays 

are not observed. Shoreside support is provided continuously by the HdSDA, SDA Operations 

Manager and SDA Technical Manager as part of the out-of-hours on-call facility. Some crew 

may have terms and conditions such that they accrue annual leave for working weekends, 

bank holidays and public holidays. In such circumstances, Sercoshall provide SQEP agency 

crew to provide continuous availability of the Vessel. Substitute Vesselsshall be crewed on the 

same basis.  

Crews of the SDVIC and SDNR operate a three-watch rotation each of eight hours. As a result, 

the working hours limitationshall not be breached irrespective of the duration of the Authority 

Tasking.  

13.20 Ensuring Vessel Availability  

13.20(a) Asset Management Methodology  

The overarching objective of the asset management strategy (Figure 44) is to maximise the 

availability of the fleet for service delivery, whilst maintaining regulatory compliance and 

promoting the Vessels’ safety and reliability. Thisshall be achieved by the collection and 

availability of maintenance data and an increased collective responsibility for asset availability 

within the Serco delivery organisation.  

 

To advanceSerco's asset management methodology, Serco has conducted a thorough review 

of current asset management processes within the IMS for planned maintenance, defects and 

dockings. The IMS processes are aligned with ISO 55001 and asset compliance and availability 

are monitored continuously. Accordingly roles and responsibilities have been developed to 

allow a collective understanding and emphasis on compliant, timeous delivery of the Tasks and 

associated data.  

 



 

 

Figure 44: Asset Management strategy 

 

At the core of the methodology isSerco's Planned Preventative Maintenance programme, 

containing Planned Maintenance, Inspections and Tests. This programme is applied diligently 

and coherently to the Vessel fleet and all outcomes are recorded for each asset. This provides 

a clear, current view of the asset and its availability and condition which, in turn allows, Serco 

to plan larger preventative maintenance works and dockings. Personnel involved in the 

operation and management of Vesselsshall be engaged in the delivery of planned maintenance 

tasks and the associated outputs in order to insure an increased collective responsibility for 

Vessel availability.  

Defectsshall be categorised based on the criticality of the asset, system or component and the 

nature of the defect. Correction of defects by Serco and service partner organisationsshall be 

driven to performance standards and recorded electronically in order to further improve 

availability and provide insight into reliability. Defect dashboardsshall be available to Serco and 

the Authority (Figure 45).  

Both defects and planned maintenance outputs and datashall be managed to internal 

performance measures to ensure that the data required to manage Vessel availability is 

available to Serco and the Authority in real-time.  

Scheduling of dry-dock surveysshall continue to be driven by regulatory requirements. Target  

Vessel availability requires that Serco deliver full docking scope to programme, however 

Sercoshall endeavour to make best use of allowable flexibility wherever possible to minimise 

disruption to the operational programme and satisfy Customer demand.  

This planshall apply to all Vessels and shore side plant and machinery used to support the 

Vessels in their function except for equipment used in the function of diving and dive support.  

  

    



 

 

 

Figure 45: defect dashboard (with placeholder docking dates)  

 

13.21 Obsolescence Management  

Implementing a system to regularly assess the lifespan of products and technologies is essential 

for Serco’s delivery of DMS-NG to stay ahead of obsolescence. By following the steps outlined 

in Table 37,Sercoshall achieve a deeper understanding of the Vessel fleet, systems and 

technologies to identify potential risks and develop a tailored roadmap for future innovation and 

development.  

 

To proactively manage or replace outdated equipment and technology,Serco's strategy involves 

regularly assessing the current state of equipment and technology, identifying potential risks of 

obsolescence and implementing a systematic approach to replacement before they become 

obsolete. This strategy aims to ensure that the DMS-NG contract stays competitive, avoids 

expensive repairs or downtime and takes advantage of advances in technology. Thisshall be 

carried out in conjunction with the Authority, from whomSercoshall obtain prior approval for any 

additional expenses (as required).  

 

This ensures that the DMS-NG service remains capable of supporting the Royal Navy and user 

groups by adapting to evolving market trends and technological advancements. Thisshall 

support mitigating the risks of product or technological obsolescence whilst meetingSerco's 

Bareboat Charter obligations.Sercoshall effectively manage obsolescence in partnership with 

the Authority to ensure the utility, availability, and residual value of the assets through the 

Contract term.  

 

As part of the dialogue and negotiation phase, a detailed report and costingsshall be included 

in relation to known obsolescence associated with SD Northern River.  

 

  



 

 

STEP DESCRIPTION 

Identification of key 

products and 

technologies 

The first step is to identify the key products and technologies within the 
fleet. This involves a thorough analysis of the organisation's product 
portfolio and technological infrastructure. By determining which products 
and technologies are critical to the service deliverables (SOR), Serco can 
prioritise remedial action.  

As incumbent for the ‘to be ’SDA 6’ fleet of Vessels,Serco have an intricate 

and robust understanding of the assets and a trend-based understanding of 

risk against the SOR / asset usage whichshall aid the process.  

 

As stated, a detailed report and costingsshall be included in relation to 

known obsolescence associated with SD Northern River. 

Research and 

analysis 

Sercoshall conduct (in partnership with key suppliers and through OEM 

notifications) research and analysis to understand the current market trends, 

technological advancements and potential disruptors. This involves 

monitoring industry publications, attending conferences and engaging with 

industry experts to stay up to date on the latest developments and foresee 

any potential threats to assets and systems employed onboard that may 

disrupt the delivery of the DMS-NG services. 

Regular 

assessment 

After gathering external data and insights and combining it with internal 

subject matter expert interfaces across the Serco business,Sercoshall 

conduct an internal evaluation to assess the current state and future life and 

risk of assets, components, and systems. This evaluationshall set out an 

agreed risk-based pathway to address any obsolescence, and identify any 

gaps, limitations and performance issues associated with each Vessel.  

Key activitiesshall include:  

• Conducting periodic audits to identify outdated equipment and 

technology.  

• Evaluating each item based on its age, performance, compatibility 

and availability of spare parts / support.  

• Analysing the impact of outdated equipment on productivity, efficiency 

and potential risks to overall operations.  

• Assessing the financial aspect, considering the cost of maintenance, 

repairs and potential losses due to failure or downtime.  

 

Risk Assessment Based on this evaluation, a risk assessmentshall be performed to identify 
potential risks and vulnerabilities that could lead to product or technological 
obsolescence and failure. This includes considering factors such as 
changing Authority requirements, emerging technologies, regulatory 
requirements and life expectancy of the assets against the Contract term 
and hand-back obligations.  

By understanding the risks,Sercoshall then prioritise (in partnership and 
agreement with the Authority as asset owners) the allocation of resources 
and take proactive steps to mitigate risks.  

Key activitiesshall include:  

• Prioritising equipment and technology updates based on criticality, 
potential risks and financial feasibility.  

• Giving higher priority to equipment that poses immediate risks to 
safety, security or regulatory compliance.  

• Considering the impacts of upgrading or replacing equipment on the 
overall system and infrastructure. 

Continuous 

monitoring  

To stay ahead of obsolescence, monitoring of the Vessels, assets and 

systems is crucial. The establishment of a monitoring system supported 

bySerco's SEAMS platformshall aid the detection of early warning signs and 

trends that indicate potential obsolescence risks.  



 

 

Planning, 

forecasting and 

action  

Sercoshall address minor issues, where possible, on an ongoing basis to 
ensure asset utility and availability. For safety, system and performance 
critical obsolescence issues, Sercoshall agree and create (with Authority 
stakeholders) remedial action plans and budget forecasting on a proactive 
basis.  

Sercoshall obtain quotations for approval by the Authority to be actioned 
through the Compensation Event process. Planningshall be in collaboration 
with the Authority to ensure minimal disruption, with a view that early 
warningshall allow for forward planning and consolidation with planned 
MRO events.  

Key tasksshall include:  

• Keeping track of technology trends and industry advancements to 
determine the expected lifespan and competitiveness of current 
equipment.  

• Anticipating the future needs of the organisation and align 
technological investments accordingly.  

• Establishing a technology roadmap or plan that outlines the expected 
timeline for equipment replacement, ensuring it aligns with budgetary 
constraints and business goals.  

• Allocating appropriate funds in the annual budget for equipment 

replacement.  

• Accounting for the anticipated lifespan of equipment and having 
sufficient funds to replace them in a timely manner.  

• Exploring leasing options or managed services agreements to 
mitigate upfront costs.  

Table 37: obsolescence management and planning 

 

By actively implementing this strategy, Serco can maintain the DMS-NG service delivery 

requirements and ultimately support the Royal Navy and user groups with training needs and 

their UK Defence and war fighting capabilities.  

 

13.22 Managing Communications with End Users and Other Stakeholders  

13.22(a) Serco’s delivery of the current CPMS contract requires close collaboration with the Authority 

and industry partners, bringing together the end users, the contracting authority, industry 

regulators and commercial partners. This wide range of stakeholders for Offshore Support to 

Military Training and Exercise includes:  
 

• DMS; 

• Navy Command Headquarters (NCHQ); 

• Maritime Assault Brigade 6 (HQ RM Poole);  

• Maritime Assault Brigade 2 (HQ Hereford); 

• NATO Submarine Rescue (NSRS); 

• Defence Infrastructure Organisation (DIO); 

• Submarine Delivery Agency (SDA); 

• Royal Navy Mining Unit (RNMU); 

• Submarine Parachute Assistance Group (SPAG); 

• Flag Officer Sea Training (FOST); 

• Joint Electronic Surveillance (JES); 

• Commando Helicopter Force (CHF or MAG); 

• UK Strategic Command (UK STRATCOM); 

• Air and Space Warfare Centre (ASWC); 



 

 

• Defence Advanced Research Projects Agency (DARPA); 

• Defence Intelligence (DI); 

• Atomic Weapons Establishment (AWE); 

• Defence Science and Technology Laboratory (DSTL); and 

• QinetiQ  

 

13.22(b)Sercoshall continue the same approach in the DMS-NG Contract, ensuring collaboration is a 

key component toSerco's delivery.Serco's approach to managing communication with End 

Users and other stakeholders in relation to Tasking, is consistent, complete and transparent 

throughout the requirement definition and Task delivery process.  

 

13.23 GOVERNANCE (STRATEGIC BOARD 6 MONTHLY, AD-HOC STRATEGIC BOARD, 

MONTHLY PERFORMANCE, LOCAL PERFORMANCE MANAGEMENT WORKING GROUP 

SDA)  

13.23(a) The communication of Task performanceshall be formally presented by Serco to the Authority 

at the Monthly Performance Meeting. Sercoshall break down delivery performance in such a 

way that it can be understood by the Authority for the purposes of performance assessment and 

continuous service delivery improvement. The breakdown of performance shall include 

assessment of requirement definition and programming, delivery option selection, planning for 

delivery and Task delivery. Communication of performance across the end-to-end service 

delivery process shall be beneficial in informing and understanding performance root cause and 

CI.  

 

13.23(b) Sercoshall be responsible for the preparation and delivery of Service Improvement Plans 

andshall share the progress and outcomes with the Authority.  

13.24 PLANNING AND SCHEDULING 

13.24(a) Serco maintains a current view of Vessel, crew SQEP and equipment compliance andshall 

share with the Task Authority and Entitled Users for the purposes of planning and programming. 

Serco shall also share the Vessel availability programme to include planned outages for 

Planned Maintenance, Dockings and a provision for Defect rectification for each Vessel. This 

shall be communicated electronically, in the form of dashboards and in advance of planning 

meetings to allow for Tasking Authority preparation. Sercoshall immediately share the impact of 

any disruption to the Vessel availability programme in the form of emergent defects and 

Authority Tasking overrun.  

 

13.24(b) Sercoshall review all Taskings with the Authority and entitled end-users at the Task pre-brief. 

The purpose of the pre-brief is to examine the requirement in detail to establish the voracity of 

the risk assessment and associated Serco VOP. Sercoshall openly share any concerns 

regarding the Tasking from either the Operations Control function or the perspective of the 

Vessel Master, and detail any amendments required to be made to the risk assessment or VOP. 

Provided a safe means of delivery is established to the satisfaction of all stakeholders, the Task 

shall proceed to delivery. Should any amendments be required to the safe operating procedure 

and/or the equipment, training required for delivery, Sercoshall request a deferral of Tasking.  

 

13.25 DELIVERY  

13.25(a) For final requirement confirmation, communication shall be directly with the Tasking Authority 

and/or the End-User Unit using details provided by the Tasking Authority as part of the DIN 

requirement. Once Tasking is fully accepted by Serco, the SDA Operations Managershall 

communicate confirmation to the End-User directly.  

13.25(b) Communication of On-Task coordination with the End-User shall be directly with the Serco 

Vessel Master. All refinements and changes to the requirement shall be logged in SEAMS, by 



 

 

the Vessel Master understanding fully that changes may be made by the End-User for any 

reason until the date and time of Task completion. See Figure 46 for summary of the 

Communication Management process.  

13.25(c) For Tasks in progress, communication shall be from the Vessel(s) to the End User of the Task. 

Communications shall be by HF radio and/or mobile telephone. The Vessel(s) shall also 

communicate with the SDA Operations Manager should assistance be required, noting that 

Task progress is visible to the Operations Manager via SEAMS. In periods of absence of the 

SDA Operations Manager, the HdSDA shall be the operational support point of contact ashore.  

 

Figure 46: communication management 

13.25(d) Following the receipt of the SDA 6 work instruction via SEAMS, whichshall include a point of 

contact and method of communication with the user unit, the Master of the Vesselshall complete 

the pre-task briefing, noting all the key aspects of timing, location, call signs etc., and any 

specific safety requirements or deviations from the normal agreed procedures.  
 

13.25(e) Sercoshall adhere to the varied communication methods stipulated in the SOR according to 

Task and end user and as stated in the Tasking Guidelines. The Serco HdSDAshall proactively 

assess the way these communications are working by observation and checking of logs 

andshall then make any suggestions for changes or improvements at the joint review of the 

Tasking Guidelines as part of the regular review process. The regular testing and, where 

necessary, the maintenance, of communication equipmentshall be undertaken in accordance 

with manufacturers guidelines and also form part of the daily onboard checks.  

13.26 Afloat Personnel  

13.26(a) Crew Availability and Roster Arrangements (including for Training)  

SQEP availability shall be optimised by driving the training and qualification matrix. Each Crew 

role has assigned training requirements. The HdSDA shall have continuous visibility of the 

training data from the dashboard to manage the Crew training programme with the Vessel 

Masters. Training shall be programmed in order that qualifications do not lapse, training dates 

are not missed  and to maintain qualification in accordance with the Training Matrix at Figure 

18. For all SQEP, training shall be programmed so as not to interrupt Taskings and to ensure 

the capacity is available to deliver short notice requirements.  

Crew attendance shall be managed on a programmed basis. Serco has taken steps to minimise 

crew unplanned absence by the introduction ofSerco's Employee Assistance Programme to 

supportSerco's teams and provide a psychological and physical safe space to work.  

 

Sercoshall crew both Vessels with SQEP appropriately security cleared. For the purposes of 

assessment, crew are assigned to Vessels, though they are required to work flexibly across 

Vessels and Vessel types to deliver the Authority services over the twelve-month period from 

SCD.  

 

  

    



 

 

Crewsshall be Serco employees and it is intended that agency staff are used only by exception. 

The operating model at section 3.6 of this Plan demonstrates that agency staff shall not be 

required other than in circumstances beyond the unplanned absence levels modelled. 

Nonetheless, should agency staff be required,Serco's Vetting and Onboard teamshall 

collaborate with the Agency lead to provide assurance that all personnel have the required 

security clearance, skills and experience to undertake the necessary Task. Serco has an 

agency delivery partner organisation – Seamariner Ltd – who can provide SQEP crew 

substitution to cover for planned and unplanned periods of absence of crew.   

 

Our entire seagoing staffshall comply with the guidance as set out in MSN 1767(M) – ‘Hours of 

Work, Safe Manning and Watchkeeping Revised Provisions from September 2002’. All staff 

employed by Serco in ‘seafarer’ roles are required to complete and submit MCA timesheets and 

these are made available to the MCA for inspection. Staff are made aware that nonadherence 

to MSN 1767 is an offence and this would be dealt with throughSerco's disciplinary procedure. 

Adequate contingencyshall be planned withinSerco's crewing arrangements so that individuals 

are not put in a position where they might work over the recommended hours.  

 

Any operations that have the potential to overrunshall be addressed immediately soto ensure 

that the risk of fatigue is minimised. 

Any apparent under-utilisation of staffshall be monitored to ensure that the workforce is offering 

best value for money, with routine maintenance and Vessel husbandry tasks taking place during 

any periods of inactivity for example during periods of bad weather.  

 

The following illustration shows the roles comprising Vessel crews for each Vessel.  

 

Figure 47: Vessel Crew and roles 

13.26(b) Total Personnel Resources  

 

The Vessel fleet, where possible,shall be complemented to core manning at all times. This is 

subject to short notice / short-term illnesses, training courses and high priority programme 

changes which require key personnel to man other Vessels. The Vessel complements are to 

  

  



 

 

be maintained at the levels shown in Figure 46 except as required by exceptional operational 

demands. The SDA 6 complement being a total of 66 seagoing employees for the proposed 

DMS-NG Vessel fleet.  
 

Serco understand that SQEP must be maintained as a combination of training (including 

qualifications / certifications), Vessel and equipment familiarity. The compliance of afloat 

personnelshall be managed by the SDA Operations Manager in accordance with the SQEP 

matrix. The timing of training, qualifications and Vessel familiarity is managed by SEAMS 

andSerco's Learning Management System (which provides automatic prompts), ensuring 

SQEP. This shall greatly reduce incidence of noncompliance and enable the crew availability 

modelled at 3.6 of this plan to be maintained.  

 

A draft ‘plan on a page’ schedule ofSerco's crew resource plan for delivery of the Services 

throughout the twelve (12) month period commencing on the Service Commencement Date is 

shown in Figure 47 to demonstrateSerco's necessary crew availability to provide the number 

and type of SQEP required to effectively deliver the Tasking in accordance with the SOR are 

available throughout. The full programme is found in the Operational Model in section 3.6 of 

this response. 

13.26(c) Personnel Rotation  

To maximise Vessel readiness and availability, Serco shall crew both Vessels on a continuous 

basis. Though the crew composition differs slightly between SDNR and SDVIC, each shall 

have two crews rotating on a rostered six-week on, six-week off pattern.  

Crew changeovers are staggered such that they are three weeks apart in order that they 

may be managed effectively and provide full crew SQEP. Crew rotation is shown in Figure 

48 below.  

 



 

 

Figure 48: SDA 6 crew rotation 

 

  

        



 

 

Figure 49: SQEP requirement 

13.27 SHORE-BASED PERSONNEL  

13.27(a) Details of the total shore-based personnel required to deliver the Services identified in the 

Tasks as described in the SOR throughout the twelve (12) month period commencing on the 

Service Commencement Date.  

The shore-based personnel dedicated to the delivery of Offshore Support to Military Training 

and Exercisesshall be as shown in Figure 4950. The organisation shall be fully compliant with 

MCA regulation andshall deliver services in strict accordance with the Serco IMS as defined 

within this response.  

 

Figure 50: shore-based personnel 

13.28 HEAD OF SERVICE DELIVERY AREA (HDSDA)  

 

  

    



 

 

13.28(a) The HdSDA is responsible for all aspects of Service Delivery. During the transition phase in 

the period from Contract Award to Service Commencement Date, the team is supplemented by 

the Serco Mobilisation, Transition and Transformation team.  

 

13.28(b) Serco operational management teamshall be able to utilise office and stores facilities within 

Portsmouth and Plymouth Dockyard Ports when required. Both ports offer convenient locations 

as they are central to a large element of the domestic SDA 6 Tasking. Serco’s use of these 

portsshall allow the HdSDA to work flexibly by allowing free movement for meeting with the 

Tasking Authority and Entitled Users of the service. The SDA Operations Manager and SDA 

Technical Managershall also have access to engineering support providers and docking 

facilities within the area of both dockyard ports.  

13.29 AFFECTED SERVICES  

13.29(a) Affected Services are operational commitments required by the MOD under the DMS-NG 

Contract. They are pre-defined activities that temporarily fall outside of MCA regulations for the 

extent of the Task. Affected Services are defined in DSA03 Regulatory terms for DSA02 DMR 

Regulations as:  

 
“Military activities conducted by Civil Registered ships (Government owned, contractor operated 
(GOCO), contractor owned, Government operated (COGO) and contractor owned, contractor 
operated (COCO)) listed in Memorandum of Understanding (MOU) between the MOD and MCA 
as beyond certified civil activities.”  
 

13.29(b) The provision of Affected Services embraces a wide range of waterborne and associated 

support activities in UK waters; however, some aspects of military training which are Affected 

Servicesshall extend worldwide. While most work is in support of the Royal Navy, support is 

also provided across a wide customer base, including the Army, RAF, DE&S, Navy X. Operation 

and maintenanceshall conform to the requirements set by the Merchant Shipping Act and the 

International Maritime Organization (IMO) andshall be regulated by the UK MCA and MCA 

recognised certifying authorities such as Lloyds Register. However, by the very nature of certain 

military maritime requirements, some activitiesshall fall out of scope of normal merchant 

shipping legislation.  

 

13.29(c) The delivery of Affected Services falls outside MCA regulatory rules. Sercoshall ensure a 

suitable and proportionate SEC developed in conjunction with DSA02 DMR regulations is 

produced and provided to DMS Head as the Accountable Person (AP) acting on behalf of the 

MOD 2* Senior AP. This SEC must receive written confirmation of Authority endorsement in the 

form of an Affected Service Certificate of Compliance (A/SCoC) for acceptance on the Affected 

Services regime and registration on the Defence Shipping Register whichshall be stored on 

SEAMS. DMS Head as the MOD Accountable Persons holds a Defence Maritime Regulator 

Approval to Authorise MOD Shipping (ATAMS) and a DOC for those Vessels of 500GT or more.  

 

13.29(d) The Naval Authority Group (NAG) is the internal MOD certifying body for all key hazards 

associated with the conduct of the activity (carriage of explosives). DMS remain the MOD 

Platform Authority and liaison relating to the MOD explosives certification is to be passed 

through the Platform Authority Professional Officer.  

13.29(e) In the event of an incident during Affected Services, the MAIB are to be notified as per civilian 

process and procedures. The MAIB may choose to refer the incident to the Defence Accident 

Investigation Branch (DAIB) to investigate.  

13.29(f) Affected Services are managed in accordance with the MCA / MOD MOU and Affected Services 

Working Group chaired by DMS Head. All actions from the meeting are captured against 

established terms of reference (TORs) with an escalation route to MCA / MOD MOU Working 

Group. Affected Services audits form part of the 1st and 2nd Party assurance process with DMS 

utilising the services of an ISEA to conduct assurance audits. Affected Services are discussed 

internally and via the LSEWG and Executive Safety and Environment Board (ESEB).  



 

 

 

13.29(g) The Affected Services list of Vessels authorised to conduct Affected Services is maintained by 

DMS and a copy is held on Marine SharePoint. (DES / Safety Cases / Affected Services). 

A/SCoCsshall be managed by Serco using SEAMS.  

 

13.29(h) The Management of Affected Servicesshall be undertaken in accordance with the MOD / MCA 

MOU and the established Codes of Practice (CoP) which are instructions presented in the 

manner of a formal agreement between the Authority, the Entitled Customer and the Contractor. 

These instructions provide a means of governing the provision of marine support to the Tasks 

where there is potential for command-and-control issues between the various parties. They also 

provide for onboard protocols and guidance to enable the crew and embarked personnel on the 

Vessels allocated to the programmed Tasks to identify areas of responsibility and control during 

the training (Tasks). In so doing, they aim to emphasise the delineation between activities 

undertaken in support of the Task and those undertaken as part of the general operation of the 

Vessel andshall form part of all VOPs.  

 

13.30 Competence for Conducting Affected Services 

13.30(a) The competency standards for Serco seafarers engaged in delivering an Affected Service is 

defined within by The Merchant Shipping (Training and Certification) regulations (as amended) 

or The Merchant Shipping (Boatmaster’s Qualifications, Crew and Hours of Work) Regulations 

(as amended), as applicable to the Vessel type, area of operation and activity. Further 

familiarisationshall be conducted and recorded in accordance with the HR policy within the IMS. 

In addition, the following requirements shall be met:  

 
(i) Passenger Transfer Making Way Underway 

 

The Mastershall ensure crew engaged in the Affected Service are competent in their 

role and responsibility identified in the safe system of work. Exercises and drills in 

emergency preparedness shall be completed in accordance with the ship’s safety 

management system.  

 
(ii) Affected Services Safety Case Management and Safe System of Work  

 

Affected Services Safety Casesshall be defined and agreed by the MOD at Contract 

commencement. The safety cases are maintained though-life in accordance with OPS 

408 Vessel Acceptance.  

 
(iii) Affected Service Safety Case Management  

 

The requirements relating to the Management of Affected Services Safety Cases for 

the DMS-NG Contractshall be contained within the Safety and Environmental Case 

Report.  

 
(iv) Affected Services Risk Assessment and Safe System of Work  

 

The risk assessment and safe system of work for conducting an Affected Service on a 

Serco operated Vesselshall be documented in an an operating procedure, titled an 

Affected Service Vessel Operating Procedure. (ASVOP). ASVOP’sshall be initially 

approved by DMS for new capabilities andshall be issued and controlled as part of 

Serco’s IMS.  

 

13.30(b) Where an ASVOP is not in place, the original safety case report, hazard log and hazard log 

sheetsshall remain extant. In completing a ASVOP the relevant ship hazard information 

contained in these documentsshall be captured in the ASVOP.  

 

13.30(c) Once the ASVOP has been approved and issued and implemented on board the relevant 

ship(s)the original safety case reports and logsshall be archived as part of the Vessel class 



 

 

safety case. ASVOP’sshall be subject to the same review process described inSerco's Risk 

Assessment and Hazard Identification procedure and subsequently issued with the A/SCoC 

from DMS. 

 

13.30(d) For all Tasks comprising the Authority requirement, Serco comply fully with the UK, European 
and international maritime legislation in their management and operation. At the point of 

requirement definition with the Tasking Authority or their delegated representative, Serco shall 

assess the requirement against the criteria for qualification as an Affected Service and shall 

agree with the Authority in all such circumstances. Affected Services which fall under the scope 

of the Memorandum of Understanding between MOD and the MCA, Sercoshall also agree with 

the Authority, the prevailing Code of Practice (CoP). For Tasks where no Code of Practice is in 

existence, Serco shall draft the document for discussion and agreement with the Authority in 

advance of selection of Vessel(s) and crew.  

 

 

Figure 51: Affected Services 

13.30(e) Sercoshall develop the Risk Assessment in strict accordance with the IMS. Table 44 

demonstrates an example Risk assessment fromSerco's current SDA 6 ASVOP for SD Warden 

– Torpedo Recovery.  

 

For all Tasks not qualifying as Affected Services, Serco shall comply fully with Merchant 

Shipping legislation.  

Ref Identify the 

specific hazards 

associated with 

the Task 

Identify the passive and 

physical controls in place 

Risk Profile 

Likelihood Severity Risk Factor 

1 Loss of engines Planned Maintenance 
System - Amos. Daily 
weekly and Monthly 
Checks. SQEP Engineers 
supported by Technical 
Shore-side assistance. 
Redundancy systems.  
Communications with 

R/C. Test.  

Stopped in event of 

engine failure. 

2 1 2 

2 Loss of  

Communications 

Frequent tests under 
GMDSS regs. Contracted 

1 1 1 

  

  



 

 

shore-based 
maintenance. UHF 
requirement by MOD. All 
comms passed through 
R/C. Mobile phone. Aldiss 
Lamp. Day Time Flag 
signals. R/C can  
communicate with 

submarine  

directly  

Test Stopped 

3 Vessel following 

wrong course 

Course is set by agreed 

run plan. Read and read 

back to R/C by torpedo 

firing Vessel and 

monitored by SDNR. 

Course monitored by R/C. 

R/C would inform of 

deviation from run plan. 

Course corrected on 

instruction from R/C. 

SQEP Master and crew. 

2 1 2 

4 Torpedo departs 

from planned 

parameters 

Assumption that Torpedo 
and systems are in good 
working order. Reference 
Hazard Assessment sheet 
4. Spearfish Safety  
Assessment. SDNR 

informed by  

R/C by communicating 

relevant BUTEC Brevity 

code. SDNR takes 

instruction from R/C. 

Torpedo stopped by R/C / 

torpedo firing Vessel. 

1 5 5 

5 Torpedo strikes 

hull 

The weaponshall have a 
hardware medium speed 
restrictor fitted. Watertight 
doors to be closed during 
firing serials to provide 
reserve buoyance / 
damage stability. Ability to 
pump from any underdeck 
compartment. Stability 
booklet. Deck 
compartment vents 
closed. No persons below 
main deck level. Assisting 
boats in vicinity, adequate 
LSE.  
Communications with 
R/C. Vessel flooding Drills 
as per training matrix 

1 5 5 

Table 38: Affected Service specific risk assessment example 

13.31 Sites, Logistics, Supply and Storage  

13.31(a) The Sites Proposed to Deliver the Tasking  



 

 

 

Given the locations of the End-User units and geography of the SDA 6 services when delivered 

domestically within UK coastal waters, Sercoshall utilise Portsmouth and Plymouth Dockyard 

Ports. Similarly, it is planned that both SDNR and SDVIC dockingsshall typically take place at 

Southwest coastal locations to minimise anticipated transit time, fuel costs and associated 

carbon emissions. Serco do note, however, that finalisation of docking timings and locationshall 

be based on the DMS-NG programme and requirements, and subject to Authority agreement.  

Office, meeting and crew briefing space shall also be utilised on both sites (as required) to 

accommodate the Serco shoreside compliment of one SDA Technical Manager and one SDA 

Operations Manager during the standard business day. The HdSDAshall be mobile to meet with 

the Tasking Authority and End-Users for the purposes of programming and detailed Task 

planning.  

The SDA 6 services, though delivered worldwide, are domestically concentrated in the 

southwest and shall be delivered from the Portsmouth and Plymouth locations, supporting the 

principal End-User training operations around the east south and western coast of England and 

Wales. Serco has sourced suitable office accommodation as well as suitable storage facilities.  

13.32 Proposed Logistics, Supply and Storage Arrangements  

13.32(a) In support of the Asset Management strategy to provide Service Delivery by maximising Vessel 

and crew availability, Serco shall hold operational consumables including PPE and Vessel 

consumables and selected components and service kits. Stockshall be managed in short term 

storage facilities at the Portsmouth and Plymouth Port facilities. Stock is managed and 

controlled using SEAMS which shall also provide insight into demand and the impact on service 

delivery.  

 

13.32(b) Serco has commercial engineering stock arrangements with Finning and Royston for SDA 6 

Vessel fleet. Serco also has commercial stock arrangements for PPE.  

 

13.32(c) The Portsmouth and Plymouth locations are ideally situated for the provision of the domestic 

SDA 6 services. Specifically, the proximity of the End-User organisations and the domestic 

training areas shall promote efficient and effective transit times and fuel economies. This 

proximity offers efficiency, particularly when processing Affected Service requests and 

developing the associated risk assessments and VOP for Authority approval and allows Serco 

to react to deliver Critical Short notice services with certainty.  

13.33 PROCUREMENT OF FUEL  

13.33(a) Sercoshall compete the provision of fuel for all Vessels in all port locations for a single fuel 

bunkering provider every three years. The competition shall be conducted transparently with 

the Authority invited to participate in the procurement process to ensure process compliance 

and transparency. Serco shall track fuel volume pricing and report monthly a commercial 

appraisal of the bunkering rate as part of the monthly delivery performance report.  

 

13.33(b) When bunkering fuel, all Vessels shall request a work order to be raised by the Serco shoreside 

staff. The Vessel shall record the fuel drawn on the work order. This record for all Vesselsshall 

be reconciled with the bunkering provider monthly statement with all anomalies fully reconciled 

prior to submission to the Authority for recharge. Fuel bunkeringshall be monitored continuously 

by Serco.  

 

13.33(c) Should the Authority wish that Serco utilise MOD fuel,Serco shall utilise the work order process 

to ensure that the fuel reporting requirements of Schedule 6 be delivered. The Serco Fuel Usage 

Reportshall confirm that:  

• The fuel costs passed through to the Authority are a true reflection of the cost paid by the 

Contractor for such fuel. 



 

 

• Any discounts, buying arrangements and/or corporate arrangements for fuel have been fully 
disclosed and the full benefits have been passed through to the Authority.  

• Clause 25.2 (Fuel and Utilities) has been fully complied with.  

 

13.34 Operational Model  

13.34(a) Serco has developed the operational model ofSerco's proposed solution to meet the 

requirements of the SOR. The Operating Model calculation articulates the headroom for each 

resource required.  

 

13.34(b) For Vessel resource, the headroom calculation is based on SOR Task volumes, durations and 

concurrencies, and contains provision for planned and unplanned engineering outages.  

 

13.34(c) For shoreside labour resource of all categories, the calculation is based upon known Task 

volumes and established estimates of duration and contains provision for planned and 

unplanned absence. The headroom provision is maintained to recognise the elements of each 

role which cannot be modelled using known volumetrics, examples of which are shown in Table 

45.  

 

ROLE HOW THEY ARE DEPLOYED IN THE DELIVERY OF SERVICES 

Head of Service  

Delivery Area  

(HdSDA) 

• Safety of employees, contractors, and Authority personnel 

when on company Vessels and in shore establishments.  

• Responsible for all aspects of Service Delivery.  

• Social Value Lead – driving the Authority’s social value 

requirements.  

• Assurance and compliance duties (Assure), including the SMS.  

• Oversee operational compliance.  

• Collaborate with the SDA Technical Manager and SDA 
Operations Manager to ensure the crews and Vessels are 

SQEP to deliver the Contract.  

• Management and control of budgets for the Contract 

Management Information and Reporting. 

• HR obligations.   

SDA Technical Manager • Maintaining Vessel availability  

• Maintaining equipment availability. 

• Oversee Engineering Service Partners, ensuring compliance 

with regulations and contractual requirements. 

• Attendance, as required, to Local Performance Working Group 

for SDA 6.   

SDA Operations Manager • Managing purchasing  

• Assisting the management of payroll  

• Manage crew SQEP. 

• SEAMS superuser. 

• Attendance at Local Performance Working Group for SDA 6. 

Table 39: elements of each role which cannot be modelled using known volumetrics 

13.34(d) For roles categorised as indirect and direct overhead, apportionment has been made based 

on the Serco Maritime and Aviation business Unit Target Operating Model  

 



 

 

14 SOCIAL VALUE PLAN 

EMPLOYMENT, EDUCATION AND TRAINING 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

14.1 INTRODUCTION  

 

14.1 (a) Serco’s current contract team has an extensive knowledge of the issues relating to the 

socioeconomic impact of remote rural areas and known skills shortages, specifically impacting 

the Maritime industry.   

14.1 (b) We recognise the importance of providing resource support in achieving social impact 

throughSerco's Social Value Initiatives (SVIs) and as suchSercoshall invite colleagues across 

the Contract to selfnominate to undertake a ‘Social Value Champion’ (SVC) role in addition to 

their operational role. The SVCshall be responsible for promoting, measuring and reporting 

social value activity, working alongsideSerco's dedicated People Partners, Talent and 

Development Leads, Talent Acquisition Leads, Learning and Development SMEs as well as 

Industry Ambassadors and local stakeholders.   

  

14.1 (c) The DMS-NG Senior Management Teamshall be responsible for setting Social Value (SV) KPIs 

in collaboration with the Authority to ensure they are relevant, applicable, deliverable and fit for 

purpose. The SVCshall support the implementation of agreed initiatives, liaising with internal 

and external stakeholders to promote SV across the Contract.  

 

14.1 (d) All of the SVIs outlined within this responseshall apply across all SDAs, providing equal access 

for all, regardless of role or location.  

 

14.2 CREATING EMPLOYMENT AND TRAINING OPPORTUNITIES  

 

14.2 (a) Employment opportunities for Contract 4shall be based around the UK, including numerous 

deprived areas such as those in the Scottish Highlands and counties surrounding the Clyde. For 

example, the three counties surrounding the Clyde: Inverclyde, Renfrewshire and West  

Dunbartonshire contain 13 out of the top 100 deprived zones according to the most recent 

Scottish Index of Multiple Deprivation (an area-based measure of relative deprivation). Evidence 

suggests that people living in such rural areas experience deprivation differently with particular 

challenges for those in very remote rural areas including:  

• Barriers to employment;  

• Reduced opportunities to earn adequate income; 

• Reductions in access to education and training; 

• Higher consumption of fuel for heating and transport; and 

• Higher cost of living impacted by prices to for basic essential supplies.  

 

 

14.2 (b) These factors can work as a compound with the low incomes of people in remote rural areas 

being exacerbated by additional costs including more expensive food and fuel.  

 

14.2 (c) We are extremely proud to have created employment and training opportunities in the Clyde 

area for the last 27 years. As part ofSerco's continued support on the DMS-NG 

Contract,Sercoshall maintain the five foundational principles of quality work (as referenced in 

the UK Governments Social Value Model):  

 

• Satisfaction: Adopting a positive attitude to flexible and modern working applications 

(each requestshall be dealt with individually, taking into account the effect on the 
Contract and ability to conduct the role). This approach ensuresSerco attract and 

retain experienced and skilled people; 



 

 

• Fair Pay: Benchmark salaries for particular roles (e.g., bespoke, new or senior 
positions) prior to recruitment with Willis Tower Watson to ensure thatSerco are 
paying the competitive salary across the industry and geography for the role; 

• Participation and progression: Provide all employees the opportunity to develop, 

through apprenticeships, certified qualifications and tailored progression programmes; 

• Well-being, safety and security: Communicate the additional benefits of working in 

Serco including, mental and physical wellbeing programmes andSerco's Inclusion 
networks, where the members work together to ensure everyone can be themselves 
and feel they belong at work.Serco take into consideration individual needs when 

developingSerco's networks, programmes, and job profiles (e.g. ageing staff, young 

parents, carers); and   

• Voice and Autonomy: Staff have a voice through trade unions, employee forums, 
annual engagement surveys and have the opportunity to take part inSerco's 
operational excellence programme, where staff can take ownership of business 

improvement opportunities.  

 

14.2 (d) Serco Maritime Services also has a dedicated training team that delivers a multitude of courses 

to both seagoing and shore-based personnel.Serco also enableSerco's employees to develop 

via apprenticeship programmes. This includesSerco's relevant deck and engine apprenticeship 

schemes, management and leadership apprenticeships and role specific programmes such as 

data and business administration. As well as apprenticeship programmesSerco have internal 

talent programmes to support colleagues with their development and career progression. For 

example,Serco have specific programmes to promote inclusivity and drive progression amongst 

particular groups (e.g., women in Defence).Serco also run instructor led virtual sessions weekly 

for any colleagues to attend and increase their skills and knowledge.  

 

14.2 (e) We are committed to creating opportunities for people with a disability or health condition.Serco 

have worked with specialist external organisations such as PurpleSpace (a networking and 

professional development hub for disabled employees, leaders and allies),Serco's employee-

led Inclusion Networks and subject matter experts to identify and remove barriers. This includes:  

• Being clear about the opportunity and explaining if the role is suitable and can be 

adapted to individual needs, i.e. accessibility requirements and flexible working; 

• Giving people the ability to demonstrate their skills. Disabled people, especially those 
with cognitive or learning needs, may perform better when an interview and interview 

style are based on their individual needs; and 

• Overcoming a lack of understanding, bias and misconceptions from recruiting 

managers. Recruiting managers undertake equality and diversity training to avoid 
assumptions being made about candidates regarding needs or ability to deliver the 
role, allowing them to assess candidates’ suitability on ability and to help colleagues 

understand the benefits a diverse workforce can bring.  

 

14.2 (f) We are committed to implementing internal practices (i.e. promoting and developing internal 

networks such asSerco's Inclusion Hub) to support inclusivity within the DMS-NG 

workplace.Serco can demonstrateSerco's commitment for change and to challenge attitudes in 

allSerco's industry sectors asSerco are recognised as a Disability Confident Leader andSerco 

have signed up to the Race at Work Charter (a BiTC-led public commitment to improve equality 

of opportunity in the workplace). During the recruitment process, bias is minimised by using 

bespoke technology to remove personal identifier information when drafting candidate shortlists. 

Interviews are behavioural and value-driven, andSerco operate successful guaranteed interview 

schemes for people with disabilities or long-term conditions.Serco have accessibility software 

enabled onSerco's website careers page called RECITE which creates an inclusive experience 

for candidates with disabilities or conditions. 

  

 



 

 

14.3  SUPPORTING EDUCATIONAL ATTAINMENT  

 

14.3 (a) Serco believe there is huge opportunity to extend the fantastic work on careers and progression 

that has been demonstrated through the operation of the current Marine Services contract.   

 

14.4  UNDERSTANDING AND ADDRESSING SKILLS GAPS WITHIN THE INDUSTRY  
 

14.4 (a) We have a deep understanding of the educational and careers requirements in England and 

Scotland andSerco are committed to supporting the Maritime Industry to meet the future skills 

needs of the sector.Serco work with Maritime UK as a Careers Campaign Partner, andSerco 

engage with Local Enterprise Partnerships to support both local and national careers 

events.Serco offer work experience opportunities and support local schools with mock 

interviews and career insights.Serco's Industry Ambassadors take part in careers sessions at 

local schools, sharing their lived experiences of the opportunities available in the maritime 

sector, helping to inspire the next generation of seafarers and ensuring the opportunities are 

understood better including the shoreside support and technical roles.  

14.4 (b) Serco’s Maritime Services teamshall lead the implementation of the following SVIs on DMS-NG:  

 

• SVI1:Sercoshall continue building relationships with Skills Development Scotland, 

Regional Economic Partnership and Local Authorities to ensureSerco are promoting 

apprenticeships to the broadest audience.  

• SVI2:Sercoshall support Developing the Young Workforce programmes, preparing 

learners for future pathways. Building onSerco's support to My Climate Path. 

Employees can volunteer to attend sessions to promote opportunities in the sector and 

share their stories.   

 

14.4 (c) We support colleagues across the contract with their career progression, encouraging the 

chance to attend national careers events. They can share their experiences by speaking at the 

events, gain insight into what opportunities are available to them in their career and also to 

develop their peer network. This provides a direct opportunity to influence what the community 

hears about job opportunities. Often career events are mandatory attended, which also means 

access to a wide demographic across the socio economic groups.   

14.4 (d) We are taking steps to help address the recognised future skills shortages in maritime 

engineering roles. Working as part of a Marine Coastguard Agency work group to 

broadeningSerco's offering in engineering roles,Serco are developing Officer of the Watch 

(Engineer) Apprentice sub 500GT NC Apprenticeship and Small Vessel Engineer (SVE) 

Apprenticeships programmes.  

 

14.4 (e) We have been working with the maritime industry over the last couple of years to modernise the 

certification required to serve on smaller vessels. This includes a full review of syllabi, exam 

format and content as well as modernising things such as the Training Record Books to a digital 

format.  

 

14.5 THE SERCO MARITIME ACADEMY FOR DMS-NG  
 

• SVI3: Serco has developed an internal Maritime Academy, a holistic approach bringing 

togetherSerco's training, development, in-work progression, engagement and 

employment opportunities. The consistency and leadership the academyshall bring to 

educational attainment on the DMS-NG Contract is complemented by a bottom-up self-

management approach. This enables maritime colleagues to control their self-

development within a supported environment, where they know which opportunities are 

available to them to drive continuous improvement. Sercoshall provide feedback of 

relevant information specific to each SDA to the Maritime Academy.  

 

• SVI3a: Serco’s Maritime Academyshall be promoted and supported across the DMS-

NG Contract by a cohort of ‘Ambassadors’. The Academy Ambassadorsshall be points 



 

 

of contact with knowledge and awareness of how the academy works, enabling them to 

support colleagues in navigating the academy, and to also communicate, engage and 

drive change in line with key objectives identified by the Maritime Academy. The 

Academy forms part ofSerco's employment proposition, demonstratingSerco's 

commitment to people development.  

  

14.5 (a) The Maritime Academyshall be supported by Serco’s Learning Management System for the 

DMS-NG Contract. This offers allSerco's staff access to 3,000 courses covering topics such as 

functional skills, business, safety, and digital practices to compliment the Academy and help 

their development journey.   

 

14.5 (b) Our in-house design team can make amendments to courses for employees with a disability to 

support inclusivity.Serco introduced the ‘Work Adjustment Passport’ viaSerco's disability 

network, which enables employees to document how their condition affects them and any 

adjustments they need.  

 

14.5 (c) This, alongside Individual Learning Plans (which are informed by Disability Statements or 

Educational Health Care Plans) detail specific support strategies for employees including any 

academic / technology adjustments.Serco's dedicated Inclusion Hub further supports the 

diversity agenda by providing online tools and guidance to promote diversity and inclusion.   

 

• SVI3b: As part ofSerco's Maritime Academy Proposition,Sercoshall introduce a 

dedicated people led communication network, the Academy Hub, as a central channel 

for sharing and communicating information, updates andSerco's ambitions. The 

Hubshall utilise Serco’s existing 0365 infrastructure such as SharePoint to enable 

distribution across the DMS-NG Contract and the wider business. The Academy 

Hubshall include news stories, employee network links and other resources with the 

purpose of being a single point of contact for information, enabling staff to work 

collaboratively and efficiently, maximising impact. Importantly, the Academy Hubshall 

enableSerco to gather feedback and measure employee engagement specific to the 

DMS-NG team to driveSerco's continuous improvement process. 

 

• SVI3c: The Maritime Academy (Figure 51) includes external partners and programmes, 

contributing to employment and education ofSerco's staff.Sercoshall support the Career 

Transition Partnership (CTP) and Maritime UK through careers fairs, talks and advice.  

 

14.5 (d) Working with the above,Sercoshall identify opportunities to support employment and education 

(e.g. careers talks) in both the local and maritime communities.Sercoshall map these 

opportunities to prioritise those local to the sites from which this Contractshall be delivered.   

 

14.5(e)Serco have built a long term relationship with Maritime UK, which helpsSerco understand the 

issues facing local maritime communities, enablingSerco to tailorSerco's impact to where it is 

needed (i.e. skills shortage or community deprivation).   

 



 

 

Figure 52: Serco Maritime Academy  

14.6 APPRENTICESHIP SCHEMES 
 

14.6 (a) Apprentices are key to the Maritime industry in order to build a skilled and talented 

workforce.Serco's apprenticeships drive benefits to the wider community by enabling a more 

diverse workforce (including younger individuals and those within deprived areas) to develop a 

career within the Maritime industry even with limited experience or skills.Serco encourage 

apprentices to go out into the communities they are from to share their experiences and become 

ambassadors for the programme they have entered.   

• For example,Serco offer apprenticeship employment at entry level for Able Seafarer 

Deck, with a progression pathway as demonstrated in Figure 53.     

 

14.6 (b) Able Seafarer Deck Apprentices are each allocated to one of the range vessels (SD Victoria 

and SD Northern River) and rotate vessels every 6 weeks. Apprenticesshall attend one of the 

Marine colleges depending on their location, such as UHI Shetland / NAFC Marine Centre and 

North Kent College, combining classroom learning with practical afloat experience.Serco have 

trained 20 Scottish Able Seafarers, 11 English Able Seafarers, 6 Marine Engineers and 3 

Officers of the Watch.   

 

Figure 53: Career Pathway Examples  

 

• SVI4: Where possible and in line with local and regional legislation, Sercoshall make 

available a share of its apprenticeship levy to this Contract.Sercoshall offer 25% of this 

share toSerco's Maritimespecific stakeholders through partnerships such as the Co-op 

Levy Share Scheme.Sercoshall work at a strategic and local level withSerco's supplier 

network, finding out who can best benefit from the levy. Thisshall focus on:  

a. The engineering sector, where skills gaps are predicted to increase due to 
a rise in demand and an ageing workforce; and 

b. Organisations who intend to broaden opportunities for people from 
underrepresented groups. As part ofSerco's DMS-NG contract,Sercoshall 

continueSerco's work to drive change in the maritime sector educational 
and training courses.Serco are members of the National Workboat 
Association and Maritime Skills Alliances working groups to address the 

barriers and availability of apprenticeships in Scotland and England. The 

  

  

    



 

 

focusshall be on the Officer of the Watch Near Coastal and Small Vessel 

Engineer apprenticeships.  

 

 

• SVI5:Sercoshall commit to offering up to three new hire apprenticeships per year 

(includingSerco's delivery partner Briggs Marine), focused on local employment. In 

addition, existing apprenticesshall also have the option to progress through higher 

apprenticeship levels.  

 

• SVI5: The DMS-NG Contractshall target the recruitment of two new hire apprenticeships 

per year, focusing on recruiting from local communities in whichSerco operate. In 

addition, existing apprenticesshall also have the option to progress through higher 

apprenticeship levels.  

 

• SVI6: On DMS-NG,Serco commit to engaging with at least one local school/college 

through organisations such as Education Scotland, attending career talks as part of 

National Apprenticeship Week. The DMS-NG Contractshall be supported bySerco's 

Learning and Apprenticeship Team to facilitate sessions and create supporting 

materials.  

14.6(c)Sercoshall continue to support core training such as the NATO Submarine Rescue. Training 

involves employees being part of an exercise for the launch and recovery of a Submarine 

Rescue Vehicle (SRV) and practised complex medical operations at sea. Serco colleagues who 

participate in these exercises have the opportunity to enhance their skills set within the Maritime 

sector, increasing future career opportunities.  

14.7 SUCCESSION PLANNING  
 

14.7 (a) Serco utilise a tried and tested approach to succession planning and ensuringSerco have 

identified high performing team members for future leaders across the contract and 

business.Serco's succession planning is about nurturingSerco's internal talent as internal 

candidates have relevant operational experience, understand cultural nuances and have 

benefited from in-house leadership programmes.  

 

14.8 TIMED ACTION PLAN TRANSITION SERVICES  
 

14.8 (a) Description of How Sercoshall Use Metrics  

Through the negotiation and dialogue phase, Serco and the Authority bid team representatives 

have worked in partnership to clarify and address all areas of feedback associated withSerco's 

initial submission. It was agreed, as there was no Authority defined KPI’s or associated social 

value measures linked to the PPIM within the contract documentation, both parties would work 

in partnership during the implementation phase, post award to define and agree social value 

specific matrices for reporting and measurement that are tailored and relevant to the DMS-NG 

Contract (noting SDA delivery specifics and geographical variables). Annex A – section 11.1 (d) 

provides metric samples, alongsideSerco's target commitments as part ofSerco's Social Value 

Report (SVR).  

14.8 (b) The Tools / Processes Used to Gather Data  

Serco uses the Social Value Portal (SVP) and The National TOMs to record and report social 

value activity.Serco's membership with SVP includes third party review and assurance ofSerco's 

social value reporting. SVP is the industry standard for capturing and measuring social value, 

and using the portal provides a single interface for the Authority to trackSerco's social value 

delivery against targets. Thisshall support the Authority in accessing data which can be used to 

update the national SV model andSercoshall work collaboratively to adaptSerco's data collation 

to meet joint reporting needs.Serco's SV Planshall be submitted within 90 days of the effective 



 

 

date andshall include a full breakdown of activity and metrics whichSercoshall report against on 

a monthly / quarterly basis.  

 

14.8 (c) How Sercoshall Gather Feedback and Improve  

To allowSerco to consistently improve and adaptSerco's service based on the feedbackSerco 

receive fromSerco's employees and the AuthoritySerco have incorporated the following 

activities:   

• Weekly: As part of the Monday daily briefingSercoshall incorporate social value to 

discuss any upcoming or recent initiatives, gather feedback and share success stories.; 

• Monthly:Serco's SVCshall report to the Head of Service Delivery Area (HdSDA) SVI 

progress for inclusion in monthly / quarterly reporting; 

• Quarterly: Each Managershall have a My CatchUp session with their employees to 

discuss their performance, development and wellbeing. These sessions are an 

opportunity for employees to flag any issues, success stories or raise their interest in 

education and training opportunities; 

• Annually:Serco understand that the Authority may request an SV assessment, 

whereSercoshall agree an action plan to improve performance, if required, against an 

agreed baseline; 

• Ad hoc:Sercoshall conduct exit interviews with employees to understand why they are 

leaving us, and howSerco can improve retention ofSerco's employees (for example, 

improving or adaptingSerco's learning and development offer); and 

• Continuous Improvement Action Plan (CIAP):Serco's SVIs are aligned with the latest 

guidance.Sercoshall useSerco's CIAP to continually evolve with changing SV, Authority 

and environmental needs throughout the Contract term. The above feedback 

junctionsshall form part of this process, enablingSerco to capture generated actions and 

ideas. A copy of the current and any previous CIAPsshall be made available to the 

Authority upon request.   

14.8 (d) The feedback collected fromSerco's employeesshall be communicated with the Authority at the 

monthly Local Performance Working Group (LPWG) meetings when SV is part of the agenda 

(as agreed upon in advance of any LPWG). The output from the feedbackshall be presented for 

discussion bySerco's SVC, with the Authority’s required attendees (as detailed in the Customer 

Documents) giving the opportunity to analyse and evaluateSerco's progress againstSerco's 

SVIs based off the data provided. Additionally, thisshall enableSerco to share best practice, 

identified trends and employee feedback or ideas that could provide improved value across the 

Contract (e.g. opportunities to improve productivity, value for money or embed best practice). 

Any further action that is required to be takenshall be established at these meetings.  

14.9 ENSURING TRANSPARENCY INSERCO'S APPROACH TO SOCIAL VALUE  

 

14.9(a)Sercoshall ensure full transparency ofSerco's data and the processes used to collect it and 

comply fully with the Voluntary Reporting Framework as detailed above. Where Serco is 

operating systems that process SV data,Sercoshall liaise with the Authority to agree the type 

and frequency of access to that data for the purposes of audit and review.Sercoshall also 

makeSerco's data collection processes available for audit by the Authority, or by an independent 

monitoring body, within a timeframe to be agreed.Serco's relationship with the SVPshall also 

provide additional independent verification ofSerco's metrics.  

 

14.10 INFLUENCING STAFF, SUPPLIERS, CUSTOMERS AND COMMUNITIES  

 
14.10(a) Staff  

Serco believes that investment inSerco's workforce is a critical success factor; helping to 

improve engagement with citizens, professionalising frontline workers and contributing to the 



 

 

overall effectiveness of the service. All staffshall have the opportunity to achieve demonstrable 

career progression over the Contract’s lifetime, advancing their skills, knowledge, and 

behaviours.  

 

Through feedback,Serco are aware that engaging with education and participating in volunteer 

events such as careers talks with schools and colleges, enhances employee engagement, and 

delivers a sense of wellbeing amongst colleagues. This is an additional benefit on top of the 

social impact such events deliver.   

 

Serco operate globally, which enables staff to find employment or development opportunities in 

a different environments and work on multiple vessel types to expand their skills. This 

enablesSerco to keep people who may be thinking of leaving the sector as well as enhancing 

the skills and competencies they can bring to DMS-NG.  

 

In partnership with Everywoman, the world’s largest network / learning and development 

platform for women in business,Serco are also looking at Women in Technology. This approach 

has seen success inSerco's Canadian business who were recognised by the Atlantic Canada 

Aerospace and Defence Association Industry Excellence Recognition Awards for Gender 

Diversity and Excellence.Serco are also increasing representation of women onSerco's 

management development programmes such as The Oxford Management Programme to 

support more women into leadership positions, looking at career progression, promotion and 

succession planning.Serco are also looking at selection criteria to support diverse hiring, 

including having diverse representation at interviews.  

 
14.10(b) Suppliers, Customers and Communities  

 

Serco has a rigorous evaluation and management system for suppliers known as the Gate 

process. The Gate process sets the standards for the selection, evaluation, management and 

review of potential suppliers. All suppliers are subject to a series of stages before they can be 

approved.Serco have stringent onboarding requirements but as part ofSerco's support to SME 

or VCSE suppliersSerco work with them to help them develop their sustainability offer.  

 

Serco's key strategic partners have been invited to undertake sustainability assessment through 

EcoVadis, resulting in an assessment scoring which reflects their standards, processes and 

actions around sustainability, using themes aligned toSerco's SV framework. This rating can 

then be used when engaging with other potential customer organisations.Sercoshall continue 

to supportSerco's partners and suppliers in delivering and growing their SV through sharing 

training and awareness and showcasing potential tools and resources.  

All DMS-NG suppliersshall have appropriate SV requirements flowed down to them as part of 

their contract and throughout the gate process where their suitability, understanding and 

commitment to social valueshall also be assessed. The appropriateness of suppliersshall be 

determined through factors that assess if it is reasonable for them to commit to SV for the DMS-

NG Contract. For example, one-time vendors or small businesses with a minor scope of supply 

are unlikely to be deemed appropriate. This approach allowsSerco to influenceSerco's supply 

chain, focus on those who can drive SV and only work with those who are committed to 

achieving SV targets.  

 

Suppliers with orders of £100K+ per annum as part of this contract must sign up toSerco's 

Sustainable Procurement Charter which includes a commitment to sign up to the Disability 

Confident Scheme.Sercoshall encourage all other suppliers with orders of £20K+ per annum to 

sign up to their own social value commitments, including becoming Disability Confident 

accredited. Sercoshall provide support and guidance toSerco's supply chain to become 

accredited. Other measures include:  

 

• Increasing the understanding ofSerco's supply chain:Sercoshall conduct SV 
presentations with Tier 1 suppliers to introduce the key themes of the government’s 

SV policies / themes andSerco's own social value objectives. Thisshall ensureSerco's 



 

 

suppliers have a good understanding of the Authority’s and Serco’s SV ambitions and 

that all are working from the same understanding; 

• Proliferation of Social Value Champions:Sercoshall encourage Tier 1 suppliers to 
nominate an SVC to growSerco's SVC network and provide a designated point of 

contact for information onSerco's suppliers’ SV progress;  

• Accountability: Suppliers must complete a monthly SV return, listing the SV actions 
completed, including a minimum requirement of one completed SV action, which must 

fit into one of the key SV themes outlined in PPN 06/20. All SV activitiesSerco's Tier 1 
suppliers conduct must be outside of their core contract requirements to be 

considered as additional SV for the Contract; and 

• Sharing best practice:Sercoshall share SV best practice from acrossSerco's wider 
network, helping influenceSerco's suppliers and inspire ideas to create and enact 
employment and training focused SVIs.   

INFLUENCE ENVIRONMENTAL PROTECTIONS AND IMPROVEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

 

14.11 EFFECTIVE STEWARDSHIP OF THE ENVIRONMENT  

 

14.11(a) Serco understands that, throughout the delivery of the DMS-NG Contract, to achieve effective 

stewardship of the environment and to support environmental protection and 

improvement,Sercoshall need to positively influenceSerco's staff, suppliers, customers, 

communities and other appropriate stakeholders.Serco use a collaborative approach, based on 

effective and measurable stakeholder management, whichshall collectively driveSerco towards 

a set of common goals in support of the Highlands and Islands Regional Aspirations to 2030 

and the MOD’s Climate Change and Sustainability Strategic Approach.  

 

14.11(b)Serco's ISO 14001 Environmental Management System (EMS) provides transparency 

thatSerco's operations are being delivered in compliance with legislation and the environmental 

requirements of Serco,Serco's customer, regulators and other stakeholders, andSerco 

systematically audit and reviewSerco's operations.  

 

14.11(c)Serco's overall Environmental Protection and Improvement strategy has been designed to 

support the Authority’s commitment to effective stewardship of the environment, incorporating:  

 

• Wider Government commitments to achieve net zero carbon by 2050 and the interim 

target of 78% reduction in carbon emissions by 2037; 

• The Greening Government Commitments to reduce greenhouse gas emissions; 

• The 2017 Clean Growth Strategy; 

• The 10-point plan for a green industrial revolution; and 

• PPN 06/21 to encourage carbon reduction in the supply chain.  

 

14.11(d) Serco’s environmental management activity is embedded within allSerco's operations as part 

ofSerco's Zero Harm objective; ensuring thatSerco's work is undertaken with as little harm (as 

is reasonably practicable) toSerco's people, customers, the communities within whichSerco 

work and the environment.Serco's Zero Harm vision provides a platform to work withSerco's 

employees, suppliers, customers, regulators and community stakeholders to minimiseSerco's 

environmental impact and to achieve continuous improvement (CI) inSerco's environmental 

performance.Serco's Zero Harm engagement activity policy sets out clear objectives for 

allSerco's Leaders and people managers within the business to display visible engagement and 

demonstrable commitment to the improvement of quality, health, safety, the environment, 

wellbeing and welfare. The overall aim is to continuously promote a positive and ‘just’ culture 

onSerco's journey towards Zero Harm. The DMS-NG Contractshall engage with Zero Harm 

activities (including initiatives such as focused, weeklong awareness events) throughout the life 

of the Contract.  

 



 

 

14.11(e) Under the DMS-NG Contract,Sercoshall be working on the Authority’s premises; thisshall make 

collaborative working essential to ensuring the environmental impact ofSerco's joint activities is 

reduced or, where possible, eliminated. To achieve this,Sercoshall engage with regular and 

transparent communication with dedicated points of contact for specific areas.Sercoshall apply 

the most appropriate management systems at the Contract level –whether designed by the 

Authority, Serco, or other appropriate stakeholders (such as other site occupiers / users, site 

managers or side-wide working groups) - whilst simultaneously providing a series of 

commitments to support and influence Environmental Protection and Improvement.Sercoshall 

also support the Authority in applying their own EMSs and objectives.  

 

14.11(f) To provide a fully collaborative eco system, environmental protection and stakeholder 

management improvement activitiesshall be supported bySerco's Sustainable Procurement 

Charter. Thisshall aid interface management between all stakeholders (including suppliers, 

internal stakeholders, and staff) and uses partnering principles to develop relationships and 

collaboratively devise and deliver solutions that supportSerco's environmental obligations and 

objectives, as well as embeddingSerco's commitment to a Zero Harm culture.  

 

14.11(g)Sercoshall recruit a Social Value (SV) Champion (SVC) to support delivery of the Social Value 

Initiatives (SVI) for environmental protection and improvements. The SVC roleshall be in 

addition to an employee’s operational role andshall be focused on supporting initiatives for 

environmental protection and improvements, as well as providing focus and clear responsibility. 

The SVCshall work alongsideSerco's existing Head of Maritime Safety and Compliance 

(HMSC), the local Health and Safety Manager,Serco's Industry Ambassadors and local 

stakeholders. The SVCshall also be supported by Serco UK & Europe’s Environment, Energy 

and Sustainability team andSerco's SVC network.  For more information, please see Annex A, 

section 12.1. 

14.11(h) All environmental actionshall be undertaken usingSerco's iterative ‘Plan, Do, Check, Act’ 

approach as defined withinSerco's EMS. This enablesSerco to continually improve the 

environmental actionSerco take and howSerco take it, and howSerco monitorSerco's delivery 

to inform reporting. 

 

14.12 INFLUENCING ENVIRONMENTAL PROTECTION AND IMPROVEMENT  

 

14.12(a) Sercoshall useSerco's experience and skill to connect with internal and external stakeholders 

across the following groups to influence environmental protection and improvement activities.  

 
(i) Staff  

 

AllSerco's DMS-NG staffshall be invited to complete a 30-minute SV Awareness 

training module and participate in Serco’s annual Viewpoint Survey of all UK staff. This 

includes questions related toSerco's application of environmental protection policies 

whichshall helpSerco to gauge the level of staff engagement with Serco’s management, 

processes, aims and values.  

(A) SVI1 

All Serco staffshall be given additional environmental training pertinent to their 

role and facilities within which they work. This is linked to general and specific 

hazards they may face whilst delivering the service and the activities they are 

expected to undertake as part of their day-to-day duties. Training is delivered 

using a range of formats, systems, and capabilities, including:  

• Serco’s own IEMA-accredited environmental training centre;  

• External accredited training providers; 

• Serco’s Health, Safety and Environmental Managers who are approved by 

Highfield Awarding Body for Compliance to deliver a wide range of Highfield 
developed and approved training courses;  



 

 

• Toolbox talks; and 

• Computer based training packages that are managed and approved by 

Serco’s Environment SMEs.  

 

(B) SVI2  

Weshall provide two courses per year as appropriate forSerco's DMS-NG team 

through a recognised provider, such as the Lloyds Maritime Academy, offering 

tailored sector awareness such as understanding the environmental impacts 

associated with ports and port-related activities and different approaches to 

measuring the effectiveness of maritime environmental management. Thisshall 

enable and encourage employees to identify areas of improvement in operations, 

contribute to the protection of the marine environment within which Serco 

operates and implement initiatives to reduceSerco's emissions.  

 

(C) SVI3  

Other Environmental Protection and Improvement activities whichSercoshall 

undertake on the DMS-NG Contractshall include:  

• Using posters and labelling to increase sustainable behaviours, such as 

‘switch it off’ energy efficiency stickers and posters detailing acceptable 

recycling streams; 

• Awareness raising activities aligned with wider green initiatives, such as UK 

Climate Week; 

• Creating a sustainable Travel Plan whichshall be co-designed with all 
stakeholders who travel to / from the locations and which promotesSerco's 

Cycle to Work scheme; 

• Supplying all new employees with reusable water bottles to help reduce single 
use plastics both afloat and onshore; 

• Preventing the use of prohibited (as per Schedule 9) consumer single-use 
plastics; and 

• Encouraging all employees to follow the responsible waste hierarchies 
(reduce, reuse, recycle).  

 

(D) SVI4  

 

All Serco Maritime Personnel have access toSerco's Wavelength forum where 

they can discuss any matters which may improve working practices, 

environmental protection or general day-to-day life within the Contract. 

Wavelength has already led to several initiatives – such asSerco's ‘Fuel-efficient 

February’ campaign (which raises awareness of simple yet effective measures 

for reducing both Contract-related and personal fuel use) – to help drive ongoing 

behavioural changes to reduce emissions across allSerco's ports of operation. 

Due to its success,Sercoshall continueSerco's Fuel-efficient February campaign 

throughout DMS-NG.  

 

Under DMS-NG,Serco's Wavelength forumshall convene at least every three 

months and include a standing agenda item dedicated to environmental 

protection. In conjunction with the initiatives described against SVI5, thisshall also 

promote an environmentally conscious culture throughout delivery of the DMS-

NG Contract. 

  

The Wavelength forum has reach-back intoSerco's ‘Serco Goes Green’ and 

‘Green Ambassador’ network. There are currently around 60 Green 

Ambassadors in the UK. Staff use the opportunity to corroborate best practice 

and CI initiatives and discuss positive experiences and achievements from other 



 

 

contracts which can be applied to DMS-NG. Teams can work together to 

contribute towards co-design and co-creation of improved environmental action.  

 

(E) SVI5  

 

Using posters, dedicated agenda items and other forums,Sercoshall promote and 

encourageSerco's Seafarers to complete training on Marine Mammal Species ID 

(available from withinSerco's learning management system) and to download the 

‘Sea Watcher’ free recording app, developed by Bangor University and Nova 

Innovation. Thisshall allow individuals to make an important contribution to citizen 

science and conservation efforts.  

 

14.13  SUPPLIERS  

 

14.13(a) The Sustainable Procurement Charter already forms part ofSerco's broader Serco Supply 

Chain Code of Conduct. This sets the behaviours and standardsSerco expect for effective 

stewardship of the environment, establishing cohesion and effective knowledge transfer. It is 

currently being updated to further encourage improved environmental protection performance 

by all of Serco’s suppliers, and to ensure that:  

• All suppliers are meeting or exceeding the legal requirements for sustainability; 

• Risk and opportunity for sustainability improvements have been considered at the 

outset of working with any supplier, e.g., the avoidance of use of hazardous 

materials, use of energy efficient equipment; and 

• Larger suppliers (who have a greater impact on the delivery of the Contract) are 

also expected to demonstrate that they have robust systems in place for the 
management of their own impact upon the environment.  

 

(F) SVI6  

 

Key suppliers for the DMS-NG Contract with a purchase order of over £100,000 

pashall be required to sign up toSerco's supply chain Sustainable Procurement 

Charter and share their own net zero targets. Serco’s procurement team 

manages the relationship withSerco's suppliers; their work has led to an increase 

in the proportion of renewable energy purchased. Since October 2019, all UK 

electricity purchased by Serco is supplied from Renewable Energy Guarantees 

of Origin (REGO) certified renewable sources, supporting the UK’s green 

industrial transition. Key suppliers for DMS-NGshall be required to adhere to the 

same conditions.  

 

To further support and encourage sustainability throughSerco's suppliers,Serco 

offer access to training and organisations such as the Supply Chain Sustainability 

School (where they can access learning resources on topics such as Energy 

Management Efficiency and Waste Management).  

 

14.14 CUSTOMERS  

 

14.14(a) Serco has worked with the Authority to trial a reduction in transit speed (where tasking time 

allows) to optimise fuel efficiency and lower CO2 generation. The most recent success included 

a return voyage from Portsmouth to Cyprus, where the return journey was reduced to 10kt 

(determined to be a fuel-efficient speed). Total fuel consumption was reduced by 29% and 

generated £58,500 in savings.  

 

(G) SVI7: Collaborating and Trialling New Ways of Operating to Reduce Fleet 

Emissions  



 

 

Through adding Condition Based Monitoring (where feasible) to the fleet, 

Sercoshall be able to analyse utilisation patterns to assess where higher speed 

is being unnecessarily used and encourage improved fuel efficiency through 

slower transit speeds.Sercoshall report the fleet’s carbon emissions and continue 

to find new ways of operating without affecting tasking. Utilising and analysing 

data from the Serco Engineering and Asset Management System (SEAMS)shall 

inform Serco and the Authority on the impact of implementing changes to the 

fleet’s carbon emissions.  

 
14.15 COMMUNITIES  

 

14.15(a) Serco recognisesSerco's responsibility to promote SV in the communities within whichSerco 

work, encourage people to reconnect with the environment and increase awareness of 

environmental protection on a wider scale.  

 

(H) SVI8: Promote and Encourage Staff to Utilise their Volunteer Day for 

Environmental Projects  

To ensureSerco focus on local priorities,Serco's DMS-NG teamshall develop 

relationships with key people in the local community (such as community 

leaders), Regional Economic Partnerships and different stakeholder 

organisations to support engagement. Every Serco employee is entitled and 

encouraged to use their annual volunteer day to give back to the community. 

Previously, this has included activities such as implementing biodiversity 

projects with local schools and other community groups which includes learning 

about the environment and how students can help tackle climate 

change.Sercoshall support at least one environmental project per year.  

 

14.16 A TIMED ACTION PLAN FOR TRANSITION SERVICES  

 

14.16(a)Serco's timed action plan for DMS-NG (Please see Annex A, section 12.3) builds on the 

feasibility studySerco have already undertaken to assess howSerco can achieve a ‘greener’ 

service onSerco's Maritime Services Contract. The focus ofSerco's action plan is to achieve:  

 

• A unified approach, bringing together the organisations participating across DMS-
NG; 

• A collectively owned and collaboratively produced knowledge-base – an asset to 
benefit the individual needs of organisations and the collective aims of DMS-NG; 

• A structured approach for the leadership, coordination, and delivery of the many 

different and interconnected parts of DMS-NG; 

• A focus on innovation that supports the aims of both DMS-NG and the regional 

economy, as well as all others involved (either directly or indirectly); and 

• A shared and fair approach to the resources and effort needed to achieve these 
aims.  

 

14.17 HOW SERCOSHALL USE METRICS  

 

14.17(a) Through the negotiation and dialogue phase, Serco and the Authority bid team representatives 

have worked in partnership to clarify and address all areas of feedback associated withSerco's 

initial submission. It was agreed, as there are no Authority defined KPI’s or associated SV 

measures linked to the PPIM within the Contract documentation, both parties would work in 

partnership during the implementation phase (post award) to define and agree SV specific 

matrices for reporting and measurement that are tailored and relevant to the DMS-NG Contract 

(noting SDA delivery specifics and geographical variables).  As part ofSerco's reporting 

regime,Sercoshall utilise the National TOMs – the industry standard for capturing and 

measuring SV – to inform the Social Value Portal (SVP). Table 1 outlines some of the key 

metricsSerco would expect to report against as part of SV. The SVPshall provide a single 



 

 

interface for the Authority to trackSerco's SV performance. A full breakdown and reporting 

template for all metricsshall be provided as part of the SVP to be submitted within 90 days of 

the effective date.Sercoshall shareSerco's SV results with the Authority as part of the Monthly 

Performance and Activity Report, and the Annual Performance and Activity Report.  

 

METRIC  SOURCE  HOW 

DATASHALL 

BE 

CAPTURED  

WHERE 

DATASHALL 

BE STORED  

REPORT 
FREQUENCY  

OWNER  

Total volume of 

reduced plastics 

against a relevant 

benchmark  

SVP 

(Ref 

NT87) 

Establish 

benchmark 

against 

orders.  

SVP (Serco 

account)  

Monthly SVC 

Reduction in 

emissions of 

greenhouse gases 

arising from the 

performance of the 

Contract, 

measured in metric 

tonnes carbon 

dioxide equivalents 

(MTCDE)  

SV 

Model 

Work order 

raised (no. of 

litres and 

distance 

travelled)  

SEAMS  Monthly SVC 

Reduction in water 

use arising from 

the performance of 

the Contract, 

measured in litres.  

SV 

Model 

Work order 

raised (no. of 

litres used)  

SEAMS  Monthly SVC 

Number of people-
hours spent 
protecting and 
improving the 
environment under 
the Contract by UK 
region.  

(Number of staff x1 

volunteering day 

per year)  

SV 

Model 
Volunteer 
Leave 
booked by 
employee; 
active 
programmes 
promoted 
under  
the DMS-NG  

Contract  

SAP  

System  

Monthly SVC 

Table 40: some of the key metricsSerco would expect to report against as part of SV 

14.18 USING ENVIRONMENTAL METRICS  

 

14.18(a) Reporting of environmental metrics is included inSerco's assurance reports to the business 

and relevant stakeholders. In accordance with the requirements of the DMS-NG Contract, the 

reportshall address the following three metrics to aid the Authority in monitoring performance and 

progress:  

 

• Update / changes to port Aspects and Impacts registers;  

• Environmental Incidents and trends; and 

• Audit finding resolutions – internal and external.  

 

14.18(b) Environmental reporting is integrated as part of wider Assurance reports submitted and 

discussed at Local Performance Working Groups and escalated to the Performance Review 

Board as required. Local Safety Environment Management Working Group meetings are 

chaired by DMS at each port location. Environmental Protection is a standing agenda item. 

Priority issues are identified and reported to the Executive Safety and Environmental Board.  



 

 

 

14.18(c) Serco reporting comprises weekly updates and monthly reports intoSerco's Serco Defence 

Business Unit for inclusion in the Serco Central Government Division Executive. The Serco 

Environmental Management strategy identifiesSerco's priority areas and sets objectives and 

targets for environmental improvements usingSerco's ‘Plan, Do, Check, Act’ approach to 

environmental management. These objectives and targets inform local environmental 

objectives and targets that are delivered by the divisions, business units and contracts. The 

process of reviewing performance and setting targets enablesSerco to deliver continuous 

environmental improvements.  

 

14.18(d) SinceSerco began publicly reportingSerco's corporate responsibility achievements and 

progress in 2003,Serco have consolidated and formalisedSerco's approach to reporting 

environmental issues. In line with best practice,Serco introduced monitoring ofSerco's scope 1 

and 2 carbon emissions in 2008 and are extendingSerco's disclosure on environmental 

indicators (aligned to the Global Reporting Initiative standards). In 2019,Serco agreed carbon 

reduction targets aligned to the Science Based Targets Initiative.Serco have committed to net 

zero carbon by 2050 for allSerco's emissions and net zero carbon by 2030 for carbon emissions 

fromSerco's own assets and leases.Serco continue to monitor emerging guidance and 

standards on net zero targets to ensureSerco's commitments and targets continue to align.  

 

14.19 DETAILS OF THE TOOLS / PROCESSES USED TO GATHER DATA  

 

14.19(a) Sercoshall collate SV data using a range of tools and processes (e.g., HR reporting, SAP 

andSerco's learning management system), whichshall be collated in the SVP. The SVPshall 

monitor and report progress against SV targets and be verified by the SVP team. The SVCshall 

work with the DMS-NG team to collate and measure progress on initiatives and update Serco’s 

SVP account monthly, ensuring measurement and reporting tools are fit for purpose, capture all 

data accurately and meet all key stakeholders’ needs.  

 

(i) Carbon Reporting and Benchmarking 

 

We measure and monitorSerco's carbon emissions to enableSerco to track 

progress againstSerco's carbon reduction objectives and to meetSerco's statutory 

carbon reporting obligations.Serco's approach to carbon measurement and 

reporting is described inSerco's ‘Basis of Reporting’ report and meets the 

requirements of the ISO 14064 international standard on Greenhouse Gas 

Emissions measurement and reporting.  

 

14.20 GATHERING FEEDBACK AND IMPROVING  

 

14.20(a)To ensureSerco consistently improve and adaptSerco's service based on the feedbackSerco 

receive fromSerco's employees and the Authority,Serco have incorporated the following 

activities:    

 

• Weekly: as part of the Monday briefing,Sercoshall discuss any upcoming or recent SV 
initiatives, provide environmental updates, gather feedback and share successes;  

• Monthly: SVCshall report progress to the Head of SDA for inclusion in monthly 

reporting; 

• Quarterly: each Managershall have a My CatchUp session with their employees to 

discuss their performance, development and wellbeing. These sessions are an 
opportunity for employees to flag any issues, present success stories or declare their 

interest in environmental initiatives and opportunities (such as volunteering); 

• Annually:Serco understand that the Authority may also request a SV assessment 
where (if required)Sercoshall agree an action plan to improve performance against an 

agreed baseline; 



 

 

• Ad hoc:Sercoshall conduct exit interviews with employees to understand why they are 
leaving and use this information to improve staff retention, e.g., improving awareness 

ofSerco's environmental protection ambitions and how staff can actively contribute 
(such as via staff volunteering days); and 

• CI Action Plan (CIAP):Serco's SVIs are aligned with the latest guidance.Sercoshall 

useSerco's CIAP to continually evolve with changing SV, Authority and environmental 
needs throughout the Contract term. The above feedback junctionsshall form part of 

this process, enablingSerco to capture generated actions and ideas. A copy of the 
current and any previous CIAPsshall be made available to the Authority upon request.  

 

14.21 ENSURING TRANSPARENCY INSERCO'S APPROACH TO SOCIAL VALUE  

 

14.21(a)Sercoshall ensure full transparency ofSerco's DMS-NG data (and the processes used to collect 

it) and comply fully with the Voluntary Reporting Framework as detailed above. Where Serco is 

operating systems which process SV data,Sercoshall liaise with the Authority to agree the type 

and frequency of access to that data for the purposes of audit and review.Sercoshall also 

makeSerco's data collection processes available for audit by the Authority or by an independent 

monitoring body, within a timeframe to be agreed within the SVP.Serco's relationship with the 

SVPshall also provide additional independent verification ofSerco's metrics.   

 

14.21(b) In addition,Serco's EMS provides full oversight of operational activities such as:  

 

• Planned general inspections; 

• Serco Management System compliance self-assessment; 

• Serco Zero Harm engagement; and 

• Third-party Approval and Surveillance Audits.  

 

14.21(c) To provide full transparency,Sercoshall agree with the Authority the type, frequency, and 

method of access to this data.  

SUPPORT HEALTH AND WELLBEING IN THE WORKFORCE 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

14.22 UNDERSTANDING THE ISSUES 

14.22(a) Serco’s core Defence offering is based around the delivery of technical services in highly 

regulated areas such as maritime, aviation and infrastructure. This relies onSerco's teams of 

Suitably Qualified and Experienced Personnel (SQEP).Serco's people therefore 

constituteSerco's primary output, soSerco must have a strong understanding of issues that 

reduce their effectiveness and productivity. Skills and capability are dealt with elsewhere, but 

one of the key enablers is maintaining their good health and wellbeing, including physical and 

mental health.  

14.22(b)Serco know that prioritising the mental, physical and social wellbeing ofSerco's people is 

essential to sustain a healthy and engaged workforce, and pivotal to excellent service delivery. 

EnsuringSerco's corporate core value of ‘Care’ is embedded intoSerco's people and 

teams,Serco's vision is to create a work environment whereSerco's people are healthy and 

thriving.Serco's aim is that all colleagues feel supported and can access resources for their 

wellbeing and managers who are equipped to signpost their teams to help and support.Serco 

work collectively withSerco's employees, supply chain, customers and the local community to 

tailorSerco's approach to support local needs.Serco's offer is informed bySerco's Wellbeing 

Value Proposition whereSerco structureSerco's approach around four key areas of impact:  

 

(i) Everyone can improve their life;  

(ii) Everyone has ease and equality of access to the things they need; 

(iii) Everyone has a community of support around the things that matter to them; and 



 

 

(iv) We have people and processes that care about everyone as a person. 

 

14.22(c) As part of the DMS-NG Contract 4,Serco recognise there are several unique areas of 

consideration when it comes to physical and mental health and wellbeing, including duty time 

at sea and shift patterns.  

 

14.22(d) Alongside these Contract specific considerations,Serco also recognise that an individual’s 

health and wellbeing is unique to them and their own experiences and so support tailored 

services and interventions are required to meet their needs. The team has extensive knowledge 

of the maritime community and throughSerco's current insights,Serco recognise there is a need 

for greater focus on mental health, especially for those who deploy away from the UK for long 

periods.Serco recognise the importance of fostering a culture which is conducive to improving 

the awareness of the importance of good mental health.  

14.22(e) The SD Northern River and SD Victoria are crewed by colleagues from across the UK.Serco's 

afloat employees also have the added complexity of working in a relatively isolated 

environment.Serco have a range of existing support programmes and wellbeing initiatives, but 

as part of C4,Serco propose to further increaseSerco's employee’s awareness of services 

available to them, and actively support their health and wellbeing.   

14.22(f)Serco have developed specific interventions inSerco's current operations for employees, such 

asSerco's Employee Assistance Programme (which includes specialist counselling support and 

is accessible by both employees and their families). WhilstSerco have a desire to increase 

diversity, and policies and procedures to support inclusion, the crew composition onboard the 

C4 vessels is predominantly male; therefore,Serco ensureSerco include support tailored to male 

physical and wider mental health. This complementsSerco's existing support offering to all staff, 

including:  

• A dedicated helpline and website for Serco staff, operated 24/7 and independently to 

encourage usage whenever needed;  

• Access to counselling (such as for mental health issues, general life stressors, debt and 

budgeting assistance and legal help); and 

• Support networks (includingSerco's Wellbeing Allies network which can quickly help to 

identify the most appropriate route to guidance and support).  

 

14.22(g) There is research (Mental Health Foundation) to suggest that men who can’t speak openly 

about their emotions may be less able to recognise symptoms of mental health problems and 

less likely to reach out for support, resulting in suicide as the largest cause of death for men 

under 50 and 12.5% of men in the UK suffering from one or more of the common mental health 

disorders.  

14.22(h) The Defence team has created a social value strategy which highlights to the teams the 

criticality of Social Value and Wellbeing, driven bySerco's overarching Health and Safety 

Strategy. To drive this agenda forwards, leaders, managers and teams need to prioritise this 

work, and this is supported by the Serco UK&E and Group agenda, which is prioritising the 

wellbeing of colleagues.Sercoshall identify Social Value Champions (SVC) through the teams 

to provide focus and accountability. The SVC roleshall be additional to the individual’s 

operational role with increased responsibilities focused on the promotion, measurement and 

reporting requirements relating to SV. The SVCshall work alongsideSerco's existing Head of 

Maritime Safety and Compliance (HMSC), the local Health and Safety (H&S) Manager,Serco's 

Industry Ambassadors and local stakeholders. The SVCshall also be supported by Serco’s 

Wellbeing Allies and SVC networks.   

14.23 INCLUSIVE AND ACCESSIBLE RECRUITMENT PRACTICES   

14.23(a) Sercoshall continue to operate usingSerco's established inclusive and accessible recruitment, 

development and retention practices to attract the best talent from a diverse pool. The potential 



 

 

for UK wide recruitment for C4 crew members means thatSercoshall be advertising nationally 

for positions.Serco understand that most of the crew is currently male, with a limited number of 

female SQEP available to fulfil positions. To achieve further gender diversity on the DMS-NG 

ContractSercoshall actively encourage the recruitment of female apprentices for deck, 

engineering and other trades. Over time, thisshall not only increase the diversity of Contract 4’s 

colleagues butshall also support Serco having a resilient pipeline of skilled SQEP available for 

the future as colleagues retire or find other work.  

 

14.23(b)Serco are a key member (with Serco Senior Management on the Steering Committee) of the 

Women in Defence Charter and haveSerco's own internal Women in Defence Network. This 

focusses on four pillars of activity to promote the inclusive nature of Serco including activities to 

accelerate, celebrate, educate, and cultivateSerco's existing employees.Serco have signed up 

to the Women in Maritime Pledge for Maritime UK, which harnesses cross industry and public 

forums to encourage a more diverse population to see the attractiveness of the industry.   

 

14.23(c) Part ofSerco's commitment on diversity is to support and recruit those with a disability or health 

condition (where safe to do so given the physical nature of the operations). As Disability-

Confident Leaders (level 3),Serco showSerco's commitment onSerco's website and operate 

successful guaranteed-interview schemes for people with disabilities / long-term conditions 

(assuming they meet the minimum job requirements). Recruitment, interview and selection 

processes are accessible for those with a disability or health condition, andSerco engage with 

the candidate to accommodate adjustments, particularly regarding the afloat servicesSerco 

deliver.Serco perform behaviour-based interviews, so candidates are measured on potential 

rather than experience.   

 

14.23(d) As part ofSerco's continued commitment,Serco provide interview support, such as utilising 

Access to Work to provide a British Sign Language (BSL) interpreter, and Access to Work 

support, such as, adaptations to equipment, special equipment, or software.Serco are open 

minded and inclusive during the recruitment ofSerco's apprentices and shore side team where 

adaptations are possible and continue to challenge ourselves around adaptations afloat and to 

reap the rewards a truly diverse workforce can bring.Serco ensureSerco provide an accessible 

workplace, offering adaptations including:   

 

• Digital innovations to provide tools that support staff, e.g., RECITE software onSerco's 

careers page, to ensure accessibility, Hearing Loops, to enable text to be read out 

loud;   

• Providing adaptations using innovative technology e.g., MyTechnology (our in-house 
Technology team)shall source specific technology adjustments such as dictation 

software; and 

• Our occupational health providershall provide neurodiversity assessments for 
employees who require them, to diagnose specific issues / identify workplace 

adaptations.  
 

14.24 SUPPORTING RECRUITMENT AND DEVELOPMENT  

14.24(a)Serco's recruitment, development and retention processes are focused on positive 

improvement and supporting employees to reach their potential. As part of the process,Serco 

commit to using accessible meeting rooms, allowing team members longer to prepare for 

meetings/appraisals and have a colleague or advocate present for them. Any health condition 

or disabilityshall be fully explored with the individual before any formal process is initiated. 

To support employees,Sercoshall promote: • Positive work-life balance, e.g., reduced hours, 

flexible working.  

• Workplace adaptations; 

• Helping employees back-to-work with, e.g., phased returns and adjustments; 

• Learning, development and progression, with tailored career programmes; 



 

 

• Celebrating success and recognising contribution; 

• Giving staff a voice – through trade unions, employee forums and annual staff 

surveys, whereSerco pro-actively act on feedback; 

• SercoUnlimited which hosts events designed to break down stigma and barriers to 

communicating about disabilities and health conditions; and  

• Getting staff involved, allowing them to develop and deliver improvement 

opportunities.  

 

14.24(b)Serco's SercoUnlimited network has also developed the ‘Work Passport’ initiative, where 

specific needs are recorded in a HR record and controlled by the individual, helping to ensure 

that these needs are met across the workplace.  

 

14.25 INVESTING IN THE PHYSICAL AND MENTAL HEALTH AND WELLBEING OF THE 

WORKFORCE  

 

14.25(a) Serco follows the tenets of the ‘Psychological Safety in MOD Major Programmes’ research and 

embeds a culture of understanding that Psychological Safety is vital to success in environments 

that are uncertain and interdependent, yet it is in these environments that psychological safety 

can be most fragile.Serco know that in supporting the Authority to deliver their ambitions,Serco's 

teams need to work as effectively as possible. Leaders who are working in environments where 

they do not feel psychologically safe are unlikely to perform at their best, and therefore, are 

unlikely to be able to get the best from their teams.Serco flow expectations down toSerco's 

supply chain around investment into the physical and mental health and wellbeing ofSerco's 

Contract workforce and supportSerco's suppliers in achieving the six standards of mental health 

at work, and in some cases the enhanced standards too.  

 

14.25(b) To provide an environment of Psychological Safety and address the specific issues for the 

DMS-NG team, Sercoshall take actions to invest in the physical and mental health and wellbeing 

ofSerco's workforce on the Contract. It is crucialSerco's staff are equipped with the awareness 

and training to identify mental health in themselves and others.Serco have set up a network of 

volunteers trained as Mental Health First Aiders (MHFAs) to provide wellbeing support to their 

teams.  

 

14.25(c) Following their training,Serco have put in place a number of initiatives to improveSerco's 

colleagues’ mental health and wellbeing, and to ensure thatSerco's team of MHFAs are 

supported in their roles.Serco currently have a team of fifteen MHFAs acrossSerco's sites, who 

meet regularly (virtually) to discuss ideas, address concerns and support each other. The team 

also operate a buddy system so there is always someone you can ask for support or suggestions 

if you need assistance in how to best support and signpost someone.Serco are 

encouragingSerco's MHFAs to also become Wellbeing Allies and make use of the training 

modules available onSerco's learning management system such as motivating and inspiring 

others and supporting mental health and wellbeing. This approach provides a focus on mental 

health with dedicated points of contact to promote the services available, reduce stigma and 

encourage early intervention to aid recovery.  

 

14.25(d) WhatSerco have done so far includes:   

 

• Maritime Services MHFA lanyards to makeSerco's team identifiable to those seeking 

support;   

• Wellbeing Information posters and MHFA contact details; 

• Mental Health and Wellbeing information inSerco's newsletters and campaigns, for 
example during Mental Health Awareness Week and communications over the festive 

period; 

• Our MHFA team provide confidential 1-2-1 support for those who request it; 



 

 

• Focus on Mental Health and Wellbeing during Serco’s Zero Harm week,Serco's 

aspiration is Zero Harm to people, assets and the environment; 

• Monthly catch-up calls with the MHFA team to ensure they are supported and have 

access to appropriate resources; 

• We created and distributed location specific Wellbeing information booklets on 
available national and local services - a booklet in each vessel / office with the 

physical first aid kit; 

• Issued Maritime Services mugs with a card containing a Wellbeing awareness 
message and MHFA contact details to encourage teams to start a conversation about 

mental health; 

• We have signed Maritime UK Mental Health in Maritime Pledge to showSerco's 

commitment to creating positive change within Maritime Services and across the UK 

maritime sector; and   

• Created a dedicated Maritime Wellbeing Network, including all MHFAs.   

 

(A) Social Value Initiative (SVI)1Sercoshall continue to provide and 

   improve the above support toSerco's Contract 4 team by 
training allSerco's   MHFA’s in ‘Critical Help’ (CPD accredited) 
and bringing them into the   Serco Wellbeing Network. Due to the 

unique areas of concern in the   workforce for Contract 4,Serco are 
committed to allocating Wellbeing   Allies / MHFAs as having 
trained staff to notice signs and symptoms   in the workforce is 

beneficial to ensureSerco take action sooner and   limit the 
impacts it has on staff. 

 
(B) SVI2 Serco has already implemented the Maritime and Coastguard 

  Agency (MCA) Wellbeing at Sea Tools digital survey to employees 
  within CPMS, including any Tier 1 supplier employees. The survey 

  includes general wellbeing; bullying, harassment, and discrimination; 
  diversity and inclusion; physical health, tiredness and fatigue and 
  organisational support. Thisshall be implemented for DMS-NG and 

  upon completion, Seafarersshall receive instant tailored advice.  
  Managementshall receive anonymised data to identify areas of best 
  practice and where improvements can be made. The surveyshall be 

  provided to employees every six months and feedbackshall be  
  addressed in management review meetings.  
 

(C) SVI3 Serco has signed up to the Mental Health in Maritime pledge 
  through Maritime UK andshall continue to promote the importance of 

  this throughout the Contract. Activitiesshall include sharing best  
  practice withSerco's Head of Health and Wellbeing attending a virtual 
  session as a speaker in Year 1 of the Contract to discuss progress as 

  an organisation to date and outline the importance of a strong  
  wellbeing offer and ways to improve. A DMS-NG Wellbeing 
Champion   (WC)shall attend sessions to understand the barriers 

and issues with   mental and physical health in the sector and share 
any relevant    knowledge gained with the Wellbeing Allies 
network. As signatories of   the six standards of Mental Health 

at Work commitment, and the   Mental Health Enhanced 
StandardsSerco are held to the highest    standards for 

supporting and maintaining employee wellbeing at   
 work.Serco regularly audit ourselves against the pillars within the  
  commitment and take action to ensureSerco's continued compliance. 

  Serco has achieved ‘Tier 1’ status (“Companies that are leading the 
  way on workplace mental health management and disclosure”) on the 
  Churches, Charities and Local Authorities (CCLA) Corporate Mental 

  Health Benchmark Report 2022. Serco has achieved ISO 45003  
  accreditation (a global standard for managing psychosocial health in 



 

 

  the workplace), one of the first global organisation to do so,  
  evidencingSerco's robust approach to managing wellbeing risks 
within   the workplace.  

 
(D) SVI4 Part ofSerco's vision is to create an environment across 
allSerco's    contracts whereSerco's people feel 
psychologically safe, have good    health and the ability to 

thrive. For this ContractSercoshall offer:  

• Mental health support: 24/7 access toSerco's Employee 

Assistance Programme (EAP) confidential counselling, either through 
phoneline or webchat, which offers a range of talking therapy support 

alongside, financial, legal and consumer rights advice.  

• Access to the Wisdom Wellbeing mental health app: This 
provides staff with personalised wellbeing trackers; breathing 

techniques and meditation; mini health checks; recipes; articles and 
podcasts for support with financial wellbeing, childcare, etc; immediate 
support for emergency help and four week health plans for lifestyle 

changes; quitting smoking, coping with stress and sleeping better.  

• Physical health support: Staff can access reduced rates at 

Serco-run Leisure contracts, with corporate discounts available 
throughSerco's benefits platform, such asSerco's Cycle to Work 
initiative which makes green travel more affordable and accessible. In 

addition,Serco offer Serco employees access to a free, confidential 
helpline providing around-the-clock, unlimited, telephone consultations 

with a team of GPs and nurses throughSerco's EAP.  

• Financial support and advice viaSerco's Employee Assistance 
Programmes (EAP), pensions provider and benefits and discounts 

portal. In 2022, Serco launched a “People Fund” and a Share Save 
scheme.Serco also offer debt counselling services as part ofSerco's 

support initiatives.  

• Mental health awareness training: Available to staff and 
mandatory for People Managers, supported by wellbeing modules 

available viaSerco's learning management system. Serco offers 
training from in-house experts to supply chain partners to assist their 

compliance with the mental health standards, including CPD approved 
training and critical help training.  

 

The above provides significant benefits such as faster access to 

healthcare, which in turn reduces sickness, decreases recovery time 

and generally improves the emotional, mental and physical health and 

fitness of staff.  

(E) SVI5Sercoshall make provisions to enable employees to attend 

monthly   wellbeing webinars by advertising sessions and 
attendance    supported by leadership. Webinar topics 
include fatigue and    bereavement. Webinars are hosted 

by the Head of Health and Wellbeing and include key speakers from charities 
and expert organisations. To increase the accessibility of these 
sessions,Sercoshall be converting and creating short videos to share with 

staff who do not have access to their own Serco IT kit. Thisshall be especially 
relevant for offshore staff. As part of Serco’s core DMS-NG solution, 

connectivityshall be upgraded allowing staff improved access to webinars, 
fitness videos and services via the Wellbeing Hub.  

Serco is invested in the Physical Wellbeing ofSerco's teams, offering 

employees 30% off memberships at Serco-managed leisure centres 

and access toSerco's More Fitness App, associated withSerco's leisure 

centres and providing class schedules, social media platforms, fitness 

goals and in-club challenges. To promote a balanced health diet, the 



 

 

vesselsshall have a variety of healthy and nutritious food options which 

meet diverse dietary requirements. Staffshall be encouraged to share 

their specific needs.   

 
(F) SVI6Sercoshall establish a DMS-NG Team Physical Challenge, 
where   staff are encouraged to take part over the duration of a month 
and   winners choose their charity for Serco to donate to. Physical 

   wellbeing is promoted through a fun/competitive approach 
with teams   tracked on their weekly performance to enable the 
challenge to be   inclusive.Serco saw a huge success in a previous 

steps challenge,   where the team walked 2,544 miles, 2.8 
times more than their target.  

 

Serco maintains a Wellbeing Allies Network with 120 members (working 

towards a target of 250). This network receives training on listening and 

support skills and a thorough grounding inSerco's approach to 

wellbeing, including all resources available onSerco's Wellbeing Hub. 

Alliesshall signpost to wellbeing services e.g., counselling or local 

external support. The network meets monthly to share ideas and carry 

out a range of wellbeing activities. DMS-NG staff have access to 

Wellbeing Allies across the business, as well as Wellbeing Allies in 

Marine Services. All Allies have access toSerco's inhouse ‘critical help’ 

training, a bespoke package designed to take the most important and 

relevant elements from ‘off the shelf’ options such as MHFA and 

personalise them for the specific Serco context. Colleaguesshall be 

equipped to recognise and respond to mental health presentations in 

the workplace and beyond, supporting and signposting to ensure the 

safety of all involved.   

 

14.26 MEASURING STAFF ENGAGEMENT OVER TIME AND ADAPTING TO ANY CHANGES IN 

THE RESULTS  

(G) SVI7 As part of Contract mobilisation,Sercoshall build onSerco's 
existing   Employee Engagement Plan (EEP) which in turn links 
toSerco's current   employee forum (Wavelength). The revised 

EEPshall be finalised 30   days prior to the effective date 
andshall detailSerco's approach to    employee 
engagement specific to the Contract. EEPs are aligned   withSerco's 

values and objectives, and, as an example,shall include areas   such 
as: recognition of excellence, feedback, sharing of best practice,   as 
well as complaints, investigations, audits, employee viewpoint  

 surveys, exit interviews, issues raised by trade unions and external  
 cultural assessments. The main forums are:  

• Wavelength forum which allows colleagues to exchange 
information, share best practice, feedback, and ideas, suggest 
areas of improvement, test new ideas and approaches. The forum 

discusses the most pertinent issues faced bySerco's employees 

including results from the viewpoint survey; 

• Union forum, employees can engage through local Health and 
Safety Union forums which provide feedback and actions for 

management; and 

• Our Wellbeing Allies network receives training on listening and 
support skills. The network meets monthly to share ideas and carry 

out a range of wellbeing activities.  

 

We use feedback from Wavelength to understand new issues and 

improveSerco's wellbeing offer, either directly or reaching into the 

wider business and Head of Health and Wellbeing to support.  



 

 

 

14.27 Processes for acting on issues identified  

14.27(a) When an employee raises an individual issue, the first point of contact is their direct line 

manager whoshall work with them to create an individual action plan to address their needs. If 

the need is more complex or requires expert advice, thisshall be triaged to the relevant 

managers, including occupational health and MyHR case advisors. Where collective issues are 

identified by multiple employees, thisshall be investigated by the HR Business Partner and 

solutionsshall be put forth and piloted in collaboration with employees.  

 

14.27(b)Serco's approach to acting on issues ensures a supportive ‘No Blame’ culture which 

encourages learning from experience and an environment where colleagues can achieve 

psychological safety, increased wellbeing and optimised performance. Serco have a 

confidential and anonymous ‘Speak up’ process, where individuals (includingSerco's suppliers) 

can raise concerns either through the Serco website or on the phone. All Speak Up concerns 

that are raised are logged into the Speak Up case management system and given to a case 

handler, whoshall be independent of anyone involved in the concern. All cases and 

investigationsshall be conducted with integrity, in an independent, fair, and unbiased manner.  

 

14.28 SUPPLY CHAIN  

14.28(a) Serco has a rigorous evaluation and management system for suppliers known as the Gate 

process. The Gate process sets the standards for the selection, evaluation, management and 

review of potential suppliers. All suppliers are subject to a series of stages before they can be 

approved.   

14.28(b) Serco's key strategic partners have been invited to undertake sustainability assessment 

through EcoVadis, resulting in an assessment scoring which reflects their standards, processes 

and actions around sustainability, using themes aligned toSerco's SV framework. This rating 

can then be used when engaging with other potential customer organisations.Sercoshall 

continue to supportSerco's partners and suppliers in delivering and growing their SV through 

sharing training and awareness, and showcasing potential tools and resources.  

14.28(c) All DMS-NG suppliersshall have appropriate SV requirements flowed down to them as part of 

this process and their suitability, understanding and commitmentshall be assessed. This 

approach ensuresSerco only work with those who are committed to achieving realistic SV 

targets based on, for example, their ability to impact real change.  

(H) SVI8 As described in Section 13.3, Serco encourages the Tier 1  
  supply chain to invest in the physical and mental health and wellbeing 
  of their Contract workforce.  

(I) SVI9 Sercoshall also require them to attend quarterly meetings to 
   discuss progress and share best practice and submit an 
associated   quarterly return.  

 

14.29 DESCRIPTION OF HOWSercoshall USE METRICS   

14.29(a) Through the negotiation and dialogue phase, Serco and the Authority bid team representatives 

have worked in partnership to clarify and address all areas of feedback associated withSerco's 

initial submission. It was agreed, as there was no Authority defined KPI’s or associated social 

value measures linked to the (PPIM) within the Contract documentation, both parties would work 

in partnership during the implementation phase, post award to define and agree social value 

specific matrices for reporting and measurement that are tailored and relevant to the DMS-NG 

Contract (noting SDA delivery specifics and geographical variables). Annex A – section 13.6 

provides a sample of the types of metricsSerco would suggest are captured, alongsideSerco's 

target commitments as part ofSerco's Social Value Report (SVR).   



 

 

 

14.30 DETAILS OF THE TOOLS / PROCESSES USED TO GATHER DATA  

14.30(a) Serco uses the Social Value Portal (SVP) and The National TOMs to record and report social 

value activity.Serco's membership with SVP includes third party review and assurance ofSerco's 

social value reporting. SVP is the industry standard for capturing and measuring social value, 

and using the portal provides a single interface for the Authority to trackSerco's social value 

delivery against targets. Thisshall support the Authority in accessing data which can be used to 

update the national SV model andSercoshall work collaboratively to adaptSerco's data collation 

to meet joint reporting needs.Serco's Social Value Planshall be submitted within 90 days of the 

effective date andshall include a full breakdown of activity and metrics whichSercoshall report 

against on a monthly / quarterly basis.  

 

14.31 HOWSERCOSHALL GATHER FEEDBACK AND IMPROVE 

14.31(a)  To ensureSerco consistently improve and adaptSerco's service based on the feedbackSerco 

receive fromSerco's employees and the AuthoritySerco have incorporated the following 

activities:   

• Every Week – InSerco's Monday briefingSercoshall incorporate SV, engagement 

and communications to discuss upcoming or recent wellbeing initiatives, gather 

feedback and share success stories;  

• Every Month –Serco's SVCshall report VI progress to the Head of Service Delivery 

Area for inclusion in the monthly reporting;.   

• Every Quarter – Each Managershall have a My CatchUp session with their employees 

to discuss performance, development, and wellbeing. These sessions provide an 

opportunity for employees to flag any support requirements, discuss options and for 

managers to signpost for wellbeing support;  

• Annually –Serco understand the Authority may also request a social value assessment, 

whereSercoshall agree an action plan to improve performance if required against an 

agreed baseline; 

• Ad hoc –Sercoshall conduct exit interviews with employees to understand why they are 

leaving us, and howSerco may be able to improve retention ofSerco's employees (e.g. 

changing or developingSerco's health and wellbeing offers to meet employee’s needs); 

and  

• Continuous Improvement Action Plan (CIAP) – All actions generated from each of 

the feedback junctionsshall form part of the CIAP, whichshall be actioned by the SVC.  

  

14.31(b)Serco's SVIs are aligned with the latest guidance.Sercoshall useSerco's CIAP to continually 

evolve with changing SV, Authority and environmental needs throughout the Contract term. The 

above feedback junctionsshall form part of this process, enablingSerco to capture generated 

actions and ideas. A copy of the current and any previous CIAPsshall be made available to the 

Authority upon request.  

14.32 CHANGE MANAGEMENT   

14.32(a) Sercoshall follow a Change Management Process (CMP) as defined within the Contract terms 

asSerco's Local Operating Procedure (LOP) for enacting change.Serco have included further 

details of this process in Annex A, section 13.8.   

  

14.33 ENSUREING TRANSPARENCY INSerco's APPROACH TO SOCIAL VALUE  

14.33(a)Sercoshall ensure full transparency of data and the processes used to collect it and comply fully 

with the Voluntary Reporting Framework as detailed above. Where Serco is operating systems 

that process SV data,Sercoshall liaise with the Authority to agree the type and frequency of 

access for the purposes of audit and review.Sercoshall makeSerco's data collection processes 

available for audit by the Authority, or an independent monitoring body, within a timeframe to 

be agreed within the SVP.Serco's relationship with the SVPshall provide additional independent 

verification ofSerco's metrics.   



 

 

 

14.34 A TIMED ACTION PLAN TRANSITION SERVICES   

14.34(a) Some responsibilities during implementationshall sit withinSerco's Serco Business Services 

central function. Unless otherwise specified, all initiativesshall begin from 90 days of the 

effective date, following a baseline of current metrics, collaborative conversations with the 

Authority and once the SV Plan has been submitted to the Authorityshall continue until Contract 

end. A continuous improvement action planshall be updated and actioned following feedback 

from employees, the Authority, and other stakeholders.   

 

 

 

15 VESSEL AND ASSET MANAGEMENT PLAN 

Redacted under FOIA section 43: Trade secrets and prejudice to Commercial interests 

15.1 INTRODUCTION  

 

15.1 (a) Serco’s Vessel and Asset Management Plan (VAMP) details the proposed vessels andSerco's 

approach to driving the availability required to deliver the Statement of Requirement (SOR) efficiently 

and effectively throughout the Contract term.Serco's Asset Management Plan has been developed to 

deliver the demand defined in Schedule 2, SOR, and outlines how Sercoshall comply with both the 

Authority’s Asset management strategy and the compliance requirements of the Defence Maritime 

Regulator (DMR), Class and Flag (where applicable). Figure 54 summarises the components of asset 

availability underpinning the strategy.  

 



 

 

Figure 54: Asset Availability Components 

15.1 (b) Sercoshall deliver the requirements defined in Schedule 2, utilising the Authority-nominated 

vessels. Recognising the age and condition of the vessels, Sercoshall define a detailed asset 

management plan and supplement the vessels with nominee vessels for formal approval by the 

Authority to improve resilience availability and utilisation. Thisshall provide service delivery to 

the highest standards.  

15.1 (c) To support the safety, reliability and availability of the vessels and all other assets,Sercoshall 

establish, implement, manage and continually improveSerco's system for through-life asset 

management, aligned with best practice and in accordance with Schedule 9 as applicable 

(Figure 54).Serco's Serco Engineering Asset Management System (SEAMS)shall driveSerco's 

asset management processes and activities, optimise decision making and inform vessel 

maintenance scheduling and selection for Task.  

 

  

  



 

 

 
Figure 55: Best Practice in Asset Management 

 

15.2 SERCO ENGINEERING ASSET MANAGEMENT SYSTEM (SEAMS)  

 

15.2 (a) To facilitate the move from analogue to digital, Serco’s delivery of the DMS-NG requirementshall 

be driven by SEAMS. Taking into consideration the age and condition of the vessels ( as defined 

by the Authority Vessel Condition Surveys at Contract commencement), Sercoshall tailor the 

asset management regime within SEAMS to meet the needs of each individual vessel. SEAMS 

drives all Asset Management activities (including dockings, Planned Maintenance and Defect 

rectification) to performance criteria managed bySerco's team of Service Delivery Area (SDA) 

Technical Manager (SDATMs). This is done with a systematic emphasis on vessel compliance 

and availability.   

 

15.2 (b) By merging operational and asset management requirements, Sercoshall have the capability 

to systematically and continuously support availability of compliant vessels to meet the 

operational programme in line with contractual requirements. Simultaneously,Sercoshall 

maintain the levels of Suitably Qualified and Experience Personnel (SQEP) required to deliver 

the contracted services of SDA 6.  

15.2 (c) Serco has completed a rigorous process to provide the Authority with the most cost-effective, 

future proof replacement to the current AMOS solution. This took the form of a thorough cost 

/ capability assessment of the asset management applications commonly utilised in the 

maritime environment and endorsed for use by the Maritime Coastguard Agency (MCA), 

(including the current system). Applications were scored against the needs of the DMS-NG 

Schedule 2 SOR and assessed for comparative cost.  

15.2 (d) This assessment identified that a SEAMS solution not only represents the most cost-effective 

compliant solution, but also allows Serco to offer the Authority far greater certainty of Task 

delivery due to improved asset availability. This is derived of:  

 

• Real-time Task delivery performance dashboard assurance; 

• Continuous current asset availability dashboard assurance;  

  

  



 

 

• Continuous and current SQEP availability dashboard assurance; 

• Management of vessel maintenance kits, spares and consumables; and 

• Reductions in planned and unplanned non-availability. 

 

15.2 (e) With improved asset management capabilities, including condition-based maintenance and 

tailored Ship Life Extension Programmes (SLEPs), Sercoshall deliver certainty of availability for 

assets in late life.Sercoshall also have the required data and analytics capability to forecast and 

plan for asset failures, repairs and replacements. An example dashboard is shown in Figure 56.  

Figure 56: Best Practice in Asset Management 

15.3 SAFETY AND ENVIRONMENTAL CASE MANAGEMENT  

 

15.3 (a) The Serco approach to the verification and re-issue of Safety and Environmental Cases  

(SECs) is embedded withinSerco's Integrated Management System (IMS) shown in Figure 

56.Serco's IMS and Safety Management System follows all DMS-NG contractual requirements, 

along with The Defence Safety Authority’s DSA02-DMR policy document. This expands the SoS 

for Defence Health, Safety and Environmental Protection (HSEP) in Defence Policy Statement.  

 

15.3 (b) In compliance with DSA02-DMR Regulations for HSEP, section 304 (Safety and/or  

Environmental Case(s) Regulation), an Accountable Person (AP), appointed by Serco and 

officially delegated and endorsed by the MOD,shall develop and routinely maintain or verify and 

re-issue SECs to demonstrate that the vessels used in the delivery of the services meet and 

maintain Safety and Environmental Protection requirements. The creation, development, 

verification and management of the SECsshall begin at Contract Award, with reviews taking 

place on a regular basis. SECsshall be coherently managed, acknowledging the environmental 

case may comprise of several key Project Orientated Environmental Management Systems 

(POEMS) outputs, such as Environmental Impact Screening and Scoping (EISS) reports.  

 

15.3 (c) SECsshall be verified or developed proportionate to the assessed level of safety risk and 

environmental impacts. Theyshall be maintained in accordance with appropriate standards, 

such as DEFSTAN 00-56, DEFSTAN 00-51, ASEMS Part 2 SMP12 and POEMS.Sercoshall 

useSerco's internal policies, techniques and standards to form safety and environmental 

arguments and risk assessments. Each SECshall include the assessment of the safety risks 

and environmental impacts of the planned SDA 6 activities.  

  

  



 

 

Figure 57: Safety Case Management 

15.3 (d) As part ofSerco's Health, Safety and Environmental management, SECsshall undergo a 

continuous process of assessment, learning from experience and horizon scanning for HSEP 

risks. Decisive actionshall be taken so that they are mitigated to as low as reasonably 

practicable (ALARP) and maintained at tolerable levels.  

 

15.3 (e) The level of assurance of activitiesshall be proportionate to the consequences of the failure of 

the activity.Serco's approach to HSEPshall be subject toSerco's robust ‘Three Lines of Defence’ 

audit process:  

 

• 1st Line of Defence – own or manage the risk: Real time Health, Safety, 

Environmental and Quality (HSEQ) assurance activities within the business. Providing 

managers and leaders with the assurance that:  

(i) Customer, legal and regulatory requirements are being met:  

a) Procedures are being followed; and 

b) Risks are being identified and managed,  

(ii) Decisions are based on accurate, timely and complete information and within 

defined delegated Authority limits; and 

(iii) In addition, Serco management undertakes several ‘Zero Harm’ engagement 

tours which are documented and recorded.  

 

• 2nd Line of Defence – specialise in risk management: Risk management 

processes and retrospective activities within the business are delivered through 
Compliance Assurance Plans which have been developed by Divisions and Corporate 

Shared Services with oversight at Group level.  

 

• 3rd Line of Defence – provide independent assurance: Retrospective independent 
assurance and accreditation delivered by internal and external audit organisations. 

Examples of this include:  

(i) Internal: Integrated Assurance Reviews; and 

  

  



 

 

(ii) External: BSI, Flag, Class, customer led, DMS Independent Safety and  

Environmental Audits (ISEA), formal endorsement of management plans and  

SECs, Naval Authority Group Explosives (NAG Exp) and Maritime Capability 

Trials and Assessment (MCTA).  

 

15.3 (f) SECsshall be based on a Hazard Identification (HAZID), Risk Assessment and EISS. Itshall also 

aim to demonstrate where the impacts upon the environment have been minimised where 

possible and practicable.  

 

15.4 SAFETY CASE MANAGEMENT  

 

15.4 (a) To remain compliant with Authority publication DSA02-DMR and the Serco IMS, Sercoshall 

maintain a current approved SEC for each vessel. Accordingly, the vessel crewshall be briefed 

on this document; itshall also be made available on the vessel to enable safe and compliant 

delivery of the Authority tasking. SECs must be updated if defined triggering events, such as 

significant changes or modifications, occur (as shown in Figure 58). 

 

 

Figure 58: Triggering events during the docking evolution 

15.4 (b) In the case of a triggering event, Serco shall follow the process shown in Figure 59 to update 

the vessel SEC. This processshall be completed prior to operation of the vessel to maintain 

compliance.  

 

  

  



 

 

 

Figure 59: Vessel SEC update process  

 

15.4 (c) In the unlikely event that a Critical Short Notice Authority requirement necessitates the use of a 

vessel without an updated SEC, a concession may be sought by the Head of Service Delivery 

Area (HdSDA) in accordance with the process in section 4.3 of this response.  

 

15.4 (d) Any concession to operate the vessel in the absence of the updated SECs should only take 

place in exceptional circumstances and may only be given when it is still safe and allowed within 

proscribed regulations. This must be formally recorded in SEAMS by the HdSDA andshall be 

agreed in consultation with the Authority.  

 

15.4 (e) Vessels assigned by Serco to deliver Tasksshall have the specific attributes described in the 

SOR table (i.e. those which pertain to the relevant Task).  

 

15.4 (f) The assetsshall be operated and managed in accordance with their respective safety cases as 

detailed in the HSEP management plan. This provides a road map to the Serco Health, Safety 

and Environmental Protection management organisation and arrangements for safety and 

environmental protection management within the DMS-NG Contract throughout the Contract 

term. Itshall detail the actions and arrangements for the implementation and operation of the 

Serco IMS which contains safety and environmental policies, procedures, guidance and forms.  

 

15.4 (g) Our HSEP Management Planshall demonstrate full compliance with:  

• The International Safety Management (ISM) Code with accreditation issued by the 

MCA and DSA02-DMR Regulations; 

• The Serco Group Policy Statement and the applicable procedures contained within 

the company Serco Management System and local IMS; and  

• MOD contractual obligations as laid down in the DMS-NG Contract SOR Schedule 9, 

including, but not limited to:  

 

(i) DSA02 Defence Ordnance, Munitions and Explosives; 

(ii) DSA03.OME Part 2; 

(iii) JSP 375 VOL 1 Chap 6 and 28; 

(iv) JSP 815; 

(v) JSP 816; 

(vi) DSA02-DMR Regulations for Health, Safety and Environmental 

Protection; 

(vii) DEFSTAN 00-56; 

(viii) DEFSTAN 00-51; 

(ix) Local port (site) and facilities standing orders; 

(x) Local Port NSSJ; and 

(xi) Local POMSR. 

 

Itshall also be developed in accordance with:  

  



 

 

• The Health and Safety Executive’s ‘Managing for Health and Safety’ (HSG65) ‘Plan, 
Do, Check, Act’ (PDCA) model; and 

• ISO 9001, ISO 14001 and ISO 45001 management systems  

 

15.4 (h) The Vessel Operating Procedure (VOP) is part of the ‘body of evidence’ which supports 

maintaining vessels within the ‘Safe to Operate, Operated Safely and Environmentally Sound’ 

operating envelope (in accordance with DSA03 regulatory terms). This accounts for third party 

and Authority governance; it provides a practical set of safety requirements to support 

specialised operations, Affected Services and vessels (including their equipment) by having 

appropriate safety systems in place to manage the safety cases. New Tasksshall be conducted 

by the OPS 408 process andshall provide data for the Affected Service VOP (ASVOP).  

 

15.4 (i) Serco shall obtain prior written approval from the Authority before using any vessel that is not 

identified in the Service Delivery Plan. Any such vessel shall be compliant, maintained to Class 

and have the necessary SEC (which the crewshall be briefed on and fully understand).  

 

15.5 AFFECTED SERVICES  

 

15.5 (a) Affected Services are operational commitments required by the MOD under the DMS-NG 

Contract. They are pre-defined activities that temporarily fall outside of MCA regulations for the 

extent of the Task. Affected Services are defined in DSA.03 regulatory terms for DSA02DMR 

regulations as:  

“Military activities conducted by Civil Registered ships listed in a Memorandum of Understanding 
(MOU) between the MOD and MCA as beyond certified civil activities. The delivery of Affected 
Services falls outside MCA regulatory rules”. 

 

15.5 (b) The Management of Affected Servicesshall be undertaken in accordance with the MOD / MCA 

MOU and the established Codes of Practice (CoP). These are instructions presented in the 

manner of a formal agreement between the Authority, the Entitled Customer and the Contractor. 

They provide a means of governing the provision of marine support to the Tasks where there is 

potential for command-and-control issues between the various parties. They also provide 

onboard protocols and guidance to enable the crew and embarked personnel on the vessels 

allocated to the programmed Tasks, to identify areas of responsibility and control during the 

training (Tasks). In so doing, they aim to emphasise the delineation between activities 

undertaken in support of the Task and those undertaken as part of the general operation of the 

vessel. Theyshall form part of all VOPs.  

15.5 (c) New Tasksshall be conducted according to the OPS 408 (vessel acceptance) process andshall 

provide data for the ASVOP. The VOP is part of the ‘body of evidence’ which supports 

maintaining vessels within the ‘Safe to Operate, Operated Safely and Environmentally Sound’ 

operating envelope. As such, the VOPshall be reflected in the SEC. This process can be 

demonstrated in relation to the recent DMS Poppy OSEC. The SECRshall be developed in 

conjunction with DSA02-DMR regulations, covering the 13 risk controls in Regulation 301, and 

provided to DMS-NG Head as the AP acting on behalf of the MOD 2  Senior AP. The SECRshall 

demonstrate that:  

 

• The scope of the Affected Service has been clearly defined; 

• Baseline Class and statutory certification is in place; 

• Naval Authority key hazard certification for explosives, as defined in DSA02-DMR 
regulations, is in place (where applicable), and relates to BRd 862 and carry NAG Exp 

Certificate of Safety of Explosives; 

• All known Affected Service hazards have been identified, assessed, categorised and 

recorded in a risk assessment which demonstrates that Affected Service hazard 

mitigations, controls and safety provisions are ALARP; 

• Affected servicesshall be managed throughout the deployment; 



 

 

• Clear operating procedures are in place and appropriate information, instruction and 

training has been given to any personnel associated with the Affected Service; 

• Emergency contingencies are identified, with suitable plans made to address them 

and instruction given and understood; 

• Management and safety roles, lines of responsibility and accountability are defined 

and understood; and 

• Clear limiting conditions that the vessel must not exceed at any time are specified.  

 

15.5 (d) This SECR must receive written confirmation of Authority endorsement in the form of an  

Affected Service Certificate of Compliance (A/SCoC) for acceptance on the Affected  

Services regime. DMS-NG Head, as the MOD AP, holds a DMR Approval to Authorise MOD  

Shipping and a Document of Compliance for all applicable vessels within the scope of the DMS-

NG Contract. The DSRshall be updated when the Affected Service Tasks relate to change of 

Flag from Red to Government Service Blue Ensign (GSBE).  

 

15.5 (e) Serco’s HSEQ Leadshall work with the DMS-NG Head to put in place the SECRs required to 

meet the requirements from DSA02-DMR for all vessels undertaking Affected Services, helping 

to keep them within their ‘Safe to Operate, Operated Safely and Environmentally Sound’ 

operating window.  

 

15.5 (f) The Naval Authority Group (NAG) is the internal MOD certifying body for all key hazards 

associated with the conduct of the activity (carriage of explosives) along with Navy Command 

Explosives in the 3rd party Explosive Safety Advisory visits for onboard magazine and 

management onboard against RN BRd 862 policy. Serco maintains the relevant levels of SQEP 

in the management of explosives, including Explosives Responsible Officer (ERO) / Officer of 

Quarters (OOQ). DMS remain the MOD Platform Authority; liaison relating to the MOD 

explosives certification is to be passed through the Platform Authority Professional Officer.  

 

15.5 (g) The Affected Services list of vessels authorised to conduct Affected Services is maintained by 

DMS with a copy held on Marine SharePoint (DES / Safety Cases / Affected Services). 

A/SCoCsshall be managed by Serco in SEAMS.  

15.5 (h) Masters (Commanding Officers) of ships providing Affected Services remain responsible for 

operating their vessels in accordance with the SECR. It is recognised that they do not have full 

management control of all activities when some Affected Services are being conducted; 

however, Masters (Commanding Officers) remain responsible for ensuring that the services are 

only provided when conditions on the day are suitable and within the limitations prescribed in 

the SECR. Services that are not provided in accordance with the SECRshall not be deemed to 

be Affected Services.  

 

15.5 (i) A SECR review must take place after any significant change in the vessel’s procedures, 

operations, structure or review of incident, or every 5 years on the DMS-NG Contract, 

whichever is soonest.  

 

15.6 Affected Services Risk Assessments and Safe System of Work 

15.6 (a) The risk assessment and safe system of work for conducting an Affected Service on a Serco 

vesselshall be documented in an operating procedure, titled ASVOP. ASVOPs for new 

capabilitiesshall be initially approved by DMS and issued and controlled as part of Serco’s IMS.  

 

15.6 (b) In completing an ASVOP, the relevant ship hazard information (contained in these 

documents)shall be captured. Once the ASVOP has been approved, issued and implemented 

onboard the relevant ship(s), the original safety case reports and logsshall remain extant (live 

on the IMS) for all Tasks which are not Affected Services as part of the vessel Class safety 

case. Theyshall be subject to routine annual review for VOPs and five-yearly SECs. 



 

 

ASVOPsshall also be subject to the same review process described inSerco's Risk Assessment 

and HAZID procedure and subsequently issued with the A/SCoC from DMS.  

 

15.6 (c) For all Tasks comprising the Authority requirement, within the Affected Services framework (out 

with the IMO / MSA regulations), Serco comply fully with the UK, European and international 

maritime legislation in their management and operation. At the point of requirement definition 

with the Tasking Authority or its delegated representative, Serco shall assess the requirement 

against the criteria for qualification as an Affected Service and agree with the Authority in all 

such circumstances. For Affected Services which fall under the scope of the MOU between the 

Authority and the MCA, Sercoshall also agree the prevailing CoP with the Authority.  

 

15.6 (d) For Tasks where no CoP is in existence, Serco shall draft the document for discussion with, and 

approval by the Authority in advance of selection of vessel(s) and crew.  

 

15.7 MODIFICATION TO DESIGN  

15.7(a) The Serco Chief Engineershall make sure that an auditable and compelling argument has been 

made for the modification to be carried out (including its impact on the vessel’s capabilities and 

general operation, and its interaction with other systems). The Safety Case shall be updated 

accordingly with Endorsed AP participation. All tangible modificationsshall be recorded in the 

Safety Case.  

 

15.8 GOVERNMENT SERVICE BLUE ENSIGN (GSBE)  

 

15.8(a) Particular to the Affected Services is ensuring that dual flagged vessels’ status (as agreed in the 

MOU between the MOD and MCA) andSerco's management of this highly specialised 

administrative process, includes obtaining and maintaining (annually) the GSBE status for 

operating outside and within UK waters when embarking UK military personnel.  

 

15.8(b) Article 96 of the United Nations Convention on the Law of the Sea (UNCLOS) grants  

Government Service vessels immunity from jurisdiction other than the Flag state. The  

DMS-NG Head as the APshall grant GSBE permission on a case-by-case basis given the 

correct permissions have been applied for and granted following a joint procedure between 

Serco and the Authority.  

15.9 REPAIR AND MAINTENANCE  

 

15.9(a) To deliver the DMS-NG Contract 4 services, as part of a common upkeep strategy, Sercoshall 

maintain an overarching objective to maximise the availability of the fleet for service delivery 

wherever possible, whilst maintaining regulatory compliance and promoting the vessels’ safety 

and reliability. Scheduling of dry-dock surveysshall continue to be driven by regulatory 

requirements; however, Serco is mindful of the critical nature of the services delivered under 

Contract 4 as well as the length of tasking. Therefore,Sercoshall work closely with the Authority 

to apply flexibility, wherever reasonably possible, to minimise disruption to the operational 

programme and satisfy Authority demand (as specified in the SORs). 

 

15.9(b) This planshall apply to all vessels and shoreside equipment used to support the vessels in their 

function (except for equipment used in the function of diving and dive support). SEAMSshall 

apply a common management system across the diverse fleet which adheres to, and is audited 

against, ISM code standards of operation. These procedures are supplemented by vessel-

specific operating procedures which risk assess and address the specific tasking.  

 

15.9(c) Operational compliance with these procedures is supported through a rigorous programme of 

internal audits and inspections by the HSEQ, Operations and Technical management teams. 

The service delivery is governed under the vessels’ safety cases.  

 

15.9(d) The vessels’ maintenance regimeshall be scheduled and documented withinSerco's SEAMS. 

Thisshall ensure focused maintenance / inspection type activities whichshall allow easier and 



 

 

earlier identification of larger issues, leading to a more proactive and less reactive maintenance 

regime.  

 

15.9(e) The Inshore vessels are all Classed with Lloyds Register (LR) and vessel certification is 

maintained as required by both LR and UK Flag administrations. Docking surveys are carried 

out within prescribed intervals. Although the maintenance of equipment and machinery is 

aligned with Original Equipment Manufacturer (OEM) recommendations, both are programmed 

to deconflict and cause minimum disruption to the operational programme.  

 

15.9(f) An example of where enhanced maintenance is required to meet MOD requirements to deliver 

the required tasking is the SD Victoria. This vessel is equipped with a ship-fit variant Transportable 

Manned Compression Chamber (TMCC) Type C to support Diving Training. The TMCC is 

installed in accordance with BR 2807, MSI Defence Systems’ interface specification and in 

accordance with Lloyds Rules and Regulations. It is subject to bi-annual dive safety audits. Crews 

have additional TMCC routine maintenance training (i.e. an OEM [MSI] one week course), 

maintained at the required three-year intervals.Sercoshall facilitate removal and replacement of 

the TMCC every five years for Authority sponsored deep maintenance.  

15.10 PLANNING, IMPLEMENTATION AND REVIEW  

15.10(a) Sercoshall define and timebound agreed goals and aims for local managers for the asset 

management function, including those relating to vessel reliability, machinery performance and 

fuel and lubricating oil consumptions. Theyshall be planned and agreed with local managers 

and their effectiveness reviewed on a periodic basis. These goalsshall form the basis of 

managers’ performance management andshall also support asset availability to meet the SOR 

Tasks.  

15.11 PLANNED MAINTENANCE  

 

15.11(a) Serco’s maintenance strategy is formed of two main components: routine Planned Preventative 

Maintenance (PPM) and unplanned defect rectification. The company’s emphasis, wherever 

possible, on condition monitoring and risk assessmentshall ensure that reliability and planned 

maintenance remains central toSerco's philosophy and approach to vessel upkeep and 

minimising the need for unplanned maintenance. 

  

15.11(b) Sercoshall utilise SEAMS for the scheduling and description of the routine maintenance 

activities of the vessels and Government Furnished Equipment (GFE), as well as programming 

of surveys and certification. Maintenance of equipment and machineryshall be aligned with OEM 

recommendations as well as regulation with respect to safety equipment and systems. 

Maintenance activities and their completionshall be recorded in SEAMS.  

 

15.11(c) Planned out-of-service downtimeshall be discussed with the Authority prior to the event 

occurring. Whilst planned maintenance is essential for reliability to be maintained, Serco’s ‘no 

surprises’ culture drives a series of requirements on the HdSDA and SDATM prior to taking a 

vessel out of service. These requirementsshall be:  

 

• When safe to do so, to carry out PPM work packages whilst the vessel is in service to 

minimise the duration of docking periods  

• To ensure that the Authority and other departments within Serco (for example,Serco's 
Procurement team responsible for ordering spares for the DMS-NG Contract) are: 

 

(i) Informed that the vessel is to be removed from service; 

(ii) Informed of the redelivery date; 

(iii) Informed of the possibility of improvement or delay in the redelivery date; 

and 

(iv) Informed if OEM service agents are to be used.  
 



 

 

• To manage the time out of service efficiently, confirming that no other suitable 

alternatives exist and that the vessel itself remains safe.  

• That the vessels and crew’s safety is not reduced by any decision taken either by 
Serco or its repair sub-contractor during the period of downtime (including any 

postponements).  
 

15.12 SCHEDULING MAINTENANCE AND DOWNTIME AGAINST DEMAND 

15.12(a) It is recognised that an effective maintenance programmeshall minimise unplanned downtime. 

If a vessel is required to be removed from service to undertake maintenance, Sercoshall notify 

the Authority at the earliest possible time.  

15.12(b) As it is not cost-effective to maintain permanent additional vessels on a contingency basis, 

Serco has not made provision for this. Instead, Sercoshall optimise planned maintenance as far 

as possible against known troughs in demand.  

 

15.12(c) Effective asset management and planning are key to successful service delivery. Thisshall be 

achieved by maintaining visibility of planning to the Authority and asking, in turn, that the 

Authority’s forward demand planning is shared with Serco. Utilisation ofSerco's Management 

Information Systemsshall assistSerco in this process, but it is not regarded as a panacea – 

partnering behaviours are key and are required of both the Authority and Serco for this to be 

successful.  

 

15.12(d) Serco’s procedure demands that a series of requirements must be met prior to taking a vessel 

out of service. Similar to planned maintenance activities, these requirementsshall be:  

• To ensure that the Authority and other departments within Serco are:  

(i) Informed that the vessel is to be removed from service; 

(ii) Informed of the redelivery date; 

(iii) Informed of the possibility of improvement or delay in the redelivery date; 

and 

(iv) Informed if OEM service agents are to be used.  

• To manage the time out of service efficiently, confirming that no other suitable 
alternatives exist and that the vessel itself remains safe.  

• That the vessels and crew’s safety is not reduced by any decision taken either by 

Serco or its repair sub-contractor during the period of downtime (including any 

postponements).  

 

15.12(e) The fleet outage programme shall be kept under review and presented by Serco at the 

governance meeting. It shall be reviewed and amended as required in consultation with the 

Authority and maintained to provide continuous visibility to all stakeholders to accommodate 

future mid- and long-term Task planning (i.e. Exercise JW).  

 

15.13 DRY-DOCKING AND REPAIR  

 

15.13(a) Managed as planned downtime, the dry-docking and repair of vesselsshall be a port–based 

process, headed up by the port Head of Dockings and assisted, where necessary, by centralised 

support staff in procuring services and dockings for vessels, adhering to company policies and 

procedures.  

 

15.13(b) Serco’s dry-docking programme provisionshall be realistic and conducive to the effective 

maintenance and mandatory survey of the vessels. Itshall be supplemented by condition survey 

activities prior to dry-dock as a proactive measure to manage risk. It isSerco's intent to rectify 

all of the dry-docked vessel’s defects during the dry-docking period and manage drydocking 

activities in accordance with the Docking Programme. Where all defects cannot be managed in 

the programme period, the SDATM shall collaborate with the HdSDA to support the rectification 



 

 

of remaining defects at the earliest opportunity. Ship’s staff, when available,shall take an active 

part in the dry-docking of vessels and especially in the vessels’ redelivery to service.  

 

15.13 ASSET MAINTENANCE METHODOLOGY  

 

15.13(a) The overarching objective of the upkeep strategy is to maximise the availability of the fleet for 

service delivery wherever possible, whilst maintaining regulatory compliance and promoting 

vessels’ safety and reliability. At the core of the solution isSerco's PPM programme, containing 

Planned Maintenance, Inspections and Tests. This programme is applied diligently and 

coherently to the vessel fleet and all outcomes are recorded against the asset. This provides a 

clear, current view of the availability and condition of the asset which, in turn, allows Serco to 

plan larger preventative maintenance works and dockings.  

 

15.13(b) Scheduling of dry-dock surveysshall continue to be driven by regulatory requirements, but 

Sercoshall apply flexibility wherever reasonably possible to minimise disruption to the 

operational programme and satisfy Customer demand.  

 

15.13(c) This planshall apply to all vessels and shoreside plant and machinery used to support the 

vessels in their function (except for equipment used in the function of diving and dive support). 

In support of ensuring value for money, this methodology includes not over maintaining (as 

baseline operating hours being so low) and is enhanced through an extended survey regime in 

place with Class.  

 

15.14 ASSET AVAILABILITY MONITORING  

 

15.14(a) The PPM programme and associated data shall be reviewed in the context of the required 

asset availability, shown in Figure 59. Availability targets have been set by Serco using the 

DMS-NG SOR Task volumes, duration, and concurrence as the basis for the calculation.  

 

15.14(b) The achieved levels of availability and vessel complianceshall be monitored using SEAMS, 

withSerco's maintenance programme being adapted to address any shortfall.  



 

 

Figure 60: Vessel Availability Monitoring 

15.15 PLANNED PREVENTATIVE MAINTENANCE 

15.15(a) Serco’s PPM programme is formed of routine PPM, inspection (including survey and 

certification) and testing Tasks. Tasks are defined and driven from a central schedule containing OEM 

and vessel specific Tasks.  

15.15(b) In practice, the SDATM (in consultation with the vessel Masters) shall apply each Task at the 

most appropriate frequency for the vessel (based on its age, known condition and serviceability 

history).  

15.15(c) Condition monitoring information arising from PPM inspection and test Tasksshall ensure that 

reliability remains central toSerco's philosophy and approach to vessel upkeep. Given the age 

of the two vessel, the PPM programme shall be extended to include obsolescence investigation. 

Thisshall mean that Serco is not reacting to failure of an obsolete system or component, but can 

plan for timely replacement, avoiding the potential for vessel nonavailability. In assessing the 

economics of replacement, Sercoshall maintain the design intent of the vessels and not 

compromise their service delivery capabilities. Personnel involved in the operation and 

management of vesselsshall also be engaged in the delivery of planned maintenance Tasks. 

  

15.15(d) As part of condition monitoring, laboratory lubricant analysis is used to monitor the condition of 

plant and equipment, as well as give indications of contaminants and wear elements which 

provide trending and early warning of potential machinery failure. This informationshall be 

shared with ashore managers and the ship’s staff. Other condition monitoring methodologies 

such as vibration analysis and thermal imaging are used to inform maintenance tasking and 

provide historical record within SEAMS. This data, correctly interpreted,shall enable timely 

planned maintenance and provide a safer, lower risk alternative to unnecessary invasive 

maintenance.  

  

  



 

 

 

15.15(e) Serco’s experience of this approach, further informed by the monitoring and analysis of 

operational data, shall provide a dynamic view of serviceability and compliance; itshall allow 

availability to be driven to the required levels.  

 

15.15(f) Maintenance of equipment and machineryshall be aligned with OEM recommendations as well 

as regulation with respect to safety equipment and systems. Maintenance activities and their 

completionshall be recorded in SEAMS. Sercoshall extend the PPM schedule and programme 

for the scheduling and description of the routine maintenance activities of the vessels and GFE, 

to include the programming of surveys and certification.  

 

15.16 DEFECT IDENTIFICATION AND RECTIFICATION  

 

15.16(a) Defects shall be identified by the Crew and/or SDATM and shall be logged in SEAMS as  

Service Requests (SRs). The SDATM responsible shall review all SR’s and categorise and 

assign them either to be rectified as defects or to be deferred into the scope of the next docking 

or Planned Outage. Defectsshall be categorised based on the criticality of the asset, system 

or component and the nature of the defect. Defect dashboards shall be reviewed by the 

SDATM to ensure that, wherever possible, commonalities and trends are identified and acted 

upon fleet-wide and that learning is used to minimise reactive maintenance. Defect categories 

are shown in Table 47.  

 

CATEGORY  DESCRIPTION  

Routine Repair  

[One calendar month]  

Rectification of a breakdown of a component(s) likely to result in 

vessel non-compliance and/or unfitness for Task.  

Urgent Repair  

[One calendar week]  

-or-  

[Prior to next vessel tasking]  

Rectification of a breakdown of asset, system or components 

affecting buoyancy, propulsion and/or any system or component 

which compromises compliance and/or fitness for Task.  

Emergency Repair:  

[Make safe immediately  

-and-  

Rectify within one week  

-and-  

Prior to next vessel tasking]  

Rectification of a breakdown of asset, system or components 

rendering the continued operation of the vessel unsafe.  

Table 41: Defect categories 

 

15.16(b) Accordingly, Sercoshall develop a metric driven approach during the Contract Term to drive 

the availability of spares and consumables to meet the agreed rectification periods and metrics.  

 

15.16(c) Serco shall implement metrics for the rectification of defects. These metrics shall form a key 

part in the Serco asset management strategy for the maintenance of vessel availability to the 

required levels. Defects shall also be used along with PPM work types to assess and maintain 

vessel compliance as well as failure mode and effects analysis (FMEA) feedback into the 

dynamic maintenance schedule. Defects which effect the operational status of the vesselsshall 

be reported to the Authority via the Daily Vessel Availability Status dashboard (Figure 61).  



 

 

Figure 61: Vessel Maintenance Monitoring 

15.17   FIRST LINE SUPPORT AND REPAIR OR DEFECT OVERSEAS 

 

15.17(a) The tasking locations for Offshore Support to Military Training and Exercise extend beyond UK 

waters and the economic reach of Serco’s established UK service partner network. For such 

locations, Serco has a 1st Tier Service Partner arrangement for Port Agency which includes the 

provision of engineering First Line Support and Repair services.  

15.17(b) Sercoshall use a combination of in-house staff and pre-approved suppliers.Sercoshall adopt a 

robust response to failures of plant and machinery. It is unlikely that an effective solutionshall 

always be achieved using Serco’s or Briggs Marine’s staff alone, but it is Serco’s firm view that 

an in-house response is a vital part ofSerco's quick response contingency (as well as for ongoing 

maintenance support) Sercoshall use a combination of in-house staff and Port Agency services 

to deliver a prompt response to failures of vessel, plant and machinery in accordance with the 

defect categories and timescales above.  

15.17(c) First Line maintenance of MOD-owned dive support equipment, such as TMCCs,shall be 

rendered only by suitably qualified engineering staff in accordance with the SOR (paragraph 

4.6.2.2). All such worksshall be logged on Ships’ Engine Logs and in SEAMS. MOD 

representatives may verify the works at any time. Any novel or unusual failure modes 

identifiedshall be brought immediately to the attention of appropriate Authority representatives 

and the Serco SDATM. In all cases, SQEPshall carry out the work.  

  

15.18 MODIFICATION TO DESIGN  

15.18(a) Modifications to vessels may be required from time to time. Theseshall be in conformance to 

contractual responsibilities to the Authority. Appropriate company policies and procedures for 

  

  



 

 

configuration managementshall be adhered to.Serco's IMS and HSEP management plan outline 

both a policy and process for the application of modifications, but it should also be noted that:  

• No modifications which impact the design intent of the platformshall be considered without 

the express agreement and approval of the Authority; 

• No tangible modificationsshall be carried out to vessels without the prior approval of the 

Serco Chief Engineer; 

• Where equipment is replaced either through obsolescence or beyond economic repair, 

form, fit and functional integrityshall be maintained; 

• For the purposes of this process, responsibility for Design may be vested to a suitably 

qualified Naval Architect or equipment supplier. Relevant Approvals from a leading Class 
Society and UK Flagshall also form part of this brief and confirm continued acceptance to 

Statute; 

• The Serco Chief Engineer will, in turn, make an auditable and compelling argument for the 

modification to be carried out (including its impact on the vessel’s capabilities, general 
operation and its interaction with other systems); 

• The Safety Case shall be updated accordingly; and 

• All tangible modificationsshall be recorded in the Safety Case.  

 

15.19 STANDARDS  

15.19(a) Vessels and their associated equipmentshall be procured, maintained, surveyed, operated and 

disposed of in accordance with recognised, auditable and scrutinised standards. These 

standards, in the case of vessels,shall be taken to relate to the rules of a leading Class Society 

(International Association of Classification Societies [IACS] member) and UK Flag rules and 

regulations. Thisshall normally mean adherence to a cycle of Classification and Flag Surveys, 

outlined, as:  

• Annual Class Surveys (such as safety construction, safety equipment);  

• Annual Flag Surveys (such as Passenger Certificate on passenger vessels); and 

• Intermediate, periodical and Special Surveys as required by Flag and Class.  

 

15.19(b) So far as they are applicable, DMR, Class Society and/or UK Flag rules and regulationsshall 

apply to all elements of vessels’ operation. Where this is not applicable, Serco Standards 
defined in the IMS and aligned with ‘Commercial Standards’ and best practice (as varied and 

updated from time to time) or UK MOD Standardsshall apply.  

 

15.19(c) These standards, described in the relevant processes of the IMS, apply a regime which mirrors 

those of Classed and Flagged vessels. Surveysshall be conducted by independent surveyors 

and their findings and recommendations addressed, to adequately maintain the vessels 

condition.  

15.19(d) Compliance to standardsshall be quality assured in line with the requirements of the ISM Code, 

which mandates routine vessel condition inspections by the shore management team and both 

internal and external audits for compliance against the management system.  

15.19(e) Certification status of the fleet is also captured with an automated reporting tool, which is 

distributed to the Serco senior management team for monthly scrutiny.  

15.20 TECHNICAL DOCUMENTATION  

15.20(a) Technical documentation associated with the fleet management and maintenance that has 

been retained and verified from the current CPMS contractshall be passed to Serco during the 

transition period. The exact mechanism for transfershall be agreed by the Authority and Serco 

at this time. This knowledge baseshall be supplemented by records and reports generated 

during the DMS-NG Contract.  



 

 

15.20(b) Hard copiesshall be retained onboard vessels and in the relevant technical management offices 

across the base ports. Soft copiesshall be stored and referenced from within SEAMS.  

15.21 PLATFORM SAFETY CASES  

15.21(a) The assetsshall be operated and managed in accordance with their respective SECs as 

detailed in the HSEP management plan.  

15.22 INSURANCE ARRANGEMENTS  

15.22(a) Serco has more than 15 years of experience withSerco's current insurance brokers. Alongside 

the underwriters, they fully understand the MOD requirement and delivery nuances. This 

supports the protection of the vessels, people and environment. Sercoshall ensure that 

compliant and appropriate insurances are carried for the fleet in accordance with the 

requirements of the DMS-NG Contract.  

15.22(b) Serco has proven experience in maintaining a comprehensive suite of insurances, including 

specifically for hull and machinery. When an insurable event which is covered under the policy 

occurs, Serco has the right processes and procedures to engage with insurers and surveyors 

as required, enabling protection against repair costs that have been incurred under an insurable 

event. Serco recognises that insurance does not cover obsolescence or wear and tear; 

therefore, whilst insurance is an important part of financial protection for events, planned 

maintenance is vitally important where vessels are aging and subject to increased repair and 

maintenance activities.  

15.23 OBSOLESCENCE MANAGEMENT  

 

15.23(a) Implementing a system to regularly assess the lifespan of products and technologies is 

essential for Serco’s delivery of DMS-NG to stay ahead of obsolescence. By following the steps 

outlined in Table 48,Sercoshall achieve a deeper understanding of the vessel fleet, systems 

and technologies to identify potential risks and develop a tailored roadmap for future innovation 

and development.  

 

15.23(b) To proactively manage or replace outdated equipment and technology,Serco's strategy 

involves regularly assessing the current state of equipment and technology, identifying potential 

risks of obsolescence, and implementing a systematic approach to replacement before they 

become obsolete. This strategy aims to ensure that the organisation stays competitive, avoids 

expensive repairs or downtime and takes advantage of advances in technology.  

15.23(c) This ensures that the DMS-NG service remains capable of supporting the Royal Navy and user 

groups by adapting to evolving market trends and technological advancements. Thisshall 

support mitigating the risks of product or technological obsolescence whilst meetingSerco's 

Bareboat Charter obligations.Sercoshall effectively manage obsolescence in partnership with 

the Authority to ensure the utility, availability and residual value of the assets through the 

Contract term.  

 

STEP  DESCRIPTION  

Identification of key products 

and technologies  

The first step is to identify the key products and technologies 
within the fleet. This involves a thorough analysis of the 
organisation's product portfolio and technological 
infrastructure. By determining which products and 
technologies are critical to the service deliverables (SOR), 
Serco can prioritise remedial action.  

As incumbent for the ‘to be’ SDA 6 fleet of vessels,Serco have 

an intricate and robust understanding of the assets and a trend-

based understanding of risk against the SOR / asset usage 

whichshall aid the process. As part of the dialogue and 

negotiation phase, a detailed report and costingsshall be 



 

 

included in relation to known obsolescence associated with SD 

Northern River. 

Research and analysis  Sercoshall conduct (in partnership with key supplies and 

through OEM notifications) research and analysis to 

understand the current market trends, technological 

advancements and potential disruptors. This involves 

monitoring industry publications, attending conferences and 

engaging with industry experts to stay up to date on the latest 

developments and foresee any potential threats to assets and 

systems employed onboard that may disrupt the delivery of the 

DMS-NG services.  

Regular assessment  After gathering external data and insights and combining it with 
internal SME interfaces across the Serco business,Sercoshall 
conduct an internal evaluation to assess the current state and 
future life and risk of assets, components, and systems. This 
evaluationshall set out an agreed risk-based pathway to 
address any obsolescence, and identify any gaps, limitations 
and performance issues associated with each vessel.  

Key activitiesshall include:  

• Conducting periodic audits to identify outdated equipment 

and technology.  

• Evaluating each item based on its age, performance, 
compatibility, and availability of spare parts / support.  

• Analysing the impact of outdated equipment on 
productivity, efficiency, and potential risks to overall 
operations.  

Assessing the financial aspect, considering the cost of 

maintenance, repairs, and potential losses due to failure or 

downtime.  

Risk assessment Based on this evaluation, a risk assessmentshall be 
performed to identify potential risks and vulnerabilities that 
could lead to product or technological obsolescence and 
failure. This includes considering factors such as changing 
Authority requirements, emerging technologies, regulatory 
requirements and life expectancy of the assets against the 
Contract term and hand-back obligations.  

By understanding the risks,Sercoshall then prioritise (in 
partnership and agreement with the Authority as asset 
owners) the allocation of resources and take proactive steps 
to mitigate risks.  

Key activitiesshall include:  

• Prioritising equipment and technology updates based 
on criticality, potential risks and financial feasibility. 

• Giving higher priority to equipment that poses 

immediate risks to safety, security, or regulatory 
compliance. 

• Considering the impacts of upgrading or replacing 
equipment on the overall system and infrastructure. 

Continuous monitoring  To stay ahead of obsolescence, continuous monitoring of the 

vessels, assets and systems is crucial. The establishment of a 

continual monitoring system supported bySerco's SEAMS 

platformshall aid the detection of early warning signs and trends 

that indicate potential obsolescence risks.  

Planning, forecasting and action  Sercoshall address minor issues, where possible, on an 
ongoing basis to ensure asset utility and availability. For safety, 
system and performance critical obsolescence issues, 



 

 

Sercoshall agree and create (with Authority stakeholders) 
remedial action plans and budget forecasting on a proactive 
basis.  

Sercoshall obtain quotations for approval by the Authority to 
be actioned through the Compensation Event process. 
Planningshall be in collaboration with the Authority to ensure 
minimal disruption, with a view that early warningshall allow 
for forward planning and consolidation with planned MRO 
events.  

Key tasksshall include:  

• Keeping track of technology trends and industry 

advancements to determine the expected lifespan and 
competitiveness of current equipment.  

• Anticipating the future needs of the organisation and 
align technological investments accordingly.  

• Establishing a technology roadmap or plan that outlines 
the expected timeline for equipment replacement, 
ensuring it aligns with budgetary constraints and 
business goals.  

• Allocating appropriate funds in the annual budget for 

equipment replacement.  

• Accounting for the anticipated lifespan of equipment 
and having sufficient funds to replace them in a timely 
manner.  

Exploring leasing options or managed services agreements to 

mitigate upfront costs.  
Table 42: Obsolescence management and planning 

  

15.23(d) By actively implementing this strategy, Serco can maintain the DMS-NG service delivery 

requirements and ultimately support the Royal Navy and user groups with training needs and 

their UK Defence and war fighting capabilities.  

 

15.24 VESSEL SUBSTITUTION  

15.24(a) Should the Authority operational programme contain a requirement (which is included in the 

SOR) for which there is no compliant vessel availability due to existing tasking or planned and 

agreed MRO activities, Serco shall seek to deliver the requirements by substitute vessel at the 

Authority’s cost.   

15.24(b) Any substitute vessel shall be presented by Serco and approved for the purpose by the 

Authority in advance of use and in accordance with the contracted process. Each proposed 

substitute vessel shall have details of the crewing solution. Serco may also elect to provide 

familiarisation training to crews should the operational programme allow, thus supporting crew 

and vessel optimisation, domestic security vetted resilience and service continuity. 

15.25 LATENT PERIOD  

 

15.25(a) Serco’s approach to the implementation and management of the latent periodshall be one of 

delivering best value to the Authority.Sercoshall adopt a pragmatic and risk-assessed 

methodology against individual GOCO Vessels / assets whilst remaining cognisant of the 

required Flag and Class standards, hand-back obligations (including ‘Required Condition’ and 

‘Vessel Defect’ definitions) and clause 2.5 of Schedule 10 (Bareboat Charter Agreement). 

Thisshall ensure the Vessels are in the correct condition to deliver the most economical solution 

for the Authority.Serco's processshall be based on the following steps:  

 
(i) Vessel / asset inspections and assessment of legacy documentationshall be 

conducted across the Contract 4 SDA 6 fleet within the first four weeks of the 



 

 

Contract. Thisshall include examination of legacy Continued Procurement of Marine 
Services (CPMS)  documents (made available during the transition period), 
recommendations / survey findings (including the yet to be agreed alternative to a 

CPMS ‘off-hire’ survey) and any outstanding CPMS recommendations which are not 

fulfilled.  

(ii) Outcome reports and recommendationsshall be prepared (along with budget costings) 

and presented to the Authority within ten weeks of completion of the initial survey / 

inspections.  

(iii) Alongside step 2, a service delivery and PPIM risk assessmentshall be conducted and 
presented to the Authority. Thisshall be set against the impact of existing 

recommendations not being actioned.  

(iv) Approval to proceed with proposed worksshall be sought within two weeks from the 
Authority (along with change management, compensation event process and firming 

of prices through the Serco Engineering and Procurement teams). Thisshall include 
the scheduling of any works to support operational delivery at a time that is acceptable 

to the Authority based on budget availability.  

 

15.25(b) As the incumbent CPMS provider, Serco has a detailed understanding of the ‘to-be’ SDA 6 

fleets. Therefore, it is envisaged that recommendations can be provided within eight weeks of 

SCD.   
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