Defence Equipment & Support,
Date of Issue: 09 October 2023 Cedar 2B, #3260,

' MOD Abbey Wood,
Bristol, BS34 8JH

For the attention of:

[Redacted due to Commercial sensitivity]

ITT/ICONTRACT NUMBER & TITLE: TSSP/143 - Instrumented Live Training Direct Fire Weapons
Effect Simulator (ILT-D) In Service Support Contract

1. On behalf of the Secretary of State for Defence, | hereby give you notice of the information
or assets connected with, or arising from, the referenced ITT that constitute classified material.

2. Aspects that constitute classified material, including UK OFFICIAL-SENSITIVE for the
purpose of DEFCON 660, are specified below. These aspects must be fully safeguarded. The
enclosed "Security Conditions" [Condition 1.14 of the Terms and Conditions] outlines the minimum
measures required to safeguard UK OFFICIAL SENSITIVE assets and information.

ASPECTS CLASSIFICATION
Existence of Project OFFICIAL
Design & Performance OFFICIAL
Operational Employment OFFICIAL
Electronic Emission OFFICIAL
Situational Reports OFFICIAL

REPORTABLE UK OFFICIAL SECURITY ASPECTS

Personnel Data -ILT-D contains the nominal roll of training units which includes up to 3,000
(Three- Thousand) names, numbers and ranks.

OFFICIAL SENSITIVE-PERSONAL

After Action Reviews - AAR products and the supporting data is stored within ILT-D. It is difficult
to fully understand the raw data in isolation and the context of the learning is provided by the
commentary of the AAR. It could reveal procedural or tactical shortcomings.

OFFICIAL SENSITIVE

Training Analysis Reports The report contains a performance review of sub-unit and unit
training including structure; tasks; areas of best practice; sustain and development points.

OFFICIAL SENSITIVE on occasions OS-COMMERICAL

(Note: Add more rows as required)

3. Measures must be taken to safeguard classified information and assets in accordance
with applicable policies. Your attention is drawn to the requirements of the Security Conditions.
You should take all reasonable steps to make sure that all individuals employed on any work in
connection with the ITT that have access to classified information and assets are aware of the
protective requirements and that such requirements will continue to apply should the ITT be
unsuccessful.

4. Will you please confirm that:

a. This definition of the classified aspects of the referenced Invitation to Tender has been
brought to the attention of the person directly responsible for security of classified material.



b. The definition is fully understood.

c. Measures can, and will, be taken to safeguard the classified aspects identified herein in
accordance with applicable policies. [The requirement and obligations set out above and in any
contractual document can and will be met and that the classified information shall be protected
in accordance with applicable policies.]

5. If you have any difficulty either in interpreting this definition of the classified aspects or in
safeguarding them, will you please let me know immediately.

6. Classified Information associated with this ITT must not be published or communicated
to anyone without the approval of the MOD Contracting Authority.

7. Any access to classified information or assets on MOD premises that may be needed will
be subject to MOD security regulations under the direction of the MOD Project Officer in
accordance with DEFCON 76.

Yours faithfully,

[Redacted due to
commercial
sensitivity]

Copy via email to:

ISAC-Group (MULTIUSER)
COO-DSR-IIPCSy (MULTIUSER)
UKStratComDD-CyDR-CySAAS-021



mailto:ISAC-Group@mod.gov.uk
mailto:COO-DSR-IIPCSy@mod.gov.uk
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