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RM6100 Technology Services 3 Agreement  
Framework Schedule 4 - Annex 1 

Lots 2, 3 and 5 Order Form 

 
Order Form 

 
This Order Form is issued in accordance with the provisions of the Technology Services 3 
Framework Agreement RM6100 dated 15 June 2021 between the Supplier (as defined below) and 
the Minister for the Cabinet Office (the "Framework Agreement") and should be used by Buyers 
after making a direct award or conducting a further competition under the Framework Agreement. 

The Contract, referred to throughout this Order Form, means the contract between the Supplier and 
the Buyer (as defined below) (entered into pursuant to the terms of the Framework Agreement) 
consisting of this Order Form and the Call Off Terms. The Call-Off Terms are substantially the terms 
set out in Annex 2 to Schedule 4 to the Framework Agreement and copies of which are available 
from the Crown Commercial Service website http://ccs-
agreements.cabinetoffice.gov.uk/contracts/rm1234. The agreed Call-Off Terms for the Contract 
being set out as the Annex 1 to this Order Form. 
 
The Supplier shall provide the Services and/or Goods specified in this Order Form (including any 
attachments to this Order Form) to the Buyer on and subject to the terms of the Contract for the 
duration of the Contract Period. 
 
In this Order Form, capitalised expressions shall have the meanings set out in Schedule 1 
(Definitions) of the Call-Off Terms  
 
This Order Form shall comprise: 
 
1. This document headed “Order Form”;  
2. Attachment 1 – Services Specification; 
3. Attachment 2 – Charges and Invoicing; 
4. Attachment 3 – Implementation Plan;  
5. Attachment 4 – Service Levels and Service Credits;  
6. Attachment 5 – Key Supplier Personnel and Key Sub-Contractors;  
7. Attachment 6 – Software;  
8. Attachment 7 – Financial Distress; 
9. Attachment 8 - Governance  
10. Attachment 9 – Schedule of Processing, Personal Data and Data Subjects; 
11. Attachment 10 – Transparency Reports; and  
12. Annex 1 – Call Off Terms and Additional/Alternative Schedules and Clauses.  
 
The Order of Precedence shall be as set out in Clause 2.2 of the Call-Off Terms being: 
 
a) the Framework, except Framework Schedule 18 (Tender); 

b) the Order Form; 

c) the Call Off Terms; and  

d) Framework Schedule 18 (Tender). 
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Attachment 1 – Services Specification  
 

SOR Hosting SOR 

Final.docx         

ANNEX 1 - Catalogue 

offer Hosting Services
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Attachment 2 – Charges and Invoicing  
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Part D – Risk Register   
 

Attachment 3 – Outline Implementation Plan 
 

The Hosting Service will replace the existing Hosting Service as a bridging contract 

towards a future Defra strategic service. The implementation approach is designed to 

minimise disruption to current service and align with the new SMON processes. 
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Task Name Duration Start Finish

Pre-Implementation 

      Finalise SMOM SLA tiering against existing MSA tiering.  Agree final version of Transformed SLA document 

being developed by Defra (Dean Thomas)
0 days Thurs 01/09/22 Tues 31/01/23

Request Defra to implement Service Level changes in MYIT to reflect transformed SLA document currently 

being developed by Defra (Dean Thomas) effective 1st Feb 2023
0 days Thurs 01/09/22 Tues 31/01/23

Identify and sign-off applications from LAP once warranty criteria has been met 0 days Thurs 01/09/22 Tues 31/01/23

Review and update Service Supplier Risk Register as at 31st Jan with Defra 0 days Thurs 01/09/22 Tues 31/01/23

   Contract and Commercial 0 days Wed 01/02/23 Wed 01/02/23

      Commercial Agreement in Place 0 days Wed 01/02/23 Wed 01/02/23

      Contract Start Date 0 days Wed 01/02/23 Wed 01/02/23

   Supplier Mobilisation 110 days Wed 01/02/23 Tue 09/05/23

      Prepare Draft Implementation Plan 10 days Mon 21/11/22 Fri 02/12/22

Compile a list of in-support applications including those still in warranty support 5 days Wed 01/02/23 Tue 07/02/23

      Preparation/Update of Service Quality Plan 30 days Mon 23/01/23 Fri 03/03/23

      Preparation/Update of Service Security Plan 30 days Mon 23/01/23 Fri 03/03/23

Review and amendment of Service Reporting Requirements 10 days Wed 01/02/23 Fri 24/02/23

Review and confirm legacy licensing and support agreements is managed (Via Renewals Board) 3 days Wed 01/02/23 Fri 13/02/23

      Review Client Policies / Processes and Align where needed 90 days Mon 09/01/23 Fri 12/05/23

Agree Sustainability Reporting 90 days Mon 09/01/23 Fri 12/05/23

Contract Exit Plan 90 days Mon 09/01/23 Fri 12/05/23

      Implementation Plan Review & Sign-off 5 days Wed 29/03/23 Tue 04/04/23

      Implementation Complete 0 days Fri 12/05/23 Fri 12/05/23
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Attachment 4 – Service Levels and Service Credits 
 

Service Levels and Service Credits 
 

Incident Priorities 
Incident Management priorities as defined in the SMOM are: 

Priority 1 – Critical Failure or Unavailability of a Service Element or enabling systems that 
are relied upon to deliver the Service Elements that in the opinion of the Buyer:  

▪ constitutes a loss of the Service which prevents a group of End Users from working 

▪ has a critical impact on the activities of the Buyer 

▪ causes significant financial loss and/or disruption to the Buyer 

▪ results in any material loss or corruption of Buyer Data 

▪ constitutes a Security breach which has the potential to cause the degradation of 

Services for all Users 

▪ is a critical breach of network security; or causes or is likely to cause significant 

reputational impact to the Buyer and/or severely damages or is likely to damage 

public confidence in the Government 

 
Priority 2 - Failure or partial/full Unavailability (or significant risk of such Unavailability) of 
a Service Element or enabling systems that are relied upon to deliver the Service 
Elements that in the opinion of the Authority:  

▪ is a loss of functionality or a reduction in performance of a Service Element which 

does not render the Service Element Unavailable, but which reduces the 

productivity of a business group of End Users 

▪ has a major (but not critical) adverse impact on the activities of the Buyer and no 

workaround acceptable to the Buyer is available 

▪ causes a financial loss and/or disruption to the Buyer which is more than trivial but 

less severe than the significant financial loss described in the definition of a Severity 

1 Service Failure 

▪ is a Security breach which is serious but not critical and which has the potential to 

impact a business group of Users, disrupt non-essential services, breach network 

security policy, or adversely affect the reputation of Government bodies and 

services.   

 
Priority 3 - Failure of a Service Element that in the opinion of the Buyer:  
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▪ moderately impacts a single End User though Unavailability, loss of functionality or 

a reduction in performance of a Service Element or the Failure of a Client Device 

▪ is a Security breach which is not critical or serious and which can be handled by 

local IT and security offices. These Incidents do not typically impact IT services 

such as unsuccessful denial-of-service attacks or the majority of network monitoring 

alerts.  

Priority 4 - Failure of a Service Element that in the opinion of the Buyer is: 

▪ a single End User reported incident that has only a cosmetic impact and as such, 

does not undermine the End User’s productivity, or confidence in the accessed 

information or data 

▪ a Security breach which is not critical or serious and which is in general considered 

to be part of normal IT support operations. These Incidents would include receipt of 

an isolated spam or anti-virus alert 

▪ minor computer hardware failure, loss of network connectivity to a peripheral device 

or loss of access to an external, non-essential service.  

 
Problem Priorities 
 
Problem priorities as defined in the SMOM are: 
 
Priority 1 - A Problem for which:  

▪ An unsustainable workaround has been identified, and 

▪ The re-occurrence of the Incident would have a major impact on the Buyer’s ability 

to deliver its business functions and presents a high risk to Availability of Service. 

 
Priority 2 - A Problem for which:  

▪ There is a medium-level of risk to Availability of Service or medium-level impact on 

the Authority, and  

▪ A sustainable workaround has been identified without the root cause being 

identified.  

 
Priority 3 - A Problem for which: 

▪ There is a low-level risk to Availability of Service or low-level impact on the Buyer, 

and 

▪ A sustainable workaround has been identified without the root cause being 

identified.  
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SUSE Linux v7 to 
v11   

Suse Server Operating 
Systems (Linux) 

  Suse 10: 73 servers 
Suse 11: 62 servers 
Suse 15: 29 servers 

COTS  

ESXI (VMWare 
Linux)   

Vmware Hypervisors running 
virtual machines on-
premise 

  ESXi servers: 110 COTS  

SCCM Microsoft Configuration 
Management and 
patching of Windows 
Servers and End user 
devices 

   COTS  

HPOM Micro 
Focus 

Server Monitoring 
software 

   COTS  

WSUS Microsoft     COTS  

SCOM Microsoft Server and end user 
device patching 

   COTS  

Splunk Splunk 
Inc 

Part of monitoring suite 
of software for 
connecting up to 
ServiceNow 

   COTS  

OpsView   Opsview 
Inc 

Cloud Infrastructure 
Monitoring 

   COTS  

Veeam Veeam 
Software 

Backup software used 
in AWS for VMC and 
also monitoring 
software for Vmware 
platform on-premise 

   COTS  

DCSSA Broadcom Lock down of defunct 
Windows Operating 

   COTS  
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Systems ( Windows 
2003,2000,XP,Windows 
7) 

SEP Broadcom Antivirus for servers on-
premise and in the 
cloud 

   COTS  

MFOO (Microfocus 
Operations 
Orchestrator for 
Automation)   

Micro 
Focus 

Automation    COTS  

Athene (Availability 
Reporting)   

Precisely 
(formerly 
Syncsort 
and 
Metron) 

Capacity Monitoring 
and Planning for on-
premise servers 

   COTS  

HP Data Protector 
(Backups)   

Micro 
Focus 

Enterprise Backup and 
Restore software used 
on premise 

   COTS  

EMC Management 
Software (SAN)   

Dell Management of EMC 
(Dell ) SAN Storage 
Arrays and Storage 
Switches 

   COTS  
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Attachment 7 – Financial Distress 

Attachment 8 – Governance 

 
 
 
PART B – LONG FORM GOVERNANCE  
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Annex 1 – Call Off Terms and Additional/Alternative Schedules and 
Clauses 

 




