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General Further Competition
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This Order Form must be used to run a General Further Competition under the Network Services Agreement

Before commencing a General Further Competition and completing this Order Form, please refer to the guidance (How to complete a general further competition order form) provided which is available from the Crown Commercial Service (CCS) website on the agreement web page: 
http://ccs-agreements.cabinetoffice.gov.uk/contracts/rm1045


Order Form completion
The Order Form consists of the following sections, please complete as follows:

Section A – General information
The Customer must complete the blue boxes in this section before issue to Suppliers.
The Supplier must complete the grey sections as part of the General Tender Response.

Section B – Details of the requirement
The Customer must complete this section before issue to Suppliers.

Section C – Location details/requirements
The Customer must complete this section before issue to Suppliers.

Section D - Milestone plan
The Customer to complete this section, if required, before issue to Suppliers.

Section E - Compatibility information
The Customer to complete this section, if required, before issue to Suppliers.

Template Call Off Terms
The Customer must amend the template Call Off Terms as required. The revised terms must be issued to Suppliers with the Order Form.

Section F – Supplier response
The Supplier must complete this section for submission as part of the General Tender Response.

Section G - Call Off Contract award
The Supplier must complete the grey boxes in this section.
The Supplier must complete details in the signature box and sign before submitting a General Tender Response.
The Customer must complete and sign this section to award a Call Off Contract to the successful Supplier.

Section A
General information

This Order Form is issued in accordance with the provisions of the Network Services Framework Agreement RM1045. 

The Supplier shall supply the Services specified in this Order Form to the Customer on and subject to the terms of this Order Form and the Call Off Terms (together referred to as the “Call Off Contract”) for the duration of the Call Off Contract Period.

The Call Off Terms that will apply to the Call Off Contract are as specified in the Template Call Off Terms (Framework Schedule 4, Part 2). The only amendments that can be made, by the Customer, to the Call Off Terms are those identified in sections B and D of this Order Form, or where permitted in the Template Call Off Terms.

	Customer details

	Customer Organisation name
The Insolvency Service 



	Customer billing address
Your organisation’s billing address, please ensure you include a postcode
3rd Floor, 18 Priory Queensway, Cannon House, Birmingham, B4 6FD



	Customer Representative 
The name of your point of contact for this requirement
Phil Harding 



	Customer Representative details
Please provide full address details, email address and telephone number
Phil Harding, Head of Category – IT & Software Licensing , The Insolvency Service, Rosebrae Court, Woodside Ferry Approach, Birkenhead, CH41 6DU. Tel 07970 966848. E-mail  phil.harding@insolvency.gov.uk  



	Supplier details

	Supplier name 
The Supplier organisation name, exactly as it appears on the Framework Agreement. A document listing all Supplier names and registered addresses has been provided for Customers on the agreement web page.
Click here to enter text.
	Thales UK Limited

	

	

	

	

	

	

	






	Supplier address
The Supplier’s registered address
Click here to enter text.



	350 Longwater Avenue 
	

	Green Park
	

	Reading
	

	RG2 6GF
	

	
	

	
	

	
	

	
	



	Supplier reference number
A unique number provided by the Supplier at the time of the General Tender Response. This number should be reported in the financial MI return.
82320329


Supplier Representative 
The name of the Supplier point of contact for this requirement 
	Supplier Name
	Contact Name

	Thales UK Limited
	Margaret Shay

	
	

	
	

	
	

	
	

	
	

	
	

	
	



Click here to enter text.


Section B
Details of the requirement

The following details form the basis of a Request for Proposal (RFP) which will be used to award a Call Off Contract. 
Suppliers must refer to the Statement of Requirements (SoR) attached (which will form schedule 2, annex 1 of the Call Off Terms) when preparing their General Tender Response.

	Customer project reference
Please provide a project reference, this will be used in Management Information provided by Suppliers to assist CCS with Framework management.
INSS/N1090



	Customer Statement of Requirements (SoR) reference
Please complete an SoR in accordance and attach it to this Order Form, please provide the reference number of your SoR.

Please see attached Statement of Requirements



	Lot or Lots covered by this requirement
Cross Lot 1 and 2  



	eAuction
Please indicate if you are proposing to utilise an electronic reverse auction following an initial full evaluation of all Supplier General Tender Responses. Framework Schedule 5 (Call Off Procedures) paragraph 5 (E-Auctions) outlines the requirements for an eAuction under the agreement. 
Yes ☐ No ☒



	Last price paid
Please provide the expenditure in the last full financial year by your organisation covering the services being replaced by this Call Off Contract (if applicable). Please provide any relevant details to explain the figure.
N/A New system



	Call Off Commencement Date
The Call Off Commencement Date is the date of dispatch of this Order Form, following signature by the Customer. This date can be found in section G of this Order Form. 
          23/04/ 2019




	Call Off Initial Period
Any period in Months, up to the maximum Call Off Initial Period of 60 Months.
36  months



	Call Off Extension Period
The maximum Call Off Extension Period is 24 Months.
Up to Two Periods of Up To 12 months Each



	Implementation Plan required?
Tick as required. See clause 7 of the Call Off Terms, 
Yes ☒ No ☐     See end of document
	Quality Plan required?
Tick as required. See clause 8 of the Call Off Terms 

Yes ☒ No ☐





	



	Additional Standards (Quality Plan) required?
See clause 8 of the Call Off Terms. 
Yes ☐ No ☒

Agreed Quality Plan attached 




	Milestone plan required? 
Tick as required. See clause 6 of the Call Off Terms. See section D of this form, please complete the table.
Yes ☒ No ☐



	Service compatibility assessment required?  
Tick as required. See clause 7.1.4 (c) to (k) of the Call Off Terms and Section E of this form which requires you to provide additional information.  
Yes ☐ No ☒



	Testing required? 
Tick as required. See clause 9 of the Call Off Terms. Testing scope is addressed within the non-functional requirements document and the delivery plan Yes ☒ No ☐
	



	Bespoke information security management systems (ISMS) required?
Tick as required. See call-off Schedule 7 

Yes ☐ No ☒
	Customer Security Policy or ICT Policy to apply? 
Tick as required. See call-off Schedule 7 and clauses 7.1.3 and 8.3.3 of the Call Off Terms for references.
Yes ☐ No ☒



	
Perpetual licences required?
Tick as required. See clause 30.8 of the Call Off Terms.
Yes ☐ No ☒
	Exit provisions apply?
Tick as required. See clause 42.5 of the Call Off Terms.
Yes ☒ No ☐



	Service Maintenance Level (SML) option
Indicate required Service Maintenance Level (SML), or state that your SML requirements are detailed in your attached Statement of Requirements.

	Incident 
	

	Severity Level 
	Final Definition

	Level 1
	A Level 1 is classified as 15 minute response and a fix time of 4 Business Hours

	
	 

	
	Thales expects that Level 1 and 2’s are backed-up with a call from the SIAM Major Incident or Service Desk.

	
	 

	
	•              Complete site outage OR a fault that prevents a significant number of end users in one of the critical sites from working and where no workaround exists. The 5 critical sites will be confirmed in due course (London, Birmingham, Manchester and 2 others)

	
	•              Has a critical impact on the ability of the service consumer to carry out its statutory obligations

	
	•              Causes major financial loss to the service consumer or major reputational damage

	
	•              Results in material loss or corruption of any service consumer data

	
	 

	
	 

	Level 2
	A Level 2 is classified as 1 hour response and a fix time of 8 Business Hours 

	
	 

	
	Thales expects that Level 1 and 2’s are backed-up with a call from the SIAM Major Incident or Service Desk.

	
	 

	
	•              Prevents a group of end users from working and where no workaround exists

	
	•              Has a major (but not critical) adverse impact on the activities of the customer

	
	•              Corruption of organisational database tables

	
	•              Loss of ability to update Customer Data

	
	•              Causes a financial loss and/or disruption to the customer which is more than trivial but less severe than the major financial loss described in the definition of a Level 1 failure.

	Level 3
	A Level 3 is classified as 2 hour response and a fix time of 2 working days 

	
	 

	
	•              Prevents one or more end users from working and where no workaround exists; and/or

	
	•              Has a moderate adverse impact on the activities of the service consumer

	Level 4
	A Level 4 is classified as 4 hour response and a fix time of 5 working days

	
	 

	
	•              All other Incidents, minor adverse impact on the provision of the service to end users, including any Incidents raised initially at a higher Severity Level that were subsequently deemed to be attributable to the Customer or in any other way not attributable to the Supplier.

	
	

	Request
	

	Severity Level 
	 

	Critical
	A critical Service Request is defined as:

	
	• Set Up individual for VPN access

	
	With a fulfilment target of 2 working days

	Important
	An important Service Request is defined as:

	
	 

	
	• Diagnostic/investigatory requests from other Service Providers within the customer SIAM ecosystem

	
	• Requests to access new PSN sites (eg: Indesser)

	
	• DNS or firewall changes (subject to change control)

	
	With a fulfilment target of 5 working days

	Standard
	A standard Service Request is defined as:

	
	 

	
	• Network moves to new sites, and moves/changes within the same location (subject to change control)

	
	With a fulfilment target of 10 working days







See clause 10 of the Call Off Terms and Call Off Schedule 6.

Please see attached Statement of Requirements.

Network Available for use 24 hours per day, 7 days per week 

Service Desk availability (SLA Measurement period)  Mon - Fri, 08:00 to 18:00 excluding UK Public Holidays. 


     



	Bespoke Service Period
The standard period is one Month. 
Please specify any different requirement here. See Call Off Schedule 1 (Definitions)
Yes ☐ No ☒



	



	Benchmarking required? 
Tick as required. See clause 23 of the Call Off Terms and Call Off Schedule 14.
Yes ☐ No ☒



	Benchmarker name
N/A



	Benchmarker address
N/A



	Comparison of price Please see Call Off Schedule 14 
N/A 



	Comparison of Service Levels Please see Call Off Schedule 14 
N/A 



	Benchmarker frequency
Please see Call Off Schedule 14, and detail required changes to the frequency described.
N/A 



	Additional performance monitoring requirements? 
Tick as required. See Call-Off Schedule 6, Annex 1 to part B
Yes ☐ No ☒          



	Additional performance monitoring requirements 
Please provide details of requirements
No  



	Bespoke Service Credit Cap?
Tick as required. See definition of Service Credit Cap in Call Off Schedule 1 (Definitions).
Yes ☐ No ☒ 



	New Service Credit Cap 
Please provide the revised Service Credit Cap.




	Appointment of Key Personnel?
Tick as required. See clause 24 of the Call Off Terms
Yes ☒ No ☐
	Continuous improvement required?
Tick as required. See clause 15 of the Call Off Terms.
Yes ☐ No ☒



	Full Audit transparency required? 
Defined as Auditor access to those elements set out in clause 18.2.2 (r).
Tick as required. See clause 18 of the Call Off Terms. If required, please provide additional information in your SOR.

Full Audit Transparency is required in the event of significant change to the contract or in the event of a dispute between the parties.

Yes ☒ No ☐



	Supplier business continuity and disaster recovery (BCDR) plans 

	Standard Supplier plan to apply? 
See clause 12 of the Call Off Terms and Schedule 8 of the Call Off Terms.
Yes ☒ No ☐
	Bespoke BCDR Plan required? 
Tick as required. See clause 12 of the Call Off Terms.
If required, please provide additional information in your SOR.  
Yes ☐ No ☒



	
	



	Call-off Guarantor required?
Tick as required. See clause 4.1 of the Call Off Terms
Yes ☐ No ☒
	Financial distress provisions required? 
Tick as required. See clause 20 of the Call Off Terms and Schedule 5 of the Call Off Terms.
Yes ☐ No ☒



	Rating Agency 1
N/A
	Rating Agency 1 - Credit Rating Threshold
N/A
     



	Rating Agency 2
Please give name of required Rating Agency, see Call Off Schedule 5.
N/A
	Rating Agency 2 - Credit Rating Threshold
Please state the minimum credit rating level, see Call Off Schedule 5
N/A



	Payment terms/profile required?
Tick as required. See paragraph 4 of Call Off Schedule 3. – 

Milestone payment as per Section D Milestone Plan, plus service charge payments quarterly in arrears
Yes ☒ No ☐
	



	Bespoke liability limits? 
Tick as required. See clause 33.2.1 of the Call Off Terms.
Yes ☐ No ☒
	



	Liability limits
Please provide the revised liability limit(s)
N/A



	Bespoke insurance requirements? 
Tick as required. See clause 34 of the Call Off Terms.
Yes ☐ No ☒
	



	Insurance requirements      
Please provide details of your additional insurance requirements
N/A



	Relevant Convictions apply?
Tick as required. See clause 25.2 of the Call Off Terms.
Yes ☒ No ☐
	Personal Data within UK only? 
Tick as required. See clause 31.7.3 of the Call Off Terms.
Yes ☒ No ☐



	Additional clause “Security measures” required?
See Call Off Schedule 13, clause 2.2.1
Yes ☐ No ☒



	Additional clause “Access to MOD sites” required?
See Call Off Schedule 13, clause 2.2.2
Yes ☐ No ☒ 



	Additional clause “Other” required? 
See Framework agreement, Schedule 5, clause 4.1
Yes ☐ No ☒
  



	Scots Law required?
Tick as required. 
See Call Off Schedule 13, clause 2.1.1
Yes ☐ No ☒
	Northern Ireland Law required?
Tick as required. 
See Call Off Schedule 13, clause 2.1.2
Yes ☐ No ☒



	Non-Crown Body?
Please indicate if you are a Crown or non-Crown Body.
See Call Off Schedule 13, clause 2.1.3
Crown Body ☒ Non-Crown Body ☐
	Non FOIA Public Body?
Please indicate if you are an FOIA Public Body or non-FOIA Public Body. See Call Off Schedule 13, clause 2.1.4
FOIA Public Body ☒ Non FOIA Public Body ☐






Section C
Location details/requirements

Please provide details of all the locations where the Supplier will be required to deliver the Service/s requested (this will be necessary for Suppliers to provide accurate quotations).

For each Site to be covered by this Order Form, please provide the full postal address, including postcode. If a postcode is not available please provide an Ordnance Survey National Grid reference, which can be found using an internet search such as Grid Reference Finder.

	Site address
	Site postcode
	Service Commencement Date - Networks

	(Birmingham) Cannon House, 18 Priory Queensway, Birmingham 
	B4 6FD
	21/06/2019

	(Birkenhead) 2nd Floor, Rosebrae Court, Woodside Ferry Approach, Birkenhead
	CH41 6DU
	17/06/2019

	(Blackpool) Floor one, Seneca House, The Links Point, Blackpool Business Park, Amy Johnson way, Blackpool
	FY4 2RS
	22/06/2019

	(Brighton) 5th Floor Northside, Crown House 11 Regent Hill, 21 Upper North Street, Brighton, East Sussex 
	BN1 3EL
	16/06/2019

	(Bristol) 1st Floor, 2 Rivergate, Temple Quay, Bristol
	BS1 6EH
	15/06/2019

	(Cambridge) Part Ground and Third floor Eastbrook House, Cambridge
	CB2 8DR
	06/06/2019

	(Chatham) Anchorage House, 47 -67 High Street, Chatham.     (From 3rd February 2019)
	ME4 4AF
	15/06/2019

	(Cardiff) Companies House, Part 3rd Floor, Crown Way, Cardiff
	CF14 3ZA
	16/06/2019

	(Croydon) Eleventh Floor, Southern House, Wellesley Grove, Croydon
	CR0 1XN
	14/06/2019

	(Edinburgh) Ladywell House, Part 2nd Floor, Ladywell Road, Corstorphine, Edinbrugh
	EH12 7TF
	20/06/2019

	(Exeter) Senate Court, 3rd Floor, Southernhay Gardens, Exeter
	EX1 1UG
	14/06/2019

	(Ipswich) 1st (vacated) & 8th Floors, St Clare House, Princes Street, Ipswich
	IP1 1LX
	07/06/2019

	(Leeds) 1 City Walk, 3rd Floor, Leeds
	LS11 9DA
	24/06/2019

	(London) 4 Abbey Orchard Street, London
	SW1P 2HT
	09/06/2019

	(Manchester) 2nd Floor, 3 Piccadilly Place, London Road, Manchester
	M1 3BN
	23/06/2019

	(Newcastle) Newcastle City Council Part 8th Floor, Civic Centre, Barras Bridge, Newcastle-upon-Tyne
	NE1 8QH
	21/06/2019

	(Nottingham) Level 1, Apex court, City Link, Nottingham
	NG2 4LA
	20/06/2019

	(Plymouth) Cobourg House, 1st Floor part & 1st Floor other part, Mayflower Street, Plymouth 
	PL1 1DJ
	13/06/2019

	(Reading),  5th Floor, Northgate House, 21-23 Valpy Street, Reading, Berkshire
	RG1 1AF
	13/06/2019

	(Southampton) MCA House, 1st Floor, Spring Place, 105 Commercial Road, Southampton
	SO15 1EG
	17/06/2019

	(Southend) 2nd Floor West, Alexander House, 21 Victoria Avenue, South-on-Sea, Essex 
	SS99 1AA
	08/06/2019

	(Watford) 1st Floor, 60 Exchange House, Exchange Road, Watford, Herts
	WD18 0GA
	10/06/2019


[image: Drobo:Creative Services Team:CCS LOGO:Crown Commercial Service:SMALL AW:Colour 2935:CCS_2935_SML_AW.png]
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Section D
Milestone plan 
Note each project element will have a separate Purchase Order. NOTE TO TENDERERS ONLY CHANGE THE TEXT HIGHLIGHTED IN YELLOW. USE THE ‘INTERIM MILESTONES TABLE’ TO OUTLINE YOUR INTERIM MILESTONES.

	Milestones

	“M_NS1” (Pre-work) :

 
(10% payment)
	“M_NS2” (Implementation):


(55% payment)
	“M_NS3” (Implementation Completed):

 (30% payment)
	“M_NS4” (Project  Completion):


(5% payment)

	NETWORKS.   

	Deliverables
	Agreed Implementation plan, Project Initiation Document (PID) and RAID log.
	· 
Refer to Interim Milestones table below
	Live Service for all sites.
Capacity Load confirmed, 
ELS completed
	Project close down, hand to BAU service transition, Lessons learnt Log,
Exit plan

	Duration
	
17 days
	
62 days

	
16 days
	
15 days

	Milestone date
	
20/05/19
	
13/08/19
	
03/09/19
	
23/09/19

	Time of the essence? (Y or N)
	Y
	Y
	Y
	N

	Customer responsibilities
	Provide reasonable Resource and access. Customer to not unreasonably with-hold approval of  Implementation Plan and PID.
	Customer to provide reasonable  resource and access
	Customer to provide reasonable resource and access
	Customer to not unreasonably with-hold Sign Off

	Milestone Payments
	10%   

	55%  - 

	30% 

	5%  


	Delay Payments
	The customer has not specified Delay Payments.





Interim Milestones

	‘Interim Milestone’ M_NS2
	Deliverables
	Duration
(Days)
	Interim Milestone Date
	Interim Milestone Payment (%). THESE MUST ADD UP TO 55%
	Interim Milestone Value

	Project Initiation Document Issued (15%)
	 
	23
	 20/05/19
	.5
	

	Equipment Delivered (50%)
	 
	62
	 01/07/19
	25.0
	

	Circuits Ready for Service (35%) 
	 
	111
	 13/08/19
	21.5
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	TOTAL
	
	
	55%
	





Section E
Compatibility information 

This section is relevant where you have indicated that a service compatibility assessment required.
See question in section B.
Clause 7.1.4 (c) to (k) of the Call Off Terms refers.
Please provide additional information as required. 



Not required



























Section F
Supplier response 

Suppliers - use this section to provide any details that may be relevant to the General Tender Response.
Please ensure that you attach your detailed response which will form Schedule 2, Annex 2 and Schedule 3 of the Call Off Terms

	Commercially Sensitive Information
Commercially Sensitive Information relating to the Supplier, its IPR or its business, or which the Supplier is indicating to the Customer that, if disclosed by the Customer, would cause the Supplier significant commercial disadvantage or material financial loss.
Pricing, High Level Design and Low Level Design documents



	Key Personnel
Please see Customer response in section B to confirm if required. See clause 24 of the Call Off Terms for details

	Key Role
	Key Personnel Name
	Key Personnel telephone number
	Key Personnel
email address

	Portfolio Manager
	Graeme Tizard
	07966 995712
	Graeme.Tizard@uk.thalesgroup.com

	Account Manager
	Margaret Shay
	07966 363487
	Margaret.Shay@uk.thalesgroup.com

	Service Delivery Manager
	Paul Hopwood
	07970 848992
	Paul.Hopwood@uk.thalesgroup.com

	Architect
	James Baker
	07814 638986
	James.Baker@uk.thalesgroup.com

	
	
	
	

	
	
	
	



	Complaint handling
Please provide details of a single contact who will be responsible for Complaint handling as detailed in clause 53 of the Call Off Terms.

	Name of key contact
	Paul Hopwood

	Job role
	Service Delivery Manager

	Telephone number
	07970 848992

	Email address
	Paul.Hopwood@uk.thalesgroup.com

	Postal address
	Unit 4, Carolina Court, Wisconsin Drive, Doncaster, DN4 5RA






	Supplier Equipment
Please detail any equipment that will be necessary to provide the services requested by the customer. 
See clause 29 of the Call Off Terms

	As detailed in the pricing document



	Due Diligence response information
Please include any information that you wish to make the Customer aware of in accordance with clause 2 of the Call Off Terms.

	



	Call Off Guarantor
Where the Customer has requested a Call Off Guarantor in section B of this form please provide the full legal name and registered address of the Call Off Guarantor.
Please include any information that you wish to make the Customer aware of in accordance with clause 4.1 of the Call Off Terms.
Note, where the Customer has requested a Call Off Guarantor in section B of this form, the award of a Call Off Contract is conditional upon receipt of an executed Call Off Guarantee from the Call Off Guarantor on a form set out by the Customer or the form provided in Framework schedule 11 (as specified by the Customer) and a certified copy extract of the board minutes and/or resolution of the Call Off Guarantor approving the execution of the Call Off Guarantee. 

	Not required




	Rating Agency information
Please provide the ratings using the Rating Agencies identified (if appropriate) by the Customer in section B of this form, in accordance with Call Off Schedule 5.

	Rated Organisation
	Credit rating agency 1:
	Credit rating agency 2:

	Not required
	Credit Rating 
(Long Term)
	Credit Rating Threshold
	Credit Rating 
(Long Term)
	Credit Rating Threshold

	Supplier
	
	
	
	

	Call-off Guarantor
To be provided if a Call Off Guarantor has been requested by the Customer in section B and the details have been provided above.
	
	
	
	

	Framework Guarantor
Where the Supplier has a Framework Guarantor the full legal name and registered address is to be provided:


	
	
	
	






	Performance Monitoring & Reporting
Please provide details (3.1.1 to 3.1.5) as required in part B of call-off Schedule 6 paragraph 1.2.

	The monitoring and reporting is provided by the Operation Centres described in the proposal documents.

Thales undertakes performance monitoring in line with RM1045 schedule 6 annex 1 and will provide monthly reports covering:
•	Availability of services
•	Packet loss per circuit
•	Capacity management
•	Incident Statistics
•	Deployed Assets
•	Change management
•	Service Provisioning



	Total contract value
Please provide an estimated total value (for the Initial Call Off Period) as detailed in your attached response to the Customer’s Statement of Requirements.
 
If you wish to provide a summary breakdown of the total contract value, please add details.

	As detailed in the pricing document 
See end of document

     




Section G
Call Off Contract Award

Customer organisation:	see section A
Customer project reference 	see section B
Supplier name	see section A
Unique Call Off Contract identifier	see section A

This Call Off Contract is awarded in accordance with the provisions of the Network Services Framework Agreement RM1045. 

The Supplier shall supply the Services specified in this Order Form to the customer on and subject to the terms of this Order Form and the Call Off Terms (together referred to as the “Call Off Contract”) for the duration of the Call Off Contract Period.

The Customer confirms that no amendments other those identified in sections B and D of this form have been made to the Template Call Off Terms. 

	Call Off Contract Commencement Date
The Call Off Contract Commencement Date will be the date of dispatch of this signed Order Form, by the Customer, to the successful Supplier, in accordance with Framework Schedule 5 (Call Off Procedures) paragraph 8 (Call Off Award Procedure).



SIGNATURES

For and behalf of the Supplier (at submission of General Tender Response)
	Name
	Nigel Ashmore

	Job role/title
	Senior Commercial Manager

	Signature
	

	Date
	23 April 2019



For and on behalf of the Customer (at Call Off Contract award)
	Name
	Andrea Birch

	Job role/title
	Head of Commercial team

	Signature
	[image: ]

	Date of dispatch
	23 April 2019



Please note that if an Order Form is sent to a supplier by post (See Framework Schedule 5 for details) the Order Form should be sent to the postal address provided on the agreement webpage http://ccs-agreements.cabinetoffice.gov.uk/contracts/rm1045. 
Please see the documents tab and refer to Suppliers by lot, this document also provides an e-mail address for each supplier.

For Supplier use
	Unique Call Off Contract identifier
A unique number provided by the Supplier at the time of Call Off Contract award. This number must be reported in the financial MI return.
82320329



Implementation Plan




Technical Solution Functional Requirements





Technical Solution Non Functional Requirements





Pricing document
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If you are not the intended recipient, you must not disclose, copy, circulate or in any other way use or rely on the information contained in this document. Such unauthorised use may be unlawful. If you have received this document in error, please inform Thales UK Limited immediately on +44 (0)118 9434500 and post it, together with your name and address, to The Intellectual Property Department, Thales UK Limited, 350 Longwater Avenue, Green Park, Reading RG2 6GF. Postage will be refunded.
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[bookmark: _Toc2591511]Solution Overview

 

Thales will deliver and manage a replacement WAN for the Insolvency Service for a period of three years. Private circuits will be used to provide guaranteed levels of latency and bandwidth for specific applications whose requirements are more demanding. Internet connected circuits with Secure VPN overlays will be used to provide the high bandwidth infrastructure to link all the Agency sites and act as a resilient path.  Specific management and security access will be backhauled into Thales’ to provide a path for secure management, security monitoring and onward PSN transit using Thales accredited secure gateways.

 

The following diagrams show the design of the network solution. In summary it comprises new internet based circuits, closed user group WAN connectivity via Thales, a meshed secure VPN overlay, remote access VPN, and managed wireless access.

 

 

[image: ]

 

 

Figure 1 - Solution Overview

The above figure shows the solution overview for the network as proposed by Thales, which provides fully diverse connectivity for all Agency sites and onward connectivity to PSN services. Traffic flows towards the cloud hosted proxy service will initially take a direct path over the internet after passing through firewalls rules only permitting access to specific proxy gateway hosts, ports and protocols required. GovWiFi network and internet access will be forwarded over the internet circuit to preserve bandwidth for critical applications which will be prioritised over the private WAN. 



A Virtual SRX will be deployed as part of the Thales Service Offering to provide a VPN overlay service for 3 cloud hosted environments accessible over the Internet. The cloud internet connections are to be procured by the Agency from the cloud provider directly. If required, private interconnects can be provisioned over the closed user group WAN (IPVPN) to provide guaranteed levels of service to cloud service providers at an additional cost via commercial change control. 



Each Agency site will benefit from two discrete circuits, an internet connected circuit and a private WAN circuit. This approach delivers circuit resilience and ensures continuity of service for users. In the event of a failure on the private WAN circuit, traffic will be diverted automatically to the higher capacity Internet circuit. In the event of a failure on the Internet circuit traffic will be diverted automatically to the private WAN circuit, however due to the lower bandwidth available on the private WAN circuit traffic will be prioritised according to business criticality, if congestion occurs QoS will be used to manage available bandwidth. Each type of circuit will operate an active backup VPN overlay that is weighted out through metrics. In the event of a circuit failure, routing will re-converge to restore service in less than 30 seconds.

 

Thales has designed the service with components selected to ensure high reliability and a high degree of future proofing. Thales uses Juniper SRX equipment to provide services, the proposed solution will utilise a single CPE at each site with the option to increase resilience with the addition of a second CPE providing resilience. Each site will have a single network switch, single wireless LAN controller and single UPS. The solution deployed by Thales utilises the latest generation of CPA certified equipment for the PSN environment. Existing Cisco WAN hardware will be retained during a transitional period to maintain data centre connectivity whilst services are migrated to a cloud environment at which point the legacy Cisco WAN hardware will be decommissioned.

 

The SRX series comprises two distinct product ranges. The ‘data centre’ range is specifically designed for high throughput, performance and availability. Thales uses this part of the range to provide the GCN interconnect. The ‘branch office’ or customer premises equipment (CPE) range caters for offices that do not require the capabilities offered by the data centre range. These will typically be deployed by Thales at customer sites.  The exact model will be determined by a number of factors such as access circuit speed and the number of sessions that need to be supported. The CPE equipment providing the VPN overlay has been sourced to provide support for the entire contract period. Upgrades and patches to the CPE devices form part of the Thales service and are fully supported by the equipment manufacturer.

Every device which Thales installs as part of this solution that is capable will send syslog data to the Thales SOC in line with RM1045. The SOC will monitor the service and alert on malware, Indicators of Compromise (IOCs) and failed login attempts. The syslog output can be sent to other destinations, for example, an external SOC connected into the secure VPN overlay, via a managed CPE and circuit.  

[bookmark: _Toc2591512]Encryption and Site Connectivity

To provide the security overlay for the Agency network a dynamic meshed topology of encryption paths will be provisioned to ensure that the most direct route is used for all private customer traffic between regional offices and key data-centre, cloud service providers and office locations. This will ensure that any latency is kept to a minimum.

 

Where a PSN hosted service has been requested by the Agency, Thales will configure an encrypted tunnel between the CPE and the Thales gateways. The Thales gateways will provide the access point allowing users on the Agency network to reach other PSN networks and hosted services.

 

The primary path for secure traffic will be via the private WAN with the internet based VPN overlay providing a secondary path in case of a circuit failure. A signed X509 certificate is required by all the CPEs used in conjunction with this solution. The certificates are used to assure the identity of each CPE. 

 

Thales operates a managed secure multi-tenancy PKI service. The service operated by Thales uses PKI to manage signed X509 certificates used for authentication of the CPEs, NCSC Foundation cryptography will be used on all VPN connections. Thales operates resilient servers that are located in geographical diverse data centres that are centrally monitored and managed on 24x7x365 basis. 

 

Thales will operate a CA environment, comprising:

 

•        A Thales network HSM (Hardware Security Module) that carries the private keys for the CAs

•        A VMware Virtualised environment where the CAs are installed

•        Operations staff to validate key signing and generate certificates

•        CSOC who maintain and monitor the environment in accordance with GPG13



Thales CA environment does not support SCEP or Microsoft Intune.



Using the experience from our existing user estate, we have calculated the utilisation for a standard user, consuming office365 from a thick client during peak times, to be 75 Kilobytes per second, and have identified circuit bandwidths which exceed the above estimation.

[bookmark: _Toc2591513]DHCP IPAM & DNS services

IP address management (IPAM) and Domain Name System (DNS) servers are maintained within the Thales primary and secondary data-centres for service resiliency. Thales will deliver internal facing DHCP and DNS services. Thales operates both Authoritative DNS (allowing partner domains to be hosted) and DNS Resolver that provides the ability to perform DNS lookups. Agency internal DNS requests can be resolved by Thales DNS servers. External DNS requests for domains that are not hosted by Thales DNS services will be forwarded to the PSN DNS operated by Nominet. Thales will centralise aspects of IP address provisioning and reliable DHCP server management in conjunction with DNS to enable handling challenging requirements in every type of network environment, data-centres, and hybrid cloud environments.

 

Thales DHCP, IPAM and DNS services are operated from the Thales primary and secondary secure data-centres located in Reading and Crawley. Monitoring of the infrastructure is performed 24x7. All supporting infrastructure, including servers, LAN and WAN, are fully resilient and operate in an active/standby mode.

 

 

[bookmark: _Toc2591514]LAN Services

 

Thales will provide Local Area Network Service within Agency buildings, including physical cabling infrastructure (based on site surveys) and ensure that the Local Area Network Service allows for the adoption of existing services. Power over Ethernet (PoE) enabled Cisco 2960X series switches will deliver up to a maximum 15.4 watts of standards-based 802.3at PoE+ per port, based on a total system budget of 740 watts. The Cisco 2960X series provides standards-based 802.1X port-level access control for multiple devices per port. A user’s identity, device type, port based access control, (posture requires an additional licence and Onguard agent installation, msi/dmg/tar.gz files would be supplied), and location can be used to determine whether access should be granted and for how long. If access is granted, the Cisco 2960X series provides access to the network based on authorisation attributes sent by the authentication server which can include security policies, QoS policies applied to the network port.

 

[bookmark: _Toc2591515]Secure Remote Access

 

The Thales Secure RAS Service provides authenticated access for trusted end user devices to services and applications within the customer’s infrastructure. Trusted RAS Services are designed for managed end points such as organisations own staff accessing their ‘corporate’ network. The RAS gateways provide authentication of users; Certificates; valid certificates are issued to the end point RAS clients and verified by the RAS service upon connection. 



Thales understands there is a preference for local machine store based RAS authentication. 2FA is not necessary as Thales’ remote access will authenticate a device based solely on machine stored certificates and will be configured to trust an Agency-issued root certificate authority and validate machined stored certificates to provide authenticated access. Thales will check supplied CDP locations to ensure client certificates are still valid. If an additional external authentication/identity service is required, for example IAM, the VPN gateway can support LDAP and RADIUS. 



The Cisco Anyconnect client can be configured to operate as “Always-On” preventing access to resources on the internet when the device is not connected to a trusted network, unless a VPN session is active. When enabled, a VPN session is automatically initiated after the user logs in and an untrusted network is detected. 



Thales has examined its existing user estate to calculate the correct specification for the remote access gateways and determined the Cisco 5545-X is appropriately scoped to provide sufficient throughput. To achieve high availability, Thales’ secure remote access solution will be deployed as active/active from both geographically separate data centres and will enable remote access clients to establish an active VPN session to either VPN gateway.



All IPSEC VPN’s will utilise NCSC Foundation cryptography profiles;



		IKEv1

		Selection



		Encryption

		AES 128-bit CBC



		Pseudo-Random Function

		HMAC-SHA-256



		Diffie-Hellman-Group

		Group 14 (2048-bit)



		Authentication

		X.509 certificates with RSA signatures (2048 bits) and SHA-256







		ESP

		Selection



		Encryption

		AES 128-bit CBC



		Integrity

		SHA-256







  

[bookmark: _Toc2591516]WiFi Networks

 

Thales will provide staff with ‘always on’ AES encrypted access (EAP-TLS) and enable visitor access to the internet through the use of Gov WiFi RADIUS authentication. The use of MultiZone technology keeps the mandatory segregation of different levels of traffic enabling managed browse down services and preventing escalation between security domains. All traffic is tunnelled towards the mobility controller, where there will be clear security policies in place to forward traffic to a second layer of security boundary, onward transit.  Internet destined traffic is segregated in a separate traffic zone and will use a separate forwarding table within the shared hardware.



Thales wireless LAN is based upon Aruba access point and wireless LAN controllers installed at all sites with a centralised Clearpass authentication/management service hosted in Thales data centres. Thales Wireless LAN will support 802.11 K, V, R, these standards require client support.



Thales has scoped the wireless coverage to provide at least 128 Kilobytes per second per client. Each branch wireless LAN controller will support at least 1000 concurrent wireless clients. The wireless solution will authenticate corporate clients using the Windows IEEE 802.1x supplicant by validating the machine based certificates. Thales’ wireless solution is able to support IEEE 802.1x compliant supplicants enabling mobile devices to gain access to the wireless network. The Thales wireless solution will be configured to trust an Agency PKI issued root certificate authority and to validate machined stored certificates to provide authenticated access. Thales will check supplied CDP locations to ensure client certificates are still valid.



Whilst undertaking the installation of structured cabling to the Aruba Wireless Access Points, as agreed with the Agency in reference to the site survey reports, Thales will ensure dual network cables will be installed.



[bookmark: _Toc2591517]UPS Provision

 

Thales will install and support an uninterruptible power system (UPS) that continuously conditions and regulates its output voltage. The UPS is designed to supply network devices and other sensitive electronic equipment with clean sine wave input power up to 3000VA at 230V. The UPS protects equipment from voltage sags and spikes disturbances. 

Thales will install and support an uninterruptible power system (UPS) that continuously conditions and regulates its output voltage. The UPS is designed to supply network devices and other sensitive electronic equipment with clean sine wave input power up to 3000VA at 230V. The UPS protects equipment from voltage sags and spikes disturbances and will provide a runtime in excess of 30 minutes. The same UPS model has been selected due to the power requirement at each site being very similar. The common footprint of high power appliances; two carrier NTE’s, wireless LAN controller, network router, network switch.

 

 

[bookmark: _Toc2591518]Availability

 

The Thales product set of choice; the Juniper SRX series has been chosen for its high-availability mode of operation, combined with the delivery and configuration of the resilient WAN circuits. The Thales solution will ensure the service availability at Agency sites. The equipment choices have been made based on equipment reliability as demonstrated by the MTBF of 32.5 years SRX 320 and 27 years SRX345. Highly reliable equipment combined with the delivery of resilient WAN circuits means the Thales solution exceeds the availability requirements. The Thales NOC proactively monitors the network 24x7x365 and can quickly identify and diagnose potential issues. Backed up by an effective and rapid hardware replacement service, any potential outages are kept to an absolute minimum.

 

[bookmark: _Toc2591519]Quality of Service

Thales has extensive experience of operating networks with QoS, and would welcome the opportunity to further discuss the QoS strategy with the Agency to ensure that expectations and requirements are met in full.

Thales’ recommendation is that real time traffic is prioritised and any business mission critical application is guaranteed bandwidth. Thales understands that presently the Agency estate is mainly based upon thin clients and therefore Citrix application traffic is high priority. As the strategy is moving towards thick Windows 10 clients, priority applications will change and the QoS policy can be tailored to match those changes during the design phase of the project. 

The Thales solution will support traffic prioritisation and QoS. Thales will deploy WAN infrastructure that conforms and aligns with the PSN QoS policy. The service classes are based on the Diffserv Expedited Forwarding (EF) [RFC3246], Assured Forwarding (AF) [RFC2597] and the Default (DF) [RFC2474] PHB groups. 

If congestion occurs, EF traffic is served first, and is guaranteed. The EF component of the bandwidth is fixed, however all other queues can burst into any available bandwidth. The Thales solution ensures that none of the weighted queues are ever starved of bandwidth. 

Queue weightings are only used if there is traffic in multiple queues.

Below is a table with an example of a 5 class QoS model showing how certain traffic types can be allocated into queues and be provided different levels of bandwidth. This gives a starting point for the development of a QoS policy during the design workshops.



		QoS Class

		Application

		DSCP

		Bandwidth Profile



		Real-Time

		Voice

		EF

		5% (Policed)



		Application 1

		Video

		AF41

		25%



		Application 2

		Business

		AF21

		10%



		Application 3

		Critical

		CS3/AF31

		25%



		Default

		Default

		Default 

		35%





 

[bookmark: _Toc2591520]Bandwidth Growth

The proposed bandwidth allocations for IPVPNs are provided in “Thales Site Connectivity Information” submitted on 5th February.

Thales confirm that increasing the CDR of any of the circuits by 25% is a logical change only and does not require a site visit by an engineer.

All CPE throughputs are aligned to the higher circuit speeds and will support the uplift in bandwidth required without requiring replacement hardware to be commissioned.



Private interconnects are not included in our solution. However, private cloud connections, for example, to Azure and AWS, are available as an option directly through the closed user group WAN (IPVPN) in various levels of bandwidth depending on the Agency’s requirement. The following table outlines the available services:



		Bandwidth



		50



		100



		200



		500



		1000







The private cloud connections will be available directly through the IPVPN circuits to provide end to end guaranteed levels of service. The above bandwidth covers the path into and out of a cloud provider’s network edge. Cloud service providers’ bandwidth charges are to be arranged between the Agency and their cloud provider directly.



These will incur additional costs via commercial change control.

[bookmark: _Toc2591521]Licencing

Please see below a table of licences required to deliver this solution:;

		#

		

		Type



		2

		x

		Cisco ASA 5500 Security Context - Licence - 10 firewalls - ESD - for ASA 5525-X, 5545-X, 5555-X



		2

		x

		Cisco ASA 5500 Security Context - Licence - 5 firewalls



		3

		x

		1G throughput - vSRX AppSecure STD package with IPS and AppSecure 3-year subscription



		1

		x

		Aruba MM-VA-500 Mobility Master Virtual Appliance with Support for up to 500 Devices E-LTU



		1

		x

		Aruba ClearPass Cx000V VM-Based Appliance E-LTU



		1

		x

		Aruba ClearPass New Licensing Access 2500 Concurrent Endpoints 3yr E-STU







[bookmark: _Toc2591522]SIAM Toolsets Integration

Thales will work collaboratively with the Agency's Service Management (SIAM) provider using mature processes that will inform the interactions with the SIAM and determine mutual responsibilities during both the transformation period and the ongoing support period.

Thales Service Desk is locked down but provides integration for most Service Management tools; typically this is through email integration and parsing of data directly into the tickets, avoiding the need for double entry of information.

Thales understands that the Agency is currently in the process of engaging with their preferred SIAM provider and wishes to utilise API integration. The offered solution does not include any API development, additional API licencing or additional API infrastructure to integrate with a SIAM provider. Thales utilises SolarWinds Web Help Desk which does support REST API architecture for creating, reading, updating, and deleting data. In our solution, a URL uniquely identifies a resource in the Web Help Desk such as a Ticket or a Ticket list and an HTTP Request Method identifies an action to be taken on the resource. The content of the HTTP request provides the data used to create and update the resource, typically in XML or JSON format.



		Method

		Action



		GET

		Retrieve the data for the resource identified in the URL. The requested resource can be a single entity, such as a Ticket, or a list of resources, such as a Group Tickets list. For example, the URL to retrieve Ticket number 13924 ends with /ra/Tickets/13924; the URL to retrieve Group Tickets ends with /ra/Tickets/group.



		POST

		Create a new entity from the data provided by the content portion of the request. This data should match the format obtained by a GET request. Because an identifier for the new entity has not yet been created, POST requests do not include the identifier in the URL, only a resource type identifier. The new resource identifier is returned in the response data.



		PUT

		Update the entity identified by the URL with the data provided by the request. This data should match the format obtained by a GET request, but update requests need not provide all the data required to create a new entity--only the attributes that are to be changed. Unlike POST requests, PUT requests will include an identifier in the URL that indicates which entity is to be updated.



		DELETE

		Delete the resource identified by the URL.
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[bookmark: _Toc531853421][bookmark: _Toc2664688]Introduction

Thales is pleased to submit this ITT response to the Insolvency Service for Network Service provision.

This response focusses on providing a flexible and cost effective network solution which meets the key aims of the programme to create a new internet / cloud focused network service that will enable Insolvency Service to transform and continuously improve its operations.  This is achieved through: 

· Providing secure connectivity from desktop solutions to new applications, primarily cloud hosted services.

· Monitoring of network service not just for performance and continuity of service but also for security related events in conjunction with the Security Operations Centre service provider.

· Low risk transition from existing PSN network to new Internet based Secure WAN with no disruption to existing business operations.

· Support the use of modern business tools such as, for example, Skype for Business, Video, Office 365 and other data usage

· Support of an end user base of between 1600 and 1800

Our mission is to provide our customers with the capability to decide and act quickly in critical, complex situations making the world a safer place.  This is underpinned by our ability to deliver communication services over secure physical infrastructure and networks.

 

[bookmark: _Toc531853422][bookmark: _Toc2664689]Insolvency Service Network Business Needs 

Thales understands the Insolvency Service business needs to be:

· Internet connectivity from all office locations and internal WAN that includes:

· Network operations monitoring

· Perimeter security

· Intrusion detection and prevention

· Secure private connections between sites, data centres and internally facing cloud services

· Access to public cloud hosted services

· Site based Local Area Network that supports

· Telephony services

· Wi-Fi service for guests (based on Gov Wi-Fi)

· Wi-Fi service supporting internal users.

· Capacity to support both Data and Communications traffic

and, of course, determine, agree and implement Quality of Service/traffic prioritisation for applicable traffic.

 

[bookmark: _Toc531853423][bookmark: _Toc2664690]Why Thales?

In compiling our response Thales has incorporated feedback from the Insolvency Service provided at supplier meetings and from our existing service delivery engagements. In particular we have reviewed extensively our pricing model and re-engineered our offer to provide a high quality, low risk and cost effective solution. 

Thales is focused on delivering to Government and business. Committed to this marketplace, we have invested heavily (including R&D) in secure connectivity and service capabilities to support our major clients. As an early adopter of PSN security accreditation we are an ideal PSN partner to government. 

Clients already entrust their connectivity and secure services to Thales. Customers include Central Government (embracing delivery to the MOD), Regional and Public Sector organisations, together with private sector operators of the UK’s critical national infrastructure. Thales’ reputation as a secure brand is underwritten by our track record of competent delivery to key UK programmes.

Thales’ core capabilities support our strategy of providing secure Information Assurance solutions and services to the UK Government and Critical National Infrastructure market. High availability capabilities and in-place assets allow us to reliably manage client information 7x24:

· A purpose built, secure Tier III Data Centre with high capacity links to off-site facilities

· A Network Operations Centre managing broadband networks, including PSN services

· A Service Operations Centre

· A Security Operations Centre

 

These capabilities supporting the PSN initiative are deployed through a secure campus facility, maximising data confidentiality, integrity and availability, whilst minimising service delivery risks.

Thales’ culture is aligned and compatible with Public Service standards, ethics, stake-holder and supply chain management – including SME engagement, approach to risk and security, making it easier to do business together.

Finally, Thales has the financial stability, breath of service capability; vision and proven deployment experience to support the Public Sector achieve its PSN programme objectives.

As a newer entrant to the provision of secure network services Thales offers The Insolvency Service the benefits of:

· Dynamic ways of working underpinned by Tier one status and financial stability

· “Systems integrator” style network tail provision to provide local and cost effective points of presence

· A team of network specialists with extensive experience of working seamlessly with managed service providers  and system integrators

· A pedigree of designing, building and operating secure network and communications infrastructures.  Quality services measured against performance metrics

· Conformance to industry standards and processes

· Ownership and accountability for seamless network connectivity provision

· Ethical and cultural code compatibility

 

Thales operates within a structured ISO 27001 framework over the full project life cycle for the provision and operation of Secure Network Services. Thales has within its own workforce the core component competencies and skills to provide a managed service to The Authority. 

Thales follows International Project Management Process (IPMA) as a project management methodology.

 

 

[bookmark: _Toc531853424][bookmark: _Toc2664691]How will Thales deliver

[bookmark: _Toc531853425][bookmark: _Toc2664692]Successful Transition within Critical Timescales

Secure connectivity is crucial to the delivery of the Insolvency Service’s desktop and new applications which are primarily cloud hosted.  Thales is experienced in working collaboratively to achieve critical timescales and looks forward to working with the Insolvency Service and the IT supply chain, ATOS and cloud hosting providers.  Thales will deliver within the timeline required by the Insolvency Service in accordance with the jointly owned transition plan (See Service Delivery section). 

Thales and the Agency will work together to ensure the new London office will be a priority installation meeting the August site move deadline.

 

[bookmark: _Toc531853426][bookmark: _Toc2664693]De-risking Service Transition 

The service transition is low risk as Thales will utilise one of the existing site IPVPN CAS(T) circuits and supplement this with a high bandwidth Internet based WAN connection. This approach de-risks circuit installation as effectively one circuit has already been provided to each site. It de-risks testing as it allows dual or parallel running of the PSN network and the new WAN to support testing and site migration to the new Wan with no impact on any existing sites or users. Once in service, the resilience is achieved by re-directing traffic from a faulty circuit to the working circuit as each site will have both an IPVPN circuit and an Internet based circuit. 

In addition, as the implementation will be dual running with a staggered transition of services from the existing service to the new, the risk of failure is minimised. Decommissioning of the old services that are no longer required will commence once the new service is accepted by the Agency.

A dedicated Transition Project Manager will be appointed and will be responsible for agreeing respective roles and responsibilities with all parties and implementing the Transition Plan. Key elements of the mutually agreed transition plan include:

Incorporating lessons learned and experience of network service delivery into solution design, transition, implementation and operational service running.

· Transition Governance, agreeing Terms of Reference for the cross party boards and working groups.

· Incorporating lessons learned and experience of 6 years of network service delivery into solution design, transition, implementation and operational service running.

· Parallel running of services.

· Mutually agreed transformation and implementation plan.

· Comprehensive site surveys, security assessment and complete due diligence.

· Using experienced service installation engineers familiar with existing site locations, infrastructure and nuances. 

· Optimal resilience and availability of network connectivity.

· A detailed cut-over plan will be generated, including any parallel working of legacy and new service

· Agreeing user awareness and stakeholder communication strategy 

· Transition governance and cross part cutover planning 

· Roll out schedule for build and cutover operations divided in three trenches

· Customer acceptance, handover to operations and additional early life support

 

Continuity of service is critical to connectivity service provision and Thales will ensure that disruption during installation and transition is minimised through careful planning, stakeholder management and ensuring any service outages are completed out of hours. Security will be maintained though incorporating the Thales Security Operations Centre as part of the planned cutover.  

[bookmark: _Toc531853427][bookmark: _Toc2664694]Value Added Services - Network Testing and Capacity Management laboratory Facilities

[bookmark: _Toc531853428][bookmark: _Toc2664695]Network Testing

The design and management of complex wide area networks requires a detailed knowledge of the existing inter site traffic but also a clear understanding of future requirements and changes.

Thales understands that this complete information is rarely if ever available to the designer.  Commercial, financial and risk considerations will also influence the requirements and the design.

Thales has made a considerable investment to build a Synthetic Environment laboratory where network designs can be tested before a full scale roll out.  All forms of user traffic, communications and security protocols, bandwidth and quality can be emulated within our build in the lab.  Output from testing will prove design requirements, generate performance benchmarks for the real network and identify where the network will need to be enhanced to cope with future increases in demand.

[bookmark: _Toc531853429][bookmark: _Toc2664696]Cyber Security - Attack

Our test utilities additionally carry out a range of cyber security tests, equipment evaluation and training for cyber security auditors.

The facility (with its associated development laboratories) simulates any form of cyber attack enabling the development and planning for effective and appropriate Cyber attack defence. The benefits of this experimental facility far outweigh the risk of an attack on a live service.  

If appropriate, Thales can provide a separate quotation for these services as a de-risking activity prior to roll out of the network and throughout the operational life.  In addition, the service is available to replicate, investigate and find a defence for threats detected by the Thales Security Operations Centre that is continuously monitoring all secure network elements.

[bookmark: _Toc531853430][bookmark: _Toc2664697]Risk and Opportunity Management

To minimise and contain risk, Thales will apply its mature in-house CHORUS 2.0 Risk and Opportunity Management process aligned with CMMI best practices. This is subject to regular corporate governance checks to ensure projects meet contracted timescales and performance. The following key activities will take place:

· Establishes an initial Risk Strategy, determining sources of risk and categorises them. 

· Identification of Risks:  Realistic risks are identified and form a baseline for Risk Management activities. Risks are reviewed periodically with InsS to identify new and retire expired risks.

· Characterisation and Prioritisation of Risks:  Identified risks are evaluated and categorised.

· Risk Handling and Mitigation: to avoid, reduce, and control the probability of occurrence.

[bookmark: _Toc531853431][bookmark: _Toc2664698]Teamwork

Appropriate governance, joint team and collaborative working between stakeholders is essential to achieve a successful transition.  These factors contribute significantly to building team trust and establishing confidence.  Thales works extensively with government clients and with complex supply chain and multiple stakeholders.  For example, Thales works collaboratively with ATOS providing products and services for the Government Gateway. 

[bookmark: _Toc531853432][bookmark: _Toc2664699]Comprehensive Security Plan

The proposed Agency security plan is provided in the attachments to Section 3. This has been produced based upon Thales’ experience of deploying similar UK secure environments.  

[bookmark: _Toc531853433][bookmark: _Toc2664700]Service Levels and Quality of Service

Thales will support the Agency's availability requirements.  Through the provision of an intrinsically resilient design and a 24x7x365 network operation centre, backed up by support and maintenance services.

Thales has committed to Incident response and resolution in line with the SLA on the RM1045 framework for all priorities including P1’s, and for all sites, including London, Birmingham, Manchester, Leeds, and Edinburgh, based on operational hours of Monday to Friday (excluding Bank Holidays) 08:00-18:00, and as further detailed in “Thales Responses NW SLA for new Network Service”.

Our hardware choice - Thales will meet the SLA’s for service restoration and ensure service availability at all the Agency’s sites as we have chosen the Juniper SRX series CPE for its high-availability mode of operation - a MTBF of 32.5 years for the SRX 320 and 27 years for the SRX345 - and combined them with configured resilient WAN circuits.

In the unlikely event of a failure of the WAN CPE, the Thales Service Centre and 24x7x365 Network Operations Centre will carry out remote diagnostics and attempt to restore service remotely. If remote restoration is not possible, Thales will build a replacement device with the certificates and cryptography at our secure List X site, and our security cleared staff will transport the device directly to site. Thales will notify the site reception in advance of the engineer attending and will record travel time, arrival time and service restoration times for SLA monitoring and reporting. The engineer will swap the device and ensure service is restored before leaving site. 

Where a failure occurs with WIFI or LAN CPE equipment, Thales will follow the above process and arrange for an engineer to attend and replace the faulty equipment.

[bookmark: _Toc2664701]Continual Service Improvement

Thales undertakes Continual Service Improvement (CSI) activities following ITIL and ISO20000 best practices and will work with the Agency and SIAM to ensure inputs and outputs from the CSI process are embedded into the Service Management Plan from the Project Initiation Phase. 

Thales will capture data from the performance monitoring reports detailed in section 1.4.8 and identify potential improvements. Where agreed with the Agency, Thales will implement improvement initiatives following the change control process.

[bookmark: _Toc2664702]Performance Monitoring 

Thales undertakes performance monitoring in line with RM1045 schedule 6 annex 1 and will provide monthly reports covering:

· Availability of services

· Packet loss per circuit

· Capacity management

· Incident Statistics

· Deployed Assets

· Change management

· Service Provisioning

[bookmark: _Toc531853434][bookmark: _Toc2664703]Thales Credentials

[bookmark: _Toc531853435][bookmark: _Toc2664704]Secure, Mission Critical, Business Operations

Thales's ITIL based and ISO20000 accredited operational services include:

· Service Desk providing public/customer facing high volume 1st and 2nd line customer services

· 24x7x365 Network Operations Centre, managing networks.

· Security Operations Centre.

· Secure Data Centre.

· Network support services including SC and NPPV3 cleared, Cisco/Juniper qualified network analysts.

· Business support providing a full range of pre-sales, product/service design,  service provisioning, service fulfilment, billing and receivable services.  

 

Business continuity plans are in place that are compliant with ISO27001, CAS(T), RM860, RM1045, DNSP, and PSN requirements and have been audited to meet or exceed requirements.

 

[bookmark: _Toc531853436][bookmark: _Toc2664705]Key Benefits

Selecting Thales as your supplier provides a range of benefits, with the added peace of mind that Thales has a proven track record of delivering similar secure services throughout the world.

These benefits include:

· Thales is a trusted security advisor and partner to central Government, the defence industry and other Government departments

· Thales is technology agnostic – Thales have an open approach to service and solution delivery, which means the technologies from all sources are assessed prior to selected the solution which will integrate to form the best overall solution. By doing this we are helping UK industry to grow and supporting SMEs and academia, along with other large commercial businesses.

· Extensive expertise – One of the primary benefits Thales delivers is a customer focussed solution based approach. With extensive knowledge and expertise in the development and delivery of secure networks we can deliver a cost effective solution that meets your requirements and offers the flexibility and functionality that you require into the future.

· Diverse technology portfolio – As a global business Thales has a huge range of technologies and solutions available. Many of these technologies have been developed for use in some of the world’s most challenging environments and our expertise enables us to transfer these solutions into new operating environments, ensuring we deliver a proven and robust solution.

· Future proof solutions – Due to our strong heritage in delivering secure solutions to our customer groups Thales already delivers a range of services which are future proof. The Thales high speed secure network provides users with market leading availability levels, supported by 24x7x365 support services for data hosting, network management and cyber security. 

 

[bookmark: _Toc531853437][bookmark: _Toc2664706]Benefits 

The key benefits of our approach to the Agency are:

· Value for money, bringing to reality the adoption of a lower cost model

· Strong emphasis on end-to-end security 

· Business to Business quality focus

· Low risk transition based on proven experience

· Trusted, reliable, available network architecture and service

· Thales is responsive, pro-active and easy to work with

· Thales demonstrates strong team ethics 

· The financial stability and purchasing strength of Thales group, and;

· Experienced with demonstrable capability.

 

We wish to thank the Insolvency Service for inviting Thales to participate in the network connectivity procurement process and for inviting Thales to re-tender for your network connectivity opportunity. 
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