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Glossary
Abbreviations
APM                Authority Project Manager
BS                   British Standards
CCU                Certificate of Clearance for Use
DAIS                Defence Assurance and Information Security
DART              Defence Assurance Risk Tool
Def-Stan          Defence Standards
FOB                 Forward Operating Base
FORACS         Forces Accuracy Check Sites (NATO)
FOST              Flag Officer Sea Training
GPS                Global Positioning System
HAT                 Harbour Acceptance Trial
HDD                Hard Disk Drive
HMS                Her Majesty’s Ship 
IDATS             Integrated Data Acquisition Test System (NATO FORACS)
JSP                 Joint Services Publication
KPI                  Key Performance Indicator
LRU                 Line Replaceable Unit
MCMV             Mine Counter Measures Vessel
MCS                Maritime Combat Systems
MCTA              Maritime Capability Trials and Acceptance
MHSA3            Mine Hunting System Acoustic Mk3 (Sandown)
MHSA4            Mine Hunting System Acoustic Mk4 (Hunt)
MPP                Microsoft Project Plan
MRI                 Master Record Index
MW                 Mine Warfare
MWC               Mine Warfare Centre
MWDC            Mine Warfare Data Centre
NCHQ             Navy Command Head Quarters
NSN                NATO Stock Number
OA                   Operational Analysis
OPDEF            Operational Deficiency 
PFS                 Precise Fixing System
PMP                Project Management Plan
POEMS           Project Orientated Environmental Management System
POSMS           Project Orientated Safety Management System
QA                   Quality Assurance
QC                   Quality Control
RMADS           Risk Management and Accreditation Documentation Set
RRAF              Record, Replay and Analysis Facility 
S3ACS             Ships Staff System Accuracy Check Software
SEMP              Safety and Environmental Management Plan
SME                Subject Matter Expert
SoW                Statement of Work
SQEP              Suitably Qualified and Experienced Person
SWG               Security Working Group
TDRS              Trials Data Recording System
TOAR              Trials Operational Analysis Recorder
TRAP              Trials Recording Analysis Package
TTH                 TRAP Test Harness
UKHO              United Kingdom Hydrographic Office



[bookmark: _Toc474935524][bookmark: _Toc478565188]Introduction

1.1. [bookmark: _Toc474935525][bookmark: _Toc478565189] Background
The development of the Trials Recording and Analysis Package (TRAP) started in 1999 as a replacement for the original Sandown Class MHSA3 Trials Data Recording System (TDRS).  The original requirement for TRAP was to supply a system that could interface with the Sandown Class and provide a means to assess if MHSA3 (Mine Hunting System Mk3) could achieve the required performance standard.
TRAP has since evolved into a comprehensive toolset capable of:
Conducting mine hunting system and individual equipment performance assessment and evaluation in both Hunt and Sandown Class vessels, ranging from Ships Staff accuracy checks utilising S3ACS up to fully instrumented diagnostic assessment trials.
Interfacing to the NATO FORACS IDATS computer system.
Providing Operational Analysis (OA) data for the Maritime Warfare Centre (MWC) and Mine Warfare Data Centre (MWDC) at the United Kingdom Hydrographic Office (UKHO).
Passive interfacing with SeaFox mine disposal system.
TRAP equipment is now permanently installed in:
All Nautis fitted Sandown Class vessels & Hunt Class MCMVs.
The Hunt & Sandown Class Ops Rm Trainers in HMS COLLINGWOOD
A TRAP laptop has been provided to MWDC with additional TRAP laptops and TRAP desktop applications available to MCTA, MWC.
1.2. Requirement

BAE shall provide ongoing technical support to TRAP for an initial period, from 14 May 2021 through to 31 March 2023, followed by two 6 month option periods as detailed below: 

01 April 2023 to 30 September 2023 (6 Months).
01 October 2023 to 31 March 2024 (6 Months).

to include, but not limited to, routine maintenance, management of spares and repairs, defect investigation and rectification, obsolescence management and system training.

Key deliverables are:-

Core services: To ensure TRAP remains safe, secure and available.
Ad Hoc Tasking: To enable repairs and defect rectification etc.
The Boundary of the system will be in accordance with the current Certificate of Clearance for Use (CCU) as held by the authority.

Engineering Services shall be provided to support design changes caused by, but not limited to, such issues as:

Legislation.
Safety.
Obsolescence.
Reliability.
Maintainability.

1.3. Systems Support Requirement
Over the support period there will be a reduction in operational systems fitted to SRMH and MCMV. This current assumed reduction in shipborne systems, as advised by the Authority, is captured in Table 1 below.
In order to ensure maximum flexibility, the Authority has requested a price for the support of each TRAP system in use. To support this a price will be provided to cover all predicted UK system support activities (annual update, post upkeep install/STW/HAT or demob) for the initial 12 months following contract award. Separate prices for the update of additional individual systems that are required to be retained in service above the predicted numbers will also be provided.

As requested by the Authority, the quantity of systems requiring support for the forthcoming quarter will be agreed at quarterly progress meetings.
	Period
	Required Number of Supported Systems
	Notes

	14 May 2021 – 30 Jun 2021
	18
	1 x SRMH, 1 x MCMV to ORCA

	1 Jul 2021 – 30 Sept 2021
	18
	

	1 Oct 2021 – 31 Dec 2021
	17
	1 x SRMH to SPD. Out of SPD with ORCA

	1 Jan 2022 – 31 Mar 2022
	16
	1 x MCMV to ORCA

	1 Apr 2022 – 30 Jun 2022
	15
	1 x SRMH to ORCA

	1 Jul 2022 – 30 Sept 2022
	14
	1 x MCMV to ORCA

	1 Oct 2022 – 31 Dec 2022
	13
	1 x MCMV to ORCA

	1 Jan 2023 – 31 Mar 2023
	12
	1 x MCMV to ORCA

	1 Apr 2023 – 30 Jun 2023
	12
	

	1 Jul 2023 – 30 Sept 2023
	12
	

	1 Oct 2023 – 31 Dec 2023
	11
	1 x MCMV to ORCA

	1 Jan 2024 – 31 Apr 2024
	10
	1 x SRMH to ORCA


						Table 1
Qty 6 systems on Hunt class MCMV.
Qty 6 systems on Sandown class SRMH (Previously 7, PEMB converted to ORCA).
Qty 2 operational spares kits based OP KIPION units.
Qty 3 systems in HMS Collingwood (1with MWC + 2 further training systems).
Qty 1 UK operational spare S-TRAP.
Qty 1 system at UKHO.
Qty 1 system at MCTA.
Qty 1 Pro system held by BAE 
Qty 1 Pro system held at MASS 
Total 22 systems.

2. Scope of Work

2.1. Core Scope

The following scope of work shall be addressed:

2.1.1 Provision of Project Management Plan.
2.1.2 Provision of Technical Support.
2.1.3 Safety Management and Reporting.
2.1.4 Security Management and Reporting.
2.1.5 Provision of Design Authority. 
2.1.6 Project Management and Maintenance of Reference Equipment.  
2.1.7 Obsolescence Reporting.
2.1.8 TRAP System Security.
2.1.9 Maintenance of Third-Party Software Licenses.
2.1.10 Performance Management and General Administration.
2.1.11 Progress Meetings and Reports.  
2.1.12 Documentation Management.  
2.1.13 Training.
2.1.14 Preliminary Technical Investigations and Quotations.
2.1.15 Project Management of Tasking Process.
2.1.16 Provision of Secure Controlled Storage Facility.
2.1.17 Support Routine Ship-Based Activities. 
	
2.1.1.  Provision of Project Management Plan (PMP)
Requirement: The PMP produced as a deliverable under the previous Contract (Ref :WSPT/900) will be used as the basis for a new PMP that shall address through ongoing update, where applicable;
· Organisation.
· Organisational boundaries and interfaces.
· Mobilisation.
· Project planning.
· Project monitoring and controls.
· Risk and opportunity management.
· Control of records.
· Configuration management.
· Measurement and analysis.
· Project closure.
· Process and product control (Quality Assurance).
2.1.2.  Provision of Technical Support
Requirement: Provision of Technical Support and advice on the operations and maintenance for the delivered systems, enabling system(s) availability.
The Authority shall be provided with advice, assistance and answer(s) to technical questions on technical and administrative details related to the equipment listed in Master record index, via a Helpdesk.

a. The Helpdesk shall provide 15 hours of service per month reducing on a pro rata basis in line with the required level of supported systems as detailed under Table 1; available for use five days a week during the working hours of (09:00 to 17:00) excluding Public Holidays.  Outside these times an answerphone system shall be in place which will be responded to during the next working day.  

b. Requests for advice/assistance shall be acknowledged and actions initiated within one working day, with initial responses provided within three working days.

c. Advice, assistance, and answer(s) from the helpdesk shall include but will not be limited to: support and technical investigations into reported problems, including S2022 and OPDEF defect reports. 

d. A principle Point of Contact for telephone or email enquiries for the Authority and/or end users shall be nominated and a succession plan shall be provided within one month of Contract Award to ensure Suitably Qualified and Experienced Personnel (SQEP) remain available for the duration of the contract.

e. Helpdesk hours will be monitored and those not used in-month will be transferred to the following month.
Deliverables:  Provision of up to 15 hour’s technical support per month reducing on a pro rata basis in line with the required level of supported systems as detailed under Table 1

Provision of monthly balance statements at the end of each month for the duration of the contract


2.1.3.  Safety Management and Reporting
Requirement: The contractor shall attend via teleconference facility annual PSEC meetings iaw DEF STAN 00-56, POSMS and POEMS in which a review of the current hazards will take place. The first meeting will be held within the first quarter following contract let and then on an annual basis. Any updates required as result of the PSEC shall form part of a Discrete Task.

Deliverables: SQEP support to quarterly progress meeting and annual PSEC meetings

2.1.4.  Security Management and Reporting
Requirement: The contractor shall attend Annual Security Working Group meetings, in which a review of the current security risks will take place. The first meeting will be held within the first quarter following contract let and then on an annual basis. Any updates required as result of the Working Group shall form part of a Discrete Task.

Deliverables:  SQEP support to quarterly progress meeting and up to two annual SWG meetings

2.1.5. Provision of Design Authority
Requirement: Design Authority for TRAP and TOAR systems, including system interfaces.

BAE to act as the Project Technical Authority to ensure the quality, performance and safety and environmental integrity of the overall contract package of work. MASS to be tasked by BAE as the Equipment Design Authority to ensure: the quality; performance; safety and environmental integrity of the TRAP system and support services they provide for the duration of the contract.

Any design changes, additional tests/trials or regulatory amendments that may potentially impact on the aforementioned must be highlighted to MOD at the earliest opportunity and captured in the Certificates of Design and Statement of TRAP Connectivity.  These documents are to be subject to continuing review and formally updated prior to the end of each respective year of support.

Deliverables:  Annual up-issue of Certificates of Design and Statement of TRAP Connectivity

2.1.6. Project Management and Maintenance of Reference Equipment
Requirement: Maintain availability and integrity of reference equipment.
MASS will be tasked to maintain the reference equipment, known as the TRAP Test Harness (TTH), which is used to replay representative serial, Ethernet and 1553 TRAP data to exercise TRAP systems during testing, training and fault- finding activities. The TTH, which is wholly owned by MASS, is housed in a secure lab environment in a List X building with access limited to selected personnel. The lab includes secure storage facilities.
As a MASS-owned system, the TTH is accredited separately to the deployed MOD-owned TRAP systems. The TTH is currently accredited to store and process OFFICIAL SENSITIVE data. Should there be a requirement to capture additional SECRET data from a minehunter for replay on the TTH the accreditation for the TTH will be upgraded to cover the SECRET data and additional security measures put in place.
As part of the core service MASS will maintain the TTH, and the associated secure environment, and make it available for use by MASS’ TRAP team to support testing, training and fault-finding activities.
Deliverables:  Use of the TTH to support testing, training, and fault finding activities for the duration of the contract.

2.1.7. Obsolescence Reporting
Requirement: The contractor shall report on their confidence level of the obsolescence status per LRU. The format shall be agreed with the SDM. This should include stock information to enable cohesive view. This shall form part of the Quarterly Progress Report and discussed at the subsequent Quarterly Progress Meeting.
Deliverables:  Obsolescence will be reviewed at each bi-monthly meeting with MASS, on the basis of information freely provided by suppliers only, and will be captured in Quarterly Progress Reports and discussed with the Authority at each Quarterly Progress Meeting.

2.1.8. Maintenance and Update of the TRAP Security 
Requirement: The contractor shall ensure that reasonable steps are taken to
ensure the security of the TRAP system in accordance with JSP 440. This shall include all relevant licences, software and patches for the duration of the contract where practicable.

The contractor should ensure any updates are within the capability of FWCMS Naval Applicators to undertake and any costs should include provision of suitable instructions and training for the Naval Applicators.
Note: In order to address a previous urgent requirement to re-activate BeCrypt Media Client on Ships Staff User Accounts, to allow ships to encrypt TOAR Secret CD’s for off ship analysis, BAE Systems provided FWCMS staff with
guidance and the requisite documentation/material needed to install new BMC entropy data and certificates on the TRAP Ships Staff accounts.  This was achieved without the need to disclose administrator or other user account passwords and as such was undertaken within the existing security guidelines.
Further, should there be another emergent urgent operational requirement for MCS to install new BMC entropy data and certificates on TRAP Ships Staff accounts we would look to provide the update material under adhoc tasking.
Going forward should a requirement for FWCMS staff to perform system administrator functions be formalised and approved by the DAIS Accreditor we would then need to understand the implications on our contractual security responsibilities before accepting any ad hoc tasking that would support any subsequent changes.
In conjunction with the activities detailed at 2.1.4 Security Management and Reporting specific and ad hoc tasking maintenance tasks will be completed that are required in support of Security Accreditation.
It should be noted that TRAP is still running on MS Office 2003 on Windows XP OS, both of which are obsolete systems no longer supported by the OEM, which could pose a threat to TRAP being compromised due to Windows XP security vulnerability.
Deliverables: Quarterly anti-virus updates (engine and definitions) will be issued for all TRAP systems and will be accompanied with an acknowledge form to confirm the anti- virus updates have been successfully installed. Users are required to return a copy of the latest SyOPs signatory page (to provide confidence that the security processes are being adhered to) along with the acknowledgement form. Acknowledgement forms will be logged on receipt and an email sent to Fleet requesting that they chase any defaulters.
Subject to acceptance of ad hoc tasking annual system updates for all current
TRAP systems, in accordance with a schedule to be agreed with MOD, will be undertaken. The system updates will include changing passwords and issuing updated password sheets; updating BeCrypt Media Client entropy and certificates; applying operating system updates and service packs (where available); applying software updates (where appropriate).

2.1.9. Maintenance of Third Party Software Licenses
Requirement: An appropriate number of required third party software licenses shall be maintained for the duration of the support contract.
The following third party software licenses will be maintained for the duration of the support contract:
a. 30 x BeCrypt Disk Protect Enhanced, reducing in accordance with the
number of systems requiring support as detailed under Table 1;
b. 30 x BeCrypt Media Client, reducing in accordance with the number of
systems requiring support as detailed under Table 1;
c. 2 x BeCrypt Advanced Port Control;
d. 30 x McAfee Endpoint Protection (anti-virus), reducing in accordance the
number of systems requiring support as detailed under Table 1; e. 1 x C-Nav 3050 correction service.
Deliverables: BeCrypt maintenance certificate + 6 individual calendar monthly C- Nav 3050 correction service licences will be purchased to be used as and when required.

2.1.10. Performance Management
Performance management and general administration of the TRAP system and
sub-contractors. The contractor shall provide performance in accordance with the KPI’s provided at Annex B of the Contract.
Requirement: The authority has provided Key Performance Indicators 1-3 (KPIs) to determine the performance of the Contractor during each Quarter report. BAE Systems acknowledge acceptance of the above referenced KPI’s.


2.1.11. Progress Meetings and Reports
Requirement: The contractor shall host, chair and provide secretary for Quarterly Progress Meetings (QPM) to be held in Portsmouth (teleconference as required).  The Contractor shall provide Quarterly Progress Reports (QPR) ten working days prior to each QPM and provide meeting minutes for the SDM to review within ten working days of the QPM.  The QPR as a minimum shall include obsolescence, safety, security, performance KPI’s and joint risk register.

A contract kick-off meeting shall be held within one week of contract let.
Deliverables: Quarterly Progress Reports, Meeting Minutes and meeting attendance as detailed in the table below will be provided.
	Meeting
	Subject(s)
	Periodicity
	Location

	1
	Contract start-
up meeting
	Singular. To be held within
one week of contract placement
	DE&S Abbey wood
(teleconference)

	2
	Progress
meetings
	Held three-monthly
following contract start up meeting.
	BAE Systems HMNB
Portsmouth (teleconference)



The following timescales will apply for the production of Quarterly Progress Reports and Meeting Minutes:
a. BAE Systems will produce Quarterly Progress Reports (QPR) ten working
days prior to each QPM
b. BAE Systems will produce draft copies of the minutes for comment within ten
working days of meeting
c. A period of ten working days will then be allowed for comments
d. Final meeting minutes will then be distributed by BAE Systems within ten
working days of receipt of the comments


2.1.12. Documentation Management
Requirement: Documentation management: Contractor to maintain all extant documentation such as user and training guides, and maintainers (hardware and software) technical and maintenance documentation. All subsequent updates will be undertaken by discrete tasking.
Project documentation will be held and maintained for the duration of the contract.
In addition to the project documentation TRAP system information is currently contained in BR8413 and BR8513.  Fleet will be advised of any changes to project documentation that may impact on the information contained in BR8413 and BR8513 in order to initiate requisite updates to these publications as these are under control of the Navy Publication and Graphics Organisation (NPGO). 
Documentation includes all master documentation, software and source code: relating to all Equipment’s iaw DEFCON 91, which will be supplied by the OEM at contract termination unless otherwise stated.
DEFCON 91 states that deliverable software (executables) will be provided while the originator will retain source code.
Safe, dry and secure storage for the custody of all project documentation will be provided with ‘fire’ assurance copies of all documentation retained at a site geographically remote from where the working masters are stored.  Documentation will be managed to satisfy sufficient disaster recovery requirements. 
Examples of Project documentation that may be generated during the contract are: 
Plans
Requirements documents
Design documents
Test and Trials reports
Software executables
Security documents
User manuals
Trials data
Presentations
Password sheets
Meeting minutes

Deliverables: Separate archives will be maintained for OFFICIAL SENSITIVE and SECRET material.
2.1.13. Training
The Training need is to be established and shall be undertaken as a discrete task in due course if required.

[bookmark: _GoBack]
2.1.14. Preliminary Technical Investigations and Quotations
The contractor shall provide for Preliminary Technical Investigations and Subsequent Quotations for Task Preparation.	
Provision has been made for the conduct of Preliminary Technical Investigations and Subsequent Quotations for Task Preparation.

Deliverables:  Costed proposals for agreed Ad Hoc tasking	
2.1.15. Project Management of Tasking Process
All tasking shall be processed using the TAF authorisation form which will be initiated by the Authority, and price and delivery completed by BAE Systems Project Manager, together with breakdown of cost build up.
Once approved (by the Authority) a Task History sheet will be raised for monitoring progress and reporting, and an order created in the BAE SystemsSAP ERP system to generate Purchase and/or works orders for the execution of the requirement, and completion dates agreed.Summaries of all complete and outstanding tasks will be presented at the quarterly progress meetings.
It is recognised that, in some extreme instances, tasking may have to be undertaken on an urgent basis – in such cases BAE Systems will react to these demands upon receipt of an e-mail instruction from the Authorities Project Manager or nominated person. BAE Systems will use this e-mail to initiate a task approval form for subsequent approval by the Authority.
2.1.16. Provision of Secure Controlled Storage facility
The contractor shall identify any requirement for a bonded store and inform the Authority accordingly.

The contractor shall provide a stores inventory following contract award and shall be actively managed for the duration of the contract.  The stores inventory shall be presented for review at the quarterly progress meetings.  All items delivered into or issued from the store shall be recorded on delivery and receipt notes.  Further to this a full muster and stores audit shall be conducted annually. 
Requirement: Provide and Manage a MOD boned store
The following is proposed as a cost-effective alternative to a MOD bonded store:
A stores facility dedicated to the TRAP project will be located at MASS in a List X building with access control restricted to selected staff. The storage facility will contain racked storage for OFFICIAL spares and an IL5 security cabinet for storage of sensitive material, such as laptops and hard drives.
A dedicated limited access IL5 security cabinet will be provided within a BAE Systems List X building at HMNB Portsmouth that will be utilised for the storage of classified project documentation and TRAP hardware. A limited sub set of TRAP equipment and spares will also be retained at the same facility. Records of holdings will be maintained.
Deliverables: A stores inventory will be provided following contract award and will be actively managed for the duration of the contract. The stores inventory will be presented for review at the quarterly progress meetings. All items delivered into or issued from the store will be recorded on delivery and receipt notes. Further to this a full muster and stores audit will be conducted annually.

2.1.17.  Support Routine Ship Based Activities
Requirement: On direction from the Authority, the Contractor shall support Routine ship-based activities: e.g. removal replacement of system pre/post-Upkeep as required. 
The scope of this activity covers all routine UK visits plus pre and post-Upkeep UK based ship visits with other off ship system visits captured under 2.1.8 and OP KIPION units covered by ad hoc tasking. 
Deliverables: On acceptance of either a TAF covering all anticipated system updates/visits in the UK to be completed within a set period (i.e. the first 12 months following contract award) or on acceptance of TAF’s for individual system updates/visits in the UK routine ship-based activities will be supported on direction from the Authority,: e.g. removal replacement of system pre/post- Upkeep as required.
As part of each routine visit the following activities shall be completed: material state checks; system updates including changing passwords and issuing updated password sheets; updating BeCrypt Media Client entropy and certificates; applying operating system updates and service packs (where available); applying software updates (where appropriate); integration tests; documentation checks; ship’s staff briefing on system operation and security; functional demonstration. 
As part of each pre-Upkeep visit the following activities shall be completed prior to equipment removal:  material state checks; functional integration tests and documentation checks. 
Once removed data backup and archive shall be undertaken with analysis conducted as required.
The equipment shall then be securely stored until required for re-installation.  Prior to re-installation the system passwords will be changed; updates shall be applied to BeCrypt Media Client entropy and certificates; software updates shall be completed if required along with anti-virus updates and a functional test will be conducted on the TRAP test harness.
As part of each post -Upkeep visit the following activities shall be completed: material state checks; equipment re-installation; integration tests; documentation issue; ship’s staff briefing on system operation and security; formal functional demonstration (i.e. STW and HAT) and presentation to acceptance authority.
On completion of each visit an individual report shall be produced detailing the results of the above activities.






2.2. Ad Hoc Activities

In addition to ad hoc tasking for system update/installation/removal visits the activities detailed at 2.2.1 below are provided for immediate consideration with a list of further potentially less urgent activities captured at 2.2.2.

2.2.1. [bookmark: _Toc478565194]Retention of TRAP Laptops

Where systems are removed from units on a permanent basis, systems are to be retained by BAE in a Secure Controlled Storage facility to be utilised as spares until end of contract.
2.2.2. [bookmark: _Toc478565197]Potential Further Ad Hoc Activities
Trials and analysis activities that may be required include but are not limited to: UK S3ACS contact surveys; Doppler Velocity Log integration trials; Gyro settled error checks; PFS speed over the ground assessment trials; Ship Performance Assessment trials; trials and analysis support to MWC and Route Survey analysis support to UKHO

Material assessment visits to the Forward Operating Base FOB (Bahrain) to include the following on installed and deployed spare systems:  material state checks; functional integration tests; documentation checks; spares muster, password changes; updates to BeCrypt Media Client entropy and certificates; software updates if required and anti-virus updates; data backup and quick look analysis of S3ACS trials and SeaFox C-round missions plus RN staff briefing on system operation and security as required.


