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PartA-OrderForm

This Order Form is ¡ssued under the G-Cloud 10 Framework Agreement (RM1557.10).

Buyers can use this order form to specify their G-Cloud service requ¡rements when placing an
Order.

The Order Form cannot be used to alter ex¡sting terms or add any extra terms that materially
change the Del¡verables offered by the Supplier and def¡ned ¡n the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified
in the contract with square brackets.
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1s662481660821 1

DN401548

Jaggaer G-Cloud 10 Call-Off Agreement and
Terms 2018

Jaggaer Advantage Software as a Service
Subscr¡pt¡on

1 Oth June 20 1 9

9th June 2021

î367,200.00 (ex VAT) which is the total sum for
the Term and the Run-Off Period (36 months)

As per payment terms

Will be confirmed by the Buyer by a note within
I working days from the Start Date of this Call-
Off Contract

Digital Marketplace service lD number:

Call-Off Contract reference:

Call-Off Contract title:

Call-Off Contract descr¡pt¡on

Start date:

Expiry date:

Call-Off Contract value:

Charging method

Purchase order number:

The Secretary of State for the Department for lnternational Trade (DlT)
Buye/s main address:

3 Whitehall Place

London

SWIA2AW

From: the Buyer

G{loud 10 Ca¡l-Ofi Contract - RM1557.10 18{6-20'18
https://w.gov.uldgovêmm€nUpublical¡ons/g-cloud-1 G€ll{ffontract
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Together: the'Parties'

To: the Suppl¡er Bravosolut¡on UK L¡mited (Va Jaggaer)
o20 7796 4170
Supplier's address:

1"t Floor
85 London Wall
London

EC2M 7AD
Company number: 05340218

Extens¡ons wh¡ch extend the Term beyond 12 months are only permitted

if the Suppl¡er compl¡es with the add¡tional Ex¡t Plan requ¡rements at
clauses 2'1.31o21.8.

Buyer contractual details

This Order ¡s for the G-Cloud Serv¡ces outlined below. lt is acknowledged by the Parties that the
volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

For the Suppl¡er:

For the Buyer:

Title: Account D¡rector

-

Title: The Commercial Lead, Corporate Services

E

--
Qual¡ty standards

Location

Add¡tional serv¡ces

G-Cloud services
requ¡red:

G-Cloud Lot:

The quality standards required for this Call-Off Contract are:

- rso 9001,

- ISO 27001 lSOllEC 27001''2013 (lnformat¡on Security
Management System): concerning risks related to loss of
conf¡dential¡ty, ¡ntegrity and availability;

- ISO/IEC 22301:2012 (Business Continuity Management System):

concern¡ng r¡sks related to loss of continuity.

The Supplier will provide the Services to the agreed quality standards
within the Framework Agreement. ln addition, the Suppl¡er will have in
place Cyber Essentials Plus accreditation, within I weeks of entering
into th¡s Call Off Contract, subject to the availability of the accreditat¡on
body's resource. This accreditation will be maintained by the Supplier for
the duration of th¡s Call Off Aqreement.

The Serv¡ces w¡ll be del¡vered to the Buyer's locations as defined in the
implementation and adoption services plan.

As per Section 2 of the Framework Agreement and the lmplementation
Plan, which will ¡nclude adopt¡on services and w¡ll be agreed between

the Parties within I working days from the Call-Off Contract Start Date.

The Services to be provided by the Supplier under the above Lot are
l¡sted ¡n Framework Section 2 and outlined below:

This Call-Off Contract is for the provision of Services under:

Lot2-Cloudsoftware
Lot3-Cloudsupport

Principle contact details

Call-Off Contract term

V'16 FINAL
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G€loud 10 Call-Oñ Contract - R¡/1557.10 18{6-2018

Extension period:

Run Off Period:

End¡ng
(termination):

Start Date:

This CalFOff Contract can be extended by the Buyer for a per¡od of 12
months, by giving the Suppl¡er 30 days written not¡ce before the expiry of
the Run Off Period.

Th¡s CalFOff Contract ¡s subject to a Run Off Period from 1Oth of June
2021 until9th of June 2022. during which time The Supplier will continue
to provide services described ¡n th¡s Call-Off Contract.

The not¡ce per¡od needed for End¡ng the Call-Off Contract is at least 90
Work¡ng Days from the date of written notice for disputed sums or at
least 60 days from the date of written not¡ce for Ending without cause.

Th¡s Call-Off Contract Starts on 1oth of June 2019 and is valid for 36
months.
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The Buyer will prov¡de the Services to the agreed quality standards
with¡n the Framework Aoreement and best industrv oractice.

The service level and ava¡lability cr¡ter¡a required for this Call-Off
Contract are as def¡ned in the the Suppl¡er's Service Level Agreement
ava¡lable to downloâd at:
httos://w.d¡g¡talmarketplace.serv¡ce.oov.uk/g-ctoud/serv¡cês/1566248166082.1 1

The onboarding lmplementation Plan for this Call-Off Contract will be set
out in a detailed project plan to guide the implementation process agreed
with the Buyer within 8 working days from this Call-Off Contract Start
Date.

As part of the Exit Plan for this Call-Off Contract, the Supplier can
provide a data extract at the cost of | (ex VAT) within thirty-f¡ve
(35) working days from the agreed Exit Date to the extract¡on of Client
Data entered on or managed by the portal/platform, in the following
standard format produced by the standard The Supplier data extract
procedure:

All extracted data will be saved in documents and files organised for
browsing ¡n a folder - sub-folders structure (for instance, by project and
by request for quotation)
All data entered through forms and all reports shall be rendered as
summary into pdf (portable document format) f¡les;
All files attachments shall be extracted in their original format;
Supplier ¡dentification data and additional information, such as portal data,
recorded by the Buyer shall be extracted ¡n MS Excel format
The data shall be cop¡ed on a storage un¡t such as a Hard D¡sk or DVD,
according to volume and returned to the Cl¡ent.
ln add¡t¡on, if requested as part of the Ex¡t Plan, the Supplier would
provide a Buyer with an access in read-only mode, at add¡tional !
per annum.

The Buyer does not requ¡re the Supplier to enter ¡nto a Collaboration
Agreement.

The annual total liability of either Party for all Property defaults w¡ll not
exceed one mill¡on pounds sterling.
The annual total liability for Buyer Data defaults w¡ll not exceed 125% ot
the Charges payable by the Buyer to the Supplier during the Call-Off
Contract Term.
The annual total liability for all other defaults will not exceed the greater
o1 125Yo of the Charges payable by the Buyer to the Supplier during the
Call-Off Contract Term (whichever is the greater).

Means the day when the prep-product¡on lshell product] instance is
activated and available to the Buyer, along with the Buyer's unique URL
address

Technical standards:

Service level
agreement:

Onboarding:

Offboarding

Collaboration
agreement:
Limit on Parties'
liability:

lnstance Activation
Date

V16 FINAL
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The ¡nsurance(s) required will be:
A minimum insurance period of 6 years following the expiration or
Ending of this Call-Off Contract
Professional indemn¡ty insurance cover to be held by the Suppl¡er and
by any agent, Subcontractor or consultant involved in the supply of the
G-Cloud Serv¡ces.
This professional ¡ndemn¡ty insurance cover will have a minimum limit of
indemnity of f 1,000,000 for each individual claim or any higher limit the
Buyer requires (and as required by Law)
Employers' liability insurance with a min¡mum limit of Ê5,000,000 or any
higher minimum lim¡t requ¡red by Law
A Party may End this Call-Off Contract if the Other Party is affected by a
Force Majeure Event that lasts for more than 60 consecutive days.

The Framework Agreement audit provisions which will be incorporated
under clause 2.1 of this Call-Off Contract to enable the Buyer to carry
out audits shall be those reasonablv aqreed between the Part¡es.
The Buyer is respons¡ble for providing prompt access to relevant
stakeholders for kick-off workshop / ¡mplementation consultation
sessions, timely provision of templates for import, suitable provis¡on of
training facilities including PCs with internet connect, projector,
whiteboard, etc.
ln order to access the service, the Buyer must be equipped with
computer w¡th intemet connection and ¡nternet browser (e.9. lnternet
Explorer, Firefox. Chrome).

lnsurance:

Force majeure:

Audit:

Buye/s
respons¡bilities:

Buyeds equipment:

SupplieCs information

The following is a list of the Supplier's Subcontractors or Partners:
- DocuSiqn

Subcontfactors or
partners:

Gall-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full
breakdown.

V16 FINAL

G-Cloud 1 0 Call-Ofi Contract - RM1 557.1 0 'l 8-06-201 8
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The payment method for this Call-Off Contract is BACS

The payment profile for this Call-Off Contract is:
On the day of the kick-off meeting when the initial draft of the
lmplementat¡on Plan w¡ll be aqreed, the Suppl¡er w¡ll raise an invoice for

cost. The remainino cost of the lmolementat¡on in the amount of

Payment method:

Payment prof¡le:
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Call-Off Contract
charges:

Call-Off Contract
value:

lnvo¡ce frequency:

lnvo¡ce information
required - for
example purchase
order, poect
reference:

Who and where to
send ¡nvo¡ces to:

lnvoice details

The Breakdown is:

Annual charoes of I (oavable in advance. at the start of each
vear).

The total value of this Call-Off Contract ¡s Ê367,200 (excl. VAÏ).

lnvo¡ce for annual charges for E

- 

cost, in total of lw¡ll be sent
to thê Buver annuallv bv end of June each vear

All invoices must ¡nclude Purchase Order number, wh¡ch w¡ll be
confirmed by the Buyer by a separate note

lnvoices w¡ll be sent to
UKTIPR- UK Trade & lnvestment
c/o UK SBS, Queensway House
West Prec¡nct
Billingham
TS23 2NF
E mai I : þ!!!!Ighe ¡nf !.0.e ¡g!.e!:
services.uktiqueries(Auksbs.co.uk

The Suppl¡er will issue electronic invoices annually. The Buyer will pay
the Suppl¡er w¡thin 30 days of receipt of a valid invoice.

I shall be invoiced by the Supplier at the po¡nt when the shell
product of lhe Services are ava¡lable to the Buyer, along with the Buyer's
unique URL address.
Once the User Trainino dates are confìrmed the SuoDl¡er will raise an
rnvorce ror rne amounr or I r"n,cn aquu," ! or rne rarnrng
cost. The remaining amount of f shall be invoiced by the Buyer
on the first date of the agreed tra¡ning days.

The cost related to annual licence subscr¡otions for all the modules and
DocuSign functionality, of the amount of f witt be invo¡ced by
the Supplier by end of June each year and will be payable up front for
the following 12 months.

V16 FINAL

G-Cloud 10 Call-Ofi Contract- RM'|557.10 16{6-2018
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and User

User Tra¡ning:

Bespoke Tra¡n¡ng Materials Creation - To support train¡ng days and new
starter requirements and materials created around DIT process.

Together: I on" off cost.

Addit¡onal buyer terms

Guarantee:

Performance of the
service and
dêliverables:

The Buver does not reouire â Guerentee from the Suoolier

This Call-Off Contract will include the following ¡mplementation plan, exit
and off-boarding plans and milestones as per the accepted proposal set
out within Schedule 2-

V16 FINAL
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ln add¡t¡on to the incorporated Framework Agreement clause 4.1 , the
Supplier warrants and represents to the Buyer that the software as a
Service shall be fit for use for the duration of this Call-Off Contract. ln
addit¡on to the incorporated Framework Agreement clause 4.1 , the
Supplier warrants and represents to the Buyer that the software as a
Service shall operate ¡n substantlal conform¡ty w¡th the then-current
publ¡shed specifications for the duration of th¡s Call-Off Contract.

ln the event of any failure of the applications to perform in substantial
conform¡ty to such spec¡ficat¡ons, the Supplier will, at Supplier's sole
option, either (i) repair the applicable application or (¡¡) term¡nate the
Agreement and/or the Subscript¡on to the applicat¡on and refund to
Buyer a sum equal to the subscription fees pa¡d for the per¡od dur¡ng
which the appl¡cations were rendered unusable, prorated on a monthly
basis.

Except for the warranties contained in this sect¡on, the Suppl¡er makes
no warrant¡es regarding the appl¡cations and Services. The Supplier
specifically disclaims any and all other warranties, whether express or
implied, including without limitation, any implied warranties of
merchantab¡l¡ty, fitness for a part¡cular purpose or noninfr¡ngement.

The Supplier does not warrant that access to the appl¡cat¡ons will be
uninterrupted or error-free or that the appl¡cations and services w¡ll meet
Buyer's particular requirements or expectations. The Supplier does not
provide any warranties regarding the accuracy of data or information
provided by third parties. The Supplier shall not be liable or respons¡ble
for any delays, interrupt¡ons, service failures and any other problems
aris¡ng from Buyer's use of the internet, electronic communicat¡ons or
any other systems. The provisions of th¡s sect¡on allocate the risks under
the agreement between Supplier and Buyer. The Supplie/s pricing
reflects this allocat¡on of r¡sk and the limited warrant¡es specif¡ed herein.

Not applicable.

As per Schedule 4
Not applicable.

Not applicable.

As per Schedule 7 - Processing, Personal Data and Data Subjects

Warranties,
representat¡ons:

Supplemental
requirements in
addition to the Call-
Off terms:
Alternat¡ve clauses:
Buyer specific
amendments
torref¡nements of the
Call-Off Contract
terms:
Public Services
Network (PSNì:

Personal Data and
Data Subiects:

1. Formation of contract

1.1 By s¡gning and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off
Contract w¡th the Buyer.

1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract
terms and by s¡gning below agree to be bound by this Call-Off Contract.

1 .3 This Call-Off Contract w¡ll be formed when the Buyer acknowledges receipt of the signed
copy of the Order Form from the Supplier.

'1.4 ln cases of any ambiguity or confl¡ct the terms and cond¡tions of the Call-Off Contract and
Order Form will supersede those of the Supplier Terms and Condit¡ons.

2. Background to the agreement

(A) The Supplier ¡s a prov¡der of G-Cloud Services and agreed to provide the Services under the
terms of Framework Agreement number RM'1557.10.

(B) The Buyer provided an Order Form for Services to the Suppl¡er.

Schedule I - Serv¡ces

The Supplier will adhere to the software support and Service Levels detailed ¡n the Jaggaer
Advantage: Jaggaer Source to Pay Terms and Conditions that are available on the D¡g¡tal

Marketplace website:

httos://www.dioitalmarketplace.serv¡ce.oov.uUq-cloud/services/15662481660821 I

V16 FINAL

G.cloud 10 Call-Oñ Contræt - R¡,11557.10 18{6-2018

Buyer

I

30th May 2019

Supplier

-

30th May 2019

Signed:

Name:

Title:

S¡gnature:

Date:

V16 FINAL
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Schedule 2 - Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the
Supplier's Digital Marketplâce pricing document) can't be amended during the term of the Call-Off
Contract. The detailed Charges breakdown for the prov¡s¡on of Services during the Term will
include:
For each individual Service, the appl¡cable Call-Off Contract Charges (in accordance with the
Suppl¡er's D¡gital Marketplace pricing document) can't be amended during the term of the Call-Off
Contract. The detailed Charges breakdown for the provision of Services dur¡ng the Term will
include:

Subscr¡pt¡on and Services Breakdown

V16 FINAL
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per year

Full contract term including Run Off
-=".'--f=:! rs'

Annual Licence Subscr¡ption

F
F

t
I

I

t

I

I
-

Full contract term ¡nclud¡ng run off period -
Iexc. val

NB. 1 s¡gning means one document signing, not the number of signatures, i.e. I x
s¡gning per document. Each time the 'send for e-signature' button is pressed counts as 't

s¡gning.

Plus:

Annual Licence Subscript¡on (DocuSign)

Work¡
ng
Days

Day
Rate

Total

lmplementation and Conflguration
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I
I

I

Summary of Charges

Any expenses ¡ncurred during the implementation will be recharged to the customer. No expenses
will be recharged where they are incurred with¡n the M25. All expenses will be in line with the
customer's expenses policy.

Part B - Terms and Conditions

1. Call-Off Contract start date and length

1.'l

1.2

The Supplier must start providing the Serv¡ces on the Start Date specified in the Order Form

This Call-Off Contract will expire on the Expiry Date in the Order Form. lt will be for up to 36
months from the Start Date unless Ended earl¡er under clause 18 or extended by the Buyer
under clause 1.3.

1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period

¡n the Order Form, as long as this is with¡n the max¡mum permitted under the Framework
Agreement of 2 periods of up to 12 months each.

V,I6 FINALV16 FINAL

G-Cloud 1 0 Call-Oñ Contract - RM1 557.1 0 '1 8-06-2018
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Additional Consulting Days

Add¡t¡onal Training Days

Rate Card

Full contract term includino run off oeriod -I

Full contract tem including run ofi per¡od -
Iexc. VAT

Total Cost -
f exc. vnt

Total Cost *
Ivnr

Ê367,200 exc, VAT

DocuSign

lmplementation and BAU Support

User Training

Total

Annual Licence Subscr¡ption

Total

I

RateEffort

I

r

f

Totals:

User Training

Page'l3of49
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1.4 The Parties must comply with the requ¡rements under clauses 21.3 to 21.8 if the Buyer
reserves the r¡ght ¡n the Order Form to extend the contract beyond 24 months.

2. lncorporat¡on of terms

2.1 ïhe following Framework Agreement clauses (including clauses and defined terms
referenced by them) as modif¡ed under clause 2.2 are inctorporated as separate Call-Off
Contract obligations and apply between the Supplier and the Buyer:

. 4.1 (Warranties and representations)

¡ 4.2to 4.7 (Liability)

r 4.1'l to 4.12 (1R35)

¡ 5.2 to 5.3 (Force majeure)

. 5.6 (Continu¡ng rights)

¡ 5.7 to 5.9 (Change of control)

r 5.10 (Fraud)

r 5.1 I (Notice of fraud)

¡ 7.1 to 7.2 (Transparency)

. 8.3 (Order of precedence)

. 8.4 (Relationsh¡p)

r 8.7 to 8.9 (Entire agreement)

¡ 8.10 (Law and jurisdiction)

¡ 8.11 to 8.12 (Leg¡slative change)

¡ 8.13to 8.17 (Briberyand corruption)

¡ 8.18 to 8.27 (Freedom of lnformation Act)

¡ 8.28 to 8.29 (Promoting tax compl¡ance)

¡ 8.30 to 8.31 (Off¡c¡al Secrets Act)

¡ 8.32 to 8.35 (Transfer and subcontracting)

r 8.38 to 8.41 (Complaints handl¡ng and resolut¡on)

¡ 8.49 to 8.51 (Publicity and branding
V,16 FINAL

¡ 8.42 to 8.48 (Confl¡cts of interest and ethical walls)

. 8.52 to 8.54 (Equal¡ty and divers¡ty)

r 8.66 to 8.67 (Severabil¡ty)

¡ 8.68 to 8.82 (Managing d¡sputes)

¡ 8.83 to 8.91 (Confidentiality)

o 8.92 to 8.93 (Waiver and cumulative remed¡es)

o paragraphs 'l to '10 of the Framework Agreement glossary and interpretations

o any audit provisions from the Framework Agreement set out by the Buyer ¡n the Order
Form

2.2 The Framework Agreement provisions in clause 2.1 will be modmed as follows:

r a reference to the 'Framework Agreement'will be a reference to the 'Call-Off Contract'

¡ a reference to 'DlT will be a reference to 'the Buyer'

o a reference to the 'Parties' and a 'Party' will be a reference to the Buyer and Supplier
as Parties under this Call-Off Contract

2.3 The Framework Agreement ¡ncorporated clauses will be referred to as 'incorporated

Framework clause XX', where 'XX' ¡s the Framework Agreement clause number.

2.4 When an Order Form is s¡gned, the terms and conditions agreed in it will be incorporated ¡nto

this Call-Off Contract.

3. Supply of services

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the
terms of the CalþOff Contract and the Suppller's Application.

The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceptance criter¡a,

as defined ¡n the Order Form.

4. Supplier staff

4.1 The Supplier Staff must:

a be appropriately exper¡enced, qualified and trained to supply the Services

3.2

V16 FINAL
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. apply all due skill, care and diligence in faithfully performing those dut¡es

. obey all lawful ¡nstructions and reasonable directions of the Buyer and prov¡de the
Services to the reasonable satisfact¡on of the Buyer

. respond to any enqu¡r¡es about the Services as soon as reasonably possible

r complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered
to be employees, workers, agents or contractors of the Buyer.

4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent
experience and qualif¡cations to the subst¡tuted staff member.

4.4 The Buyer may conduct lR35 Assessments using the ESI tool to assess whether the
Supplier's engagement under the Call-Off Contract is lnside or Outside lR3S.

4.5 The Buyer may End this Call-Off Contract for Mater¡al Breach if the Supplier ¡s del¡vering the
Services lnside 1R35.

4.6 The Buyer may need the Supplier to complete an lnd¡cative Test using the ESI tool before
the Start Date or at any time dur¡ng the provision of Services to provide a prel¡m¡nary view of
whether the Services are being delivered lnside or Outs¡de 1R35. lf the Suppl¡er has
completed the lndicative Test, ¡t must download and provide a copy of the PDF with the 14-
digit ESI reference number from the summary outcome screen and promptly provide a copy
to the Buyer.

4.7 lf the lnd¡cative Test indicates the del¡very of the Services could potentially be lnside 1R35,

the Supplier must provide the Buyer with all relevant information needed to enable the Buyer
to conduct its own lR35 Assessment.

4.8 lf it is determ¡ned by the Buyer that the Suppl¡er is Outside 1R35, the Buyer will provide the
ESI reference number and a copy of the PDF to the Supplier.

5. Due d¡l¡gence

5.1 Both Part¡es agree that when enter¡ng ¡nto a Call-Off Contract they:

¡ have made the¡r own enqu¡r¡es and are satisfied by the accuracy of any information
supplied by the other Party

¡ are confident that they can fulfil their obligations according to the Call-Off Contract
terms

r have ra¡sed all due diligence questlons before s¡gning the Call-Off Contract

V16 F¡NAL

a have entered into the Call-Off Contract rely¡ng on its own due diligence

6. Business cont¡nuity and d¡saster recovery

6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service
descript¡ons.

6.2 The Suppl¡er's business continuity and disaster recovery services are part of the Services
and will be performed by the Supplier when required.

6.3 lf requested by the Buyer prior to enter¡ng into this Call-Off Contract, the Suppl¡er must
ensure that its business continuity and disaster recovery plan is consistent with the Buyer's
own plans.

7. Payment, VAT and Call-Off Contract charges

7 .'l The Buyer must pay the Charges following clauses 7 .2 fo 7 .11 for the Supplier's delivery of
the Services.

7.2 The Buyer will pay the Supplier within the number of days specif¡ed in the Order Form on
rece¡pt of a valid invoice.

7.3 The Call-Off Contract Charges include all Charges for payment processing. All ¡nvoices
subm¡tted to the Buyer for the Serv¡ces will be exclusive of any Management Charge.

7 .4 lf spec¡fied in the Order Form, the Supplier will accept payment for G-Cloud Services by the
Govemment Procurement Card (GPC). The Supplier will be l¡able to pay any merchant fee
lev¡ed for using the GPC and must not recover this charge from the Buyer.

7.5 The Supplier must ensure that each invo¡ce contains a detailed breakdown of the G-Cloud
Servlces suppl¡ed. The Buyer may request the Suppl¡er prov¡des further documentation to
substantiate the ¡nvo¡ce.

7.6 lf the Supplier enters ¡nto a Subcontract it must ensure that a provis¡on is included in each
Subcontract which spec¡fies that payment must be made to the Subcontractor within 30 days
of receipt of a valid invoice.

7.7

7.8

All Charges payable by the Buyer to the Supplier will include VAT at the appropr¡ate rate

The Supplier must add VAT to the Charges at the appropr¡ate rate w¡th v¡s¡bility of the
amount as a separate line item.

7.9 The Supplier w¡ll ¡ndemnify the Buyer on demand aga¡nst any l¡ab¡l¡ty aris¡ng from the
Supplier's failure to account for or to pay any VAT on payments made to the Supplier under
this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days
before the date on which the tax or other liability is payable by the Buyer.
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7.10 The Supplier must not suspend the supply of the G-Cloud Serv¡ces unless the Supplier is
ent¡tled to End th¡s Call-Off Contract under clause 18.6 for Buyer's fa¡lure to pay undisputed
sums of money. lnterest w¡ll be payable by the Buyer on the late payment of any undisputed
sums of money properly invo¡ced under the Late Payment of Commercial Debts (lnterest) Act
1998.

7 .11 lf there's an invoice d¡spute, the Buyer must pay the undisputed amount and return the
¡nvo¡ce with¡n 10 Working Days of the invoice date. The Buyer will provide a covering

statement w¡th proposed amendments and the reason for any non-payment. The Suppl¡er

must notify the Buyer within 10 Working Days of rece¡pt of the returned invoice if ¡t accepts
the amendments. lf it does then the Supplier must provide a replacement valid invoice with
the response.

7.12 Due to the nature of G-Cloud Services it isn't poss¡ble in a stat¡c Order Form to exactly define

the consumption of services over the duration of the Call-Off Contract. The Supplier agrees
that the Buyefs volumes indicated in the Order Form are ¡nd¡cative only.

8. Recovery of sums due and right of set-off

8.1 lf a Suppl¡er owes money to the Buyer, the Buyer may deduct that sum from the Call-Off
Contract Charges.

9. lnsurance

9.1 The Supplier will ma¡ntain the insurances required by the Buyer includ¡ng those in this clause.

9.2 The Supplier will ensure that:

o dur¡ng th¡s Call-Off Contract, Subcontractors hold th¡rd-party publ¡c and products
liab¡lity insurance of the same amounts that the Supplier would be legally liable to pay

as damages, ¡ncluding the claimant's costs and expenses, for accidental death or
bodily injury and loss of or damage to Property, to a minimum of f 1,000,000

9.4 lf requested by the Buyer, the Supplier will provide the following to show compliance with this
clause:

¡ a broker's verification of insurance

. rece¡pts for the insurance premium

. evidence of payment of the latest premiums due

9.5 lnsurance will not relieve the Supplier of any l¡ab¡lities under the Framework Agreement or
this Call-Off Contract and the Supplier will:

. take all risk control measures using Good lndustry Practice, ¡ncluding the
¡nvest¡gation and reports of claims to insurers

r promptly notify the insurers in wr¡t¡ng of any relevant material fact under any
insurances

hold all ¡nsurance policies and require any broker arrang¡ng the insurance to hold any

insurance slips and other evidence of insurance

9.6 The Supplier will not do or om¡t to do anything, which would destroy or impair the legal

validity of the ¡nsurance.

9.7 The Suppl¡er will notify CCS and the Buyer as soon as possible if any insurance policies have

been, or are due to be, cancelled, suspended, Ended or not renewed.

9.8 The Supplier will be liable for the payment of any:

o premiums, which ¡t w¡ll pay promptly

. excess or deduct¡bles and will not be entitled to recover th¡s from the Buyer

10. Confidentiality

10.1 Subject to clause 24.'l the Supplier must during and after the Term keep the Buyer fully
indemnified against all Losses, damages, costs or expenses and other liabilities (¡nclud¡ng

legal fees) arising from any breach of the Supplief s obligat¡ons under the Data Protection

Legislation or under incorporated Framework Agreement clauses 8.83 to 8.91- The indemnity

doesn't apply to the extent that the Supplier breach is due to a Buyer's instruction.

11. lntellectual Property Rights

'11.'l Unless otherwise specified in this Call-Off Contract, a Party will not acqu¡re any right, title or
interest in or to the lntellectual Property Rights (lPRs) of the other Party or its licensors.

V16 FINAL
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9.3

. the th¡rd-party public and products l¡ability ¡nsurance contains an 'indemnity to
pr¡ncipals' clause for the Buyer's benefit

¡ all agents and profess¡onal consultants ¡nvolved in the Services hold professional
indemnity insurance to a min¡mum ¡ndemnity of f I ,000,000 for each individual claim
during the Call-Off Contract, and for 6 years after the End or Expiry Date

. all agents and professional consultants ¡nvolved in the Services hold employers
liab¡l¡ty insurance (except where exempt under Law) to a m¡n¡mum indemnity of
€5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after
the End or Expiry Date

lf requested by the Buyer, the Supplier will obtain additional ¡nsurance policies, or extend
exist¡ng polic¡es bought under the Framework Agreement.
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11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-
free licence to use the Project Specific lPRs and any Background lPRs embedded with¡n the
Project Specific lPRs for the Buyer's ordinary business activities.

11.3 The Supplier must obtain the grant of any th¡rd-party lPRs and Background lPRs so the
Buyer can enjoy full use of the Project Specific lPRs, including the Buyer's right to publish the
IPR as open source.

11.4 The Supplier must promptly inform the Buyer if it can't comply with the clause above and the
Supplier must not use third-party lPRs or Background lPRs in relation to the Project Specific
lPRs ¡f it can't obtain the grant of a licence acceptable to the Buyer.

11.5 The Supplier will, on wr¡tten demand, fully indemnify the Buyer and the Crown for all Losses
which ¡t may incur at any time from any cla¡m of infringement or alleged ¡nfringement of a
third party's lPRs because of the:

r rights granted to the Buyer under this Call-Ofi Contract

r Supplie/s performance of the Services

¡ use by the Buyer of the Services

11.6 lf an IPR Claim is made, or is likely to be made, the Suppl¡er will immediately not¡fy the Buyer
¡n wr¡t¡ng and must at its own expense after written approval from the Buyer, either:

r modify the relevant part of the Services without reducing its funct¡onal¡ty or
performance

¡ substitute Services of equivalent funct¡onal¡ty and performance, to avoid the
infringement or the alleged infringement, as long as there is no addit¡onal cost or
burden to the Buyer

. buy a l¡cence to use and supply the Services which are the subject of the alleged
infringement, on terms acceptable to the Buyer

11.7 Clause 1 1.5 w¡ll not apply if the IPR Cla¡m ¡s from:

r the use of data supplied by the Buyer which the Supplier isn't required to ver¡ry under
th¡s Call-Off Contract

. other material provided by the Buyer necessary for the Services

1 1 .8 lf the Supplier does not comply with clauses 11 .2 to 11 .6, the Buyer may End this Call-Off
Contract for Material Breach. The Supplier w¡ll, on demand, refund the Buyer all the money
pa¡d for the affected Services.

12. Protect¡on of information

12.1 The Supplier must:
V16 FINAL
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. comply with the Buyer's written instructions and this Call-Off Contract when
Processing Buyer Personal Data

o only Process the Buyer Personal Data as necessary for the provision of the G-Cloud
Services or as required by Law or any Regulatory Body

. take reasonable steps to ensure that any Supplier Staff who have access to Buyer
Personal Data act in compl¡ance with Suppl¡er's security processes

12.2 The Supplier must fully assist w¡th any compla¡nt or request for Buyer Personal Data
including by:

r providing the Buyer with full details of the complaint or request

. complying with a data access request within the t¡mescales in the Data Protection
Legislation and following the Buyer's instruct¡ons

r providing the Buyer with any Buyer Personal Data it holds about a Data Subject (w¡th¡n

the timescales required by the Buyer)

o providing the Buyer with any informat¡on requested by the Data Subject

12-3 fhe Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to
any other person (including any Subcontractors) for the prov¡s¡on of the G-Cloud Serv¡ces.

13, Buyer data

The Supplier must not remove any proprietary notices ¡n the Buyer Data.

1 3.1 The Supplier will not store or use Buyer Data except if necessary to fulfil ¡ts obligations.

'13.2 lf Buyer Data is processed by the Suppl¡er, the Supplier will supply the data to the Buyer as
requested.

13.3 The Suppl¡er must ensure that any Supplier system that holds any Buyer Data is a secure
system that complies with the Supplier's and Buyer's secur¡ty policy and all Buyer
requirements in the Order Form.

13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent
its corruption and loss.

13.5 The Supplier will ensure that any Supplier system wh¡ch holds any protectively marked Buyer
Data or other government data will comply with:

. the principles in the Security Policy Framework at
https://www.gov.uUqovernmenUpublications/security-oolicy-framework and the
Government Secur¡ty Class¡fication policy at
httDs://www.qov.uUoovernmenUpublications/qovernment-securitv-class¡ficat¡ons
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gu¡dance issued by the Centre for Protect¡on of Nat¡onal lnfrastructure on Risk
Management at https:i/www.cpni.qov.uUcontenUadopt-risk-management-approach
and Accreditat¡on of lnformation Systems at https://www.cpni.gov.uUorotection-
sens¡t¡ve-¡nformat¡on-and-assets

¡ the National Cyber Security Centre's (NCSC) information risk management guidance,
available at https://www.ncsc.gov.uUguidance/risk-manaqement-collection

. government best practice in the design and ¡mplementat¡on of system components,
includ¡ng network principles, secur¡ty design princ¡ples for d¡gital services and the
secure ema¡l bluepr¡nt, available at
httÞs:/iwww.gov. uUgovernmenUpublications/technolooy-code-of-practice/technoloov-
code-of-oractice

r the security requirements of cloud serv¡ces using the NCSC Cloud Security Princ¡ples
and accompanying gu¡dance at https://www-ncsc.oov.uUquidance/implementing-
cloud-securitv-Þrinciples

The Buyer will specify any secur¡ty requirements for this project ¡n the Order Form.

lf the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or
s¡gn¡f¡cantly degraded ¡n any way for any reason, then the Suppl¡er will notify the Buyer
¡mmediately and will (at its own cost if corrupt¡on, loss, breach or degradat¡on of the Buyer
Data was caused by the action or om¡ss¡on of the Supplier) comply with any remedial action
reasonably proposed by the Buyer.

13.8 The Supplier agrees to use the appropr¡ate organ¡sational, operational and technolog¡cal
processes to keep the Buyer Data safe from unauthor¡sed use or access, loss, destruct¡on,
theft or d¡sclosure.

13.9 The prov¡s¡ons of th¡s clause 13 w¡ll apply during the term of th¡s Call-Off Contract and for as
long as the Suppl¡er holds the Buyer's Data.

14. Standards and quality

14.1 The Supplier w¡ll comply w¡th any standards in this Call-Off Contract, the Order Form and the
Framework Agreement.

'14.2 The Suppl¡er will del¡ver the Serv¡ces in a way that enables the Buyer to comply with its
obl¡gations under the Technology Code of Practice, which is ava¡lable at
https://www.gov.uUgovernmenUpublications/technoloqv-code-of-practice/technologv-code-of-
pract¡ce

14.3 lf requested by the Buyer, the Supplier must, at ¡ts own cost, ensure that the G-Cloud
Serv¡ces comply with the requirements in the PSN Code of Pract¡ce.

V16 FiNAL

14.4 lf any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the
services have the relevant PSN compliance certificat¡on.

14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN
Authority considers there is a risk to the PSN'S security and the Supplier agrees that the
Buyer and the PSN Authority will not be liable for any actlons, damages, costs, and any other
Supplier liabilities which may arise.

15. Open source

15.1 All software created for the Buyer must be suitable for publ¡cat¡on as open source, unless
otheMise agreed by the Buyer.

15.2 lf software needs to be converted before publication as open source, the Supplier must also
provide the converted format unless otheMise agreed by the Buyer.

16. Security

16.1 lf requested to do so by the Buyer, before entering into this Call-Off Conhact the Supplier will,
within l5 Work¡ng Days of the date of this Call-Off Contract, develop (and obtain the Buyer's
written approval oÐ a Security Management Plan and an lnformation Secur¡ty Management
System. After Buyer approval the Secur¡ty Management Plan and lnformation Security
Management System w¡ll apply during the Term of this Call-Off Contract. Both plans will
comply with the Buyer's security pol¡cy and protect all aspects and processes associated with
the delivery of the Services.

16.2 The Supplier will use software and the most up{o-date ant¡virus defin¡t¡ons ava¡lable from an
¡ndustry-accepted ant¡v¡rus software seller to m¡n¡mise the ¡mpact of Mal¡c¡ous Software.

16.3 lf Malicious Software Gruses loss of operational efficiency or loss or corruption of Service
Data, the Supplier will help the Buyer to mit¡gate any losses and restore the Services to
operating efficiency as soon as poss¡ble.

'16.4 Respons¡bility for costs will be at the:

r Supplier's expense if the Malicious Software or¡g¡nates from the Supplier software or
the Service Data while the Service Data was under the control of the Suppl¡er, unless
the Supplier can demonstrate that it was already present, not quarantined or identified
by the Buyer when provided

. Buyer's expense if the Malicious Software originates from the Buyer software or the
Serv¡ce Data, wh¡le the Service Data was under the Buyer's control

16.5 The Supplier will immediately notify CCS and the Buyer of any breach of security of CCS's

Confidential lnformation (and the Buyer of any Buyer Confident¡al lnformation breach). Where

the breach occurred because of a Supplier Default, the Supplier will recover the CCS and

Buyer Confident¡al lnformation however it may be recorded.
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16.6 Any system development by the Supplier should also comply with the government's '10
Steps to Cyber Security' guidance, available at https://www.ncsc.gov.uUguidance/1o-steps-
cyber-security

16.7 lf a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or
equivalent) required for the Services before the Start Date.

't7. Guarantee

17.'l lf this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the
Buyer, the Supplier must g¡ve the Buyer on or before the Start Date:

. an executed Guarantee in the form at Schedule 5

¡ a certified copy of the passed resolution or board minutes of the guarantor approving
the execution of the Guarantee

18, Ending the Gall-Off Contract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days'written notice to the
Supplier, unless a shorter period is specified in the Order Form. The Supplier's obligation to
provide the Serv¡ces will end on the date in the not¡ce.

18.2 The Parties agree that the:

r Buyer'srighttoEndtheCall-OffContractunderclauselS.lisreasonableconsidering
the type of cloud Serv¡ce be¡ng provided

¡ Call-Off Contract Charges paid dur¡ng the notice period is reasonable compensation
and covers all the Supplier's avoidable costs or Losses

I 8.3 Subject to clause 24 (Liability), ¡f the Buyer Ends this Call-Off Contract under clause 18. 1 , ¡t
will indemn¡fy the Supplier against any commitments, liabilities or expenditure which result in
any unavoidable Loss by the Supplier, prov¡ded that the Supplier takes all reasonable steps
to m¡tigate the Loss. lf the Suppl¡er has insurance, the Suppl¡er will reduce its unavoidable
costs by any insurance sums available. The Suppl¡er will submit a fully item¡sed and costed
list of the unavoidable Loss w¡th supporting evidence.

18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect
by written notice to the Supplier if e¡ther the Supplier commits:

. a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the
Buyer, be remedied

. any fraud

18.5 A Party can End this Call-Off Contract at any time with immed¡ate effect by wr¡tten notice if:
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the other Party comm¡ts a Mater¡al Breach of any term of this Call-Off Contract (other
than fa¡lure to pay any amounts due) and, if that breach is remed¡able, fails to remedy
it within 15 Working Days of being notified ¡n writing to do so

¡ an lnsolvency Event ofthe other Party happens

. the other Party ceases or threatens to cease to carry on the whole or any material part
of its business

18.6 lf the Buyer fails to pay the Suppl¡er undisputed sums of money when due, the Supplier must
notify the Buyer and allow the Buyer 5 Work¡ng Days to pay. lf the Buyer doesn't pay within 5
Working Days, the Supplier may End th¡s Call-Off Contract by giving the length of notice ¡n

the Order Form.

18.7 A Party who isn't relying on a Force Majeure event w¡ll have the right to End this Call-Ofi
Contract if clause 23.1 appl¡es.

19. Consequences ofsuspension, ending and expiry

19.1 lf a Buyer has the right to End a Call-Off Contract, ¡t may elect to suspend this Call-Off
Contract or any part of it.

19.2 Even if a not¡ce has been served to End this Call-Off Contract or any part of ¡t, the Supplier
must cont¡nue to provide the Ordered G-Cloud Services unt¡l the dates set out in the notice.

19.3 The rights and obl¡gat¡ons of the Parties will cease on the Expiry Date (whichever applies) of
this Call-Off Contract, except those continu¡ng provisions descr¡bed ¡n clause 19.4.

19.4 Ending or expiry of this Call-Off Contract will not affect:

. any rights, remed¡es or obligations accrued before its Ending or expiration

o the right of either Party to recover any amount outstand¡ng at the time of Ending or
exPiry

. the cont¡nu¡ng r¡ghts, remedies or obligations of the Buyer or the Supplier under
clauses 7 (Payment, VAT and Call-Off Contract charges); I (Recovery of sums due
and r¡ght of set-off); I (lnsurance); 10 (Confidentiality); 't 1 (lntellectual property rights);
12 (Protection of ¡nformat¡on); '13 (Buyer data);19 (Consequences of suspension,
ending and expiry); 24 (Liability); ¡ncorporated Framework Agreement clauses: 4.2 to
4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93
(Waiver and cumulative remedies)

. any other prov¡sion of the Framework Agreement or this Call-Off Contract wh¡ch
expressly or by ¡mpl¡cation is in force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
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return all Buyer Data including all cop¡es of Buyer software, code and any other
software licensed by the Buyer to the Supplier under it

¡ return any materials created by the Supplier under this Call-Off Contract ¡f the lPRs
are owned by the Buyer

. stop us¡ng the Buyer Data and, at the direction of the Buyer, prov¡de the Buyer with a
complete and uncorrupted version in electronic form in the formats and on media

agreed w¡th the Buyer

. destroy all copies of the Buyer Data when they receive the Buyer's wr¡tten ¡nslruct¡ons

to do so or 12 calendar months after the End or Expiry Date, and provide written

confirmation to the Buyer that the data has been securely destroyed, except if the
retention of Buyer Data ¡s requ¡red by Law

o work with the Buyer on any ongoing work

. return any sums prepaid for Services which have not been delivered to the Buyer,

within 10 Working Days of the End or Expiry Date

19.6 Each Party w¡ll return all of the other Party's Confidential lnformat¡on and confirm this has

been done, unless there is a legal requirement to keep it or th¡s Call-Off Contract states
otherw¡se.

15.7 All licences, leases and authorisat¡ons granted by the Buyer to the Supplier will cease at the
end of the CalFOff Contract Term without the need for the Buyer to serve notice except if this
Call-Off Contract states otherwise.

20. Notices

20.1 Any notices sent must be in wr¡ting. For the purpose of this clause, an ema¡l is accepted as

be¡ng'¡n wr¡t¡ng'.

Ema¡l:
commerc¡alddat@trade.qov. uk
and
d¡tÞrocurementhub(ôtrade. gov.uk

Manner of deliverv
9am on the first Working
Day after send¡ng

Deemed time of del¡verv
Sent by PDF to the correct
email address without
getting an error message

Proof of service

2O.2 This clause does not apply to any legal act¡on or other method of dispute resolution which
should be sent to the addresses in the Order Form (other than a dispute notice under th¡s

Call-Off Contract).

21. Ex¡t plan

21.1 The Supplier must prov¡de an exit plan in its Application which ensures continuity of service
and the Supplier will follow it.
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2'l .2 When requested, the Suppl¡er w¡ll help the Buyer to migrate the Serv¡ces to a replacement
supplier in line with the exit plan. This will be at the Supplier's own expense if the Call-Off
Contract Ended before the Expiry Date due to Supplier cause.

21.3 lf the Buyer has reserved the r¡ght ¡n the Order Form to extend the Call-Off Contract Term
beyond 24 months the Supplier must provide the Buyer with an additional exit plan for
approval by the Buyer at least I weeks before the 18 month anniversary of the Start Date.

21.4 lhe Supplier must ensure that the addit¡onal exit plan clearly sets out the Supplier's

methodology for achiev¡ng an orderly trans¡t¡on of the Services from the Supplier to the Buyer

or its replacement Supplier at the exp¡ry of the proposed extension period or ¡f the contract
Ends dur¡ng that period.

21.5 Before subm¡tting the additional ex¡t plan to the Buyer for approval, the Supplier will work w¡th

the Buyer to ensure thal the additional exit plan is aligned with the Buyer's own exit plan and

strategy.

21.6 The Supplier acknowledges that the Buyer's r¡ght to extend the Term beyond 24 months is

subject to the Buyer's own governance process. Where the Buyer is a central government

department, th¡s ¡ncludes the need to obtain approval from GDS under the Spend Controls
process. The approval to extend will only be given ¡f the Buyer can clearly demonstrate that
the Supplier's additional exit plan ensures that:

. the Buyer will be able to transfer the Serv¡ces to a replacement supplier before the
expiry or Ending of the extension period on terms that are commercially reasonable
and acceptable to the Buyer

¡ there w¡ll be no adverse ¡mpact on service cont¡nu¡ty

r there is no vendor lock-in to the Supplier's Serv¡ce at exil

. it enables the Buyer to meet its obligations under the Technology Code Of Practice

21.7 lf approval is obtained by the Buyer to extend the Term, then the Suppl¡er w¡ll comply w¡th ¡ts

obligations in the addit¡onal exit plan.

21.8 The additional exit plan must set out full details of timescales, activities and roles and

responsibilities of the Parties for:

. the transfer to the Buyer of any techn¡cal information, instruct¡ons, manuals and code
reasonably required by the Buyer to enable a smooth migration from the Supplier

. the strategy for exportation and migrat¡on of Buyer Data from the Supplier system to

the Buyer or a replacement suppl¡er, including conversion to open standards or other
standards required by the Buyer

o the transfer of Project Specific IPR items and other Buyer customisations,

conf¡gurat¡ons and databases to the Buyer or a replacement supplier
V,I6 FINAL
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. the testing and assurance strategy for exported Buyer Data

. if relevant, TUPE+elated activity to comply w¡th the TUPE regulations

. any other activities and information which is reasonably required to ensure cont¡nuity
of Serv¡ce dur¡ng the exit period and an orderly transition

22. Handover to replacement supplier

22.1 At least 10 Working Days before the Expiry Date, the Supplier must provide any:

o data (¡ncluding Buyer Data), Buyer Personal Data and Buyer Confidential lnformation
in the Suppl¡er's possession, power or control

. other information reasonably requested by the Buyer

22.2 On reasonable notice at any po¡nt during the Term, the Supplier will prov¡de any ¡nformat¡on
and data about the G-Cloud Services reasonably requested by the Buyer (including
informat¡on on volumes, usage, technical aspects, service performance and staffing). This
w¡ll help the Buyer understand how the Services have been provided and to run a fair
competition for a new suppl¡er.

22.3 Th¡s information must be accurate and complete in all mater¡al respects and the level of detail
must be sufficient to reasonably enable a th¡rd party to prepare an informed offer for
replacement services and not be unfairly disadvantaged compared to the Supplier in the
buying process.

23. Force majeure

23.1 lf a Force Majeure event prevents a Party from performing its obligations under this Call-Off
Contract for more than the number of consecut¡ve days set out in the Order Form, the other
Party may End this Call-Off Contract with immediate effect by wriüen notice.

24. Liability

24.1 Subject to incorporated Framework Agreement clauses 4.21o 4.7 , each Party's Yearly total
liability for defaults under or ¡n connection w¡th this Call-Off Contract (whether expressed as
an indemn¡ty or otheruvise) will be set as follows:

o Property: for all defaults resulting in direct loss to the property (including technical
infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer
Data) of the other Party, will not exceed the amount in the Order Form

¡ Buyer Data: for all defaults resulting in direct loss, destruction, corrupt¡on, degradation
or damage to any Buyer Data caused by the Supplier's default w¡ll not exceed the
amount in the Order Form
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r Other defaults: for all other defaults, claims, Losses or damages, whether arising from
breach of contract, misrepresentation (whether under common law or statute), tort
(including negl¡gence), breach of statutory duty or otheruise w¡ll not exceed the
amount in the Order Form

25. Premises

25-1 lf eithet Party uses the other Party's premises, that Party is liable for all loss or damage it
causes to the premises. lt is responsible for repairing any damage to the premises or any
objects on the premises, other than fair wear and tear.

25.2 the Suppl¡er will use the Buyer's premises solely for the performance of its obligations under
this CalFOff Contract.

25.3 The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.

25.4 This clause does not create a tenancy or exclusive right of occupation.

25.5 While on the Buyer's premises, the Supplier will:

o comply with any security requ¡rements at the premises and not do anyth¡ng to weaken
the security of the premises

o comply with Buyer requirements for the conduct of personnel

r comply with any health and safety measures implemented by the Buyer

. immed¡ately notify the Buyer of any incident on the premises that causes any damage
to Property which could cause personal injury

25.6 The Suppl¡er will ensure that its health and safety pol¡cy statement (as required by the Health
and Safety at Work etc Act 1974) is made available to the Buyer on request.

26. Equ¡pment

26.1 The Supplier is responsible for providing any Equ¡pment which the Supplier requires to
provide the Services.

26.2 Any Equ¡pment brought onto the prem¡ses will be at the Supplier's own r¡sk and the Buyer will
have no liability for any loss of, or damage to, any Equipment.

26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any
other materials leaving the premises in a safe and clean cond¡tion.

27. The Contrac{s (Rights of Third Part¡es) Act 1999

27.1 Except as specified in clause 29.8, a person who isn't Party to this Call-Off Contract has no
right under the Contracts (Rights of Third Part¡es) Act 1999 to enforce any of its terms. This
does not affect any r¡ght or remedy of any person which exists or is available otherw¡se.
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28. Environmental requirements

28j The Buyer will provide a copy of its environmental policy to the Supplier on request, which
the Supplier will comply with.

28.2 The Supplier must prov¡de reasonable support to enable Buyers to work in an
environmentally friendly way, for example by helping them recycle or lower their carbon
footprint.

29. The Employment Regulations (TUPE)

29.1 The Supplier agrees that if the Employment Regulat¡ons apply to this Call-Off Contract on the
Start Date then it must comply with its obl¡gations under the Employment Regulations and (if
applicable) New Fair Deal (including entering ¡nto an Adm¡ss¡on Agreement) and will
indemnify the Buyer or any Former Supplier for any loss ar¡sing from any failure to comply.

29.2 lwelve months before this Call-Off Contract exp¡res, or after the Buyer has given notice to
End it, and within 28 days of the Buye/s request, the Supplier will fully and accurately
d¡sclose to the Buyer all staff informat¡on including, but not limited to, the total number of staff
ass¡gned for the purposes of TUPE to the Services. For each person ident¡f¡ed the Suppl¡er

must provide details of:

. the act¡vities they perform

. age

. start date

r place of work

o notice period

o redundancy payment entitlement

. salary, benefits and pens¡on ent¡tlements

. employment status

. ¡dent¡ty of employer

. woÍking arrangements

r outstandingliabil¡ties

. s¡ckness absence

. copies of all relevant employment contracts and related documentrs

. all information required under regulat¡on 11 of TUPE or as reason¿rbly requested by

the Buyer
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29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and
w¡ll notify the Buyer of any changes to the amended information as soon as reasonably
possible. The Supplier will permit the Buyer to use and disclose the information to any
prospect¡ve Replacement Suppl¡er.

29.4 ln the '12 months before the expiry of this Call-Off Contract, the Supplier will not change the
identity and number of staff assigned to the Serv¡ces (unless reasonably requested by the
Buyer) or the¡r terms and conditions, other than in the ordinary course of business.

29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allow¡ng the

Replacement Supplier to communicate with and meet the affected employees or their
representatives.

29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from

both:

¡ its failure to comply w¡th the provisions of th¡s clause

. any cla¡m by any employee or person claiming to be an employee (or their employee
representative) of the Supplier which arises or is alleged to arise from any act or
om¡ssion by the Supplier on or before the date of the Relevant Transfer

29.7 The prov¡sions of this clause apply during the Term of this Call-Off Contract and ¡ndefin¡tely

after it Ends or expires.

29.8 For these TUPE clauses, the relevant th¡rd party will be able to enforce its rights under th¡s

clause but their consent w¡ll not be required to vary these clauses as the Buyer and Supplier
may agree.

30. Additional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn't have

to buy any Additional Services from the Supplier and can buy services that are the same as

or similar to the Add¡tional Services from any third party.

3O.2 lf reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide

and monitor performance of the Additional Services using an lmplementat¡on Plan.

31. Collaboration

31 .1 lf the Buyer has specified in the Order Form that it requires the Supplier to enter ¡nto a

Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration

Agreement before the Start Date.

31.2 ln addit¡on to any obligations under the Collaboration Agreement, the Supplier must:

¡ work proactively and in good faith w¡th each of the Buyer's contractors
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. co-operate and share information with the Buyer's contractors to enable the eff¡cient

operat¡on of the Buyer's ICT services and G-Cloud Services

32. Variation process

32-'l The Buyer can request in writing a change to this Call-Off Contract if it isn't a material change

to the Framework AgreemenVor this Call-Off Contract. Once implemented, it ¡s called a

Var¡ation.

32.2 fhe Supplier must notify the Buyer immediately in writ¡ng of any proposed changes to the¡r G-

Cloud Services or the¡r delivery by submitting a Variation request. This includes any changes

in the Supplie/s supply chain.

32.3 lf Either Party can't agree to or provide the Variation, the Buyer may agree to cont¡nue

performing its obligations under th¡s Call-Off Contract without the Variation, or End this Call-

Off Contract by giv¡ng 30 days notice to the Supplier.

33. Data Protection Leg¡slation (GDPR)

33.1 The Parties w¡ll comply with the Data Protect¡on Legislation and agree that the Buyer is the

Controller and the Supplier is the ProcÆssor. The only Processing the Suppl¡er is authorised to

do is l¡sted at Schedule 7 unless Law requires otheMise (in which case the Supplier will

promptly notify the Buyer of any additional Processing if permitted by Law).

33.2 The Supplier will assist the Buyer with the preparat¡on of any Data Protect¡on lmpact

Assessment required by the Data Protection Leg¡slat¡on before commencing any Processing

(including provision of detailed information and assessments in relat¡on to Processing

operat¡ons, risks and measures) and must notify the Buyer ¡mmed¡ately if it considers that the

Buyer's instructions infringe the Data Protection Legislation.

33.3 The Supplier must have ¡n place Protective Measures, details of which shall be provided to the

Buyer on request, to guard aga¡nst a Data Loss Event, which take ¡nto account the nature of

the data, the harm that might result, the state of technology and the cost of ¡mplement¡ng the

measures.

33.4 The Supplier will ensure that the Suppl¡er Personnel only process Personal Data in accordance

w¡th th¡s CalFOff Contract and take all reasonable steps to ensure the rel¡ab¡l¡ty and integrity

of Supplier Personnel w¡th access to Personal Data, including by ensuring they:
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33.5

33.ô

33.7

¡)

i¡)

i¡i)

iv)

i) are aware of and comply with the Supplier's obl¡gat¡ons under this Clause

ii) are subject to appropr¡ate confidentiality undertakings w¡th the Supplier

iii) are informed of the confidential nature of the Personal Data and don't publ¡sh,

disclose or d¡vulge ¡t to any third party unless directed by the Buyer or in accordance

with this Call-Off Contract

iv) are given training in the use, protection and handl¡ng of Personal Data

The Supplier will not transfer Personal Data outs¡de of the European Un¡on unless the prior

written consent of the Buyer has been obta¡ned, which shall be dependent on such a transfer

satisfying relevant Data Protection Legislation requirements.

The Supplier w¡ll delete or return Buyefs Personal Data (including copies) ¡f requested ¡n

writing by the Buyer at the End or Exp¡ry of this Call-Off Contract, unless required to retain the

Personal Data by Law.

The Supplier will notify the Buyer without undue delay, and w¡th¡n no more than forty e¡ght (48)

hours after the Suppl¡er has a reasonable degree of certainty about the occurrence of a Data

Loss Event, the Supplier shall:

notify the Buyer of the Data Loss Event via email to the Buyer's named principal contact

in the Order Form ,

provide such ¡nformat¡on as the Buyer may reasonably requ¡re to meet ¡ts obligations under

appl¡cable Law with respect to the Data Loss Event,

take steps to remediate the Data Loss Event;

prov¡de the Buyer with full and ongoing ass¡stance in relation to each Party's obligations

under the Data Protect¡on Legislation and insofar as th¡s ¡s possible, ¡n accordance with

any timescales reasonably required by the Buyer

33.8 The Buyer understands and agrees that the Suppl¡er shall have no responsibility for Buyer's

failure to timely rece¡ve any duly-transmitted email about a Data Loss Event that was not

received by the Buyer due to Buyer's failure to monitor or mainta¡n as active the email address

provided by the Buyer or due to technical ¡ssues outside of Suppl¡er's reasonable control..
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33.10. lf Buyer is subject to an audit or invest¡gat¡on from a competent data protection regulator, the

Supplier shall, when required, respond to any information requests, and/or agree to submit ¡ts

premises and operat¡ons to audits, ¡ncluding ¡nspect¡ons by the Buyer and/or the competent

data protect¡on regulator, in each case for the purpose of evidencing its compliance with clause

33 and schedule 7 of the Call-Off Contract, prov¡ded that:

i. Buyer shall ensure that all information obtained or generated in connection with

any information request, audit or inspection is kept strictly confidential (unless

disclosure to a competent data protect¡on regulator or as otheMise requ¡red by

applicable Law);

ii. the Buyer shall ensure that any information request, audit or ¡nspection ¡s under-

taken within normal business hours (unless such other time is mandated by a

competent data protect¡on regulator) with minimal disruption to the businesses of

the Supplier and/or its processors (also known as "sub-processors") and ac-

knowledging that such information request, audit or inspection: (a) shall not

oblige the Supplier to prov¡de or perm¡t access to ¡nformat¡on concerning the

Suppl¡er's internal pr¡cing informat¡on or relating to other recip¡ents of services

from the Supplier; and (b) shall be subject to any reasonable policies, procedures

or instructions of the Supplier or its sub-processors for the purposes of preserving

security and confidentiality;

iii. the Buyer shall give the Supplier at least 30 days' prior written not¡ce of an infor-

mation request and/or aud¡t or inspection (unless the competent data protection

regulator provides the Buyer w¡th less than 30 days' notice, in which case the

Buyer shall provide the Supplier with as much not¡ce as poss¡ble);

iv. lf any ¡nformat¡on request, aud¡t or ¡nspect¡on relates to systems provided by or

on the premises of the Supplier's sub-processors, the scope of such information

request, audit and/or inspection shall be as permitted under the relevant agree-

ment in place between the Suppl¡er and the sub-processor.

v. A maximum of one informat¡on request, audit and/or inspection may be requested

by the Buyer in any twelve (12) month period unless an add¡t¡onal information

request, audit and/or inspect¡on is mandated by a competent data protect¡on reg-

ulator in writ¡ng.
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33.'11. The Supplier will maintain complete and accurate records and information to demonstrate its

compliance with this clause. Th¡s requirement does not apply where the Supplier employs

fewer than 250 staff, unless:

¡) the Buyer detem¡nes that the Processing is not occas¡onal;

ii) the Buyer determines the Processing includes special categories of data as referred

to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and

offences referred to in Article 10 of the GDPR; and

iii) the Buyer determines that the Processing is likely to result in a risk to the rights and

freedoms of Data Subjects.

33.12. Before allowing any Sub-processor to Process any Personal Data related to this Call-

Off Contract, the Supplier must:

i. notify the Buyer in writing of the proposed Sub-processo(s) and

obtain its written consent;

ii. ensure that it has entered into a written agreement with the Sub-

processor(s) which g¡ves effect to obl¡gations set out ¡n this Clause

33 such that they apply to the Sub-processo(s); and

¡i¡. inform the Buyer of any additions to, or replacements of the notif¡ed

Sub-processors and the Buyer shall either i) provide its written

consent or ii) object.

33.13 The Buyer may at any time put foMard a Var¡ation request to amend this Call-Off Contract to

ensure that it complies with any guidance issued by the lnformation Commissioner's Office.

Schedule 3 - Collaboration agreement

Not used.

Schedule 4 - Alternative clauses

I. SECURITY

'1.1 The Part¡es shall each appoint a security representat¡ve to be responsible for Security. The
initial security representat¡ves of the Parties are:

1.2 During this Call-Off Contract the Buyer will (at its option) perform an external web applica-
tion penetrat¡on test on the solution - the instance of the solut¡on to be the one imple-
mented for use by the Buyer pursuant to th¡s Call Off Contract. The Buyer will prov¡de the
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Supplier with reasonable notice and conf¡rm the name of the third-party aud¡tor who will
perform such testing.

1.3 The Supplier will provide reasonable ass¡stance and allow that third party to perform such
test¡ng. The Buyer will bear the full cost of the third party ¡n respect of such testing process.
However, the Suppl¡er will work with the Buyer to remediate any mater¡al security vulnera-
bilities, if confirmed as such by the Buyer ¡n writing, within a reasonable period of the date
of the test report. Such remediation to be at no addit¡onal cost to the Buyer.

1.4 The Supplier shall use as a m¡nimum Good lndustry Practice in the day to day operation of
any system holding, transferring or process¡ng Government Data and any system that
could directly or ¡nd¡rectly have an ¡mpact on that information, and shall ensure that Gov-
ernment Data remains under the effective control of the Supplier at all times.

1.5 The Supplier shall ensure the up-to-date ma¡ntenance of a security pol¡cy relat¡ng to the op-
eration of its own organisat¡on and systems and on request shall supply this document as
soon as pract¡cable to the Buyer.

1.6 The Suppl¡er shall conduct Security Tests from time to time (at least annually). Security
Tests shall be designed and implemented by the Suppl¡er so as to min¡mise the impact on
the delivery of the Deliverables and the date, timing, content and conduct of such Security
Tests shall be agreed in advance with the Buyer. Subject to compl¡ance by the Supplier
w¡th the forego¡ng requirements, if any Security Tests adversely affect the Suppl¡er's ability
to deliver the Deliverables, the Supplier shall be granted relief against any resultant under-
performance for the per¡od of the Security Tests.

2. SUPPLIER STAFF

2.1 Supplier Staff shall be subject to pre-employment checks that include, as a m¡nimum: ¡den-
tity, unspent crim¡nal conv¡ctions and r¡ght to work.

2.2 The Supplier shall agree on a case by case basis Suppl¡er Staff roles wh¡ch require specific
government clearances (such as 'SC') ¡ncluding system admin¡strators with pr¡vileged ac-
cess to lT systems wh¡ch store or process Government Data.

2.3 The Supplier shall prevent Supplier Stafi who are unable to obtain the required secur¡ty
clearances from accessing systems which store, process, or are used to manage Govern-
ment Data except where agreed with the Buyer in wr¡t¡ng.

2.4 All Supplier Staff that have the ab¡l¡ty to access Government Data or systems holding Gov-
ernment Data shall undergo regular train¡ng on secure ¡nformat¡on management pr¡nc¡ples.
Unless otherwise agreed with the Buyer ¡n writing, th¡s training must be undertaken annu-
ally.

2.5 Where the Supplier or Subcontractors grants increased lCï privileges or access rights to
Supplier Staff, those Supplier Staff shall be granted only those permissions necessary for
them to carry out their duties. When staff no longer need elevated privileges or leave the
organisat¡on, the¡r access rights shall be revoked w¡th¡n one (1) Working Day.

Schedule 5 - Guarantee

Not used.
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Schedule 6 . Glossary and ¡nterpretat¡ons

ln this Call-Off Contract the following expressions mean:

V16 FINAL

Any services ancillary to the G-Cloud Services that are ¡n the
scope of Framework Agreement Section 2 (Services Offered)
which a Buyer may request.

The agreement to be entered into to enable the Suppl¡er to
part¡c¡pate in the relevant Civil Service pension scheme(s).

The response submitted by the Suppl¡er to the lnvitation to
Tender (known as the lnvitat¡on to Apply on the Digital
Marketplace).

An audit carried out under the incorporated Framework
Agreement clauses specified by the Buyer in the Order (if any).

For each Party, lPRs:
. owned by that Party before the date of this Call-Off

Contract (as may be enhanced and/or modified but not as
a consequence of the Serv¡ces) ¡nclud¡ng lPRs contained
¡n any of the Party's Know-How, documentation and
processes

¡ created by the Party independently of this Call-Off
Contract, or

For the Buyer, Crown Copyright wh¡ch isn't available to the
Suppl¡er otheM¡se than under th¡s Call-Off Contract, but
excluding lPRs owned by that Party in Buyer software or Suppl¡er
software.

The contracting authority ordering services as set out in the
Order Form.

All data supplied by the Buyer to the Supplier including Personal
Data and Serv¡ce Data that ¡s owned and managed by the Buyer

The personal data supplied by the Buyer to the Supplier for
purposes of or in connection with, th¡s Call-Off Contract.

The representative appointed by the Buyer under this Call-Off
Contract.

Software owned by or licensed to the Buyer (other than under
th¡s Agreement), which ¡s or will be used by the Supplier to
provide the Serv¡ces.

Additional Services

Admission Agreement

Applicat¡on

Audit

Background lPRs

Buyer

Buyer Data

Buyer Personal Data

Buyer Representat¡ve

Buyer Software
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Data Loss Event

Grown

Controller

Control

Gonfidential lnformation

Commercially Sensitive
lnformation

Collaboration Agreement

Charges

Call.Off Contract

Means a breach of secur¡ty leading to the accidental or
unlawful destruct¡on, loss, alterat¡on, unauthorised d¡sclosure of,
or access to, Personal Data transmitted, information or data
(includ¡ng the Confident¡al lnformation and the Government
Data), including any copies of such information or data, stored or
othen¡vise processed by the Buyer and/or the Supplier in
connection with this Contract;

The government of the United Kingdom (including the Northern
lreland Assembly and Executive Committee, the Scottish
Executive and the National Assembly for Wales), including, but
not limited to, government ministers and government
departments and particular bodies, persons, commissions or
agenc¡es carrying out funct¡ons on its behalf.

Takes the meaning given in the Data Protection Legislat¡on.

'Control' as defined in section 1124 and 450 of the Corporation
Tax Act 2010. 'Controls'and 'Controlled'w¡ll be interpreted
accordingly.

Data, personal data and any information, which may include (but
isn't limited to) any:

¡ information about business, affairs, developments, trade
secrets, know-how, personnel, and third part¡es, includ¡ng
all lntellectual Property Rights (lPRs), together with all
¡nformat¡on derived from any of the above

. other information clearly designated as being confidential
or which ought reasonably be considered to be
confident¡al (whether or not ¡t is marked 'confident¡al').

lnformat¡on, which the Buyer has been notified about by the
Supplier in writing before the Start Date with full details of why
the lnformation is deemed to be commerc¡ally sensitive.

An agreement, substantially in the form set out at Schedule 3,
between the Buyer and any combination of the Suppl¡er and
contractors, to ensure collaborative working in their delivery of
the Buyer's Services and to ensure that the Buyer receives end-
to-end serv¡ces across its lT estate.

The prices (excluding any applicable VAT), payable to the
Suppl¡er by the Buyer under this Call-Off Contract.

This Call-Off contract entered into follow¡ng the provisions of the
Framework Agreement for the provis¡on of Services made
between the Buyer and the Supplier compris¡ng the Order Form,
the Call-Off terms and conditions, the Call-Off schedules and the
Collaboration Agreement.

Environmental lnformation
Regulations or EIR

Ehd

Employment Regulations

DPA 2018

Digital Marketplace

Deliverable

Default

Data Subject

Data Protection Legislation

Data Protection lmpact
Assessment

The Environmental lnformation Regulat¡ons 2004 together with
any guidance or codes of practice issued by the lnformation
Commiss¡oner or relevant Government department about the
regulat¡ons.

Means to term¡nate; and Ended and Ending are construed
accordingly.

The Transfer of Undertakings (Protection of Employment)
Regulations 2006 (Sl 20061246ì ('TUPE) which implements the
Acquired R¡ghts Direct¡ve.

Data Protection Act 2018.

The government marketplace where Services are ava¡lable for
Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

The G-Cloud Serv¡ces the Buyer contracts the Suppl¡er to
provide under th¡s Call-Off Contract.

Default is any:
. breach of the obligations of the Supplier (including any

fundamental breach or breach of a fundamental term)
o other default, negligence or negligent statement of the

Supplier, of its Subcontractors or any Supplier Staff
(whether by act or omiss¡on), ¡n connection w¡th or in
relation to th¡s Call-Off Contract

Unless otheM¡se spec¡fied in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agreement and in relation to a Default of the CalFOff Contract,
the Supplier is l¡able to the Buyer.

Takes the meaning g¡ven in the Data Protection Legislation

Data Protection Legislation means:

¡) the GDPR, the LED and any applicable national ¡mple-
ment¡ng Laws as amended from t¡me to time

ii) the DPA 2018 to the extent that it relates to processing
of personal data and privacy;

iii) all applicable Law about the processing of personal
data and privacy.

An assessment by the Controller of the impact of the envisaged
Process¡ng on the protect¡on of Personal Data.
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The Supplieds hardware, computer and telecoms devices, plant,
materials and such other items supplied and used by the Supplier
(but not hired, leased or loaned from CCS orthe Buyer) in the
performance of its obl¡gat¡ons under this Call-Off Contract.

The 14 d¡g¡t ESI reference number from the summary of outcome
screen of the ESI tool.

The HMRC Employment Status lndicator test tool. The most up-
to-date version must be used. At the time of drafting the tool may
be found here:
htto ://tools. hm rc.qov. u Uesi

Expiry of the lnit¡al Term and the Run Off Period

A Force Majeure event means anyth¡ng affect¡ng either Party's
performance of their obligations arising from any:

. acts, events or om¡ssions beyond the reasonable control
of the affected Party

¡ riots, war or armed conflict, acts of terror¡sm, nuclear,
biolog¡cal or chemical warfare

. acts of government, local government or Regulatory
Bodies

¡ fire, flood or disaster and any fa¡lure or shortage of power
or fuel

¡ industrial dispute affecting a third party for which a
substitute third pafi ¡sn't reasonably available

The follow¡ng do not const¡tute a Force Majeure event:
. any industrial dispute about the Supplier, its staff, or fa¡lure

in the Supplier's (or a Subcontractor's) supply chain
. any event which is attributable to the wilful act, neglect or

failure to take reasonable precautions by the Party
seeking to rely on Force Majeure

. the event was foreseeable by the Party seek¡ng to rely on
Force Majeure at the time this Call-Off Contract was
entered into

. any event which is attributable to the Party seek¡ng to rely
on Force Majeure and its failure to comply with ¡ts own
business continuity and disaster recovery plans

Buyer does not accept that EU is either a force majeure event or
a frustration event, as the l¡kely consequences of this process
have been w¡dely a¡red ¡n public for some time, all suppliers have
had ample time to plan for continuation of service and
performance of contracts will still be possible ¡n most cases.

A supplier supplying services to the Buyer before the Start Date
that are the same as or substant¡ally sim¡lar to the Services. This

Equipment

ESI Reference Number

Employment Status
lnd¡cator test tool or ESI
tool

Expiry Date

Force Ma¡eure

Former Supplier

also includes any Subcontractor or the Supplier (or any
subcontractor of the Subcontractor).

The clauses of framework agreement RM1557.10 togetherwith
the Framework Schedules

Any offence under Laws creating offences in respect of
fraudulent acts (¡nclud¡ng the Misrepresentation Act 1967) or at
common law in respect of fraudulent acts ¡n relat¡on to th¡s CalF
Off Contract or defraud¡ng or attempting to defraud or conspiring
to defraud the Crown.

The Freedom of lnformation Act 2000 and any subordinate
leg¡slat¡on made under the Act together w¡th any guidance or
codes of pract¡ce ¡ssued by the lnformat¡on Commissioner or
relevant Govemment department in relation to the legislation.

The cloud services described ¡n Framework Agreement Sect¡on 2
(Services Offered) as def¡ned by the Service Definition, the
Supplier Terms and any related Appl¡cation documentation,
which the Supplier must make available to CCS and Buyers and
those services which are deliverable by the Suppl¡er under the
Collaborat¡on Agreement.

The General Data Protection Regulat¡on (Regulation (EU)
20161679).

Standards, practices, methods and process conform¡ng to the
Law and the exercise of that degree of skill and care, dil¡gence,
prudence and fores¡ght which would reasonably and ord¡nar¡ly be
expected from a skilled and experienced person or body
engaged in a similar undertak¡ng in the same or s¡m¡lar
circumstances.

The guarantee described ¡n Schedule 5.

Any current UK Government gu¡dance on the Public Contracts
Regulat¡ons 201 5. ln the event of a conflict between any current
UK Government guidance and the Crown Commercial Service
gu¡dance, current UK Government guidance will take
precedence.

ESI tool completed by contractors on their own behalf at the
request of CCS or the Buyer (as applicable) under clause 4.6.

Has the meaning given under section 84 of the Freedom of
lnformation Act 2000.

The information secur¡ty management system and process
developed by the Supplier in accordance with clause 16.1.

Framework Agreement

Fraud

Freedom of lnformation Act
or FOIA

G-Cloud Services

GDPR

Good lndustry Practice

Guarantee

Guidance

lndicative Test

lnformation

lnformat¡on Security
Management System
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Know-How

lR35 Assessment

tR35

IPR Cla¡m

lntermediary

lntellectual Property Rights
Of IPR

lnsolvency Event

lns¡de lR35

lnitial Term

All ideas, concepts, schemes, information, knowledge,
techniques, methodology, and anyth¡ng else in the nature of
know-how relating to the G-Cloud Services but excluding know-

Assessment of employment status us¡ng the ESI tool to
determ¡ne if engagement ¡s lnside or Outside 1R35.

lR35 is also known as 'lntermediaries legislation'. lt's a set of
rules that affect tax and National lnsurance where a Supplier is
contracted to work for a client through an lntermediary.

A claim as set out in clause 11.5.

For the purposes of the lR35 rules an intermediary can be:
r the Supplier's own limited company
. a serv¡ce or a personal service company
. a partnership

It does not apply if you work for a client through a Managed
Service Company (MSC) or agency (for example, an employment
agency).

lntellectual Property Rights are:
o copyright, rights related to or affording protect¡on similar to

copyr¡ght, r¡ghts ¡n databases, patents and r¡ghts ¡n

¡nventions, semi-conductor topography rights, trade
marks, r¡ghts in internet domain names and website
addresses and other rights ¡n trade names, des¡gns,
Know-How, trade secrets and other rights in Confident¡al
lnformation

. applicat¡ons for registration, and the r¡ght to apply for
registration, for any of the rights listed at (a) that are
capable of being reg¡stered in any country or jurisdiction

. all other r¡ghts having equ¡valent or similar effect in any
country or jurisdiction

Can be:
. a voluntary arrangement
r a winding-up petition
¡ the appointment of a rece¡ver or adm¡nistrator
¡ an unresolved statutory demand
¡ a Schedule A1 moratorium.

Contractual engagements which would be determined to be
w¡thin the scope of the lR35 lntermediar¡es leg¡slation if assessed
us¡ng the ESI tool.

means the per¡od from the Call off Contract Start Date until its
second anniversary.

Order Form

Order

New Fair Deal

Mater¡al Breach

Management lnformation

Management Charge

Malicious Software

Lot

Loss

LED

Law

The order form set out in Part A of the Call-Off Contract to be
used by a Buyer to order G-Cloud Serv¡ces.

An order for G-Cloud Services placed by a Contracting Body with
the Supplier ¡n accordance with the Order¡ng Processes.

The rev¡sed Fair Deal position in the HM Treasury guidance:
"Fair Deal for staff pensions: staff transfer from central
government" issued in October 2013 as amended.

Those breaches which have been expressly set out as a mater¡al
breach and any other single serious breach or persistent failure
to perform as required under this Call-Off Contract.

The management information specified in Framework Agreement
section 6 (What you report to CCS).

The sum pa¡d by the Suppl¡er to CCS being an amount of up to
1% but currently set at 0.75% of all Charges for the Services
invoiced to Buyers (net of VAT) in each month throughout the
durat¡on of the Framework Agreement and thereafter, until the
expiry or End of any Call-Off Contract.

Any software progrâm or code ¡ntended to destroy, interfere with,
corrupt, or cause undesired effects on program files, data or
other information, executable code or application software
macros, whether or not ¡ts operation is immediate or delayed,
and whether the malicious software is introduced wilfully,
negl¡gently or w¡thout knowledge of its existence.

Any of the 3 Lots specified in the ITT and Lots will be construed
accord¡ngly.

All losses, l¡abilit¡es, damages, costs, expenses (including legal
fees), disbursements, costs of invest¡gation, lit¡gat¡on, settlement,
judgment, interest and penalties whether aris¡ng in contract, tort
(including negligence), breach of statutory duty,
misrepresentation or otherwise and 'Losses'will be interpreted
accordingly.

Law Enforcement Directive (EU) 2016/680

Any applicable Act of Parl¡ament, subordinate legislation w¡thin
the meaning of Section 21(1) of the lnterpretat¡on Act 1978,
exercise of the royal prerogative, enforceable community right
within the mean¡ng of Section 2 of the European Commun¡ties
Act 1972, judgment of a relevant court of law, or directives or
requirements of any Regulatory Body.

how already in the Supplier's or CCS's possess¡on before the
Start Date.
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G-Cloud Services which are the subject of an Order by the
Buyer.

Contractual engagements which would be determined to not be
within the scope of the lR35 intermediaries legislation if assessed
using the ESI tool.

The Buyer or the Supplier and 'Parties'will be interpreted
accordingly.

Takes the meaning g¡ven ¡n the Data Protection Legislat¡on.

Takes the mean¡ng given in the Data Protection Leg¡slat¡on.

Takes the mean¡ng g¡ven in the Data Protection Legislation but,
for the purposes of this Call-Off Contract, it will include both
manual and automatic Processing.'Process' and'processed' will
be ¡nterpreted accord¡ngly.

Takes the meaning given in the Data Protection Legislat¡on.

To directly or indirectly offer, prom¡se or g¡ve any person work¡ng
for or engaged by a Buyer or CCS a financial or other advantage
to:

¡nduce that person to perform improperly a relevant
function or act¡vity
reward that person for improper performance of a relevant
function or activity
comm¡t any offence:

o underthe Br¡beryAct2010
o under legislation creat¡ng offences concerning

Fraud
o at common Law concerning Fraud
o committing or attempt¡ng or conspiring to commit

Frãud

a

a

a

Any intellectual property rights in items created or ar¡sing out of
the performance by the Supplier (or by a th¡rd party on behalf of
the Supplier) specif¡cally for the purposes of this Call-Off Contract
¡ncluding databases, configurations, code, instruct¡ons, technical
documentation and schema but not including the Supplie/s
Background lPRs.

Assets and property including technical ¡nfrastructure, lPRs and
equipment.

Appropriate techn¡cal and organisational measures which may
include: pseudonymising and encrypting Personal Data, ensuring
confidentiality, ¡ntegrity, availability and res¡l¡ence of systems and
serv¡ces, ensuring that availability of and access to Personal
Data can be restored in a timely manner after an incident, and

Ordered G-Cloud Services

Outs¡de lR35

Party

Personal Data

Personal Data Breach

Processing

Processor

Prohibited Act

Project Specific lPRs

Property

Protective Measures

regularly assess¡ng and evaluating the effect¡veness of such
measures adopted by it.

The Public Services Network (PSN) is the Government's h¡gh-
performance network which helps public sector organisat¡ons
work together, reduce duplication and share resources.

Government departments and other bodies which, whether under
statute, codes of practice or otherwise, are entitled to ¡nvestigate
or influence the matters dealt with in this Call-Off Conhact.

Any employee, agent, servant, or representat¡ve of the Buyer,
any other public body or person employed by or on behalf of the
Buyer, or any other public body.

A transfer of employment to which the Employment Regulations
appl¡es.

Any services which are the same as or substant¡ally s¡milar to
any of the Services and which the Buyer receives in substitution
for any of the Services after the expiry or End¡ng or partial Ending
of the Call-Off Contract, whether those services are provided by
the Buyer or a th¡rd party.

Any third party service prov¡der of Replacement Serv¡ces
appointed by the Buyer (or where the Buyer is prov¡ding
replacement Serv¡ces for its own acÆount, the Buyer).

This Call-Off Contract ¡s subject to a Run Ofi Period from 15th
March 2021 until I 4th March 2022. during which time The
Suppl¡er w¡ll continue to provide services described in th¡s Call-
Off Contract.

The services ordered by the Buyer as set out in the Order Form.

Data that ¡s owned or managed by the Buyer and used for the G-
Cloud Services, including backup data.

The definition of the Supplier's G-Cloud Services provided as part
of the¡r Appl¡cation that includes, but isn't limited to, those items
listed ¡n Sect¡on 2 (Services Offered) of the Framework
Agreement.

The descr¡ption of the Supplier service offer¡ng as published on
the Digital Marketplace.

The Personal Data suppl¡ed by a Buyer to the Supplier in the
course of the use of the G-Cloud Services for purposes of or in
connection with this Call-Off Contract.

PSN or Public Services
Network

Regulatory Body or Bodies

Relevant Person

Relevant Transfer

Replacement Serv¡ces

Replacement Suppl¡er

Run Off Period

Services

Service Data

Service Def¡n¡tion(s)

Service Descr¡ption

Service Personal Data
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Year

Working Da)rs

Variation

Tefm

Suppl¡er Terms

Supplier Staff

Supplier Representat¡ve

Subprocessor

Subcontractor

Subcontract

Start Date

Spend Controls

A contract year

Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Th¡s has the meaning g¡ven to it in clause 32 (Variation process).

means the period from the Start Date until the Expiry Date or
earl¡er termination of th¡s Call Off Contract.

The relevant G-Cloud Serv¡ce terms and conditions as set out in
the Terms and Cond¡t¡ons document supplied as part of the
Supplier's Application.

All persons employed by the Supplier togelher with the Supplier's
servants, agents, suppl¡ers and Subcontractors used in the
performance of its obl¡gat¡ons under th¡s Call-Off Contract.

The representative appo¡nted by the Supplier from time to time in
relat¡on to the Call-Off Contract.

Any third party appointed to process Personal Data on behalf of
the Supplier under this Call-Off Contract.

Any th¡rd party engaged by the Supplier under a Subcontract
(perm¡tted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the
provision of G-Cloud Services.

Any contract or agreement or proposed agreement between the
Suppl¡er and a Subcontractor in which the Subcontractor agrees
to provide to the Supplier the G-Cloud Services or any part
thereof or facil¡t¡es or goods and services necessary for the
provision of the G-Cloud Services or any part thereof.

The start date of this Call-Off Contract as set out in the Order
Form.

The approval process used by a central government Buyer if ¡t
needs to spend money on certain d¡g¡tal or technology serv¡ces,
see https://www. gov. u Uservice-manual/ao i le-delivery/spend-
controls-check-if-vou-need-aooroval-to-soend-monev-on-a-
serv¡ce
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Schedule 7 - Process¡ng, Personal Data and Data Sub¡ects

Glossary:
For the purposes of this Schedule 7, these terms shall be defined as follows:

"Supplier" oT "JAGGAER" shall mean SciQuest, lnc., dba JAGGAER
"Buyef'shall mean Department for lnternational Trade
'Vendor" shall mean an individual or entity w¡th whom Buyer ¡nteracts via the Solution
The "Solution" shall mean the JAGGAER Applications, specifically the Source to Pay Solution Buyer

is purchasing a subscr¡pt¡on to under this Agreement.
'Authorized Users" shall mean (i) Buyer's employees, contractors, subcontractors and outsourc¡ng

Vendors, in each case who have been supplied user identification and passwords by Buyer.
"Business Contacts" shall mean Buyer's business contacts within the JAGGAER Applications who

are natural persons (for example, a third party whose ¡nformation is contained in a contract
document or other attachment).

Subject matter of the process¡ng:

The processing is needed ¡n order to ensure that the Processor can effectively deliver the contract
and provide a Source to Pay solut¡on (the "Solution"). The Solution allows Suppliers to on-board
their details and these are, in turn, used by Buyer for sourc¡ng, contract management and category
management activities.

Duration of the processing:

The durat¡on of processing will be in alignment with the contract start and end dates.

Nature and purposes of the Process¡ng:

Supplier's purpose of processing is to provide the Solution in accordance with this Agreement. The
nature of the processing ¡s any operat¡ons necessary to provide the aforement¡oned Solution.

Type of Personal Data:

The categories of Personal Data processed are determined and controlled in the sole discretion of
the Buyer pursuant to the Agreement.
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The Personal Data processed includes:
l. Profess¡onal Contact lnformation of Authorized Users and Business Contacts:

. Nameand Sumame
o Title and position
o Name of Company
. Business ema¡l address
. Business phys¡cal address
. Business phone number

il. Data derived from use of the JAGGAER Applications including:
. Log-in credent¡als: user name and passwords
. Log-in and connect¡on data

ilt. Business transaction data processed within the JAGGAER Applications wh¡ch may con-
tain Personal Data if Buyer's current or potential customers and Vendors exported into the
JAGGAER Applications are natural persons, such as:

. Contractual relationsh¡ps with current and potential vendors and customers

. Tax lD Number for Buyer or a Vendor as a natural person
o Purchase Data
r Bid Submissions
. Business credit cards issued under a personal name

Categories of Data Sub¡ect:

The Personal Data processed concern the following categories of data subjects:
1. Users of the JAGGAER Applications which includes:

. Employees and contractors of Buyer

. Any otherAuthorized Users accessing the Solut¡on under Buyer's subscript¡on
2. Buyer's Business Contacts w¡thin the Solution including:

. Buyer's current and potential customers and related Authorized Users

. Buyer's current and potential bus¡ness partners and related and related Authorized Users

Plan for return or destruction of the data once the Processing ¡s comp¡ete UNLESS
requirement under union or member state law to preserve that type of data:

Data will be retained for the duration of the contract. Along with the deactivation of the BA ¡nstance
the Buyer can request the e)draction of the exportable data stored within its Jaggaer Advantage
instance, as deta¡led in Off-boarding section of the Order Form. Further details around the service
and data removal process will be established at the end of the contract. Follow¡ng the data efraction,
if requested, all customer data will be destroyed once the data extraction has been successfully
transferred. This will be completed with¡n 90 working days.
The operational processes to manage the execut¡on of serv¡ces removal and the destroying of data
are descr¡bed in JAGGAER documented secur¡ty procedures. Documented embedded below.

JAGGAER Technical
and Organiætional
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