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variation procedure or ctherwise {except in the event of a Customer default which affects the
m:_uu__mwm ability fo achieve a Milestone u< the relevant _s__mm.no:m Date).

3.2 Performance Monitoring -

DFID wilt monitor the Supplier's performance .c::m._.zm reporting and _.mm_..__mﬂ meetings -

h._ mmo_.:._E _Nmn_n_a_.:m:_..m ::o_:n_:m_ details of the outline security _.__m:mmm:._msﬂ plan m:a
policy)

SECURITY _ﬂmOC_Im_st._.m

1 The mcnv__mq shall ooav_<_ m_._n_ shall _o_.ooc:w the ooaw__mzom of ﬁ:m mcvu__ma Personnel,
with the mmoc:Q Policy and the moo::E plan and the Supplier shall ensure that-the mmo_._:.a\_
plan produced by the: mcun__m_. fully oo_.:v__mm with the Security _uo__o<

2 DFID’s security vo:o< ‘can be accessed on the DFID website at}
:#n“_qs:zé.aﬁ id .@o<.cx\éoaxlénswcw\vﬂonc qmam:&ﬁ a-_gno:smz.o:-mwo::@ﬁo..@#o?
contractorsconsultants/ or a8 notified to the m:nu__m« from time to time. The Supplier m:m__
ensure that they xmmu up to date with the _mﬁmmﬂ version of the wmoc_.&\ _uozo< on this website.

.3 If the Supplier believes that a change te the mmnc_.._s\ _uo__n< will jm<m a material and
unavoidabie cost implication to the Services it may submit a change request. In doing so, the
| Supplier must support its nmncmmﬁ, by u_,osam_:m evidence of the cause of any increased costs
‘and the sfeps that it has taken to mitigate those costs. >_._< change to the Charges shalt then
be mm_.mmn in a_mn:mm_o: with the Oo_.&.mﬂ Officer. . . |

A4 Until m:&o_. uniess a change to the Charges is mmﬂmmo_ _u< DFID v:acm:ﬁ to clause .3 the
 Supplier shall continue to perform the Services in accordance with its ov__@mﬁ_osm and for the
Charges m_uvﬁ_om_u_m prior to any change request.

-
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Czn_.bmm_m_mu
Appendix 2: Contract Charges
._u_mmmm see mnmo:ma Annex C E&._ Proformas Qmﬁm___:u Fee mmﬁmm. .mxumummm and fotal

contract value. The Supplier will agree Milestones for payment with O_u__u m_m:m _.mo:m
within 4 weeks of contract award

Revised <ma_o=.m - August 2016 V6
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Appendix 3: (Variations and/or supplements to the Gall-Off .._.mq:._wv_
Medical Insurance

The w.cuv_._mw is . responsible for ensuring adequate and ‘appropriate medical
insurance cover before beginning work overseas under a DFID contract for services. The
. Supplier's fee is deemed fo include an element to cover the cost of medical insurance.

._ﬁ is not the responsibility of the local DFID office, British Embassy or High
Commission o meet the cost of the Supplier's medical care J,o_. to make arrangements for
evacuation in a medical emergency, although they will provide assistance if they can. On
arrival, the Supplier should report fo the DFID local office, British Embassy or High
Commission with details of the medical insurance arrangements S.ommm of a medical

emergency.
.m_.m:am_._n

1 . The Supplier will coliaborate with DFID and proactively look for ways to build
suppart for Qm<m_ou3.m:ﬁ and- raise awareness of DFID’s funding. The Supplier will
explicitly mn_a_._os_.mn_@m DFID’s funding, .in Eznﬁz and verbal communications about
activities related to the funding, to the public or 5&. parties, including in m::o:_._omsm:ﬁm_
and through use, where m._uv_.o_uzmﬁm_ of DFID's "UK aid — from the British people” logo.
A..C_A.ma logo’) in accordance with DFID standards for c.mm of the UK aid logo, unless |
otherwise agreed in advance by DFID and in all cases subject to security and safety

5

considerations of the Supplier.

2 ._.:_m wc_u_u:wq will provide a visibility mﬁ.m,hm:\_.mi of how mam when they will
mnx:mé_mamm funding from DFID and where they will use the UK aid logo, which should be
approved by DFID prior to acknowledging funding or :m.m_._@ the Logo. The mcuv__m,_. will
include reference to this in-ts progress reports mJa annual reviews, - A

! Suppliers may use the UK aid logo in oo_,.__,c:nmo: with oﬁsmn_ donor logos, and
where the number of donors fo a programme or project is mc.n_.w. as to'make ow.cﬂm.:a_:m
mi_vqmoaom_. acknowledgement of funding from DFID should be equal to H:,mﬁ of other co-
donors making contributions of equivalent amounts to the programme or project. .

Revised Version 6 - August 2016 V&
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U_..._U Statement Qn Priorities and mxumnﬁmﬂ_ozm for Suppliers. -

._.:_m mﬁmﬂmamzﬂ sets out the mxumoﬁmﬁ_oam that DFID has of its mcun__m_.m mﬁm:ama

elements Qq good business Emoﬁ_om should also be applied. This Statement focuses on
expectations that are particularly relevant to U_u_U m:a is intended to reach: and be applied
by all members of ﬁ_._m supply chain.

DFID mxnmﬂm its suppliers 3

- Improve Vaiue for _So:m< amSosmﬂ_.mﬁm and oozﬂ_:cm_z w5<m to _3n3<m value for money
in all that they do.

This means:

a. Actively seeking to demonstrate and maximise results, and reduce costs through the

life of the contract. -
b. Pricing appropriately and honestly to reflect programme requirements and risks.

c. _uﬂomom.<m_< pursuing continuous .manqo,\mam:ﬁ_ﬁo reduce waste and improve efficiency
across their organisation and the wider supply chain.

d. Earning fair.but not excessive rewards. - - o .

Act with _u.._.oﬁmmmmoz_m:wa and Integrity — operate and behave responsibly in conducting

" business.
This means:
. a. Being honest and realistic about capacity and capability when UE&:@.

b. Engaging sub-contractors in a way that is consistent with DFID’s treatment of its own
mcuu_mm_.m not os_< when bidding but also in subsequent contract delivery, and

amBo:mqmﬂ_zm this to DFID where ﬂmn:_qma

c. >vu_<_:m a zero tolerance m_u_u_.omo: fo oo_.EH_o: m:a n,mcn_ with ﬁou n:m_& risk

* management.

d. Working collaboratively to build professional business ﬁ.,m_mmo_._mzﬂm. including with
DFID staff. : . _

e. Acting in a manner which supports the development of a mature business

Revised Versicn & - August 2016 V6



UNCLASSIFIED

relationship with DFID.
f. Demonstrating clear, active commitment to Corporate Social Responsibility.

Deliver Transparency — implement an open book approach, allowing and using mo_.cm:u\.
to learn and drive improvement. .

This means:

a. Being transparent about costs to enable _uwnm1 decision making on value for money-
choices. . . .

b. Publishing information to show how and where DFID funding is Umim used and the

results achieved.

.wm Accountable — ,”mx.m «mmuo:m&:& for .msm:z:.m the consistent delivery of high

performance.

This means:

a. Applying pricing structures that align payments to results and refléct a more balanced
sharing of performance risk. . _

b. Expecting to be held to account for delivery and. accepting responsibility for their role,
including being honest when things go ER_V:@ so that lessons can be learned. o

Align with U_u_:.u,l recognise DFID priorities and proactively reflect and support these in

their work.
This means:

a. Applying a strong emphasis ‘o:. building local om_uwo_q by proactively seeking ways o
develop local markets and institutions and avoiding the use of restrictive Amxo._cmms@

agreements.

b. Being able to operate s..Em.E across DFID priority countries, including in fragile and
conflict affected states.. ,

c. Openly sharing and transferring innovation and _Sos._mam,m of what werks to maximise

overall am<m_ov.3.m3 impact.

Revised Version 6 - August 2016 V6
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.

d. Accepting we work in challenging environments and acting to manage uncertainty and
change in a way which protects value for money.. o |

.e. ._»m*_m%:u DFID's international development goals and tangibly demonstrating their

commitment to poverty reduction. -

f. ﬂﬂom&¢m_< supporting and mau_m_dmzmsm wider \I_s Government policy initiatives €.9.
SMEs, Apprenticeships, prompt payment, supporting eccnomic growth.

Revised Versicn 6 - August 2016 V6
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DEFINITIONS AND INTERPRETATION

14  Definitions

In the Contract, unless the context otherwise requires, the following provisions m:m___ have
the meanings given to them below: o .

-“Authority” means THE MINISTER FOR THE CABINET COFFICE (“Cabinet Office™) as
represented by Crown Commercial Service, being a separate trading fund of the Cabinet
Office without separate legal personality, whose office is at the 9" floor, The Capital, Old
Hall Street, Liverpool, L3 8PF; . . Co v o

“Base Location” means the location, specified by the customer {(in "the Letter of
Appointment), at which the majerity of the Required-Services shall be delivered;

. “Call-off Term® means subject to Clause 8 (Termination), the term: of this Contract as

determined in accordance with section 1 of Appendix 1 to the Letter of Appointment.

“Change of Control” means a change of confrol within the meaning owmmoﬁmo:.b.mo of the
Corporation Tax Act 2010.

“Commercially Sensitive Information” means the Confidential Information listed (and as
updated from fime to time} in Framework Schedule 8 (Commercially Sensitive Informaticn)
comprising commercially sensitive information: - - ) . - -

a) relating to the Suppiier, its IPR or its business or informatior’ which the Supplier has
indicated to the Authority that, if disclosed by the Authority, would cause the Supplier
significant commercial disadvantage or material financial loss;

b) that constitutes a trade secret;

<Confidential Information” means as the context allows, the Customer's Confidential
Information and/or the Supplier's Confidential Information; . . -

" "Contract"” means the written agreement between the Customnet and the Supplier

consisting of the Letter of Appoiniment, these Call-Off Terms (save to the extent varied by
the Letter of Appointment) and any other documents incorporated intc either of them by
reference or attachment; . K ‘ . ’

“Contract Charges” means the prices (exclusive of any applicable VAT), payable to the
Supplier by the Customer under the Contract.for the full and proper performance by the
Supplier of the Confract Services; : _ , . .

“Contract Mediator” has the meaning set out in clause 23.2.5.1;

»Contract Services™ means the Services to be monn:ma by the Supplier fo the Customer
as set out in the Letter of Appaintment; _ .

“Customier” means the Contracting Body named in the Letter of Appointment; .

wcustomer's Confidential information” means all the Customer’s Personal Data and
any  information, however it is conveyed, that relates fo the business, affairs,
developments, trade secrets, know-how, personnel, and suppliers of the Customer,
including all Intellectual Property Rights, together with all information derived from any of

- the above, and any other information clearly designated as being confidential (whether or .

not it is marked "confidential) or which ought reasonably be considered to be confidential;

“GCustomer’s Personal Data" means the.Perscnal Data supplied by the Customer 1o the
‘Supplier and, for the purposes of orin connection with the Contract; -

Revised Version 6 - August 2015 V&
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"Customer's Representative" means the representative of the Customer appointed by
the O:mﬁo_jmq from time 1o time in relation to the Contract and notified to the Supplier,;

“Day _..mmﬂm._ means therate per am< per grade tendered by the m:nu__mﬂ in the mc_uv__m_‘.m
proposal that shall never Um mxommama s_._ﬂ_.._: this Contract,

:Um_Em..mv_mm.. means those deliverables listed in >_u_uw:n_§ 1 of the Lefter of
>_u_uo_:~3m_.; - , .

“Effective Date” means 14 November 2016 the date on E:wnm the Contract shall take
effect as stated in paragraph 1 of Appendix 1 o the Letter of Appoinirent.

“Equality Legislation” means the Equality Act 2010, the Part Time Workers {Prevention
of Less Favourable Treatment) Regulations 2000, the Work and Families Act 2006, the
Human Rights Act 1998 and/ or other ﬂm_me.m:\n or equivalent legislation mmm_:wﬁ
discrimination.

“Framework Paam.dm:n: Smmsm Em #m.._._méo% agreement between the >:ﬁ_._o_._€ m:n_
the mCu_o__mw referred to in the Letier of >nno_:§mﬂ

“Fraud” means any offence under Laws Qmmm:m .offences in respect of fraudulent acts
(including the Misrepresentation Act 1957} or at comman law in respect of fraudulent-acts
in relation to this Framework »@‘mm:..ma or n_m#m:a_:m or attempiing to defraud or
conspiring io defraud the 0853

“Good Industry Practice” means standards, praclices, Smﬂjoam and Eonmacﬁmm
conforming to the Law and the requirements of any Regulatory Body which is responsible
for -regulating the Supplier and the degree of skill and care, diligence, prudence and
foresight which would reasonably and o_.n_:m:z be expected from a skilled and
experienced person or bedy m:mmmma in providing Services mu_d__mﬂ to the Contract
Services;

h“n..._.m::w _s_mooza:nm. means grave _.:_moosn_cQ within Regulation Nmizmv of the Public
Contracts Regulations 2006 as amended and So_:amm

{a) poor performance or serious or persistent breaches s%_o_._ have led Ho the early
‘Hmﬁa_nmeo: of a contract _umgmm_,_ the Crown or any Confracting Body and the Supplier; or

{b) poor umaozjm:nm of a serious breach or bredches which are. the -subject of
proceedings concerning a contract between the Crown or any Contracting mo&_ and the
mc_uv__ma or .

(c) serious .,. 3m=o_m_ __._.mm_.__m_._.n_mm on the part of ﬁ:m m:nu__ma (within m=< _mmm_ jurisdiction);
or

Eva_moo:a:nﬁi_.:o_._ Eo:E _um _.mmmama mmmm:0zmc<m:< _.mmc_mﬁoa\ Uon_<moﬂmc.mam 9‘_
profession, . .

and for the ucﬁommm of the foregoing Eonmma_zmm includes m_d_qmqo: naommnH:@m which
have been commenced or court v_.oomma__._mm where a _mnmﬁ vmﬁoﬁm action or a notice of
claim has been _mmcmna

.N_E_u_mam“:ﬂmﬁ_o: Plan” means the v_ms referred o in >ﬁvm:a_x 1 to the _.mnm_. of
- Appointment;

“Intellectual Property Rights* or “IPR” means:"
a) copyright, rights related to or affording protection similar LHo,.uo_us._m:ﬁ rights in

databases, patents and:rights in inventions, semi-conductor topography rights, service

marks, logos, database _._m_.;m trade marks, rights in intemet domain names and website
Revised Version & - >cmcmn 201 m Ve
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- addresses and other __.ﬁ.smm in trade or business names, am.ﬂm: rights {whether -
registerable or otherwise), Know-How, trade secrets and moral rights and other similar
rights or obligations; . , .

b) applications for registraticn, and the right to apply .dnoﬂ registration, for any of the
rights _wm.ﬁmn_ at (a) that are capable of being registered in any country or jurisdiction; and

c) all other rights whether registerable or not having mn_czm_m:" or similar effect in any .
courtry or jurisdiction (including but not limited to the United Kingdom) and the right to sue
for passing off; o _ ; . o .

“Information™ has the meaning given under saction 84 of the FOIA

_“Key Personnel” means any individuals identified as such in the Letter cf Appointment
and any replacements for such individuals that may be agreed between the Parties from
fime to time in accordance with Clause 2.3; - :

“Law” mieans any applicable Act of Parliament, subordinate legisiation within the meaning
of section 21(1) of the Interpretation "Act 1978, exercise of the royal prerogative,
enforceable community right within the meaning of section 2 of the European Cornmunities
Act 1972, ruie of common law, regulatory policy, -guidance or industry code, judgment of a
relevant court of law, or directives or statute, bye-law, regulation, order, regulatory policy,
guidance or industry code, rule of Court or directives or reguirements of any Regulatory
Body, delegated or subordinate legislation; . :
"Letter- of Appointment” means the letter from-the Customer to the Supplier dated 2
November 2016 (including its appendices) constituting the Order to provide the Contract
Services;, . : - , .

“Material Breach™ means a material breach of this Call-Off Contract,

“Milestone” means an event or task .ammonumm in the Implementation Plan which must be
completed by the corresponding date set out in such pian. .

“Qrder” means an order for the provision of the Contract Services placed by a Cusfomer
ith the Supplier in accordance with the Ordering Procedures, substantially in the form as

set out in the Letter of Appointment (including its appendices)
"Party" means the Supplier or the Customer and "Parties" shall mean both of them;

. “Persistent Failure”™ means any two (2) 9 more failures by the Supplier in any rolling
period of twelve (12) months to comply with obligations in respect of the Contract Services -
under the Contract; _ . . .

“Premises” _dm.mzw land or buildings owned or occupied by the Customer and of such
govemment agencies or departments or non-departmental public bedies that the Secretary
of State from time to ime may specify; L

“Prohibited Act” means; .

(2) %B.n% or indirectly Q..mm,*._.:m_h promising or giving any person working for or engaged by
any Contracting Body 2 financial or other advantage to induce that person to perform
improperty a relevant function or activity or reward that person fer improper performance of
a relevant function or activity; or :

{b) committing any offence:

(i) under the Bribery Act 2010; or
.mmsmmn_ Version & - August 2016 V6
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(i) under legistation creating offences conceming fraudulent acts; or

(i) at common law oo:omam:m._?mcac_m:ﬁ acts in relation 8. ﬁzm_ Framework
Agreement or any other contract with the Authority and/or any Contracting Body; or ~
{c) defrauding, .mnmavﬁ_:m to defraud or conspiring to defraud the Authority andfor mn(
Contracting Body,

"Regulatory Bodies™ means government departments and regulatory, statutory and other
entities, committees, ombudsmen and bodies which, whether under statute, mules,
regulations, codes of practice or otherwise, are enfitied to regulate, investigate, or
influsnce the matters deait with in this Contract and “Regulatory Body" shall be construed
accordingly; :

[“Rel&Wait. Conviction™ #&4n levant to thSiniature. of the Goiitract
il

Services orasispecified in s

[“Security Policy™] -
"Service Levels™ means the servica levels set out in Annex 1;

mﬁ ied, by or licénsed. to
s with the Suppli€riSystem takes?

"Sub-Contract" means the Supplier's contract with a Sub-Contractor whereby that Sub-
Contractor agrees to- provide to the Supplier the Contract Services or any part thereof er
facilities or services necessary for the provision of the Contract Services or.any part
thereof or necessary for. the management, direction or control of the Contract Services;
and : . - -
"Sub-Contréctor” means any person appointed by the Supplier to carry out any and or all
of the Supplier's obligations under the Contract. :

“Supplier” means the Supplier to whom the Letter of Appointment is addressed;

“Suppliers Confidential Information" means any information, however it is conveyed,
that relates fo the business, affairs, developments, trade secrets, know-how, personne!
and suppliers -of the Supgplier, including all Intellectual Property Rights, together with
ihformation derived from the foregoing, and that in any case is clearly designated as being
confidential; ’ : ‘

“Supplier’s mmuqmm.m:ﬁ_n?m: imm.am the representative mvuomﬂma.g the Supplier wow:
time to time with overall responsibility for this Contract and nofified to the Customer;

"Supplier's Staff" means all- persons employed by the Supplier and/cr any Sub-
Contracter to perform the Supplier's obiigations under the Contract together with the
Supplier's andlor any Sub-Contractor's servants, consuitants, agents, suppliers and Sub-
Contractors used in the performance of the Supplier's obligations under the Contract,

pplier's usey| . nee .
ide. however e Clistomer's*nal
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Lt O ST e T e RN

vqmnr___u_‘:m: \ stomer oﬂ.,?. - Supy ﬁ:ﬁ:m;og.qmoﬁ which
.a:T___ ka _
me for the Ocmﬁoamﬂ o, ﬂmm‘m__,.“._ ntra

:éo.*.:m Day” means any day ‘other ﬁ:mz a Saturday, Sunday or public holiday in
England and Wales; and

1.2 Interpretation

The Sﬁmﬁﬂmﬂﬂ_o: and no:m#cnao: of the Contract shall U@ m_.__u_mﬂ to the following
provisions: '

121 - éo_.am importing the m_zmc_m_, amm:_:m _:o__.ﬁm where the ooamx” s0 admits the
plural meaning and vice versa;

122 words _:.__uo:_:@ ﬁ:m masculine _:o_cam the feminine and the neuter;

1.2.3 the <<oam “include”, includes” m:a "including” “for examgle” m:a in particular”

and words of similar effect are t0 be construed as if they were immediately
followed by the words “without limitation” m:a shall not limit the general effect
oﬁ H:m éoam é:_os Emomn_m them:

1.2.4 references to any person msm__ include natural persons and partnerships, firms

: and other incorporated bodies and all other legal persons of whatever kind and
however constituted "and their successors m:a permitted assigns or
transferees; . :

1.2.5 the Appendices, Annexes and Schedules form part of these Call-Off Terms
and shall have effect as if set out in full in the body of these Call-Off Terms
and any reference to these Call-Off Terms _:n_camm the Appendices >:_._mxmm
and mo:mn:_mm

1.2.6 references to any statute, enactment, order, regulation, code, ofiicial guidance
or other similar instrument shall be construed as a reference to the statute,
enactment, order, regulation, code, official guidance or instrument ' as
amended or replaced by any subsequent enactment, modification, order,
regulation, code, official guidance or instrument (whether such m:_m:q:._ma or
ﬂmu_momam:ﬁ occurs before or after the date of the Contract);

12.7  headings are _:.n_cn_ma in the Contract for ease of reference only and shall not
mmmﬂ the Sﬁm:u_‘mﬁmﬁ_o: cr no:m”Eoco: of the Contract;

1.2.8 = references to *Clauses’, the ..>Eum=a_omm the “Annexes” and _.mormn_c_mm_. are,
unless otherwise _3.o<_ama references to the clauses of, the Appendices to,
the Annexes to and the Schedules to these Call-Off Terms and references to
“paragraphs” are, unless otherwise provided, references to paragraphs of the
respective Annexes in which the references are _.:mam

1.2.9 terms or mxv_.mmm_gm contained in the Contract which are nmu__,.m__mmn_ but which
do’'not have an interpretation in Clause 1.1 shall _um _:ﬂmﬁzw.nma in accordance
with the Framework >n.‘mm3m=n

1.2.10 “a reference to a Clause i is a qmﬁmﬂmznm to the s&o_m.om that Clause unless |
stated otherwise; and . .

Revised Version 6 - August 2016 V6
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1241 ~ -in the event of 'and. only to the extent of any conflict between the Letter of

: Appointment, these Call-Off Terms, any other document referred to in the

Contract and the Framework Agreement, the conflict shall be resolved in
accordance with the following order of precedence:

1.2.11.1 = the’ Framework Agreement (excluding Framework Schedule 4

) . ﬁ_.mnmﬂ of Appaintment and Call-Off ,_.m_,:._w:“ .

12.11.2  the Letter of >uuo_33m2 ﬂomm.%mq ,.55 Appendices;

1.2.11.3  these Om__-Om ,_lm:,_._m and

1.2.11.4 = any other document referred fo in the Contract. SAVE THAT ro

' changes to the Letter of Appeintment or the Call-Off Terms shali.
operate so as to amend or reduce the effect of the Framework
Agreement ‘or to create a conflict between the Framework
Agreement and the Call-Off Agreemeni where one did not
previously exist. . -
2. _ m_.__u_u_-< OF ooz._.x>o._. SERVICES

21 o°=_“_.mnﬂ me_nmm

m.‘_..._, ._.:m Supplier shall mcuv_< the Contract. mm?._nmm .8 §m Ocmnoamﬂ in.
monoam:om with :._m v3<_m_o:m of the Contract, ,
212 The m:vv__mﬂ shalk:
2121 comply with all reasonable instructions given to the Supplier and its

2122
21.2.3

2.1.2.4

Staff by the Customer in refation to the Confract Services from
time fo time, including reasonable instructions to reschedule or
alter the Contract Services;

immediately ﬂmvon to the Customer's Representative any matters

. which involve or-could potentially involve a conflict of interest as

referred to in Clause 2.1 .w.._.

- co-operate . with | the Ocmﬁoamﬁ and the Customers other

professional advisers in relation 6 the Contract mm:_._omm as
qmgc_ﬁmn_ by the Customer;

comply s:.,n_.. the Ocmﬁo_ﬂm_\m internal policies and procedures and -
Government codes and practices in force from’ time to time

{including policies, procedures, codes and practices relating to

staff vetting, security, equality- and diversity, confidentiality

undertakings and sustainability) in each case as nofified to the

Supplier in writing by the Customer ‘including where applicable,

but not limited fo, such policies, procedures, codes and practices

listed in section 2.1 of Appendix 1 of the Leter of Appointment;

2.1.3 The Supplier shall not

'2.1.3.4

knowingly act at any time during the term of the Coniract In any
capacity for any person, firm or company in circumstances where
a conflict of interest between such person, firm or company and
the Customer shall qumg exis{-in relation te the Contract
Services; or

. Revised Version € - August 2016 V§
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.

2.1.3.2 + incurany m.lxnm:%:qm which would result in any estmated figure .ﬁoq
: any element of the Contract Services being exceeded without the
Customer's written agreement; or :

21.3.3  without the prior written. consent of the Customer, accept any
commission, discount, allowance, direct or indirect payment, or .
any other consideration from any third party in connection with the
provision ¢f the Contract Services; or :

2.1.3.4 . rledge the credit of the Customer in .m:< way, or

2.1.3.5 engage in any conduct which .in the reasonable opinion of the
Customer is prejudiciai to the Customer.

2136  without the prior written consent of the Ocmﬂ.oz._m_.. introduce new
methods or systems which materially impact on the provision of
the Ordered Services _

Both Parties shall take all necessary measures to ensure the health and safety
of the other Party’s employees, consultants and agents visiting their premises.

The Supplier accepts that the Customer shall have the right after consultation
with the Supplier, to require the removal from involvement in the Contract
Services of any person engaged in the performance of the Contract Services if
in the Customers reasonable opinion the.performance or conduct of such
person is or has been unsatisfactory or if it shali not'be in the public interest for
the person to work on the Contract Services. o

Where the Supplier is more than one firm acting as a consortium, each firm
that is 2 member of the consortium shall ke jointly and severally lizble for
performance of the Supplier's obligations under the Contract

N..m Variation of OOEBnn.mmEmom.m

221 .

222

223

The Customer may request a variation to the Contract Services at any time
provided that such variation does not amount to a material change to the
Order. . ‘ o .

Any qmnc.mmﬂ by the Customer for a variation to the Contract Services shall be
by writteri notice to the Supplier. '

,N.M.M...‘_, giving sufficient m:moq,am»._.o: for the Supplier to assess the extent of
. " the variation and any addtional costs that may be incurred; and

2222  specifying the timeframe within which the Supplier must respond to
the request, which shall be reasonable,

and the Supplier shall respond to such request within such timeframe.

Any such variation agreed between the Customer and the Supplier pursuant to
Clause 2.2.2 shall not be valid unless in writing and signed by the’ Parties..
Furthermore any written and signed variation between' the Parties shall be
appended to the Letter of. Appointment within Appendix 2 andfor 3. In the
event that the Supplier and the Customer are unable to agree-to a proposed
variation including any change to the Contract Charges in connection with the

. reguested variation to the Contract Services, the Customer may agree that the

Supplier should continue to perform its obligations under the Contract without
the variation or may terminate the Contract with immediate effect, except
where the Supplier has already delivered part or all of the Order in accordance

with the Order Form or where the Supplier'ean show evidence of substantial
. Revised Version 6.- August 2018 V&
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2.31

232

233

2.34

235

UNCLASSIFIED

work being carried out te fulfil the Order, and in such a case the Parties shall
attempt to agree upon a resolution to the matter. Where a resolution cannot be
reached, the matier shall be dealt with under the Dispuie Resoclution
Procedure.

Key Personnel-

The mcuu__mq acknowledges that Em Key Personnel are essential to the proper
provision of the Contract Services to the Customer. The Key Personnel shall
be responsible for performing such roles as are ascribed to them in the Letter
“of Appointment and such other foles as may be necessary or desirable for the
purposes of the Contract or as may be muﬂmma between the _um_.amm ﬁ_da time
to time.

The Key Personnel shall not be released by the Supplier from supplying the
Contract Services without the agreement of the Customer, except by reason of
leng-term sickness, matermity leave, paternity leave, termination 94
va_oSsm:,h and/or partnership or other mxﬂo::mﬁ_:u circumsiances.

Any replacements to the Key Personnel shall be subject to the mmﬂmmﬂmuﬁ of
the Customer. Such replacements shall be of at least equal status or of
equivalent experience and skiils to the Key Perscnnel being. replaced and be
suitable for the responsibilities of that person in relation to the Contract

The Customer shall not unreasonably withhold its agreement under Clauses
232 or 2.3.3. Such agreement shall be conditionai on appropriate
arrangements being made by the Supplier to minimise any adverse impact on

. Sm Contract which could be omcmma by a change in Key _um_,mogso_

If requested by the Ocmno:._mﬂ Em Supplier shall procure that Key _um_,mo:_._m_ .
attend fransaction review meetings at no cost to the Customer during the term
gﬂ the Ooamg and upon its noso_:m_o:.

2B. _Nm_smU_mm IN THE m<mz._. OF _Z>UmDC>._.m _um_w_uo_ﬂ_sbzom OF THE SERVICES

2B.1

2B.1.1

2B.1.2

2B1.3

2B1.4

Without nqm_cn_om to any oﬂ_._m_. right or remedy s&_n: the Custcmer may have at -
Law or in this Contract, if any Contract Services are not supplied in accordance
with, or the Supplier fails to comply with ary of theé terms of the Contract then the
Ocmno_.:m_. may (whether or not any nmn of the Services have been Delivered) do
any of the following:

at the Customer's option, give the Supplier the ouuo:cgq at the Supplier's
expense fo either remedy any failure in the performance of the Services
together with any damage resulting from such defect or failure (and where
such defect or failure is capable of remedy) and carry out any other necessary
work to ensure that the terms of the Oo::mﬂ are fulfiled, in accordance with
the Customer's instructions; .

refuse to monmuﬁ any further Oo_,n_.mon Services to be delivered 3 the mcv_u__mq
but s._,n_._oﬁ any liability 6 the Customer;

carry oitt at g._m mcuu__mﬂm mxnmnwm m:< work :mnmmmma. to make the mm2_omm
comply E_E the Oo:qmoﬂ

- without ﬂm_.:__:mﬂ_:m the Contract, itself supply or procure the supply 90 all or
part of the Contract Services until such time as the Supplier shall have
demonstrated to the reasonable wmﬂ_mﬁﬁ_o: of the Custorner that the Supplier
will once more be able fo supply all or such part of the Contract mmz_omm in
mnnoam_._om with the Oo_._:moﬁ
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2C.
2C.1

262

2C3
2C.3
2C.4
2C.5

2C86

2C7

" final and conclusive.

UNCLASSIFIED

2B1.5 -without terminating the whole of the Contract, terminate the Contract in
respect of part of the Contract Services only (whereupon a corresponding
reduction in the Contract Charges shall be made} and thereafter itself supply
or procure a third party to supply such part of the Contract Services; andfor

2B1.6 charge the Supplier for and the Suppiier shall on demand pay, any costs
reasonably incurred by the Custormer (including any reasonable administration
costs) 'in Tespect of the supply of any part of the Contract Services by the
Customner or a third party to the extent that such costs exceed the payment
which would otherwise have been payable to the Supplier for such part of the
Contract Services and provided that the Customer uses its reasonable
endeavours to mitigate ary addiional expenditure in obtaining replacement
Contract Services. - _ . _ .

Notwithstanding any of the Eosmmo,_._m of this Clause 2B, in the event that the Supplier fails
to comply with Clause 2B.1 above and the failure prevents the Customer from 'discharging
a statutory duty, the Custarher may terminate the Contract with immediate effect by giving

the Supplier notice in writing.

 SUPPLIER'S STAFF . - | - S

The ‘Supplier shall ensure that, where mnvqon_.m.mﬁm._ Staff are vma at least the national
minimum wage in accordance with the National _s_:i._c:._ Wage Act 1998.

._.:m,ocmnoamq:..NS U_< Eﬂ_nm_.._:omomﬁoﬁum mcn_u:m.: memmﬁomaEmﬂo:ﬂo.oﬂ ,.._,.__Ea_.mé
permission to remain on, the Premises: . :

2C2.1 any member of the Supglier's Staff; or

2C2.2. any person employed or engaged by the Supplier or any member of the m&m..
whose admission or continued. presence would, in the reasonable opinion of the Customer,
be undesirable. : o

At the Customer's written. request, the Supplier m__Jm_._ provide a list of the names and

" addresses-of &l persons who may require admission to the Premises in cennection with

the Contract, specifying the capacities in which they are concerned with the Contract and
giving such other particulars as. the Customer may reasonably request.

The Supplier's Staff engaged within the boundaries cf the Premises shall comply with such
rules, regulations and requirements (including those relating fo security arrangements} as
may be in force fiom time to time- for the conduct of personnel when at or within the
boundaries of those Premises. : :

If the m_._.vu:m._‘ fails to comply E:r Clause 2C.3 within two (2) Months of the date of the

request, the Customer may terminate the Contract, provided always that such termination:
shall not préjudice or affect any right of action or remedy which shall have accrued or shall
thereafter accrue fo the Customer. . _ , :

The decision of the Customer as to whether any person is fo be refused access to the
Premises and as to whether the Supplier has failed to comply with Clause 2C.3 shall be

The Supplier acknowledges that certain days are privilege. holidays in the civil service, On
these days, the Customer may require or may specifically not require, work to be done
under the Contract (which shall be communicated to the Supplier), and in the latter case’
beé the subject to agreement between the Parties,- unless specifically covered in the
Contract. . , T : _ :

- Not used.

'Revised Version 6 - August 2046 V&

21



2C.8

3.1

3.2
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The Supplier shall precure that Supplier's Staff shall at all times during their engagément in
the provisian-of the Contract Services remaln servants of the Supplier.and the Supplier
shall not be relieved of any statutory or other responsibilities in relation to the Supplier's

- Staff by virtue Qﬂ this OO:HBQF

_u><_smz._. >Z_u nI.P_NQmw

Oo.._ﬁ_.mn__. Charges and VAT

3.1.1

vmwiozﬁ

3.2.1

322

3.2.3

324

In consideration of the Supplier's umlo:jmzom of its ou__mmco:m under the
Contract, .the Customer. shall pay the Contract Charges in accordance with
Clause 3.2 (Payment). -

The Customer shali, in addition to the Contract Charges m_._.n_ following receipt
of a vaiid VAT invaice, pay the Supplier a sum equal to the VAT chargeable on
the value of the Contract Services supplied.

The v.ﬂoimmo_._m of paragraph 7 of ﬂEaméo} .mnsma:_m 2 (Charging m\nE.oﬁEmv
of the Framework Agreement shall apply in relation to the Contract Services.

If at any time before the Contract Services have been -delivered in full the
Supplier reduces its Framework Prices for any Services which -are provided
under the Framework Agreement in accordance with the “ierms of the
Framework Agreement and. with the Law including that relating to Public
Procurernent with the result that the Framework Prices are lower than the
Confract Charges, the Contract Charges for the Contract Services shall

. autornatically be réduced so as to be equal to the Framework Prices.

The Supplier shall indemnify the Customer on demand and on a continuing
basis against any liability, including without limiation any interest, penalties or
costs, which are suffered or incurred by or levied, demanded or assessed on’
the Customer at any time in respect of the Supplier's failure to account for or to

.pay any VAT relating to payments made to the Supplier under the Contract.

Any amounts due under this Clause 3.1.5 shall be paid by the m:_uu__mq to the
Customer not less than five (5) Working Days befare the date upon which the
tax or other lizbility is payabie by the Customer. ’

The Customer shall pay all sums properly due and _u.m.<m_u_m to the Supplier in )
respect of the Contract Services in ‘cleared funds by no [ater than thirty (30)

_ calendar amﬁ after the date of a validly issued invoice for such sums.

‘The.Supplier shall ensure that each m:<omom ?&mﬁrm_l submitied m_mnn_.oaom_z

or in a paper form) contains all appropriate references and a detailed
breakdown of the Contract Services provided and any disbursements and that -
it is supported by such other documentation as may reasonably be qmn_.__ﬂma by
the Customer ﬂo substantiate the invoice.

The w:uvzmq shall ensure -that all invoices submitted to the Customer for
Contract Services are exclusive of the Management Charge payable to the
Authority in respect of the Contract Services. The Supplier shall not be'entitied
to increase the Contract Charges by an amount equal to such Management
Charge or to recover such gm:mmmamzﬂ Charde as a surcharge or
disbursement.

The Supplier shall make any payments due to the Customer. without any
deduction whether by way of set-off, counterclaim, discount, abatement or
otherwise unless the Supplier has a valid court order requiring an amount
equal to such deduction to be paid by the Customer to the Supplier.- .
_ch_mmu <ma_o= 6 - August 2018 V6
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3.25. . Subject always to the provisions of Clause 14,.if the Supplier enters info a
Sub-Contract in respect of the Contract Services, it shall ensure that a
provision is included in such Sub-Confract which requires payment to be made
. of all sums due by the Supplier to the Sub-Contractor within 2 specified period
not exceeding thirty (30) calendar days from the receipt of a “validly issued
invoice, in accordance with the terms of the Sub-Contract.

326 . The Suppliershall not suspend the supply of the Contract Services unless the
Supplier is entiled to terminate the Confract under Clause 8.2.2 on the
grounds$ of the Customer’s failure to pay undisputed sums of money. Interest
shall be payable by the Customer in accordance with the Late Payment of
Commercial Debts (Interest) Act 1998 on the'late payment of any undisputed
sums of money properly invoiced by the Supplier in respect of the Contract
Services. . _

327 The Supplier shall accept the Government Procurement Card as a means of
. payment for the Contract Services where such card is agreed with the
Customer to be a suitable means of payment. The Supplier shall be sclely
lizble to pay any merchant fee levied for using the Government Procurgment

“Card and shall not be entitied to recover this charge from the Customer.

.m.m..m >=,.um<&m:~m due shall be made in cleared funds to such bank or building

society account as the recipient Party may from time to time direct in writing.

Recovery of Sums Due

331" Wherever under the Contract any sum of moriey is recoverable from or

- payable by the Supplier (including any sum which the Supplier is liable to pay
to the Customer in respect of any breach of the Contract), the Custemer may
unilaterally deduct that sum from any sum then due, or which at any later fime
may become due to the Supplier underthe Contract

"m.w.m. - Any overpayment by either Party, whether of the Contract Charges or of VAT

or otherwise, shall be a sum of money recoverable by the Party whe made the
-overpayment from the Party in receipt of the overpayment.

LIABILITY AND INSURANCE - | -

Liability

4,11 Neither Party excludes or limits its liability for:

¢

4111  death or personal injury; or
4112 fraud or fraudulent a_mqmgmmm:ﬁmmo: by it or its man._o<mmm.

4.1.2 Nc individual nor any service company cf the Supplier employing that
" individual shall have any personal liability to the Customer for the Contract
Services supplied by that individual on behalf of the Supplier and the
Customner shall not bring any claim under the Contract against that individual
o such service company in respect of the Contract Services save in the case

of Fraud or any liability for death or personal injury. .

4.1.3 Subject to Clause 4.1.1 above and to the limits set out in Clause 4.1.8 below,
. the -Supplier shall fully indemnify and keep indemnified the Customer on
demand in full from and against all claims, proceedings, -actions, damages,

costs, expenses and any other liabilities-whatsoever arising out of, in respeet

of or in connection with, the siipply, purperted supply or late supply of the

_Contract Services or the performance or non-performance by the Supplier of

its obligations under the Framework Agreement and the Customer's financial
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416

417

UNCLASSIFIED

loss arising from any advice given: or omitted o be given by the Supplier, cor
any other loss which is caused by any ‘act or cmission of the Supplier. The
Supplier shall not be responsible for any injury, loss, damage, cost or expense .
if and fo the extent that it is caused by the negligence or wilful misconduct of
the Customer or.by breach by the Customer of its obligations uncer the

"Contract.

- Subject to the limits set out in Clause 4.1.8 below, the Supplier shall be liable
for the following types of loss, damage, cost or expense which shall be
regarded as direct and shall (without in any way, limiting other categories of
ioss, damage, cost or expense which may be recoverable by the Customer) be -
recoverable by the Customer, , o

4.1.4.1

4142

4.1.4.3

I

the additional operational and/or administrative costs and
expenses arising from any Material Breach;

the cost of procuring. S._u_ma.m:m:m and operating m&,m_ﬂm_.:mﬁzm
or replacement services to the Contract Services as a result of a
Material Breach by the Supplier; and :

any _.m.m_.__mﬂoé losses, fines, expenses or oSmﬂ losses arising from
a breach by the Supplier of any Laws. -

In no event shall either Party be liable to the other for any:

4.1.5.1
) L;.m,m

4153

4154

4155

4156

loss of profits;

_owm of U:w_mmmm“ ..

loss of revenue;

loss of or damage to goodwill;

loss of savings _?..:mﬂ:m_.. anticipated or otherwise); and/or

‘any indirect, special or consequential loss or damage.

No enquiry, inspection, approval, sanction, comment, consent, or decision at
any time made or given by or on behalf of the Customer to any document or
information provided by the Supplier in its provision of the Contract Services,
and no failure of the Customer to discern any defect in or omission from any
such document or information shall operate to exclude or limit the obligation of
the Supplier to carry out all the obligations of a professional Supplier employed
in 2 client/customer relationship. L .

Save as otherwise expressly provided, the obligations of the Customer under
the Contract are obligations of the Custorner in its capacity as a contracting
counterparty and nothing in the Contract shall operate as an obligation upon,
or in any other way fefter or constrain the Customer in any other capacity, nor
shall the exercise by the Customer of its duties and -powers in any other
capacity lead to any liability under the Contract (howsoever arising) on the part
‘of the Customer tothe Supplier. SR

Subject always to Ciause 4.1.1, and for the avoidance of doubi, both of the
Parties agree that the total aggregate kiability (whether those liabilities are
expressed as.an indemnity or otherwise) of each Party to the cther Party for
each year of this Contract shall be: . :

4.1.8.1

for ail defaults resulting in direct loss or damage o the property of

the other party shall be subject fc a limit of £2 million {Twa Millien
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52

53

UNCLASSIFIED

Pounds) unfess atherwise stipulated by the Customer in the Letfer
of Appointment following a further competition;

41.8.2 ' inrespect of all other defaults, claims, losses or damages whether
arsing from breach of contract, misrepresentation (whether
‘tortious or ~ statutory), tort (including negligence), - breach -of
statutory duty. or otherwise shall in no event exceed the greater of
the sum of £2 million (Twe Million Pounds) or a sum equivalent to
One Hundred and Twenty-Five Per Cent (125%) of the Contract
Charges paid or payable to the Supplier in the relevant year of the
Contract calculated at the date of the event giving rise to the
liability (estimated for the full year if the event occurs in the first
year of the Contract) unless a different aggregate limit or limits is
otherwise stipulated by the Customer in the Letter of Appointment
following a further competition. : . ,

‘Insurance

4.2.1 The Supplier shall effect and maintain with a reputable insurance company a
policy or policies of insurance providing an.adequate level of cover in respect
of the risks which may be incurred by the Supplier, arising out of the Supplier's
‘performance of its obligaticns under the Contract, including death or personal
injury, loss of or damage to property or any other ioss. Such policy or policies

“shall include professional indemnity cover in respect of any financial loss to
the Customer arising from any advice given or omitted fo be given by the
Supplier under the- Contract or otherwise in connection with the provision of
the Contract Services. Such insurance shall be maintained for so long as the
Supplier may have any liability to the Customer. . _ ,

422 - It shall be the responsibility of the Supplier to' determine the amount of

insurance cover that will be adequate to enable the Supplier to satisfy any
 liability arising in respect of the risks referred to in Clause 4.2.1.

423 ¥, for whatever reason, the Supplier fails to give effect to and maintain the
insurances required by Clause 4.2.1, the Customer may make - alternative
atrangements to protect its interests and may recover the costs of such
arrangements from the Supplier. o T

424 ._.,:m n,.osmﬂo_p_m 2m:<Smcazomo:jmm:._ocao,ﬁoo,\mﬁ mjm::o:m__m,\mﬁ:m
: Supplier of any liabilities under the Confract.

: _Z._.m_:_u_wn._.c>_| PROPERTY RIGHTS

All intellectual. Property xﬁ,z.m in the output from the Contract Services shall vest in the
Supplier who shall grant to the Customer & non-exciusive, c:_:.:;ma. irrevocahble licence to

_use and exploit the same.

Subject to Clause 5.1 ‘and save as expressly @_.mz.wma elsewhere under the Contract, the |
Customer shall not acquire any right, title or interest in or to the Intellectual Property Rights

of the Supplier or its licensors and the Supplier shall not acquire any right, titie or interest.
in or to the intellectuai Property Rights of the Custorner or its licenscrs.

The Supplier shall on demand fully indemnify and keep fully indemnified and hold the
Customer and the Crown harmless from and against all actions, suits, claims, demands,
losses, charges, damages, costs and expenses and other liabilities which the. Customer
and or the Crown may suffer or incur as a result of any claim that the performance by the
Supplier of the Contract Services infringes or allegedly infringes a third party's Intellectual
Property Rights (any such claim being a "Claim™), : K
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3.5

6.

6.1

UNCLASSIFIED

If a Claim arises, the Customer shall nofify the Supplier in writing of the Claim and the

Customer shall not make any admissions which may be prejudicial to. the defence or
settlement of the Claim. The Supplier shall at its own expense conduct all negotiations and
any litigation arising in connection with the Claim provided always that the Supplier:

5.4.1

5.4.2

543

5.4.4

m.j.m__ consult’the Customer on all substantive issues which arise during the
conduct of such litigation and negotiaticns;,

shall take due and proper account of the interests of the Customer;

shall consider and defend the Claim diligently using competent counse! and in
such & way as not to bring the reputation of the Customer into disrepute; and

mm,m__ not mmm_m or compromise the Claim without the prior written approval of

_the Customer (notio be unreasonably withheld or delayed).

The Supplier shall have no rights to use any of the Customer's names, logos or
trademarks without the prior written approva! of the Cusfomer. oo

PROTECTION OF INFORMATION

Protection of Personal Data

6.1.1

1

6.1.2

With ﬁ_mm_umoﬁ io the Parties' rights and “obligations under the Contract, the
Parties agree that the Customer is the Data Controller and that the Supplier is
the Data Processor in relation to the Customer's Personal Data.

The Supplier shall:

6.12.1 Process the Customers Personal Data only in accordance with

instructions from the Customer (which may be specific instructions
orinstructions of a general nature as set out in the Contract or as
otherwise notified by the Customer to the Supplier during the term
of the Contract}; ; C

8.1.2.2  Process the Customer's _umao:m_;um;m only to the extent, and in

such manner, as is necessary for the provision of the Confract
Services or as is required by Law or any Regulatory Body;

6.1.2.3 implement appropriate technical and -organisational measures to
protect the Customer's Personal Data against unauthorised or
unlawful processing and against accidental loss, destruction,
damage, alteration or disclosure. These mezsures shall be
appropriate o the harm which might result from any unauthorised
or unlawful Processing, accidental loss, destruction or damage fo
the Customer’s Personal Data and having regard to the nature of
the Customers Personal Data which is io be protected;

6.1.24  take reasonable steps to ensure the ﬂm_mmmm:a\ of all members of the
Suppliers Staff who have access to the Customer's Perscnal
Data, : . - )

6.1.2,5 cbtain the ‘Customer's prior written approval in _o&m_. to transfer all
or any of the Customer's Personal Data to any Sub-Contractors
" for the provision of the Contract Services;

8.1.26  ensure that all members of the Mc_u"n_mm_‘_m Staff reguired to access
the Customer's Personal Data are informed -of the confidential
nature of the Customer's Personal Data and comply with the

obligations set out in this Clause 6.1; : ,
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6127 ensure that none of the mcuv_ﬂm_..m__mﬁmm publish, &mn_om_m or divulge
any of the Customers Personal Data. to ‘any third party unless
directed in writing to do so by the Customner; :

m.._.,m..m.;oﬁ_qﬁ:m Onmﬁoamﬁé_i:?mﬁmvéois@Umﬁmﬁmm:nn:m_‘
receives: , ¢ :
(a) ~a request from a Data Subject to have access to the
- Customer's Personal Data relating to that person; or

(b) a complaint or request relating to the Customers
obligations under the Data Protection Legisiation;

.6.1.2.9 - provide- the Customer with fuli cooperation and assistance in
relation to any complaint or request made relating fo the
Customer's Personal Data, including by: :

{a) providing the Customer with full details of the complaint or
request;
NE complying with a data access request within the qm_m<m?.n.

timescales set out in the Data Protection Legislation and
in accordance with the Customer's Instructions;

{c) Eosn_.m:m the Customner with any 0:m83%m Personal
Data it holds in relation to a Data Subject (within the
timescales required by the Customer); and

@ n_.os&z@ ﬂ_daoc_mﬁoamjé;j m:fao:jmio:qmpcmmﬁma __u<
- the Customer, . C

6.1.2.10 permit or procure pemmnission for the Customer and/or the
: Customers Representative (subject to reascnable and
apbropriate confidentiality undertakings), to inspect and audit, the
: Suppliers data Processing activities (and / or those of its agents
and Sub-Contractors) and comply with ali reasonable requests or
- directions by the Customer to enable the Customer to verify and. /
or procure that the Supplier is in full compliance with its
obligations under the Contract, ” - ’

6.1.2.11 provide a written description, of the technical and crganisational
methods employed by the Supplier for Processing the Customer’s
Personal Data (within the timescales required by the Customer);
and ‘ S - .

6.1.2.12° not Process or otherwise transfer any Customer's Personal Data
outside the European Economic Area without the prior written
consent of the Customer which may be given on such terms as
the Customer in its.discretion thinks fit.
LE13 The Supplier shall comply at all times with the Data Protection Legislation and
o : shall not perform its obligations under the Contract in such a‘'way as to cause
the Customer to breach any of its applicable obligations under the Data
Protection Legislation. . .

- 6.14 The Supplier acknowledges that, in the évent that it breaches (or attempts or
threatens to breach) its obligations relating to the Customer's Personal Data
that the ‘Customer may be irreéparably harmed (including harm to ifs
reputation). In Such circumstances, the Custorer may proceed directly to

Reviced Version 6 - August 2016 V&
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oOr_n m:a mmmx _:._c:oﬁEon%mﬂmncamEm qm__m* "oﬂm_.:m&‘o_. _..:.m,..mé.r m:<
further breach (or mnmauﬂma or ﬁ_.__.mmﬁm:mn_ breach). .

In the: event that through m:< ﬂm__cﬂm by the mcun__mﬂ to comply with its
obligations under the Contract, Gustomer's Personal Data is transmitted or
Processed in connection with the Coniract is either lost or sufficiently
degraded so as to be unusabie, the Supplier shall be liable for the cost of
reconstitution of that data and shall reimburse the Customer in _.mm_umﬂ of any
charge levied for its transmission and any other costs o:mama in 83:m2_0:
with such. wm__cﬂm by the mcvn__m_‘ _ .

6.2 .oo:mn_m::m__q )

821

6.2.2

6.2.3

6.2.4-

6.2.5

Except to the extent set out in this Clause 6.2 or where disciosure m_m mv_ﬁ_.mmmz
permitted elsewhere in the Contract, each Party shall:

68.2.1.1 treat the other Party's Confidential Information as confidential and
safeguard it accordingly; and -

6.2.1.2  not disclose the other Party’s Confidential Information fo any other
person s&:.o:ﬁ the oé:mq_w priar written consent.

o_mcmm 6.2.1 shail not muuq 8 the mxﬁmsﬁ that

6221 such- a_mo_omc_.m is a reqguirement of _.mé or any competent
. regulafory body placed upon the Party making the disclosure,
including any requirements for disclosure under the FOIA, Cods of
Practice on Access fo: Government Information or the
Environmental Informaticn mmm:_mﬂ_o:m pursuant to Clause 8.4

{Freedom of __._*oqamﬁ_oa

6.2.2.2 such information was in the possession of the _.um@ making the

disclosure without obligetion of confidentlality E._oﬁ 1o its disclosure
by the information owner; or

8.2.2.3 mco: _:ﬁo:.:mﬁ_o_._ was o_uﬁ_:ma from a third vmﬂq without obligation
of confi am:zm__? or

6.22.4  such information was m_qmw% in the public domain at the time of
n_mmn_ow:ﬂm oﬂ_._m:imm than by abreach o_n the Oo_._ﬂ_.mnn or

- 6225 itis SamumsamEE am<m_oumn_ without access fo the other Party's

Confidential __._ﬁo_‘amﬁ_o:

The Supplier may only disclese the O_._wﬁo_.:mwm Confidential _103._&_03 to
those members of the Supplier's Staff who are directly involved in the
provision of the Contract Services and who need to know the information, and
shall ensure that such individuals are aware of and shall comply with these
obligations as to confidentiality.

The Supplier shall not, and shall procure that the mcvv_mmq,m Siaff do not, use
any of the Customer's Confidential _:ﬁo_.:._mﬁ_o: received otherwise than for the
purposes of the Contract

At the written _.mn:mmﬁ of the Customer, the Supplier shall procure that those

members -of the Supplier's Staff identified in the Customer's notice sign a

confidentiality undertaking prior ﬁo commencing any work in accordance 5_9 .
the Contract.
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6.3"

5.2.6

627

6.2.8

6.2.9-

6.2.10

6.2.11

Official Secrets Acts 1911 to 1989; mm&% 182 of the Finance Act 1989

8.3.1

UNCLASSIFIED

Nothing in the Oozqmg shall - Em<m=ﬁ the Customer fromi discicsing the
Supplier's Confidential 4nformation (including the Management Information
obtained pursuant to clause 13 of the Framework Agreesment):

. 6.2.6.1 to any Crown body or any cther 00:5&:@@0% on the basis that

the information.is confidential and is not-to be disclosed tc a third
‘party which is nct part of any Crown body or any Oo:qmoc:m mo%
save as required by Law; .

6.282 to any oo:mz_ﬂma contractor or other um_‘mo: engaged by the
Customer fér any purpose relating to or connected with the

) Coniract or the Framework Agreement (on the basis that the
information shall be held by such consultanf, contractor or other

person in confidence and is not to be disclosed to any third party)-

or any person conducting an OGC Gateway ™ review or any

additicnal assurance programme; i

6.2.6.3- for the purposs of the' .examination ' and certification of the

- Customer's accounts; or - .

6264 for any examination ‘pursuant to section 8(1) of the Naticnal Audit

Act 1983 of the economy, efficiency and effectiveness with. é_.._ns
the Customer has used its resources.. :

The Customer shall use all reasonable endeavours to ensure that any
government department, Customer, employee, third party or Sub-Contractor to
whom the Supplier's Confidential Information is disclosed pursuant fo
Clause m.m.m is.made aware of the Ocmﬁoamwm otligations of oo:mamzmm_m?

205_3@ in :.__m O_mcmm g2 msm__ prevent either Party from using any
techniques, ideas or Know-How gained during the performance of the Contract
in the course of its normal business to the extent that this use does not result
in a disclosure of the other _um&m Confidential Information or an infringement
of IPR. ,

In. order to ensure that no unauthorised person gains access to any
Confidential Information or any data obtained in performance of the Contract,
the Supplier undertakes to mainfain adequate security m_._.m:mmam:.nm that meet -
the ﬂmn:_ﬂmam:.ﬁm of Good Industry Practice.

The m_._nu__mﬂ m:m__ at all times during m:a after the Umno:.:m:om of the
Contract, indemnify the Customer and keep the Customer fully indemnified

_ against all losses, damages, costs or expenses and other liabilities (including -

legal fées) incurred by, awarded against or agreed to' be paid by the Customner
arising from any breach cf the Supplier's obligations under this Clause 6.2
except and to the extent that such liabilities have :wmc_ﬁmo_ a_qmo.% #03 the

Customer's _:mﬁ_‘cnuo:m

No changes mjm__ be Emam _u< =._m m_._uu_umq in the way ﬁ:mé handle or Bm.,x any
Govemment information under this Contract until'those changes have been
specifically agreed by the Authority by means of a subsequent Variaticn.

The Supplier shall 83n_< E_E and shall ensure »:mﬁ its m”mq 832« with, Em
,Eo,.._m_onm o,m

6. m A 1 gm Official Secrets Acts 1911 to 1989 and

6.3. 4 2 mmﬁ_oz 182 of the _usm:om Act 1989. o
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28 -



6.4

UNCLASSIFIED .

Freedom of _=qo_.3m=o= -

6.4.1

6.4.2

6.4.3

6.4.4

6.4.5

6458

6.4.7

The Supplier acknowledges’ Smﬂ the O:m.ﬂoamq is subject to the requiraments
of the FOIA and the Environmental Information Regulations and shall assist
and cooperate with the Customer to enable the' Customer to comply with its
Information disclosure’ obligations. .

The Supplier shall and shali procure that its m.._c-,OD:quﬁo_.m shall:

6.4.2.1.- transfer to the Customner all mmncmﬂm “for Information that it
receives as soon as practicable and in any event within twa (2)
Working Days of receiving a Request for Information;

6422  provide the Customer with a copy of all Information relating to a
Request for Information in its possession, or control in the form
that the Customer requires within five (5) Working Days (or such
other period ‘as the Customer may mvmn_g oﬁ the O:mﬂoamﬂm
.ﬂmgcmwﬁ and

6.4.2:3 provide all necessary ‘assistance as reasonably requested by the

Customer to enable the Customer to respond to the Request for

Inforration within the time for compliance set out in section 10 of

“the FOIA or regulation 5 of the Environmental Information
Regulations.

The Customer shall be _‘mmvo:m_c_m *oﬂ determining in its absolute discretion
and netwithstanding any other provision in the Contract or any other contract
whether the Commercially Sensitive Information and/or any other Information
including Supplers’ Confideritial Information, is exempt fram disclesure in
accordance with the provisions of the FOIA or the Environmental Information
Regulations.

In no event shall the Supplier respond directly to @ Request for Information

"unless authorised in writing to do so c< the Customer.

The mcvv__mﬂ mox:oé_mammm that (notwithstanding the provisions of O_mcmm 6.2)

the Customer may, acting in accordance with the Ministry of Justice Codes, be
obliged under the FOIA or the Environmental Information Regulations to
disclose information concerning the Supplier or the Contract Services:

6.4.5.1 incertain o:ocawﬁzomm without oo=mc_::u the w:vv:m: or

‘6.45.2 following consultation with the Supplier m:n_ having taken the

m:nu__mxm views into account,

provided m_émﬁ that where Clause 8.4.5 applies the Customer shall, in
accordance with any recommendations of the Code, fake reasonable steps,
where appropriate, to give the Supplier advanced notice, or failing that, to
draw the disclosure to the Supglier's attention after any such disclosure.

The Supplier shall ensure that all Information is retained for disclosure in
accordance with the provisions of the Contract and in any event in accordance
with the reguirements of Good Industry Practice and shall permit the Customner
on Bmmo:m_gm notice to inspect such records as requested from time to time.

The Supplier acknowledges that the Commercially Sensitive Information is of

an indicative nature cnly and that the Customer' may be o_u__mma to a_mo_Omm it
in accordance with Clause 6 A 5.
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7

7.1

'UNCLASSIFIED.

Transparency -

_6.5.1

6.5.2

6.5.3

6.5.4

The vmam_m_mow:oimamm, that, except for ‘any information which is exempt
from disclosire in accordance with the provisions of the FOIA, the content of

_the Confract is not Confidential Information. = The Customer shall be
' responsible for amﬂm_.aizu in its absolute discretion whether any of the

content of the Contract is mxm_.:_uﬂ from disclosure in accordance with the
provisions cf the FOIA.

Notwithstanding any ‘other term aof the Confract, the Supplier hereby gives
consent to the Customer fo publish the Contract to the general public in its
entirety (subject only to redaction of any information which is exermpt from
disclosure in accordance with the provisions ‘of the FOIA), _=o_cn_:m any
changes ﬁo the Contract mm:mmn_ frem time to ime.

The Gustomer may consult with the Supplier to inform its decision regarding
any redactions but the Ocmﬂo_,:m_‘ shall have the final decision in ifs absolute -
discretion.

._.:m mcvv__m_. msm__mmmpmﬁm:anoonmﬂmﬂm ,_SH: ﬁ_._m O:ﬂoamq hBm:m_,...u_m. Sm
Customer to publish the Contract’ . :

Security of _u_‘m_._..mm.mw

"BA5

BA.6

6A.7

6A.8

The ocmﬁoamﬁ shall be responsible ﬂoﬁ maintaining the security of the
Premises in accordance with its standard security requirements. The Supplier
shall comply with all reasonable security requirements of the Customer while
on the Premises and shall. ensure that the Suppliers Staff comply with such

i _‘mnc_qm:._m:.ﬁm

The Customer shall previde the msuu:m_. upon Hmncmmﬁ copies of. its written
security procedures and shall afford the Supplier upon request an oppaortunity

to inspect its physical security arangements,

Not used.

- The Supplier shall Eosnm the Customer upon ﬂmn_cmmm copies o.m its written

security procedures and shall afford the Customer upon request an
opportunity to inspect its physical security arrangements. ‘

WARRANTIES, REPRESENTATIONS AND UNDERTAKINGS

The Supplier Em_,ﬂm_._m... represents and caamnmxmw to the Customer Smn.

7.1.1

7.1.3

7.1.4

715

it has- full capacity and authority and all necessary B:mm:ﬁm licences,
permissions (statutory, regulatory, contractual or otherwise) to enter into and
perform its obligations under the Contract; .

the Contract is executed by-a duly authorised representative of the Supplier;

in entering the Contract it has not oo_j_dﬁma any Fraud;

_;mm:o"ooaa_#ma m:< omm:nm_._:amﬁ Em _u_tm<m:ao:9, Oo:c_uﬂ_o_d >Qm ‘_mmm .
to 18186, or the Bribery Act 2010, .

all information, statements m:n_ qmuqmmm:ﬁmﬂ_ozm confained in the’ Supplier's
ﬁm:am_. or oﬁ:m_. wc_u_.:_mm_o_._ to the Customer for the méma of the Ceniract
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7.2

7.1.8

747,

7.1.8

7.1.10

7.1.11

UNCLASSIHED,

Services are frue, accurate and not misleading save as specifically disclosed
in writing to the Customer prior to execution of the Contract and it will advise
the Customer of -any fact, matter or-circumsiance of which it may become
aware which would render any such information, staternent or representation
to be false or misleading;

no claim is being asserted and no litigation, arbitration or administrative
proceeding is presently in progress or, to the best of its knowledge and belief,
pending or threatened against it or its assets which will or might mmmnﬂ its
ability to perform its abligations under the Contract;

it is not subject to any contractual obligation, compliance with which is _mxm_( to

have an adverse effect on its m_u___a\ fo _umqo_._.: its obligations under the
Contract;

it has not dene or omitted to do anything which could have an adverse effect

on its assets, financial condition or position as an angoing business concern or
its ability to fulfil its oc__mmﬂ_o:m under the Contract;

no vqoomm&:mm or other steps have been faken and not discharged or

dismissed (nor, to the best of its knowledge, are threatened) for the winding up
of the Supplier or for its dissolution or for the appointment of a receiver,
administrative receiver, liquidator, manager, administrator or similar officer in
relation to m=< of the w_.__u_u__mwm assets or revenue;

‘it has taken m:a shall oo:EEm to take all steps, in accordance with Good

Industry Practice, to prevent the unauthorised use of, modification, access,
infroduction, creation or propagation of any disruptive element, virus, werms
and/or Trojans, spyware or offier malware into the computing environment
(including the hardware, software and/or telecommunications networks
or equipment), data, software or Confidential Information (held in electronic
form) owned by or under the contrel of, or used by, the Customer; and -

it owns, has obtained or is able.to obtain valid licences for all Intellectual
Property Rights that are necessary for the performance of its obligations under
the Contract and shall maintain the same in full force and effect for so long as
is necessary for the proper provision of the Confract Services.

The Supplier warrants, represents and undertakes to the Ocmﬂoamq that

7.21

722

7.2.3

it _._mm read and fully understood the Letter Qn >v_uo_::._._mﬂ and these Call-OfF
Terms and is capable of performing the Contract Services in all respects in
accordarice with the Contract;

the Supplier and each of its Sub-Contractors has all staff, equipment and

experience necessary for the proper um:o::m:om of the Contract Services;

.,,..m:a

it will at all times:

7.2.3.1 perform its obligations ::n_mﬂ_im Contract with all reasonable care,
skill and diligence and in accordance with Good Indusiry Practice;

7232 83_”.% with all the KPls and meet or exceed the Service Levels;

7.2.3.3 ' carry out the Contract Services within the timeframe agreed with
the Customer; and
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- 7.3

7.4

7.5

8.1

. UNCLASSIFIED |

7.2.34 . without prejudice to its obligations under -Clause 2.3 {Key
: Personnel), ensure-to the satisfaction ofthe Customer that the
Contract Services are provided and carried out by such
appropriately qualified, skilled and experienced Suppliers and/or
other Staff as shall _um necessary for the proper _um_._“o::mznm o_q

5m Contract Services.

The Supplier m:m__ uBEEE :oa@ H:m O:m»o_,:mﬂ in writing:

7.3.1

7.32

7.3:3

of any material detrimental n:m:mm inthe fi :m:o_m_ standing and/or credit _‘mﬁ_:m

. of the Supplier;

if the Supplier undergoes a Change of 00::..0_“ and

w&iama this does not contravene any Law, .of any circumstances suggesting
that 2 Change of Control'is planned or in contemplation.

" For the avoidance of doubt, the fact that any provision within the Contract is expressed as

a warranty shail not preclude any right of termination the Customer weuld have in respect

- of breach of that provision by the Supplier if that provision had not been so expressed.

The Supplier mox:né_m.ammm and agrees that:

T 7.54 the warranties, representaticns and undertakings contained in the Contract are
: material and dre designed to induce the Ocmﬁo_.ao_. into m_.;m::m into’ the -
Contract, and
752 the Customer has beeri inducsd into entering into the Contract and in doing so
has relied upon the ém_._‘msﬂ_mm representations-and c:amnmx__._mm oo_._*mSmn in
the Contract.

. TERMINATION

Termination on Insolvency

B.1.1

The Customer may terminate the Contract with immediate effect by giving

notice in writing to the Supplier if:

8.1.1.1 - a proposal is made for a voluntary afrangement within, Pait | of the
’ Insolvency Act 1986 or of any other compcsition scheme or
arrangement with, ‘or mmm,m:_,:m_._.ﬁ for the cmﬁmﬁ of, the w:_u_u__m_..m

Qma_ﬁo_.m or

8.1.1.2  a shareholders’, members’ or pariners’ meeting is convered for the

purpose-of considering a resclution that the Supplier be wound up

- or a resolution for the winding-up of the Supplier is passed (other

than as part of, and exclusively for the n::un.mm of, a bona fide
reconstruction or amalgamation); or

8.1.1.3  a petition is presented for the winding-up of the Supplier (which is
not dismissed within five {(8) Working Days of its service} or an.
application is made for the appointment of a provisional liquidator
or a creditors’ meeting is convened in respect of the Supplier
pursuant to section 98 of the Insolvency Act 1988; o’
" a receiver, administrative recaiver or similar officer is appointed
over the whole or any part of the Supplier's business or assets; or

8.1.14
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8.1.15

8.1.1.6

8.1.1.7
8.1.18

8.1.1.9

8.1.1.10

8.1.1.11

8.1.1.12

8.1.1.13 .

UNCLASSIFIED

a creditor .or encumbrancer attaches or takes possession of, or a .
‘'distress, execution, sequestration or other such process is levied
or enforced on or sued against, the whole or any part cf the
Suppliers assets and such attachment or process is not
discharged within ten (1C) Working Days;

an application is made in respect of the Supplier either for the

. appointment of an administrator or for an administration order and
an administrator is appeinted, or notice of _:ﬁngo: to appoint an
ma_.:_:_mqmﬁo_w is w:..m: or

if the wc_u_u__Q is or becomes insolvent within a_._m Emm:_:m of

section 123 of the Insolvency Act 1988; or

the Supplier suspends or ceases, or threatens to suspend. or
cease, to carry on all or a substantial part of his business, or’

in the reasonable opinion of the Customer, there is a material .
detrimentzal change in the financial mnm:a_:m m:&oﬂ the credit
rating of the Supplier which:

(a) adversely _:.._umonm on the m:_u_u__m_..m ability to supply Em
Contract Services in accordance with the Oo:qmoﬁ or

{by could qmmmo_._mUE be expected to have an adverse __.:umﬂ
" on the Supglier's ability to supply the Contract Services in -
accordance with the Centract; or-

the Supplier demerges into two or more firms, merges with ancther

firm, incorporates or otherwise changes its legal form and the new
entity has or could reasonably be expected to have a materially
less good financial standing or weaker credit rating - than the
Supplier; or

being a ..m_.:m__" company" within the Emm:m:m of section 382(3) of

the Companies Act 2006, a moratorium in respect of the Supplier
comes into force pursuant to Schedule A1 of the __._mo_<m:o< Act
._mmm or

the Supplier being an individual dies or is adjudged incapable of
managing his affairs within the Smm:_:m of Part VI of the Mental
Health Act 1883; or

the Supplier being an individual or any partner or partners in the
Supplier who together are able to exercise control of the Supplier
where the Supplier is 2 firm shall at any time become bankrupt or
shall have a receiving order or administration order made against
him or them, or shall make any composition or airangement with
or for the benefit for his or their creditors, or shall make any
conveyance or assignment for the benefit of his-or their creditors,
or shall purport to do any of these things, or appears or appear
unable fo pay or to have no reasonable prospect of being able to
pay a debt within the meaning of section 268 of the Insolvency Act
1986, or he or they shail. become apparently inselvent within the
meaning of the Bankruptcy (Scotfand) Act 19885, or any application

. shall be made under any bankruptey or insoivency act for the time

being in force for sequestration of his or their estate(s) or a trust
deed shall be granted by him or ﬁ:m_j on _um:m: of his or their
nqma_no_‘m or o
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UNCLASSIFIED

8.1.1.14 any event similar to those listed in Clauses 8.1.1.1 to 8.1.1.13
occurs under the law of any other jurisdiction. '

82 ._.m:ﬂm:mmo__. on Material Breach, Persistent Failure or Grave Misconduct etc

. 821 - The Customer may terminate the Contract with immediate effect by giving
" written nctice to the Supplierif: , ,

82.1.1.  the Supplier commits a Material Breach and if;

() the Supplier has rot within ten (10) Working Days or such
other longer period as may be specified by the Customer, -
after issue of a writteri notice to the Supplier specifying
the Material Breach and requesting it to be remedied:

3 * remedied the Material Breach: and

. (i) put in place measures .to ensure _Em_,n such
. .  Material Breach does not recur, ,

‘in mm_n_._ case to the satisfaction of the Customer; or

(b} the Material Breach is not, in the opinion .om_ﬁ:m Customer,
capable of remedy; or _ .

82.1.2  if a Persistent Failure has occurred; or
8213 if Grave Misconduct has occurred; or

8.2.1.4  the Supplier breaches any of Clause 6.1 (Protection of Personal
) Data), Clause 6.2 (Confidentiality), Clause 6.3 (Official. Secrets
Acts 1911 to 1989), Clause 7 (Warranties, Representations and
Undertakings), Clause 11 (Prevention of Bribery and Corruption),
Clause 12 (Non Discrimination), Clause 13 {Prevention of Fraud)
and Clause 14 (Transfer and Sub-Contracting}; or ,
8215 in the event of conviction for dishonesty of the Supplier {if an
individual) or any one or mere of the Suppliers directors. partners

or members (if the Supplier is a firm or firms). ,

8.22 . If the Customer-fails {o pay the Supplier undisputed sums of money when due,
, the Supplier shall notify the Customer in writing: of such failure fo pay. If the
Customer fails to pay such undisputed sums within five (5) calendar days from
the receipt of a such notice, the Supplier may terminate the Centract by ten
(10) Working Days’ written notice to the Customer.  ~

8.3 Termination on Change of Control

8.3.1 The Customer 3m<,ﬂmq_35mﬂm the Contract by notice in writing with immediate
effect EH:E six (8) Months of: : :

83.1.1 being notified in writing that @ Change of Control has occurred or is
, planned or in contemplation; or-

8312 where no notification has been made, the date that the Customer
becomes aware of the Change of Control, ‘. )

“but shall not bg permitted to terminate where the Customer's written consent
to the continuation of the Contract was granted prior to the Change of Control.
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5.4

8.5

8.6

9.1

8.2

UNCLASSIFIED

Termination on m_..:.::_m_e Notice

8.4,1 The Custorner shall have the right to'suspend the Contract with immediate
effect at any time by giving written notice to the Supplier and to terminate the
Contract with __._._ama_mﬁm effect by giving written notice 8 the m_._uu__m_. at any
time.

. . Termination of Framework >m_.mm:_m.=

8.5.1 ._.:m Custamer may terminate the Oo:qmoﬁ with immediate mmmon by giving
written notice io the Supplier if the _uﬁmgmio% Agreement.is terminated for
any reason E:mﬁom(.m_.

Partial Termination

8.6.1 Where the Customer is- entfiled tc terminate the Contract pursuant fo this -
Clause 8, the Customer shall be entitled to ferminate all or part of the Contract
provided always that the parts of the Contract not terminated can operate
mmm2_<m_< to deliver the intended purpose of the Contract or-a part thereof.

CONSEQUENCES OF mx_u__ﬂ< OR TERMINATION

m:gmon to Clause 9.2, where the Customer 83.:3&3 the. Contract pursuant fo Clause 8

'(Termination} and then makes other arrangements for the w:wUE of the Confract Services:

811 ﬁ..sm Customer may recover from the Supplier the cost teasonably incurred in

making those other m:.m_._m_wﬂm:ﬁm and any addifional expenditure incurred by
the Customer in securing the Confract Services in accordance: E_Hs the
_.mn_c_ﬂmamsnm of the Oo:ﬁ_mﬁ.

w,.ﬂ.m n:mOcmﬁoamq m:m__ "mwmm__ _.mmmo:mc_m m*mnmﬁoa_ﬁ_@mﬁm mcozma%_o:m
expenditure; and . )

9.1.3 no further umv,am:ﬁm shall be _um<mc_m by the Customer to the w_._uu__mﬂ c:d_ the
* Customer has established the final cost of.making those other arrangements,

whereupon the Customer shall be enfitled to deduct an amount equal fo the -
final cost of such other mzm:mmam:ﬁ from the further payments then due to
the w:vn__m_.

Clause 9.1 shall not apply where the Customer terminates ﬁ:m Contract:

921 = solely pursuant o O_m_._mm 8.3 or o_mcmm 8.4; or

922 solely pursuant to o_m:mm 8.5 if termination pursuant to Clause 8.5 occurs as a

result of termination of the Framework Agreement pursuant to the provisions .
of clauses 24.6, 24.11, 24.12 or 24.13 of the Framework Agreement.
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9.3

9.4

8.5

9.6

UNCLASSIFIED

Where the Customer terminates the Contract c:a.m.q Clause 8.3 or 8.4, the Ocmwosmq shall
indemnify the Supplier against any reasonable and proven commitments, [iabilities or

expenditure which would otherwise represent an unavoidable loss by the Supplier by

reason of the termination of the Contract, provided that the Supplier takes all reasonable
steps to mitigate suchi loss. The Supplier shall submit a fully itemised and costed list, with
supporting evidence, of losses reasonably and actually incurred by the Supplier. Where
the Supplier holds insurance, the Supplier shali reduce its c:m<oama_m cosfs by any
insurance sums available. -

On the termination of the Oo:ﬁ_.mgm for any :mmmo_._ the Supplier shall, mﬁ the ﬂmncmmﬁ of Em
Cusicmer and at the Supplier's cost;

841 . immediately return to the Customer all Conifidential lnformation’ and the -
Customer's Personal Data in its possession cr in the possession or under the
control of any permitted suppliers or Sub-Contractors, which was obtained or
produced in the course of providing the Contract Services;

.8.4.2 except where the retention of Customer's Personai Data is required by Law or

regulatory purposes, promptly destroy all copies of the Customer's Personal
Data-and provide written no:_q rmation 'to Em Customer Em» the data has been -
destroyed. ,

943 immediately deliver to the Customer in good warking crder (but sukject to
alowance for reasonable wear and tear)} alt the property (including materials,
documents, information and access keys but excluding real property and iPR)
issued or made available to the Supplier by Em Cusfomer in oo::mndo: with
the Contract provided to Em Supplier;

9.4.4 vacate, and procure that the Supplier's Staff vacate, any n_,ma_mmm of the
 Customer ooo:w_mn for the uc_.uommm of providing the Contract mm?,_omm

. 845 return 8 ‘the Customer any sums prepaid in respect of the Contract Services

not vasama by the n__mﬁ of expiry or termination (howsoever arising); and

945 promptly provide all information conceming the provision of the Contract
" Services which may reasonably be requested by the Customer for the
_purposes of adequately understanding the manner in which the Contract
Services have been provided or for the purpose of allowing the Ocmﬁoam_‘ or
any _‘m_u_momam:ﬁ Supplier to no:acoﬁ due diligence. ,

Notused

Save as oﬂsmﬂs;mm mxvqmmm_w\ _uasn_mn_ in the Contract:

€.6.1 fermination or expiry of the Contract shall be without v_.m.En_nm to any :m:ﬁ
remedies or ou_ﬁm»_o:m accrued under the Contract prior to ‘termination or
expiration and nothing in the Contract shall prejudice the right of ejither Party to
recover any amount.outstanding at the ﬂ_am of such ﬂmz._.___._meo: or expiry; and

9.6.2 termination of the Contract shall not affect the continuing rights, remedies or
, obligations of the Customer or the Supplier under the following Clauses:
Clause 3 (Payment and O:mammy Clause 4 (Limitatioris); . Clause &
{Intellectual Property Rights); Clause 6.1 (Protection of Personal Data);

Clause 8.2 (Confidentiality; Clause 8.3 (Official Secrets Act); Clause 5.4

{Freedom of [nformation); Clause 11 (Prevention of Bribery and Corruption);

Clause 13 (Prevention of Fraud); Clause 21 {Confracts (Rights of  Third

Parties) Act); Clause 23.1 (Govemning Law -and -Jurisdiction} and, without

limitation to the Eqmmo_:m_ any other provision cf the Contract which mx?mmm:\
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10.

10.1

10.2

10.3

11.

11.2

._._.w,

"UNCLASSIFIED

or by-implication is to be performed or observed :og_sﬁjwﬂ:aﬁm termination or
expiry shall survive the termination or expiry of the Contract .

PUBLICITY, MEDIA AND OFFICIAL ENQUIRIES

The Supplier shall not, and shall procure that its Sub-Contractors shall not, make any
press announcements or publicise the Contract in any way without the Customer's prior
written approval and shall take reasonable steps to ensure that the Supplier's Staff and
professional advisors comply with this Clause 10. Any such press announcements or
publicity proposed under this Clause 10 shall remain subject to the rights relating to -
Corfidential Information and Commercially Sensitive information, - : .

Subject to the nghts in ﬂ.&m.ﬁ._o: to -Confidential Information and Commercially wm:m:Em
information, the Customer shall be entitled to publicise the Contract in accordance with
any legal obligation upon.the Customer including any examination of the Contract by the
Auditors. “ , :

The Supplier shall not do anything or permit to cause anything to be done, which may
damage the reputation of the Customer or bring the Customer into disrepute.

'PREVENTIGN OF BRIBERY AND GORRUPTION

The Supplier shall rot:

M1 " offer or give, or agree to give, ﬁ.o any va_oﬁm_ agent, servant or

representative of the Customer, any Contracting Body or any other public bedy
or any person employed by or on behaif of the Customer any gift or other
consideration of any kind which could act as an inducement or a reward for
any act or failure to act in relation to the Contract; or .

11.1.2 engage in; and shall procure that all the Supplier's Staff or any pefson acting -
- on the Supplier's behalf shall not commit, in connection with the Contract, a
Prohibited Act under the Bribery Act 2010, or any other relevant laws, statutes,

regulations or codes in relation o bribery and -anti-corruption. |

The Supplier warrants, represents and undertakes that it has not:

11.2.1 paid commission or agreed fg pay commission to the Customer, any
Contracting Body or any other public body or any person employed by or on
“behalf of the Customer in connection with the Contract; and ,

11.22. - entered into the Contract with knowledge, that, in connection with it, any
money has been, or will be, paid o any person working for or engaged by the
Customer or any other putlic body or any person employed by or on behalf of
the Customer in connection with the Contract,’ or that an agreement has been
reached to that effect, unless details of any such arrangement have been -
disclosed in writing to the Customer and the Autharity before execution of the
Contract. : : o

-The msﬁ._u:mq shall: .

1134 - in relation to the Coniract, act in accordance with: the Ministry of Justice
Guidance; - -
11.3.2 : immediately notify the Customer if it suspects or becomes aware of any

breach of this Clause 11; .

11.3.3 respond promptly to any of the Customer’s enquiries regarding any breach,
potential breach or suspected breach of this Clause 11 and the Supplier shall

co-operate with any investigation and ailow the Customer to audit Suppliers
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11.4

11.5

12.
12.1
12.2

13.

13.1

13.2

UNCLASSIFIED

-

coowm records and any other relevant aoocamamﬁ_o_._ in .connecticn with the
breach;

11.3.4 if so amnsan_ by the Customer, within twenty (20) Working Days of the
commencement date of the Confract, and annually thereafter, certify to the
Customer in writing of the compliance with this Clause 11 by the Supplier and
all persons associated with i or its Sub-Contractors or other persons-who are
supplying the Services-in connection with the Contract. The Supplier shall
provide such supporting evidence of compliance as the Customer may

" reasonably request; and

11.3.5 ' ‘have, maintain and enforce &n anti-bribery policy (which shall be disclosed to
; the Customer on request) to prevent the Supplier and any of the Supplier's
Staff or any person acting on the Supplier's behalf from 833_5_:@ a

mu_d:_a;ma Act and shall m:ﬁoam it where muuBE_mﬁm

If the Supplier, any member of the Supplier's Staff or .mﬂ< _umao= acting on _ﬁ:m wruw:mﬂ_m
behalf, in all cases whether or not acting with the Supplier's knowledge breaches:

1141 this Clause 11; or

11.4.2 " the Bribery Act 2010 in relation to the Contract or any other contract with the
) Customer or any other public body or any person employed by or on behalf of
the Customer or a u:_u:n Uo% in connection with the Contract,

the Customer shall be erititled to terminate the Oo_._qmon by written 388 §5 _Bama_mﬁm.
effect.

Without prejudice to its other rights and remedies under this Clause 11, the Customer shall
be entitled to recover in full from the Supplier and the m_.__uu__mq shall on demand indemnify
the Customer in full from and against:

11.5.1 the amount of value of any such gift, consideration or commission; and

11.5.2 m:< o§m,. loss sustained by the Customer in oo:mmn_:mzom of any breach of

this Clause 11.
NON-DISCRIMINATION

The mcv_u__mq shall not E.__mcsﬂc__z discriminate within the Bmm:_:m and scope of any Law,
enactment, order-or regulation relating to discrimination (whether in race, mm:am_, qm__m_o:

-, disability, mmx:m_ o_,_m:ﬁm.no: age or oﬁsm:z_mmv

The vav:m_. shall take all nmmwo_..mc_m steps to secure the observance of Clause 12.1 E\ all
the Supplier's Staff employed in the execution of the Contract. .

PREVENTION OF FRAUD

The Supplier shall teke all qmmmo:ma_m steps, in accardance with Gaood Industry Practice, to

. Em<m3 any Fraud by the Supplier and any member of the m%v__mwm Staff.

The mcu_u:mq shall :ou@ the Customer _33ma_mﬁm€ if it has reason fo mcwqu that any
Fraud has occurred or is oceurring or is likely to occur save where complying with this
provision would cause the Supplier or any member of the Supplier's Staff to commit an
offence under the _u_.oommam of Crime Act 2002 or ﬁ:m Terrorism Act 2000.

Revised Version & - August 2016 V6

39



n

13.3

14,

14.1

14.2

14.3

14.4

14.5

UNCLASSIFIED

13.3.1 ~ the m:nu__m_. Emmn:mm m_._< 9n its obligations under o_m:mm 13.1 m_.a
Clause 13.2; 0r

13.3.2 the mcuu__mmﬂ. or any member of the Supplie’'s Staff commits any Fraud in
" relation to the Contract or any other contract with the Customer or any other
person, .

the Customer may recover in full from the Supplier and the Supplier shall on demand
indemnify the Customer in full against any and all losses sustained by the. Customer in’
consequence of the relevant breach or commission of Fraud, including the cost reasonably
incured by the Customer of making cther arrangements for the supply of the Contract
Seyvices and any additional expenditure incurred by the Customer [n relation thereto.

TRANSFER AND SUE-CONTRACTING
The Supplier mmm__ not 'assign, novate, enter into a Sub-Contract in respect of, or in any
other way dispose of, the Contract or any part of it without the Customer's prior written
consent. The Customer has. conserted to the. m_._mmmmam_._ﬁ of m:< Sub-Contractors

specifically identified in the Letter of Appointment.

The Supplier shall be _.mmvo:m_c_m for all acts and omissions of its m:u.Oo_._ﬂ_,moﬁoﬁm and
those employed or engaged by the Sub-Contractors as though they are its osﬁ

The Customer may assign, novate or otherwise n__chmm of ;m rights mna oE_@mn_o:m under
the Contract or any part thereof to: .

14.3.1 any other Contracting Bedy; or .

14.3.2 any other' bedy established by the o_.osa or Eam_. mﬁmﬂcﬁm in order
substantially to perform any of the functions that had previously been
wmqoa..mo. by the Customer, or

K.m.m m_._<u:<m,ﬁm mmoﬁoﬂ co&\ E:_o_._ m:dwﬁm:zm__w _um:o::m ‘%m.ﬂc:oﬁ_o:moﬁ ﬁsm
- Customer,

provided that any such assignment, novation or other disposal shall not Soﬂmmmm_‘, the
burden of the Supplier's oz_omﬁ_o:m under the Contract.

Any o:m_._m_m in the legal ‘status of the Customer such that it ceases 8 be a 00_._5_3:@
Body shall not, subject to Clause 14.5, affect the validity of the Contract. In such
circumstances, the Oo:u,mon shall bind and inure to the benefit of any successcr body to
the Customer.

If the rights and obligations under the Contract are assigned, novated cor dtherwise
disposed of pursuant to Clause 14.3 to a body which is not 2 Contracting Body or if there is
a change In the legal status of the Customer such that it ceases 1o be a Contracting Body
(in the remainder of this Clause any such body being. _.m*m:ma to as a "Transferee"):.

14.5.1 the _._o_.;m of termination of the Custormer in Clause 8 shall be m<m__ma_m to c.,m
: Supplier in the event of, respectively, the bankruptcy or insolvency, or default

of the Transferee; and
14.5.2 the Transferee shall only be able to assign, novate ar otherwise dispose of its

:m_.:mm:n_OU__mm.H_o:mE.amlnmOo:.qmnﬁo_. m_é umnn:mqmoqs_ﬂ_ismnﬂmso:m
-.consent in writing of =._m Supplier. :
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14.6-

14.7

15.

15.1

16.2

16.3

16.

M7.

18.

T 181

182

19,

UNCLASSIFIED

‘“The Customer may disclose to any Transferee any Confidential Information of the Supgplier

which relates to the performance of the Supplier's obligations under the Confract. In such

" circumstances the Customer shall authorise the Transféree to use such Confidential

Information only for-purposes relating. to the performance of the Supplier's obiigations
under the' Contract and for no other purposes and shall take all reasonable steps to ensure

~ that the Transferse’ m_<mm a confidentiality undertaking in relation to such Confidential

_:ﬁo:.:mﬂ_o:

_uoﬁ Hzm purposes of Clause 14.5 each Party shail at its own cost and expense carry out, or
use alf reasonable endeavours to ensure the camrying out of, whatever further actions
(including the execution of further documents) the other Party reasonably requires from
time to ime for the purpose of giving Emw other Party the E__ benefit oﬂ the provisions of the
Conftract

WAIVER

The failure of either _um._.q. to insist upon strict performance of any provision cf the Contract, .
or the failure of either Party to exercise; or any delay in exercising, any.right or remedy
shall not constitute a waiver of that right or remedy m:n_ shall nct cause a diminution of the
oc__mm*_o:w mmﬁm_u:m:ma by the Contract.

20 waiver m_._m__ be effective :.:_mmm it is expressly stated to be a waiver and communicated

o the other Party in writing in accordance with Clause 22.

A waiver by either Party of any right or remedy arising from a breach of the Contract shall
not constitute a waiver.of any. :@E or remedy arising from any ather or subseguent breach
of the Contract.

CUMULATIVE REMEDIES

mxomH as otherwise .mx_u_.mmmE provided by the Contract, ali remedies available to either

Party for breach, of the Contract are cumulative and may be exercised concurrently. or
separately, and the exercise of any one remedy 'shall not be deemed an m_mﬁ_o: of such
remedy to the' mxn_cm_o: of other remedies. .

FURTHER >.mm_._m>znmm

Each Party undertakes at the request of the other, and at the cost of the requesting Party
to do all acts and execute all documents which may be necessary to give effect o the
meaning of the Oo:ﬁ_,mnﬁ

mm<m_ﬂ>m=|_._.<

If any provision of the Gontract is _._m_n invalid, ilegal or unenforceable for any reason, such
provision shall be severed and Em remainder of the provisions hereof shall continue in full -

force and. effect' as if the Contract had been mxmocﬁma with the invalid, illegal or

unenforceable provision eliminated..

In the event of a 30_&:@_2 invalidity so fundamental as to-prevent the accomplishment of
the purpose of the Contract, the Customer and the Supplier shall _aamn__mﬂmq commence
good faith negotiations to remedy such 3<m__n__€ . _

m:v_u_-_m_ﬂuw m._.>,~.cm

~

At all imes during the term of the Contract the Supplier shall be an independent oo:qmoﬁﬂ.
and nothing in the Contract shall create a contract of employment, a relationship of agency
or partnership or a joint venture between the Parties and, accordingly, neither Party shall
be zuthorised 1o act in the name of, or on behalf of, or otherwise bind the other Party save
as expressly permitted by the terms of the Contract.
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20.

20.1

20.2

.20.3

204

20.5

21.

214

21.2

21.3

22,

221

222

- UNCLASSIFIED

ENTIRE AGREEMENT -

The Contract, together with a completed, signed and dated Framework Agreernent and the .
other documents referred to in them constitute the entire agreement and understanding
between the Parties in respect of the matters dealt with in them and supersede, cancel and
nuilify any previous agreement between the Parties in relation to such matters.

Eachof the _uma_mm acknowledges and agrees that in m_._ﬁ_.im into the Contract it does not

", rely on, and shall have no remedy in respect of, any statement, representation, warranty cr

undertaking (whether negligently or mnocentty made) other than as expressly set out in the
Confract. '

The Supplier acknowledges that it has:

2031  entered into the Contract in B_Emmom, on its own due diligence m_onm" and

20.3.2 received sufficient information requireéd by it in order to determine whether it is

mw_mﬁo.uasa.mﬁ:moo:ﬁ_,mwﬁmm?_momm_m:moaoamsnmémsEmﬁmﬂsmo::m
Contract. : .

' Nothing in Clauses 20.1 and 20.2 shall operate:

20.4.1 to exclude Fraud or fraudulent Smm_..qummm:_“mmo:“ or

204.2 to limit the rights of the Customer pursuant to clause 31 cf the Framework
. Agreement (Rights of Third Parties).

The Contract may be executed in counterparts each o._4 which “when executed and
delivered shall constitute an original but all counterparts together shall censtitute one and

the same instrument.

CONTRACTS (RIGHTS OF THIRD PARTIES) ACT

A person who is not a nm_.q_ to the Contract has no.right under the Contracts (Rights of
Third Parties) Act 1989 to enforce any of its provisions which, expressly or by implication,
confer a benefit on him, without the prior written agreement of the Parties, provided that

~

this Clause 21.1 does not affect any right cr remedy of any person which exists or is

. available otherwise than pursuant to that Act

No consent of any third party is necessary for any rescission, variation (including any
release or compromise in whole or in part of liability) or termination of the Contract or any -

.one or more Clauses of it -

. .

Without ‘prejudice to the Customer’s rights as a Oo:ﬁ..mo.zsm Body under clause 31 of the

Framework Agreement, the Supplier agrees that the Customer may enforce any of the

provisions of the Framework Agreement referred to in clause 31.2 (with the exception of
clauses 33 and 34 of the Framework Agreement) as if they were terms of the Contract
{reading references In those provisions to Centracting Bodies and the Supplier as
references to the Customer and the Supplier respectively). S .

NOTICES

Except as otherwise expressly provided in the Contract, no notice or other communication
from one Party to the other shall have any validity under the Centract uniess given ©

made in writing by or on behalf of the Party sending the communication. .

Any notice or other communication given or made by either Party to the other shall:
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2221 .be given by letter {sent by hand, noﬂ or -a recorded _mﬁ:ma. for delivery
: : service), facsmile or electronic mail confirmed by letter; and - .

2222 . unless the other Party acknowledges receipt of such communication at an

~ earlier time, be desmed to have been given: - .
22221 if delivered personally, at the time of delivery;

22222 if sent by pre-paid post or a recorded signed for service two ' (2) |
Working Days after the day on which the letter was posted
provided the relevant communication is not retumed as
undelivered; oo . _

22223 if sent by electronic mail, two (2) Working Days after posting of a
confirmation lefter; and .

22224 if sent by facsimile, on the day of transmission if sent before 16:00
hours on any Working Day and otherwise at.9:00 hours on the
next Working Day and provided that at time of fransmission of the
facsimile an error-free transmission report is received by the Party
sending the communication.

For the purposes of Clause 22.2, the address, me: address and fax _.,_cawmq of each
Party shall be the zddress, email address and fax number specified in the Letter of
Appointrment. . ' -

Either Party may change its address for service by mm?.:.._u a notice in accordance with this ,
Clause 22. : v ,

For the avoidance of doubt, any nofice given under the Contract shall not be validly served
- if sant by electronic mail {email) and not confirmed by a leter. -

DISPUTES AND LAW
Governing Law and .E_.m.m&o_“mo:

The Oo:.n_.m.oﬁ shall be governed by and interpreted in accordance with the Laws of England
and Wales and the Parties agree to submit to the exclusive jurisdiction of the English
courts any dispute that arises in connection with the Contract. : -

Dispute Resolution

2321 . The Parties shall attempt in good faith to negotiate a settiement to any dispute
between them arising out of or in connection with the Contract within twenty
(20) Working Days of either Party nofifying the other of the dispute and such
efforts shall involve the escalation of the dispute to the level of representative
of each Party specified in the Letter of Appointment.

23.2.2 Nothing in .this dispute resolution proceduré shall prevent the Parties from
seeking from any court of competent jurisdiction an interim order restraining
the other Party from Q.oim any act or compelling the other Party to do any act. -

2323 If the dispute cannot be resolved by the Parties n:acma to Clause 23.2.1, the
: Parties shall refer it to mediation: pursuant to the procedure set out in Clause
- 28.2.5 unless: . .

23231 the Customer considers -that the dispute is not suitable for
. resolution by mediation; or :
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the m:v_u__m_. aomm not agree to mediation.

The -obligations of ﬂ_._m Parties under the Confract shall :oﬁ be suspended,
cease or be delayed by the reference of a dispute to mediation and the
Supplier and the Supplier's Staff shall comply fuily with 5m ﬂmn_c__lmamam of the
Contract mﬂ all times.

23251

23.2.52

23253

23.2.54

123255

23256

The Eooma_.__.m for mediation is as dqo__os.m

a :mcqm_ adviser or mediator (the “Contract _Smn_mno_...v shall be
chosen by agreement between the Parties or, if they are unable to
agree upon a Contract Mediator within ten (10) Working Days
after a request by one Party to the other or if the Contract
Mediztor agreed upon Is' unable or unwilling-to act, either Party
shall within ten (10) Working Days from the date of the preposal to
appoint a Contract Mediator or within ten (1C) Working ‘Days of
notice to either Party that he is unable or, unwilling to act, appiy to
the CEDR 8 mn_uo_:ﬁ a Centract _(__m,..__m"cq~

the Parties shall within ten (1 8 Working Umﬁ. of the m_uuo_jﬁam:.n of
the Contract Mediator meet with him jn order to agree a
programme for the exchange of all relevant information and the
structure to be adopted for negofiations tc be held. If considered
appropriate, the Parties may at any mﬁum seek assistance from
the CEDR to provide guidance on a suitable procedure; -

unless otherwise agreed, all negotiations connected with the
dispute and any-seftlement agreement relating to it shall be
conducted in confidence and without Em_ca_nm to Em rights of the
Parties in any E..Ea praceedings;

if the Parties qmmo_.__mm_,mm_ﬂm:ﬁ on Sm_ resolution of the dispute, the
agreement shall be reduced to writing and shall be binding on the
Parties once m:m signed by their duly authorised represeniatives;

faiing agreement, either of the Parties may invite the Contract

- Mediater to provide a non- -binding but informative opinion in

writing., Such an opinion shall be provided on a without prejudice
basis and shall not be used in evidence in any proceedings
relating to the Confract without the _u_._o_, sq&m: S:mm:ﬂ 9q both
_Parties; and

if the Parties fail to reach agreement in the structured negotiations

within sixty (60) Working Days of the Contract Medizfor being
appointed, or such longer pericd as may be agreed by the Parties,
then any dispute or difference between them may be referred ﬂo
the courts.
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‘ANNEX 1 - PART 1
SERVICE LEVELS

This Annex 1 sets out the method n.< which the wc_u_u__m_._m vm_._dﬁam:om of the
Services will be monitored.

._umno:dm:nm will be managed in .2<o_ Sﬁm?:_:.xma ways:

at m_.m_,:méoqx ievel by the >c§o_.#<_ by: |
-1.2.1. A the. monitoring of performance against KPIs

1. N 1.2 3 review of Oo:qmn::m Body mmﬂ_mﬁgo: Surveys.

at Contract level by :._m Customer ﬁmom?im Hsm Services:

1.2.2.1 on an on-going ._ummm_m as required .3 g.n:m O.:mﬁoa_mﬁ and at the

- completion of each delivery of the Services;

1.2.2. m In support of 1.2.2.1, ﬁ:m Supplier shall noBv_mﬁm if so required by
‘the Customer, m:a in no::..:n:o: with the Customer, & Post

Assignment Review, (PAR), using the template included in Annex
1 (Part 2) or such cther format as the Customer may require. For
long term Call-Off Contracts, the Customer may require periodic
completion of PARs to measure ongaing performance. Any such
periodic completion will not be more frequent than monthiy.

The completed PAR m:m__. be wwﬂmmn__m_._a signed-off S the

. Custormer tc verify satisfactory- completion Qn the Services or
,_am:ﬁ_é any performance i _mm.._mm

This PAR  process is :wnom:_wma as best n_.mouom by- Om:#m_
Government.

Remedies in the event of inadequate nmno:dm:om of the Contract Services are set

1.2
12.1
1.2.2
13
vx_zo__u_.mm

out in clause 2B of this Contract.

The oEmoﬁEmm of ::m >::mx 1 are to:

2.1

22

SERVICE LEVELS

3.1

ensure ﬁ:mﬁ the ‘Services are am_Em_da fo z consistent ncm_&‘ standard Emﬁ meet
the requirements of the Ocm.ﬁoamﬂ

ﬁom:”_smm Sm mcvv__mq ”oamm::mmm?._nm rm<m_m m:aﬁo_,m_dm% m_é ﬂm__c_.m.ho_
meet the Service Levels mxvmaaocwq , .

The Supplier shall measure the nmloqsm:nm of each and every Service provided -

pursuant to this Contract using the PostAssignment Review template in Annex T
{Part 2) or such other format as the Customer may require. The Supplier shall
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_.mvon this to the Customer, within ten (10) days from the completion of the
Services {or other agreed milestone). The Customer and Supplier shall review the
cutcomes of the PAR and.agree any ansing actions.

v 3.2 The Supplier shall achieve:
3.21 a performance score of at least 2 (Satisfactory) for every .immm:q.mv_m ’
criteria within Part 4 of the PAR;

322 Failure to’ achieve this Bmmm:ﬂm. will deem the. entire Service as
inadequate. .

4. SERVICE PERFORMANCE REVIEW
4.1 As, ﬁmnc:mm by the O:mﬁosm_._,.ﬁm Supplier and Customer shall review the
. performance against required Service Levels specified in the Letter of Appointment - -
(including Appendices) and, where applicable, the outcomes of the PAR at a
. reasonable time to be agreed: These reviews shall, unless otherwise agreed: -

411 take place at .mco: location and time (within normal business :oE,mv as the
Customer shall reasonably require unless otherwise agreed in advance -

P‘_.mUmmnmzamag_“:mm:vn__mimwm_u_.mmm:»m:,‘mm:a?m_Ocmﬁoamwm
Representative ’ . . \

4.1:3  be fully minuted by the Supplier (unless otherwise agreed). The prepared

: minutes will be circulated by the Supplier to all attendees at the relevant
meeting and also tc the Customer's 'Representative and any other
recipients agreed at the relevant meeting within -five (5) Working Days_
from the meeting and will be agreed and signed by both the Supplier's
Representative and the Customer's Representative within ten (10)
‘Working Days from the date of the meeting. ,
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ANNEX 1 — PART 2

POST ASSIGNMENT REVIEW TEMPLATE

Part 1 — Assignment Details

Part 2 — Post Assignment Review Scoring

Each part of the Post Assignment Review (PAR) will be scored and the mooq.mm agreed between the
Supplier and Customer. The scoring scheme below shall be .:mma.. Where ne scores can be -
agreed, the overall Service shall be rated at the lowest score attributed by either the Customeror

‘the Suppliér. - .
Unsatisfactory -.No scoring n%mmm met

1 Poor _ Few scaring criteria met _ -
2 wmmmﬁmo&_@. Eomﬁ.mnonnm n&mzm met - satisfactory with .mms._m weaknesses
3 Good >_._ mno.n:m criteria met - mmmm.wmﬂoé with some strengths
4 ‘Very Gocd All scoring n:ﬁmq__m met & some examples of best Em_&om

- -olutcomes ’
5 , Excellent Al .moo_._:m critera mxo.mm.ama -all .amsozmﬁﬂm_ﬁm best practice

A : outcomes C .
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. ..Juﬁ Combined Score() Achieved

Part 4 - The Supplier’s Performance
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Category Performance Scoring Criteria Score
. - Measure | _— ) . (0-5)
1. 1.1 Supplier did have | The n_o:mc_B:AmV has/have a good knowledge of

the necessary the Customer and subject - Customer

. Requirement

understanding and .
experfise to meet

-expectations of Supplier expertise are met

Custorrier

expectations. | '

1.2 Supplier's Proposal includes a benefits realisation pian -
proposal is . Proposal aomm not extend scope and addresses

comprehensive and

focuses on delivering

the Gustomer's Key requirements - vqonowm__
provides a solution that is sustainable and

value. relevant to the particular Customer .
1.3 Supplier Supplier meets procurement timelines - Supplier
participates.effectively .| ensures that procurement is engaged at the right

in the procurement
process.

fime in the process - The right channels are used
- Supplier does not work without a PO /

procurement sign off - No need for ﬂmq_omumﬁzm

% contracting
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1.4 Supplier identifies
dpportunity for
innovation and
added value,

m%v__mmq demonstrates innovation in approach to
delivering the cutcomes - w:vn:mﬂ is proactive in
identifying opporfunities to join up cross-
Customer o_.mm_._mm_mno:m_\wamm public mmnﬁoq_,
activity - Supplier takes the opportunity to
constructively challenge the Customer's .
mwm.cauzo:m & mxumo_ﬁmmoam

2. Commercial

2.1 Payment is linked
to benefit delivery

Different payment structures suggested in
proposal )

2.2 Supplier is open
and proactive in-
optimising costs

Efforts made to minimise gxpenses - Prices are
‘in line with market expectations - Supglier is
open in explaining price Emmxaoé: and working

_with the Customer to E.m_.&é oppertunities to B

reduce cost - Invoices .Eosn_ma_ in line with
Customer ﬂmn:__.mim_._ﬁm

23 wc_u_u_mm.wﬂ is
proactive in identifying
and managing risks

Supplier is proactive in identifying and allocating
risk ownership - Supplier supports Customer in
assigning and managing risks - Supplier is
proactive in assessing impact of risks through
the project and raising issues as appropriate

3.
m:mmmm_.:msﬂ &
Relationship

3.1 Supplier
engagement E#._J the
Customer is
appropriate and
focused on mm?,ﬁm
delivery

Supplier uses the right channels within the
Customer o,Gmswmmao,:[ Customeris able to
distinguish between business mm,..m_o_uam:ﬁ .
activity/roles and delivery activity/role - Supplier
does not exploit its position within the Customner

" organisation

3.2 Supplier
establishes effective
working’
relationships with
the Customer

- staff in both Customer's business and-

Supplier integrates ém__ with Customer's staff -
Supplier is flexible in its approach to the. -
Customer- Demonstrates a knowledge of-
Customer o:_ﬁ:mm - Manages mamm__mm_.:m:ﬁ issues
well mm_a does not let them impact on delivery -
Supplier builds good relationships with intemal
commercial teams - Supplier does not take-
advantage.of position within the Custamer
organisafion - i
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4. Project 4.1 Supplier Consultant staff mﬁ. constant throughout the
Management | qmmocunm,m are duration of the Services - The Supplier explains.
. . deployed in the z@Z. how project team has been uc.m together to
way to deliver value. deliver the Services --Resource requirement
. remains in line with that included in the proposal
. - Focus on Service delivery is maintained -
) . Supplier demanstrates value of wider
organisational resource over and above
individual Customers - o
4.2 Roles and - Supplier uasamm clarity as to the roles and
responsibilities of responsibilities of each consulitant engaged
consultant team are -
clear | , )
4.3 Supplier Lead consultant was clearly identified - Issues
governance and | were raised as soon as Quwm_zm. and solutions
project management | offered - Delivery pian was developed and
ig effective in ensuring | agreed with the Customer-at the outset -
Em,mmmmo:a.m:ﬁ is Progress against milestones was reported
suscessiul regularly and in line with Customer fequirements
- Customer satisfaction with delivery was
monitored by ﬁjm Supplier .
4.4 Original scoping | The scope m:a resource requirement qm:._m_sma
was robust in line with initial n_dvomm_ - Initial proposal was
accurate and did not nieed to be amended
4.5 Benefit delivery Benefit realisation plan adhered to
) is effectively planned
| and managed. . _
m,_<m_=m for 5.1 Delivery on time _ .| As business case & Supplier proposal
Money (% variance +/-) . .
_ 5.2 Delivery on As business case & Supplier proposal
budget . |
(% variance +-)
5.3 VFM . To what mxﬁm:ﬁ were the benefits,as outlined in
{% wa:ﬁé& _ the business case and mumo_mnmao: delivered
6. Skills 6.1 .mx___m transfer Supplier identified opportunities for skills and
Transfer . knowledge transfer - m_._,n_u_mm_. delivered transfer

within original time and budget
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mcvn_wmq reflected exit strategy requirements in
their proposal - The project was closed off with

7. Exit 7.1 Project closure
Strategy - ’

no outstanding dependencies
8. Lessons 8.1 What could the JHextresponse] - ...
_mmq.:mn . Supplier have done . .z_____,

better?

=

‘Part5 - ._...._m O:mnoz...m._._m Performance

1. Requirement

-1.1 Congultancy

assignment is

.supported by a

robust Business
case .

Customer shares relevant elements of the
business case with the mcuv:mﬂ- The link -
-between the assignment and wider business
objectives in o_mmﬂ.. Expected benefits are clearly
defined and means of measurément is identified
- Business case is used m..,... a reference point
throughout the assignment

1.2 Specification is
outcome based and
enables Suppliers
to respond with.a
VFM proposal

Specification is outcome based and ,m_..n__camm |
means of __jwmmcn_._m delivery and mconm_mm -
Customer has a good understanding of their
requirement and has noa.:._:_._mo_mﬁma it clearly -
Customer expectations of consultancy su ppOLt -

are clear

1.3 Procurement
approach supports
the a_m_.EmQ of a
VFM solution

The appropriate procurement route has been
used (framework etc) - Precurement timescales
enabled mcu_v__m..a to respond in full - -
Procurement documentation is succinct - The
right questions are asked and all information
requested is used - Where available standard
templates are used - Evaluation criteria are clear

14 Ocmﬁoa.mﬂ is
open to, and
supperting of,

Supplier innovation

in delivering value

Custorner is open to innovative suggestions and
approaches and responds positively to

| constructive challénge- Customer allows
flexdbility In .mc.uvzm_..m proposal and considers
alternative solutions - Early engagernent of
Supplier community by Customer
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2. Commercial

2.1 Payment is
linked to benefit

delivery

Customer is open to incentivisation approaches
and able fo provide data to support this .

2.2 ch*o,_.:mﬂ

commercial
understanding

demonstrates good

Customer demonstrates an understanding of
833m3mm.__ issues and.contract ferms are
appropriate (liability, IPR) - Customer manages
support from internal functions to ensure ,m\i._a._m:ﬂ
resolution of commercial issues - Customer
understands ,_ucmm:mwm needs - invoices paid on

time

2.3 Customer
understands and
manages risks
effectively

Customer understands risk profile and is able to
allocate risk to the party best able fo manage it -
Risks are managed on an ongoing basis and

mitigating action taken as scon as possible

3. Engagement
& relationship

3.1 Customer
ensures that its
engagemertt is with

Customer ensures that the Supplier has access
to Custemer staff as and when needed -

Customer communicates need for engagement

relationships with
the Supplier

the Supgplier is with the Supplier to the wider Customer
effective” organsiatoin

32 Customer Customer provides information in a timely
estzblishes “manner - Questions are answered as fullyas
affeciive working possible - Customer staff work with the Supplier.

in a consfructive manner - O:mwoama does not
take advantage of Supplier in its role as
Customer ’

4. Project

management

4.1 Customer
ensures that the
internal resources -
are available at the

. to mcuu_on benefit
delivery

right place and nwam.

Customner ensured that the right quality and
quantity of internal resource was available at the

. right time - Customer managed wider business

engagement and participation as needed

4.2 Roles and
responsibilities of

Customer-team are

Customer provides ntmuq as to the roles and
ﬂmmu_o:mﬂg_amm of internal staff
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clear

4.3 Customer
governance and -
project d
management is
effective in ensuring
the assignment is

successiul

Customer identified a clear owner for the
assignment - The decision. making process
within the Customer organisation was ¢lear and
decisions were made and communicated ina
timely manner - Issues m_._a concerns with
Supgplier performance weré raised in a timely
fashion and resoived in an open and
constructive way - Communication and reporting
requirements were clarified at the outset and

noav__m_._om was Boz_ﬁo_.ma

4.4 Changes to the
assignment are
fimited and well
managed by the
Customer where
necessary. :

Customer specift nmdoz was m_._;mu_m and did :o»

_ﬂmn_c_ﬂm change during the project - Where

changes were needed an assessment of the
benefit and impact on the overall project was
done - Ali changes could be linked to improved -
delivery of project and wider business objectives.

4.5 Customer

- monitors benefit

delivery against

Customer identified delivery milestones in
specification and measured compliance

. agreed plan .
5. Value for 5.1 Delivery of As business case and Customer roles &
Money Customer responsibilities

obligations on time

1 5.2 Good Customer | As business case and specification
budget , .
management _ .
5.3 VFM To what extent were the final benefits required

the same as those ideniified at the outset?

6. Skills transfer

6.1 SKills transfer

Customer considered opportunities for skills
transfer in specification - Skills transfer
ﬁm@:_qm_ﬁm.:ﬁ and the means of delivery were

,o_mm,&, communicated - Ocmﬁoq.:.mﬂ made the right
staff available to receive transfer - Skills .n_,m:m*mﬂ\ﬁ
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was written into Customer's objectives

7. Exit strategy 7.1 Project closure

specification - Customer adhered to exit strategy
and _u_.o._moﬂ _,:mﬁ closure _.mg:_ﬂm:._m:ﬂm

Customer included exit strategy in 53 N

_ 8. Lessons 8.1 What could the
learned - Customer have
done belter?

Not

Scored

In this schedule1, the ,no__oé_:m vSSm_onm m:m: have the meanings. m_<m: fo them below:

“Breach of Security" in accordance with the Ocmﬁo:._onm mmocza _.mn::m:._m:_m m:a‘

ﬁjm mmoc_.é Policy, the ocourrence of:

(=)

{b)

any ::m:?o:mma access to or use of the oo:#moH
Services, the Premises, the Sites, the Supplier System
andfor any 1CT, information or data (including the
Confidentizl Information and the Customner's Personal
Data) used by the Customer andfor the Supplier in
connection with this Contract; and/or . .

the loss and/or unauthorsed disclosure of any
information or data (including the Confidential
Information and . the Customers Personal Data),
including any copies of such information or data, used
by the Customer and/or the. mcnn__m_‘ in connaction, éa._.
this Contract;

“ISMS" "~ The Information Security _sm_._mmm?mi m<mﬁ.m3 as defined by
E : ISO/IEC 27001, The scope of the ISMS will be as agreed by the
Parties and will directly reflect the scope of the Contract

Services;
“Protectively Marked™ . shall have the .Hmm:_:m as set out in Em mmoE._E _uo:Q
' Framework;
..m,mo_.:..& Policy *  means the Cabinet Office Security Policy Framework Am<m_._m2m
Framework" o from Sm Cabinet Om._nm Security Policy Division);
“Security Tests" shall have the meaning set out in paragraph 4.1 cf this schedule
1 .
"Staternent of shall have the _.:mm:im set out in ISOAEC 27001,

Applicability"
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INTRODUCTION
1.1 . This Scheduie 1 no<m_..m“_

1.11 n::o_n_mm of protective mmn::q to be mun__mn_ in delivering the Contract
mmé_amm

1.1.2 [wider aspects an,mo:_.é _‘m_mﬁ_:m to Em Contract Services];

1.1.3 the am<m_ou3m=ﬂ implementation, oumﬂmﬁ_o_._ _.:m_:nm:m_._om and
confinual improvement of an ISMS;” ’

1.1.4 the creation and Bmm&msm:nm of the Security Management Plan;

1.1.5 audit and testing of ISMS compliance with the Customner's security
requirements {as set out in the Letter of Appointment),

1.1.6 conformance to ISONEC 27001 (Information Security Requirements
Specification) and 1SO/IEC 27002 {information Security Cede of
Practice) m_._n

‘_...: . ctligations in the m<m:* oﬁ mnEm_ uoﬁm_.;_m_ or m.nmanﬂmn_ _u_.mmnzmm of
mmnczq

‘PRINCIPLES OF SECURITY

2.1 The Supplier acknowledges that the Customer places great- emphasis on the
confidentiality, integrifty and m<m__mc__n< of information and consequently on the
securify v_.osn_ma c< Em ISMS. )

2.2 . The Supplier shall be responsible for the mmmoﬁ_,..m performance of the ISMS and
shall 2t all H_Bmm provide a level of mmnE@ which:

2.21 . isin aczordance with Good _:qcm5 Practice, Law, Standards and this
Contract; .

©.222 : ooaw_mmm with the mmo:._..._a\ Policy:

223 [complies ‘with at least the minimum set of security measures and
standards as determined by the Security Folicy Framework (Tiers 1-4)
available frém the Cabinet Office Security Policy Division (COSFD);

224 meets m:<.mumoio security threats to the ISMS;

225 “complies with ISO/IEC 27001 and ISO/IEG27002 in accordance with
paragraph 5 of this schedule;

2286 complies with the Customer's security anc.:ma.mim mm,,mm.ﬁ out in the

- Letter of Appointment; and

227 .oo..:_u:mm with the Ocmﬂo_.zmwm ICT mﬂmsamam.

23 Without _d_.s_"_nm Paragraph 2.2 mco,..m the wcvu__mﬂ shall at alt times ensure that

the level of security employed in ﬁ:m _uasm_o: of the Coniract Services is
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appropriate to maintain ﬁ:m ﬂo__oé_:m at acceptable risk levels {to be defined by the
Customer from time to time):

2.31  loss of integrity and confidentiality of Customer Confidential Information;

. 232 unauthorised access to, use or disclosure of or interference with

Customer Confidential Information by any person or organisation;

2.3.3 unauthorised access fo nefwork elements, buildings, the Sites and tools
e:n__.a_:m Equipment) used by the Supplier and m:« m:c-oo:qmoﬂoa in the
provision of the Contract Services;

2.3.4 use of the Supplier mﬁﬁma or Contract Mmqq._nmw by any third party in order
to gain c:m:ﬁ:o_._mma moommm to any computer resource or Customer Umﬁ
and

2.3.5 loss of availability of Ocmﬁo:._mw Confidential information due to any failure
or compramise of the Contract Services.

Subject.to Clause 6A.3 the references to standards, guidance and policies set out
in paragraph 2.2 shall be deemed to be references to such items as developed
and updated and to any successor to or replacement for mcog standards, guidance
and no__n_mm from time to time.

‘In the. event of any inconsistency in the provisions of the above standards,

guidance and policies, the Supplier should notify the Customer's Representative of
such inconsistency immediately upon becoming aware of the same, and the

- Customer's mmnqmmm:ﬂﬂ?m shall, ‘as soon as practicable, advise the Supplier

which v3<_m_o: the Supplier shall be required fo. comply with.

ISMS >z_u SECURITY _s>z>mmz_mz._. vrbz

341

Infroduction

3.1.1 The Supplier shall develop, implement, operate, maintain -'and
continuously improve and maintain (and ensure that all Supplier
Personnel and Sub-Contractors implement and comply with) an ISMS
which will, without prejudice to paragraph 2.2, be approved, by the
Customer, tested in accordance with paragraph 4, periodically
updated and audited in accordance with ISC/IEC 27001,

312 The Supplier shall develop and maintain a Security Management Plan
in accordance with this schedute 1 fo apply during the Om__uom ._.m_.3.

3.1.3 The m_._uu__mﬂ shall comply with its cbligations mmﬁ out in the Security
Management Plan and the other eléments of the Contract and the
Framework Agreement relevant to security (including the Customer’s
security requirements as set out in the Letter of Appointment).

314 Both the ISMS and the Secwrity Management Plan shall, unless

otherwise specified by the Customer, aim to protect ali aspects of the
Contract Services and all processes associated with the delivery of
the Contract Services, including the Prerises, the Sites, the Supplier
Systern and any ICT, information and data o:o_:n__:m the Custorner’
Confidential Information and the Customer Data) to the extent used by
the Customer or the Supplier in connection with this Contract.

Revised Version & - August 2016 V6

56




3,15

UNCLASSIFIED

-

The Supplier is responsible for Soz_ﬁo:.ﬂ.ﬁ and ensuring that it is m&wﬁm of
changes to the Securify Policy. The Supplier shall keep the Security

" Management Plan up-to-date with the Security Policy as aménded from
time to time. s ‘

a2 - .Umd._..m_o.vam:ﬂ of the Security _qu.ﬂmmm:..m:ﬂ. Plan

"3.21

322

Within 20 Working Days after the Effective Date (or such other period
specified in the Implementation Plan or as otherwise agreed by the
Parties in writing) and in accordance with paragraph 3.4 (Amendment
and Revision), the Supplier will prepare and deliver to the Customer
for approval a fully complete and up to date Security Management
Plan which will be based on the draft Security Management Plan.
If the Security Management Plan, or any subsequent revision to it in
accordance with- paragraph 3.4 (Amendment and Revision), is
approved by the Customer it wilt be adopted immediately and will
replace the previous version of the Security Management Plan. If the
Security Management Plan is not approved by the Custoner the-
Supplier shall amend it within 10 Working Days or such other period
as the Parties may agree in writing of a notice of non-approval from
the Custorner and re-submit to the Customer for approval. The Parties
wili use all reasonable’ endeavours to ensure that the approval
process takes as little tme as possibie and.in" any event no longer
than 15 Working Days {or such other period as the Parties may agree
in writing) from the date of its first submission to the Custemer. If the
.Supplier does hot achieve the approval of the Security Management
Plan following its resubmission, the matter will be resclved in
accerdance with the dispufe resolution procedure in Clause 23.2.
However where the Customer does not approve the Security
- Management Plan on the grounds that it does not comply with the
requirements set out in paragraph 3.3.4, this shall be deemed to be
rezsonable. . o

3.3 Content of the Security ,_sm_..mmm:._m:ﬂ Plan

3.3.1

3.32

The Security Management Plan will set out the security measures to
be implemented and maintained by the Supplier in relaticn to aii
aspects of the Contract Services and all processes- associated with
the delivery of the Contract Services and shall at all times comply with
and specity security measures and procedures which are sufficient to

ensure that the Contract Services comply with the provisions of this
-Contract (including this Annex 3, the principles set out in paragraph
2.2 znd any other zlements of this Contract relevant to security or any
data protection guidance produced by the Customer);

The Security Management Plan (including the draft version) should
also set out the plans for transiting all security- arrangements and
responsibilities from those in place at the Effective Date to those
‘incorporated in the Supplier's ISMS .at the date sef ouf in the
- Implementation Plan for the Supplier to meet the full ckligations cf the
secutity requirements set out in this Contract and in the Leffer of
Appointment, . _ ‘

Revised Version € - August 2016 V&
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The Security Management Plan wiil be structured in accordance with
ISOAEGC 27001 and ISC/IEC 27002, cross-referencing if necessary to
other provisions of this Contract which cover specific areas Included
within that standard. _ , :

Where the. Security im:mmmama Plan references any document

-which is net in the possession of the Customer, 'a copy of the

document will be made availablé to the Customer. upon reguest. The
Security Management, Plan shall be written in piain English in

_language which is readily comprehensible to the staff of the Supplier

and the Customer engaged in the Contract Services and shall only

reference documents which are in the possession of the Customer or
. whose location is otherwise specified in this Schedule 1.

3.4 " Amendment and Revision of the ISMS and Security z_m:mum:._m:n Plan

341

3.4.2

343

344

The ISMS and Security _sm:mm.mamﬂ Plan will be fully reviewed and
updated by the Supplier annually, or from time to time to reflect:

3411 emerging changes in Good Industry Practice;

3412 any o:m:@m or proposed change to the Supplier System,
. the Services and/or associated processes,

3.4.1.3 .. any new perceived or o:m:mmn._ security threats;
3414 any reascnable request by the Customer.

The Supplier will provide the Customer with the results of such
reviews a@s soon as reasonably practicable after their completion and

amend the 1SMS and Security Management Plan at no additional cost

to the Customer. The results of the review should include, without

[imitation: : .

$34.21 m_._mommﬁmm manae.mamsﬁm to the mmmom,_.m:mmm of the

ISMS; .

3422 updates ﬁ._o the risk assessments;

3423 2 proposed modifications 1o the vﬂonmac_lm_m and controls
) that effect information security to respond fo events that
may impact on the ISMS; and .

m.h.m.p m:@mmmﬁma m_._._u_.o<m3m3\m Eammmczzmﬁ:m mmmg.<m:mwm
- - of controls. . ,

On receipt of the results of such reviews, the Customer will approve

any amendments or revisions to the ISMS or Security Management
Plan in accordance with the process set out at paragraph 3.2.2. .

Any change or amendment which the Supplier proposes to make to

_the ISMS or Security Management Plan (as a result of a Customer

request or change to the requirement set out by the Customer in the
Letter of Appointment or otherwise} shall be subject to the variation
procedure under Clause 2.2 and shall not be implemented- until
approved in writing by the Customer. :

‘Revised Version m - August 2016 V&
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TESTING

4.1

42

4.3

44

The Supplier shall conduct tests of the ISMS ("Security Tests") on an annual
basis or as otherwise agreed by the Parties. . The date, timing, content and
conduct of such Security Tests shall be agreed in advance with the Custorner.

The Customer shall be entitled to send a representative to witness the conduct of
the Security Tests. The Supplier shall provide the Customer with the results of
such tests (in a form approved by the Customer in advance). as soon as
uqmoaﬁu_m after noavﬁmuo: of each Security ._,mm*

Without _u_,m.__._n__om to m:< cther right of audit or access m_wmzﬁma 8 the Customer

pursuant to this Contract, the Customer and/or its authorised representatives shall

‘be entitled, at any time and without-giving notice o the Supplier, to carry out such

tests (including penstration tests) as it may deem necessary in relation to the
ISMS and the Supplier's compliance with the ISMS and the Security Management
Plan. The Customer may notify the Supplier of the results of such tests after
no,_ju_m:o: of each such test. Security Tests shall be designed and implemented
so as to minimise the impact on the delivery of the Services.

Where any mmoczé Test carried out pursuant 8 paragraphs L 1 or Am above’
reveals any actual or potential Breach of Security and/or mmoczq failure or
weaknesses, the Supplier shall premptly nofify the Customer in writing of any
changes to the ISMS and fo the Securty Management Plan (and the
implementation thereof) which the Supplier proposes to make in order to correct
such failure or weakness, Subject to the Customer’s approval in accordance with
paragraph , the Supplier shall implement such changes to the ISMS and the
Security Em:mmm_.:m:" Plan in accordance with the timetable agreed with the -
Customer or, otherwise, as scon as reascnzbly possible. For the avoidance of
doubt, E:mqm the change to the ISMS cr Security Management Plan to address a
non-compliance with the Security Policy or the Customer’s security requirements
(as set.cut in the Letter of Appointment), the change to the ISMS or Security
Management Plan shall be at no cost fo the Customer.. For the purposes cf this

* paragraph 4, a weakness means vulnerability in security and a poténtial security

failure’ means 2 possible breach of the Securily - _,\_m:mmmam:ﬁ Plan or the
O:mﬁosmwm mmoE._.Q qmnc_ﬂm_,:m:_m

00_____:u_|_>20m WITH _wO___mn 27001

5.1

52

83

54

Where the Customer requests, a._m Supplier shall obtain independent certification
of the ISMS to ISQVIEC 27001 within twelve (12) Months of the Effective Date (or
such reasonzble time period as to be agreed with the Ocmﬂo:._mo and shali

“maintain such om;_momao: for the duration of the Contract.

If certain parts of the ISMS do not conform to-good idustry practice, or controls as
described in 1SQ/IEC 27002 are not consistent with the Security Policy, and, as a
result, the Supplier reasonably believes that it is not compliant with ISONEC
27001, the Supplier shall prompily notify the Customer of this and the Customer in
its mvmo::m discretion may waive the requirement for nm_.naomﬂ_o: _: respect of the -

relevant parts.

" The Customer shall be entitled to carry out such regular security audits as may be -

reguired and in accordance with Good Industry Practice, in order to ensure that
the ISMS maintains compliance witht the principles and _u_.mn"_omm of ISC 27001,

If,. on the basis o,ﬁ msn_m:nm _u_dsn_mn_ by such audits, it is the Customer's

reasonable ovs_o: that 832638 with the principles and practices of _mO\_mo,
‘Revised Version & - August 2016 Vé
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5.7

8.1

6.2
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27001 is not being achieved by the Suppller, then the Customer shall notify the
Supplier of the same and give the Supplier a reasonable fime (having regard fo the
extent and criticality-of any non-compliance and any other relevant circumstances)
to becomé compliant with the principles and practices of ISO/IEC 27001. If the.
Supplier does not become compliant within the required time then the Customer
has the right fo obtain an independent audit against these standards in whole or in
part.’ . o .

If, as a result of any such m:amnm.:am:ﬁ audit as ammna._umm in vm_.mmﬂmvr 5.4 the
Supplier is found to be non-compliant with the principles and practices of ISO/IEC
27001 then the Supplier shall, at its own expense, undertake those actjons

required in order to achieve the necessary compliance and shall reimburse in full
the costs incurred by the Customer in obtaining such audit. :

If required by the O_..Hmﬁoam: the Supplier shall carry out regular security audits as
may be required in order to maintain defivery of the  Services and the 1SMS in
compliance with: : : :

561" security aspects of ISONEC 27002:2006 or equivalent

562 ISOfIEC 27001 or equivalent;

56.3. the Security Policy Framework; and -

Information Assurance,

5.6.4 the requirements issued by the zmmo:.m_ Technical Authority for

and shall promptly provide to the Customer any associated security audit .ﬂmuonw

" and shall otherwise notify the Customer in writing of the results of such security

audits. The provisions set out in Paragraphs 5.4 and 5.5 above shall apply mutatis
mutandis to this Paragraph 5.6.

If it is the Custorder's reascnable apinion that compliance with the n_.m:oﬁ_mw and
practices of ISC 27001 .is not being achieved by the Supplier, then the Custcmer .
shall notify the Supplier of the same and give the Supplier a reasonable time

" {having regard to the extent of any ron-compliance and any other relevant

circumstances) to become compliant with the principles and praclices. of 150
27001. If the Supplier does not become compliant within the required time then the
Customer has the right to obtain an independent audit against these standards in
whole or in part. : ,

BREACH OF SECURITY

Either party shall natify Em other in writing in accordance with the agreed security
incident management process as defined. by the ISMS upon becoming aware of
any Breach of Security or any potential or attempted Breach of Security.

<5505 prejudice to the security incident management process, ,.._vo: becoming
aware of any of the circumstances referred to in parag raph 6.1, the Supplier shall: -

6.2.1 immediately take all reasonable steps necessary to:

6.2.1.1 _.mim% such breach or profect the integrity of the 1SMS
‘ against any such potential or attempted breach or threat;
and - , _ ’ .

6.222  preventan equivalent breach in the future.
- Revised Version & - August 2016 VE
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Such steps shall include any action or changes reasonably required by the
. Customer. In the event that such action is taken in response to a breach that

is determined by the Customer acting rezsonably not to be covered by the
. obligations of the Supplier under this Contract, then the Supplier shall be
. entitted to refer the malter to the variaticn procedure in clause 2.2; and

6.2.2  as soon as reasonably practicable provide to the Customer full details

“(using such reperting mechanism as defined by the ISMS} of the
Breach of Security or the potential or attempted Breach of Security.

Revised Version 5 : August 2016 V&
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>_u_um=n=x Afo m..n_._mnEm 1 — Security Policy for m:_uv__mwm

The Customer treats its information as a <m_cmc_m mmmmﬁ and oo_._m_n_m..m that it is mwmma.._mﬁ that
_information must be protected, together with ”:m m<m33m mn_c__..,_dm:ﬁ and U_.onmmmmm s.:_nj mc_u_uo:
its use. These _E.o:.:mﬂ_o: assets 3m< include amnm text, aﬂmé_:mm diagrams, images. or sounds in
electronic; magnetic, optical or tangibl e media, Hommﬂ_._mq with any Customer’s Personal Data.

.

In order to protect Govemmental _:*o_._.ammo: mquouamﬁm? Suppliers must ﬁasam Em,. mmoczQ
measures and safeguards appropriate to the nzture and use of the information. All Suppliers of
.,mmiomm to the Customer :.Emﬁ comply, and be able to demonsirate compliance, with the

Customer's relevant policies and standards.

The Chief Executive or other suitable senior official of the Supplier must agree in writing fo mo_.:_u_u‘
with these policies and standards. Each Supplier must also appoint a named officer who will act as
a first point of contact with the Customer for mmo::q issues. In addition all Staff working for the
Supplier and where relevant Sub-Contractors, with access to Govemnmental [T Systems, the
Contract Services or Governmental H:mozswﬂ_o: must be made aware of Emmm requirements and -

must comply with them. . .

The Suppliers must comply.- with the relevant Standards from the Customer information systems
security requirements. The requirements are based on and follow the same format as Intemational
Standard 27001. _ .

The fellowing are key requirements and the Supplier must comply with relevant Customer policies
concerning: ‘ o

Personnel Security
Staff recruitment in accordance with gevemnment qmnc_qm:._mam for pre-employment checks;
Staff training and awareriess of Governmentai security and any specific contract
requirements. ’ _

Secure Information Im:n_:._m m:n Transfers
- Physical and electronic handling, processing. and tfransferring of Data, including secure
access to m<m..hm=.__m and the use of encryption where appropriate,

Portable Media * )
The cmm of encrypted laptops and encrypted mﬁoammm devices and o+._._mq removable media
s_&ma _..m:n___:m Governmental information.

Offshoring
The Data must not be v_.onmmmma o_._ﬁmam the United Kingdom without the prior written
consent of Customer and must at all ﬁ__,:mw. comply with the Data Protection Act 1998.

Premises Security
Revised Version 6 - August 2016 V&
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Security of premises and contro! of access.

Security Incidents _ , -
Includes identification, managing and agreed reporting procedures for actual or suspected

security breaches.

All suppliers must implement appropriate arrangements <.<Ho: ensure that the Government's
ﬂ:.ﬁoq._,:mmo: and any other Governmental assets are protected -in accordance with prevailing
statutory and central m.o....mBm..mi _‘mo:_..mimsﬁ. These amangements will clearly vary according to
the size of the organisation. o

It is ‘the Supplier's responsibility to monitor noav:m:nm. Qa.m:< m.EU.Ooi_,moﬁo_,m and provide
assurance to the Customer. _

Failure to ooSn.Q with any of these policies or standards could restit in termination of the Contract
under Clause §.2.1.1. . ,

Revised Version 6 - August 2016 V8
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Proforma 4

MILESTONE PAYMENTS PHOPOSAL

The amount to be paid for the complelion of the services is fixed at £964,655

Initially Payment will be made at relevant points throughout the contract period as detailed below however lhe Supplier will agree appropriate Milestones with DFID following contract award

CRITERIA FOR PAYMENT AMOUNT OF PAYMENT

TOTAL £964,655
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A. BACKGROUND

As part of the National Ebola Recovery, DFID and the Ministry of Education, Science
and Technology (MEST) of the Government of Sierra Leone are looking for a
supplier to.undertake cleaning of teacher payrolls. The objectives are to conduct
verification of teacher payrolls in schools across the country, implement system
reforms to ensure sustainably clean payrolls for the future.

= 38,300 teachers in non-private, government-approved schools by providing a -
clean record for wage payment, identifying existing gaps in pay, and
implementing reforms to ensure a sustainable records management and pay
processes for the future :

* 1.8 million pupils by facilitating reallocation of teachers to provide for more
equitable coverage ratios for students to qualified teachers

This program will be led in conjunction with the President's Delivery Team (PDT), a
cross-functional support organisation designed to accelerate the recovery process -
across Ministries, Departments, and Agencies. President’s Delivery Team
coordinators and facilitators are embedded across ministries, including MEST, and
are assisted by technical assistants responsible for supporting delivery of sector
initiatives, including teacher payroll cleaning and teacher reallocation. The supplier
will report directly to the payroll reform working group, DFID, the Teaching Service
Commission (TSC), and the PDT Governance sector leads, who collaboratively
direct the methodology for this effort. .

B. SCOPE OF WORK

The scope and focus of the assignment is to provide technical, strategic and
implementation support for 1) conducting a bottoms-up verification of existing
teacher payrolls and 2) delivering a clean payroll to MEST .and the TSC to manage
which is accepted by all key stakeholders. The task will include the following:

“Bottom-up” cleaning the payroll: Process focused on detailed, school-by-school
verification of all educators to ensure 1) “false data records” are removed from wage
vouchers, 2) all teacher qualifications are updated to ensure fair pay and
administrative understanding of qualified teacher gaps in the futire. Based on best
practices and past experiences from Sierra Leone, there is a need to urgently
develop a holistic strategy and plan for how this “bottom up” cleaning process will
happen. Scope will include:

1. Collaborating with MEST, TSC, and PDT governance teams to develop a
methodology and detailed processes for cleaning payroll based on
experiences from other countries as well as past experiences in Sierra Leone.

2. Collaborating with MEST, TSC, and PDT governance teams to develop and
roll out a stakeholder management and communications strategy. This will
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at correct grade, teachers being paid at incorrect
grade, and teachers without adequate supporting
documentation. Some of these categories are
described in further detail under Output 2-4.

Output 2;

Additional teachers
delivering legitimate
services in 6044

government-approved,

non-private schools
without pay are
recorded and verified

Collaborate with MEST, TSC, PDT governance
leads, and MoFED to develop an appropriate
process (component of the four step process
described under Output 1)

Identify and document teachers meriting addition to
public payroll or raises in pay as a result of
information discovered in verification exercises
Update teacher records with proof of qualifications
(e.g. teacher certificates, academic degrees, E.D
Forms) and current position electronically to
preserve record for system

Update teacher records with any other necessary
demographic information needed to generate
sustainable processes, as determined through
consultation with MEST, TSC, PDT @o<m3m:om
leads, and MOFED

Calculate baseline error rates in existing teacher
records data quality, based on findings in
verification process

Develop financial model to estimate run rate
budgetary impact of adding new workers or re-
assessing salaries of existing workers on payroll to
align with individual qualifications

Output 3:

“False data records”
receiving pay without
proof of delivering
teaching services are
removed from public
payroll

Collaborate with MEST, TSC, and MoFED to
remove “false data records” not delivering teaching
services in classrooms from payroll

Collaborate with the payroll reform working group
and MEST as they lead negotiations with the key
stakeholders to ensure the final clean payroll
proposed is accepted. ‘
Collaborate with MEST, TSC, and MoFED and put
in place mechanisms to ensure minimal errors and
improve accuracy of findings

Output 4:

Verify _mm:_amﬁm
teachers who have
been mistakenly
removed from the
payroll and reinstate

them. Deliver a clean

payroll which all key
stakeholders accept.

Collaborate with MEST, TSC, PDT @o<o3m:om
leads, and MoFED to develop a mechanism for
reinstating legitimate teachers to the payroll
Manage the process of reinstating legitimate
teachers to the payroll in close collaboration with
key stakeholders, MEST, TSC, PDT governance
leads

Collaborate with the payrolt reform working group
and MEST as they lead negotiations with the key
stakeholders to ensure the final o_mm: payroll
proposed is accepted.
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President's Delivery Team, and relevant partners to support the execution of the
above stated deliverabies. These MDAs and sector leads represent ultimate
ownership for this process and are empowered to direct implementing partner
methodology and practice throughout the engagement. The supplier will have to be
able to mobilise quickly, as this project is designed to support the President’s 24-
month Recovery Plan, which runs from July 2015 to July 2017. Signing of a
confidentiality agreement for undertaking the work will be required. Proposals should
include a summary workplan describing the timeframes for the mobilisation and key
implementation milestones. _ ‘

F. TIMEFRAME
The contract start date is tentatively Monday 3™ October and all Eoﬂx‘:._cmﬂ be

completed by 31° May 2017. It is envisaged the task will take around 250 days to
complete.

Tender Issue 12 September 2016
Tender Return 27" September 2016
Evaluation by 4™ October 2016
Tender Clarification by 11" October2016
Contract Commence 2 November 2016 2016

G. EVALUATION CRITERIA

Scoring Methodology

'The Technical Evaluation Team wil apply the following moo_‘_:@.am”:oao_ooﬁ

6 Excellent, addresses the requirements of the ToR and where
relevant demonstrates fine tuning, to make a match with Client
expectations, and is of a quality and level of detaill and
understanding that provides confidence in certainty of delivery and
permits full contractual reliance (where applicable)

5 High degree of confidence that they can meet the requirements of
the ToR (and where relevant strong evidence they have tailored
their response to meet w:mmmv. Demonstrates they have a thorough
understanding of what is being asked for and that they can do
what they say they will; translates well into contractual terms
(where applicable) .

4 An understanding of all issues relating to delivery of the ToR and
tailoring the responsée to demonstrate that proposals are feasible
so that there is a good level of confidence that they will deliver; can
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Criteria

Sub Criteria

Weighting

Quality of wﬁmm

Quality and expertise of Project Manager. This
includes expertise of delivery of large complex
projects in challenging contexts, expertise on payroll
reform, and Sierra Leone or West Africa work
expertise _

10%

Quality of expertise of the project team and any
local partners, including expertise on payroll reform
in Sierra Leone or West Africa.

10%

Technical

s

Understanding of terms of reference objectives and
an ability to effectively deliver the assignment and
ensure outputs are achieved. Realise outputs based
on models that have been demonstrated to be
effective in Sierra Leone, drawing where appropriate
from lessons from other contexis.

10%

A clear and concise project plan which provides a
high level of confidence that the programme

.requirements have been translated into a robust

plan that will be successfully delivered by the 315t
May 2017, .

10%

Demonstrate a good understanding of Ministry of
Education Science and Technology and TSC

- priorities and detail how relationship will be

managed with Ministry staff in design and delivery to
ensure strong ownership of the outputs.

5%

Demonstrate a robust monitoring plan to enable
delivery of a clean and accepted payroll.

5%

Political
economy

Demonstrate ability to understand the political
economy of the process and develop partnerships
with key stakeholders and communities to ensure
the final clean payroll is accepted.

15%

Demonstrate a good understanding of Ministry of
Education Science and Technology priorities and
detail how relationships will be managed with
Ministry staff in design and delivery to ensure strong
ownership of the outputs.

5%

Commercial

Competitiveness of Fee rates, Project Reimbursable
Expenses and Overall Project Cost in relation to this
requirement. Quantifiable data should be included
to demonstrate any cost benefits achieved through-
effective benchmarking used for this requirement.

20%

Provide a clear and effective Financial Plan with
paymenits linked to elear Outputs detalling financial
risk/contingency incorporated into costs.

The financial plan should-include the level of effort
for each team member and explicitly lay out staff
input throughout each phase. Where Qutputs are

10%
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as working in dangerous, fragile and hostile environments etc.). The supplier must
ensure their personnel receive the required level of training.

Suppliers must develop their Response on the basis of being fully responsible for
Duty of Care in line with the details provided above and the initial risk assessment
matrix prepared by DFID (see Annexes of this ToR). They must confirm in their
Response that:

a. They fully accept responsibility for Security and Duty of Care.

b. They understand the potential risks and have the knowledge and expertise to
develop an effective risk plan. _

c. They have the capability to manage their Duty of Care responsibilities
throughout the life of the contract.

Theme : ,_ DFID Risk score

If suppliers are unwilling or unable to accept responsibility for Security and 0.5< of
Care as detailed above, your proposal will be viewed as non-compliant and excluded
from further evaluation. , ,

Acceptance of responsibility must be supported with evidence of Duty of Care
capability and DFID reserve the right to clarify any aspect of this evidence
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ANNEX C
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"+ Sthool Name -

110101101
11I)10I2LI1
I.lIJlOlZTIZ
110101202
V 1101LI172(IS
1L0101ZOC

110101207

PRESCHOOL
PRIMARY
PRIMARY
PRIMARY
PRIMARY
PRIMARY

PRIMARY

?KAILAHUN DISTRICT COUNCIL
;KAILAHUN DISTRICT COUNCIL
EKAILAHUN DISTRICT COUNCIL

éKAILAHUN DISTRICT COUNCIL

EKAILAHUN DISTRICT COUNCIL

‘KAILAHUN DISTRICT COUNCIL

) 110101210
V 110101301
“ .110201101
11001102

110201103

110101208

110101209g

PRIMARY
PRIMARY

PRIMARY

KAILAHUN DI STRICT COUNCIL

KAILAHUN DISTRICT COUNCIL

KAILAHUN DISTRICT COUNCIL

JSS'
PRESCHOOL
PRESCHOOL

PRESCHOOL

KAILAHUN DISTRICT COUNCIL

KAILAHUN DISTRICT COUNCIL

KAILAHUN DISTRICT COUNCIL

110201104
110201201
V 110201202
110201203

110201204

PRESCHOOL

PRIMARY

PRIMARY

PRIMARY

PRIMARY

KAILAHUN DISTRICT COUNCIL

KAHAHUN DISTRICT COUNCIL

110201205
110201206

110201207

¢

PRIMARY

iPRIMARY

PRIMARY

110201208
110201209
110201210
110201211

110201212

PRIMARY
PRIMARY
10/PRIVARY
PRIMARY

PRIMARY

(KAILAHUN DISTRICTCOUNCIL

AILAHUN DISTRICT COUNCIL

Z =

Do

KAILAHUN DISTRICT COUNCIL

KAILAHUN DISTRICT COUNCIL

KAILAHUN DISTRICT COUNCIL

KAILAHUN DISTRICT COUNCII_. ZEKAILAHUN DISTRICT EDUCATION MAMABUJAWIE

= |

EARLY CHILDHOOD CARE AND DEVELOPMENT CENTFIE

.H o

fMETHODIST PRIMARY BAIWALA
NATIONAL ISLAMIC PRIMARY SCHOOL

PROVINCIAL ISLAMIC DODO PRIMARY SCHOOL

s

)

ROMAN CATHDLIC PRI MARY

1:ROMAN CATHOLIC PRIMARY SCHOOL SIENGA

1 KAILAHUN DISTRICT EDUCATION COUNCIL PRIMARY SCHOOL
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1 RDMAN CATHOLIC PRIMARY SCHODL

1-PEACE MEMORIALJUNIOR SECON DARY SCHOOL

2 SUPREMEISU\MIC PRE-SCHOOL

2 EAFILY CHILDHOOD CARE AND DEVELOPMENT PRE- SCHOOL

2 ST PATRICKS PRE-SCHOOL
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2:ROMAN CATHOLIC PRIMARY

2:ROMAN CATHOLIC PRIMARY SCHOOL
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AILAHUN DISTRICT COUNCIL
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KAILAHUN DISTRICT COUNCI L

AILAHUN DISTRICT COUNCIL
AILAHUN DISTRICT COUNCIL:
AILAHUN DISTRICT COUNCIL

AILAHUN DISTRICT CUUNCIL

L
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2:METHODIST PRIMARY DARU

2 NATIONAL ISLAMIC PRIMARY
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2:SIERRA LEONE MUSLIM BROTHEHOOD PRIMARY

L)

SUPREME ISLAMIC PRIMARY BENDUMA ROAD DARU

2:TAHIR AHMADIYYA PRIMARY

I(AMABU

SUPREME ISLAMIC COUNCIE LOWER BENDUMA ROAD

BAIWALLA

BAIWALA
BAOMA
DODO TOWN

NAGBENA

,SIENGA

TAKPOIMA

BAIWALLA

KURANKC

SAKIEMA

BAIWALLA

N r

DARU

DARU o
DARU” V
DARU R

DARU

BENDUMA

RUMBOHUN
 nomsoHuN
DARU V

DARU

DARL

: l'

_— .,

076593757 OTHER
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-I);rsszqa?? COMMUNITY
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