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RM6187 Framework Schedule 6 (Order Form and
Call-Off Schedules)

Order Form

CALL-OFF REFERENCE: SR1222860811

THE BUYER: The Commissioners for His Majesty’s Revenue and
Customs

BUYER ADDRESS: 100 Parliament Street, Westminster, London SW1A 2BQ

THE SUPPLIER: Ernst & Young LLP

SUPPLIER ADDRESS: 1 More London Place, London, SE1 2AF
REGISTRATION NUMBER: OC300001

DUNS NUMBER: 22-176-8935

SID4GOV ID: 210603

Applicable framework contract

This Order Form is for the provision of the Call-Off Deliverables and dated 5th
October 2023.

It's issued under the Framework Contract with the reference number RM6187 for
the provision of Business Architecture Services.

CALL-OFF LOTS:
Lot 3: Complex and Transformation

Call-off incorporated terms
The following documents are incorporated into this Call-Off Contract.

Where schedules are missing, those schedules are not part of the agreement and
cannot be used. If the documents conflict, the following order of precedence
applies:

1. This Order Form includes the Call-Off Special Terms and Call-Off Special
Schedules.
2. Joint Schedule 1 (Definitions) RM6187
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3. The following Schedules in equal order of precedence:

Joint Schedules for RM6187 Management Consultancy Framework Three
e Joint Schedule 1 (Definitions)
e Joint Schedule 2 (Variation Form)
e Joint Schedule 3 (Insurance Requirements)
e Joint Schedule 4 (Commercially Sensitive Information) -
Appended
Joint Schedule 6 (Key Subcontractors)
Joint Schedule 10 (Rectification Plan)
Joint Schedule 11 (Processing Data) - Appended

Call-Off Schedules

Call-Off Schedule 1 (Transparency Reports)

Call-Off Schedule 3 (Continuous Improvement)

Call-Off Schedule 5 (Pricing Details) - Appended
Call-Off Schedule 6 (ICT Services)

Call-Off Schedule 7 (Key Supplier Staff)

Call-Off Schedule 8 (Business Continuity and Disaster Recovery)
Call-Off Schedule 9 (Security) - Appended

Call-Off Schedule 10 (Exit Management)

Call-Off Schedule 13 (Implementation Plan and Testing)
Call-Off Schedule 14 (Service Levels) - Appended
Call-Off Schedule 15 (Call-Off Contract Management)
Call-Off Schedule 20 (Call-Off Specification) - Appended
Call-Off Schedule 23 (HMRC Terms)

4. CCS Core Terms

Joint Schedule 5 (Corporate Social Responsibility)

6. Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off
Tender that offer a better commercial position for the Buyer (as decided by
the Buyer) take precedence over the documents above.

o

Supplier terms are not part of the Call-Off Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of
delivery.

Call-off special terms

The following Special Terms are incorporated into this Call-Off Contract:
None

Call-off start date: 18" September 2023
Call-off expiry date: 17t March 2025

Extension (Optional): 6 Months
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Call-off deliverables:
See details in Call-Off Schedule 20 (Call-Off Specification)

Security
Short form security requirements apply.

and

The Buyers Security Policy as included within the Security Management
Questionnaire (Appended at Call Off Schedule 9)

Maximum liability

The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the
Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first contract year
are: £1,400,000.

Call-off charges
See details in Call-Off Schedule 5 (Pricing Details)

All changes to the Charges must use procedures that are equivalent to those in
Paragraphs 4, 5 and 6 (if used) in Framework Schedule 3 (Framework Prices)

The Charges will not be impacted by any change to the Framework Prices. The
Charges can only be changed by agreement in writing between the Buyer and the
Supplier because of a Specific Change in Law.

The maximum aggregated Call-Off Contract value is £2,106,666 (excluding VAT)
The maximum Call-Off Contract Value is not committed spend. Actual spend will
be dependent on the value of the cumulative SoWws.

Statements of Work

For SoWs required under the auspices of this Call-Off Contract, the following
process will be used:

HMRC will make a request in writing to the Supplier to provide a proposal. The
request will include a specification of requirements detailing the work needed, the
outcomes required, and the date the Supplier's SoW proposal is required by.
The Supplier shall review and return the SoW proposal to HMRC, which will
include a costed project plan of the milestones needed to deliver the outcomes.
Upon receipt, HMRC will review the SoW proposal and reserves the right to
request any changes to the SoW proposal as may be required to ensure the
required outcomes will be delivered to HMRC’s satisfaction.

Once the final SoW proposal has been agreed and the final SoW form has been
signed by a duly authorised representative from both parties, the deliverables
contained within the SoW will form part of the contract deliverables.

The Supplier shall deliver the requirements as agreed within individual SowW

OFFICIAL-SENSITIVE



PROTECT — CONFIDENTIAL — COMMERCIAL

packages which have been signed and approved by duly authorised
representatives from both parties.

Any minor amendments required to the operational delivery of deliverables within
the SoW, once agreed in writing by duly authorised representatives of both
parties, will also form part of the contract deliverables.

Only deliverables contained within a SoW that is agreed and signed by duly
authorised representatives from both parties will form committed deliverables
under the contract.

No commitment is given to the total value of work that may be commissioned
under this Call-Off Contract.

Reimbursable expenses
Recoverable as stated in Call-Off Schedule 20 (Call-Off Specification).

Payment method

The Buyer operates with the SAP Ariba Buying and Invoicing platform internally
badged as myBUY, therefore the Supplier will be obliged to receive Purchase
Orders from and transact invoices back to the Buyer over the Ariba network.

FINANCIAL TRANSPARENCY OBJECTIVES
The Financial Transparency Objectives do not apply to this Call-Off Contract.

Buyer’s authorised representative
[REDACTED]

Supplier’s authorised representative
[REDACTED]

Supplier’s contract manager
[REDACTED]

Progress report frequency
As stated in Call-Off Schedule 20 (Call-Off Specification).

Progress meeting frequency

As stated in Call-Off Schedule 20 (Call-Off Specification).

Key staff
Key staff specific to delivery of the supplier proposal are detailed in Schedule 4
(Call Off Tender) To be confirmed with successful tenderer prior to contract signature.

Key subcontractor(s)
N/A
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Commercially sensitive information
See Joint Schedule 4: Commercially Sensitive Information

Service credits
Not applicable

Additional insurances
Not applicable

Guarantee
To be confirmed with successful tenderer prior to contract signature.

Buyer’s environmental and social value policy

The Buyers Sustainable Procurement Strategy available online at:
(publishing.service.gov.uk)https://assets.publishing.service.gov.uk/government/uploads/s
ystem/uploads/attachment data/file/310632/HMRC Sustainable Procurement Strateqgy.
pdf

The Buyer complies with the requirements outlined in the Social Value Model,
introduced under PPN 06/20

Social value commitment

The Supplier agrees, in providing the Deliverables and performing its obligations
under the Call-Off Contract, that it will comply with the social value commitments in
Call-Off Schedule 4 (Call-Off Tender).

Formation of call off contract

By signing and returning this Call-Off Order Form the Supplier agrees to enter a
Call-Off Contract with the Buyer to provide the Services in accordance with the Call-
Off Order Form and the Call-Off Terms.

The Parties hereby acknowledge and agree that they have read the Call-Off Order

Form and the Call-Off Terms and by signing below agree to be bound by this Call-
Off Contract.
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For and on behalf of the Supplier:
Signature: [REDACTED]

Name: [REDACTED]

Role: [REDACTED]

Date: [REDACTED]

For and on behalf of the Buyer:
Signature: [REDACTED]

Name: [REDACTED]

Role: [REDACTED]

Date: [REDACTED]

OFFICIAL-SENSITIVE



PROTECT — CONFIDENTIAL — COMMERCIAL

Joint Schedule 4 (Commercially Sensitive
Information)

1. What is Commercially Sensitive Information?

1.1 In this Schedule the Parties have sought to identify the Supplier's Confidential
Information that is genuinely commercially sensitive and the disclosure of
which would be the subject of an exemption under the FOIA and the EIRs.

1.2 Where possible, the Parties have sought to identify when any relevant
Information will cease to fall into the category of Information to which this
Schedule applies in the table below and in the Order Form (which shall be
deemed incorporated into the table below).

1.3 Without prejudice to the Relevant Authority's obligation to disclose
Information in accordance with FOIA or Clause 16 (When you can share
information), the Relevant Authority will, in its sole discretion, acting
reasonably, seek to apply the relevant exemption set out in the FOIA to the
following Information:

No. Date Item(s) Duration of
Confidentiality

[REDACTED]
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Joint Schedule 11 (Processing Data)

Definitions
1. In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):
“Processor all directors, officers, employees, agents, consultants and
Personnel” suppliers of the Processor and/or of any Subprocessor
engaged in the performance of its obligations under a
Contract;

Status of the Controller

2. The Parties acknowledge that for the purposes of the Data Protection
Legislation, the nature of the activity carried out by each of them in relation
to their respective obligations under a Contract dictates the status of each
party under the DPA 2018. A Party may act as:

(a) “Controller” in respect of the other Party who is “Processor”;
(b) “Processor” in respect of the other Party who is “Controller”;
(c) “Joint Controller” with the other Party;

(d) “Independent Controller” of the Personal Data where the other Party is also
“Controller”,

in respect of certain Personal Data under a Contract and shall specify in
Annex 1 (Processing Personal Data) which scenario they think shall apply
in each situation.

Where one Party is Controller and the other Party its Processor

3. Where a Party is a Processor, the only Processing that it is authorised to do
is listed in Annex 1 (Processing Personal Data) by the Controller.

4. The Processor shall notify the Controller immediately if it considers that any
of the Controller’s instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in
the preparation of any Data Protection Impact Assessment prior to
commencing any Processing. Such assistance may, at the discretion of the
Controller, include:

(a) a systematic description of the envisaged Processing and the purpose of
the Processing;

(b) an assessment of the necessity and proportionality of the Processing in
relation to the Deliverables;

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and
(d) the measures envisaged to address the risks, including safeguards, security
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measures and mechanisms to ensure the protection of Personal Data.

6. The Processor shall, in relation to any Personal Data Processed in
connection with its obligations under the Contract:

(a) Process that Personal Data only in accordance with Annex 1 (Processing
Personal Data), unless the Processor is required to do otherwise by Law. If
it is so required the Processor shall notify the Controller before Processing
the Personal Data unless prohibited by Law;

(b) ensure that it has in place Protective Measures, including in the case of the
Supplier the measures set out in Clause 14.3 of the Core Terms, which the
Controller may reasonably reject (but failure to reject shall not amount to
approval by the Controller of the adequacy of the Protective Measures)
having taken account of the:

(i) nature of the data to be protected,;
(ii) harm that might result from a Personal Data Breach,;
(iii)  state of technological development; and
(iv)  cost of implementing any measures;
(c) ensure that :

(i) the Processor Personnel do not Process Personal Data except
in accordance with the Contract (and in particular Annex 1
(Processing Personal Data));

(i) it takes all reasonable steps to ensure the reliability and
integrity of any Processor Personnel who have access to the
Personal Data and ensure that they:

(A) are aware of and comply with the Processor’s duties
under this Joint Schedule 11, Clauses 14 (Data
protection), 15 (What you must keep confidential) and
16 (When you can share information) of the Core Terms;

(B) are subject to appropriate confidentiality undertakings
with the Processor or any Subprocessor;

() are informed of the confidential nature of the Personal
Data and do not publish, disclose or divulge any of the
Personal Data to any third party unless directed in
writing to do so by the Controller or as otherwise
permitted by the Contract; and

(D)  have undergone adequate training in the use, care,
protection and handling of Personal Data;

(d) not transfer Personal Data outside of the UK or EU unless the prior written
consent of the Controller has been obtained and the following conditions
are fulfilled:

(i) the Controller or the Processor has provided appropriate
safeguards in relation to the transfer (whether in accordance
with UK GDPR Atrticle 46 or LED Atrticle 37) as determined by
the Controller;

(i) the Data Subject has enforceable rights and effective legal
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7.

(a)

(b)
(c)

(d)

(e)

(f)

(a)

(b)

(c)
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remedies;

(iii)  the Processor complies with its obligations under the Data
Protection Legislation by providing an adequate level of
protection to any Personal Data that is transferred (or, if it is not
SO bound, uses its best endeavours to assist the Controller in
meeting its obligations); and

(iv)  the Processor complies with any reasonable instructions
notified to it in advance by the Controller with respect to the
Processing of the Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and
any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify
the Controller immediately if in relation to it Processing Personal Data under
or in connection with the Contract it:

receives a Data Subject Access Request (or purported Data Subject Access
Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either
Party's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any
other regulatory authority in connection with Personal Data Processed
under the Contract;

receives a request from any third Party for disclosure of Personal Data
where compliance with such request is required or purported to be required
by Law; or

becomes aware of a Personal Data Breach.

The Processor’s obligation to notify under paragraph 7 of this Joint Schedule
11 shall include the provision of further information to the Controller, as
details become available.

Taking into account the nature of the Processing, the Processor shall provide
the Controller with assistance in relation to either Party's obligations under
Data Protection Legislation and any complaint, communication or request
made under paragraph 7 of this Joint Schedule 11 (and insofar as possible
within the timescales reasonably required by the Controller) including by
immediately providing:

the Controller with full details and copies of the complaint, communication
or request;

such assistance as is reasonably requested by the Controller to enable it to
comply with a Data Subject Access Request within the relevant timescales
set out in the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a
Data Subject;
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(e)

10.

(a)

(b)

(c)

11.

12,

13.

(a)
(b)
(c)

(d)

14.

15.

16.
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assistance as requested by the Controller following any Personal Data
Breach; and/or

assistance as requested by the Controller with respect to any request from
the Information Commissioner’s Office, or any consultation by the Controller
with the Information Commissioner's Office.

The Processor shall maintain complete and accurate records and
information to demonstrate its compliance with this Joint Schedule 11. This
requirement does not apply where the Processor employs fewer than 250
staff, unless:

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of
data as referred to in Article 9(1) of the UK GDPR or Personal Data relating
to criminal convictions and offences referred to in Article 10 of the UK
GDPR; or

the Controller determines that the Processing is likely to result in a risk to
the rights and freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the
Controller or the Controller’s designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Subprocessor to Process any Personal Data related to
the Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Controller;

enter into a written agreement with the Subprocessor which give effect to
the terms set out in this Joint Schedule 11 such that they apply to the
Subprocessor; and

provide the Controller with such information regarding the Subprocessor as
the Controller may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its
Subprocessors.

The Relevant Authority may, at any time on not less than thirty (30) Working
Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable
controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by
attachment to the Contract).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Relevant Authority may on not less than thirty
(30) Working Days’ notice to the Supplier amend the Contract to ensure that
it complies with any guidance issued by the Information Commissioner’s
Office.
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Where the Parties are Joint Controllers of Personal Data

17.

In the event that the Parties are Joint Controllers in respect of Personal Data
under the Contract, the Parties shall implement paragraphs that are
necessary to comply with UK GDPR Article 26 based on the terms set out in
Annex 2 to this Joint Schedule 11.

Independent Controllers of Personal Data

18.

19.

20.

21.

22.

(a)

(b)

(c)

23.

24.

With respect to Personal Data provided by one Party to another Party for
which each Party acts as Controller but which is not under the Joint Control
of the Parties, each Party undertakes to comply with the applicable Data
Protection Legislation in respect of their Processing of such Personal Data
as Controller.

Each Party shall Process the Personal Data in compliance with its obligations
under the Data Protection Legislation and not do anything to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance
with paragraph 18 of this Joint Schedule 11 above, the recipient of the
Personal Data will provide all such relevant documents and information
relating to its data protection policies and procedures as the other Party may
reasonably require.

The Parties shall be responsible for their own compliance with Articles 13
and 14 UK GDPR in respect of the Processing of Personal Data for the
purposes of the Contract.

The Parties shall only provide Personal Data to each other:

to the extent necessary to perform their respective obligations under the
Contract;

in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects
to meet the requirements of Articles 13 and 14 of the UK GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of
varying likelihood and severity for the rights and freedoms of natural persons,
each Party shall, with respect to its Processing of Personal Data as
Independent Controller, implement and maintain appropriate technical and
organisational measures to ensure a level of security appropriate to that risk,
including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c)
and (d) of the UK GDPR, and the measures shall, at a minimum, comply with
the requirements of the Data Protection Legislation, including Article 32 of
the UK GDPR.

A Party Processing Personal Data for the purposes of the Contract shall
maintain a record of its Processing activities in accordance with Article 30
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25.

(a)

(b)

26.

(a)

(b)

(c)

(d)

27.

28.
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UK GDPR and shall make the record available to the other Party upon
reasonable request.

Where a Party receives a request by any Data Subject to exercise any of
their rights under the Data Protection Legislation in relation to the Personal
Data provided to it by the other Party pursuant to the Contract (“Request
Recipient”):

the other Party shall provide any information and/or assistance as
reasonably requested by the Request Recipient to help it respond to the
request or correspondence, at the cost of the Request Recipient; or

where the request or correspondence is directed to the other Party and/or
relates to that other Party's Processing of the Personal Data, the Request
Recipient will:

(i) promptly, and in any event within five (5) Working Days of
receipt of the request or correspondence, inform the other
Party that it has received the same and shall forward such
request or correspondence to the other Party; and

(i) provide any information and/or assistance as reasonably
requested by the other Party to help it respond to the request
or correspondence in the timeframes specified by Data
Protection Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of
any Personal Data Breach relating to Personal Data provided by the other
Party pursuant to the Contract and shall:

do all such things as reasonably necessary to assist the other Party in
mitigating the effects of the Personal Data Breach,;

implement any measures necessary to restore the security of any
compromised Personal Data;

work with the other Party to make any required notifications to the
Information Commissioner’s Office and affected Data Subjects in
accordance with the Data Protection Legislation (including the timeframes
set out therein); and

not do anything which may damage the reputation of the other Party or that
Party's relationship with the relevant Data Subjects, save as required by
Law.

Personal Data provided by one Party to the other Party may be used
exclusively to exercise rights and obligations under the Contract as specified
in Annex 1 (Processing Personal Data).

Personal Data shall not be retained or processed for longer than is

necessary to perform each Party’s respective obligations under the Contract
which is specified in Annex 1 (Processing Personal Data).
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Notwithstanding the general application of paragraphs 2 to 16 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise its
regulatory and/or legal obligations in respect of Personal Data, it shall act as
an Independent Controller of Personal Data in accordance with paragraphs
18 to 28 of this Joint Schedule 11.
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Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the
view of the Processors, however the final decision as to the content of this Annex
shall be with the Relevant Authority at its absolute discretion.

The contact details of the Relevant Authority’s Data Protection Officer are:

[REDACTED]

The contact details of the Supplier's Data Protection Officer are: [REDACTED)]

1.1.1.1 The Processor shall comply with any further written instructions with respect
to Processing by the Controller.

1.1.1.2 Any such further instructions shall be incorporated into this Annex.

Description

Details

Identity of
Controller for each
Category of
Personal Data

The Relevant Authority is Controller and the Supplier is
Processor

The Parties acknowledge that in accordance with paragraph 3 to
paragraph 16 and for the purposes of the Data Protection
Legislation, the Relevant Authority is the Controller and the
Supplier is the Processor of all Authority Personal Data processed
by the Supplier under this contract.

Duration of the

From the contract commencement date until the contract

Processing termination date.

Nature and The nature of the processing will be limited to any necessary
purposes of the communication between the Supplier staff and Authority staff as
Processing required to deliver the Services.

Type of Personal
Data

Name, work email address, work phone number.

Categories of Data
Subject

Staff

OFFICIAL-SENSITIVE




PROTECT — CONFIDENTIAL — COMMERCIAL

Plan for return and | As per 3d of Annex 2 of Call-Off Schedule 9 — Security.
destruction of the
data once the
Processing is
complete
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Annex 2 - Joint Controller Agreement

N/a.
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Call-Off Schedule 5 (Pricing Details)

1. Fixed SoW 1 Cost:
[REDACTED]
2. Rate Card

2.1. Rates submitted within the Rate Card tab will be fixed for the duration of the call-off
contract.

2.2. Description of each Role can be found within Annex C of this Schedule.
2.2. No indexation will be permitted under the contract.

2.3. All future Statements of Work (SoW) will be costed using the rates contained within
the Rate Card.

2.4. Where any extension to the contract is agreed, the Parties may agree either a Fixed
Price or Time & Materials (T&M) charging will apply. For T&M the rates provided in the
Rate Card will apply.

2.4. The Rate Card can be found in Annex B of this Schedule.
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Annex A — Milestone Payments
[REDACTED]
Annex B — Rate Card

[REDACTED]
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Annex C - Role Descriptions

Partner

Partners are expected to be acknowledged experts
in at least one function, capability and/or industry
and have extensive experience of leading major
and/or complex projects.

Activities are likely to include but are not limited to:
- being accountable for overall project delivery and
overseeing knowledge transfer to customer

- bringing innovative strategic insight and best
practice

- applying relevant private and public sector
knowledge including policy and political issues

- delivering results that meet or exceed customer
expectations

- developing strong customer relationships with
senior stakeholders

Someone working at this grade would typically be
expected to have over ten years relevant experi-
ence.

Managing Consultant/Direc-
tor

Managing Consultants / Directors are expected to
have deep expertise in at least one function, capa-
bility and/or industry and perform a wide range of
leadership responsibilities.

Activities are likely to include but are not limited to:
- providing leadership to the project team and the
customer

- reviewing and improving the project team's rec-
ommendations

- providing relevant thought leadership and exper-
tise to the customer

- forming strong working relationships with cus-
tomer stakeholders

Someone working at this grade would typically
have over eight years relevant experience.

Principle Consultant / Asso-
ciate Director

Principal Consultants / Associate Directors are ex-
pected to have specialised knowledge of a func-
tion, capability and/or industry and be responsible
for providing leadership both internally for the pro-
ject team and when interfacing with the customer.
Activities are likely to include but are not limited to:
- designing the project structure
- providing leadership and coaching to internal pro-
ject team members
- contributing to the development of customer-fac-
ing presentations
- leading on the delivery of presentation of recom-
mendations to customer
stakeholders
Someone working at this grade would typically
have between seven and eight years relevant ex-
perience.
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Senior Consultant/Engage-
ment Manager / Project
Lead

Senior Consultants / Engagement Manager / Pro-
ject Leads are expected to have specialised
knowledge of a function, capability and/or industry
and be responsible for managing several or all
components of a project.

Activities are likely to include but are not limited to:
- managing the project across multiple
workstreams

- prioritising the team's workload

- bringing together the team's inputs into coherent
recommendations

- engaging customer stakeholders including pre-
senting recommendations

Someone working at this grade would typically
have between five and six years relevant experi-
ence.

Consultant

Consultants are expected to have knowledge of a
function, capability and/or industry and be respon-
sible for larger and/or more complex components
of a project. They would have strong analytical
skills, along with excellent verbal, written and
presentation skills.

Activities are likely to include but are not limited to:
- analysing and modelling data

- drawing out high quality insights

- creating slides to present recommendations

- meeting with customer stakeholders to under-
stand their issues

Someone working at this grade would typically
have between two and four years relevant experi-
ence.

Analyst / Junior Consultant

Analysts / Junior Consultants are expected to be
responsible for a specific component of a project
and have good analytical and communication
skills.

Activities are likely to include but are not limited to:
- identifying and researching information sources
- gathering and interpreting data

- executing qualitative and quantitative analysis

- interacting with customer stakeholders
Someone working at this grade would typically
have up to two years relevant experience
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Call-Off Schedule 9 (Security)

Part A: Short Form Security Requirements

1. Definitions

11

In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Breach of
Security"

1the occurrence of:

a) any unauthorised access to or use of the
Deliverables, the Sites and/or any
Information and Communication Technology
("ICT"), information or data (including the
Confidential Information and the Government
Data) used by the Buyer and/or the Supplier
in connection with this Contract; and/or

b) the loss and/or unauthorised disclosure of
any information or data (including the
Confidential Information and the Government
Data), including any copies of such
information or data, used by the Buyer and/or
the Supplier in connection with this Contract,

2in either case as more particularly set out in the
Security Policy where the Buyer has required
compliance therewith in accordance with
paragraph 2.2;

"Security
Management Plan”

3the Supplier's security management plan prepared
pursuant to this Schedule, a draft of which has
been provided by the Supplier to the Buyer and

has been updated from time to time.

2. Complying with security requirements and updates to them

2.1

2.2

2.3

2.4

The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), CCS shall have the right to enforce
the Buyer's rights under this Schedule.

The Supplier shall comply with the requirements in this Schedule in respect
of the Security Management Plan. Where specified by a Buyer that has
undertaken a Further Competition it shall also comply with the Security Policy
and shall ensure that the Security Management Plan produced by the
Supplier fully complies with the Security Policy.

Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

If the Supplier believes that a change or proposed change to the Security
Policy will have a material and unavoidable cost implication to the provision
of the Deliverables, it may propose a Variation to the Buyer. In doing so, the
Supplier must support its request by providing evidence of the cause of any
increased costs and the steps that it has taken to mitigate those costs. Any
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change to the Charges shall be subject to the Variation Procedure.

2.5 Until and/or unless a change to the Charges is agreed by the Buyer pursuant
to the Variation Procedure the Supplier shall continue to provide the
Deliverables in accordance with its existing obligations.

3. Security Standards

3.1 The Supplier acknowledges that the Buyer places great emphasis on the
reliability of the performance of the Deliverables, confidentiality, integrity and
availability of information and consequently on security.

3.2 The Supplier shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1 isin accordance with the Law and this Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;

3.2.3 meets any specific security threats of immediate relevance to the
Deliverables and/or the Government Data; and

3.2.4 where specified by the Buyer in accordance with paragraph 2.2
complies with the Security Policy and the ICT Policy.

3.3 The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as developed
and updated and to any successor to or replacement for such standards,
guidance and policies, as notified to the Supplier from time to time.

3.4 In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative
of such inconsistency immediately upon becoming aware of the same, and
the Buyer's Representative shall, as soon as practicable, advise the Supplier
which provision the Supplier shall be required to comply with.

4. Security Management Plan

4.1 Introduction

4.1.1 The Supplier shall develop and maintain a Security Management
Plan in accordance with this Schedule. The Supplier shall thereafter
comply with its obligations set out in the Security Management Plan.

4.2 Content of the Security Management Plan
4.2.1 The Security Management Plan shall:

a) comply with the principles of security set out in Paragraph 3
and any other provisions of this Contract relevant to security;

b) identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Supplier;

c) detail the process for managing any security risks from
Subcontractors and third parties authorised by the Buyer with
access to the Deliverables, processes associated with the
provision of the Deliverables, the Buyer Premises, the Sites
and any ICT, Information and data (including the Buyer’s
Confidential Information and the Government Data) and any
system that could directly or indirectly have an impact on that
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Information, data and/or the Deliverables;

d) be developed to protect all aspects of the Deliverables and all
processes associated with the provision of the Deliverables,
including the Buyer Premises, the Sites, and any ICT,
Information and data (including the Buyer's Confidential
Information and the Government Data) to the extent used by
the Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly
have an impact on that Information, data and/or the
Deliverables;

e) set out the security measures to be implemented and
maintained by the Supplier in relation to all aspects of the
Deliverables and all processes associated with the provision of
the Goods and/or Services and shall at all times comply with
and specify security measures and procedures which are
sufficient to ensure that the Deliverables comply with the
provisions of this Contract;

f)  setoutthe plans for transitioning all security arrangements and
responsibilities for the Supplier to meet the full obligations of
the security requirements set out in this Contract and, where
necessary in accordance with paragraph 2.2 the Security
Policy; and

g) be written in plain English in language which is readily
comprehensible to the staff of the Supplier and the Buyer
engaged in the provision of the Deliverables and shall only
reference documents which are in the possession of the
Parties or whose location is otherwise specified in this
Schedule.

4.3 Development of the Security Management Plan

4.3.1

4.3.2

Within twenty (20) Working Days after the Start Date and in
accordance with Paragraph 4.4, the Supplier shall prepare and
deliver to the Buyer for Approval a fully complete and up to date
Security Management Plan which will be based on the draft Security
Management Plan.

If the Security Management Plan submitted to the Buyer in
accordance with Paragraph 4.3.1, or any subsequent revision to it
in accordance with Paragraph 4.4, is Approved it will be adopted
immediately and will replace the previous version of the Security
Management Plan and thereafter operated and maintained in
accordance with this Schedule. If the Security Management Plan is
not Approved, the Supplier shall amend it within ten (10) Working
Days of a notice of non-approval from the Buyer and re-submit to
the Buyer for Approval. The Parties will use all reasonable
endeavours to ensure that the approval process takes as little time
as possible and in any event no longer than fifteen (15) Working
Days from the date of its first submission to the Buyer. If the Buyer
does not approve the Security Management Plan following its
resubmission, the matter will be resolved in accordance with the
Dispute Resolution Procedure.
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The Buyer shall not unreasonably withhold or delay its decision to
Approve or not the Security Management Plan pursuant to
Paragraph 4.3.2. However, a refusal by the Buyer to Approve the
Security Management Plan on the grounds that it does not comply
with the requirements set out in Paragraph 4.2 shall be deemed to
be reasonable.

Approval by the Buyer of the Security Management Plan pursuant
to Paragraph 4.3.2 or of any change to the Security Management
Plan in accordance with Paragraph 4.4 shall not relieve the Supplier
of its obligations under this Schedule.

4.4 Amendment of the Security Management Plan

441

4.4.2

4.4.3

4.4.4

The Security Management Plan shall be fully reviewed and updated
by the Supplier at least annually to reflect:

a) emerging changes in Good Industry Practice;

b) any change or proposed change to the Deliverables and/or
associated processes;

c) where necessary in accordance with paragraph 2.2, any
change to the Security Policy;

d) any new perceived or changed security threats; and

e) any reasonable change in requirements requested by the
Buyer.

The Supplier shall provide the Buyer with the results of such reviews
as soon as reasonably practicable after their completion and
amendment of the Security Management Plan at no additional cost
to the Buyer. The results of the review shall include, without
limitation:

a) suggested improvements to the effectiveness of the Security
Management Plan;

b) updates to the risk assessments; and

c) suggested improvements in measuring the effectiveness of
controls.

Subject to Paragraph 4.4.4, any change or amendment which the
Supplier proposes to make to the Security Management Plan (as a
result of a review carried out in accordance with Paragraph 4.4.1, a
request by the Buyer or otherwise) shall be subject to the Variation
Procedure.

The Buyer may, acting reasonably, Approve and require changes or
amendments to the Security Management Plan to be implemented
on timescales faster than set out in the Variation Procedure but,
without prejudice to their effectiveness, all such changes and
amendments shall thereafter be subject to the Variation Procedure
for the purposes of formalising and documenting the relevant
change or amendment.
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5.1Either Party shall notify the other in accordance with the agreed security
incident management process (as detailed in the Security Management Plan)
upon becoming aware of any Breach of Security or any potential or attempted

Breach of Security.

5.2Without prejudice to the security incident management process, upon
becoming aware of any of the circumstances referred to in Paragraph 5.1,

the Supplier shall:

5.2.1 immediately take all reasonable steps (which shall include any action or
changes reasonably required by the Buyer) necessary to:

a)

b)

d)

minimise the extent of actual or potential harm caused
by any Breach of Security;

remedy such Breach of Security to the extent possible
and protect the integrity of the Buyer and the provision
of the Goods and/or Services to the extent within its
control against any such Breach of Security or
attempted Breach of Security;

prevent an equivalent breach in the future exploiting
the same cause failure; and

as soon as reasonably practicable provide to the
Buyer, where the Buyer so requests, full details (using
the reporting mechanism defined by the Security
Management Plan) of the Breach of Security or
attempted Breach of Security, including a cause
analysis where required by the Buyer.

5.3In the event that any action is taken in response to a Breach of Security or
potential or attempted Breach of Security that demonstrates non-compliance
of the Security Management Plan with the Security Policy (where relevant in
accordance with paragraph 2.2) or the requirements of this Schedule, then
any required change to the Security Management Plan shall be at no cost to

the Buyer.
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Part B — Annex 1:

Baseline security requirements

1. Handling Classified information

1.1The Supplier shall not handle Buyer information classified as SECRET or
TOP SECRET except if there is a specific requirement and in this case prior
to receipt of such information the Supplier shall seek additional specific
guidance from the Buyer.

2. End user devices

2.1When Government Data resides on a mobile, removable or physically
uncontrolled device it must be stored encrypted using a product or system
component which has been formally assured through a recognised
certification process of the National Cyber Security Centre (“NCSC”) to at
least Foundation Grade, for example, under the NCSC Commercial Product
Assurance scheme ("CPA").

2.2Devices used to access or manage Government Data and services must be
under the management authority of the Buyer or Supplier and have a
minimum set of security policy configurations enforced. These devices must
be placed into a ‘known good’ state prior to being provisioned into the
management authority of the Buyer. Unless otherwise agreed with the Buyer
in writing, all Supplier devices are expected to meet the set of security
requirements set out in the End User Devices Security Guidance
(https://www.ncsc.gov.uk/guidance/end-user-device-security). Where the
guidance highlights shortcomings in a particular platform the Supplier may
wish to use, then these should be discussed with the Buyer and a joint
decision shall be taken on whether the residual risks are acceptable. Where
the Supplier wishes to deviate from the NCSC guidance, then this should be
agreed in writing on a case by case basis with the Buyer.

3. Data Processing, Storage, Management and Destruction

3.1The Supplier and Buyer recognise the need for the Buyer’s information to be
safeguarded under the UK Data Protection regime or a similar regime. To
that end, the Supplier must be able to state to the Buyer the physical locations
in which data may be stored, processed and managed from, and what legal
and regulatory frameworks Government Data will be subject to at all times.

3.2The Supplier shall agree to any change in location of data storage, processing
and administration with the Buyer in accordance with Clause 14 (Data
protection).

3.3The Supplier shall:

3.3.1 provide the Buyer with all Government Data on demand in an
agreed open format;

3.3.2 have documented processes to guarantee availability of
Government Data in the event of the Supplier ceasing to trade;

OFFICIAL-SENSITIVE


https://www.ncsc.gov.uk/guidance/end-user-device-security

PROTECT — CONFIDENTIAL — COMMERCIAL

3.3.3 securely destroy all media that has held Government Data at the
end of life of that media in line with Good Industry Practice; and

3.3.4 securely erase any or all Government Data held by the Supplier
when requested to do so by the Buyer.

4. Ensuring secure communications

4.1 The Buyer requires that any Government Data transmitted over any public
network (including the Internet, mobile networks or un-protected enterprise
network) or to a mobile device must be encrypted using a product or system
component which has been formally assured through a certification process
recognised by NCSC, to at least Foundation Grade, for example, under CPA.

4.2 The Buyer requires that the configuration and use of all networking equipment
to provide the Services, including those that are located in secure physical
locations, are at least compliant with Good Industry Practice.

5. Security by design

5.1The Supplier shall apply the ‘principle of least privilege’ (the practice of
limiting systems, processes and user access to the minimum possible level)
to the design and configuration of IT systems which will process or store
Government Data.

5.2When designing and configuring the ICT Environment (to the extent that the
ICT Environment is within the control of the Supplier) the Supplier shall follow
Good Industry Practice and seek guidance from recognised security
professionals with the appropriate skills and/or a NCSC certification
(https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all
bespoke or complex components of the ICT Environment (to the extent that
the ICT Environment is within the control of the Supplier).

6. Security of Supplier Staff

6.1Supplier Staff shall be subject to pre-employment checks that include, as a
minimum: identity, unspent criminal convictions and right to work.

6.2The Supplier shall agree on a case by case basis Supplier Staff roles which
require specific government clearances (such as ‘SC’) including system
administrators with privileged access to IT systems which store or process
Government Data.

6.3The Supplier shall prevent Supplier Staff who are unable to obtain the
required security clearances from accessing systems which store, process,
or are used to manage Government Data except where agreed with the Buyer
in writing.

6.4 All Supplier Staff that have the ability to access Government Data or systems
holding Government Data shall undergo regular training on secure
information management principles. Unless otherwise agreed with the Buyer
in writing, this training must be undertaken annually.

6.5Where the Supplier or Subcontractors grants increased ICT privileges or
access rights to Supplier Staff, those Supplier Staff shall be granted only
those permissions necessary for them to carry out their duties. When staff no
longer need elevated privileges or leave the organisation, their access rights
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shall be revoked within one (1) Working Day.

7. Restricting and monitoring access

7.1The Supplier shall operate an access control regime to ensure all users and
administrators of the ICT Environment (to the extent that the ICT Environment
is within the control of the Supplier) are uniquely identified and authenticated
when accessing or administering the Services. Applying the ‘principle of least
privilege’, users and administrators shall be allowed access only to those
parts of the ICT Environment that they require. The Supplier shall retain an
audit record of accesses.

8. Audit

8.1The Supplier shall collect audit records which relate to security events in the
systems or that would support the analysis of potential and actual
compromises. In order to facilitate effective monitoring and forensic readiness
such Supplier audit records should (as a minimum) include:

8.1.1

8.1.2

Logs to facilitate the identification of the specific asset which makes
every outbound request external to the ICT Environment (to the
extent that the ICT Environment is within the control of the Supplier).
To the extent the design of the Deliverables allows such logs shall
include those from DHCP servers, HTTP/HTTPS proxy servers,
firewalls and routers.

Security events generated in the ICT Environment (to the extent
that the ICT Environment is within the control of the Supplier) and
shall include: privileged account log-on and log-off events, the start
and termination of remote access sessions, security alerts from
desktops and server operating systems and security alerts from
third party security software.

8.2The Supplier and the Buyer shall work together to establish any additional
audit and monitoring requirements for the ICT Environment.

8.3The Supplier shall retain audit records collected in compliance with this
Paragraph 8 for a period of at least 6 Months.
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Part B — Annex 2 - Security Management Plan
[REDACTED]
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Call-Off Schedule 14 (Service Levels)

1. Definitions

1.1 Inthis Schedule, the following words shall have the following meanings
and they shall supplement Joint Schedule 1 (Definitions):

“Critical Service has the meaning given to it in the Order Form;
Level Failure”

"Service Credits" any service credits specified in the Annex to Part A of
this Schedule being payable by the Supplier to the
Buyer in respect of any failure by the Supplier to meet
one or more Service Levels;

"Service Credit has the meaning given to it in the Order Form;
Capll
"Service Level means a failure to meet the Service Level
Failure" Performance Measure in respect of a Service Level;
"Service Level shall be as set out against the relevant Service Level
Performance in the Annex to Part A of this Schedule; and
Measure"
"Service Level shall be as set out against the relevant Service Level
Threshold" in the Annex to Part A of this Schedule.

2, What happens if you don’t meet the Service Levels

2.1  The Supplier shall at all times provide the Deliverables to meet or
exceed the Service Level Performance Measure for each Service
Level.

2.2  The Supplier acknowledges that any Service Level Failure shall entitle
the Buyer to the rights set out in Part A of this Schedule including the
right to any Service Credits and that any Service Credit is a price
adjustment and not an estimate of the Loss that may be suffered by the
Buyer as a result of the Supplier’s failure to meet any Service Level
Performance Measure.

2.3 The Supplier shall send Performance Monitoring Reports to the Buyer
detailing the level of service which was achieved in accordance with
the provisions of Part B (Performance Monitoring) of this Schedule.

2.4 A Service Credit shall be the Buyer’s exclusive financial remedy for a
Service Level Failure except where:

2.4.1 the Supplier has over the previous (twelve) 12 Month period
exceeded the Service Credit Cap; and/or

2.4.2 the Service Level Failure:
(@) exceeds the relevant Service Level Threshold;
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(b) has arisen due to a Prohibited Act or wilful Default by the
Supplier;

(c) results in the corruption or loss of any Government Data;
and/or

(d) results in the Buyer being required to make a
compensation payment to one or more third parties;
and/or

2.4.3 the Buyer is entitled to or does terminate this Contract pursuant
to Clause 10.4 (CCS and Buyer Termination Rights).

Not more than once in each Contract Year, the Buyer may, on giving
the Supplier at least three (3) Months’ notice, change the weighting of
Service Level Performance Measure in respect of one or more Service
Levels and the Supplier shall not be entitled to object to, or increase
the Charges as a result of such changes, provided that:

2.5.1 the total number of Service Levels for which the weighting is to
be changed does not exceed the number applicable as at the
Start Date,

2.5.2 the principal purpose of the change is to reflect changes in the
Buyer's business requirements and/or priorities or to reflect
changing industry standards; and

2.5.3 there is no change to the Service Credit Cap.

3. Critical Service Level Failure

On the occurrence of a Critical Service Level Failure:

3.1

3.2

any Service Credits that would otherwise have accrued during the
relevant Service Period shall not accrue; and

the Buyer shall (subject to the Service Credit Cap) be entitled to
withhold and retain as compensation a sum equal to any Charges
which would otherwise have been due to the Supplier in respect of that
Service Period ("Compensation for Critical Service Level Failure"),

provided that the operation of this paragraph 3 shall be without prejudice to
the right of the Buyer to terminate this Contract and/or to claim damages from
the Supplier for material Default.
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Part A: Service Levels and Service Credits

1. Service Levels
If the level of performance of the Supplier:
1.1 s likely to or fails to meet any Service Level Performance Measure; or
1.2 islikely to cause or causes a Critical Service Failure to occur,

the Supplier shall immediately notify the Buyer in writing and the Buyer, in its
absolute discretion and without limiting any other of its rights, may:

1l.a.1 require the Supplier to immediately take all remedial action that
is reasonable to mitigate the impact on the Buyer and to rectify
or prevent a Service Level Failure or Critical Service Level
Failure from taking place or recurring;

1.a.2 instruct the Supplier to comply with the Rectification Plan
Process;

1.a.3 if a Service Level Failure has occurred, deduct the applicable
Service Level Credits payable by the Supplier to the Buyer;
and/or

1l.a.4 if a Critical Service Level Failure has occurred, exercise its right
to Compensation for Critical Service Level Failure (including the
right to terminate for material Default).

2. Service Credits

2.1  The Buyer shall use the Performance Monitoring Reports supplied by
the Supplier to verify the calculation and accuracy of the Service
Credits, if any, applicable to each Service Period.

2.2  Service Credits are a reduction of the amounts payable in respect of
the Deliverables and do not include VAT. The Supplier shall set-off the
value of any Service Credits against the appropriate invoice in
accordance with the calculation formula in the Annex to Part A of this
Schedule.
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Annex A to Part A: [REDACTED]
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Part B: Performance Monitoring

3. Performance Monitoring and Performance Review

3.1 Within twenty (20) Working Days of the Start Date the Supplier shall
provide the Buyer with details of how the process in respect of the
monitoring and reporting of Service Levels will operate between the
Parties and the Parties will endeavour to agree such process as soon
as reasonably possible.

3.2  The Supplier shall provide the Buyer with performance monitoring
reports ("Performance Monitoring Reports”) in accordance with the
process and timescales agreed pursuant to paragraph 3.1 of Part B of
this Schedule which shall contain, as a minimum, the following
information in respect of the relevant Service Period just ended:

3.2.1 for each Service Level, the actual performance achieved over
the Service Level for the relevant Service Period;

3.2.2 asummary of all failures to achieve Service Levels that occurred
during that Service Period,;

3.2.3 details of any Critical Service Level Failures;

3.2.4 for any repeat failures, actions taken to resolve the underlying
cause and prevent recurrence;

3.2.5 the Service Credits to be applied in respect of the relevant
period indicating the failures and Service Levels to which the
Service Credits relate; and

3.2.6 such other details as the Buyer may reasonably require from
time to time.

3.3  The Parties shall attend meetings to discuss Performance Monitoring
Reports ("Performance Review Meetings") on a Monthly basis. The
Performance Review Meetings will be the forum for the review by the
Supplier and the Buyer of the Performance Monitoring Reports. The
Performance Review Meetings shall:

3.3.1 take place within one (1) week of the Performance Monitoring
Reports being issued by the Supplier at such location and time
(within normal business hours) as the Buyer shall reasonably
require;

3.3.2 be attended by the Supplier's Representative and the Buyer’s
Representative; and

3.3.3 be fully minuted by the Supplier and the minutes will be
circulated by the Supplier to all attendees at the relevant
meeting and also to the Buyer’'s Representative and any other
recipients agreed at the relevant meeting.

3.4  The minutes of the preceding Month's Performance Review Meeting
will be agreed and signed by both the Supplier's Representative and
the Buyer’s Representative at each meeting.

3.5 The Supplier shall provide to the Buyer such documentation as the
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Buyer may reasonably require in order to verify the level of the
performance by the Supplier and the calculations of the amount of
Service Credits for any specified Service Period.

4. Satisfaction Surveys

The Buyer may undertake satisfaction surveys in respect of the Supplier's provision
of the Deliverables. The Buyer shall be entitled to notify the Supplier of any aspects
of their performance of the provision of the Deliverables which the responses to the
Satisfaction Surveys reasonably suggest are not in accordance with this Co
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Call-Off Schedule 20 (Call-Off Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will
be required to make to the Buyers under this Call-Off Contract

[REDACTED]
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Call-Off Schedule 4 (Call Off Tender)

Supplier Responses Extracted from Ariba eSourcing Portal
[REDACTED]
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