
Framework Schedule 6 (Order Form Template and Call-Off Schedules)

[bookmark: _heading=h.xqkevtb4wogl]Order Form


CALL-OFF REFERENCE:          1.11.4.4551

THE BUYER:		         Health & Safety Executive
 
BUYER ADDRESS		         Redgrave Court, Merton Road, Bootle, L20 7HS

THE SUPPLIER: 		          Misco Technologies Limited
SUPPLIER ADDRESS: 	           3-5 Huxley Close, Park Farm Industrial Estate, 
Wellingborough, NN8 6AB 
REGISTRATION NUMBER: 	07105367
DUNS NUMBER:       		216323310
SID4GOV ID:                 	           Not known

APPLICABLE FRAMEWORK CONTRACT

This Order Form is for the provision of the Call-Off Deliverables and dated 15th September 2024.
It’s issued under the Framework Contract with the reference number RM6098 for the provision of Technology Products & Associated Service 2.
[bookmark: _heading=h.1ksv4uv]
CALL-OFF LOT(S):

Lot 2 Hardware 

CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where numbers are missing we are not using those schedules. If the documents conflict, the following order of precedence applies:
This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
Joint Schedule 1 (Definitions and Interpretation) RM6098
Framework Special Terms
The following Schedules in equal order of precedence:


Joint Schedules for 1.11.4.4551
Joint Schedule 2 (Variation Form)
Joint Schedule 3 (Insurance Requirements)
Joint Schedule 4 (Commercially Sensitive Information)
Joint Schedule 10 (Rectification Plan) 			
Joint Schedule 11 (Processing Data)	

Call-Off Schedules for 1.11.4.4551
		[Call-Off Schedule 4 (Call-Off Tender)	
[Call-Off Schedule 5 (Pricing Details)					 ]
[Call-Off Schedule 8 (Business Continuity and Disaster Recovery) 
[Call-Off Schedule 10 (Exit Management) 			 	 ]
[Call-Off Schedule 11 (Installation Works) 			  	 ]
[Call-Off Schedule 20 (Call-Off Specification)			 ]

[bookmark: _heading=h.44sinio]CCS Core Terms (version 3.0.11) as amended by the Framework Award Form
Joint Schedule 5 (Corporate Social Responsibility) RM6098

No other Supplier terms are part of the Call-Off Contract. That includes any terms written on the back of, added to this Order Form, or presented at the time of delivery.

CALL-OFF SPECIAL TERMS
									]
[None]

CALL-OFF START DATE:		23rd September 2024

CALL-OFF EXPIRY DATE: 	22nd September 2026 

CALL-OFF INITIAL PERIOD:	2 Years with an optional 1 + 1 years extension to be agreed by both parties

CALL-OFF DELIVERABLES

 See details in Call off Schedule 20 (Call off Specification )

LOCATION FOR DELIVERY

Various home addresses of HSE members of Staff as well as Redgrave Court Bootle

DATES FOR DELIVERY

Deliveries will commence as soon as the supplier has received the required information and stock is available in their warehouse



TESTING OF DELIVERABLES
DOA process outlined in Call off Schedule 20 0 Call off Specification and agreed in the suppliers bid

WARRANTY PERIOD
The warranty period for the purposes of Clause 3.1.2 of the Core Terms shall be 90 days

MAXIMUM LIABILITY
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first Contract Year is 
£1,027,489 (first three months of charges multiplied by 4). Only initial 3 months work is guaranteed.

CALL-OFF CHARGES
[
See details in Call-Off Schedule 5 (Pricing Details)]

REIMBURSABLE EXPENSES

  None

PAYMENT METHOD
All invoices raised must include the relevant Purchase Order number which will be issued by HSE Procurement Unit, each invoice must refer to and state items as listed on the Purchase Order. Failure to include the Purchase Order Number may delay payment.  Invoices should be submitted electronically in PDF format to APinvoices-HAS-U@gov.sscl.com. HSE shall make payment of agreed costs, in arrears, within 30 days of the acceptance of the invoice. The Contractor shall send a copy invoice along with details of any work satisfactory carried out to the HSE Contract Manager below.

BUYER’S INVOICE ADDRESS: 

BUYER’S AUTHORISED REPRESENTATIVE


SUPPLIER’S AUTHORISED REPRESENTATIVE 

SUPPLIER’S CONTRACT MANAGER  

PROGRESS REPORT FREQUENCY 

To be agreed between the buyer and supplier

PROGRESS MEETING FREQUENCY

To be agreed between the buyer and supplier

KEY STAFF 

KEY SUBCONTRACTOR(S) 

Storm Technologies 

COMMERCIALLY SENSITIVE INFORMATION 

Completed. 

SERVICE CREDITS 

 Not applicable

ADDITIONAL INSURANCES
Not applicable

GUARANTEE

Not applicable

SOCIAL VALUE COMMITMENT

The Supplier agrees, in providing the Deliverables and performing its obligations under the Call-Off Contract, that it will comply with the social value commitments in Call-Off Schedule 4 (Call-Off Tender)]
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	For and on behalf of the Supplier:
	For and on behalf of the Buyer:

	Signature:
	
	Signature:

	Name:
	Misco Technologies Limited
	Name:

	Role:
	Group Sales Director
	Role:
	DIRECTOR OF FINANCE

	Date:
	08/11/2024
	Date:
	29/11/2024



[bookmark: _heading=h.2jxsxqh]


RM6098-Joint-Schedule-3-Insurance-Requirements-v.1.0%20(1).docx
Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1 [bookmark: _heading=h.442khuw7fs9e]The Supplier shall take out and maintain, or procure the taking out and maintenance of the insurances as set out in the Annex to this Schedule, any additional insurances required under a Call-Off Contract (specified in the applicable Order Form) ("Additional Insurances") and any other insurances as may be required by applicable Law (together the “Insurances”).  The Supplier shall ensure that each of the Insurances is effective no later than: 

1.1.1 the Framework Start Date in respect of those Insurances set out in the Annex to this Schedule and those required by applicable Law; and 

1.1.2 the Call-Off Contract Effective Date in respect of the Additional Insurances.

1.2 [bookmark: _heading=h.i4hj0nj52ise]The Insurances shall be: 

1.2.1 maintained in accordance with Good Industry Practice; 

1.2.2 (so far as is reasonably practicable) on terms no less favourable than those generally available to a prudent contractor in respect of risks insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

1.3 The Supplier shall ensure that the public and products liability policy contain an indemnity to principals clause under which the Relevant Authority shall be indemnified in respect of claims made against the Relevant Authority in respect of death or bodily injury or third party property damage arising out of or in connection with the Deliverables and for which the Supplier is legally liable.

2. How to manage the insurance

2.1 Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk control measures in relation to Deliverables as it would be reasonable to expect of a prudent contractor acting in accordance with Good Industry Practice, including the investigation and reports of relevant claims to insurers;

2.1.2 promptly notify the insurers in writing of any relevant material fact under any Insurances of which the Supplier is or becomes aware; and

2.1.3 hold all policies in respect of the Insurances and cause any insurance broker effecting the Insurances to hold any insurance slips and other evidence of placing cover representing any of the Insurances to which it is a party.

3. What happens if you aren’t insured

3.1 The Supplier shall not take any action or fail to take any action or (insofar as is reasonably within its power) permit anything to occur in relation to it which would entitle any insurer to refuse to pay any claim under any of the Insurances.

3.2 Where the Supplier has failed to purchase or maintain any of the Insurances in full force and effect, the Relevant Authority may elect (but shall not be obliged) following written notice to the Supplier to purchase the relevant Insurances and recover the reasonable premium and other reasonable costs incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1 The Supplier shall upon the Start Date and within 15 Working Days after the renewal of each of the Insurances, provide evidence, in a form satisfactory to the Relevant Authority, that the Insurances are in force and effect and meet in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1 [bookmark: _heading=h.gjdgxs]The Supplier shall ensure that any Insurances which are stated to have a minimum limit "in the aggregate" are maintained at all times for the minimum limit of indemnity specified in this Contract and if any claims are made which do not relate to this Contract then the Supplier shall notify the Relevant Authority and provide details of its proposed solution for maintaining the minimum limit of indemnity.

6. Cancelled Insurance

6.1 The Supplier shall notify the Relevant Authority in writing at least five (5) Working Days prior to the cancellation, suspension, termination or non-renewal of any of the Insurances.

6.2 The Supplier shall ensure that nothing is done which would entitle the relevant insurer to cancel, rescind or suspend any insurance or cover, or to treat any insurance, cover or claim as voided in whole or part.  The Supplier shall use all reasonable endeavours to notify the Relevant Authority (subject to third party confidentiality obligations) as soon as practicable when it becomes aware of any relevant fact, circumstance or matter which has caused, or is reasonably likely to provide grounds to, the relevant insurer to give notice to cancel, rescind, suspend or void any insurance, or any cover or claim under any insurance in whole or in part.

7. Insurance claims

7.1 The Supplier shall promptly notify to insurers any matter arising from, or in relation to, the Deliverables, or each Contract for which it may be entitled to claim under any of the Insurances.  In the event that the Relevant Authority receives a claim relating to or arising out of a Contract or the Deliverables, the Supplier shall co-operate with the Relevant Authority and assist it in dealing with such claims including without limitation providing information and documentation in a timely manner.

7.2 Except where the Relevant Authority is the claimant party, the Supplier shall give the Relevant Authority notice within twenty (20) Working Days after any insurance claim in excess of 10% of the sum required to be insured pursuant to Paragraph 5.1 relating to or arising out of the provision of the Deliverables or this Contract on any of the Insurances or which, but for the application of the applicable policy excess, would be made on any of the Insurances and (if required by the Relevant Authority) full details of the incident giving rise to the claim.

7.3 Where any Insurance requires payment of a premium, the Supplier shall be liable for and shall promptly pay such premium.

7.4 Where any Insurance is subject to an excess or deductible below which the indemnity from insurers is excluded, the Supplier shall be liable for such excess or deductible.  The Supplier shall not be entitled to recover from the Relevant Authority any sum paid by way of excess or deductible under the Insurances whether under the terms of this Contract or otherwise.


ANNEX: REQUIRED INSURANCES

1. [bookmark: _heading=h.30j0zll]The Supplier shall hold the following [standard] insurance cover from the Framework Start Date in accordance with this Schedule:

[bookmark: _heading=h.ltbeg4esgeao]1.1 	Professional indemnity insurance with cover (for a single event or a series of related events and in the aggregate) of not less than one million pounds (£1,000,000) – all Lots. 

[bookmark: _heading=h.owkzs66lvjm3]1.2 	Public liability insurance with cover (for a single event or a series of related events and in the aggregate) of not less than one million pounds (£1,000,000) – all Lots.

[bookmark: _heading=h.nh70ifdm09b4]1.3 	Employers’ liability insurance with cover (for a single event or a series of related events and in the aggregate) of not less than five million pounds (£5,000,000) – all Lots.

1.4 Product liability insurance with cover (for a single event or a series of related events and in the aggregate) of not less than one million pounds (£1,000,000) – all Lots.

7.5 [bookmark: _heading=h.gz8mojzbd9nh]1.4 	product liability insurance with cover (for a single event or a series of related events and in the aggregate) of not less than one million pounds (£1,000,000) – all Lots

Joint Schedule 3 (Insurance Requirements)

Crown Copyright 
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RM6098-Joint-Schedule-4-Commercially-Sensitive-Information-v.1.0%20(1).docx
Joint Schedule 4 (Commercially Sensitive Information)

1. What is the Commercially Sensitive Information?

1.1 In this Schedule the Parties have sought to identify the Supplier's Confidential Information that is genuinely commercially sensitive and the disclosure of which would be the subject of an exemption under the FOIA and the EIRs. 

1.2 Where possible, the Parties have sought to identify when any relevant Information will cease to fall into the category of Information to which this Schedule applies in the table below and in the Order Form (which shall be deemed incorporated into the table below).

1.3 Without prejudice to the Relevant Authority's obligation to disclose Information in accordance with FOIA or Clause 16 (When you can share information), the Relevant Authority will, in its sole discretion, acting reasonably, seek to apply the relevant exemption set out in the FOIA to the following Information:



		No.

		Date

		Item(s)

		Duration of Confidentiality



		1

		08/11/2024 

		Schedule E – Financial Template

		3 years













Joint Schedule 4 (Commercially Sensitive Information)
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Joint Schedule 10 (Rectification Plan)

Crown Copyright 2018





Joint Schedule 10 (Rectification Plan)

		[bookmark: _gjdgxs]

Request for [Revised] Rectification Plan



		Details of the Default:

		[Guidance: Explain the Default, with clear schedule and clause references as appropriate]



		Deadline for receiving the [Revised] Rectification Plan:

		[add date (minimum 10 days from request)]





		Signed by [CCS/Buyer] :

		

		Date:

		



		Supplier [Revised] Rectification Plan



		Cause of the Default

		[add cause]



		Anticipated impact assessment: 

		[add impact]



		Actual effect of Default:

		[add effect]



		Steps to be taken to rectification:

		Steps

		Timescale 



		

		1.

		[date]



		

		2.

		[date]



		

		3.

		[date]



		

		4.

		[date]



		

		[…]

		[date]



		Timescale for complete Rectification of Default 

		[X] Working Days 



		Steps taken to prevent recurrence of Default

		Steps

		Timescale 



		

		1.

		[date]



		

		2.

		[date]



		

		3.

		[date]



		

		4.

		[date]



		

		[…]

		[date]



		

Signed by the Supplier:

		

		

Date:

		





		Review of Rectification Plan [CCS/Buyer]



		Outcome of review 

		[Plan Accepted] [Plan Rejected] [Revised Plan Requested]



		Reasons for Rejection (if applicable) 

		[bookmark: 30j0zll][add reasons]



		Signed by [CCS/Buyer]

		

		Date:

		





[bookmark: _1fob9te]
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Joint Schedule 11 (Processing Data)

Crown Copyright 2023

[bookmark: _heading=h.30j0zll]

Joint Schedule 11 (Processing Data)



Definitions

1. In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		“Processor Personnel”

		all directors, officers, employees, agents, consultants and suppliers of the Processor and/or of any Subprocessor engaged in the performance of its obligations under a Contract;





Status of the Controller

2. The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity carried out by each of them in relation to their respective obligations under a Contract dictates the status of each party under the DPA 2018. A Party may act as:

(a) “Controller” in respect of the other Party who is “Processor”;

(b) “Processor” in respect of the other Party who is “Controller”;

(c) “Joint Controller” with the other Party; 

(d) “Independent Controller” of the Personal Data where the other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1 (Processing Personal Data) which scenario they think shall apply in each situation. 

Where one Party is Controller and the other Party its Processor 

3. Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex 1 (Processing Personal Data) by the Controller and may not otherwise be determined by the Processor. 

4. The Processor shall notify the Controller immediately if it considers that any of the Controller’s instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing. Such assistance may, at the discretion of the Controller, include:

(a) a systematic description of the envisaged Processing and the purpose of the Processing;

(b) an assessment of the necessity and proportionality of the Processing in relation to the Deliverables;

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

6. [bookmark: bookmark=id.gjdgxs]The Processor shall, in relation to any Personal Data Processed in connection with its obligations under the Contract:

(a) [bookmark: bookmark=id.30j0zll]Process that Personal Data only in accordance with Annex 1 (Processing Personal Data) and shall not Process the Personal Data for any other purpose, unless the Processor is required to do otherwise by Law. If it is so required the Processor shall notify the Controller before Processing the Personal Data unless prohibited by Law;

(b) [bookmark: bookmark=id.1fob9te]ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, including in the case of the Supplier the measures set out in Clause 14.3 of the Core Terms, which the Controller may reasonably reject. In the event of the Controller reasonably rejecting Protection Measures put in place by the Processor, the Processor must propose alternative Protective Measures to the satisfaction of the Controller. Failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures. Protective Measures must take account of the:

(i) [bookmark: bookmark=id.3znysh7]nature of the data to be protected;

(ii) harm that might result from a Data Loss Event;

(iii) state of technological development; and

(iv) cost of implementing any measures; 

(c) [bookmark: bookmark=id.2et92p0]ensure that:

(i) the Processor Personnel do not Process Personal Data except in accordance with the Contract (and in particular Annex 1 (Processing Personal Data));

(ii) it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:

(A) are aware of and comply with the Processor’s duties under this Joint Schedule 11, Clauses 14 (Data protection), 15 (What you must keep confidential) and 16 (When you can share information) of the Core Terms;

(B) are subject to appropriate confidentiality undertakings with the Processor or any Subprocessor;

(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Controller or as otherwise permitted by the Contract; and

(D) have undergone adequate training in the use, care, protection and handling of Personal Data; 

(d) [bookmark: bookmark=id.tyjcwt]not transfer, Process, or otherwise make available for Processing, Personal Data outside of the UK unless the prior written consent of the Controller has been obtained (such consent may be withheld or subject to such conditions as the Customer considers fit at the Customer's absolute discretion) and the following conditions are fulfilled:

(i) [bookmark: bookmark=id.3dy6vkm]the destination country has been recognised as adequate by the UK Government in accordance with Article 45 UK GDPR or section 74 of the DPA 2018;

(ii) Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with UK GDPR Article 46 or section 75 DPA 2018) as determined by the Controller;

(iii) [bookmark: bookmark=id.1t3h5sf]the Data Subject has enforceable rights and effective legal remedies;

(iv) [bookmark: bookmark=id.4d34og8]the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and

(v) [bookmark: bookmark=id.2s8eyo1]the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the Processing of the Personal Data; 

if any of the mechanisms relied on under paragraph 6(d) in respect of any transfers of Personal Data by the Processor at any time ceases to be valid, the Processor shall, if possible, implement an alternative mechanism to ensure compliance with the Data Protection Legislation. If no alternative mechanism is available, the Controller and the Processor shall work together in good faith to determine the appropriate measures to be taken, taking into account any relevant guidance and accepted good industry practice. The Controller reserves the right to require the Processor to cease any affected transfers if no alternative mechanism to ensure compliance with Data Protection Legislation is reasonably available; and

(e) [bookmark: bookmark=id.17dp8vu]at the written direction, and absolute discretion, of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.

7. [bookmark: bookmark=id.3rdcrjn]Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify the Controller immediately if in relation to Processing Personal Data under or in connection with the Contract it:

(a) receives a Data Subject Access Request (or purported Data Subject Access Request);

(b) receives a request to rectify, block or erase any Personal Data; 

(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 

(d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data Processed under the Contract; 

(e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or

(f) becomes aware of a Data Loss Event.

8. The Processor’s obligation to notify under paragraph 7 of this Joint Schedule 11 shall include the provision of further information to the Controller, as details become available. 

9. Taking into account the nature of the Processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under paragraph 7 of this Joint Schedule 11 (and insofar as possible within the timescales reasonably required by the Controller) including by immediately providing:

(a) the Controller with full details and copies of the complaint, communication or request;

(b) such assistance as is requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation; 

(c) the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 

(d) assistance as requested by the Controller following any Data Loss Event;  and/or

(e) assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office.

10. The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Joint Schedule 11. This requirement does not apply where the Processor employs fewer than 250 staff, unless:

(a) the Controller determines that the Processing is not occasional;

(b) [bookmark: _heading=h.26in1rg]the Controller determines the Processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or

(c) the Controller determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.

11. [bookmark: bookmark=id.lnxbz9]The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor.

12. The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation. 

13. Before allowing any Subprocessor to Process any Personal Data related to the Contract, the Processor must:

(a) notify the Controller in writing of the intended Subprocessor and Processing that will be undertaken by the Subprocessor;

(b) obtain the written consent of the Controller (such consent may be withheld or subject to such conditions as the Controller considers fit at the Controller’s absolute discretion); 

(c) enter into a written legally binding agreement with the Subprocessor which give effect to the terms set out in this Joint Schedule 11 such that they apply to the Subprocessor, prior to any Personal Data being transferred to or accessed by the Subprocessor; and

(d) provide the Controller with such information regarding the Subprocessor as the Controller may reasonably require.

14. Any Processing by a Subprocessor or transfer of Personal Data to a Subprocessor permitted by the Controller shall not relieve the Processor from any of its liabilities, responsibilities and obligations to the Controller under this Joint Schedule 11, and the Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.

15. [bookmark: bookmark=id.35nkun2]The Relevant Authority may, at any time on not less than thirty (30) Working Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to the Contract).

16. The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office. 

Where the Parties are Joint Controllers of Personal Data 

17. In the event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out in Annex 3 to this Joint Schedule 11. 

Independent Controllers of Personal Data 

18. With respect to Personal Data provided by one Party to another Party for which each Party acts as Controller but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Controller.

19. Each Party shall Process the Personal Data in compliance with its obligations under the Data Protection Legislation and not do anything to cause the other Party to be in breach of it. 

20. Where a Party has provided Personal Data to the other Party in accordance with paragraph 18 of this Joint Schedule 11 above, the recipient of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Party may reasonably require.

21. The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the Processing of Personal Data for the purposes of the Contract. 

22. The Parties shall only provide Personal Data to each other:

(a) to the extent necessary to perform their respective obligations under the Contract;

(b) in compliance with the Data Protection Legislation (including by ensuring all required data privacy information has been given to affected Data Subjects to meet the requirements of Articles 13 and 14 of the UK GDPR); and

(c) where it has recorded it in Annex 1 (Processing Personal Data).

23. 	Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the UK GDPR.

24. A Party Processing Personal Data for the purposes of the Contract shall maintain a record of its Processing activities in accordance with Article 30 UK GDPR and shall make the record available to the other Party upon reasonable request.

25. Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Personal Data provided to it by the other Party pursuant to the Contract (“Request Recipient”):

(a) the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or

(b) where the request or correspondence is directed to the other Party and/or relates to that other Party's Processing of the Personal Data, the Request Recipient  will:

(i) promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and

(ii) provide any information and/or assistance as reasonably requested by the other Party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.

26. Each Party shall promptly notify the other Party upon it becoming aware of any Data Loss Event relating to Personal Data provided by the other Party pursuant to the Contract and shall: 

(a) do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Data Loss Event; 

(b) implement any measures necessary to restore the security of any compromised Personal Data; 

(c) work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and

(d) not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law. 

27. Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data). 

28. 	Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s respective obligations under the Contract which is specified in Annex 1 (Processing Personal Data). 

29. Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule 11 to Personal Data, where the Supplier is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall act as an Independent Controller of Personal Data in accordance with paragraphs 18 to 28 of this Joint Schedule 11.




 Annex 1 - Processing Personal Data (Lot 1-7 Authority & Supplier, Call-Off Contract)

This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Relevant Authority at its absolute discretion.  

1.1 The contact details of the Relevant Authority’s Data Protection Officer are: 

1.2 The contact details of the Supplier’s Data Protection Officer are: 	

Storm

 

Misco



1.3 The Processor shall comply with any further written instructions with respect to Processing by the Controller.

1.4 Any such further instructions shall be incorporated into this Annex.

		Description

		Details



		Identity of Controller for each Category of Personal Data

		The Relevant Authority is Controller and the Supplier is the Processor

The Parties acknowledge that in accordance with paragraph 3 to paragraph 16 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor of the following Personal Data:

HSE is the controller

Supplier is Processor

· The controller will provide personal contact details and addresses of HSE personnel to the processor for the sole purpose of facilitating delivery of goods and services contained within the supply contract.





		Subject matter of the Processing

		See above

processing is necessary to enable the Supplier to fulfil the terms of its contract with HSE and provide a service to HSE staff members (the data subjects)





		Duration of the Processing

		The contract has been let for a period of 2 years with 1 optional 12 month extension period available



		Nature and purposes of the Processing

		These details will be contained within a secure sub-contractors portal provided by the processor which the controller will upload.

Personal data will be shared between the processor and their chosen courier service to facilitate effective delivery and to provide scope for change and notifications to the customer.

This data will not be used for any other purpose other than facilitating delivery of the service requested.





		Type of Personal Data being Processed

		Name

Home address

Personal contact numbers

Personal email address

Work address

Work contact numbers

Work email address

Special Delivery Instructions





		Categories of Data Subject

		HSE Staff

HSE Contractors (Contingent Labour)

Basic contact details of CCS, HSE, Supplier and sub-contractor staff



		International transfers and legal gateway

		Both the Supplier (Misco Technologies Ltd) and the sub-contractor (Storm Technologies Ltd) are UK-based companies and have given assurance that HSE data will not be transferred outside the EEA without explicit prior written authorisation from HSE



Storm store data, within the UK & EEA within Storm’s own datacentres and on cloud providers. Once a period of 6 years has passed since trading with a customer They delete customer contact details from our systems. Storm uses multi-layer access control to ensure only staff members that need to access data can do so.

 

Storm will need to provide personal data with DPD for the purpose of delivery and collection of goods. DPD keep this Data for 3 years, the proof of delivery details, email queries relating to your deliveries, and consignment notes will be kept for 3 years to support any claims made against DPD group UK.



up to 7 years from expiry or termination of the contract





		Plan for return and destruction of the data once the Processing is complete

UNLESS requirement under Union or Member State law to preserve that type of data

		As above

Supplier to ensure that all data is deleted 7 years after expiry or termination of contract except where longer retention is required by law





















Annex 1 - Processing Personal Data (Lot 8 only Authority & Supplier, Call-Off Contract)

This Annex has been prepopulated in line with the digital award procedure for all Lot 8 Catalogue Call-Off Contracts. The final decision as to the content of this Annex shall be with the Relevant Authority at its absolute discretion. 

1.1 The contact details of the Relevant Authority’s Data Protection Officer are: As shown in Order/Quote Confirmation attachment.

1.2 The contact details of the Supplier’s Data Protection Officer are: As shown in Order/Quote Confirmation attachment.

1.3 The Processor shall comply with any further written instructions with respect to Processing by the Controller.

1.4 Any such further instructions shall be incorporated into this Annex.

		Description

		Details



		Identity of Controller for each Category of Personal Data

		The Relevant Authority is the Controller and the Supplier is the Processor

The Parties acknowledge that in accordance with paragraph 3 to paragraph 16 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor of the following Personal Data:

1 Any Personal Data contained within the order/quote confirmation attachment provided to a Supplier for them to fulfil an order under RM6098 Technology Products and Associated Services 2 Lot 8 Catalogue. 

2 Any Personal Data for effective communication between the Authority and the Supplier.

3 Any Personal Data for maintaining full and accurate records of the Call-Off Contract.



		Subject matter of the Processing

		The processing is needed to ensure that the Processor can effectively deliver the relevant Lot 8 Catalogue Call-Off Contract.



		Duration of the Processing

		Up to 7 years after the expiry or termination of the Call-Off Contract unless longer retention is required by Law or the terms of any Call-Off Contract arising hereunder.



		Nature and purposes of the Processing

		The Technology Products and Associated Services 2 Lot 8 Catalogue Platform is a digital catalogue used by Public Sector for ordering or retrieving quotations for technology products. To place an order or retrieve a quotation the Relevant Authority must provide personal information which the Supplier will process to ensure order / quote obligations are fulfilled.

The Personal Data will, 

1 Ensure effective communication between the Authority and the Supplier.

2 Ensure accurate records of the Call-Off Contract are maintained.



		Type of Personal Data being Processed

		Includes: 

1 Name, email address, telephone number, delivery address and communications with, Relevant Authority staff concerned with award and management of the Call-Off Contract awarded under Lot 8 Catalogue. 

2 Name, email address, telephone number and communications with Supplier staff concerned with management of the Call-Off Contract awarded under Lot 8 Catalogue.



		Categories of Data Subject

		Includes:

1 Relevant Authority staff concerned with award and management of the Call-Off Contract awarded under Lot 8 Catalogue.

2 Supplier staff concerned with fulfilment of the Supplier’s obligations arising under the Lot 8 Catalogue Call-Off Contract.



		International transfers and legal gateway

		The Supplier will not transfer any Personal Data outside of the European Economic Area (EEA) without the prior written consent of the Authority.



		Plan for return and destruction of the data once the Processing is complete

UNLESS requirement under Union or Member State law to preserve that type of data

		All relevant data to be deleted 7 years after the expiry or termination of this Call-Off Contract unless longer retention is required by Law.











Annex 1 - Processing Personal Data (CCS & Supplier, Framework Contract)

		Description

		Details



		Identity of Controller for each Category of Personal Data

		The Relevant Authority is Controller and the Supplier is the Processor

The Parties acknowledge that in accordance with paragraph 3 to paragraph 16 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor of the following Personal Data:



1 Any Personal Data for effective communication between the Authority and the Supplier.

2 Any Personal Data for maintaining full and accurate records of the Framework Contract.



		Subject matter of the Processing

		The processing is needed in order to ensure that the

Processor can effectively maintain and deliver its obligations under the Framework Contract.



		Duration of the Processing

		Up to 7 years after the expiry or termination of the Framework Contract unless longer retention is required by Law or the terms of any Call-Off Contract arising hereunder.



		Nature and purposes of the Processing

		To facilitate the fulfilment of the Supplier’s obligations arising under this Framework Contract including;

1. Ensuring effective communication between the Supplier and CSS.

2. Maintaining full and accurate records of every Call-Off Contract arising under the Framework Contract in accordance with Core Terms Clause 6 (Record Keeping and Reporting).



		Type of Personal Data being Processed

		Includes:

1. Names, email addresses, telephone numbers and communications with, CSS staff concerned with management of the Framework Contract.

2. Names, email addresses, telephone numbers and communications with, Buyer staff concerned with award and management of Call-Off Contracts awarded under the Framework Contract.

3. Names, email addresses, telephone numbers, and communications with, Sub-contractor staff concerned with fulfilment of the Supplier’s obligations arising from this Framework Contract.

4. Names, email addresses, telephone numbers and communications with Supplier staff concerned with management of the Framework Contract.



		Categories of Data Subject

		Includes:

1. CSS staff concerned with management of the Framework Contract.

2. Buyer staff concerned with award and management of Call-Off Contracts awarded under the Framework Contract.

3. Sub-contractor staff concerned with fulfilment of the Supplier’s obligations arising from this Framework Contract.

4. Supplier staff concerned with fulfilment of the Supplier’s obligations arising under this Framework Contract.



		International transfers and legal gateway

		1. The Supplier shall provide CCS with a statement of the physical location where data will be stored, processed and managed.  

2. The Supplier will not transfer any Personal Data outside of the European Economic Area (EEA) without the prior written consent of the Authority.



		Plan for return and destruction of the data once the Processing is complete

UNLESS requirement under Union or Member State law to preserve that type of data

		All relevant data to be deleted 7 years after the expiry or termination of this Framework Contract unless longer retention is required by Law or the terms of any Call-Off Contract arising hereunder.








Annex 2 – Security

The technical security requirements set out below provide an indication of the types of security measures that might be considered, in order to protect Personal Data. More, or less, measures may be appropriate depending on the subject matter of the contract, but the overall approach must be proportionate. The technical requirements must also be compliant with legislative and regulatory obligations for content and data, such as UK GDPR. The example technical security requirements set out here are intended to supplement, not replace, security schedules that will detail the total contractual security obligations and requirements that the Processor (i.e. a supplier) will be held to account to deliver under contract. Processors are also required to ensure sufficient ‘flow-down’ of legislative and regulatory obligations to any third party Sub-processors.



External Certifications e.g. Buyers should ensure that Suppliers hold at least Cyber

Essentials certification and ISO 27001:2013 certification if proportionate to the service being procured.



Risk Assessment e.g. Supplier should perform a technical information risk assessment on the service supplied and be able to demonstrate what controls are in place to address those risks.



Security Classification of Information e.g. If the provision of the Services requires the Supplier to Process Authority/Buyer Data which is classified as OFFICIAL,OFFICIAL-SENSITIVE or Personal Data, the Supplier shall implement such additional measures as agreed with the Authority/Buyer from time to time in order to ensure that such information is safeguarded in accordance with the applicable legislative and regulatory obligations.



End User Devices e.g.

· The Supplier shall ensure that any Authority/Buyer Data which resides on a mobile, removable or physically uncontrolled device is stored encrypted using a product or system component which has been formally assured through a recognised certification process agreed with the Authority/Buyer except where the Authority/Buyer has given its prior written consent to an alternative arrangement.

· The Supplier shall ensure that any device which is used to Process Authority/Buyer Data meets all of the security requirements set out in the NCSC End User Devices Platform Security Guidance, a copy of which can be found at: https://www.ncsc.gov.uk/guidance/end-user-device-security.



Testing e.g. The Supplier shall at their own cost and expense, procure a CHECK or CREST Certified Supplier to perform an ITHC or Penetration Test prior to any live Authority/Buyer data being transferred into their systems. The ITHC scope must be agreed with the Authority/Buyer to ensure it covers all the relevant parts of the system that processes, stores or hosts Authority/Buyer data.



Networking e.g. The Supplier shall ensure that any Authority/Buyer Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.



Personnel Security e.g. All Supplier Personnel shall be subject to a pre-employment check before they may participate in the provision and or management of the Services. Such pre-employment checks must include all pre-employment checks which are required by the HMG Baseline Personnel Security Standard or equivalent including: verification of the individual's identity; verification of the individual's nationality and immigration status; and,

verification of the individual's employment history; verification of the individual's criminal record. The Supplier maybe required to implement additional security vetting for some roles.



Identity, Authentication and Access Control e.g. The Supplier must operate an appropriate access control regime to ensure that users and administrators of the service are uniquely identified. The Supplier must retain records of access to the physical sites and to the service.



Data Destruction/Deletion e.g. The Supplier must be able to demonstrate they can supply a copy of all data on request or at termination of the service, and must be able to securely erase or destroy all data and media that the Authority/Buyer data has been stored and processed on.



Audit and Protective Monitoring e.g. The Supplier shall collect audit records which relate to security events in delivery of the service or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include regular reports and alerts setting out details of access by users of the service, to enable the identification of (without limitation) changing access trends, any unusual patterns of usage and/or accounts accessing higher than average amounts of Authority/Buyer Data. The retention periods for audit records and event logs must be agreed with the Authority/Buyer and documented.



Location of Authority/Buyer Data e.g. The Supplier shall not, and shall procure that none of its Sub-contractors, process Authority/Buyer Data outside the EEA without the prior written consent of the Authority/Buyer and the Supplier shall not change where it or any of its Sub-contractors process Authority/Buyer Data without the Authority/Buyer's prior written consent which may be subject to conditions.



Vulnerabilities and Corrective Action e.g. Suppliers shall procure and implement security patches to vulnerabilities in accordance with the timescales specified in the NCSC Cloud Security Principle 5.



Suppliers must ensure that all COTS Software and Third Party COTS Software be kept up to date such that all Supplier COTS Software and Third Party COTS Software are always in mainstream support.



Secure Architecture e.g. Suppliers should design the service in accordance with:

· NCSC "Security Design Principles for Digital Services"

· NCSC "Bulk Data Principles"

· NSCS "Cloud Security Principles"



















































Annex 3 - Joint Controller Agreement

1. Joint Controller Status and Allocation of Responsibilities 

[bookmark: _heading=h.gjdgxs]1.1	With respect to Personal Data under Joint Control of the Parties, the Parties envisage that they shall each be a Data Controller in respect of that Personal Data in accordance with the terms of this Annex 3 (Joint Controller Agreement) in replacement of paragraphs 3-16 of Joint Schedule 11 (Where one Party is Controller and the other Party is Processor) and paragraphs 18-28 of Joint Schedule 11 (Independent Controllers of Personal Data). Accordingly, the Parties each undertake to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Data Controllers. 

1.2 The Parties agree that the [Supplier/Relevant Authority]: 

i. is the exclusive point of contact for Data Subjects and is responsible for all steps necessary to comply with the UK GDPR regarding the exercise by Data Subjects of their rights under the UK GDPR;

ii. shall direct Data Subjects to its Data Protection Officer or suitable alternative in connection with the exercise of their rights as Data Subjects and for any enquiries concerning their Personal Data or privacy;

iii. is solely responsible for the Parties’ compliance with all duties to provide information to Data Subjects under Articles 13 and 14 of the UK GDPR;

iv. is responsible for obtaining the informed consent of Data Subjects, in accordance with the UK GDPR, for Processing in connection with the Deliverables where consent is the relevant legal basis for that Processing; and

v. shall make available to Data Subjects the essence of this Annex (and notify them of any changes to it) concerning the allocation of responsibilities as Joint Controller and its role as exclusive point of contact, the Parties having used their best endeavours to agree the terms of that essence. This must be outlined in the [Supplier’s/Relevant Authority’s] privacy policy (which must be readily available by hyperlink or otherwise on all of its public facing services and marketing).

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject has the right to exercise their legal rights under the Data Protection Legislation as against the relevant Party as Controller.

2. Undertakings of both Parties

2.1 The Supplier and the Relevant Authority each undertake that they shall: 

(a) report to the other Party every [x] months on:

(i) 	the volume of Data Subject Access Request (or purported Data Subject  Access Requests) from Data Subjects (or third parties on their behalf);

(ii) 	the volume of requests from Data Subjects (or third parties on their behalf) to rectify, block or erase any Personal Data; 

(iii) any other requests, complaints or communications from Data Subjects (or third parties on their behalf) relating to the other Party’s obligations under applicable Data Protection Legislation;

(iv) any communications from the Information Commissioner or any other regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law,

that it has received in relation to the subject matter of the Contract during that period; 

(b) notify each other immediately if it receives any request, complaint or communication made as referred to in Clauses 2.1(a)(i) to (v); 

(c) provide the other Party with full cooperation and assistance in relation to any request, complaint or communication made as referred to in Clauses 2.1(a)(iii) to (v) to enable the other Party to comply with the relevant timescales set out in the Data Protection Legislation;

(d) not disclose or transfer the Personal Data to any third party unless necessary for the provision of the Deliverables and, for any disclosure or transfer of Personal Data to any third party, (save where such disclosure or transfer is specifically authorised under the Contract or is required by Law) ensure consent has been obtained from the Data Subject prior to disclosing or transferring the Personal Data to the third party. For the avoidance of doubt, the third party to which Personal Data is transferred must be subject to equivalent obligations which are no less onerous than those set out in this Annex;

(e) request from the Data Subject only the minimum information necessary to provide the Deliverables and treat such extracted information as Confidential Information;

(f) ensure that at all times it has in place appropriate Protective Measures to guard against unauthorised or unlawful Processing of the Personal Data and/or accidental loss, destruction or damage to the Personal Data and unauthorised or unlawful disclosure of or access to the Personal Data;

(g) take all reasonable steps to ensure the reliability and integrity of any of its Personnel who have access to the Personal Data and ensure that its Personnel:

(i) are aware of and comply with their duties under this Annex 3 (Joint Controller Agreement) and those in respect of Confidential Information; 

(ii) are informed of the confidential nature of the Personal Data, are subject to appropriate obligations of confidentiality and do not publish, disclose or divulge any of the Personal Data to any third party where the that Party would not be permitted to do so; and

(iii) have undergone adequate training in the use, care, protection and handling of personal data as required by the applicable Data Protection Legislation;

(h) ensure that it has in place Protective Measures as appropriate to protect against a Data Loss Event having taken account of the:

(i) nature of the data to be protected;

(ii) harm that might result from a Data Loss Event;

(iii) state of technological development; and

(iv) cost of implementing any measures;

(i) ensure that it has the capability (whether technological or otherwise), to the extent required by Data Protection Legislation, to provide or correct or delete at the request of a Data Subject all the Personal Data relating to that Data Subject that it holds; and

(j) ensure that it notifies the other Party as soon as it becomes aware of a Data Loss Event. 

2.2 Each Joint Controller shall use its reasonable endeavours to assist the other Controller to comply with any obligations under applicable Data Protection Legislation and shall not perform its obligations under this Annex in such a way as to cause the other Joint Controller to breach any of its obligations under applicable Data Protection Legislation to the extent it is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations.

3. Data Protection Breach

3.1 Without prejudice to clause 3.2, each Party shall notify the other Party promptly and without undue delay, and in any event within 48 hours, upon becoming aware of any Data Loss Event or circumstances that are likely to give rise to a Data Loss Event, providing the other Party and its advisors with:

(a) sufficient information and in a timescale which allows the other Party to meet any obligations to report a Data Loss Event under the Data Protection Legislation; and

(b) all reasonable assistance, including:

(i) co-operation with the other Party and the Information Commissioner investigating the Data Loss Event and its cause, containing and recovering the compromised Personal Data and compliance with the applicable guidance;

(ii) co-operation with the other Party including taking such reasonable steps as are directed by the other Party to assist in the investigation, mitigation and remediation of a Data Loss Event;

(iii) co-ordination with the other Party regarding the management of public relations and public statements relating to the Data Loss Event; and/or

(iv) providing the other Party and to the extent instructed by the other Party to do so, and/or the Information Commissioner investigating the Data Loss Event, with complete information relating to the Data Loss Event, including, without limitation, the information set out in Clause 3.2.

3.2 Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data where it has  lost, damaged, destroyed, altered or corrupted as a result of a Data Loss Event as it was  that Party’s own data at its own cost with all possible speed and shall provide the other Party with all reasonable assistance in respect of any such Data Loss Event, including providing the other Party, as soon as possible and within 48 hours of the Data Loss Event relating to the Data Loss Event, in particular:

(a) the nature of the Data Loss Event; 

(b) the nature of Personal Data affected;

(c) the categories and number of Data Subjects concerned;

(d) the name and contact details of the Supplier’s Data Protection Officer or other relevant contact from whom more information may be obtained;

(e) measures taken or proposed to be taken to address the Data Loss Event; and

(f) describe the likely consequences of the Data Loss Event.

4. Audit

4.1 The Supplier shall permit:	

(a) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy and security audits, assessments and inspections concerning the Supplier’s data security and privacy procedures relating to Personal Data, its compliance with this Annex 3 and the Data Protection Legislation; and/or

(b) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s direction, access to premises at which the Personal Data is accessible or at which it is able to inspect any relevant records, including the record maintained under Article 30 UK GDPR by the Supplier so far as relevant to the Contract, and procedures, including premises under the control of any third party appointed by the Supplier to assist in the provision of the Deliverables. 



4.2 The Relevant Authority may, in its sole discretion, require the Supplier to provide evidence of the Supplier’s compliance with Clause 4.1 in lieu of conducting such an audit, assessment or inspection.

5. Impact Assessments

5.1 The Parties shall:

(a) provide all reasonable assistance to each other to prepare any Data Protection Impact Assessment as may be required (including provision of detailed information and assessments in relation to Processing operations, risks and measures); and



(b) maintain full and complete records of all Processing carried out in respect of the Personal Data in connection with the Contract, in accordance with the terms of Article 30 UK GDPR.



6. ICO Guidance

The Parties agree to take account of any guidance issued by the Information Commissioner and/or any relevant Central Government Body. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner and/or any relevant Central Government Body.

7. Liabilities for Data Protection Breach

[Guidance: This clause represents a risk share, you may wish to reconsider the apportionment of liability and whether recoverability of losses are likely to be hindered by the contractual limitation of liability provisions] 

7.1 If financial penalties are imposed by the Information Commissioner on either the Relevant Authority or the Supplier for a Data Loss Event ("Financial Penalties") then the following shall occur:

(a) if in the view of the Information Commissioner, the Relevant Authority is responsible for the Data Loss Event, in that it is caused as a result of the actions or inaction of the Relevant Authority, its employees, agents, contractors (other than the Supplier) or systems and procedures controlled by the Relevant Authority, then the Relevant Authority shall be responsible for the payment of such Financial Penalties. In this case, the Relevant Authority will conduct an internal audit and engage at its reasonable cost when necessary, an independent third party to conduct an audit of any such Data Loss Event. The Supplier shall provide to the Relevant Authority and its third party investigators and auditors, on request and at the Supplier's reasonable cost, full cooperation and access to conduct a thorough audit of such Data Loss Event; 

(b) if in the view of the Information Commissioner, the Supplier is responsible for the Data Loss Event, in that it is not a Data Loss Event that the Relevant Authority is responsible for, then the Supplier shall be responsible for the payment of these Financial Penalties. The Supplier will provide to the Relevant Authority and its auditors, on request and at the Supplier’s sole cost, full cooperation and access to conduct a thorough audit of such Data Loss Event; or

(c) if no view as to responsibility is expressed by the Information Commissioner, then the Relevant Authority and the Supplier shall work together to investigate the relevant Data Loss Event and allocate responsibility for any Financial Penalties as outlined above, or by agreement to split any financial penalties equally if no responsibility for the Data Loss Event can be apportioned. In the event that the Parties do not agree such apportionment then such Dispute shall be referred to the Dispute Resolution Procedure set out in Clause 34 of the Core Terms (Resolving disputes). 

7.2 If either the Relevant Authority or the Supplier is the defendant in a legal claim brought before a court of competent jurisdiction (“Court”) by a third party in respect of a Data Loss Event, then unless the Parties otherwise agree, the Party that is determined by the final decision of the court to be responsible for the Data Loss Event shall be liable for the losses arising from such Data Loss Event. Where both Parties are liable, the liability will be apportioned between the Parties in accordance with the decision of the Court.  

7.3 In respect of any losses, cost claims or expenses incurred by either Party as a result of a Data Loss Event (the “Claim Losses”):

(a) if the Relevant Authority is responsible for the relevant Data Loss Event, then the Relevant Authority shall be responsible for the Claim Losses;

(b) if the Supplier is responsible for the relevant Data Loss Event, then the Supplier shall be responsible for the Claim Losses: and

(c) if responsibility for the relevant Data Loss Event is unclear, then the Relevant Authority and the Supplier shall be responsible for the Claim Losses equally. 



7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority and the Supplier reaching any other agreement, including by way of compromise with a third party complainant or claimant, as to the apportionment of financial responsibility for any Claim Losses as a result of a Data Loss Event, having regard to all the circumstances of the Data Loss Event and the legal and financial obligations of the Relevant Authority.

8. Termination

If the Supplier is in material Default under any of its obligations under this Annex 3 (Joint Controller Agreement), the Relevant Authority shall be entitled to terminate the Contract by issuing a Termination Notice to the Supplier in accordance with Clause 10 of the Core Terms (Ending the contract).

9. Sub-Processing

9.1 In respect of any Processing of Personal Data performed by a third party on behalf of a Party, that Party shall:

(a) carry out adequate due diligence on such third party to ensure that it is capable of providing the level of protection for the Personal Data as is required by the Contract, and  provide evidence of such due diligence to the  other Party where reasonably requested; and

(b) ensure that a suitable agreement is in place with the third party as required under applicable Data Protection Legislation.



10. Data Retention

The Parties agree to erase Personal Data from any computers, storage devices and storage media that are to be retained as soon as practicable after it has ceased to be necessary for them to retain such Personal Data under applicable Data Protection Legislation and their privacy policy (save to the extent (and for the limited period) that such information needs to be retained by the a Party for statutory compliance purposes or as otherwise required by the Contract), and taking all further actions as may be necessary to ensure its compliance with Data Protection Legislation and its privacy policy. 
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Financial Template


						HSE T/ 4551 - IT Hardware - Financial Template


						Category			Quantities			Manufacturer			Part Number			Alternatives accepted			Stock Item / Current Model			Alternative provided where applicable 			Lead Times			Price per tem 


			1			Laptop Bundle			200			Microsoft			QF1-00003			No			Surface Pro 9 i5/8/256 W11 Platinum 						3-5 Days			£675.22


			2			Laptop Bundle			230			Microsoft			8X8-00003			No			Microsoft Signature with Slim Pen 2 Black Microsoft Cover port QWERTY UK English 						3-5 Days			£151.41


			3			Laptop Bundle			230			I-Tec			C31NANODOCKVGAPD			Yes			I-tec Metal USB-C Nano Dock HDMI/VGA with LAN + Power Delivery 100 W 						2-3 Days			£44.13


			4			Laptop Bundle			230			Microsoft			FHD-00017			No			Microsoft Surface Arc Mouse CmrSC Bluetooth XZ/NL/FR/DE - BLACK 						3-5 Days			£61.28


			5			iPhone Bundle			0			Apple						No			Apple iPhone 12 64GB						2-3 Days			£404.59


			6			iPhone Bundle			30			Apple			MHJF3B/A			No			Apple 20W USB-C POWER ADAPTER-GBR 			Same item, new P/N MUVT3B/A			2-3 Days			£13.70


			7			BAU			30			Apple			MM0A3ZM/A			No			Apple lightning cable 1 m White 						2-3 Days			£13.70


			8			iPhone Bundle			30			Apple			MMTN2ZM/A			No			EarPods with Lightning Connector 			Same item, new P/N MWTY3ZM/A			2-3 Days			£14.49


			9			iPhone Bundle			30			Tech21			T21-8379			No			Tech 21 Evo Clear Case For iPhones - 12/12 Pro						2-3 Days			£10.25


			10			iPhone Bundle			30			Panzer			2708			No			PanzerGlass Screen Protector for iPhone 12/12 Pro						2-3 Days			£8.23


			11			Hybrid Bundle			150			Dell			P2723DE			No			Dell 27 USB-C Hub Monitor - P2723DE - 68.6cm (27")						7-10 Days			£223.73


			12			Hybrid Bundle			150			BaseXX			D31944			Yes			BASE XX Webcam Business Full HD						2-3 Days			£19.13


			13			Hybrid Bundle			70			Blackwire			207577-01			No			Blackwire 5210 Monaural Head-band Black, Red headset - USB A 			New HP P/N 8X230AA			2-3 Days			£48.51


			14			Hybrid Bundle			20			Microsoft						Yes			Microsoft Wired 600, Black keyboard USB QWERTY UK International			EOL - Replacement item provided: 179324-UK - Manhattan Keyboard UK USB Wired, Standard Qwerty layout, Black, Full Size Keys, Cable 1.5m, USB-A connection, Plug and Play			2-3 Days			£8.59


			15			BAU			20			Microsoft						Yes			Microsoft Basic Optical Mouse for Business			EOL - Replacement item provided: K72356EU - Kensington Mouse Wired			2-3 Days			£7.10


			16			BAU (Hybrid Bundle B)			100			Blackwire			209747-201			No			Blackwire C3225 Stereo USB-A & 3.5mm Headset 			New HP P/N 8X229A6			2-3 Days			£37.64


			17			Call Centre Headset			10			Plantronics						No			Poly EncorePro 720 Binaural Headset +Quick Disconnect			New HP P/N 8R707AA			2-3 Days			£98.64


			18			BAU			40			HP			CZ993A#BHC			Yes			Officejet 200 Mobile Printer 						2-3 Days			£170.94


			19			BAU			25			Microsoft			Q5N-00010			No			Microsoft Surface 65W Power Supply - Power adapter - 65 Watt  						4 Weeks			£48.39


			20			BAU			100			Startech			USB3S2ESATA3			Yes			USB 3.0 TO ESATA DRIVE CABLE - 3FT ESATA TO USB ADAPTER CABLE    						2-3 Weeks			£26.00


			21			Occ Health			10			Bakker Elkhuizen			KEYBSAT1HY			No			Slim Mini Ergonomic Keyboard - S-Board 840 Saturnus 						2-3 Days			£51.13


			22			Occ Health			10			Evoluent			VMOUS4RLHY:			No			Vertical Mouse Right handed 						2-3 Days			£78.38


			23			Occ Health			10			Contour						No			Contour Design Rollermouse PRO3 			EOL - Replacement item provided: CDRMPRO20210 - Contour Design RollerMouse Pro, wired with Regular wristrest and vegan leather			2-3 Days			£225.66


			24			Occ Health			10			Logitech						No			Logitech M570 Trackman Wireless Trackball Mouse 			EOL - Replacement item provided: Logitech ERGO M575 for Business (Trackball)			2-3 Days			£40.80


			25			Occ Health			10			Andrea Communications			A-PL-VBC			No			Andrea NC-185 VM USB High Fidelity Stereo Headset 						5-7 Days			£48.00


			26			Occ Health			10			Accuratus			KYB-CONTOUR-UBK & MOUAC3331-BLKHY			No			Split Keyboard Wireless Keyboard and Number Pad  						5-7 Days			£41.89


			27			BAU			15			Dell			784-BBBI			Yes			Dell USB DVD Drive-DW316						2-3 Days			£36.92


			28			Asset Tagging 												No						Storm offer this FOC.						£0.00


			29			Service Wrap Costs																		Storm do not charge for the Service Wrap element of this requirement. 6 Month Warehousing is provided FOC, items still in storage will be charged at £150 per pallet, per month. 						£0.00


			30			Delivery including failed delivery costs												No			Delivery Charges (Home/Office)			Estimated 200x 1 box deliveries & 150x 2 box deliveries on initial order to match number of Surface Pro's/ Monitors and Bundles.						Per Dispatch - 1 Box - £12/ 2 Boxes - £16 


			Total Costs 																								Total costs:			£256,872.35


			Additional Options			Surface Pro Replacement  Options


									200			Microsoft			QF1-00003						Surface Pro 9 i5/8/256 W11 Platinum 			Surface Pro 9 Standard Costs (non-promo) for illustration purposes			3-5 Days			£961.34





									200			Microsoft			ZDR-00003						Surface Pro 10 i5/8/256 Win11 Pro - Platinum			Replacement Surface Pro Devices once the Surface Pro 9's go EOL. 			3-5 Days			£924.02


									230			Microsoft			8X8-00143						Pro 8/9/10 Signature Copilot Type Cover W/ Slim Pen 2 Bundle Black			Type Cover & pen to fit the Surface Pro 10			3-5 Days			£163.88





			31			Disposal												No			Collections/Secure Disposals									£57.50


			32			Refurbishment 												No			Collections/Refurbishment/ Re-delivery			Storage of Refurbished device 3 Months FOC, after this time will be charged at £6 per month, per asset. 						£132.00


			NB*			Items 31 & 32 are for information only and will not be part of the evaluation process


						Bids will be evaluated on the overall costs in I33
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Call-Off Schedule 8 (Business Continuity and Disaster Recovery)

1. [bookmark: _gjdgxs]Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		“Annual Revenue”

		means, for the purposes of determining whether an entity is a Public Sector Dependent Supplier, the audited consolidated aggregate revenue (including share of revenue of joint ventures and Associates) reported by the Supplier or, as appropriate, the Supplier Group in its most recent published accounts, subject to the following methodology:

figures for accounting periods of other than 12 months should be scaled pro rata to produce a proforma figure for a 12 month period; and

where the Supplier, the Supplier Group and/or their joint ventures and Associates report in a foreign currency, revenue should be converted to British Pound Sterling at the closing exchange rate on the Accounting Reference Date;



		“Appropriate Authority” or “Appropriate Authorities”

		means the Buyer and the Cabinet Office Markets and Suppliers Team or, where the Supplier is a Strategic Supplier, the Cabinet Office Markets and Suppliers Team;



		“Associates”

		means, in relation to an entity, an undertaking in which the entity owns, directly or indirectly, between 20% and 50% of the voting rights and exercises a degree of control sufficient for the undertaking to be treated as an associate under generally accepted accounting principles;



		"BCDR Plan"

		[bookmark: _30j0zll]has the meaning given to it in Paragraph 2.2 of this Schedule;



		"Business Continuity Plan"

		has the meaning given to it in Paragraph 2.3.2 of this Schedule;



		“Class 1 Transaction”

		has the meaning set out in the listing rules issued by the UK Listing Authority;



		“Control”

		the possession by a person, directly or indirectly, of the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares, by contract or otherwise) and “Controls” and “Controlled” shall be interpreted accordingly;



		“Corporate Change Event”

		means:

(a) any change of Control of the Supplier or a Parent Undertaking of the Supplier;

(b) any change of Control of any member of the Supplier Group which, in the reasonable opinion of the Buyer, could have a material adverse effect on the Deliverables; 

(c) any change to the business of the Supplier or any member of the Supplier Group which, in the reasonable opinion of the Buyer, could have a material adverse effect on the Deliverables;

(d) a Class 1 Transaction taking place in relation to the shares of the Supplier or any Parent Undertaking of the Supplier whose shares are listed on the main market of the London Stock Exchange plc;

(e) an event that could reasonably be regarded as being equivalent to a Class 1 Transaction taking place in respect of the Supplier or any Parent Undertaking of the Supplier;

(f) payment of dividends by the Supplier or the ultimate Parent Undertaking of the Supplier Group exceeding 25% of the Net Asset Value of the Supplier or the ultimate Parent Undertaking of the Supplier Group respectively in any 12 month period;

(g) an order is made or an effective resolution is passed for the winding up of any member of the Supplier Group; 

(h) any member of the Supplier Group stopping payment of its debts generally or becoming unable to pay its debts within the meaning of section 123(1) of the Insolvency Act 1986 or any member of the Supplier Group ceasing to carry on all or substantially all its business, or any compromise, composition, arrangement or agreement being made with creditors of any member of the Supplier Group;

(i) the appointment of a receiver, administrative receiver or administrator in respect of or over all or a material part of the undertaking or assets of any member of the Supplier Group; and/or

(j) any process or events with an effect analogous to those in paragraphs (e) to (g) inclusive above occurring to a member of the Supplier Group in a jurisdiction outside England and Wales;



		“Critical National Infrastructure”

		means those critical elements of UK national infrastructure (namely assets, facilities, systems, networks or processes and the essential workers that operate and facilitate them), the loss or compromise of which could result in:

major detrimental impact on the availability, integrity or delivery of essential services – including those services whose integrity, if compromised, could result in significant loss of life or casualties – taking into account significant economic or social impacts; and/or

significant impact on the national security, national defence, or the functioning of the UK;



		“Critical Service Contract”

		a service contract which the Buyer has categorised as a Gold Contract using the Cabinet Office Contract Tiering Tool or which the Buyer otherwise considers should be classed as a Critical Service Contract;



		“CRP Information”

		means, together, the:

Group Structure Information and Resolution Commentary; and

UK Public Sector and CNI Contract Information;



		“Dependent Parent Undertaking”

		means any Parent Undertaking which provides any of its Subsidiary Undertakings and/or Associates, whether directly or indirectly, with any financial, trading, managerial or other assistance of whatever nature, without which the Supplier would be unable to continue the day to day conduct and operation of its business in the same manner as carried on at the time of entering into the Contract, including for the avoidance of doubt the provision of the Deliverables in accordance with the terms of the Contract;



		"Disaster"

		[bookmark: _1fob9te]the occurrence of one or more events which, either separately or cumulatively, mean that the Deliverables, or a material part thereof will be unavailable (or could reasonably be anticipated to be unavailable);



		"Disaster Recovery Deliverables"

		the Deliverables embodied in the processes and procedures for restoring the provision of Deliverables following the occurrence of a Disaster;



		"Disaster Recovery Plan"

		has the meaning given to it in Paragraph 2.3.3 of this Schedule;



		"Disaster Recovery System"

		the system embodied in the processes and procedures for restoring the provision of Deliverables following the occurrence of a Disaster;



		“Group Structure Information and Resolution Commentary”

		means the information relating to the Supplier Group to be provided by the Supplier in accordance with Paragraphs 2 to 4 and Appendix 1 to Part B;



		“Parent Undertaking”

		has the meaning set out in section 1162 of the Companies Act 2006;



		“Public Sector Dependent Supplier”

		means a supplier where that supplier, or that supplier’s group has Annual Revenue of £50 million or more of which over 50% is generated from UK Public Sector Business;



		"Related Supplier"

		any person who provides Deliverables to the Buyer which are related to the Deliverables from time to time;



		"Review Report"

		has the meaning given to it in Paragraph 6.3 of this Schedule;



		“Strategic Supplier”

		means those suppliers to government listed at

https://www.gov.uk/government/publications/strategic-suppliers;



		“Subsidiary Undertaking”

		has the meaning set out in section 1162 of the Companies Act 2006;



		“Supplier Group”

		means the Supplier, its Dependent Parent Undertakings and all Subsidiary Undertakings and Associates of such Dependent Parent Undertakings;



		"Supplier's Proposals"

		has the meaning given to it in Paragraph 6.3 of this Schedule;



		“UK Public Sector Business”

		means any goods, service or works provision to UK public sector bodies, including Central Government Departments and their arm's length bodies and agencies, non-departmental public bodies, NHS bodies, local authorities, health bodies, police, fire and rescue, education bodies and devolved administrations; and



		“UK Public Sector / CNI Contract Information”

		means the information relating to the Supplier Group to be provided by the Supplier in accordance with Paragraphs 2 to 4 and Appendix 2 of Part B;










Part A: BCDR Plan

1. BCDR Plan

1.1 [bookmark: _3znysh7]The Buyer and the Supplier recognise that, where specified in Framework Schedule 4 (Framework Management), CCS shall have the right to enforce the Buyer's rights under this Schedule.

1.2 At least ninety (90) Working Days prior to the Start Date the Supplier shall prepare and deliver to the Buyer for the Buyer’s written approval a plan (a “BCDR Plan”), which shall detail the processes and arrangements that the Supplier shall follow to:

1.2.1 ensure continuity of the business processes and operations supported by the Services following any failure or disruption of any element of the Deliverables; and

1.2.2 the recovery of the Deliverables in the event of a Disaster 

1.3 The BCDR Plan shall be divided into four sections:

1.3.1 [bookmark: _2et92p0]Section 1 which shall set out general principles applicable to the BCDR Plan; 

1.3.2 [bookmark: _tyjcwt]Section 2 which shall relate to business continuity (the "Business Continuity Plan");

1.3.3 [bookmark: _3dy6vkm]Section 3 which shall relate to disaster recovery (the "Disaster Recovery Plan"); and

1.3.4 Section 4 which shall relate to an Insolvency Event of the Supplier, and Key-Subcontractors and/or any Supplier Group member (the “Insolvency Continuity Plan”). 

1.4 [bookmark: _1t3h5sf]Following receipt of the draft BCDR Plan from the Supplier, the Parties shall use reasonable endeavours to agree the contents of the BCDR Plan. If the Parties are unable to agree the contents of the BCDR Plan within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure.

2. [bookmark: _4d34og8]General Principles of the BCDR Plan (Section 1)

2.1 [bookmark: _2s8eyo1]Section 1 of the BCDR Plan shall:

2.1.1 [bookmark: _17dp8vu]set out how the business continuity and disaster recovery elements of the BCDR Plan link to each other;

2.1.2 provide details of how the invocation of any element of the BCDR Plan may impact upon the provision of the Deliverables and any goods and/or services provided to the Buyer by a Related Supplier;

2.1.3 contain an obligation upon the Supplier to liaise with the Buyer and any Related Suppliers with respect to business continuity and disaster recovery;

2.1.4 detail how the BCDR Plan interoperates with any overarching disaster recovery or business continuity plan of the Buyer and any of its other Related Supplier in each case as notified to the Supplier by the Buyer from time to time;

2.1.5 contain a communication strategy including details of an incident and problem management service and advice and help desk facility which can be accessed via multiple channels;

2.1.6 contain a risk analysis, including:

(a) failure or disruption scenarios and assessments of likely frequency of occurrence;

(b) identification of any single points of failure within the provision of Deliverables and processes for managing those risks;

(c) identification of risks arising from the interaction of the provision of Deliverables with the goods and/or services provided by a Related Supplier; and

(d) a business impact analysis of different anticipated failures or disruptions;

2.1.7 provide for documentation of processes, including business processes, and procedures;

2.1.8 set out key contact details for the Supplier (and any Subcontractors) and for the Buyer;

2.1.9 identify the procedures for reverting to "normal service";

2.1.10 set out method(s) of recovering or updating data collected (or which ought to have been collected) during a failure or disruption to minimise data loss;

2.1.11 identify the responsibilities (if any) that the Buyer has agreed it will assume in the event of the invocation of the BCDR Plan;

2.1.12 provide for the provision of technical assistance to key contacts at the Buyer as required by the Buyer to inform decisions in support of the Buyer’s business continuity plans;

2.1.13 [bookmark: _3rdcrjn]set out how the business continuity and disaster recovery elements of the BCDR Plan link to the Insolvency Continuity Plan, and how the Insolvency Continuity Plan links to the business continuity and disaster recovery elements of the BCDR Plan;

2.1.14 contain an obligation upon the Supplier to liaise with the Buyer and (at the Buyer’s request) any Related Supplier with respect to issues concerning insolvency continuity where applicable; and

2.1.15 [bookmark: _26in1rg]detail how the BCDR Plan links and interoperates with any overarching and/or connected insolvency continuity plan of the Buyer and any of its other Related Suppliers in each case as notified to the Supplier by the Buyer from time to time.

2.2 The BCDR Plan shall be designed so as to ensure that:

2.2.1 the Deliverables are provided in accordance with this Contract at all times during and after the invocation of the BCDR Plan;

2.2.2 the adverse impact of any Disaster is minimised as far as reasonably possible; 

2.2.3 it complies with the relevant provisions of ISO/IEC 27002; ISO22301/ISO22313 and all other industry standards from time to time in force; and

2.2.4 it details a process for the management of disaster recovery testing.

2.3 The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes to the Deliverables and the business operations supported by the provision of Deliverables.

2.4 The Supplier shall not be entitled to any relief from its obligations under the Performance Indicators (PI’s) or Service levels, or to any increase in the Charges to the extent that a Disaster occurs as a consequence of any breach by the Supplier of this Contract.

3. Business Continuity (Section 2)

3.1 [bookmark: _lnxbz9]The Business Continuity Plan shall set out the arrangements that are to be invoked to ensure that the business processes facilitated by the provision of Deliverables remain supported and to ensure continuity of the business operations supported by the Services including:

3.1.1 the alternative processes, options and responsibilities that may be adopted in the event of a failure in or disruption to the provision of Deliverables; and

3.1.2 the steps to be taken by the Supplier upon resumption of the provision of Deliverables in order to address the effect of the failure or disruption.

3.2 The Business Continuity Plan shall:

3.2.1 address the various possible levels of failures of or disruptions to the provision of Deliverables;

3.2.2 [bookmark: _35nkun2]set out the goods and/or services to be provided and the steps to be taken to remedy the different levels of failures of and disruption to the Deliverables;

3.2.3 specify any applicable Performance Indicators with respect to the provision of the Business Continuity Services and details of any agreed relaxation to the Performance Indicators (PI’s) or Service Levels in respect of the provision of other Deliverables during any period of invocation of the Business Continuity Plan; and

3.2.4 set out the circumstances in which the Business Continuity Plan is invoked.

4. Disaster Recovery (Section 3)

4.1 [bookmark: _1ksv4uv]The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a Disaster) shall be designed to ensure that upon the occurrence of a Disaster the Supplier ensures continuity of the business operations of the Buyer supported by the Services following any Disaster or during any period of service failure or disruption with, as far as reasonably possible, minimal adverse impact.

4.2 The Supplier's BCDR Plan shall include an approach to business continuity and disaster recovery that addresses the following:

4.2.1 loss of access to the Buyer Premises;

4.2.2 loss of utilities to the Buyer Premises;

4.2.3 loss of the Supplier's helpdesk or CAFM system;

4.2.4 loss of a Subcontractor;

4.2.5 emergency notification and escalation process;

4.2.6 contact lists;

4.2.7 staff training and awareness;

4.2.8 BCDR Plan testing; 

4.2.9 post implementation review process; 

4.2.10 any applicable Performance Indicators (PI’s) with respect to the provision of the disaster recovery services and details of any agreed relaxation to the Performance Indicators (PI’s) or Service Levels in respect of the provision of other Deliverables during any period of invocation of the Disaster Recovery Plan;

4.2.11 details of how the Supplier shall ensure compliance with security standards ensuring that compliance is maintained for any period during which the Disaster Recovery Plan is invoked;

4.2.12 access controls to any disaster recovery sites used by the Supplier in relation to its obligations pursuant to this Schedule; and

4.2.13 testing and management arrangements.

5. [bookmark: _44sinio]Insolvency Continuity Plan (Section 4)

5.1 The Insolvency Continuity Plan shall be designed by the Supplier to permit continuity of the business operations of the Buyer supported by the Deliverables through continued provision of the Deliverables following an Insolvency Event of the Supplier, any Key Sub-contractor and/or any Supplier Group member with, as far as reasonably possible, minimal adverse impact.

5.2 The Insolvency Continuity Plan shall include the following:

5.2.1 communication strategies which are designed to minimise the potential disruption to the provision of the Deliverables, including key contact details in respect of the supply chain and key contact details for operational and contract Supplier Staff, Key Subcontractor personnel and Supplier Group member personnel;

5.2.2 identification, explanation, assessment and an impact analysis of risks in respect of dependencies between the Supplier, Key Subcontractors and Supplier Group members where failure of those dependencies could reasonably have an adverse impact on the Deliverables;

5.2.3 plans to manage and mitigate identified risks;

5.2.4 details of the roles and responsibilities of the Supplier, Key Subcontractors and/or Supplier Group members to minimise and mitigate the effects of an Insolvency Event of such persons on the Deliverables;

5.2.5 details of the recovery team to be put in place by the Supplier (which may include representatives of the Supplier, Key Subcontractors and Supplier Group members); and

5.2.6 sufficient detail to enable an appointed insolvency practitioner to invoke the plan in the event of an Insolvency Event of the Supplier.

6. Review and changing the BCDR Plan

6.1 [bookmark: _2jxsxqh]The Supplier shall review the BCDR Plan:

6.1.1 [bookmark: _z337ya]on a regular basis and as a minimum once every six (6) Months;

6.1.2 [bookmark: _3j2qqm3]within three (3) calendar Months of the BCDR Plan (or any part) having been invoked pursuant to Paragraph 8; and

6.1.3 [bookmark: _1y810tw]where the Buyer requests in writing any additional reviews (over and above those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon the Supplier shall conduct such reviews in accordance with the Buyer’s written requirements. Prior to starting its review, the Supplier shall provide an accurate written estimate of the total costs payable by the Buyer for the Buyer’s approval.  The costs of both Parties of any such additional reviews shall be met by the Buyer except that the Supplier shall not be entitled to charge the Buyer for any costs that it may incur above any estimate without the Buyer’s prior written approval. 

6.2 [bookmark: _4i7ojhp]Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability having regard to any change to the Deliverables or any underlying business processes and operations facilitated by or supported by the Services which have taken place since the later of the original approval of the BCDR Plan or the last review of the BCDR Plan, and shall also have regard to any occurrence of any event since that date (or the likelihood of any such event taking place in the foreseeable future) which may increase the likelihood of the need to invoke the BCDR Plan. The review shall be completed by the Supplier within such period as the Buyer shall reasonably require.  

6.3 [bookmark: _2xcytpi]The Supplier shall, within twenty (20) Working Days of the conclusion of each such review of the BCDR Plan, provide to the Buyer a report (a "Review Report") setting out the Supplier's proposals (the "Supplier's Proposals") for addressing any changes in the risk profile and its proposals for amendments to the BCDR Plan.

6.4 [bookmark: _1ci93xb]Following receipt of the Review Report and the Supplier’s Proposals, the Parties shall use reasonable endeavours to agree the Review Report and the Supplier's Proposals. If the Parties are unable to agree Review Report and the Supplier's Proposals within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure. 

6.5 The Supplier shall as soon as is reasonably practicable after receiving the approval of the Supplier's Proposals effect any change in its practices or procedures necessary so as to give effect to the Supplier's Proposals. Any such change shall be at the Supplier’s expense unless it can be reasonably shown that the changes are required because of a material change to the risk profile of the Deliverables.

7. [bookmark: _3whwml4]Testing the BCDR Plan

7.1 [bookmark: _2bn6wsx]The Supplier shall test the BCDR Plan: 

7.1.1 regularly and in any event not less than once in every Contract Year;

7.1.2 in the event of any major reconfiguration of the Deliverables

7.1.3 at any time where the Buyer considers it necessary (acting in its sole discretion).  

7.2 [bookmark: _qsh70q]If the Buyer requires an additional test of the BCDR Plan, it shall give the Supplier written notice and the Supplier shall conduct the test in accordance with the Buyer’s requirements and the relevant provisions of the BCDR Plan.  The Supplier's costs of the additional test shall be borne by the Buyer unless the BCDR Plan fails the additional test in which case the Supplier's costs of that failed test shall be borne by the Supplier.

7.3 The Supplier shall undertake and manage testing of the BCDR Plan in full consultation with and under the supervision of the Buyer and shall liaise with the Buyer in respect of the planning, performance, and review, of each test, and shall comply with the reasonable requirements of the Buyer. 

7.4 The Supplier shall ensure that any use by it or any Subcontractor of "live" data in such testing is first approved with the Buyer. Copies of live test data used in any such testing shall be (if so required by the Buyer) destroyed or returned to the Buyer on completion of the test.

7.5 The Supplier shall, within twenty (20) Working Days of the conclusion of each test, provide to the Buyer a report setting out:

7.5.1 the outcome of the test;

7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures) revealed by the test; and

7.5.3 the Supplier's proposals for remedying any such failures.

7.6 [bookmark: _3as4poj]Following each test, the Supplier shall take all measures requested by the Buyer to remedy any failures in the BCDR Plan and such remedial activity and re-testing shall be completed by the Supplier, at its own cost, by the date reasonably required by the Buyer.

8. [bookmark: _1pxezwc]Invoking the BCDR Plan

8.1 In the event of a complete loss of service or in the event of a Disaster, the Supplier shall immediately invoke the BCDR Plan (and shall inform the Buyer promptly of such invocation). In all other instances the Supplier shall invoke or test the BCDR Plan only with the prior consent of the Buyer.

8.2 [bookmark: _49x2ik5]The Insolvency Continuity Plan element of the BCDR Plan, including any linked elements in other parts of the BCDR Plan, shall be invoked by the Supplier:

8.2.1 where an Insolvency Event of a Key Sub-contractor and/or Supplier Group member (other than the Supplier) could reasonably be expected to adversely affect delivery of the Deliverables; and/or

8.2.2 where there is an Insolvency Event of the Supplier and the insolvency arrangements enable the Supplier to invoke the plan.

9. Circumstances beyond your control

9.1 The Supplier shall not be entitled to relief under Clause 20 (Circumstances beyond your control) if it would not have been impacted by the Force Majeure Event had it not failed to comply with its obligations under this Schedule. 

10. Amendments to this Schedule in respect of Bronze Contracts

10.1 Where a Buyer’s Call-Off Contract is a Bronze Contract, if specified in the Order Form, the following provisions of this Call-Off Schedule 8, shall be disapplied in respect of that Contract:

10.1.1 Paragraph 1.3.4 of Part A so that the BCDR plan shall only be required to be split into the three sections detailed in paragraphs 1.3.1 to 1.3.3 inclusive;

10.1.2 Paragraphs 2.1.13 to 2.1.15 of Part A, inclusive;

10.1.3 Paragraph 5 (Insolvency Continuity Plan) of Part A;

10.1.4 Paragraph 8.2 of Part A; and

10.1.5 The entirety of Part B of this Schedule.

10.2 Where a Buyer’s Call-Off Contract is a Bronze Contract, if specified in the Order Form, the following definitions in Paragraph 1 of this Call-Off Schedule 8, shall be deemed to be deleted:

10.2.1 Annual Review;

10.2.2 Appropriate Authority or Appropriate Authorities;

10.2.3 Associates;

10.2.4 Class 1 Transaction;

10.2.5 Control;

10.2.6 Corporate Change Event;

10.2.7 Critical National Infrastructure;

10.2.8 Critical Service Contract;

10.2.9 CRP Information;

10.2.10 Dependent Parent Undertaking;

10.2.11 Group Structure Information and Resolution Commentary;

10.2.12 Parent Undertaking;

10.2.13 Public Sector Dependent Supplier;

10.2.14 Subsidiary Undertaking;

10.2.15 Supplier Group;

10.2.16 UK Public Sector Business; and

10.2.17 UK Public Sector/CNI Contract Information.






Part B:  Corporate Resolution Planning

1. Service Status and Supplier Status

1.1 This Contract [insert ‘is’ or ‘is not’] a Critical Service Contract.

1.2 The Supplier shall notify the Buyer in writing within 5 Working Days of the Effective Date and throughout the Call-Off Contract Period within 120 days after each Accounting Reference Date as to whether or not it is a Public Sector Dependent Supplier.

2. Provision of Corporate Resolution Planning Information

2.1 Paragraphs 2 to 4 of this Part B shall apply if the Contract has been specified as a Critical Service Contract under Paragraph 1.1 of this Part B or the Supplier is or becomes a Public Sector Dependent Supplier.

2.2 Subject to Paragraphs 2.6, 2.10 and 2.11 of this Part B:

2.2.1 where the Contract is a Critical Service Contract, the Supplier shall provide the Appropriate Authority or Appropriate Authorities with the CRP Information within 60 days of the Effective Date; and

2.2.2 except where it has already been provided, where the Supplier is a Public Sector Dependent Supplier, it shall provide the Appropriate Authority or Appropriate Authorities with the CRP Information within 60 days of the date of the Appropriate Authority’s or Appropriate Authorities’ request.

2.3 The Supplier shall ensure that the CRP Information provided pursuant to Paragraphs 2.2, 2.8 and 2.9 of this Part B:

2.3.1 is full, comprehensive, accurate and up to date;

2.3.2 is split into two parts:

(a) Group Structure Information and Resolution Commentary;

(b) UK Public Service / CNI Contract Information and is structured and presented in accordance with the requirements and explanatory notes set out at Annex I of the latest published version of the Resolution Planning Guidance published by the Cabinet Office Government Commercial Function and available at https://www.gov.uk/government/publications/the-outsourcingplaybook and contains the level of detail required (adapted as necessary to the Supplier’s circumstances);

2.3.3 incorporates any additional commentary, supporting documents and evidence which would reasonably be required by the Appropriate Authority or Appropriate Authorities to understand and consider the information for approval;

2.3.4 provides a clear description and explanation of the Supplier Group members that have agreements for goods, services or works provision in respect of UK Public Sector Business and/or Critical National Infrastructure and the nature of those agreements; and

2.3.5 complies with the requirements set out at Appendix 1 (Group Structure Information and Resolution Commentary) and Appendix 2 (UK Public Sector / CNI Contract Information) respectively.

2.4 Following receipt by the Appropriate Authority or Appropriate Authorities of the CRP Information pursuant to Paragraphs 2.2, 2.8 and 2.9 of this Part B, the Buyer shall procure that the Appropriate Authority or Appropriate Authorities shall discuss in good faith the contents of the CRP Information with the Supplier and no later than 60 days after the date on which the CRP Information was delivered by the Supplier either provide an Assurance to the Supplier that the Appropriate Authority or Appropriate Authorities approves the CRP Information or that the Appropriate Authority or Appropriate Authorities rejects the CRP Information.

2.5 If the Appropriate Authority or Appropriate Authorities rejects the CRP Information:

2.5.1 the Buyer shall (and shall procure that the Cabinet Office Markets and Suppliers Team shall) inform the Supplier in writing of its reasons for its rejection; and

2.5.2 the Supplier shall revise the CRP Information, taking reasonable account of the Appropriate Authority’s or Appropriate Authorities’ comments, and shall re-submit the CRP Information to the Appropriate Authority or Appropriate Authorities for approval within 30 days of the date of the Appropriate Authority’s or Appropriate Authorities’ rejection. The provisions of paragraph 2.3 to 2.5 of this Part B shall apply again to any resubmitted CRP Information provided that either Party may refer any disputed matters for resolution by the Dispute Resolution Procedure under Clause 34 of the Core Terms at any time.

2.6 Where the Supplier or a member of the Supplier Group has already provided CRP Information to a Department or the Cabinet Office Markets and Suppliers Team (or, in the case of a Strategic Supplier, solely to the Cabinet Office Markets and Suppliers Team) and has received an Assurance of its CRP Information from that Department and the Cabinet Office Markets and Suppliers Team (or, in the case of a Strategic Supplier, solely from the Cabinet Office Markets and Suppliers Team), then provided that the Assurance remains Valid (which has the meaning in paragraph 2.7 below) on the date by which the CRP Information would otherwise be required, the Supplier shall not be required to provide the CRP Information under Paragraph 2.2 if it provides a copy of the Valid Assurance to the Appropriate Authority or Appropriate Authorities on or before the date on which the CRP Information would otherwise have been required.

2.7 An Assurance shall be deemed Valid for the purposes of Paragraph 2.6 of this Part B if:

2.7.1 the Assurance is within the validity period stated in the Assurance (or, if no validity period is stated, no more than 12 months has elapsed since it was issued and no more than 18 months has elapsed since the Accounting Reference Date on which the CRP Information was based); and

2.7.2 no Corporate Change Events or Financial Distress Events (or events which would be deemed to be Corporate Change Events or Financial Distress Events if the Contract had then been in force) have occurred since the date of issue of the Assurance.

2.8 If the Contract is a Critical Service Contract, the Supplier shall provide an updated version of the CRP Information (or, in the case of Paragraph 2.8.3 of this Part B its initial CRP Information) to the Appropriate Authority or Appropriate Authorities:

2.8.1 within 14 days of the occurrence of a Financial Distress Event (along with any additional highly confidential information no longer exempted from disclosure under Paragraph 2.11 of this Part B) unless the Supplier is relieved of the consequences of the Financial Distress Event under Paragraph 7.1 of Joint Schedule 7 (Financial Distress) (if applicable);

2.8.2 within 30 days of a Corporate Change Event unless not required pursuant to Paragraph 2.10;

2.8.3 within 30 days of the date that:

(a) the credit rating(s) of each of the Supplier and its Parent Undertakings fail to meet any of the criteria specified in Paragraph 2.10; or

(b) none of the credit rating agencies specified at Paragraph 2.10 hold a public credit rating for the Supplier or any of its Parent Undertakings; and

2.8.4 in any event, within 6 months after each Accounting Reference Date or within 15 months of the date of the previous Assurance received from the Appropriate Authority (whichever is the earlier), unless:

(a) updated CRP Information has been provided under any of Paragraphs 2.8.1 2.8.2 or 2.8.3 since the most recent Accounting Reference Date (being no more than 12 months previously) within the timescales that would ordinarily be required for the provision of that information under this Paragraph 2.8.4; or

(b) unless not required pursuant to Paragraph 2.10.

2.9 Where the Supplier is a Public Sector Dependent Supplier and the Contract is not a Critical Service Contract, then on the occurrence of any of the events   specified in Paragraphs 2.8.1 to 2.8.4 of this Part B, the Supplier shall provide at the request of the Appropriate Authority or Appropriate Authorities and within the applicable timescales for each event as set out in Paragraph 2.8 (or such longer timescales as may be notified to the Supplier by the Buyer), the CRP Information to the Appropriate Authority or Appropriate Authorities.

2.10 Where the Supplier or a Parent Undertaking of the Supplier has a credit rating of either:

2.10.1 Aa3 or better from Moody’s;

2.10.2 AA- or better from Standard and Poors;

2.10.3 AA- or better from Fitch;

the Supplier will not be required to provide any CRP Information unless or until either (i) a Financial Distress Event occurs (unless the Supplier is relieved of the consequences of the Financial Distress Event under Paragraph 7.1 of Annex 3 to Joint Schedule 7 (Financial Distress), if applicable) or (ii) the Supplier and its Parent Undertakings cease to fulfil the criteria set out in this Paragraph 2.10, in which cases the Supplier shall provide the updated version of the CRP Information in accordance with paragraph 2.8.

2.11 Subject to Paragraph 4, where the Supplier demonstrates to the reasonable satisfaction of the Appropriate Authority or Appropriate Authorities that a particular item of CRP Information is highly confidential, the Supplier may, having orally disclosed and discussed that information with the Appropriate Authority or Appropriate Authorities, redact or omit that information from the CRP Information provided that if a Financial Distress Event occurs, this exemption shall no longer apply and the Supplier shall promptly provide the relevant information to the Appropriate Authority or Appropriate Authorities to the extent required under Paragraph 2.8.

3. Termination Rights

3.1 The Buyer shall be entitled to terminate the Contract if the Supplier is required to provide CRP Information under Paragraph 2 of this Part B and either:

3.1.1 the Supplier fails to provide the CRP Information within 4 months of the Effective Date if this is a Critical Service Contract or otherwise within 4 months of the Appropriate Authority’s or Appropriate Authorities’ request; or

3.1.2 the Supplier fails to obtain an Assurance from the Appropriate Authority or Appropriate Authorities within 4 months of the date that it was first required to provide the CRP Information under the Contract,

which shall be deemed to be an event to which Clause 10.4.1 of the Core Terms applies and Clauses 10.6.1 and 10.6.2 of the Core Terms shall apply accordingly.

4. Confidentiality and usage of CRP Information

4.1 The Buyer agrees to keep the CRP Information confidential and use it only to understand the implications of an Insolvency Event of the Supplier and/or Supplier Group members on its UK Public Sector Business and/or services in respect of CNI and to enable contingency planning to maintain service continuity for end users and protect CNI in such eventuality.

4.2 [bookmark: _2p2csry]Where the Appropriate Authority is the Cabinet Office Markets and Suppliers Team, at the Supplier’s request, the Buyer shall use reasonable endeavours to procure that the Cabinet Office enters into a confidentiality and usage agreement with the Supplier containing terms no less stringent than those placed on the Buyer under paragraph 4.1 of this Part B and Clause 15 of the Core Terms.

4.3 The Supplier shall use reasonable endeavours to obtain consent from any third party which has restricted the disclosure of the CRP Information to enable disclosure of that information to the Appropriate Authority or Appropriate Authorities pursuant to Paragraph 2 of this Part B subject, where necessary, to the Appropriate Authority or Appropriate Authorities entering into an appropriate confidentiality agreement in the form required by the third party.

4.4 Where the Supplier is unable to procure consent pursuant to Paragraph 4.3 of this Part B, the Supplier shall use all reasonable endeavours to disclose the CRP Information to the fullest extent possible by limiting the amount of information it withholds including by:

4.4.1 redacting only those parts of the information which are subject to such obligations of confidentiality;

4.4.2 providing the information in a form that does not breach its obligations of confidentiality including (where possible) by:

(a) summarising the information;

(b) grouping the information;

(c) anonymising the information; and

(d) presenting the information in general terms

4.5 The Supplier shall provide the Appropriate Authority or Appropriate Authorities with contact details of any third party which has not provided consent to disclose CRP Information where that third party is also a public sector body and where the Supplier is legally permitted to do so.






Appendix 1: Group structure information and resolution commentary

1. The Supplier shall:

1.1 provide sufficient information to allow the Appropriate Authority to understand the implications on the Supplier Group’s UK Public Sector Business and CNI contracts listed pursuant to Appendix 2 if the Supplier or another member of the Supplier Group is subject to an Insolvency Event;

1.2 ensure that the information is presented so as to provide a simple, effective and easily understood overview of the Supplier Group; and

1.3 provide full details of the importance of each member of the Supplier Group to the Supplier Group’s UK Public Sector Business and CNI contracts listed pursuant to Appendix 2 and the dependencies between each.




Appendix 2: UK Public Sector / CNI Contract Information

1. The Supplier shall:

1.1 provide details of all agreements held by members of the Supplier Group where those agreements are for goods, services or works provision and:

1.1.1 are with any UK public sector bodies including: central Government departments and their arms-length bodies and agencies, non-departmental public bodies, NHS bodies, local authorities, health bodies, police fire and rescue, education bodies and the devolved administrations;

1.1.2 are with any private sector entities where the end recipient of the service, goods or works provision is any of the bodies set out in paragraph 1.1.1 of this Appendix 2 and where the member of the Supplier Group is acting as a key sub-contractor under the agreement with the end recipient; or

1.1.3 involve or could reasonably be considered to involve CNI;

1.2 provide the Appropriate Authority with a copy of the latest version of each underlying contract worth more than £5m per contract year and their related key sub-contracts, which shall be included as embedded documents within the CRP Information or via a directly accessible link.
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Call-Off Schedule 10 (Exit Management)

1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		“Core Network”

		the provision of any shared central core network capability forming part of the overall Services delivered to the Buyer, which is not specific or exclusive to a specific Call-Off Contract, and excludes any configuration information specifically associated with a specific Call-Off Contract;



		“Core Network Assets”

		the assets used in the provision of the Core Network;



		"Exclusive Assets"

		Supplier Assets used exclusively by the Supplier or a Key Subcontractor in the provision of the Deliverables;



		"Exit Information"

		has the meaning given to it in Paragraph 3.1 of this Schedule;



		"Exit Manager"

		the person appointed by each Party to manage their respective obligations under this Schedule;



		“Exit Plan”

		the plan produced and updated by the Supplier during the Initial Period in accordance with Paragraph 4 of this Schedule;



		"Net Book Value"

		the current net book value of the relevant Supplier Asset(s) calculated in accordance with the Framework Tender or Call-Off  Tender (if stated) or (if not stated) the depreciation policy of the Supplier (which the Supplier shall ensure is in accordance with Good Industry Practice);



		"Non-Exclusive Assets"

		those Supplier Assets used by the Supplier or a Key Subcontractor in connection with the Deliverables but which are also used by the Supplier or Key Subcontractor for other purposes;



		"Registers"

		the register and configuration database referred to in Paragraph 2.2 of this Schedule; 



		"Replacement Goods"

		any goods which are substantially similar to any of the Goods and which the Buyer receives in substitution for any of the Goods following the End Date, whether those goods are provided by the Buyer internally and/or by any third party;



		"Replacement Services"

		any services which are substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services following the End Date, whether those services are provided by the Buyer internally and/or by any third party;



		"Termination Assistance"

		a) the provision of any configuration information reasonably required to effect the implementation of the Replacement Services excluding the Core Network; 

b) any activity required to facilitate the transition from the live operation of an existing Service to the live operation of a Replacement Service excluding the Core Network;  and

c)   the activities to be performed by the Supplier pursuant to the Exit Plan, and other assistance required by the Buyer pursuant to the Termination Assistance Notice;



		"Termination Assistance Notice"

		has the meaning given to it in Paragraph 5.1 of this Schedule;



		"Termination Assistance Period"

		the period specified in a Termination Assistance Notice for which the Supplier is required to provide the Termination Assistance as such period may be extended pursuant to Paragraph 5.2 of this Schedule;



		"Transferable Assets"

		Exclusive Assets which are capable of legal transfer to the Buyer;



		"Transferable Contracts"

		Sub-Contracts, licences for Supplier's Software, licences for Third Party Software or other agreements which are necessary to enable the Buyer or any Replacement Supplier to provide the Deliverables or the Replacement Goods and/or Replacement Services, including in relation to licences all relevant Documentation, excluding such contracts relating to the Core Network;



		"Transferring Assets"

		has the meaning given to it in Paragraph 8.2.1 of this Schedule;



		"Transferring Contracts"

		has the meaning given to it in Paragraph 8.2.3 of this Schedule.





2. Supplier must always be prepared for contract exit 

2.1 [bookmark: _gjdgxs]The Supplier shall within 30 days from the Start Date provide to the Buyer a copy of   its depreciation policy to be used for the purposes of calculating Net Book Value.

2.2 [bookmark: _30j0zll]During the Contract Period, the Supplier shall promptly:

2.2.1 [bookmark: _1fob9te]create and maintain a detailed register of all Supplier Assets (including description, condition, location and details of ownership and status as either Exclusive Assets or Non-Exclusive Assets and Net Book Value) and Sub-contracts and other relevant agreements required in connection with the Deliverables; and

2.2.2 [bookmark: _3znysh7]create and maintain a configuration database detailing the technical infrastructure and operating procedures through which the Supplier provides the Deliverables 

      ("Registers").

2.3 The Supplier shall:

2.3.1 ensure that all Exclusive Assets listed in the Registers are clearly physically identified as such; and

2.3.2 [bookmark: _2et92p0]procure that all licences for Third Party Software and all Sub-Contracts shall be assignable and/or capable of novation (at no cost or restriction to the Buyer) at the request of the Buyer to the Buyer (and/or its nominee) and/or any Replacement Supplier upon the Supplier ceasing to provide the Deliverables (or part of them) and if the Supplier is unable to do so then the Supplier shall promptly notify the Buyer and the Buyer may require the Supplier to procure an alternative Subcontractor or provider of Deliverables. 

2.4 [bookmark: _tyjcwt]Each Party shall appoint an Exit Manager within three (3) Months of the Start Date. The Parties' Exit Managers will liaise with one another in relation to all issues relevant to the expiry or termination of this Contract.

3. Assisting re-competition for Deliverables 

3.1 [bookmark: _3dy6vkm]The Supplier shall, on reasonable notice, provide to the Buyer and/or its potential Replacement Suppliers (subject to the potential Replacement Suppliers entering into reasonable written confidentiality undertakings), such information (including any access) as the Buyer shall reasonably require in order to facilitate the preparation by the Buyer of any invitation to tender and/or to facilitate any potential Replacement Suppliers undertaking due diligence (the "Exit Information").

3.2 [bookmark: _1t3h5sf]The Supplier acknowledges that the Buyer may disclose the Supplier's Confidential Information (excluding the Supplier’s or its Subcontractors’ prices or costs) to an actual or prospective Replacement Supplier to the extent that such disclosure is necessary in connection with such engagement.

3.3 The Supplier shall provide complete updates of the Exit Information on an as-requested basis as soon as reasonably practicable and notify the Buyer within five (5) Working Days of any material change to the Exit Information (excluding the Core Network) which may adversely impact upon the provision of any Deliverables (and shall consult the Buyer in relation to any such changes).

3.4 The Exit Information shall be accurate and complete in all material respects and shall be sufficient to enable a third party to prepare an informed offer for those Deliverables (excluding the Core Network); and not be disadvantaged in any procurement process compared to the Supplier.

4. Exit Plan

4.1 [bookmark: _4d34og8]The Supplier shall, within three (3) Months after the Start Date, deliver to the Buyer an Exit Plan which complies with the requirements set out in Paragraph 4.3 of this Schedule and is otherwise reasonably satisfactory to the Buyer.

4.2 [bookmark: _2s8eyo1]The Parties shall use reasonable endeavours to agree the contents of the Exit Plan. If the Parties are unable to agree the contents of the Exit Plan within twenty (20) Working Days of the latest date for its submission pursuant to Paragraph 4.1, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure. 

4.3 [bookmark: _17dp8vu]The Exit Plan shall set out, as a minimum:

4.3.1 a detailed description of both the transfer and cessation processes, including a timetable; 

4.3.2 how the Deliverables (excluding the Core Network) will transfer to the Replacement Supplier and/or the Buyer;

4.3.3 details of any contracts which will be available for transfer to the Buyer and/or the Replacement Supplier upon the Expiry Date together with any reasonable costs required to effect such transfer;

4.3.4 proposals for the training of key members of the Replacement Supplier’s staff in connection with the continuation of the provision of the Deliverables following the Expiry Date;

4.3.5 proposals for providing the Buyer or a Replacement Supplier copies of all documentation relating to the use and operation of the Deliverables and required for their continued use; 

4.3.6 proposals for the assignment or novation of all services utilised by the Supplier in connection with the supply of the Deliverables;

4.3.7 proposals for the identification and return of all Buyer Property in the possession of and/or control of the Supplier or any third party;

4.3.8 proposals for the disposal of any redundant Deliverables and materials;

4.3.9 how the Supplier will ensure that there is no disruption to or degradation of the Deliverables during the Termination Assistance Period; and

4.3.10 any other information or assistance reasonably required by the Buyer or a Replacement Supplier.

4.4 [bookmark: _3rdcrjn]The Supplier shall:

4.4.1 maintain and update the Exit Plan (and risk management plan) no less frequently than: 

(a) every [six (6) months] throughout the Contract Period; and

(b) [bookmark: _26in1rg]no later than [twenty (20) Working Days] after a request from the Buyer for an up-to-date copy of the Exit Plan; 

(c) as soon as reasonably possible following a Termination Assistance Notice, and in any event no later than [ten (10) Working Days] after the date of the Termination Assistance Notice;

(d) as soon as reasonably possible following, and in any event no later than [twenty (20) Working Days] following, any material change to the Deliverables (including all changes under the Variation Procedure); and  

4.4.2 jointly review and verify the Exit Plan if required by the Buyer and promptly correct any identified failures.

4.5 Only if (by notification to the Supplier in writing) the Buyer agrees with a draft Exit Plan provided by the Supplier under Paragraph 4.2 or 4.4 (as the context requires), shall that draft become the Exit Plan for this Contract.  

4.6 A version of an Exit Plan agreed between the parties shall not be superseded by any draft submitted by the Supplier.

5. Termination Assistance 

5.1 [bookmark: _lnxbz9]The Buyer shall be entitled to require the provision of Termination Assistance at any time during the Contract Period by giving written notice to the Supplier (a "Termination Assistance Notice") at least four (4) Months prior to the Expiry Date or as soon as reasonably practicable (but in any event, not later than one (1) Month) following the service by either Party of a Termination Notice. The Termination Assistance Notice shall specify:

5.1.1 the nature of the Termination Assistance required; and

5.1.2 [bookmark: _35nkun2]the start date and initial period during which it is anticipated that Termination Assistance will be required, which shall continue no longer than twelve (12) Months after the End Date.     

5.2 [bookmark: _1ksv4uv]The Buyer shall have an option to extend the Termination Assistance Period beyond the initial period specified in the Termination Assistance Notice in one or more extensions, in each case provided that:

5.2.1 no such extension shall extend the Termination Assistance Period beyond the date twelve (12) Months after the End Date; and 

5.2.2 the Buyer shall notify the Supplier of any such extension no later than twenty (20) Working Days prior to the date on which the Termination Assistance Period is otherwise due to expire. 

5.3 The Buyer shall have the right to terminate its requirement for Termination Assistance by serving not less than (20) Working Days' written notice upon the Supplier.

5.4 Where the Buyer indicates in a Termination Assistance Notice that it requires any additional services to assist with exit in accordance with paragraph 5.1.3, the Supplier shall provide to the Buyer within ten (10) Working Days of receipt of such Termination Assistance Notice a quotation in the form of an itemised list of costs (in line with any day rates specified in the Contract) for each line of the additional services that the Buyer requires. Within five (5) Working Days of receipt of such quotation the Buyer shall confirm to the Supplier which of those itemised services it requires and the Supplier shall provide those services as part of the Termination Assistance at the Charges provided in the quotation

5.5 In the event that Termination Assistance is required by the Buyer but at the relevant time the parties are still agreeing an update to the Exit Plan pursuant to Paragraph 4, the Supplier will provide the Termination Assistance in good faith and in accordance with the principles in this Schedule and the last Buyer approved version of the Exit Plan (insofar as it still applies).

6. Termination Assistance Period 

6.1 [bookmark: _44sinio]Throughout the Termination Assistance Period the Supplier shall:

6.1.1 continue to provide the Deliverables (as applicable) and otherwise perform its obligations under this Contract and, if required by the Buyer, provide the Termination Assistance;

6.1.2 [bookmark: _2jxsxqh]provide to the Buyer and/or its Replacement Supplier any reasonable assistance and/or access requested by the Buyer and/or its Replacement Supplier including assistance and/or access to facilitate the orderly transfer of responsibility for and conduct of the Deliverables to the Buyer and/or its Replacement Supplier;

6.1.3 [bookmark: _z337ya]use all reasonable endeavours to reallocate resources to provide such assistance without additional costs to the Buyer;

6.1.4 [bookmark: _3j2qqm3]subject to Paragraph 6.3, provide the Deliverables and the Termination Assistance at no detriment to the Performance Indicators (PI’s) or Service Levels, the provision of the Management Information or any other reports nor to any other of the Supplier's obligations under this Contract; 

6.1.5 [bookmark: _1y810tw]at the Buyer's request and on reasonable notice, deliver up-to-date Registers to the Buyer;

6.1.6 seek the Buyer's prior written consent to access any Buyer Premises from which the de-installation or removal of Supplier Assets is required.

6.2 If it is not possible for the Supplier to reallocate resources to provide such assistance as is referred to in Paragraph 6.1.2 without additional costs to the Buyer, any additional costs incurred by the Supplier in providing such reasonable assistance shall be subject to the Variation Procedure.

6.3 [bookmark: _4i7ojhp]If the Supplier demonstrates to the Buyer's reasonable satisfaction that the provision of the Termination Assistance will have a material, unavoidable adverse effect on the Supplier's ability to meet one or more particular Service Levels, the Parties shall vary the relevant Service Levels and/or the applicable Service Credits accordingly.

7. Obligations when the contract is terminated  

7.1 [bookmark: _2xcytpi]The Supplier shall comply with all of its obligations contained in the Exit Plan.

7.2 [bookmark: _1ci93xb]Upon termination or expiry or at the end of the Termination Assistance Period (or earlier if this does not adversely affect the Supplier's performance of the Deliverables and the Termination Assistance), the Supplier shall:

7.2.1 vacate any Buyer Premises;

7.2.2 remove the Supplier Equipment together with any other materials used by the Supplier to supply the Deliverables and shall leave the Sites in a clean, safe and tidy condition. The Supplier is solely responsible for making good any damage to the Sites or any objects contained thereon, other than fair wear and tear, which is caused by the Supplier; 

7.2.3 [bookmark: _3whwml4]provide access during normal working hours to the Buyer and/or the Replacement Supplier for up to twelve (12) Months after expiry or termination to:

(a) such information relating to the Deliverables as remains in the possession or control of the Supplier; and

(b) [bookmark: _2bn6wsx]such members of the Supplier Staff as have been involved in the design, development and provision of the Deliverables and who are still employed by the Supplier, provided that the Buyer and/or the Replacement Supplier shall pay the reasonable costs of the Supplier actually incurred in responding to such requests for access.

7.3 [bookmark: _qsh70q]Except where this Contract provides otherwise, all licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Deliverables shall be terminated with effect from the end of the Termination Assistance Period.

8. Assets, Sub-contracts and Software

8.1 [bookmark: _3as4poj]Following notice of termination of this Contract and during the Termination Assistance Period, the Supplier shall not, without the Buyer's prior written consent:

8.1.1 terminate, enter into or vary any Sub-contract or licence for any software in connection with the Deliverables; or

8.1.2 terminate, enter into or vary any Sub-contract or licence for any software in connection with the Deliverables excluding the Core Network; or

8.1.3 (subject to normal maintenance requirements) make material modifications to, or dispose of, any existing Supplier Assets or acquire any new Supplier Assets.

8.2 [bookmark: _1pxezwc]Within twenty (20) Working Days of receipt of the up-to-date Registers provided by the Supplier, the Buyer shall notify the Supplier setting out:

8.2.1 [bookmark: _49x2ik5]which, if any, of the Transferable Assets the Buyer requires to be transferred to the Buyer and/or the Replacement Supplier ("Transferring Assets"); 

8.2.2 [bookmark: 2p2csry][bookmark: _147n2zr]which, if any, of:

(a) the Exclusive Assets that are not Transferable Assets; and 

(b) the Non-Exclusive Assets,

the Buyer and/or the Replacement Supplier requires the continued use of; and

8.2.3 [bookmark: _3o7alnk]which, if any, of Transferable Contracts the Buyer requires to be assigned or novated to the Buyer and/or the Replacement Supplier (the "Transferring Contracts"),

     in order for the Buyer and/or its Replacement Supplier to provide the Deliverables excluding the Core Network from the expiry of the Termination Assistance Period. The Supplier shall provide all reasonable assistance required by the Buyer and/or its Replacement Supplier to enable it to determine which Transferable Assets and Transferable Contracts are required to provide the Deliverables (excluding the Core Network) or the Replacement Goods and/or Replacement Services (excluding the Core Network).

8.3 [bookmark: _23ckvvd]With effect from the expiry of the Termination Assistance Period, the Supplier shall sell the Transferring Assets to the Buyer and/or the Replacement Supplier for their Net Book Value less any amount already paid for them through the Charges. 

8.4 Risk in the Transferring Assets shall pass to the Buyer or the Replacement Supplier (as appropriate) at the end of the Termination Assistance Period and title shall pass on payment for them.

8.5 [bookmark: _ihv636]Where the Buyer and/or the Replacement Supplier requires continued use of any Exclusive Assets that are not Transferable Assets or any Non-Exclusive Assets, the Supplier shall as soon as reasonably practicable:

8.5.1 procure a non-exclusive, perpetual, royalty-free licence for the Buyer and/or the Replacement Supplier to use such assets (with a right of sub-licence or assignment on the same terms); or failing which

8.5.2 procure a suitable alternative to such assets, the Buyer or the Replacement Supplier to bear the reasonable proven costs of procuring the same.

8.6 [bookmark: _32hioqz]The Supplier shall as soon as reasonably practicable assign or procure the novation of the Transferring Contracts to the Buyer and/or the Replacement Supplier.  The Supplier shall execute such documents and provide such other assistance as the Buyer reasonably requires to effect this novation or assignment.

8.7 [bookmark: _1hmsyys]The Buyer shall:

8.7.1 accept assignments from the Supplier or join with the Supplier in procuring a novation of each Transferring Contract; and

8.7.2 once a Transferring Contract is novated or assigned to the Buyer and/or the Replacement Supplier, discharge all the obligations and liabilities created by or arising under that Transferring Contract and exercise its rights arising under that Transferring Contract, or as applicable, procure that the Replacement Supplier does the same.

8.8 The Supplier shall hold any Transferring Contracts on trust for the Buyer until the transfer of the relevant Transferring Contract to the Buyer and/or the Replacement Supplier has taken place.

8.9 [bookmark: _41mghml]The Supplier shall indemnify the Buyer (and/or the Replacement Supplier, as applicable) against each loss, liability and cost arising out of any claims made by a counterparty to a Transferring Contract which is assigned or novated to the Buyer (and/or Replacement Supplier) pursuant to Paragraph 8.6 in relation to any matters arising prior to the date of assignment or novation of such Transferring Contract. Clause 19 (Other people's rights in this contract) shall not apply to this Paragraph 8.9 which is intended to be enforceable by Third Parties Beneficiaries by virtue of the CRTPA.

9. [bookmark: _2grqrue]No charges 

9.1 Unless otherwise stated, the Buyer shall not be obliged to pay for costs incurred by the Supplier in relation to its compliance with this Schedule.

10. Dividing the bills 

10.1 [bookmark: _vx1227]All outgoings, expenses, rents, royalties and other periodical payments receivable in respect of the Transferring Assets and Transferring Contracts shall be apportioned between the Buyer and/or the Replacement and the Supplier as follows:

10.1.1 the amounts shall be annualised and divided by 365 to reach a daily rate;

10.1.2 the Buyer or Replacement Supplier (as applicable) shall be responsible for or entitled to (as the case may be) that part of the value of the invoice pro rata to the number of complete days following the transfer, multiplied by the daily rate; and

10.1.3 the Supplier shall be responsible for or entitled to (as the case may be) the rest of the invoice.
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[bookmark: _heading=h.gjdgxs]This Schedule sets out the characteristics of the Deliverables that the Supplier will be required to make to the Buyers under this Call-Off Contract
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Annex A 







				



				



				



				



				



				







				Category



				Manufacturer



				Part Number



				Alternatives accepted



				Stock Item / Current Model



				Annex A Volumes (3 Months/



order Buffer)







				Laptop Bundle



				Microsoft



				QF1-00003



				No



				Surface Pro 9 i5/8/256 W11 Platinum 



				200







				Laptop Bundle



				Microsoft



				8X8-00003



				No



				Microsoft Signature with Slim Pen 2 Black Microsoft Cover port QWERTY UK English 



				230







				Laptop Bundle



				I-Tec



				C31NANODOCKVGAPD



				Yes



				I-tec Metal USB-C Nano Dock HDMI/VGA with LAN + Power Delivery 100 W 



				230







				Laptop Bundle



				Microsoft



				FHD-00017



				No



				Microsoft Surface Arc Mouse CmrSC Bluetooth XZ/NL/FR/DE - BLACK 



				230







				iPhone Bundle



				Apple



				



				No



				Apple iPhone 12 64GB



				0







				iPhone Bundle



				Apple



				MHJF3B/A



				No



				Apple 20W USB-C POWER ADAPTER-GBR 



				30







				BAU



				Apple



				MM0A3ZM/A



				No



				Apple lightning cable 1 m White 



				30







				iPhone Bundle



				Apple



				MMTN2ZM/A



				No



				EarPods with Lightning Connector 



				30







				iPhone Bundle



				Tech21



				



				No



				Tech 21 Evo Clear Case For iPhones - 12/12 Pro



				30







				iPhone Bundle



				Panzer



				



				No



				PanzerGlass Screen Protector for iPhone 12/12 Pro



				30







				Hybrid Bundle



				Dell



				P2723DE



				No



				Dell 27 USB-C Hub Monitor - P2723DE - 68.6cm (27")



				150







				Hybrid Bundle



				BaseXX



				D31944



				Yes



				BASE XX Webcam Business Full HD



				150







				Hybrid Bundle



				Blackwire



				207577-01



				No



				Blackwire 5210 Monaural Head-band Black, Red headset - USB A 



				70







				Hybrid Bundle



				Microsoft



				



				Yes



				Microsoft Wired 600, Black keyboard USB QWERTY UK International



				20







				BAU



				Microsoft



				



				Yes



				Microsoft Basic Optical Mouse for Business



				20







				BAU (Hybrid Bundle B)



				Blackwire



				209747-201



				No



				Blackwire C3225 Stereo USB-A & 3.5mm Headset 



				100







				Call Centre Headset



				Plantronics



				



				No



				Encore Pro Headset



				10







				BAU



				HP



				CZ993A#BHC



				Yes



				Officejet 200 Mobile Printer 



				40







				BAU



				Microsoft



				Q5N-00010



				No



				Microsoft Surface 65W Power Supply - Power adapter - 65 Watt  



				25







				BAU



				



				



				Yes



				USB 3.0 TO ESATA DRIVE CABLE - 3FT ESATA TO USB ADAPTER CABLE    



				100







				Occ Health



				Bakker Elkhuizen



				KEYBSAT1HY



				No



				Slim Mini Ergonomic Keyboard - S-Board 840 Saturnus 



				10







				Occ Health



				



				



				No



				Vertical Mouse Right handed 



				10







				Occ Health



				Contour



				



				No



				Contour Design Rollermouse PRO3 



				10







				Occ Health



				Logitech



				



				No



				Logitech M570 Trackman Wireless Trackball Mouse 



				10







				Occ Health



				Andrea Communications



				NC-185



				No



				Andrea NC-185 VM USB High Fidelity Stereo Headset 



				10







				Occ Health



				Accuratus



				



				No



				Split Keyboard Wireless Keyboard and Number Pad  



				10







				BAU



				Dell



				



				Yes



				Dell USB DVD Drive-DW316



				15







				Disposal



				



				



				No



				Collections/Secure Disposals



				0







				Delivery



				



				



				No



				Delivery Charges (Home/Office)



				0
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CategoryManufacturerPart Number




Alternatives 




accepted




Stock Item / Current Model




Annex A 




Volumes (3 




Months plus 




order Buffer)




Laptop BundleMicrosoftQF1-00003 NoSurface Pro 9 i5/8/256 W11 Platinum  200




Laptop BundleMicrosoft8X8-00003 No




Microsoft Signature with Slim Pen 2 Black Microsoft Cover port QWERTY UK 




English 




230




Laptop BundleI-Tec




C31NANODOCK




VGAPD 




YesI-tec Metal USB-C Nano Dock HDMI/VGA with LAN + Power Delivery 100 W  230




Laptop BundleMicrosoftFHD-00017 NoMicrosoft Surface Arc Mouse CmrSC Bluetooth XZ/NL/FR/DE - BLACK  230




iPhone BundleAppleNoApple iPhone 12 64GB 0




iPhone BundleAppleMHJF3B/A NoApple 20W USB-C POWER ADAPTER-GBR  30




BAUAppleMM0A3ZM/A NoApple lightning cable 1 m White  30




iPhone BundleAppleMMTN2ZM/A NoEarPods with Lightning Connector  30




iPhone BundleTech21NoTech 21 Evo Clear Case For iPhones - 12/12 Pro 30




iPhone BundlePanzerNoPanzerGlass Screen Protector for iPhone 12/12 Pro 30




Hybrid BundleDellP2723DENoDell 27 USB-C Hub Monitor - P2723DE - 68.6cm (27") 150




Hybrid BundleBaseXXD31944YesBASE XX Webcam Business Full HD 150




Hybrid BundleBlackwire207577-01 NoBlackwire 5210 Monaural Head-band Black, Red headset - USB A  70




Hybrid BundleMicrosoftYesMicrosoft Wired 600, Black keyboard USB QWERTY UK International 20




BAUMicrosoftYesMicrosoft Basic Optical Mouse for Business 20




BAU (Hybrid 




Bundle B)




Blackwire209747-201 NoBlackwire C3225 Stereo USB-A & 3.5mm Headset  100




Call Centre 




Headset




Plantronics NoEncore Pro Headset 10




BAUHPCZ993A#BHC YesOfficejet 200 Mobile Printer  40




BAUMicrosoftQ5N-00010 NoMicrosoft Surface 65W Power Supply - Power adapter - 65 Watt   25




BAUYesUSB 3.0 TO ESATA DRIVE CABLE - 3FT ESATA TO USB ADAPTER CABLE     100




Occ HealthBakker ElkhuizenKEYBSAT1HYNoSlim Mini Ergonomic Keyboard - S-Board 840 Saturnus  10




Occ HealthNoVertical Mouse Right handed  10




Occ HealthContourNoContour Design Rollermouse PRO3  10




Occ HealthLogitechNoLogitech M570 Trackman Wireless Trackball Mouse  10




Occ Health




Andrea 




CommunicationsNC-185NoAndrea NC-185 VM USB High Fidelity Stereo Headset 




10




Occ HealthAccuratusNoSplit Keyboard Wireless Keyboard and Number Pad   10




BAUDellYesDell USB DVD Drive-DW316 15




DisposalNoCollections/Secure Disposals 0




DeliveryNoDelivery Charges (Home/Office) 0














Annex B Example Dispatch Report.xlsx


Export



				Dispatch Number				Contact Name				Contact Email				Dispatched Date				Dispatch Status				TrackingRef				Tracking Reference				HSE REQ				Description				QtyDispatched				SerialNumbers				AssetTag				CustomerPO



				Supplier ref no.				Forname, Surname				forname.surname@hse.gov.uk				dd/mm/yyyy  hh:mm:ss				Delivered				Carrier tracking ref no.				Link to from carrier to track shipment/see status.				REQ0059249				BLACKWIRE 5210,C5210,USB-A,WW				1				G1E4DB				CI123456				43070022473







mailto:forname.surname@hse.gov.uk









Annex C Device Build Configuration v0.2.docx






















Annex C











Device Build Configuration







































	



				[image: ]







				



				Health and Safety Executive
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HSE requires end user compute devices building to a specific configuration, details of which can be found below. 



 



Devices should be built with the:



 



· Windows 11 (OS Build 22621.2861)



· Bloatware removed



· BIOS Settings (as per table A below)



· hardware hash for all devices - provide details to HSE of Hardware Hash for all devices, in one complete file (.csv), which HSE will load into Intune







Table A - HSE specific BIOS Settings HSE requires for each device.







				Surface Pro







				UEFI BIOS Version = 12.102.143.0 or latest







				UEFI BIOS Date = (Year-Month-Day) = 2023-12- 12 or latest







				Config > Network > Wireless Auto Disconnection = On







				Config > USB > Always On USB - Charge in Battery Mode = On







				Security > Password > Supervisor Password = Enabled (Password to be provide separately)







				Security > Password > Lock UEFI BIOS Settings = On







				Security > Password > Password at Boot Device List = On







				Security > UEFI BIOS Update Option > Flash BIOS Updating by End-Users = Off







				Security > Memory Protection = On







				Security > Virtualization > Kernel DMA Protection = On







				Security > Internal Device Access > Bottom Cover Tamper Detection = On







				Security > Device Guard > Device Guard = On
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Dispatch Notification 















				



















				 







								



												Hi Users Name, 







We would like to advise you we are due to deliver your item(s) on day, date, month, year. 



















				  















				Details: 



				Ref. No



				ABC123 







				Your Ref.



				ABC123







				Delivery Method 



				Next Day Any Time 







				Online Tracker 



				Tracking link



















				  















								Delivery details: 



As per the delivery address details provided on the ServiceNow request 















				



								Billing Address: 



Health and Safety Executive



Room 3.1



Redgrave Court



Merton Road



Bootle, Merseyside



L20 7HS



























				 







				







								Image 



				Description 



				Qty 







				[image: ]



				Dell | KB522-BK-UK | Dell KB-522 Wired Business Multimedia USB Keyboard Black. 







Reference: 43070022473



				1 







				[image: ]



				Poly | 207577-201 | BLACKWIRE 5210,C5210,USB-A,WW. 







Reference: 43070022473



				1 







				[image: ]



				Videk | 2410E-2 | VIDEK HDMI to HDMI Standard Audio/ Video Cable 2Mtr. 







Reference: 43070022473



				1 







				[image: ]



				Logitech | 960-001372 | Logitech C505e webcam 1280 x 720 pixels USB Black. 







Reference: 43070022473



				1 







				[image: ]



				Dell | P2722H | Dell 27 Monitor - P2722H - 68.6cm (27"). 







Reference: 43070022473



				1 







				[image: ]



				Storm | HSESP7BUNDLEFPR | HSE Surface Pro 7+ Bundle - Surface Pro 7+, Fingerprint Reader Keyboard Cover, Arc Mouse, Nano Dock, Surface Pen.. 







Reference: 43070021974



				1 



















				















				If you have any questions regarding this dispatched, simply contact Supplier name Sales Team on +44 (0) 1234 567891 or send an e-mail to: Supplier email address 
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Review Meeting Agenda



Meeting of HSE Asset Management Team, HSE Commercial Team and Supplier Account Management to discuss operational matters, finance issues, service issues, areas for development and continuous service improvement.



AGENDA



Review of Actions: This will include a record of the discussion points and any actions agreed to ensure that they are fulfilled in a timely manner and progressed.



Operational Issues: To discuss emerging issues that could impact on HSE’s ability to provide an effective service such as global shortages, products becoming EOL and spec changes.



Finance: Discuss any issues around finance, quotes, PO’s or outstanding invoices to ensure the correct financial governance and assurance is followed and timely and efficient payment process is adopted to ensure supplier satisfaction.



Service:  Opportunity for Supplier to provide updates on service-related issues, performance, volumes, build issues and any other general news they wish to discuss and to update HSE.



Continuous Service Improvements: An opportunity to discuss and log efforts to improve efficiency and how we collectively deliver a better service to the customer. A lot of good work has been undertaken which should be recognised and recorded.  E.g. deliveries, portal,



AOB:
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Joint Schedule 11 (Processing Data)



Crown Copyright 2023



[bookmark: _heading=h.30j0zll]



Joint Schedule 11 (Processing Data)







Definitions



1. In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):



				“Processor Personnel”



				all directors, officers, employees, agents, consultants and suppliers of the Processor and/or of any Subprocessor engaged in the performance of its obligations under a Contract;











Status of the Controller



2. The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity carried out by each of them in relation to their respective obligations under a Contract dictates the status of each party under the DPA 2018. A Party may act as:



(a) “Controller” in respect of the other Party who is “Processor”;



(b) “Processor” in respect of the other Party who is “Controller”;



(c) “Joint Controller” with the other Party; 



(d) “Independent Controller” of the Personal Data where the other Party is also “Controller”,



in respect of certain Personal Data under a Contract and shall specify in Annex 1 (Processing Personal Data) which scenario they think shall apply in each situation. 



Where one Party is Controller and the other Party its Processor 



3. Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex 1 (Processing Personal Data) by the Controller and may not otherwise be determined by the Processor. 



4. The Processor shall notify the Controller immediately if it considers that any of the Controller’s instructions infringe the Data Protection Legislation.



5. The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing. Such assistance may, at the discretion of the Controller, include:



(a) a systematic description of the envisaged Processing and the purpose of the Processing;



(b) an assessment of the necessity and proportionality of the Processing in relation to the Deliverables;



(c) an assessment of the risks to the rights and freedoms of Data Subjects; and



(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.



6. [bookmark: bookmark=id.gjdgxs]The Processor shall, in relation to any Personal Data Processed in connection with its obligations under the Contract:



(a) [bookmark: bookmark=id.30j0zll]Process that Personal Data only in accordance with Annex 1 (Processing Personal Data) and shall not Process the Personal Data for any other purpose, unless the Processor is required to do otherwise by Law. If it is so required the Processor shall notify the Controller before Processing the Personal Data unless prohibited by Law;



(b) [bookmark: bookmark=id.1fob9te]ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, including in the case of the Supplier the measures set out in Clause 14.3 of the Core Terms, which the Controller may reasonably reject. In the event of the Controller reasonably rejecting Protection Measures put in place by the Processor, the Processor must propose alternative Protective Measures to the satisfaction of the Controller. Failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures. Protective Measures must take account of the:



(i) [bookmark: bookmark=id.3znysh7]nature of the data to be protected;



(ii) harm that might result from a Data Loss Event;



(iii) state of technological development; and



(iv) cost of implementing any measures; 



(c) [bookmark: bookmark=id.2et92p0]ensure that:



(i) the Processor Personnel do not Process Personal Data except in accordance with the Contract (and in particular Annex 1 (Processing Personal Data));



(ii) it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:



(A) are aware of and comply with the Processor’s duties under this Joint Schedule 11, Clauses 14 (Data protection), 15 (What you must keep confidential) and 16 (When you can share information) of the Core Terms;



(B) are subject to appropriate confidentiality undertakings with the Processor or any Subprocessor;



(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Controller or as otherwise permitted by the Contract; and



(D) have undergone adequate training in the use, care, protection and handling of Personal Data; 



(d) [bookmark: bookmark=id.tyjcwt]not transfer, Process, or otherwise make available for Processing, Personal Data outside of the UK unless the prior written consent of the Controller has been obtained (such consent may be withheld or subject to such conditions as the Customer considers fit at the Customer's absolute discretion) and the following conditions are fulfilled:



(i) [bookmark: bookmark=id.3dy6vkm]the destination country has been recognised as adequate by the UK Government in accordance with Article 45 UK GDPR or section 74 of the DPA 2018;



(ii) Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with UK GDPR Article 46 or section 75 DPA 2018) as determined by the Controller;



(iii) [bookmark: bookmark=id.1t3h5sf]the Data Subject has enforceable rights and effective legal remedies;



(iv) [bookmark: bookmark=id.4d34og8]the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and



(v) [bookmark: bookmark=id.2s8eyo1]the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the Processing of the Personal Data; 



if any of the mechanisms relied on under paragraph 6(d) in respect of any transfers of Personal Data by the Processor at any time ceases to be valid, the Processor shall, if possible, implement an alternative mechanism to ensure compliance with the Data Protection Legislation. If no alternative mechanism is available, the Controller and the Processor shall work together in good faith to determine the appropriate measures to be taken, taking into account any relevant guidance and accepted good industry practice. The Controller reserves the right to require the Processor to cease any affected transfers if no alternative mechanism to ensure compliance with Data Protection Legislation is reasonably available; and



(e) [bookmark: bookmark=id.17dp8vu]at the written direction, and absolute discretion, of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.



7. [bookmark: bookmark=id.3rdcrjn]Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify the Controller immediately if in relation to Processing Personal Data under or in connection with the Contract it:



(a) receives a Data Subject Access Request (or purported Data Subject Access Request);



(b) receives a request to rectify, block or erase any Personal Data; 



(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 



(d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data Processed under the Contract; 



(e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or



(f) becomes aware of a Data Loss Event.



8. The Processor’s obligation to notify under paragraph 7 of this Joint Schedule 11 shall include the provision of further information to the Controller, as details become available. 



9. Taking into account the nature of the Processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under paragraph 7 of this Joint Schedule 11 (and insofar as possible within the timescales reasonably required by the Controller) including by immediately providing:



(a) the Controller with full details and copies of the complaint, communication or request;



(b) such assistance as is requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation; 



(c) the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 



(d) assistance as requested by the Controller following any Data Loss Event;  and/or



(e) assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office.



10. The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Joint Schedule 11. This requirement does not apply where the Processor employs fewer than 250 staff, unless:



(a) the Controller determines that the Processing is not occasional;



(b) [bookmark: _heading=h.26in1rg]the Controller determines the Processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or



(c) the Controller determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.



11. [bookmark: bookmark=id.lnxbz9]The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor.



12. The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation. 



13. Before allowing any Subprocessor to Process any Personal Data related to the Contract, the Processor must:



(a) notify the Controller in writing of the intended Subprocessor and Processing that will be undertaken by the Subprocessor;



(b) obtain the written consent of the Controller (such consent may be withheld or subject to such conditions as the Controller considers fit at the Controller’s absolute discretion); 



(c) enter into a written legally binding agreement with the Subprocessor which give effect to the terms set out in this Joint Schedule 11 such that they apply to the Subprocessor, prior to any Personal Data being transferred to or accessed by the Subprocessor; and



(d) provide the Controller with such information regarding the Subprocessor as the Controller may reasonably require.



14. Any Processing by a Subprocessor or transfer of Personal Data to a Subprocessor permitted by the Controller shall not relieve the Processor from any of its liabilities, responsibilities and obligations to the Controller under this Joint Schedule 11, and the Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.



15. [bookmark: bookmark=id.35nkun2]The Relevant Authority may, at any time on not less than thirty (30) Working Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to the Contract).



16. The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office. 



Where the Parties are Joint Controllers of Personal Data 



17. In the event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out in Annex 3 to this Joint Schedule 11. 



Independent Controllers of Personal Data 



18. With respect to Personal Data provided by one Party to another Party for which each Party acts as Controller but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Controller.



19. Each Party shall Process the Personal Data in compliance with its obligations under the Data Protection Legislation and not do anything to cause the other Party to be in breach of it. 



20. Where a Party has provided Personal Data to the other Party in accordance with paragraph 18 of this Joint Schedule 11 above, the recipient of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Party may reasonably require.



21. The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the Processing of Personal Data for the purposes of the Contract. 



22. The Parties shall only provide Personal Data to each other:



(a) to the extent necessary to perform their respective obligations under the Contract;



(b) in compliance with the Data Protection Legislation (including by ensuring all required data privacy information has been given to affected Data Subjects to meet the requirements of Articles 13 and 14 of the UK GDPR); and



(c) where it has recorded it in Annex 1 (Processing Personal Data).



23. 	Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the UK GDPR.



24. A Party Processing Personal Data for the purposes of the Contract shall maintain a record of its Processing activities in accordance with Article 30 UK GDPR and shall make the record available to the other Party upon reasonable request.



25. Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Personal Data provided to it by the other Party pursuant to the Contract (“Request Recipient”):



(a) the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or



(b) where the request or correspondence is directed to the other Party and/or relates to that other Party's Processing of the Personal Data, the Request Recipient  will:



(i) promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and



(ii) provide any information and/or assistance as reasonably requested by the other Party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.



26. Each Party shall promptly notify the other Party upon it becoming aware of any Data Loss Event relating to Personal Data provided by the other Party pursuant to the Contract and shall: 



(a) do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Data Loss Event; 



(b) implement any measures necessary to restore the security of any compromised Personal Data; 



(c) work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and



(d) not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law. 



27. Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data). 



28. 	Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s respective obligations under the Contract which is specified in Annex 1 (Processing Personal Data). 



29. Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule 11 to Personal Data, where the Supplier is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall act as an Independent Controller of Personal Data in accordance with paragraphs 18 to 28 of this Joint Schedule 11.








Annex 1 - Processing Personal Data



This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Relevant Authority at its absolute discretion.  



1.1 The contact details of the Relevant Authority’s Data Protection Officer are: [Insert Contact details]



1.2 The contact details of the Supplier’s Data Protection Officer are: [Insert Contact details]



1.3 The Processor shall comply with any further written instructions with respect to Processing by the Controller.



1.4 Any such further instructions shall be incorporated into this Annex.







				Description



				Details







				Identity of Controller for each Category of Personal Data



				The Relevant Authority is Controller and the Supplier is Processor



The Parties acknowledge that in accordance with paragraph 3 to paragraph 16 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor of the following Personal Data:







· [Insert the scope of Personal Data which the purposes and means of the Processing by the Supplier is determined by the Relevant Authority]







The Supplier is Controller and the Relevant Authority is Processor







The Parties acknowledge that for the purposes of the Data Protection Legislation, the Supplier is the Controller and the Relevant Authority is the Processor in accordance with paragraph 3 to paragraph 16 of the following Personal Data:







· [Insert the scope of Personal Data which the purposes and means of the Processing by the Relevant Authority  is determined by the Supplier]







The Parties are Joint Controllers







The Parties acknowledge that they are Joint Controllers for the purposes of the Data Protection Legislation and in accordance with paragraph 17 in respect of:







· [Insert the scope of Personal Data which the purposes and means of the Processing is determined by the both Parties together]







 



The Parties are Independent Controllers of Personal Data







The Parties acknowledge that they are Independent Controllers for the purposes of the Data Protection Legislation and in accordance with paragraph 18 in respect of:



· Business contact details of Supplier Personnel for which the Supplier is the Controller,



· Business contact details of any directors, officers, employees, agents, consultants and contractors of Relevant Authority (excluding the Supplier Personnel) engaged in the performance of the Relevant Authority’s duties under the Contract) for which the Relevant Authority is the Controller,



· [Insert the scope of other Personal Data provided by one Party who is Controller to the other Party who will separately determine the nature and purposes of its Processing the Personal Data on receipt e.g. where (1) the Supplier has professional or regulatory obligations in respect of Personal Data received, (2) a standardised service is such that the Relevant Authority cannot dictate the way in which Personal Data is processed by the Supplier, or (3) where the  Supplier comes to the transaction with Personal Data for which it is already Controller for use by the Relevant Authority] 



 



[Guidance where multiple relationships have been identified above, please address the below rows in the table for in respect of each relationship identified] 











				Subject matter of the Processing



				[This should be a high level, short description of what the



processing is about i.e. its subject matter of the contract.







Example: The processing is needed in order to ensure that the



Processor can effectively deliver the contract to provide [insert



description of relevant service]. ]











				Duration of the Processing



				[Clearly set out the duration of the Processing including dates]







				Nature and purposes of the Processing



				[Please be as specific as possible, but make sure that you cover all intended purposes. 







The nature of the Processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.



The purpose might include: employment processing, statutory obligation, recruitment assessment etc]







				Type of Personal Data being Processed



				[Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc]







				Categories of Data Subject



				[Examples include: Staff (including volunteers, agents, and temporary workers), customers/ clients, suppliers, patients, students / pupils, members of the public, users of a particular
website etc]







				International transfers and legal gateway



				[Explain where geographically personal data may be stored or



accessed from. Explain the legal gateway you are relying on to



export the data e.g. adequacy decision, EU SCCs, UK IDTA.



Annex any SCCs or IDTA to this contract]







				Plan for return and destruction of the data once the Processing is complete



UNLESS requirement under Union or Member State law to preserve that type of data



				[Describe how long the data will be retained for, how it be returned or destroyed]




















Annex 2 – Security



The technical security requirements set out below provide an indication of the types of security measures that might be considered, in order to protect Personal Data. More, or less, measures may be appropriate depending on the subject matter of the contract, but the overall approach must be proportionate. The technical requirements must also be compliant with legislative and regulatory obligations for content and data, such as UK GDPR. The example technical security requirements set out here are intended to supplement, not replace, security schedules that will detail the total contractual security obligations and requirements that the Processor (i.e. a supplier) will be held to account to deliver under contract. Processors are also required to ensure sufficient ‘flow-down’ of legislative and regulatory obligations to any third party Sub-processors.







External Certifications e.g. Buyers should ensure that Suppliers hold at least Cyber



Essentials certification and ISO 27001:2013 certification if proportionate to the service being procured.







Risk Assessment e.g. Supplier should perform a technical information risk assessment on the service supplied and be able to demonstrate what controls are in place to address those risks.







Security Classification of Information e.g. If the provision of the Services requires the Supplier to Process Authority/Buyer Data which is classified as OFFICIAL,OFFICIAL-SENSITIVE or Personal Data, the Supplier shall implement such additional measures as agreed with the Authority/Buyer from time to time in order to ensure that such information is safeguarded in accordance with the applicable legislative and regulatory obligations.







End User Devices e.g.



· The Supplier shall ensure that any Authority/Buyer Data which resides on a mobile, removable or physically uncontrolled device is stored encrypted using a product or system component which has been formally assured through a recognised certification process agreed with the Authority/Buyer except where the Authority/Buyer has given its prior written consent to an alternative arrangement.



· The Supplier shall ensure that any device which is used to Process Authority/Buyer Data meets all of the security requirements set out in the NCSC End User Devices Platform Security Guidance, a copy of which can be found at: https://www.ncsc.gov.uk/guidance/end-user-device-security.







Testing e.g. The Supplier shall at their own cost and expense, procure a CHECK or CREST Certified Supplier to perform an ITHC or Penetration Test prior to any live Authority/Buyer data being transferred into their systems. The ITHC scope must be agreed with the Authority/Buyer to ensure it covers all the relevant parts of the system that processes, stores or hosts Authority/Buyer data.







Networking e.g. The Supplier shall ensure that any Authority/Buyer Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.







Personnel Security e.g. All Supplier Personnel shall be subject to a pre-employment check before they may participate in the provision and or management of the Services. Such pre-employment checks must include all pre-employment checks which are required by the HMG Baseline Personnel Security Standard or equivalent including: verification of the individual's identity; verification of the individual's nationality and immigration status; and,



verification of the individual's employment history; verification of the individual's criminal record. The Supplier maybe required to implement additional security vetting for some roles.







Identity, Authentication and Access Control e.g. The Supplier must operate an appropriate access control regime to ensure that users and administrators of the service are uniquely identified. The Supplier must retain records of access to the physical sites and to the service.







Data Destruction/Deletion e.g. The Supplier must be able to demonstrate they can supply a copy of all data on request or at termination of the service, and must be able to securely erase or destroy all data and media that the Authority/Buyer data has been stored and processed on.







Audit and Protective Monitoring e.g. The Supplier shall collect audit records which relate to security events in delivery of the service or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include regular reports and alerts setting out details of access by users of the service, to enable the identification of (without limitation) changing access trends, any unusual patterns of usage and/or accounts accessing higher than average amounts of Authority/Buyer Data. The retention periods for audit records and event logs must be agreed with the Authority/Buyer and documented.







Location of Authority/Buyer Data e.g. The Supplier shall not, and shall procure that none of its Sub-contractors, process Authority/Buyer Data outside the EEA without the prior written consent of the Authority/Buyer and the Supplier shall not change where it or any of its Sub-contractors process Authority/Buyer Data without the Authority/Buyer's prior written consent which may be subject to conditions.







Vulnerabilities and Corrective Action e.g. Suppliers shall procure and implement security patches to vulnerabilities in accordance with the timescales specified in the NCSC Cloud Security Principle 5.







Suppliers must ensure that all COTS Software and Third Party COTS Software be kept up to date such that all Supplier COTS Software and Third Party COTS Software are always in mainstream support.







Secure Architecture e.g. Suppliers should design the service in accordance with:



· NCSC "Security Design Principles for Digital Services"



· NCSC "Bulk Data Principles"



· NSCS "Cloud Security Principles"











































































































Annex 3 - Joint Controller Agreement



1. Joint Controller Status and Allocation of Responsibilities 



[bookmark: _heading=h.gjdgxs]1.1	With respect to Personal Data under Joint Control of the Parties, the Parties envisage that they shall each be a Data Controller in respect of that Personal Data in accordance with the terms of this Annex 3 (Joint Controller Agreement) in replacement of paragraphs 3-16 of Joint Schedule 11 (Where one Party is Controller and the other Party is Processor) and paragraphs 18-28 of Joint Schedule 11 (Independent Controllers of Personal Data). Accordingly, the Parties each undertake to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Data Controllers. 



1.2 The Parties agree that the [Supplier/Relevant Authority]: 



(a) is the exclusive point of contact for Data Subjects and is responsible for all steps necessary to comply with the UK GDPR regarding the exercise by Data Subjects of their rights under the UK GDPR;



(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative in connection with the exercise of their rights as Data Subjects and for any enquiries concerning their Personal Data or privacy;



(c) is solely responsible for the Parties’ compliance with all duties to provide information to Data Subjects under Articles 13 and 14 of the UK GDPR;



(d) is responsible for obtaining the informed consent of Data Subjects, in accordance with the UK GDPR, for Processing in connection with the Deliverables where consent is the relevant legal basis for that Processing; and



(e) shall make available to Data Subjects the essence of this Annex (and notify them of any changes to it) concerning the allocation of responsibilities as Joint Controller and its role as exclusive point of contact, the Parties having used their best endeavours to agree the terms of that essence. This must be outlined in the [Supplier’s/Relevant Authority’s] privacy policy (which must be readily available by hyperlink or otherwise on all of its public facing services and marketing).



1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject has the right to exercise their legal rights under the Data Protection Legislation as against the relevant Party as Controller.



2. Undertakings of both Parties



2.1 The Supplier and the Relevant Authority each undertake that they shall: 



(a) report to the other Party every [x] months on:



(i) 	the volume of Data Subject Access Request (or purported Data Subject  Access Requests) from Data Subjects (or third parties on their behalf);



(ii) 	the volume of requests from Data Subjects (or third parties on their behalf) to rectify, block or erase any Personal Data; 



(iii) any other requests, complaints or communications from Data Subjects (or third parties on their behalf) relating to the other Party’s obligations under applicable Data Protection Legislation;



(iv) any communications from the Information Commissioner or any other regulatory authority in connection with Personal Data; and



(v) any requests from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law,



that it has received in relation to the subject matter of the Contract during that period; 



(b) notify each other immediately if it receives any request, complaint or communication made as referred to in Clauses 2.1(a)(i) to (v); 



(c) provide the other Party with full cooperation and assistance in relation to any request, complaint or communication made as referred to in Clauses 2.1(a)(iii) to (v) to enable the other Party to comply with the relevant timescales set out in the Data Protection Legislation;



(d) not disclose or transfer the Personal Data to any third party unless necessary for the provision of the Deliverables and, for any disclosure or transfer of Personal Data to any third party, (save where such disclosure or transfer is specifically authorised under the Contract or is required by Law) ensure consent has been obtained from the Data Subject prior to disclosing or transferring the Personal Data to the third party. For the avoidance of doubt, the third party to which Personal Data is transferred must be subject to equivalent obligations which are no less onerous than those set out in this Annex;



(e) request from the Data Subject only the minimum information necessary to provide the Deliverables and treat such extracted information as Confidential Information;



(f) ensure that at all times it has in place appropriate Protective Measures to guard against unauthorised or unlawful Processing of the Personal Data and/or accidental loss, destruction or damage to the Personal Data and unauthorised or unlawful disclosure of or access to the Personal Data;



(g) take all reasonable steps to ensure the reliability and integrity of any of its Personnel who have access to the Personal Data and ensure that its Personnel:



(i) are aware of and comply with their duties under this Annex 3 (Joint Controller Agreement) and those in respect of Confidential Information; 



(ii) are informed of the confidential nature of the Personal Data, are subject to appropriate obligations of confidentiality and do not publish, disclose or divulge any of the Personal Data to any third party where the that Party would not be permitted to do so; and



(iii) have undergone adequate training in the use, care, protection and handling of personal data as required by the applicable Data Protection Legislation;



(h) ensure that it has in place Protective Measures as appropriate to protect against a Data Loss Event having taken account of the:



(i) nature of the data to be protected;



(ii) harm that might result from a Data Loss Event;



(iii) state of technological development; and



(iv) cost of implementing any measures;



(i) ensure that it has the capability (whether technological or otherwise), to the extent required by Data Protection Legislation, to provide or correct or delete at the request of a Data Subject all the Personal Data relating to that Data Subject that it holds; and



(j) ensure that it notifies the other Party as soon as it becomes aware of a Data Loss Event. 



2.2 Each Joint Controller shall use its reasonable endeavours to assist the other Controller to comply with any obligations under applicable Data Protection Legislation and shall not perform its obligations under this Annex in such a way as to cause the other Joint Controller to breach any of its obligations under applicable Data Protection Legislation to the extent it is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations.



3. Data Protection Breach



3.1 Without prejudice to clause 3.2, each Party shall notify the other Party promptly and without undue delay, and in any event within 48 hours, upon becoming aware of any Data Loss Event or circumstances that are likely to give rise to a Data Loss Event, providing the other Party and its advisors with:



(a) sufficient information and in a timescale which allows the other Party to meet any obligations to report a Data Loss Event under the Data Protection Legislation; and



(b) all reasonable assistance, including:



(i) co-operation with the other Party and the Information Commissioner investigating the Data Loss Event and its cause, containing and recovering the compromised Personal Data and compliance with the applicable guidance;



(ii) co-operation with the other Party including taking such reasonable steps as are directed by the other Party to assist in the investigation, mitigation and remediation of a Data Loss Event;



(iii) co-ordination with the other Party regarding the management of public relations and public statements relating to the Data Loss Event; and/or



(iv) providing the other Party and to the extent instructed by the other Party to do so, and/or the Information Commissioner investigating the Data Loss Event, with complete information relating to the Data Loss Event, including, without limitation, the information set out in Clause 3.2.



3.2 Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data where it has  lost, damaged, destroyed, altered or corrupted as a result of a Data Loss Event as it was  that Party’s own data at its own cost with all possible speed and shall provide the other Party with all reasonable assistance in respect of any such Data Loss Event, including providing the other Party, as soon as possible and within 48 hours of the Data Loss Event relating to the Data Loss Event, in particular:



(a) the nature of the Data Loss Event; 



(b) the nature of Personal Data affected;



(c) the categories and number of Data Subjects concerned;



(d) the name and contact details of the Supplier’s Data Protection Officer or other relevant contact from whom more information may be obtained;



(e) measures taken or proposed to be taken to address the Data Loss Event; and



(f) describe the likely consequences of the Data Loss Event.



4. Audit



4.1 The Supplier shall permit:	



(a) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy and security audits, assessments and inspections concerning the Supplier’s data security and privacy procedures relating to Personal Data, its compliance with this Annex 3 and the Data Protection Legislation; and/or



(b) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s direction, access to premises at which the Personal Data is accessible or at which it is able to inspect any relevant records, including the record maintained under Article 30 UK GDPR by the Supplier so far as relevant to the Contract, and procedures, including premises under the control of any third party appointed by the Supplier to assist in the provision of the Deliverables. 







4.2 The Relevant Authority may, in its sole discretion, require the Supplier to provide evidence of the Supplier’s compliance with Clause 4.1 in lieu of conducting such an audit, assessment or inspection.



5. Impact Assessments



5.1 The Parties shall:



(a) provide all reasonable assistance to each other to prepare any Data Protection Impact Assessment as may be required (including provision of detailed information and assessments in relation to Processing operations, risks and measures); and







(b) maintain full and complete records of all Processing carried out in respect of the Personal Data in connection with the Contract, in accordance with the terms of Article 30 UK GDPR.







6. ICO Guidance



The Parties agree to take account of any guidance issued by the Information Commissioner and/or any relevant Central Government Body. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner and/or any relevant Central Government Body.



7. Liabilities for Data Protection Breach



[Guidance: This clause represents a risk share, you may wish to reconsider the apportionment of liability and whether recoverability of losses are likely to be hindered by the contractual limitation of liability provisions] 



7.1 If financial penalties are imposed by the Information Commissioner on either the Relevant Authority or the Supplier for a Data Loss Event ("Financial Penalties") then the following shall occur:



(a) if in the view of the Information Commissioner, the Relevant Authority is responsible for the Data Loss Event, in that it is caused as a result of the actions or inaction of the Relevant Authority, its employees, agents, contractors (other than the Supplier) or systems and procedures controlled by the Relevant Authority, then the Relevant Authority shall be responsible for the payment of such Financial Penalties. In this case, the Relevant Authority will conduct an internal audit and engage at its reasonable cost when necessary, an independent third party to conduct an audit of any such Data Loss Event. The Supplier shall provide to the Relevant Authority and its third party investigators and auditors, on request and at the Supplier's reasonable cost, full cooperation and access to conduct a thorough audit of such Data Loss Event; 



(b) if in the view of the Information Commissioner, the Supplier is responsible for the Data Loss Event, in that it is not a Data Loss Event that the Relevant Authority is responsible for, then the Supplier shall be responsible for the payment of these Financial Penalties. The Supplier will provide to the Relevant Authority and its auditors, on request and at the Supplier’s sole cost, full cooperation and access to conduct a thorough audit of such Data Loss Event; or



(c) if no view as to responsibility is expressed by the Information Commissioner, then the Relevant Authority and the Supplier shall work together to investigate the relevant Data Loss Event and allocate responsibility for any Financial Penalties as outlined above, or by agreement to split any financial penalties equally if no responsibility for the Data Loss Event can be apportioned. In the event that the Parties do not agree such apportionment then such Dispute shall be referred to the Dispute Resolution Procedure set out in Clause 34 of the Core Terms (Resolving disputes). 



7.2 If either the Relevant Authority or the Supplier is the defendant in a legal claim brought before a court of competent jurisdiction (“Court”) by a third party in respect of a Data Loss Event, then unless the Parties otherwise agree, the Party that is determined by the final decision of the court to be responsible for the Data Loss Event shall be liable for the losses arising from such Data Loss Event. Where both Parties are liable, the liability will be apportioned between the Parties in accordance with the decision of the Court.  



7.3 In respect of any losses, cost claims or expenses incurred by either Party as a result of a Data Loss Event (the “Claim Losses”):



(a) if the Relevant Authority is responsible for the relevant Data Loss Event, then the Relevant Authority shall be responsible for the Claim Losses;



(b) if the Supplier is responsible for the relevant Data Loss Event, then the Supplier shall be responsible for the Claim Losses: and



(c) if responsibility for the relevant Data Loss Event is unclear, then the Relevant Authority and the Supplier shall be responsible for the Claim Losses equally. 







7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority and the Supplier reaching any other agreement, including by way of compromise with a third party complainant or claimant, as to the apportionment of financial responsibility for any Claim Losses as a result of a Data Loss Event, having regard to all the circumstances of the Data Loss Event and the legal and financial obligations of the Relevant Authority.



8. Termination



If the Supplier is in material Default under any of its obligations under this Annex 3 (Joint Controller Agreement), the Relevant Authority shall be entitled to terminate the Contract by issuing a Termination Notice to the Supplier in accordance with Clause 10 of the Core Terms (Ending the contract).



9. Sub-Processing



9.1 In respect of any Processing of Personal Data performed by a third party on behalf of a Party, that Party shall:



(a) carry out adequate due diligence on such third party to ensure that it is capable of providing the level of protection for the Personal Data as is required by the Contract, and  provide evidence of such due diligence to the  other Party where reasonably requested; and



(b) ensure that a suitable agreement is in place with the third party as required under applicable Data Protection Legislation.







10. Data Retention



The Parties agree to erase Personal Data from any computers, storage devices and storage media that are to be retained as soon as practicable after it has ceased to be necessary for them to retain such Personal Data under applicable Data Protection Legislation and their privacy policy (save to the extent (and for the limited period) that such information needs to be retained by the a Party for statutory compliance purposes or as otherwise required by the Contract), and taking all further actions as may be necessary to ensure its compliance with Data Protection Legislation and its privacy policy. 
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1.1	These instructions and supporting information are designed to ensure that all interested and eligible organisations are given the opportunity to compete on a fair and equal basis for this contract. 



1.2	This Invitation to Tender (ITT) comprises of the following documents:







				·  Schedule A:



				Statement of Services and Scope of Requirements











				· Schedule B:



				Tender Submission Form











				· Schedule C :  



				Evaluation Criteria







				· Schedule D:



				 Financial Template 







				· Schedule E: 



				Framework Terms & Conditions











				· Annex A: 



				Hardware Requirements







				· Annex B: 



				Example Despatch Report







				· Annex C: 



				Device Build Configuration 







				· Annex D:



				Example Despatch Notification







				· Annex E: 



				Example Standing Agenda







				· Annex F:



				Processing Data







				



				











1.3	If you wish to tender for this procurement, you must do so in accordance with these instructions.







[bookmark: _Int_vNZ6Wc2Z]1.4	Please ensure that you read these instructions carefully and note all of the information in this document before you respond. Failure to comply with any of these instructions may result in your elimination from this competition.







1.5	Neither HSE nor its advisers make any representation or warranty (express or implied) as to the accuracy, adequacy or completeness of the ITT document pack, or the reasonableness of any assumption on which it is based. HSE accepts no liability to any organisation whatsoever and howsoever arising and whether resulting from the use of the ITT document pack, or any deficiencies in or omissions from the ITT document pack. This exclusion does not extend to any fraudulent misrepresentation made by or on behalf of HSE.







1.6	You are advised that nothing herein, or in any other communication made between HSE and any other person shall be taken as constituting a contract, agreement, or representation that a contract for services shall be offered in accordance herewith or at all. A contract will not exist, and work may not commence until the contract documentation has been signed and dated by HSE and the successful bidder.



    



2.	Tender Process and Documents







2.1	HSE reserves the right to discontinue this tendering process at any time and not to award a contract.







2.2	HSE reserves the right, subject to the appropriate procurement regulations, to change without notice the basis, structure, or content of, or the procedures for, the competitive tendering process.







2.3	In the event that HSE exercises its right in paragraph 2.2, it will give bidding organisations reasonable time in which to take the amendment into account in preparing their Tenders. HSE may, at its discretion, extend the deadline for the receipt of Tenders. 







2.4	Tenders must be submitted via the In-Tend portal. No other means of submitting your bid is permissible unless in exceptional circumstances and with the advance agreement of HSE Procurement Unit. 







[bookmark: _Toc242695113]3.	Inducements and Collusion







3.1	Offering an inducement of any kind in relation to this competition will disqualify you from being considered and may constitute a criminal offence. Also, you must not try to obtain any information about anyone else's Tender before the completion of this competition or make any arrangements with anyone else about how or whether they should participate. Subject to any discussions which you may need to have with other organisations with which it intends to submit a joint bid on a consortium basis, any breach of requirements in this paragraph will result in exclusion from the competition.







3.2	Direct or indirect canvassing of any Ministers, public sector employee or agent concerning this requirement, or any attempt to procure information from any Ministers, public sector employee or agent concerning this ITT may result in your disqualification from consideration for this requirement.







[bookmark: _Toc242695111]4.	Costs and Expenses







[bookmark: _Int_euifv0pO]4.1	You will not be entitled to claim from HSE any costs or expenses which you may incur in preparing and/or submitting your Tender at any stage of this procurement exercise. This applies whether or not you or any other organisation is successful. It also applies to any additional cost you may incur if HSE modifies or amends its requirements or if HSE discontinues this procurement exercise for whatever reason.







5.	Compliance and Clarification







[bookmark: _Toc242695119]5.1	All requests for clarification or further information and any questions about the procurement should be submitted through the HSE In-Tend Portal no approach of any kind in connection with this Invitation to Tender should be made to any other person within, or associated with, the HSE.







5.2	If HSE considers any question or request for clarification to be of material significance, both the question and the response will be communicated via the In-Tend portal to all before the closing date for responses. All responses received and any communication from Bidders will be treated in confidence but will be subject to this paragraph.







6.	Timetable







6.1	Set out below is the proposed procurement timetable. This is intended as a guide and, whilst HSE does not intend to depart from it, HSE reserves the right to do so at any time.







6.2	Award of Contract shall be subject to internal governance and budgetary approvals.











				[bookmark: _Hlk59110248]Invitation to Tender (ITT) issued



				5th July 2024







				Deadline for questions



				12th July 2024







				Publication of questions and answers



				19th July 2024







				Deadline for receipt of tenders



				7th August 2024 at 11:00am







				Identify preferred bidder



				23rd august 2024















7	Status of Tenders







7.1	HSE does not undertake to accept any Tender and reserves the right to reject the whole (or any part) of any Tender. HSE reserves the right to reject a Tender if you propose to add to or substitute any terms or conditions which are at variance with, or inconsistent with, HSE’s terms and conditions, or are otherwise unacceptable to HSE. 







7.2	Your Tender should remain open for acceptance for a period of not less than 6 months after the due date for the return of Tenders.







8.	Consistency of Tender Information







8.1	It is your responsibility to ensure that the information you provide remains consistent throughout the competition. Under no circumstances will you be permitted to make any amendments to your completed Tender after the closing date. 







8.2	You should notify us promptly of any perceived ambiguity, inconsistency or omission in the ITT, any associated documents or information issued to you during the procurement process.







[bookmark: _Int_kJHNZm4T][bookmark: _Int_d2CPIQbv]8.3	You must be explicit and comprehensive in your responses to the ITT as this will be the single source of information on which responses will be scored and ranked. You are advised neither to make any assumptions about your past or current supplier relationships with HSE nor to assume that such prior business relationships will be taken into account in the evaluation procedure. 







9.	Additional Information







9.1	HSE expressly reserves the right to require you to provide additional information supplementing or clarifying any of the information provided in response to the requests set out in this Invitation to Tender. HSE may seek independent financial and market 	advice to validate information declared, or to assist in the evaluation. 







10.	Sub-contracting







10.1	Where a sub-contracting approach is proposed, all information requested should be given in respect of the proposed prime contractor. Relevant information should also be provided in respect of sub-contractors who will play a significant role in the delivery of services or products under any ensuing contract. Responses must enable HSE to assess the overall service proposed.







[bookmark: _Int_3vf228jJ]10.2	HSE recognises that arrangements in relation to sub-contracting may be subject to future change. You should therefore respond in the light of such arrangements as are currently envisaged. You are reminded that any future change in relation to sub-contracting must be notified to the HSE so that it can make a further assessment by applying the selection criteria to the new information provided as this may your ability to proceed with the procurement process or to provide the goods and/or services. Details should also be provided in relation to the proportion of any contract awarded that you propose to subcontract.







11.	Contact points







11.1	You are asked to include a single point of contact in your organisation for your response to the Invitation to Tender. HSE will not be responsible for contacting you through any route other than the nominated contact. You must therefore undertake to notify any changes relating to the contact promptly.







12.	Confidentiality and Freedom of Information



[bookmark: _Int_Tpy6utQK]12.1	HSE is committed to open government and to meeting its legal responsibilities under the Freedom of Information Act 2000. Accordingly, all information submitted to HSE may need to be disclosed by HSE in response to a request under the Act. HSE may also decide to include certain information in the publication scheme which we maintain under the Act. If you consider that any of the information included in your tender is commercially sensitive, please identify it in your response explain (in broad terms) what harm may result from disclosure if a request is received, and the time period applicable to that sensitivity. You should be aware that even where you have indicated that information is commercially sensitive, HSE may be required to disclose it under the Act if a request is received. Please also note that the receipt of any material marked ‘confidential’ or equivalent by HSE should not be taken to mean that HSE accepts any duty of confidence by virtue of that marking. If a request is received, HSE may also be required to disclose details of unsuccessful tenders.



 



13.	Transparency







13.1	The Government has set out the need for greater transparency across its operations to enable the public to hold public bodies and politicians to account. This includes commitments relating to public expenditure, intended to help achieve better value for money. HSE is obliged to publish ITT documents for contracts with a value over £10,000. 







13.2	In addition, you should be aware that if you are awarded a new contract with a value of over £10,000, the resulting contract comprising of Specification, Terms and Conditions and Associated Schedules (including the winning bid) will be published. 







13.3		By exception, requests for redaction will be subject to the public interest test and redaction will only be agreed where the public interest in withholding the information outweighs the public interest in disclosure.  You must identify / reference the relevant text, show clear justification for redaction and detail the appropriate section of the Freedom of Information Act 2000 (for example, Sections 40, 41, 43) on which the redaction request is sought.







14.	Information sharing  







[bookmark: _Int_safZaIPj][bookmark: _Int_EIg8jDSb]14.1	All Central Government Departments and their Executive Agencies and Non-Departmental Public Bodies are subject to control and reporting within Government. In particular, they report to the Cabinet Office and HM Treasury for all expenditure. Further, the Cabinet Office has a cross Government role delivering overall Government policy on public procurement – including ensuring value for money and related aspects of good procurement practice.







14.2	For these purposes, the Authority may disclose within Government any of the documentation/information (including any that you consider to be confidential and/or commercially sensitive such as specific bid information) you submit during this procurement. This information will not be disclosed outside of Government. By taking part in this procurement, you consent to these terms.







15.	Submission of Tenders







15.1 You must provide a detailed breakdown of costs for the items and volumes described in Annex  A.







15.2 The deadline for receipt of responses is no later than 11:00hrs, 7th August 2024 HSE reserves the right to reject any tender received after this deadline, for whatever reason.







15.3 Responses should be submitted via the Intend e-procurement portal. 







16.	Evaluation of submissions







[bookmark: _Int_0pwZihlq]16.1	HSE will select a bidder who best meets HSE requirements and offers Value for Money. Submissions will be evaluated taking into account responses to the tender questions, costs, lead times for the delivery of the required hardware and having in place a satisfactory process for safely handling the personal data provided by HSE.







[bookmark: _Int_2AgIcBh2]16.2 	HSE’s preference is to select one bidder to fulfil this requirement. However, it reserves the right to split the contract if circumstances dictate that doing so offers HSE an opportunity to expedite orders in a more timely or cost-effective manner. 







16.3	Following the selection process, bidders may be required to supply some additional information to HSE.







17.	Notification of Results







[bookmark: _Int_dOzhwEai]17.1	Following the conclusion of the procurement process, you will be informed whether or not you have been successful. 
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Schedule A – Statement of Services Requirement (SSR)







Details of the IT hardware HSE requires and the information you are required to provide.







HSE is seeking to put in place a call-off arrangement to cover its potential requirements, for an initial period of 24 months, with a further 2 x 12-month extension option.  HSE is looking for one bidder that can  supply all of the kit listed in Annex A 







HSE’s requirement is for the successful bidder to also manage the end-to-end logistics process, including secure receipt of requests for items to be despatched, sourcing, storage, configuring/building devices (where required), asset tagging and recording of serial numbers, deliveries and dealing with warranty claims and faulty devices (DOA). This also includes communications and management of deliveries/returns etc with HSE staff. 







Annex A provides an indication of the type of kit that HSE will purchase over the course of the Contract. HSE cannot guarantee any volumes, or any business.  The device and peripheral requirements may change over time, taking into consideration newer models/upgrades etc. 







Although there is no guarantee of volumes, or business, via this call-off, HSE advises there is a maximum spend ceiling of £5m over the full term of the call-off.   HSE wish to place an initial order based on the quantities in Annex A .







HSE may wish to order IT hardware items not listed in Annex A, HSE will advise the successful bidder of any supplementary requirements as soon as possible, requesting a quote for such items. 







A1. Stock management process







HSE requires the facility to call off items and track deliveries through a UK hosted electronic portal; which the successful bidder will provide and maintain, along with  training HSE staff on how to use. 







The electronic portal must provide, as a minimum, the functionality for HSE staff to:







· call off items individually, or as one of the  bundles (see Annex A for bundle details) or as part of a project/rollout .  Projects will be on case-by-case basis and the requirements may be for kit not listed in Annex A 



· view ordered stock, stock levels, outstanding deliveries



· track order status



· track deliveries



· raise warranty requests



· retrieve CI (Configuration Item) information and CI user relationships



· request/view quotes for non-standard items



· build personalised dashboards for reporting purposes







HSE needs the ability to reconcile stock requests against the request number (RITM) in HSE’s service management tool (currently ServiceNow). HSE’s preference is for a portal generated dispatch report (see Annex B for information required and format) scheduled to be issued daily















A2. Dead on Arrival Equipment







HSE requires the successful bidder to manage equipment deemed to be Dead on Arrival (DOA) including being the customers’ first point of contact and for liaising with manufacturers on the replacement / returns process.  Details of the DOA process must be included in the bid.







A3. Warranty Process







The successful bidder is also required to manage the warranty process. HSE requires manufacturers standard warranty (note: no extended warranty required). Warranty information for each item must be provided, including how the successful bidder will manage any device issues/faults during the warranty period; for example, can a temporary replacement device be offered? Full details of the warranty process must be included in the bid as the successful bidder will be required to deal with the warranty returns process in its entirety.







A4. Relationship Management







The successful bidder will put in place an Account Manager with an associated account team to form the key point of contact for HSE for the purposes of managing the contract, daily operational matters and attending service reviews.







The successful bidder and HSE will meet regularly to discuss performance via monthly contract meetings. As a minimum operational meetings will be held fortnightly,  see E for an example agenda for this meeting. 











A5. Service Reporting and Management Information







HSE needs the following MI (Management Information), as a minimum, to monitor and manage requests and stock levels, including, but not limited to:  







· price trending availability



· run rates



· stock levels



· market intelligence (may also be covered in account meetings)



· summary of Daily back-order reports



· summary of Daily despatch reports



· service end of sale and end of life information



· spend against purchase orders 







Reports are to be made available to view online with the ability to access real-time and historical data.







The successful bidder should be able to provide ad-hoc information, data and special reports as requested. Such requests will be made at a reasonable point in time and delivery of the reports will be agreed by both parties.







A6. Service Levels 







The successful bidder will deliver the services to the contractual service level as below.  







				Description







				Target







				Urgent tracked delivery of hardware item to requestors preferred delivery address.



				Next business day for orders placed before 2PM.







				Standard tracked delivery of hardware item to requestors preferred delivery address.



				3 business days.















If unable to meet the above, please provide your alternative delivery timeframe(s).







A7. Device management process 







All devices (and some peripherals) must be asset tagged (details on the format to be agreed with the winning bidder). 







HSE requires end user compute devices building to a specific configuration, details of which can be found in Annex C.  



  



HSE uses Autopilot to build its devices and therefore requires Hardware Hash codes from the device builds to be included in a single .csv file (for loading into Intune) in the following format:







The ‘windows product ID’ can be left blank and replaced by 1 blank space in between the 2 commas . The file format should be: 



[bookmark: _Int_zy1WVlVE]  Device serial number, , Hardware Hash



* 







The successful bidder must ensure all Apple devices supplied are automatically enrolled in Apple’s Device Enrolment Programme ( DEP.)







Devices supplied must be supplied in an unlocked state i.e. not tied into a specific provider. 











HSE’s preference currently is that equipment is to be delivered directly to individual’s home addresses . Details of individuals’ preferred email addresses and/or a telephone number will be included. The successful bidder will ensure all staff are contacted in advance, preferably by email (See Annex D for example email dispatch notifications) to their preferred email address to confirm delivery date(s). In addition, the successful bidder must  manage and accommodate requests for different delivery dates.



 



From time-to-time HSE may have a requirement for a device collection, a secure disposal service and collection and refurbishment of IT for reissuing; and we would like to understand the availability of such service offerings.







A8. Bidder Information







Responses to the following must be provided in your submission:



 



i. Unit costs (ex VAT) excluding delivery for the items listed in Annex A – provide details of the cost per item and the total costs. Costs to include asset tagging (where required). Please present these costs in Schedule E - Financial Template HSE requires bidders to supply brand new kit in the original manufacturers packaging.



ii. Delivery costs (ex VAT) to include the cost per bundles and smaller item deliveries listed in Annex A and to meet the delivery SLAs in A6;



iii. All service wrap costs associated with the contract i.e. account management, stock management, warehousing, portal training, ad-hoc MI requests etc and any other anticipated costs that may arise. Where these have been included in the costs at I and ii please indicate;



[bookmark: _Hlk170304599]Bidders should detail the basis on which they propose to charge for the service wrap element(e.g. included in unit cost or separate billing).  Bidders should also indicate, if HSE were to not place any order(s) for a period of time ), if the service wrap element would still be chargeable for that time period.  HSE’s preference is to avoid charges in this instance.







Bidder costs will be evaluated on the total cost of the bid submitted as shown in Schedule E – Financial Template H33  Total costs will be made up of: the unit costs for the kit in Annex A, delivery charges, service wrap charges and any other applicable charges.  HSE requires transparency on all charges for the duration of the contract. Bidders should provide a total overall cost in their bids and also a breakdown of the individual costs that make up the total. Bidders should provide a financial narrative to support costs in Schedule E – Financial Template.







iv. Details of the lead times for each of the items; 



v. [bookmark: _Int_yrYeoN4Z]Indicate if you are able to build the devices as per HSE’s specification at Annex C, what the process would be and any lead times;



vi. Full details of the portal, how access is provided and what functionality it can deliver to meet HSE requirements above;



vii. Detail the MI that can be provided to meet requirements;



viii. [bookmark: _Int_JJBPKcAW]Detail the process of how the equipment is to be delivered directly to individual’s home addresses (details will be provided to the winning bidder via the aforementioned secure route). Details of individuals’ preferred email addresses and/or a telephone number will be included; 



ix. [bookmark: _Int_Exbn1YBH]Detail the logistics/delivery process including secure receipt of requests for items to be despatched, sourcing, storage, configuring/building devices (where required) and how it will be managed, including notifying an individual of an impending delivery or collection. This also includes communications and management of deliveries/returns etc with HSE staff; 



x. Indicate how many delivery attempts are included within the delivery costs given, and what happens when the number of failed deliveries has been exceeded; 



xi. Detail how you will process the personal data (to also include via the portal) provided to you by HSE in accordance with the requirements of Annex E Data Processing  and how this process has previously been applied for similar contracts. If you are required to share any personal data with a third party, provide full details of all such third parties, explain why the data must be shared with them and detail how they will comply with the requirements of Annex E – Data Processing  



xii. Outline your approach to Relationship Management and provide details of the proposed Account Manager and their support team and structure;



xiii. Detail how you will manage HSE’s requirements for monitoring requests, availability of stock, fulfilling the asset tagging upon receipt of stock, data requirements and providing such details to HSE, including details of format to be used;



xiv. Provide full details of standard warranties. HSE will not be purchasing extended warranties. 



xv. Detail the Dead on Arrival (DOA) process and how it will be managed, including liaison with manufacturers and individuals; 



xvi. Provide details of how equipment warranty processes will be managed, including liaison with manufacturers and individuals;



xvii. Please indicate if any of the items listed in Annex A are either unavailable or soon to become end of life – if so, please suggest the direct replacement product by highlighting your replacement in the financial template   HSE’s preference will be to select newer models;. 



xviii. . From time-to-time HSE may have a requirement for a device collection, a secure disposal service and collection and refurbishment of IT for reissuing; and we would like to understand the availability of such service offerings  .Although this will be for information only we would like the costs to be input into Schedule E Financial Template,







SOCIAL VALUE







[bookmark: _Int_gwea48A1]As the value of this contract is likely to exceed £100k, HSE must now consider “Social Value” in line with the GCF Requirements. Questions relating to this are below and it is also addressed in the evaluation criteria; this aspect amounts to 10% of the tender marks.







Using a maximum of 500 words, please describe the commitment your organisation will make to ensure that opportunities under the contract deliver the Policy Outcome and Award Criteria stated below:











				Response No.



				Summary of Requirement



				











				3.1











				How suitable is the response to the criterion below:-



MAC 7.1: Support health and wellbeing in the workforce Activities that demonstrate and describe the tenderer’s existing or planned: Understanding of issues relating to health and wellbeing, including physical and mental health, in the contract workforce. 



Please include:



· your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 



· a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. You should include but not be limited to:



· timed action plan



· use of metrics



· tools/processes used to gather data



· reporting



· feedback and improvement



· transparency 







See Theme 5 on guidance document at Social-Value-Model-Quick-Reference-Table-Edn-1.1-3-Dec-20.pdf (publishing.service.gov.uk)
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GDPR  - Joint Processor Schedule



HSE is proposing to adopt the standard Joint Schedule (Schedule 11) for RM 6098. 



The following data will be provided to the winning bidder:



Staff names;



Staff home addresses;



Official email address;



Contact telephone number;



The purposes for which the above data can be used is solely to fulfil delivery of the IT hardware ordered by HSE;



The data must be stored in a secure manner and only accessible to those who require access to fulfil the requirements of the contract; 



[bookmark: _Int_c4RLY1SP]Upon successful fulfilment of orders, all of the personal data provided by HSE must be securely destroyed and evidence of such destruction provided to HSE.
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HEALTH & SAFETY EXECUTIVE 











Tender Submission Form (Schedule B)







For







Invitation to Tender for the Provision of a Call-Off Contract for IT Hardware Catalogue & Associated Services











CCS FRAMEWORK TEPAS 2 – RM6098







Tender Reference Number – 1.11.4.4551
























PART 1: POTENTIAL SUPPLIER INFORMATION 



Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1.



				﻿Section 1.1



				Question



				Response







				1.1 (a)



				Full name of the potential supplier submitting the information







				







				1.1 (b) – (i)



				Registered office address (if applicable)







				







				1.1 (b) – (ii)



				Registered website address (if applicable)







				







				1.1 (c)



				Trading status



a) public limited company



b) limited company



c) limited liability partnership



d) other partnership



e) sole trader



f) third sector



g) other (please specify your trading status)



				







				1.1 (d)



				Date of registration in country of origin







				







				1.1 (e)



				Company registration number (if applicable)







				







				1.1 (f)



				Charity registration number (if applicable)







				







				1.1 (g)



				Head office DUNS number (if applicable)







				







				1.1 (h)



				Registered VAT number







				
































PART 2: PROCUREMENT SPECIFIC QUESTIONS



1. Bidders are required to provide a response to each of the questions below.  



1. All responses should be provided in English.



1. Any costs should be quoted in £ sterling (exclusive of VAT).



1. Bidders’ responses should be comprehensive and explicit as this will be the single source of information on which responses will be scored and ranked. 



1. Bidders are reminded not to make any assumptions about their past or current supplier relationships with HSE, nor to assume that such prior business relationships will be taken into account in the evaluation procedure.



1. When framing responses, Bidders should fully consider the requirements as they are articulated in the relevant section of the Service Requirements documents; the additional information provided in any relevant Annexes referenced therein; and the impact of any geographical considerations on service delivery 



1. Bidders must only submit information that is a direct response to the requests below.  Bidders must not submit promotional brochures and/or other additional material in an attempt to demonstrate capability.  Bidders are reminded of the limitations in respect of file size that can be submitted via the HSE procurement portal – Intend.



1. In order to make the information provided easier for HSE staff to assess, tender submissions should address each of the requests for information in the same sequence as they appear.  Bidders should repeat the HSE request for information and follow it with their response, this can be in a separate document.







































































				



				PROCUREMENT QUESTIONS 



				WEIGHTING







				1



				



Please confirm that they you are able to Asset tag hardware and    provide the asset and serial number data in a file format as requested?







				Y/N







				2



				



Please provide full warranty details as requested in SSR?







				Y/N







				3



				Please confirm that you are able to build the devices as per HSE’s specification at Annex C.



				Y/N







				4



				



Please provide full details of the portal, how access is provided and what functionality it can deliver to meet HSE requirements outlined in the SSR including Stock Management and despatch reports.







Mandatory requirement - must have a portal to proceed



Mandatory score of 85



				6







				5



				



Please provide full details of the end-to-end logistics/delivery process including secure receipt of requests for items to be despatched, sourcing of requested items, storage, including notifying an individual of an impending delivery. This also includes communications and management of deliveries/returns etc with HSE staff?




Mandatory score of 85 required



				6







				6



				



Please confirm that you can source all of the requested kit in Annex A?  and provide the necessary hardware hash information in the format requested for this to be loaded into InTune and DEP enrol Apple iPhones.




Mandatory score of 85 required



				6







				7



				



Please confirm the process for handling personal data provided by HSE in accordance with the requirements of Annex E -Data Processing.  If you are required to share any personal data with a 3rd party, provide full details of such 3rd parties and explain why the data must be shared with them and detail how they will comply with the requirements of Annex E – Data Processing




Mandatory score of 85 required



				6







				8



				



Please detail how kit is to be delivered directly to individual’s home addresses (details will be provided to the winning bidder via the aforementioned secure route).  Details of individuals’ official email addresses and/or a telephone number will be included.                           All staff must be contacted in advance, using email address provided to confirm delivery date(s).




Mandatory score of 85 required



				6







				9



				



Detail how you will manage HSE’s requirements for monitoring requests, availability of stock, data requirements and providing such details to HSE, including details of format to be used







Mandatory score of 85 required



				6







				10



				Please provide full detail of the delivery Dead on Arrival (DOA) process and how it will be managed to cover returns and collections, including liaising with manufacturers/individuals.



				6







				11



				



Please provide full detail of the Warranty process and how it will be managed to cover returns and collections, including liaising with manufacturers/individuals.







				6







				12



				



Outline your approach to Relationship Management and provide details of the proposed Account Manager and their support team and structure







				1







				13



				Detail the MI that can be provided to meet requirements outlined in the SSR



				1







				14



				Please detail the  process for a device collection and secure disposal service and collection and refurbishment of IT for reissuing



				FOR INFORMATION ONLY












































































				




		PART 3: SOCIAL VALUE







				All tenders for government contracts with a value of over £100,000 must include details of how the Contractor will provide social value in the delivery of the contract. 



Please provide a response to the question below:-







				15



				MAC 7.2



				[bookmark: _Hlk118979652]Theme 5: Wellbeing Influencing support for health and wellbeing



MAC 7.2: Please provide details of how your organisation will support health and wellbeing in the workforce. 



Include activities that demonstrate and describe your existing or planned actions to: Influence staff, suppliers, customers and communities through the delivery of the contract to support health and wellbeing, including physical and mental health.

Please include:



· your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 







· a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. You should include but not be limited to:




· timed action plan



· use of metrics



· tools/processes used to gather data



· reporting



· feedback and improvement



· transparency 



See Theme 3 on guidance document at Social-Value-Model-Quick-Reference-Table-Edn-1.1-3-Dec-20.pdf (publishing.service.gov.uk)















				Part 4: Costs 







				Bidder costs will be evaluated on the total cost of the bid submitted as shown in Schedule E – Financial Template H33.  Total costs will be made up of: the unit costs for the kit in Annex A, delivery charges, service wrap charges and any other applicable charges.  HSE requires transparency on all charges for the duration of the contract. Bidders should provide a total overall cost in their bids and also a breakdown of the individual costs that make up the total. Bidders should provide a financial narrative to support costs detailed  in Schedule E – Financial Template.















Contact details and declaration



I declare that to the best of my knowledge the answers submitted and information contained in this document are correct and accurate.



I understand that the information will be used in the selection process to assess my organisation’s suitability to be invited to participate further in this procurement.



I understand that the authority may reject this submission in its entirety if there is a failure to answer all the relevant questions fully, or if false/misleading information or content is provided in any section.



I am aware of the consequences of serious misrepresentation.



				Section 1.2



				Contact details and declaration







				Question number



				Question



				Response







				1.2 (a)



				Contact name 



				







				1.2 (b)



				Name of organisation



				







				1.2 (c)



				Role in organisation



				







				1.2 (d)



				Phone number



				







				1.2 (e)



				E-mail address



				







				1.2 (f)



				Postal address



				







				1.2 (g)



				Signature (electronic is acceptable)



				







				1.2 (h)



				Date
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Schedule C                                                                                                                         HSE/T4551



EVALUATION CRITERIA



IT HARDWARE TENDER 



PERFORMANCE STANDARDS & WEIGHTING 











Subject to affordability (see below) the contract for this opportunity will be awarded to the bidder who it is considered offers the Most Economically Advantageous Tender (MEAT).  MEAT will be determined on the basis of the highest Final Score which will be determined by an overall consideration of bidders’ Total Weighted Quality Score, Final Social Value score and Commercial Score.  Quality will account for 50% of the available marks, Social Value will account for 10% of the available marks and Commercial Score will account for 40% of the available marks. 







Details of the evaluation approach and procedure are provided below







	The following table illustrates how the allocation of marks will be awarded against your tendered response to each question 3 to 13 within Schedule B of the tender documents







				Marking Scheme



				Description







				100 – A Very Good Answer



				The response and the proposed approach to delivery is relevant to the requirement and is comprehensive, unambiguous, and fully demonstrates through the evidence submitted your ability to satisfy the requirement and the related component parts of the response guidance.



The response provides a high level of confidence that there are no gaps in detail and/or substance against any of the Authority's requirements.











				85 – A Good Answer



				The response and the proposed approach to delivery is relevant to the requirement and provides sufficient evidence to demonstrate your ability to satisfy the requirement and the related component parts of the response guidance.



The response provides a good level of confidence that the approach will meet the delivery of the services, with no significant gaps in detail and/or substance against any of the Authority's requirements.







				55 – A       Satisfactory Answer



				The response and the proposed approach to delivery is relevant to the requirement.  Whilst the response addresses the requirement and the related component parts, it is not sufficiently detailed and/or does not include sufficient explanation or evidence in some elements to fully demonstrate your ability to meet the requirement and the related component parts of the response guidance.



The response provides an adequate level of confidence that the overall response has the potential to satisfy the delivery of the services, with minor gaps in detail and/or substance against any of the Authority's requirements which do not substantially undermine the Authority's level of confidence in your ability to satisfactorily deliver the requirement.











				25 – A Below Standard   Answer



				The response and the proposed approach to delivery is not fully relevant to or only partially addresses the requirement and/or the related component parts of the response guidance.  The response and evidence address some of the requirement and the related component parts but not all, and there is a significant lack of detail.



There is a lack of detail and/or lack of explanation and/or ambiguity in the response which provides a low level of confidence that the approach can meet the requirement for the delivery of services, with multiple gaps in detail and/or substance against any Authority's requirements which substantially undermine the Authority's level of confidence in your ability to deliver the requirement.











				0 – A Poor Answer



				The response and the proposed approach to delivery is not relevant to the requirement and/or related component parts and/or the response has satisfied very few to none of the requirements of the response guidance.  The response provides no confidence that the approach will meet the requirement for the delivery of services, with material gaps against the Authority's requirements.



Or



No response provided.



















* Where the tender involves a presentation, the score is determined on the basis of the 



written response and information provided during the presentation.







The following table illustrates how the allocation of marks will be awarded against your tendered response to the social value question - question 15 :







				Social Value Evaluation



				







				



				







				Criteria for awarding score



				Score







				Excellent: (exceeds all of the Model Award Criteria). The response exceeds what is expected for the criteria. Leaves no doubt as to the capability and commitment to deliver what is required. The response therefore shows: - Very good understanding of the requirements. - Excellent proposals demonstrated through relevant evidence. - Considerable insight into the relevant issues. - The response is also likely to propose additional value in several respects above that expected. - The response addresses the social value policy outcome and also shows in-depth market experience



				4







				Very good: (exceeds some of the Award Criteria) The response meets the required standard in all material respects. There are no significant areas of concern, although there may be limited minor issues that need further exploration or attention later in the procurement process. The response therefore shows: - Good understanding of the requirements. - Sufficient competence demonstrated through relevant evidence. - Some insight demonstrated into the relevant issues. - The response addresses the social value policy outcome and also shows good market experience.



				3







				Good: (meets all of the Award Criteria) The response broadly meets what is expected for the criteria. There are no significant areas of concern, although there may be limited minor issues that need further exploration or attention later in the procurement process. The response therefore shows: - Good understanding of the requirements. - Sufficient competence demonstrated through relevant evidence. 2 14 ALWAYS REFER TO THIS DOCUMENT ON-LINE FOR THE LATEST VERSION - Some insight demonstrated into the relevant issues. - The response addresses most of the social value policy outcome and also shows general market experience.



				2







				Poor: (meets some of the Award Criteria) The response meets elements of the requirement but gives concern in a number of significant areas. There are reservations because of one or all of the following: - There is at least one significant issue needing considerable attention. - Proposals do not demonstrate competence or understanding. - The response is light on detail and unconvincing. - The response makes no reference to the applicable sector but shows some general market experience. - The response makes limited reference (naming only) to the social value policy outcome set out within the invitation



				1







				Fail: the response completely fails to meet the required standard or does not provide a proposal.



				0
















1. QUALITY EVALUATION 







	Using the Performance Standard descriptors identified above, the following table details how your responses will be considered and scored.







	Each question is designated a specific weighting which will be used to determine an overall weighted score.



	



				



				Evaluation Questions



				Weighting







				1



				Has the bidder confirmed that they can  Asset tag hardware and provide the asset and serial number data in a file format as requested?







				Y/N







				2



				Are you satisfied that the bidder can provide full warranty details as requested in the SSR ?



				Y/N







				3



				[bookmark: _Hlk170982554]Are you satisfied that the bidder is able to build the devices as per HSE’s specification at Annex C.



				Y/N







				4



				How well does the bidders response cover the process for device collection and secure disposal or refresh.







How suitable is the portal proposed?  How well does it meet the stock management and other requirements?  How suitable is the despatch report?







Mandatory requirement - must have a portal to proceed



  Mandatory score of 85



				6







				5



				How satisfied are you with the end-to-end logistics/delivery process including secure receipt of requests for items to be despatched, sourcing of requested items, storage, including notifying an individual of an impending delivery. This also includes communications and management of deliveries/returns etc with HSE staff?




Mandatory score of 85 required 



				6







				6



				How satisfied are you that if requested, the supplier can source all of the requested kit in Annex A?  Can the bidder provide the necessary hardware hash information in the format requested for this to be loaded into InTune and DEP enrol Apple iPhones.
Mandatory score of 85 required 



				6







				7



				Has the bidder provided what their process is for handling personal data provided by HSE in accordance with the requirements of Annex E -Data Processing. Have they confirmed if they are  required to share any personal data with a 3rd party, Have they provided full details of such 3rd parties and explained why the data must be shared with them and have they detailed how they will comply with the requirements of Annex E – Data Processing
Mandatory score of 85 required



				6







				8



				How satisfied are you with the details of how kit is to be delivered directly to individual’s home addresses.  Has the bidder confirmed that  they wil contact all staff in advance , using email address provided to confirm delivery date(s).
Mandatory score of 85 required



				6







				9



				Are you satisfied with the detail the bidder has provided on how they will manage HSE’s requirements for monitoring requests, availability of stock, data requirements and providing such details to HSE, have they included including details of the  format to be used



 Mandatory score of 85 required



				6







				10



				How suitable is the detail of the delivery Dead on Arrival (DOA) process and how it will be managed to cover returns and collections, including liaising with manufacturers/individuals.



				6







				11



				How suitable is the detail of the Warranty process and how it will be managed to cover returns and collections, including liaising with manufacturers/individuals.







				6







				12



				How satisfied are you with the Bidder's approach to Relationship management, the team proposed, and how it will work with HSE to ensure a seamless service?







				1







				13



				How suitable is the MI that can be provided? 



				1







				14



				How suitable is the process for a device collection and secure disposal service and collection and refurbishment of IT for reissuing



				FOR INFORMATION ONLY























2. SOCIAL VALUE







All tenders for government contracts with a value of over £100,000 must include details of how the Contractor will provide social value in the delivery of the contract. The marks given for these criteria below will make up 10% of the available score.







				Response No.



				Summary of Requirement



				











				



15







				How suitable is the response to the criterion below:-



MAC 7.1: Support health and wellbeing in the workforce Activities that demonstrate and describe the tenderer’s existing or planned: Understanding of issues relating to health and wellbeing, including physical and mental health, in the contract workforce. 



Please include:



· your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 



· a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. You should include but not be limited to:



· timed action plan



· use of metrics



· tools/processes used to gather data



· reporting



· feedback and improvement



· transparency 







See Theme 5 on guidance document at Social-Value-Model-Quick-Reference-Table-Edn-1.1-3-Dec-20.pdf (publishing.service.gov.uk)







				































				PART 3 - COSTS 







				



Has the bidder completed Schedule D  Financial Template with all costs associated    with transitioning, implementing and any ongoing costs for the duration of the contract. Have they included details of any resale or buy back options for any existing equipment/telephones due for disposal. 



 



Has the bidder provided a separate written narrative. Are you satisfied that it  explains each aspect of their proposed costs and have they explained how their proposed cost model provides flexibility in respect of increasing or decreasing call plan arrangements in line with fluctuations/changes in demand (e.g. call volumes, recruitment in contact centre, new IVR services added etc. 







Has the bidder included details of when and how the proposed charges will be invoiced to HSE.







































            How the Evaluation Process will Work







Scores for each scored question (3- 13) shall be calculated as follows:



Bidder's Quality Score / Maximum Score x Weighting = Weighted Quality Score



By way of example:



				Question



				Bidder's Quality Score



				Maximum Score



				Weighting



				Weighted Quality Score 







				1



				



				



				PASS/FAIL



				







				2



				



				



				PASS/FAIL



				







				3



				



				



				PASS/FAIL



				







				4



				85



				100



				6



				5.1







				5



				85



				100



				6



				5.1







				6



				85



				100



				6



				5.1







				7



				85



				100



				6



				5.1







				8



				85



				100



				6



				5.1







				9



				85



				100



				6



				5.1







				10



				55



				100



				6



				3.3







				11



				55



				100



				6



				3.3







				12



				55



				100



				1



				0.55







				13



				55



				100



				1



				0.55







				Total Weighted Quality Score 			 			                                                      38.3 / 50















The score for each question shall be aggregated to give a Total Weighted Quality Score for each Bidder.







For this Tender question 1 has been marked as PASS or FAIL, it the evaluators moderate



            this score to a FAIL then the tender will not be evaluated further as the Bidder will be



            disqualified from taking any further part in the procurement procedure.



             A FAIL for Question1 would mean that the evaluators has deemed that the supplier cannot Asset tag hardware and provide the asset and serial number data in a file format as requested



            For this Tender Question 2 has been marked as PASS or FAIL, if the evaluators moderate this score to a FAIL then the tender will not be evaluated further as the Bidder will be disqualified from taking any further part in the procurement procedure.



            A FAIL for Question 2 would mean that the evaluators have deemed that full warranty details have not been provided



	For this Tender Question 3 has been marked as PASS or FAIL, if the evaluators moderate this score to a FAIL then the tender will not be evaluated further as the Bidder will be disqualified from taking any further part in the procurement procedure.



            A FAIL for Question 3 would mean that the evaluators have deemed that the bidder cannot build the devices as per HSE’s specification at Annex C.







Questions 4 to 9  have been given a mandatory score of 85,  if the evaluators moderate any of these questions  to a score of less than 85  then the tender will not be evaluated further as the Bidder will be disqualified from taking any further part in the procurement procedure.



             If a Bidder's Tender scores a Total Weighted Quality Score of less than 38.3/50 for its responses to Questions 3 – 13 then it will fail, and its Tender will not be evaluated further as the Bidder will be disqualified from taking any further part in the procurement procedure.







             Social Value







Scores for the Social Value question (15) shall be calculated as follows:



				Score Awarded



				% of 10 awarded







				4



				10







				3



				7.5







				2



				5







				1



				2.5







				0



				0



















            Part 4 – Costs  will be evaluated on the basis that the Bidder with the lowest overall cost  indicated in cell 33/I of the Financial Model Template (Schedule E) will be awarded the maximum score of 40.  Subsequent Bidder's Costs will be evaluated relative to the Bidder with the lowest Cost.  The calculation we will use to evaluate your total Commercial Score is as follows:



Commercial Score = 	Lowest Bidder's Cost	 x 40 		



/Subsequent Bidder’s Cost



By way of example only:



				Tenderer



				Cost £m



				Lowest  Cost / Subsequent Bidder's Combined Operating Cost x 40



				Commercial Score (out of 40)







				Tenderer A



				50



				50/50x 40



				30







				Tenderer B



				75



				50/75 x 40



				20







				Tenderer D



				60



				50/60 x 40



				 25















For Bidders who score more than the required 38.3/60 for Questions’ 3 - 13 the Total Weighted Quality Score shall be added to the Social Value Score and the  Commercial Score  to give a Final Score for each Bidder.



Evaluation Procedure



Stage 1 - Qualification - First, we will complete a review of the Initial Tenders to make sure that you have answered all the questions in line with our instructions.  All Tenders passing the Qualification evaluation stage of the evaluation procedure will be progressed to the Quality evaluation stage of the procurement procedure.  If you have not passed every Qualification question, you will be excluded from the competition and you will not receive a Quality or a Commercial score.  We will tell you that you have been excluded from the procurement and why at award stage.



Stage 2 - Quality scores - We will give your responses to the Quality questions to the Authority's evaluation panel.  Members of the evaluation panel will independently assess your responses to the Quality questions using the evaluation criteria. Questions 1 – 13 will be evaluated by panel members with appropriate operational and technical service expertise.  The evaluators will record their scores and reasons into a standard proforma.  If the evaluation panel wishes to clarify any areas of your bid, bid clarification questions will be issued via the Portal on an individual basis, as an Authority Clarification Question (an "ACQ").



Consensus scoring - Once the evaluators have independently assessed your answers to the Quality questions, we will arrange for the evaluators to meet, referred to by the Authority as "Moderation".  At this meeting, the evaluators will discuss the responses and review their scores and reasons for that score.  The discussion will continue until they reach a consensus regarding the score, and reason for that score, for each question.  These moderated scores will be used to calculate your Quality Score.  If the evaluation panel wishes to clarify any areas of your bid, further ACQs will be issued.



            When the Moderation meeting has taken place and the moderated score for each Quality question has been agreed by the evaluators, your final Quality Score for each question will be multiplied by that question's weighting to calculate your Weighted Quality Score for that question.  Each weighted score for each question will then be added together to calculate your moderated Total Weighted Quality Score.



[bookmark: _Hlk148529024]Quality Thresholds - If you have not met the minimum acceptable score of more than 38.3/ 50 for your Quality Score, you will be excluded from the competition and you will not receive a Commercial score.  We will tell you that you have been excluded from the procurement and why at award stage.  All bids passing the Quality threshold score will be progressed to the Commercial evaluation stage of the procurement procedure.



Social Value



	We will give your responses to the Social Value question to the Authority's evaluation panel.  Members of the evaluation panel will independently assess your responses to the Social Value question using the response guidance and the evaluation criteria. Question 15 will be evaluated by the same evaluators that evaluate the Quality Scores. The evaluators will record their scores and reasons into a standard proforma.  If the evaluation panel wishes to clarify any areas of your bid, bid clarification questions will be issued via the Portal on an individual basis, as an Authority Clarification Question (an "ACQ").



Stage 3 - Commercial – Members of the Authority's commercial and finance teams will consider your Tender response to the Commercial question and conduct compliance checks, review for abnormal bids and conduct any clarifications required to formally evaluate your submission.  The supporting narrative to your Commercial submission will be considered in the context of your proposed delivery model.  The Authority reserves the right to clarify the content of your submitted Financial Model Template Schedule E and your supporting narrative so as to confirm your ability to service this tender for the duration of its term.  All or part of your Commercial submission may need to be shared outside of the Commercial evaluation panel (including potentially with members of the Quality evaluation panel) as the Authority considers appropriate in order to enable it to properly complete the Commercial and/or Quality evaluation.



             If you fail to clarify the content of your submission to the satisfaction of the Authority, you will be excluded from further participation in the procurement.  These checks will be conducted in tandem with the Quality evaluation and completed by a Commercial evaluation panel.  We will only calculate your Commercial score using the scoring mechanism outlined above once the Quality evaluation stage has completed.  If you fail to meet the minimum acceptable Total Weighted Quality Score during the Quality evaluation you will not receive a score for the Social Value or Commercial section of your Tender.  If we wish to clarify any areas of your bid, further ACQs will be issued.



Final Score – Your moderated Total Weighted Quality Score will be added to your Social Value score and your  Commercial score, to create your Final Score.



Award – Subject to affordability the contract will be awarded to the bidder with the highest Final Score, which will be deemed to offer the Most Economically Advantageous Tender.  The Authority has re-served the right to make an award on the basis of the Tenders without negotiation. In the event that an award is made following Tenders then an award will be made to the successful Bidder, subject to contract.  The Authority will notify successful and un-successful Bidders through issuing Stand-still Letters which will comply with Regulation 86 of the Public Contract Regulations 2015 (where appropriate).
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1



1. Definitions used in the contract 



Interpret this Contract using Joint Schedule 1 (Definitions).




2. How the contract works 



2.1 The Supplier is eligible for the award of Call-Off Contracts during the Framework Contract Period.




2.2 CCS does not guarantee the Supplier any exclusivity, quantity or value of work under the Framework Contract.




2.3 CCS has paid one penny to the Supplier legally to form the Framework Contract. The Supplier acknowledges this payment. 




2.4 If the Buyer decides to buy Deliverables under the Framework Contract it must use Framework Schedule 7 (Call-Off Award Procedure) and must state its requirements using Framework Schedule 6 (Order Form Template and Call-Off Schedules). If allowed by the Regulations, the Buyer can:







(a) make changes to Framework Schedule 6 (Order Form Template and Call-Off Schedules);



(b) create new Call-Off Schedules;



(c) exclude optional template Call-Off Schedules; and/or 



(d) use Special Terms in the Order Form to add or change terms.







2.5 Each Call-Off Contract:




(a) is a separate Contract from the Framework Contract;



(b) is between a Supplier and a Buyer;



(c) includes Core Terms, Schedules and any other changes or items in the completed Order Form; and



(d) survives the termination of the Framework Contract.




2.6 Where the Supplier is approached by any Other Contracting Authority requesting Deliverables or substantially similar goods or services, the Supplier must tell them about this Framework Contract before accepting their order. 




2.7 The Supplier acknowledges it has all the information required to perform its obligations under each Contract before entering into a Contract. When information is provided by a Relevant Authority no warranty of its accuracy is given to the Supplier.




2.8 The Supplier will not be excused from any obligation, or be entitled to additional Costs or Charges because it failed to either:




(a) verify the accuracy of the Due Diligence Information; or



(b) properly perform its own adequate checks.







2.9 CCS and the Buyer will not be liable for errors, omissions or misrepresentation of any information.







2.10 The Supplier warrants and represents that all statements made and documents submitted as part of the procurement of Deliverables are and remain true and accurate. 







3. [bookmark: _heading=h.1fob9te]What needs to be delivered 



3.1 All deliverables



3.1.1 The Supplier must provide Deliverables:




(a) that comply with the Specification, the Framework Tender Response and, in relation to a Call-Off Contract, the Call-Off Tender (if there is one);



(b) to a professional standard;



(c) using reasonable skill and care;



(d) using Good Industry Practice;



(e) using its own policies, processes and internal quality control measures as long as they do not conflict with the Contract;



(f) on the dates agreed; and 



(g) [bookmark: _heading=h.3znysh7]that comply with Law. 







3.1.2 The Supplier must provide Deliverables with a warranty of at least 90 days from Delivery against all obvious defects.




3.2 [bookmark: _heading=h.2et92p0]Goods clauses



3.2.1 All Goods delivered must be new, or as new if recycled or refurbished, and of known origin and authenticity.







3.2.2 All manufacturer warranties covering the Goods must be assignable to the Buyer on request and for free.




3.2.3 The Supplier transfers ownership of the Goods on Delivery or payment for those Goods, whichever is earlier.




3.2.4 Risk in the Goods transfers to the Buyer on Delivery of the Goods, but remains with the Supplier if the Buyer notices damage following Delivery and lets the Supplier know within 3 Working Days of Delivery.







3.2.5 The Supplier warrants that it has full and unrestricted ownership of the Goods at the time of transfer of ownership.




3.2.6 The Supplier must deliver the Goods on the date and to the specified location during the Buyer’s working hours.




3.2.7 The Supplier must provide sufficient packaging for the Goods to reach the point of Delivery safely and undamaged.




3.2.8 All deliveries must have a delivery note attached that specifies the order number, type and quantity of Goods.




3.2.9 The Supplier must provide all tools, information and instructions the Buyer needs to make use of the Goods.




3.2.10 [bookmark: _heading=h.tyjcwt]The Supplier must indemnify the Buyer against the costs of any Recall of the Goods and give notice of actual or anticipated action about the Recall of the Goods. 




3.2.11 The Buyer can cancel any order or part order of Goods which has not been Delivered. If the Buyer gives less than 14 days notice then it will pay the Supplier’s reasonable and proven costs already incurred on the cancelled order as long as the Supplier takes all reasonable steps to minimise these costs.




3.2.12 The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s option and request) any Goods that the Buyer rejects because they do not conform with Clause 3. If the Supplier does not do this it will pay the Buyer’s costs including repair or re-supply by a third party.







3.3 [bookmark: _heading=h.3dy6vkm]Services clauses



3.3.1 Late Delivery of the Services will be a Default of a Call-Off Contract. 




3.3.2 The Supplier must co-operate with the Buyer and third party suppliers on all aspects connected with the Delivery of the Services and ensure that Supplier Staff comply with any reasonable instructions.




3.3.3 The Supplier must at its own risk and expense provide all Supplier Equipment required to Deliver the Services.




3.3.4 The Supplier must allocate sufficient resources and appropriate expertise to each Contract.




3.3.5 The Supplier must take all reasonable care to ensure performance does not disrupt the Buyer’s operations, employees or other contractors.




3.3.6 The Supplier must ensure all Services, and anything used to Deliver the Services, are of good quality and free from defects.




3.3.7 The Buyer is entitled to withhold payment for partially or undelivered Services, but doing so does not stop it from using its other rights under the Contract. 




4. Pricing and payments



4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer for the Charges in the Order Form.




4.2 CCS must invoice the Supplier for the Management Charge and the Supplier must pay it using the process in Framework Schedule 5 (Management Charges and Information). 




4.3 All Charges and the Management Charge:




(a) exclude VAT, which is payable on provision of a valid VAT invoice; and



(b) include all costs connected with the Supply of Deliverables.







4.4 The Buyer must pay the Supplier the Charges within 30 days of receipt by the Buyer of a valid, undisputed invoice, in cleared funds using the payment method and details stated in the Order Form. 




4.5 A Supplier invoice is only valid if it:




(a) includes all appropriate references including the Contract reference number and other details reasonably requested by the Buyer;



(b) includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any); and



(c) does not include any Management Charge (the Supplier must not charge the Buyer in any way for the Management Charge).







4.6 The Buyer must accept and process for payment an undisputed Electronic Invoice received from the Supplier.







4.7 The Buyer may retain or set-off payment of any amount owed to it by the Supplier if notice and reasons are provided.




4.8 [bookmark: _heading=h.1t3h5sf]The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of receipt of a valid, undisputed invoice. If this does not happen, CCS or the Buyer can publish the details of the late payment or non-payment.




4.9 [bookmark: bookmark=id.2s8eyo1][bookmark: _heading=h.4d34og8]If CCS or the Buyer can get more favourable commercial terms for the supply at cost of any materials, goods or services used by the Supplier to provide the Deliverables, then CCS or the Buyer may require the Supplier to replace its existing commercial terms with the more favourable terms offered for the relevant items.




4.10 If CCS or the Buyer uses Clause 4.9 then the Framework Prices (and where applicable, the Charges) must be reduced by an agreed amount by using the Variation Procedure.




4.11 The Supplier has no right of set-off, counterclaim, discount or abatement unless they are ordered to do so by a court.	




5. The buyer’s obligations to the supplier 



5.1 [bookmark: _heading=h.17dp8vu]If Supplier Non-Performance arises from an Authority Cause:




(a) neither CCS or the Buyer can terminate a Contract under Clause 10.4.1;



(b) the Supplier is entitled to reasonable and proven additional expenses and to relief from liability and Deduction under this Contract;



(c) the Supplier is entitled to additional time needed to make the Delivery; and



(d) the Supplier cannot suspend the ongoing supply of Deliverables.




5.2 Clause 5.1 only applies if the Supplier:




(a) gives notice to the Party responsible for the Authority Cause within 10 Working Days of becoming aware;



(b) demonstrates that the Supplier Non-Performance would not have occurred but for the Authority Cause; and



(c) mitigated the impact of the Authority Cause.







6. [bookmark: _heading=h.3rdcrjn]Record keeping and reporting 



6.1 The Supplier must attend Progress Meetings with the Buyer and provide Progress Reports when specified in the Order Form.




6.2 The Supplier must keep and maintain full and accurate records and accounts on everything to do with the Contract:







(a) during the Contract Period;



(b) for 7 years after the End Date; and



(c) in accordance with UK GDPR,







including but not limited to the records and accounts stated in the definition of Audit in Joint Schedule 1.




6.3 The Relevant Authority or an Auditor can Audit the Supplier.




6.4 During an Audit, the Supplier must:







(a) allow the Relevant Authority or any Auditor access to their premises to verify all contract accounts and records of everything to do with the Contract and provide copies for an Audit; and



(b) provide information to the Relevant Authority or to the Auditor and reasonable co-operation at their request.







6.5 Where the Audit of the Supplier is carried out by an Auditor, the Auditor shall be entitled to share any information obtained during the Audit with the Relevant Authority.







6.6 If the Supplier is not providing any of the Deliverables, or is unable to provide them, it must immediately: 







(a) tell the Relevant Authority and give reasons;



(b) propose corrective action; and 



(c) provide a  deadline for completing the corrective action.







6.7 The Supplier must provide CCS with a Self Audit Certificate supported by an audit report at the end of each Contract Year. The report must contain:







(a) the methodology of the review;



(b) the sampling techniques applied;



(c) details of any issues; and



(d) any remedial action taken.







6.8 The Self Audit Certificate must be completed and signed by an auditor or senior member of the Supplier’s management team that is qualified in either a relevant audit or financial discipline. 




7. Supplier staff 



7.1 The Supplier Staff involved in the performance of each Contract must:




(a) be appropriately trained and qualified;



(b) be vetted using Good Industry Practice and the Security Policy; and



(c) comply with all conduct requirements when on the Buyer’s Premises.







7.2 [bookmark: _heading=h.26in1rg]Where a Buyer decides one of the Supplier’s Staff is not suitable to work on a contract, the Supplier must replace them with a suitably qualified alternative.




7.3 [bookmark: _heading=h.lnxbz9]If requested, the Supplier must replace any person whose acts or omissions have caused the Supplier to breach Clause 27. 




7.4 [bookmark: _heading=h.35nkun2]The Supplier must provide a list of Supplier Staff needing to access the Buyer’s Premises and say why access is required. 




7.5 [bookmark: _heading=h.1ksv4uv]The Supplier indemnifies CCS and the Buyer against all claims brought by any person employed by the Supplier caused by an act or omission of the Supplier or any Supplier Staff. 




8. Rights and protection 



8.1 [bookmark: _heading=h.44sinio]The Supplier warrants and represents that:




(a) it has full capacity and authority to enter into and to perform each Contract;



(b) each Contract is executed by its authorised representative;



(c) it is a legally valid and existing organisation incorporated in the place it was formed;



(d) there are no known legal or regulatory actions or investigations before any court, administrative body or arbitration tribunal pending or threatened against it or its Affiliates that might affect its ability to perform each Contract;



(e) it maintains all necessary rights, authorisations, licences and consents to perform its obligations under each Contract;



(f) it does not have any contractual obligations which are likely to have a material adverse effect on its ability to perform each Contract;



(g) it is not impacted by an Insolvency Event; and



(h) it will comply with each Call-Off Contract.







8.2 The warranties and representations in Clauses 2.10 and 8.1 are repeated each time the Supplier provides Deliverables under the Contract.




8.3 The Supplier indemnifies both CCS and every Buyer against each of the following:







(a) [bookmark: _heading=h.2jxsxqh]wilful misconduct of the Supplier, Subcontractor and Supplier Staff that impacts the Contract; and



(b) [bookmark: _heading=h.z337ya]non-payment by the Supplier of any Tax or National Insurance.



[bookmark: _heading=h.3j2qqm3]



8.4 All claims indemnified under this Contract must use Clause 26.




8.5 The description of any provision of this Contract as a warranty does not prevent CCS or a Buyer from exercising any termination right that it may have for breach of that clause by the Supplier.




8.6 If the Supplier becomes aware of a representation or warranty that becomes untrue or misleading, it must immediately notify CCS and every Buyer.




8.7 All third party warranties and indemnities covering the Deliverables must be assigned for the Buyer’s benefit by the Supplier. 




9. [bookmark: _heading=h.1y810tw]Intellectual Property Rights (IPRs)



9.1 [bookmark: _heading=h.4i7ojhp]Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer a non-exclusive, perpetual, royalty-free, irrevocable, transferable worldwide licence to use, change and sub-license the Supplier’s Existing IPR to enable it to both:



[bookmark: _heading=h.2xcytpi]



(a) receive and use the Deliverables; and



(b) make use of the deliverables provided by a Replacement Supplier.







9.2 [bookmark: _heading=h.1ci93xb]Any New IPR created under a Contract is owned by the Buyer. The Buyer gives the Supplier a licence to use any Existing IPRs and New IPRs for the purpose of fulfilling its obligations during the Contract Period.




9.3 Where a Party acquires ownership of IPRs incorrectly under this Contract it must do everything reasonably necessary to complete a transfer assigning them in writing to the other Party on request and at its own cost.




9.4 Neither Party has the right to use the other Party’s IPRs, including any use of the other Party’s names, logos or trademarks, except as provided in Clause 9 or otherwise agreed in writing.




9.5 [bookmark: _heading=h.3whwml4]If there is an IPR Claim, the Supplier indemnifies CCS and each Buyer against all losses, damages, costs or expenses (including professional fees and fines) incurred as a result.




9.6 If an IPR Claim is made or anticipated the Supplier must at its own expense and the Buyer’s sole option, either:







(a) obtain for CCS and the Buyer the rights in Clause 9.1 and 9.2 without infringing any third party IPR; or 



(b) replace or modify the relevant item with substitutes that do not infringe IPR without adversely affecting the functionality or performance of the Deliverables.







9.7 In spite of any other provisions of a Contract and for the avoidance of doubt, award of a Contract by the Buyer and placement of any contract task under it does not constitute an authorisation by the Crown under Sections 55 and 56 of the Patents Act 1977 or Section 12 of the Registered Designs Act 1949. The Supplier acknowledges that any authorisation by the Buyer under its statutory powers must be expressly provided in writing, with reference to the acts authorised and the specific IPR involved.



 



10. Ending the contract or any subcontract



10.1 Contract Period



10.1.1 The Contract takes effect on the Start Date and ends on the End Date or earlier if required by Law.




10.1.2 The Relevant Authority can extend the Contract for the Extension Period by giving the Supplier no less than 3 Months' written notice before the Contract expires.




10.2 [bookmark: _heading=h.2bn6wsx]Ending the contract without a reason 



10.2.1 CCS has the right to terminate the Framework Contract at any time without reason by giving the Supplier at least 30 days' notice.




10.2.2 Each Buyer has the right to terminate their Call-Off Contract at any time without reason by giving the Supplier not less than 90 days' written notice.




10.3 [bookmark: _heading=h.qsh70q]Rectification plan process



10.3.1 If there is a Default, the Relevant Authority may, without limiting its other rights, request that the Supplier provide a Rectification Plan, within 10 working days .







10.3.2 When the Relevant Authority receives a requested Rectification Plan it can either:







(a) reject the Rectification Plan or revised Rectification Plan, giving reasons; or



(b) accept the Rectification Plan or revised Rectification Plan (without limiting its rights) and the Supplier must immediately start work on the actions in the Rectification Plan at its own cost, unless agreed otherwise by the Parties.







10.3.3 Where the Rectification Plan or revised Rectification Plan is rejected, the Relevant Authority:







(a) must give reasonable grounds for its decision; and



(b) may request that the Supplier provides a revised Rectification Plan within 5 Working Days.







10.3.4 If the Relevant Authority rejects any Rectification Plan, including any revised Rectification Plan, the Relevant Authority does not have to request a revised Rectification Plan before exercising its right to terminate its Contract under Clause 10.4.3(a). 







10.4 When CCS or the buyer can end a contract 



10.4.1 [bookmark: _heading=h.3as4poj]If any of the following events happen, the Relevant Authority has the right to immediately terminate its Contract by issuing a Termination Notice to the Supplier:



[bookmark: _heading=h.1pxezwc]



(a) there is a Supplier Insolvency Event;



(b) there is a Default that is not corrected in line with an accepted Rectification Plan; 



(c) the Supplier does not provide a Rectification Plan within 10 days of the request;



(d) there is any material Default of the Contract;



(e) there is any material Default of any Joint Controller Agreement relating to any Contract;



(f) there is a Default of Clauses 2.10, 9, 14, 15, 27, 32 or Framework Schedule 9 (Cyber Essentials) (where applicable) relating to any Contract;



(g) there is a consistent repeated failure to meet the Performance Indicators in Framework Schedule 4 (Framework Management);



(h) there is a Change of Control of the Supplier which is not pre-approved by the Relevant Authority in writing;



(i) if the Relevant Authority discovers that the Supplier was in one of the situations in 57 (1) or 57(2) of the Regulations at the time the Contract was awarded; or



(j) the Supplier or its Affiliates embarrass or bring CCS or the Buyer into disrepute or diminish the public trust in them.







10.4.2 CCS may terminate the Framework Contract if a Buyer terminates a Call-Off Contract for any of the reasons listed in Clause 10.4.1. 







10.4.3 If any of the following non-fault based events happen, the Relevant Authority has the right to immediately terminate its Contract by issuing a Termination Notice to the Supplier:







(a) the Relevant Authority rejects a Rectification Plan;



(b) there is a Variation which cannot be agreed using Clause 24 (Changing the contract) or resolved using Clause 34 (Resolving disputes); 



(c) if there is a declaration of ineffectiveness in respect of any Variation; or



(d) the events in 73 (1) (a) of the Regulations happen.







10.5 [bookmark: _heading=h.49x2ik5]When the supplier can end the contract 



10.5.1 The Supplier can issue a Reminder Notice if the Buyer does not pay an undisputed invoice on time. The Supplier can terminate a Call-Off Contract if the Buyer fails to pay an undisputed invoiced sum due and worth over 10% of the annual Contract Value within 30 days of the date of the Reminder Notice. 







10.6 What happens if the contract ends



10.6.1 Where a Party terminates a Contract under any of Clauses 10.2.1, 10.2.2, 10.4.1, 10.4.2, 10.4.3, 10.5 or 20.2 or a Contract expires all of the following apply:




(a) The Buyer’s payment obligations under the terminated Contract stop immediately.



(b) [bookmark: _heading=h.147n2zr]Accumulated rights of the Parties are not affected.



(c) The Supplier must promptly repay to the Buyer any and all Charges the Buyer has paid in advance in respect of Deliverables not provided by the Supplier as at the End Date.



(d) [bookmark: _heading=h.3o7alnk]The Supplier must promptly delete or return the Government Data except where required to retain copies by Law.



(e) [bookmark: _heading=h.23ckvvd]The Supplier must promptly return any of CCS or the Buyer’s property provided under the terminated Contract.



(f) [bookmark: _heading=h.ihv636]The Supplier must, at no cost to CCS or the Buyer, co-operate fully in the handover and re-procurement (including to a Replacement Supplier).







10.6.2 [bookmark: _heading=h.32hioqz]In addition to the consequences of termination listed in Clause 10.6.1, where the Relevant Authority terminates a Contract under Clause 10.4.1 the Supplier is also responsible for the Relevant Authority’s reasonable costs of procuring Replacement Deliverables for the rest of the Contract Period.







10.6.3 In addition to the consequences of termination listed in Clause 10.6.1, if either the Relevant Authority terminates a Contract under Clause 10.2.1 or 10.2.2 or a Supplier terminates a Call-Off Contract under Clause 10.5:







(a) the Buyer must promptly pay all outstanding Charges incurred to the Supplier; and



(b) the Buyer must pay the Supplier reasonable committed and unavoidable Losses as long as the Supplier provides a fully itemised and costed schedule with evidence - the maximum value of this payment is limited to the total sum payable to the Supplier if the Contract had not been terminated. 







10.6.4 In addition to the consequences of termination listed in Clause 10.6.1, where a Party terminates under Clause 20.2 each Party must cover its own Losses.







10.6.5 The following Clauses survive the termination or expiry of each Contract: 3.2.10, 4.2, 6, 7.5, 9, 11, 12.2, 14, 15, 16, 17, 18, 31.3, 34, 35 and any Clauses and Schedules which are expressly or by implication intended to continue.



[bookmark: _heading=h.1hmsyys]



10.7 [bookmark: _heading=h.41mghml]Partially ending and suspending the contract 



10.7.1 Where CCS has the right to terminate the Framework Contract it can suspend the Supplier's ability to accept Orders (for any period) and the Supplier cannot enter into any new Call-Off Contracts during this period. If this happens, the Supplier must still meet its obligations under any existing Call-Off Contracts that have already been signed.







10.7.2 Where CCS has the right to terminate a Framework Contract it is entitled to terminate all or part of it.







10.7.3 Where the Buyer has the right to terminate a Call-Off Contract it can terminate or suspend (for any period), all or part of it. If the Buyer suspends a Contract it can provide the Deliverables itself or buy them from a third party. 







10.7.4 The Relevant Authority can only partially terminate or suspend a Contract if the remaining parts of that Contract can still be used to effectively deliver the intended purpose.




10.7.5 The Parties must agree any necessary Variation required by Clause 10.7 using the Variation Procedure, but the Supplier may not either:







(a) reject the Variation; or



(b) increase the Charges, except where the right to partial termination is under Clause 10.2.







10.7.6 The Buyer can still use other rights available, or subsequently available to it if it acts on its rights under Clause 10.7.







10.8 When subcontracts can be ended 



10.8.1 At the Buyer’s request, the Supplier must terminate any Subcontracts in any of the following events:







(a) there is a Change of Control of a Subcontractor which is not pre-approved by the Relevant Authority in writing;



(b) the acts or omissions of the Subcontractor have caused or materially contributed to a right of termination under Clause 10.4; or



(c) a Subcontractor or its Affiliates embarrasses or brings into disrepute or diminishes the public trust in the Relevant Authority.







11. [bookmark: _heading=h.2grqrue]How much you can be held responsible for 



11.1 [bookmark: _heading=h.vx1227]Each Party's total aggregate liability in each Contract Year under this Framework Contract (whether in tort, contract or otherwise) is no more than £1,000,000. 




11.2 [bookmark: _heading=h.3fwokq0]Each Party's total aggregate liability in each Contract Year under each Call-Off Contract (whether in tort, contract or otherwise) is no more than the greater of £5 million or 150% of the Estimated Yearly Charges unless specified in the Call-Off Order Form.




11.3 No Party is liable to the other for:







(a) any indirect Losses; or



(b) Loss of profits, turnover, savings, business opportunities or damage to goodwill (in each case whether direct or indirect).




11.4 In spite of Clause 11.1 and 11.2, neither Party limits or excludes any of the following:







(a) its liability for death or personal injury caused by its negligence, or that of its employees, agents or Subcontractors;



(b) its liability for bribery or fraud or fraudulent misrepresentation by it or its employees;



(c) any liability that cannot be excluded or limited by Law; 



(d) its obligation to pay the required Management Charge or Default Management Charge. 







11.5 In spite of Clauses 11.1 and 11.2, the Supplier does not limit or exclude its liability for any indemnity given under Clauses 7.5, 8.3(b), 9.5, 31.3 or Call-Off Schedule 2 (Staff Transfer) of a Contract. 







11.6 In spite of Clauses 11.1, 11.2 but subject to Clauses 11.3 and 11.4, the Supplier's aggregate liability in each and any Contract Year under each Contract under Clause 14.8 shall in no event exceed the Data Protection Liability Cap.




11.7 Each Party must use all reasonable endeavours to mitigate any Loss or damage which it suffers under or in connection with each Contract, including any indemnities. 







11.8 When calculating the Supplier’s liability under Clause 11.1 or 11.2 the following items will not be taken into consideration:







(a) Deductions; and



(b) any items specified in Clauses 11.5 or 11.6.







11.9 If more than one Supplier is party to a Contract, each Supplier Party is jointly and severally liable for their obligations under that Contract.







12. [bookmark: _heading=h.1v1yuxt]Obeying the law



12.1 [bookmark: _heading=h.4f1mdlm]The Supplier must use reasonable endeavours to comply with the provisions of Joint Schedule 5 (Corporate Social Responsibility).







12.2 To the extent that it arises as a result of a Default by the Supplier, the Supplier indemnifies the Relevant Authority against any fine or penalty incurred by the Relevant Authority pursuant to Law and any costs incurred by the Relevant Authority in defending any proceedings which result in such fine or penalty.




12.3 [bookmark: _heading=h.2u6wntf]The Supplier must appoint a Compliance Officer who must be responsible for ensuring that the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32.




13. Insurance



13.1 The Supplier must, at its own cost, obtain and maintain the Required Insurances in Joint Schedule 3 (Insurance Requirements) and any Additional Insurances in the Order Form.




14. [bookmark: _heading=h.19c6y18]Data protection



14.1 The Supplier must process Personal Data and ensure that Supplier Staff process Personal Data only in accordance with Joint Schedule 11 (Processing Data).







14.2 The Supplier must not remove any ownership or security notices in or relating to the Government Data.




14.3 The Supplier must make accessible back-ups of all Government Data, stored in an agreed off-site location and send the Buyer copies every 6 Months. 







14.4 The Supplier must ensure that any Supplier system holding any Government Data, including back-up data, is a secure system that complies with the Security Policy and any applicable Security Management Plan.







14.5 If at any time the Supplier suspects or has reason to believe that the Government Data provided under a Contract is corrupted, lost or sufficiently degraded, then the Supplier must notify the Relevant Authority and immediately suggest remedial action.







14.6 If the Government Data is corrupted, lost or sufficiently degraded so as to be unusable the Relevant Authority may either or both:




(a) tell the Supplier to restore or get restored Government Data as soon as practical but no later than 5 Working Days from the date that the Relevant Authority receives notice, or the Supplier finds out about the issue, whichever is earlier; and/or



(b) restore the Government Data itself or using a third party.




14.7 The Supplier must pay each Party’s reasonable costs of complying with Clause 14.6 unless CCS or the Buyer is at fault. 







14.8 The Supplier:




(a) must provide the Relevant Authority with all Government Data in an agreed open format within 10 Working Days of a written request;



(b) must have documented processes to guarantee prompt availability of Government Data if the Supplier stops trading;



(c) must securely destroy all Storage Media that has held Government Data at the end of life of that media using Good Industry Practice;



(d) securely erase all Government Data and any copies it holds when asked to do so by CCS or the Buyer unless required by Law to retain it; and



(e) indemnifies CCS and each Buyer against any and all Losses incurred if the Supplier breaches Clause 14 and any Data Protection Legislation.







15. [bookmark: _heading=h.3tbugp1]What you must keep confidential



15.1 [bookmark: _heading=h.28h4qwu]Each Party must:




(a) keep all Confidential Information it receives confidential and secure;



(b) except as expressly set out in the Contract at Clauses 15.2 to 15.4 or elsewhere in the Contract, not disclose, use or exploit the Disclosing Party’s Confidential Information without the Disclosing Party's prior written consent; and 



(c) immediately notify the Disclosing Party if it suspects unauthorised access, copying, use or disclosure of the Confidential Information.




15.2 [bookmark: _heading=h.nmf14n]In spite of Clause 15.1, a Party may disclose Confidential Information which it receives from the Disclosing Party in any of the following instances:




(a) where disclosure is required by applicable Law or by a court with the relevant jurisdiction if, to the extent not prohibited by Law, the Recipient Party notifies the Disclosing Party of the full circumstances, the affected Confidential Information and extent of the disclosure;



(b) if the Recipient Party already had the information without obligation of confidentiality before it was disclosed by the Disclosing Party;



(c) if the information was given to it by a third party without obligation of confidentiality;



(d) if the information was in the public domain at the time of the disclosure;



(e) if the information was independently developed without access to the Disclosing Party’s Confidential Information;



(f) on a confidential basis, to its auditors;



(g) on a confidential basis, to its professional advisers on a need-to-know basis; or



(h) to the Serious Fraud Office where the Recipient Party has reasonable grounds to believe that the Disclosing Party is involved in activity that may be a criminal offence under the Bribery Act 2010.







15.3 In spite of Clause 15.1, the Supplier may disclose Confidential Information on a confidential basis to Supplier Staff on a need-to-know basis to allow the Supplier to meet its obligations under the Contract. The Supplier Staff must enter into a direct confidentiality agreement with the Relevant Authority at its request.




15.4 [bookmark: _heading=h.37m2jsg]In spite of Clause 15.1, CCS or the Buyer may disclose Confidential Information in any of the following cases:




(a) on a confidential basis to the employees, agents, consultants and contractors of CCS or the Buyer;



(b) on a confidential basis to any other Central Government Body, any successor body to a Central Government Body or any company that CCS or the Buyer transfers or proposes to transfer all or any part of its business to;



(c) if CCS or the Buyer (acting reasonably) considers disclosure necessary or appropriate to carry out its public functions;



(d) where requested by Parliament; or



(e) under Clauses 4.7 and 16.







15.5 For the purposes of Clauses 15.2 to 15.4 references to disclosure on a confidential basis means disclosure under a confidentiality agreement or arrangement including terms as strict as those required in Clause 15.




15.6 [bookmark: _heading=h.1mrcu09]Transparency Information is not Confidential Information.




15.7 The Supplier must not make any press announcement or publicise the Contracts or any part of them in any way, without the prior written consent of the Relevant Authority and must take all reasonable steps to ensure that Supplier Staff do not either. 







16. [bookmark: _heading=h.46r0co2]When you can share information 



16.1 The Supplier must tell the Relevant Authority within 48 hours if it receives a Request For Information.




16.2 Within five (5) Working Days of the Buyer’s request the Supplier must give CCS and each Buyer full co-operation and information needed so the Buyer can:




(a) publish the Transparency Information; 



(b) comply with any Freedom of Information Act (FOIA) request; and/or



(c) comply with any Environmental Information Regulations (EIR) request.




16.3 The Relevant Authority may talk to the Supplier to help it decide whether to publish information under Clause 16. However, the extent, content and format of the disclosure is the Relevant Authority’s decision in its absolute discretion. 







17. [bookmark: _heading=h.k1ogvfd953pp]Invalid parts of the contract 



17.1 If any part of a Contract is prohibited by Law or judged by a court to be unlawful, void or unenforceable, it must be read as if it was removed from that Contract as much as required and rendered ineffective as far as possible without affecting the rest of the Contract, whether it is valid or enforceable.




18. [bookmark: _heading=h.3l18frh]No other terms apply 



18.1 The provisions incorporated into each Contract are the entire agreement between the Parties. The Contract  replaces all previous statements, agreements and any course of dealings made between the Parties, whether written or oral, in relation to its subject matter. No other provisions apply. 




19. Other people’s rights in a contract 



19.1 No third parties may use the Contracts (Rights of Third Parties) Act 1999 (CRTPA) to enforce any term of the Contract unless stated (referring to CRTPA) in the Contract. This does not affect third party rights and remedies that exist independently from CRTPA. 




20. [bookmark: _heading=h.206ipza]Circumstances beyond your control 



20.1 Any Party affected by a Force Majeure Event is excused from performing its obligations under a Contract while the inability to perform continues, if it both:







(a) provides a Force Majeure Notice to the other Party; and



(b) uses all reasonable measures practical to reduce the impact of the Force Majeure Event.







20.2 [bookmark: _heading=h.4k668n3]Either Party can partially or fully terminate the affected Contract if the provision of the Deliverables is materially affected by a Force Majeure Event which lasts for 90 days continuously. 




21. [bookmark: _heading=h.2zbgiuw]Relationships created by the contract 



21.1 No Contract creates a partnership, joint venture or employment relationship. The Supplier must represent themselves accordingly and ensure others do so.




22. Giving up contract rights



22.1 A partial or full waiver or relaxation of the terms of a Contract is only valid if it is stated to be a waiver in writing to the other Party.




23. Transferring responsibilities 



23.1 The Supplier cannot assign, novate or transfer a Contract or any part of a Contract without the Relevant Authority’s written consent.




23.2 [bookmark: _heading=h.1egqt2p]The Relevant Authority can assign, novate or transfer its Contract or any part of it to any Central Government Body, public or private sector body which performs the functions of the Relevant Authority.




23.3 When CCS or the Buyer uses its rights under Clause 23.2 the Supplier must enter into a novation agreement in the form that CCS or the Buyer specifies. 




23.4 The Supplier can terminate a Contract novated under Clause 23.2 to a private sector body that is experiencing an Insolvency Event.




23.5 The Supplier remains responsible for all acts and omissions of the Supplier Staff as if they were its own.







23.6 If CCS or the Buyer asks the Supplier for details about Subcontractors, the Supplier must provide details of Subcontractors at all levels of the supply chain including:







(a) their name;



(b) the scope of their appointment; and



(c) the duration of their appointment.




24. Changing the contract



24.1 [bookmark: _heading=h.3ygebqi]Either Party can request a Variation which is only effective if agreed in writing and signed by both Parties.




24.2 The Supplier must provide an Impact Assessment either:







(a) with the Variation Form, where the Supplier requests the Variation; or



(b) within the time limits included in a Variation Form requested by CCS or the Buyer.







24.3 If the Variation cannot be agreed or resolved by the Parties, CCS or the Buyer can either:







(a) agree that the Contract continues without the Variation; or



(b) terminate the affected Contract, unless in the case of a Call-Off Contract, the Supplier has already provided part or all of the provision of the Deliverables, or where the Supplier can show evidence of substantial work being carried out to provide them; or



(c) refer the Dispute to be resolved using Clause 34 (Resolving Disputes).







24.4 [bookmark: _heading=h.2dlolyb]CCS and the Buyer are not required to accept a Variation request made by the Supplier.




24.5 If there is a General Change in Law, the Supplier must bear the risk of the change and is not entitled to ask for an increase to the Framework Prices or the Charges.




24.6 If there is a Specific Change in Law or one is likely to happen during the Contract Period the Supplier must give CCS and the Buyer notice of the likely effects of the changes as soon as reasonably practical. They must also say if they think any Variation is needed either to the Deliverables, Framework Prices or a Contract and provide evidence: 







(a) that the Supplier has kept costs as low as possible, including in Subcontractor costs; and



(b) of how it has affected the Supplier’s costs.




24.7 Any change in the Framework Prices or relief from the Supplier's obligations because of a Specific Change in Law must be implemented using Clauses 24.1 to 24.4.







24.8 For 101(5) of the Regulations, if the Court declares any Variation ineffective, the Parties agree that their mutual rights and obligations will be regulated by the terms of the Contract as they existed immediately prior to that Variation and as if the Parties had never entered into that Variation.




25. How to communicate about the contract 



25.1 All notices under the Contract must be in writing and are considered effective on the Working Day of delivery as long as they are delivered before 5:00pm on a Working Day. Otherwise the notice is effective on the next Working Day. An email is effective at 9:00am on the first Working Day after sending unless an error message is received.




25.2 Notices to CCS must be sent to the CCS Authorised Representative’s address or email address in the Framework Award Form.




25.3 Notices to the Buyer must be sent to the Buyer Authorised Representative’s address or email address in the Order Form. 




25.4 This Clause does not apply to the service of legal proceedings or any documents in any legal action, arbitration or dispute resolution. 




26. [bookmark: _heading=h.sqyw64]Dealing with claims 



26.1 If a Beneficiary is notified of a Claim then it must notify the Indemnifier as soon as reasonably practical and no later than 10 Working Days.




26.2 [bookmark: _heading=h.3cqmetx]At the Indemnifier’s cost the Beneficiary must both:



[bookmark: _heading=h.1rvwp1q]



(a) [bookmark: _heading=h.4bvk7pj]allow the Indemnifier to conduct all negotiations and proceedings to do with a Claim; and 



(b) [bookmark: _heading=h.2r0uhxc]give the Indemnifier reasonable assistance with the claim if requested.




26.3 [bookmark: _heading=h.1664s55]The Beneficiary must not make admissions about the Claim without the prior written consent of the Indemnifier which can not be unreasonably withheld or delayed.




26.4 [bookmark: _heading=h.3q5sasy]The Indemnifier must consider and defend the Claim diligently using competent legal advisors and in a way that does not damage the Beneficiary’s reputation.




26.5 [bookmark: _heading=h.25b2l0r]The Indemnifier must not settle or compromise any Claim without the Beneficiary's prior written consent which it must not unreasonably withhold or delay.




26.6 Each Beneficiary must take all reasonable steps to minimise and mitigate any losses that it suffers because of the Claim.




26.7 If the Indemnifier pays the Beneficiary money under an indemnity and the Beneficiary later recovers money which is directly related to the Claim, the Beneficiary must immediately repay the Indemnifier the lesser of either:







(a) the sum recovered minus any legitimate amount spent by the Beneficiary when recovering this money; or 



(b) the amount the Indemnifier paid the Beneficiary for the Claim.




27. [bookmark: _heading=h.kgcv8k]Preventing fraud, bribery and corruption



27.1 [bookmark: _heading=h.34g0dwd]The Supplier must not during any Contract Period: 



[bookmark: _heading=h.1jlao46]



(a) commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and 57(2); or



(b) do or allow anything which would cause CCS or the Buyer, including any of their employees, consultants, contractors, Subcontractors or agents to breach any of the Relevant Requirements or incur any liability under them.




27.2 [bookmark: _heading=h.43ky6rz]The Supplier must during the Contract Period:




(a) [bookmark: _heading=h.2iq8gzs]create, maintain and enforce adequate policies and procedures to ensure it complies with the Relevant Requirements to prevent a Prohibited Act and require its Subcontractors to do the same;



(b) keep full records to show it has complied with its obligations under Clause 27 and give copies to CCS or the Buyer on request; and



(c) if required by the Relevant Authority, within 20 Working Days of the Start Date of the relevant Contract, and then annually, certify in writing to the Relevant Authority, that they have complied with Clause 27, including compliance of Supplier Staff, and provide reasonable supporting evidence of this on request, including its policies and procedures.







27.3 [bookmark: _heading=h.xvir7l]The Supplier must immediately notify CCS and the Buyer if it becomes aware of any breach of Clauses 27.1 or 27.2 or has any reason to think that it, or any of the Supplier Staff, has either:



[bookmark: _heading=h.3hv69ve]



(a) been investigated or prosecuted for an alleged Prohibited Act;



(b) been debarred, suspended, proposed for suspension or debarment, or is otherwise ineligible to take part in procurement programmes or contracts because of a Prohibited Act by any government department or agency; 



(c) received a request or demand for any undue financial or other advantage of any kind related to a Contract; or



(d) suspected that any person or Party directly or indirectly related to a Contract has committed or attempted to commit a Prohibited Act.




27.4 If the Supplier notifies CCS or the Buyer as required by Clause 27.3, the Supplier must respond promptly to their further enquiries, co-operate with any investigation and allow the Audit of any books, records and relevant documentation.




27.5 In any notice the Supplier gives under Clause 27.3 it must specify the:




(a) Prohibited Act;



(b) identity of the Party who it thinks has committed the Prohibited Act; and 



(c) action it has decided to take.




28. Equality, diversity and human rights



28.1 The Supplier must follow all applicable equality Law when they perform their obligations under the Contract, including:







(a) protections against discrimination on the grounds of race, sex, gender reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity, age or otherwise; and



(b) any other requirements and instructions which CCS or the Buyer reasonably imposes related to equality Law.




28.2 The Supplier must take all necessary steps, and inform CCS or the Buyer of the steps taken, to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the Equality and Human Rights Commission (or any successor organisation) when working on a Contract.







29. Health and safety 



29.1 The Supplier must perform its obligations meeting the requirements of:







(a) all applicable Law regarding health and safety; and



(b) the Buyer’s current health and safety policy while at the Buyer’s Premises, as provided to the Supplier. 




29.2 The Supplier and the Buyer must as soon as possible notify the other of any health and safety incidents or material hazards they are aware of at the Buyer Premises that relate to the performance of a Contract. 







30. Environment



30.1 When working on Site the Supplier must perform its obligations under the Buyer’s current Environmental Policy, which the Buyer must provide.




30.2 The Supplier must ensure that Supplier Staff are aware of the Buyer’s Environmental Policy.







31. Tax 



31.1 The Supplier must not breach any Tax or social security obligations and must enter into a binding agreement to pay any late contributions due, including where applicable, any interest or any fines. CCS and the Buyer cannot terminate a Contract where the Supplier has not paid a minor Tax or social security contribution.




31.2 Where the Charges payable under a Contract with the Buyer are or are likely to exceed £5 million at any point during the relevant Contract Period, and an Occasion of Tax Non-Compliance occurs, the Supplier must notify CCS and the Buyer of it within 5 Working Days including:




(a) the steps that the Supplier is taking to address the Occasion of Tax Non-Compliance and any mitigating factors that it considers relevant; and



(b) other information relating to the Occasion of Tax Non-Compliance that CCS and the Buyer may reasonably need.




31.3 [bookmark: _heading=h.1x0gk37]Where the Supplier or any Supplier Staff are liable to be taxed or to pay National Insurance contributions in the UK relating to payment received under a Call-Off Contract, the Supplier must both:




(a) [bookmark: _heading=h.4h042r0]comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes and regulations relating to income tax, the Social Security Contributions and Benefits Act 1992 (including IR35) and National Insurance contributions; and 



(b) [bookmark: _heading=h.2w5ecyt]indemnify the Buyer against any Income Tax, National Insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made during or after the Contract Period in connection with the provision of the Deliverables by the Supplier or any of the Supplier Staff.




31.4 [bookmark: _heading=h.1baon6m]If any of the Supplier Staff are Workers who receive payment relating to the Deliverables, then the Supplier must ensure that its contract with the Worker contains the following requirements:



[bookmark: _heading=h.3vac5uf]



(a) [bookmark: _heading=h.2afmg28]the Buyer may, at any time during the Contract Period, request that the Worker provides information which demonstrates they comply with Clause 31.3, or why those requirements do not apply, the Buyer can specify the information the Worker must provide and the deadline for responding;



(b) [bookmark: _heading=h.pkwqa1]the Worker’s contract may be terminated at the Buyer’s request if the Worker fails to provide the information requested by the Buyer within the time specified by the Buyer;



(c) [bookmark: _heading=h.39kk8xu]the Worker’s contract may be terminated at the Buyer’s request if the Worker provides information which the Buyer considers is not good enough to demonstrate how it complies with Clause 31.3 or confirms that the Worker is not complying with those requirements; and



(d) the Buyer may supply any information they receive from the Worker to HMRC for revenue collection and management.




32. [bookmark: _heading=h.1opuj5n]Conflict of interest



32.1 [bookmark: _heading=h.48pi1tg]The Supplier must take action to ensure that neither the Supplier nor the Supplier Staff are placed in the position of an actual or potential Conflict of Interest.




32.2 The Supplier must promptly notify and provide details to CCS and each Buyer if a Conflict of Interest happens or is expected to happen.




32.3 [bookmark: _heading=h.2nusc19]CCS and each Buyer can terminate its Contract immediately by giving notice in writing to the Supplier or take any steps it thinks are necessary where there is or may be an actual or potential Conflict of Interest.




33. Reporting a breach of the contract 



33.1 As soon as it is aware of it the Supplier and Supplier Staff must report to CCS or the Buyer any actual or suspected breach of:







(a) Law;



(b) Clause 12.1; or 



(c) Clauses 27 to 32.







33.2 The Supplier must not retaliate against any of the Supplier Staff who in good faith reports a breach listed in Clause 33.1 to the Buyer or a Prescribed Person. 




34. Resolving disputes 



34.1 If there is a Dispute, the senior representatives of the Parties who have authority to settle the Dispute will, within 28 days of a written request from the other Party, meet in good faith to resolve the Dispute.




34.2 If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation using the Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure current at the time of the Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated by CEDR. If either Party does not wish to use, or continue to use mediation, or mediation does not resolve the Dispute, the Dispute must be resolved using Clauses 34.3 to 34.5.







34.3 Unless the Relevant Authority refers the Dispute to arbitration using Clause 34.4, the Parties irrevocably agree that the courts of England and Wales have the exclusive jurisdiction to: 







(a) determine the Dispute;



(b) grant interim remedies; and/or



(c) grant any other provisional or protective relief.




34.4 [bookmark: _heading=h.1302m92]The Supplier agrees that the Relevant Authority has the exclusive right to refer any Dispute to be finally resolved by arbitration under the London Court of International Arbitration Rules current at the time of the Dispute. There will be only one arbitrator. The seat or legal place of the arbitration will be London and the proceedings will be in English.




34.5 [bookmark: _heading=h.3mzq4wv]The Relevant Authority has the right to refer a Dispute to arbitration even if the Supplier has started or has attempted to start court proceedings under Clause 34.3, unless the Relevant Authority has agreed to the court proceedings or participated in them. Even if court proceedings have started, the Parties must do everything necessary to ensure that the court proceedings are stayed in favour of any arbitration proceedings if they are started under Clause 34.4.




34.6 The Supplier cannot suspend the performance of a Contract during any Dispute.







35. Which law applies



35.1 This Contract and any Disputes arising out of, or connected to it, are governed by English law.




[bookmark: _heading=h.2250f4o]
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Schedule E -Financial Template.xlsx


Financial Template



								HSE T/ 4551 - IT Hardware - Financial Template



								Category				Manufacturer				Part Number				Alternatives accepted				Stock Item / Current Model				Alternative provided where applicable 				Lead Times				Price per tem 



				1				Laptop Bundle				Microsoft				QF1-00003				No				Surface Pro 9 i5/8/256 W11 Platinum 



				2				Laptop Bundle				Microsoft				8X8-00003				No				Microsoft Signature with Slim Pen 2 Black Microsoft Cover port QWERTY UK English 



				3				Laptop Bundle				I-Tec				C31NANODOCKVGAPD				Yes				I-tec Metal USB-C Nano Dock HDMI/VGA with LAN + Power Delivery 100 W 



				4				Laptop Bundle				Microsoft				FHD-00017				No				Microsoft Surface Arc Mouse CmrSC Bluetooth XZ/NL/FR/DE - BLACK 



				5				iPhone Bundle				Apple								No				Apple iPhone 12 64GB



				6				iPhone Bundle				Apple				MHJF3B/A				No				Apple 20W USB-C POWER ADAPTER-GBR 



				7				BAU				Apple				MM0A3ZM/A				No				Apple lightning cable 1 m White 



				8				iPhone Bundle				Apple				MMTN2ZM/A				No				EarPods with Lightning Connector 



				9				iPhone Bundle				Tech21								No				Tech 21 Evo Clear Case For iPhones - 12/12 Pro



				10				iPhone Bundle				Panzer								No				PanzerGlass Screen Protector for iPhone 12/12 Pro



				11				Hybrid Bundle				Dell				P2723DE				No				Dell 27 USB-C Hub Monitor - P2723DE - 68.6cm (27")



				12				Hybrid Bundle				BaseXX				D31944				Yes				BASE XX Webcam Business Full HD



				13				Hybrid Bundle				Blackwire				207577-01				No				Blackwire 5210 Monaural Head-band Black, Red headset - USB A 



				14				Hybrid Bundle				Microsoft								Yes				Microsoft Wired 600, Black keyboard USB QWERTY UK International



				15				BAU				Microsoft								Yes				Microsoft Basic Optical Mouse for Business



				16				BAU (Hybrid Bundle B)				Blackwire				209747-201				No				Blackwire C3225 Stereo USB-A & 3.5mm Headset 



				17				Call Centre Headset				Plantronics								No				Encore Pro Headset



				18				BAU				HP				CZ993A#BHC				Yes				Officejet 200 Mobile Printer 



				19				BAU				Microsoft				Q5N-00010				No				Microsoft Surface 65W Power Supply - Power adapter - 65 Watt  



				20				BAU												Yes				USB 3.0 TO ESATA DRIVE CABLE - 3FT ESATA TO USB ADAPTER CABLE    



				21				Occ Health				Bakker Elkhuizen				KEYBSAT1HY				No				Slim Mini Ergonomic Keyboard - S-Board 840 Saturnus 



				22				Occ Health												No				Vertical Mouse Right handed 



				23				Occ Health				Contour								No				Contour Design Rollermouse PRO3 



				24				Occ Health				Logitech								No				Logitech M570 Trackman Wireless Trackball Mouse 



				25				Occ Health				Andrea Communications				NC-185				No				Andrea NC-185 VM USB High Fidelity Stereo Headset 



				26				Occ Health				Accuratus								No				Split Keyboard Wireless Keyboard and Number Pad  



				27				BAU				Dell								Yes				Dell USB DVD Drive-DW316



				28				Asset Tagging 												No



				29				Service Wrap Costs



				30				Delivery including failed delivery costs												No				Delivery Charges (Home/Office)



				Total Costs 																																0







				31				Disposal												No				Collections/Secure Disposals



				32				Refurbishment 												No



				NB*				Items 31 & 32 are for information only and will not be part of the evaluation process



								Bids will be evaluated on the overall costs in I33
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Core Terms RM6098



Core Terms - RM6098










1. Definitions used in the contract 

Interpret this Contract using Joint Schedule 1 (Definitions).


2. How the contract works 

2.1 The Supplier is eligible for the award of Call-Off Contracts during the Framework Contract Period.


2.2 CCS does not guarantee the Supplier any exclusivity, quantity or value of work under the Framework Contract.


2.3 CCS has paid one penny to the Supplier legally to form the Framework Contract. The Supplier acknowledges this payment. 


2.4 If the Buyer decides to buy Deliverables under the Framework Contract it must use Framework Schedule 7 (Call-Off Award Procedure) and must state its requirements using Framework Schedule 6 (Order Form Template and Call-Off Schedules). If allowed by the Regulations, the Buyer can:



(a) make changes to Framework Schedule 6 (Order Form Template and Call-Off Schedules);

(b) create new Call-Off Schedules;

(c) exclude optional template Call-Off Schedules; and/or 

(d) use Special Terms in the Order Form to add or change terms.



2.5 Each Call-Off Contract:


(a) is a separate Contract from the Framework Contract;

(b) is between a Supplier and a Buyer;

(c) includes Core Terms, Schedules and any other changes or items in the completed Order Form; and

(d) survives the termination of the Framework Contract.


2.6 Where the Supplier is approached by any Other Contracting Authority requesting Deliverables or substantially similar goods or services, the Supplier must tell them about this Framework Contract before accepting their order. 


2.7 The Supplier acknowledges it has all the information required to perform its obligations under each Contract before entering into a Contract. When information is provided by a Relevant Authority no warranty of its accuracy is given to the Supplier.


2.8 The Supplier will not be excused from any obligation, or be entitled to additional Costs or Charges because it failed to either:


(a) verify the accuracy of the Due Diligence Information; or

(b) properly perform its own adequate checks.



2.9 CCS and the Buyer will not be liable for errors, omissions or misrepresentation of any information.



2.10 The Supplier warrants and represents that all statements made and documents submitted as part of the procurement of Deliverables are and remain true and accurate. 



3. [bookmark: _heading=h.1fob9te]What needs to be delivered 

3.1 All deliverables

3.1.1 The Supplier must provide Deliverables:


(a) that comply with the Specification, the Framework Tender Response and, in relation to a Call-Off Contract, the Call-Off Tender (if there is one);

(b) to a professional standard;

(c) using reasonable skill and care;

(d) using Good Industry Practice;

(e) using its own policies, processes and internal quality control measures as long as they do not conflict with the Contract;

(f) on the dates agreed; and 

(g) [bookmark: _heading=h.3znysh7]that comply with Law. 



3.1.2 The Supplier must provide Deliverables with a warranty of at least 90 days from Delivery against all obvious defects.


3.2 [bookmark: _heading=h.2et92p0]Goods clauses

3.2.1 All Goods delivered must be new, or as new if recycled or refurbished, and of known origin and authenticity.



3.2.2 All manufacturer warranties covering the Goods must be assignable to the Buyer on request and for free.


3.2.3 The Supplier transfers ownership of the Goods on Delivery or payment for those Goods, whichever is earlier.


3.2.4 Risk in the Goods transfers to the Buyer on Delivery of the Goods, but remains with the Supplier if the Buyer notices damage following Delivery and lets the Supplier know within 3 Working Days of Delivery.



3.2.5 The Supplier warrants that it has full and unrestricted ownership of the Goods at the time of transfer of ownership.


3.2.6 The Supplier must deliver the Goods on the date and to the specified location during the Buyer’s working hours.


3.2.7 The Supplier must provide sufficient packaging for the Goods to reach the point of Delivery safely and undamaged.


3.2.8 All deliveries must have a delivery note attached that specifies the order number, type and quantity of Goods.


3.2.9 The Supplier must provide all tools, information and instructions the Buyer needs to make use of the Goods.


3.2.10 [bookmark: _heading=h.tyjcwt]The Supplier must indemnify the Buyer against the costs of any Recall of the Goods and give notice of actual or anticipated action about the Recall of the Goods. 


3.2.11 The Buyer can cancel any order or part order of Goods which has not been Delivered. If the Buyer gives less than 14 days notice then it will pay the Supplier’s reasonable and proven costs already incurred on the cancelled order as long as the Supplier takes all reasonable steps to minimise these costs.


3.2.12 The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s option and request) any Goods that the Buyer rejects because they do not conform with Clause 3. If the Supplier does not do this it will pay the Buyer’s costs including repair or re-supply by a third party.



3.3 [bookmark: _heading=h.3dy6vkm]Services clauses

3.3.1 Late Delivery of the Services will be a Default of a Call-Off Contract. 


3.3.2 The Supplier must co-operate with the Buyer and third party suppliers on all aspects connected with the Delivery of the Services and ensure that Supplier Staff comply with any reasonable instructions.


3.3.3 The Supplier must at its own risk and expense provide all Supplier Equipment required to Deliver the Services.


3.3.4 The Supplier must allocate sufficient resources and appropriate expertise to each Contract.


3.3.5 The Supplier must take all reasonable care to ensure performance does not disrupt the Buyer’s operations, employees or other contractors.


3.3.6 The Supplier must ensure all Services, and anything used to Deliver the Services, are of good quality and free from defects.


3.3.7 The Buyer is entitled to withhold payment for partially or undelivered Services, but doing so does not stop it from using its other rights under the Contract. 


4. Pricing and payments

4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer for the Charges in the Order Form.


4.2 CCS must invoice the Supplier for the Management Charge and the Supplier must pay it using the process in Framework Schedule 5 (Management Charges and Information). 


4.3 All Charges and the Management Charge:


(a) exclude VAT, which is payable on provision of a valid VAT invoice; and

(b) include all costs connected with the Supply of Deliverables.



4.4 The Buyer must pay the Supplier the Charges within 30 days of receipt by the Buyer of a valid, undisputed invoice, in cleared funds using the payment method and details stated in the Order Form. 


4.5 A Supplier invoice is only valid if it:


(a) includes all appropriate references including the Contract reference number and other details reasonably requested by the Buyer;

(b) includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any); and

(c) does not include any Management Charge (the Supplier must not charge the Buyer in any way for the Management Charge).



4.6 The Buyer must accept and process for payment an undisputed Electronic Invoice received from the Supplier.



4.7 The Buyer may retain or set-off payment of any amount owed to it by the Supplier if notice and reasons are provided.


4.8 [bookmark: _heading=h.1t3h5sf]The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of receipt of a valid, undisputed invoice. If this does not happen, CCS or the Buyer can publish the details of the late payment or non-payment.


4.9 [bookmark: _heading=h.4d34og8]If CCS or the Buyer can get more favourable commercial terms for the supply at cost of any materials, goods or services used by the Supplier to provide the Deliverables, then CCS or the Buyer may require the Supplier to replace its existing commercial terms with the more favourable terms offered for the relevant items.


4.10 If CCS or the Buyer uses Clause 4.9 then the Framework Prices (and where applicable, the Charges) must be reduced by an agreed amount by using the Variation Procedure.


4.11 The Supplier has no right of set-off, counterclaim, discount or abatement unless they are ordered to do so by a court.	


5. The buyer’s obligations to the supplier 

5.1 [bookmark: _heading=h.17dp8vu]If Supplier Non-Performance arises from an Authority Cause:


(a) neither CCS or the Buyer can terminate a Contract under Clause 10.4.1;

(b) the Supplier is entitled to reasonable and proven additional expenses and to relief from liability and Deduction under this Contract;

(c) the Supplier is entitled to additional time needed to make the Delivery; and

(d) the Supplier cannot suspend the ongoing supply of Deliverables.


5.2 Clause 5.1 only applies if the Supplier:


(a) gives notice to the Party responsible for the Authority Cause within 10 Working Days of becoming aware;

(b) demonstrates that the Supplier Non-Performance would not have occurred but for the Authority Cause; and

(c) mitigated the impact of the Authority Cause.



6. [bookmark: _heading=h.3rdcrjn]Record keeping and reporting 

6.1 The Supplier must attend Progress Meetings with the Buyer and provide Progress Reports when specified in the Order Form.


6.2 The Supplier must keep and maintain full and accurate records and accounts on everything to do with the Contract:



(a) during the Contract Period;

(b) for 7 years after the End Date; and

(c) in accordance with UK GDPR,



including but not limited to the records and accounts stated in the definition of Audit in Joint Schedule 1.


6.3 The Relevant Authority or an Auditor can Audit the Supplier.


6.4 During an Audit, the Supplier must:



(a) allow the Relevant Authority or any Auditor access to their premises to verify all contract accounts and records of everything to do with the Contract and provide copies for an Audit; and

(b) provide information to the Relevant Authority or to the Auditor and reasonable co-operation at their request.



6.5 Where the Audit of the Supplier is carried out by an Auditor, the Auditor shall be entitled to share any information obtained during the Audit with the Relevant Authority.



6.6 If the Supplier is not providing any of the Deliverables, or is unable to provide them, it must immediately: 



(a) tell the Relevant Authority and give reasons;

(b) propose corrective action; and 

(c) provide a  deadline for completing the corrective action.



6.7 The Supplier must provide CCS with a Self Audit Certificate supported by an audit report at the end of each Contract Year. The report must contain:



(a) the methodology of the review;

(b) the sampling techniques applied;

(c) details of any issues; and

(d) any remedial action taken.



6.8 The Self Audit Certificate must be completed and signed by an auditor or senior member of the Supplier’s management team that is qualified in either a relevant audit or financial discipline. 


7. Supplier staff 

7.1 The Supplier Staff involved in the performance of each Contract must:


(a) be appropriately trained and qualified;

(b) be vetted using Good Industry Practice and the Security Policy; and

(c) comply with all conduct requirements when on the Buyer’s Premises.



7.2 [bookmark: _heading=h.26in1rg]Where a Buyer decides one of the Supplier’s Staff is not suitable to work on a contract, the Supplier must replace them with a suitably qualified alternative.


7.3 [bookmark: _heading=h.lnxbz9]If requested, the Supplier must replace any person whose acts or omissions have caused the Supplier to breach Clause 27. 


7.4 [bookmark: _heading=h.35nkun2]The Supplier must provide a list of Supplier Staff needing to access the Buyer’s Premises and say why access is required. 


7.5 [bookmark: _heading=h.1ksv4uv]The Supplier indemnifies CCS and the Buyer against all claims brought by any person employed by the Supplier caused by an act or omission of the Supplier or any Supplier Staff. 


8. Rights and protection 

8.1 [bookmark: _heading=h.44sinio]The Supplier warrants and represents that:


(a) it has full capacity and authority to enter into and to perform each Contract;

(b) each Contract is executed by its authorised representative;

(c) it is a legally valid and existing organisation incorporated in the place it was formed;

(d) there are no known legal or regulatory actions or investigations before any court, administrative body or arbitration tribunal pending or threatened against it or its Affiliates that might affect its ability to perform each Contract;

(e) it maintains all necessary rights, authorisations, licences and consents to perform its obligations under each Contract;

(f) it does not have any contractual obligations which are likely to have a material adverse effect on its ability to perform each Contract;

(g) it is not impacted by an Insolvency Event; and

(h) it will comply with each Call-Off Contract.



8.2 The warranties and representations in Clauses 2.10 and 8.1 are repeated each time the Supplier provides Deliverables under the Contract.


8.3 The Supplier indemnifies both CCS and every Buyer against each of the following:



(a) [bookmark: _heading=h.2jxsxqh]wilful misconduct of the Supplier, Subcontractor and Supplier Staff that impacts the Contract; and

(b) [bookmark: _heading=h.z337ya]non-payment by the Supplier of any Tax or National Insurance.

[bookmark: _heading=h.3j2qqm3]

8.4 All claims indemnified under this Contract must use Clause 26.


8.5 The description of any provision of this Contract as a warranty does not prevent CCS or a Buyer from exercising any termination right that it may have for breach of that clause by the Supplier.


8.6 If the Supplier becomes aware of a representation or warranty that becomes untrue or misleading, it must immediately notify CCS and every Buyer.


8.7 All third party warranties and indemnities covering the Deliverables must be assigned for the Buyer’s benefit by the Supplier. 


9. [bookmark: _heading=h.1y810tw]Intellectual Property Rights (IPRs)

9.1 [bookmark: _heading=h.4i7ojhp]Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer a non-exclusive, perpetual, royalty-free, irrevocable, transferable worldwide licence to use, change and sub-license the Supplier’s Existing IPR to enable it to both:

[bookmark: _heading=h.2xcytpi]

(a) receive and use the Deliverables; and

(b) make use of the deliverables provided by a Replacement Supplier.



9.2 [bookmark: _heading=h.1ci93xb]Any New IPR created under a Contract is owned by the Buyer. The Buyer gives the Supplier a licence to use any Existing IPRs and New IPRs for the purpose of fulfilling its obligations during the Contract Period.


9.3 Where a Party acquires ownership of IPRs incorrectly under this Contract it must do everything reasonably necessary to complete a transfer assigning them in writing to the other Party on request and at its own cost.


9.4 Neither Party has the right to use the other Party’s IPRs, including any use of the other Party’s names, logos or trademarks, except as provided in Clause 9 or otherwise agreed in writing.


9.5 [bookmark: _heading=h.3whwml4]If there is an IPR Claim, the Supplier indemnifies CCS and each Buyer against all losses, damages, costs or expenses (including professional fees and fines) incurred as a result.


9.6 If an IPR Claim is made or anticipated the Supplier must at its own expense and the Buyer’s sole option, either:



(a) obtain for CCS and the Buyer the rights in Clause 9.1 and 9.2 without infringing any third party IPR; or 

(b) replace or modify the relevant item with substitutes that do not infringe IPR without adversely affecting the functionality or performance of the Deliverables.



9.7 In spite of any other provisions of a Contract and for the avoidance of doubt, award of a Contract by the Buyer and placement of any contract task under it does not constitute an authorisation by the Crown under Sections 55 and 56 of the Patents Act 1977 or Section 12 of the Registered Designs Act 1949. The Supplier acknowledges that any authorisation by the Buyer under its statutory powers must be expressly provided in writing, with reference to the acts authorised and the specific IPR involved.

 

10. Ending the contract or any subcontract

10.1 Contract Period

10.1.1 The Contract takes effect on the Start Date and ends on the End Date or earlier if required by Law.


10.1.2 The Relevant Authority can extend the Contract for the Extension Period by giving the Supplier no less than 3 Months' written notice before the Contract expires.


10.2 [bookmark: _heading=h.2bn6wsx]Ending the contract without a reason 

10.2.1 CCS has the right to terminate the Framework Contract at any time without reason by giving the Supplier at least 30 days' notice.


10.2.2 Each Buyer has the right to terminate their Call-Off Contract at any time without reason by giving the Supplier not less than 90 days' written notice.


10.3 [bookmark: _heading=h.qsh70q]Rectification plan process

10.3.1 If there is a Default, the Relevant Authority may, without limiting its other rights, request that the Supplier provide a Rectification Plan, within 10 working days .



10.3.2 When the Relevant Authority receives a requested Rectification Plan it can either:



(a) reject the Rectification Plan or revised Rectification Plan, giving reasons; or

(b) accept the Rectification Plan or revised Rectification Plan (without limiting its rights) and the Supplier must immediately start work on the actions in the Rectification Plan at its own cost, unless agreed otherwise by the Parties.



10.3.3 Where the Rectification Plan or revised Rectification Plan is rejected, the Relevant Authority:



(a) must give reasonable grounds for its decision; and

(b) may request that the Supplier provides a revised Rectification Plan within 5 Working Days.



10.3.4 If the Relevant Authority rejects any Rectification Plan, including any revised Rectification Plan, the Relevant Authority does not have to request a revised Rectification Plan before exercising its right to terminate its Contract under Clause 10.4.3(a). 



10.4 When CCS or the buyer can end a contract 

10.4.1 [bookmark: _heading=h.3as4poj]If any of the following events happen, the Relevant Authority has the right to immediately terminate its Contract by issuing a Termination Notice to the Supplier:

[bookmark: _heading=h.1pxezwc]

(a) there is a Supplier Insolvency Event;

(b) there is a Default that is not corrected in line with an accepted Rectification Plan; 

(c) the Supplier does not provide a Rectification Plan within 10 days of the request;

(d) there is any material Default of the Contract;

(e) there is any material Default of any Joint Controller Agreement relating to any Contract;

(f) there is a Default of Clauses 2.10, 9, 14, 15, 27, 32 or Framework Schedule 9 (Cyber Essentials) (where applicable) relating to any Contract;

(g) there is a consistent repeated failure to meet the Performance Indicators in Framework Schedule 4 (Framework Management);

(h) there is a Change of Control of the Supplier which is not pre-approved by the Relevant Authority in writing;

(i) if the Relevant Authority discovers that the Supplier was in one of the situations in 57 (1) or 57(2) of the Regulations at the time the Contract was awarded; or

(j) the Supplier or its Affiliates embarrass or bring CCS or the Buyer into disrepute or diminish the public trust in them.



10.4.2 CCS may terminate the Framework Contract if a Buyer terminates a Call-Off Contract for any of the reasons listed in Clause 10.4.1. 



10.4.3 If any of the following non-fault based events happen, the Relevant Authority has the right to immediately terminate its Contract by issuing a Termination Notice to the Supplier:



(a) the Relevant Authority rejects a Rectification Plan;

(b) there is a Variation which cannot be agreed using Clause 24 (Changing the contract) or resolved using Clause 34 (Resolving disputes); 

(c) if there is a declaration of ineffectiveness in respect of any Variation; or

(d) the events in 73 (1) (a) of the Regulations happen.



10.5 [bookmark: _heading=h.49x2ik5]When the supplier can end the contract 

10.5.1 The Supplier can issue a Reminder Notice if the Buyer does not pay an undisputed invoice on time. The Supplier can terminate a Call-Off Contract if the Buyer fails to pay an undisputed invoiced sum due and worth over 10% of the annual Contract Value within 30 days of the date of the Reminder Notice. 



10.6 What happens if the contract ends

10.6.1 Where a Party terminates a Contract under any of Clauses 10.2.1, 10.2.2, 10.4.1, 10.4.2, 10.4.3, 10.5 or 20.2 or a Contract expires all of the following apply:


(a) The Buyer’s payment obligations under the terminated Contract stop immediately.

(b) [bookmark: _heading=h.147n2zr]Accumulated rights of the Parties are not affected.

(c) The Supplier must promptly repay to the Buyer any and all Charges the Buyer has paid in advance in respect of Deliverables not provided by the Supplier as at the End Date.

(d) [bookmark: _heading=h.3o7alnk]The Supplier must promptly delete or return the Government Data except where required to retain copies by Law.

(e) [bookmark: _heading=h.23ckvvd]The Supplier must promptly return any of CCS or the Buyer’s property provided under the terminated Contract.

(f) [bookmark: _heading=h.ihv636]The Supplier must, at no cost to CCS or the Buyer, co-operate fully in the handover and re-procurement (including to a Replacement Supplier).



10.6.2 [bookmark: _heading=h.32hioqz]In addition to the consequences of termination listed in Clause 10.6.1, where the Relevant Authority terminates a Contract under Clause 10.4.1 the Supplier is also responsible for the Relevant Authority’s reasonable costs of procuring Replacement Deliverables for the rest of the Contract Period.



10.6.3 In addition to the consequences of termination listed in Clause 10.6.1, if either the Relevant Authority terminates a Contract under Clause 10.2.1 or 10.2.2 or a Supplier terminates a Call-Off Contract under Clause 10.5:



(a) the Buyer must promptly pay all outstanding Charges incurred to the Supplier; and

(b) the Buyer must pay the Supplier reasonable committed and unavoidable Losses as long as the Supplier provides a fully itemised and costed schedule with evidence - the maximum value of this payment is limited to the total sum payable to the Supplier if the Contract had not been terminated. 



10.6.4 In addition to the consequences of termination listed in Clause 10.6.1, where a Party terminates under Clause 20.2 each Party must cover its own Losses.



10.6.5 The following Clauses survive the termination or expiry of each Contract: 3.2.10, 4.2, 6, 7.5, 9, 11, 12.2, 14, 15, 16, 17, 18, 31.3, 34, 35 and any Clauses and Schedules which are expressly or by implication intended to continue.

[bookmark: _heading=h.1hmsyys]

10.7 [bookmark: _heading=h.41mghml]Partially ending and suspending the contract 

10.7.1 Where CCS has the right to terminate the Framework Contract it can suspend the Supplier's ability to accept Orders (for any period) and the Supplier cannot enter into any new Call-Off Contracts during this period. If this happens, the Supplier must still meet its obligations under any existing Call-Off Contracts that have already been signed.



10.7.2 Where CCS has the right to terminate a Framework Contract it is entitled to terminate all or part of it.



10.7.3 Where the Buyer has the right to terminate a Call-Off Contract it can terminate or suspend (for any period), all or part of it. If the Buyer suspends a Contract it can provide the Deliverables itself or buy them from a third party. 



10.7.4 The Relevant Authority can only partially terminate or suspend a Contract if the remaining parts of that Contract can still be used to effectively deliver the intended purpose.


10.7.5 The Parties must agree any necessary Variation required by Clause 10.7 using the Variation Procedure, but the Supplier may not either:



(a) reject the Variation; or

(b) increase the Charges, except where the right to partial termination is under Clause 10.2.



10.7.6 The Buyer can still use other rights available, or subsequently available to it if it acts on its rights under Clause 10.7.



10.8 When subcontracts can be ended 

10.8.1 At the Buyer’s request, the Supplier must terminate any Subcontracts in any of the following events:



(a) there is a Change of Control of a Subcontractor which is not pre-approved by the Relevant Authority in writing;

(b) the acts or omissions of the Subcontractor have caused or materially contributed to a right of termination under Clause 10.4; or

(c) a Subcontractor or its Affiliates embarrasses or brings into disrepute or diminishes the public trust in the Relevant Authority.



11. [bookmark: _heading=h.2grqrue]How much you can be held responsible for 

11.1 [bookmark: _heading=h.vx1227]Each Party's total aggregate liability in each Contract Year under this Framework Contract (whether in tort, contract or otherwise) is no more than £1,000,000. 


11.2 [bookmark: _heading=h.3fwokq0]Each Party's total aggregate liability in each Contract Year under each Call-Off Contract (whether in tort, contract or otherwise) is no more than the greater of £5 million or 150% of the Estimated Yearly Charges unless specified in the Call-Off Order Form.


11.3 No Party is liable to the other for:



(a) any indirect Losses; or

(b) Loss of profits, turnover, savings, business opportunities or damage to goodwill (in each case whether direct or indirect).


11.4 In spite of Clause 11.1 and 11.2, neither Party limits or excludes any of the following:



(a) its liability for death or personal injury caused by its negligence, or that of its employees, agents or Subcontractors;

(b) its liability for bribery or fraud or fraudulent misrepresentation by it or its employees;

(c) any liability that cannot be excluded or limited by Law; 

(d) its obligation to pay the required Management Charge or Default Management Charge. 



11.5 In spite of Clauses 11.1 and 11.2, the Supplier does not limit or exclude its liability for any indemnity given under Clauses 7.5, 8.3(b), 9.5, 31.3 or Call-Off Schedule 2 (Staff Transfer) of a Contract. 



11.6 In spite of Clauses 11.1, 11.2 but subject to Clauses 11.3 and 11.4, the Supplier's aggregate liability in each and any Contract Year under each Contract under Clause 14.8 shall in no event exceed the Data Protection Liability Cap.


11.7 Each Party must use all reasonable endeavours to mitigate any Loss or damage which it suffers under or in connection with each Contract, including any indemnities. 



11.8 When calculating the Supplier’s liability under Clause 11.1 or 11.2 the following items will not be taken into consideration:



(a) Deductions; and

(b) any items specified in Clauses 11.5 or 11.6.



11.9 If more than one Supplier is party to a Contract, each Supplier Party is jointly and severally liable for their obligations under that Contract.



12. [bookmark: _heading=h.1v1yuxt]Obeying the law

12.1 [bookmark: _heading=h.4f1mdlm]The Supplier must use reasonable endeavours to comply with the provisions of Joint Schedule 5 (Corporate Social Responsibility).



12.2 To the extent that it arises as a result of a Default by the Supplier, the Supplier indemnifies the Relevant Authority against any fine or penalty incurred by the Relevant Authority pursuant to Law and any costs incurred by the Relevant Authority in defending any proceedings which result in such fine or penalty.


12.3 [bookmark: _heading=h.2u6wntf]The Supplier must appoint a Compliance Officer who must be responsible for ensuring that the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32.


13. Insurance

13.1 The Supplier must, at its own cost, obtain and maintain the Required Insurances in Joint Schedule 3 (Insurance Requirements) and any Additional Insurances in the Order Form.


14. [bookmark: _heading=h.19c6y18]Data protection

14.1 The Supplier must process Personal Data and ensure that Supplier Staff process Personal Data only in accordance with Joint Schedule 11 (Processing Data).



14.2 The Supplier must not remove any ownership or security notices in or relating to the Government Data.


14.3 The Supplier must make accessible back-ups of all Government Data, stored in an agreed off-site location and send the Buyer copies every 6 Months. 



14.4 The Supplier must ensure that any Supplier system holding any Government Data, including back-up data, is a secure system that complies with the Security Policy and any applicable Security Management Plan.



14.5 If at any time the Supplier suspects or has reason to believe that the Government Data provided under a Contract is corrupted, lost or sufficiently degraded, then the Supplier must notify the Relevant Authority and immediately suggest remedial action.



14.6 If the Government Data is corrupted, lost or sufficiently degraded so as to be unusable the Relevant Authority may either or both:


(a) tell the Supplier to restore or get restored Government Data as soon as practical but no later than 5 Working Days from the date that the Relevant Authority receives notice, or the Supplier finds out about the issue, whichever is earlier; and/or

(b) restore the Government Data itself or using a third party.


14.7 The Supplier must pay each Party’s reasonable costs of complying with Clause 14.6 unless CCS or the Buyer is at fault. 



14.8 The Supplier:


(a) must provide the Relevant Authority with all Government Data in an agreed open format within 10 Working Days of a written request;

(b) must have documented processes to guarantee prompt availability of Government Data if the Supplier stops trading;

(c) must securely destroy all Storage Media that has held Government Data at the end of life of that media using Good Industry Practice;

(d) securely erase all Government Data and any copies it holds when asked to do so by CCS or the Buyer unless required by Law to retain it; and

(e) indemnifies CCS and each Buyer against any and all Losses incurred if the Supplier breaches Clause 14 and any Data Protection Legislation.



15. [bookmark: _heading=h.3tbugp1]What you must keep confidential

15.1 [bookmark: _heading=h.28h4qwu]Each Party must:


(a) keep all Confidential Information it receives confidential and secure;

(b) except as expressly set out in the Contract at Clauses 15.2 to 15.4 or elsewhere in the Contract, not disclose, use or exploit the Disclosing Party’s Confidential Information without the Disclosing Party's prior written consent; and 

(c) immediately notify the Disclosing Party if it suspects unauthorised access, copying, use or disclosure of the Confidential Information.


15.2 [bookmark: _heading=h.nmf14n]In spite of Clause 15.1, a Party may disclose Confidential Information which it receives from the Disclosing Party in any of the following instances:


(a) where disclosure is required by applicable Law or by a court with the relevant jurisdiction if, to the extent not prohibited by Law, the Recipient Party notifies the Disclosing Party of the full circumstances, the affected Confidential Information and extent of the disclosure;

(b) if the Recipient Party already had the information without obligation of confidentiality before it was disclosed by the Disclosing Party;

(c) if the information was given to it by a third party without obligation of confidentiality;

(d) if the information was in the public domain at the time of the disclosure;

(e) if the information was independently developed without access to the Disclosing Party’s Confidential Information;

(f) on a confidential basis, to its auditors;

(g) on a confidential basis, to its professional advisers on a need-to-know basis; or

(h) to the Serious Fraud Office where the Recipient Party has reasonable grounds to believe that the Disclosing Party is involved in activity that may be a criminal offence under the Bribery Act 2010.



15.3 In spite of Clause 15.1, the Supplier may disclose Confidential Information on a confidential basis to Supplier Staff on a need-to-know basis to allow the Supplier to meet its obligations under the Contract. The Supplier Staff must enter into a direct confidentiality agreement with the Relevant Authority at its request.


15.4 [bookmark: _heading=h.37m2jsg]In spite of Clause 15.1, CCS or the Buyer may disclose Confidential Information in any of the following cases:


(a) on a confidential basis to the employees, agents, consultants and contractors of CCS or the Buyer;

(b) on a confidential basis to any other Central Government Body, any successor body to a Central Government Body or any company that CCS or the Buyer transfers or proposes to transfer all or any part of its business to;

(c) if CCS or the Buyer (acting reasonably) considers disclosure necessary or appropriate to carry out its public functions;

(d) where requested by Parliament; or

(e) under Clauses 4.7 and 16.



15.5 For the purposes of Clauses 15.2 to 15.4 references to disclosure on a confidential basis means disclosure under a confidentiality agreement or arrangement including terms as strict as those required in Clause 15.


15.6 [bookmark: _heading=h.1mrcu09]Transparency Information is not Confidential Information.


15.7 The Supplier must not make any press announcement or publicise the Contracts or any part of them in any way, without the prior written consent of the Relevant Authority and must take all reasonable steps to ensure that Supplier Staff do not either. 



16. [bookmark: _heading=h.46r0co2]When you can share information 

16.1 The Supplier must tell the Relevant Authority within 48 hours if it receives a Request For Information.


16.2 Within five (5) Working Days of the Buyer’s request the Supplier must give CCS and each Buyer full co-operation and information needed so the Buyer can:


(a) publish the Transparency Information; 

(b) comply with any Freedom of Information Act (FOIA) request; and/or

(c) comply with any Environmental Information Regulations (EIR) request.


16.3 The Relevant Authority may talk to the Supplier to help it decide whether to publish information under Clause 16. However, the extent, content and format of the disclosure is the Relevant Authority’s decision in its absolute discretion. 



17. [bookmark: _heading=h.k1ogvfd953pp]Invalid parts of the contract 

17.1 If any part of a Contract is prohibited by Law or judged by a court to be unlawful, void or unenforceable, it must be read as if it was removed from that Contract as much as required and rendered ineffective as far as possible without affecting the rest of the Contract, whether it is valid or enforceable.


18. [bookmark: _heading=h.3l18frh]No other terms apply 

18.1 The provisions incorporated into each Contract are the entire agreement between the Parties. The Contract  replaces all previous statements, agreements and any course of dealings made between the Parties, whether written or oral, in relation to its subject matter. No other provisions apply. 


19. Other people’s rights in a contract 

19.1 No third parties may use the Contracts (Rights of Third Parties) Act 1999 (CRTPA) to enforce any term of the Contract unless stated (referring to CRTPA) in the Contract. This does not affect third party rights and remedies that exist independently from CRTPA. 


20. [bookmark: _heading=h.206ipza]Circumstances beyond your control 

20.1 Any Party affected by a Force Majeure Event is excused from performing its obligations under a Contract while the inability to perform continues, if it both:



(a) provides a Force Majeure Notice to the other Party; and

(b) uses all reasonable measures practical to reduce the impact of the Force Majeure Event.



20.2 [bookmark: _heading=h.4k668n3]Either Party can partially or fully terminate the affected Contract if the provision of the Deliverables is materially affected by a Force Majeure Event which lasts for 90 days continuously. 


21. [bookmark: _heading=h.2zbgiuw]Relationships created by the contract 

21.1 No Contract creates a partnership, joint venture or employment relationship. The Supplier must represent themselves accordingly and ensure others do so.


22. Giving up contract rights

22.1 A partial or full waiver or relaxation of the terms of a Contract is only valid if it is stated to be a waiver in writing to the other Party.


23. Transferring responsibilities 

23.1 The Supplier cannot assign, novate or transfer a Contract or any part of a Contract without the Relevant Authority’s written consent.


23.2 [bookmark: _heading=h.1egqt2p]The Relevant Authority can assign, novate or transfer its Contract or any part of it to any Central Government Body, public or private sector body which performs the functions of the Relevant Authority.


23.3 When CCS or the Buyer uses its rights under Clause 23.2 the Supplier must enter into a novation agreement in the form that CCS or the Buyer specifies. 


23.4 The Supplier can terminate a Contract novated under Clause 23.2 to a private sector body that is experiencing an Insolvency Event.


23.5 The Supplier remains responsible for all acts and omissions of the Supplier Staff as if they were its own.



23.6 If CCS or the Buyer asks the Supplier for details about Subcontractors, the Supplier must provide details of Subcontractors at all levels of the supply chain including:



(a) their name;

(b) the scope of their appointment; and

(c) the duration of their appointment.


24. Changing the contract

24.1 [bookmark: _heading=h.3ygebqi]Either Party can request a Variation which is only effective if agreed in writing and signed by both Parties.


24.2 The Supplier must provide an Impact Assessment either:



(a) with the Variation Form, where the Supplier requests the Variation; or

(b) within the time limits included in a Variation Form requested by CCS or the Buyer.



24.3 If the Variation cannot be agreed or resolved by the Parties, CCS or the Buyer can either:



(a) agree that the Contract continues without the Variation; or

(b) terminate the affected Contract, unless in the case of a Call-Off Contract, the Supplier has already provided part or all of the provision of the Deliverables, or where the Supplier can show evidence of substantial work being carried out to provide them; or

(c) refer the Dispute to be resolved using Clause 34 (Resolving Disputes).



24.4 [bookmark: _heading=h.2dlolyb]CCS and the Buyer are not required to accept a Variation request made by the Supplier.


24.5 If there is a General Change in Law, the Supplier must bear the risk of the change and is not entitled to ask for an increase to the Framework Prices or the Charges.


24.6 If there is a Specific Change in Law or one is likely to happen during the Contract Period the Supplier must give CCS and the Buyer notice of the likely effects of the changes as soon as reasonably practical. They must also say if they think any Variation is needed either to the Deliverables, Framework Prices or a Contract and provide evidence: 



(a) that the Supplier has kept costs as low as possible, including in Subcontractor costs; and

(b) of how it has affected the Supplier’s costs.


24.7 Any change in the Framework Prices or relief from the Supplier's obligations because of a Specific Change in Law must be implemented using Clauses 24.1 to 24.4.



24.8 For 101(5) of the Regulations, if the Court declares any Variation ineffective, the Parties agree that their mutual rights and obligations will be regulated by the terms of the Contract as they existed immediately prior to that Variation and as if the Parties had never entered into that Variation.


25. How to communicate about the contract 

25.1 All notices under the Contract must be in writing and are considered effective on the Working Day of delivery as long as they are delivered before 5:00pm on a Working Day. Otherwise the notice is effective on the next Working Day. An email is effective at 9:00am on the first Working Day after sending unless an error message is received.


25.2 Notices to CCS must be sent to the CCS Authorised Representative’s address or email address in the Framework Award Form.


25.3 Notices to the Buyer must be sent to the Buyer Authorised Representative’s address or email address in the Order Form. 


25.4 This Clause does not apply to the service of legal proceedings or any documents in any legal action, arbitration or dispute resolution. 


26. [bookmark: _heading=h.sqyw64]Dealing with claims 

26.1 If a Beneficiary is notified of a Claim then it must notify the Indemnifier as soon as reasonably practical and no later than 10 Working Days.


26.2 [bookmark: _heading=h.3cqmetx]At the Indemnifier’s cost the Beneficiary must both:

[bookmark: _heading=h.1rvwp1q]

(a) [bookmark: _heading=h.4bvk7pj]allow the Indemnifier to conduct all negotiations and proceedings to do with a Claim; and 

(b) [bookmark: _heading=h.2r0uhxc]give the Indemnifier reasonable assistance with the claim if requested.


26.3 [bookmark: _heading=h.1664s55]The Beneficiary must not make admissions about the Claim without the prior written consent of the Indemnifier which can not be unreasonably withheld or delayed.


26.4 [bookmark: _heading=h.3q5sasy]The Indemnifier must consider and defend the Claim diligently using competent legal advisors and in a way that does not damage the Beneficiary’s reputation.


26.5 [bookmark: _heading=h.25b2l0r]The Indemnifier must not settle or compromise any Claim without the Beneficiary's prior written consent which it must not unreasonably withhold or delay.


26.6 Each Beneficiary must take all reasonable steps to minimise and mitigate any losses that it suffers because of the Claim.


26.7 If the Indemnifier pays the Beneficiary money under an indemnity and the Beneficiary later recovers money which is directly related to the Claim, the Beneficiary must immediately repay the Indemnifier the lesser of either:



(a) the sum recovered minus any legitimate amount spent by the Beneficiary when recovering this money; or 

(b) the amount the Indemnifier paid the Beneficiary for the Claim.


27. [bookmark: _heading=h.kgcv8k]Preventing fraud, bribery and corruption

27.1 [bookmark: _heading=h.34g0dwd]The Supplier must not during any Contract Period: 

[bookmark: _heading=h.1jlao46]

(a) commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and 57(2); or

(b) do or allow anything which would cause CCS or the Buyer, including any of their employees, consultants, contractors, Subcontractors or agents to breach any of the Relevant Requirements or incur any liability under them.


27.2 [bookmark: _heading=h.43ky6rz]The Supplier must during the Contract Period:


(a) [bookmark: _heading=h.2iq8gzs]create, maintain and enforce adequate policies and procedures to ensure it complies with the Relevant Requirements to prevent a Prohibited Act and require its Subcontractors to do the same;

(b) keep full records to show it has complied with its obligations under Clause 27 and give copies to CCS or the Buyer on request; and

(c) if required by the Relevant Authority, within 20 Working Days of the Start Date of the relevant Contract, and then annually, certify in writing to the Relevant Authority, that they have complied with Clause 27, including compliance of Supplier Staff, and provide reasonable supporting evidence of this on request, including its policies and procedures.



27.3 [bookmark: _heading=h.xvir7l]The Supplier must immediately notify CCS and the Buyer if it becomes aware of any breach of Clauses 27.1 or 27.2 or has any reason to think that it, or any of the Supplier Staff, has either:

[bookmark: _heading=h.3hv69ve]

(a) been investigated or prosecuted for an alleged Prohibited Act;

(b) been debarred, suspended, proposed for suspension or debarment, or is otherwise ineligible to take part in procurement programmes or contracts because of a Prohibited Act by any government department or agency; 

(c) received a request or demand for any undue financial or other advantage of any kind related to a Contract; or

(d) suspected that any person or Party directly or indirectly related to a Contract has committed or attempted to commit a Prohibited Act.


27.4 If the Supplier notifies CCS or the Buyer as required by Clause 27.3, the Supplier must respond promptly to their further enquiries, co-operate with any investigation and allow the Audit of any books, records and relevant documentation.


27.5 In any notice the Supplier gives under Clause 27.3 it must specify the:


(a) Prohibited Act;

(b) identity of the Party who it thinks has committed the Prohibited Act; and 

(c) action it has decided to take.


28. Equality, diversity and human rights

28.1 The Supplier must follow all applicable equality Law when they perform their obligations under the Contract, including:



(a) protections against discrimination on the grounds of race, sex, gender reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity, age or otherwise; and

(b) any other requirements and instructions which CCS or the Buyer reasonably imposes related to equality Law.


28.2 The Supplier must take all necessary steps, and inform CCS or the Buyer of the steps taken, to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the Equality and Human Rights Commission (or any successor organisation) when working on a Contract.



29. Health and safety 

29.1 The Supplier must perform its obligations meeting the requirements of:



(a) all applicable Law regarding health and safety; and

(b) the Buyer’s current health and safety policy while at the Buyer’s Premises, as provided to the Supplier. 


29.2 The Supplier and the Buyer must as soon as possible notify the other of any health and safety incidents or material hazards they are aware of at the Buyer Premises that relate to the performance of a Contract. 



30. Environment

30.1 When working on Site the Supplier must perform its obligations under the Buyer’s current Environmental Policy, which the Buyer must provide.


30.2 The Supplier must ensure that Supplier Staff are aware of the Buyer’s Environmental Policy.



31. Tax 

31.1 The Supplier must not breach any Tax or social security obligations and must enter into a binding agreement to pay any late contributions due, including where applicable, any interest or any fines. CCS and the Buyer cannot terminate a Contract where the Supplier has not paid a minor Tax or social security contribution.


31.2 Where the Charges payable under a Contract with the Buyer are or are likely to exceed £5 million at any point during the relevant Contract Period, and an Occasion of Tax Non-Compliance occurs, the Supplier must notify CCS and the Buyer of it within 5 Working Days including:


(a) the steps that the Supplier is taking to address the Occasion of Tax Non-Compliance and any mitigating factors that it considers relevant; and

(b) other information relating to the Occasion of Tax Non-Compliance that CCS and the Buyer may reasonably need.


31.3 [bookmark: _heading=h.1x0gk37]Where the Supplier or any Supplier Staff are liable to be taxed or to pay National Insurance contributions in the UK relating to payment received under a Call-Off Contract, the Supplier must both:


(a) [bookmark: _heading=h.4h042r0]comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes and regulations relating to income tax, the Social Security Contributions and Benefits Act 1992 (including IR35) and National Insurance contributions; and 

(b) [bookmark: _heading=h.2w5ecyt]indemnify the Buyer against any Income Tax, National Insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made during or after the Contract Period in connection with the provision of the Deliverables by the Supplier or any of the Supplier Staff.


31.4 [bookmark: _heading=h.1baon6m]If any of the Supplier Staff are Workers who receive payment relating to the Deliverables, then the Supplier must ensure that its contract with the Worker contains the following requirements:

[bookmark: _heading=h.3vac5uf]

(a) [bookmark: _heading=h.2afmg28]the Buyer may, at any time during the Contract Period, request that the Worker provides information which demonstrates they comply with Clause 31.3, or why those requirements do not apply, the Buyer can specify the information the Worker must provide and the deadline for responding;

(b) [bookmark: _heading=h.pkwqa1]the Worker’s contract may be terminated at the Buyer’s request if the Worker fails to provide the information requested by the Buyer within the time specified by the Buyer;

(c) [bookmark: _heading=h.39kk8xu]the Worker’s contract may be terminated at the Buyer’s request if the Worker provides information which the Buyer considers is not good enough to demonstrate how it complies with Clause 31.3 or confirms that the Worker is not complying with those requirements; and

(d) the Buyer may supply any information they receive from the Worker to HMRC for revenue collection and management.


32. [bookmark: _heading=h.1opuj5n]Conflict of interest

32.1 [bookmark: _heading=h.48pi1tg]The Supplier must take action to ensure that neither the Supplier nor the Supplier Staff are placed in the position of an actual or potential Conflict of Interest.


32.2 The Supplier must promptly notify and provide details to CCS and each Buyer if a Conflict of Interest happens or is expected to happen.


32.3 [bookmark: _heading=h.2nusc19]CCS and each Buyer can terminate its Contract immediately by giving notice in writing to the Supplier or take any steps it thinks are necessary where there is or may be an actual or potential Conflict of Interest.


33. Reporting a breach of the contract 

33.1 As soon as it is aware of it the Supplier and Supplier Staff must report to CCS or the Buyer any actual or suspected breach of:



(a) Law;

(b) Clause 12.1; or 

(c) Clauses 27 to 32.



33.2 The Supplier must not retaliate against any of the Supplier Staff who in good faith reports a breach listed in Clause 33.1 to the Buyer or a Prescribed Person. 


34. Resolving disputes 

34.1 If there is a Dispute, the senior representatives of the Parties who have authority to settle the Dispute will, within 28 days of a written request from the other Party, meet in good faith to resolve the Dispute.


34.2 If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation using the Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure current at the time of the Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated by CEDR. If either Party does not wish to use, or continue to use mediation, or mediation does not resolve the Dispute, the Dispute must be resolved using Clauses 34.3 to 34.5.



34.3 Unless the Relevant Authority refers the Dispute to arbitration using Clause 34.4, the Parties irrevocably agree that the courts of England and Wales have the exclusive jurisdiction to: 



(a) determine the Dispute;

(b) grant interim remedies; and/or

(c) grant any other provisional or protective relief.


34.4 [bookmark: _heading=h.1302m92]The Supplier agrees that the Relevant Authority has the exclusive right to refer any Dispute to be finally resolved by arbitration under the London Court of International Arbitration Rules current at the time of the Dispute. There will be only one arbitrator. The seat or legal place of the arbitration will be London and the proceedings will be in English.


34.5 [bookmark: _heading=h.3mzq4wv]The Relevant Authority has the right to refer a Dispute to arbitration even if the Supplier has started or has attempted to start court proceedings under Clause 34.3, unless the Relevant Authority has agreed to the court proceedings or participated in them. Even if court proceedings have started, the Parties must do everything necessary to ensure that the court proceedings are stayed in favour of any arbitration proceedings if they are started under Clause 34.4.


34.6 The Supplier cannot suspend the performance of a Contract during any Dispute.



35. Which law applies

35.1 This Contract and any Disputes arising out of, or connected to it, are governed by English law.


[bookmark: _heading=h.2250f4o]
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24 (Changing the Contract)

		Contract Details 



		This variation is between:

		[delete as applicable: CCS / Buyer] ("CCS”  “the Buyer")

And 

[insert name of Supplier] ("the Supplier")



		Contract name:

		[insert name of contract to be changed] (“the Contract”)



		Contract reference number:

		[insert contract reference number]



		Details of Proposed Variation



		Variation initiated by:

		[delete as applicable: CCS/Buyer/Supplier]



		Variation number:

		[insert variation number]



		Date variation is raised:

		[insert date]



		Proposed variation

		



		Reason for the variation:

		[insert reason]



		An Impact Assessment shall be provided within:

		[insert number] days



		Impact of Variation



		Likely impact of the proposed variation:

		[Supplier to insert assessment of impact] 



		Outcome of Variation



		Contract variation:

		This Contract detailed above is varied as follows:

· [CCS/Buyer to insert original Clauses or Paragraphs to be varied and the changed clause]



		Financial variation:

		Original Contract Value:

		£ [insert amount]



		

		Additional cost due to variation:

		£ [insert amount]



		

		New Contract value:

		£ [insert amount]





1. This Variation must be agreed and signed by both Parties to the Contract and shall only be effective from the date it is signed by [delete as applicable: CCS / Buyer]

2. Words and expressions in this Variation shall have the meanings given to them in the Contract. 

3. [bookmark: _gjdgxs]The Contract, including any previous Variations, shall remain effective and unaltered except as amended by this Variation.


Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer]

		Signature

		



		Date

		



		Name (in Capitals)

		



		Address

		



		

		





Signed by an authorised signatory to sign for and on behalf of the Supplier

		Signature

		



		Date

		



		Name (in Capitals)

		



		Address
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