Annex C – Data Security Questionnaire

External Accreditation of Coastguard Training 

Tenderers for the above contract should complete the questionnaire below with details of how they would ensure the security of the MCA’s and our customers’ data, through compliance with the Government’s Security Policy Framework.

All questions must be responded to.  In the event that a particular question does not apply to your organisation, you should insert N/A, or ‘Not Applicable’ as the response and provide a rationale as to why it is not. 

Where a question requires you to provide evidence to demonstrate some aspect of your data security arrangements it is acceptable to supply this as a separate document.  However, it is the responsibility of each tenderer to ensure that all required additional evidence is submitted with this questionnaire.

	1
	Does your company comply with the HMG Security Policy Framework as detailed on the cabinet office website https://www.gov.uk/government/publications/security-policy-framework ? Yes/No



	
	

	2
	Has the company undergone any external verification of its processes and procedures for example ISO27001 certification? If Yes please provide details.



	
	

	3
	Does your company have a written Security Management Plan? If Yes Please provide evidence.



	
	

	4
	What reporting arrangements do you have in place, for example for informing your client of a security incident?



	
	

	5
	Where will the data be stored/hosted? 

	
	

	6
	What data will students need to enter onto the system, will there be personal data involved?

	
	

	7
	What session management security measures will be used (for the purpose of restricting attendance/capacity, removal of extant students etc.?)

	
	

	8
	Please demonstrate what audit and compliance activity you would undertake regarding data security relevant to the service provided?
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