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1. [bookmark: _heading=h.3znysh7]PURPOSE
1.1 [bookmark: _heading=h.2et92p0]The scope of works covers the maintenance and service call cover for Electronic Security Systems installed within specified Home Office buildings, Border Control points and Juxtaposed locations in Northern Europe.
2. [bookmark: _heading=h.tyjcwt]BACKGROUND TO THE CONTRACTING aUTHORITY
2.1 The Home Office have responsibility for keeping the United Kingdom safe from the threat of terrorism, control migration, securing the border, reducing and preventing crime, and ensuring people feel safe in their homes and communities.
3. [bookmark: _heading=h.3dy6vkm]Background to requirement/OVERVIEW of requirement
3.1 [bookmark: _heading=h.1t3h5sf]The installed electronic security systems are currently maintained by the Security Services Group (SSG), this contract ends on the 31st March 22, the purpose of this tender exercise is to appoint a new contractor to maintain the installed equipment from 1st April 22  
3.2 The installed electronic security systems form part the measures employed to ensure appropriate physical security is applied for the protection of Home Office buildings and its assets. At certain locations, the systems support border control functions.
4. [bookmark: _heading=h.4d34og8]Specification structure 

4.1 The Specification is made up of the following annexes:

· Annex A – Matrix of Deliverables Lots 1.
· Annex B – Standards and Processes
· Annex C – Key Performance Indicators
· [bookmark: _heading=h.2s8eyo1]Annex D – Payment Mechanism
· Annex E – Maintenance and Service Call Requirements  
· [bookmark: _heading=h.17dp8vu]Annex F – Planned Preventive Maintenance Procedures for Intruder   Detection Systems (IDS)
· Annex G – Planned Preventive Maintenance Procedures for Closed Circuit TV Systems (CCTV
· [bookmark: _heading=h.3rdcrjn]Annex H – Planned Preventive Maintenance Procedures for Automatic Access Control Systems (AACS) 

5. [bookmark: _heading=h.26in1rg]definitions 
	Expression or Acronym
	Definition

	IDS
	Intruder Detection Systems 

	CCTV
	Closed Circuit TV Systems 

	AACS
	Automatic Access Control Systems

	SMS
	Security Management Systems 

	IC
	Intercom Equipment 


6. [bookmark: _heading=h.lnxbz9]scope of requirement 
6.1 This contract covers the undertaking of planned preventive maintenance inspections, providing service call cover and replacing equipment which reaches end of life:
6.1.1 The systems covered, includes the installed IDS, CCTV, AACS, SMS and IC systems. 
6.1.2 The following items are not within the contract, 230 Volt electrical supplies, physical barriers (i:e doors, walls,  gates and AACS turnstiles). This equipment is covered within the wider facilities management contract  
7. [bookmark: _heading=h.35nkun2]The requirement
7.1 To maintain the installed electronic security systems in accordance with the schedules detailed out within the tender specification. 
7.2 To ensure the installed systems are operating to their optimum performance, and operational availability is above 95%. Any down time is limited to four hours after a service call has been logged for critical faults or 24 hours for non essential.  
7.3 In the event of a fault being reported, it is repaired in accordance with performance indicators detailed out within the tender specification.
7.4 Bring to the authorities’ attention any defects found, following a preventative maintenance inspection, or attendance to the site for a service call.
7.5 Ensure that any Technician who attends a site has a current Home Office security clearance at Security Cleared (SC) level and his name is included within the authorities Departmental Security Units database.
7.6 Ensure any technician who attends a site is suitably trained to work on the systems.
7.7 Ensure any technician who attends the site has appropriate tools and spare parts to rectify report faults.
7.8 The supplier is responsible for ensuring it has sufficiently trained staff with the appropriate security clearance to deliver the works detailed out in this contract.
7.9 Ensure that any information the supplier or its staff holds in relation to the installed security systems is managed in accordance with the Government's protective marking systems and treated as Official Sensitive.
7.10 Maintenance inspections are carried out to an agreed planning schedule and in accordance with the tasking instructions.
8. [bookmark: _heading=h.1ksv4uv]key milestones and Deliverables
8.1 The intention is to award the contract in January 2022, with a 3-month mobilisation period, operational responsibility for maintaining the systems to start on 1st April 2022.
8.2 The following Contract milestones/deliverables shall apply:
	Milestone 
/Deliverable
	Description
	Timeframe or Delivery Date

	1
	Engage with SSG and arrange for the operational and maintenance manuals to be made available 
	Within week 2 of Contract Award or no later than 30/01/2022

	2
	Submit correctly presented National Security Vetting forms of persons to be engaged on the contract 
	Within week 1 of Contract Award or no later than 15/01/2022

	3
	Engage with any specialist sub-contractors to be engaged on the contract and ensure commercial cover is put in place 
	Within week 3 of Contract Award or no later than 10/02/2022

	4
	Ensure all technicians to be engaged on the contract have been full trained to maintain the installed equipment 
	Within week 1 of Contract Award or no later than 30/03/22


[bookmark: _heading=h.44sinio]
9. [bookmark: _heading=h.2jxsxqh]MANAGEMENT INFORMATION/reporting
9.1 Monthly progress reports are to be supplied which detail out works undertaken during the preceding month, the reports are to include a full description of all works undertaken, hours spent on site, any issues found whilst undertaking works along with recommendations to rectify the fault. The reports are to be submitted in a format which allows cross referencing to the contract charge rates and allows the authority to approve monthly invoice charges against the rates set out within the contract.   Weekly and Monthly account manager meetings are to take place for addressing ongoing issues. The monthly reporting to be in addition to service reports issued by engineers attending site for maintaining and servicing the equipment  
10. [bookmark: _heading=h.z337ya]volumes
10.1 A spreadsheet is available to view at Lunar House Croydon, which details out level of service calls reported over a 9-month period.
11. [bookmark: _heading=h.3j2qqm3]continuous improvement
11.1 The Supplier will be expected to continually improve the way in which the required Services are to be delivered throughout the Contract duration.
11.2 The Supplier should present new ways of working to the Authority during monthly Contract review meetings. 
11.3 Changes to the way in which the Services are to be delivered must be brought to the Authority’s attention and agreed prior to any changes being implemented.
12. [bookmark: _heading=h.1y810tw]Sustainability
12.1 All works are to be undertaken in-accordance with current environmental legislation and policies, with particular attention being given to the disposal of any electronic security equipment removed from the buildings, this is to include sealed lead acid batteries. 
13. [bookmark: _heading=h.4i7ojhp]quality
13.1 Be accredited by the National Security Inspectorate at Gold for IDS and CCTV systems. (Lots. 1,2 and 4)          
13.2 Be a Hanwha approved partner for Installing and maintaining their CCTV products. (Lots 1,2 and 4)  
13.3 Be a Honeywell ProWatch approved installer at Platinum level for their AACS equipment (Lot 3) 
13.4 Be a Genetec approved partner for installing and maintaining their CCTV recording product (Lot 4)   
13.5 Demonstrate that they currently maintain a minimum of 5 large integrated security systems 
13.6 Demonstrate that they have sufficient engineers to provide geographical cover, this is to include a 4, and 24-hour response time to site, as set out within the specification
13.7 Demonstrate they can maintain all of the equipment currently installed under this contract. 
13.8 Demonstrate they have sufficient Microsoft Certified and Network Engineers, to manage data traffic across the security network, install software patches and update anti-virus software.
13.9 Be an Integrated Security Manufacturing (ISM) Genesys systems approved partner for the installed Security Management Systems (SMS), within the two Croydon control rooms and remote location at Heathrow (Lot 1)
13.10 Demonstrate that they have sufficient trained engineers to provide 1st line maintenance on the installed ISM Genesys Security Management System (lot 1)
13.11 The installation engineers will need to hold a national security vetting (NSV) at a minimum of SC.
13.12 Current accreditation for the following; Health and safety assessment scheme (CHAS), Environmental management systems OSO 14001: 2004, Safe contractor accreditation, Information security management system ISO/IEC 27001:2013. 
14. [bookmark: _heading=h.2xcytpi]PRICE
14.1 The tender price is to be broken down as follows, price for undertaking PPM inspections per building, and broken down for each system. Costs for responding to service calls, schedule of rates for maintaining individual components, which is to be used for additions or removing equipment from the contract, schedule of rates for any additional works requested    
14.2 The costs submitted for attending service calls (4- and 24-hour response) is to include the first hour’s labour time for working on site. The submitted hourly rate is to be used for charging for any additional hours spent on site and is to be calculated at 15-minute intervals for charging. 
14.3 Subject to 60 notice, the authority reserves the right to remove buildings and systems from the contract, the costs submitted for maintaining a building will be used for the contract variation sum under this situation.  

14.4 Prices are to be submitted via the e-Sourcing Suite Attachment 5 – Price Schedule excluding VAT and including all other expenses relating to Contract delivery.
15. [bookmark: _heading=h.1ci93xb]STAFF AND CUSTOMER SERVICE
15.1 The Supplier shall provide a sufficient level of resource throughout the duration of the Contract in order to consistently deliver a quality service.
15.2 The Supplier’s staff assigned to the Contract shall have the relevant qualifications and experience to deliver the Contract to the required standard. 
15.3 The Supplier shall ensure that staff understand the Authority’s vision and objectives and will provide excellent customer service to the Authority throughout the duration of the Contract.  
16. [bookmark: _heading=h.3whwml4]service levels and performance
16.1 The Authority will measure the quality of the Supplier’s delivery by:
16.1.1 
	KPI/SLA
	Service Area
	KPI/SLA description
	Target

	1
	Health and 
Safety 
	Compliance with all relative H&S legislation and safe working practices as set out within the Construction Design Management (CDM) and agreed operational practices whilst working on site   
	Target 100%

	2
	Preventative 
Maintenance 
Inspections 
	Program to be issued by 1st April, which details out dates when works will be undertaken within the financial year
Inspections are to be completed within a 14-day widow of the submitted program
Engineering reports to be issued within 7 days of inspections being completed.
HO security to be notified immediately of any serious systems defects when engineers are undertaking inspections
	Target 95%

	3
	Service calls
	Response times to site to be in line with the contract requirement, i:e  4,  or 24 Hour or agreed dated\time between HO Security and the supplier
Engineer reports to be issued within 7 days, of service call being completed
HO security to be notified immediately of any serious systems defects when engineers are completing a service call.
Quotations to be submitted within 7 days for any remedial works required following a service call  
	Target 95% 

	4
	Monthly 
reporting
	Reports to be issued within 10 days of a month end
Any queries raised on a submitted spreadsheet for works undertaken to be addressed within 7 days  
Invoices to be raised within 7 days, following approval of the spreadsheets
	Target 95%

	5
	System 
performance 
	The installed systems are to be maintained to a standard which ensures its operational availability meets agreed performance   
	Target 95%



16.2 [bookmark: _heading=h.2bn6wsx]The supplier will only be paid for works undertaken which are compliant with the contract requirement. Where the supplier is unable to repair a system, the authority reserves the right to place additional security guards on site and deduct the costs for supplying the guards from the suppliers’ monthly charges.
16.3 Where the supplier fails to meet the target performance indicators, the authority reserves the right to issue a written warning after three months, if the performance does not improve during the following two months termination of contract will be considered   
17. [bookmark: _heading=h.qsh70q]Security and CONFIDENTIALITY requirements
17.1 All persons engaged on this contract will need to hold a national security vetting at a minimum of Security Checked (SC). The supplier has full responsibility for ensuring they have sufficiently trained staff with SC vetting to meet the contractual requirements  
17.2 The supplier will not share any information with third parties relating to the details of the security systems installed across Home Office estate without written approval from the authority 
18. [bookmark: _heading=h.3as4poj]payment AND INVOICING 
18.1 A single spreadsheet is to be submitted at the beginning of each month for each lot; the spreadsheet is to provide detailed charges for works carried within the preceding month. The charges are to be fully broken down and allow the authority to check against the contract rates, as a minimum the costs for undertaking planned maintenance inspections per building, costs for any service calls attended and remedial works undertaken are to be clearly set out.    
18.2 Payment can only be made following satisfactory delivery of pre-agreed certified products and deliverables. 
18.3 A site instruction is to be issued by the authorities appointed persons prior to undertaking any works. The submitted monthly invoicing spreadsheet is to include all site instructions and be linked to specific charges for works undertaken that month.
19. [bookmark: _heading=h.1pxezwc]CONTRACT MANAGEMENT 
19.1 The submitted costs are to include all Project Management time for delivering the service and include attending authorities’ premises for weekly review meetings and producing monthly performance reports.
20. [bookmark: _heading=h.49x2ik5]LocationS 
20.1 Attachment 3, matrix of deliverables Lot 1 provides details of locations and systems to be maintained under this contract 
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