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[bookmark: _heading=h.rw6jq3cqubus]Part A: Order Form
Buyers must use this template order form as the basis for all Call-Off Contracts and must refrain from accepting a Supplier’s prepopulated version unless it has been carefully checked against template drafting.

	Platform service ID number
	692304091508143

	Call-Off Contract reference
	DfE Project_10335
Con_ 30734

	Call-Off Contract title
	Cyber threat intelligence platform 26/27 - Silobreaker 

	Call-Off Contract description
	Silobreaker Group Mini Subscription 2026/2027

	Start date
	24 January 2026

	Expiry date
	23 January 2027
(Optional +1 extension to 23 January 2028 – subject to additional DfE internal approvals)

	Call-Off Contract value
	The contract value is up to: 
Year 1 £105,000 excluding VAT, £126,000 including VAT

[Year 2 TBC and subject to additional DfE internal approvals] 

	Charging method
	BACS, annually in advance


	Purchase order number
	TBC




This Order Form is issued under the G-Cloud 14 Framework Agreement (RM1557.14).
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Services offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.

	From the Buyer
	The Department for Education 
on behalf of the Secretary of State for Education 
Sanctuary Buildings 
Great Smith Street 
London 
SW1P 3BT

	To the Supplier
	Silobreaker Ltd, 
3rd Floor, 
299 Oxford Street, 
London,
WC1 2DZ

	Together the ‘Parties’


             
Principal contact details
For the Buyer:
Title: REDACTED
Name: REDACTED
Email: REDACTED

For the Supplier: 
Name: REDACTED
Telephone: REDACTED
Email: REDACTED


 
Call-Off Contract term
	Start date
	This Call-Off Contract Starts on the Start Date listed under Part A and is valid for 12 months (the “Call-Off Contract Term” or a “Subscription Term”).

	
Ending
(termination)
	The notice period for the Supplier needed for Ending the Call-Off Contract is at least 90 Working Days from the date of written notice for undisputed sums (as per clause 18.6).
The notice period for the Buyer is a minimum of 30 days from the date of written notice for Ending without cause (as per clause 18.1).

	Extension period
	This Call-Off Contract can be extended by the Buyer for one period of up to 12 months by giving the Supplier 30 days written notice before its expiry. The extension period is subject to clauses 1.3 and 1.4 in Part B below. Extensions which extend the Term beyond 36 months are only permitted if the Supplier complies with the additional exit plan requirements at clauses 21.3 to 21.8.




Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

	G-Cloud Lot
	This Call-Off Contract is for the provision of Services Under:
· Lot 2: Cloud software: 692304091508143



	G-Cloud Services required
	The Services to be provided by the Supplier under the above Lot are listed in Framework Schedule 4 and outlined below: 
Service ID and service description: 692304091508143
Including:
- REDACTED 
- REDACTED
- REDACTED 
- REDACTED 
- REDACTED 
- Onboarding/Training Webinar

	Additional Services
		Not Applicable.	

	Location
	The Services will be delivered remotely. 

	Quality Standards
	The quality standards required for this Call-Off Contract are in the Supplier’s G-Cloud 14 Service Definition and Service Description.

	Technical Standards:
	The technical standards used as a requirement for this Call-Off Contract are described in the relevant Service Description and Service Definition Document. 

	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract, if any, are described in the relevant Service Description and Service Definition Document. 

	Onboarding
	The onboarding plan for this Call-Off Contract is described in the relevant Service Description and Service Definition Document.


	Offboarding
	The offboarding plan for this Call-Off Contract are described in the relevant Service Description and Service Definition Document.

	Collaboration agreement
	Not Applicable

	Limit on Parties’ liability
	Defaults by either party resulting in direct loss or damage to the property (including technical infrastructure, assets or equipment but excluding any loss or damage to Buyer Data) of the other Party will not exceed REDACTED per year.
The annual total liability of the Supplier for Buyer Data Defaults resulting in direct loss, destruction, corruption, degradation of or damage to any Buyer Data will not exceed £ REDACTED or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability of the Supplier for all other Defaults will
not exceed the greater of REDACTED or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).

	Buyer’s responsibilities
	The Buyer is responsible for:
REDACTED


	Buyer’s equipment
	Not Applicable 




Supplier’s information

	Subcontractors or partners
	Not Applicable



Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.

	Payment method
	The payment method for this Call-Off Contract is BACS 

	Payment profile
	The payment profile for this Call-Off Contract is annually in advance.

	Invoice details
	The Supplier will issue electronic invoices annually in advance. The Buyer will pay the Supplier within 30 days of receipt of a valid undisputed invoice.

	Who and where to send invoices to
	Invoices will be sent to REDACTED
And copied to: REDACTED 



	Invoice information required
	All invoices must include:

· the date of the invoice;
· a unique invoice number;
· Supplier’s full name and address;
· a valid purchase order reference 
· the charging period;
· a detailed line level breakdown of the appropriate charged including Services delivered; and,
· VAT.
All invoices must also be in an un-editable format (such as PDF) and be in accordance with the Charges agreed with the Buyer, as outlined within this Call-Off Contract.
Invoices without a valid purchase order are now rejected by the Buyer’s e-invoicing solution. The Buyer no longer accepts paper invoices.

	Invoice frequency
	Invoice will be sent to the Buyer annually in advance.

	Call-Off Contract value
	The total value of this Call-Off Contract for Year 1: 
£105,000 excluding VAT


If applicable Year 2 – TBC and subject to additional internal DfE approval

  

	Call-Off Contract charges
	The breakdown of the Charges is detailed in Schedule 2 (Call-Off Contract charges).




Additional Buyer terms

	Performance of the Service
	This Call-Off Contract will include the following Implementation Plan, exit and offboarding plans and milestones:
Described in the relevant Service Descriptions and Service Definition Documents 
Service ID: 692304091508143

	Guarantee
	Not applicable

	Warranties, representations
	In addition to the incorporated Framework Agreement clause 2.3, the Supplier warrants and represents to the Buyer that 

No additional warranties and representations. 

	Supplemental requirements in addition to the Call-Off terms
	Not applicable


	Alternative clauses
	No alternative clauses will apply:  


	Buyer specific
amendments
to/refinements of the Call-Off Contract terms
	In accordance with Call-Off Contract clauses, the Supplier has agreed to unqualified acceptance of the Buyers Special Terms as these will apply to the G-Cloud Call-Off Contract terms      

The Buyer Supplemental Security clauses form part of this Call-Off Contract. In the event of conflict, the order of precedence shall be as follows:
· G-Cloud 14 Framework Agreement
· G-Cloud 14 Order Form
· G-Cloud 14 Call-Off Contract
· Buyer Supplemental Security clauses
· Supplier Terms and Conditions 

Supplier Terms and Conditions below:




	Personal Data and Data Subjects
	The supplier shall adhere to the standard G-Cloud 14 framework terms and conditions, including Annex 1. The Supplier shall only collect Personal Data for the purposes of setting up access to the Services for the nominated License User and to be able to administer the Services and business relationship with the Buyer. The Supplier shall be an Independent Controller with respect to such handling of Personal Data.


	Intellectual Property
	Described in the Supplier Terms and Conditions  

	Social Value
	Described in the relevant Service Description and Service Definition Document

	Performance Indicators
	Data supplied by the Supplier in relation to Performance Indicators is deemed the Intellectual Property of the Buyer and may be published by the Buyer.




1. 	Formation of contract
1.1       By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 	The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 	This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 	In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract (Part B) and Order Form (Part A) will supersede those of the Supplier Terms and Conditions as per the order of precedence set out in clauses 8.3 to 8.6 inclusive of the Framework Agreement.
2. 	Background to the agreement
2.1 	The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.14.

	Signed
	Supplier
	Buyer

	Name
	REDACTED
	REDACTED

	Title
	REDACTED
	REDACTED

	Signature
	REDACTED
	REDACTED

	Date
	21/01/2026
	22/01/2026


	
2.2 		The Buyer provided an Order Form for Services to the Supplier. 
	
Buyer Benefits
[bookmark: _Hlk163057237]For each Call-Off Contract please complete a buyer benefits record, by following this link:
                       G-Cloud 14 Buyer Benefit Record	
[bookmark: _heading=h.xqn1uvg8qvre]Part B: Terms and conditions
	
1. 	Call-Off Contract Start date and length
1.1 	The Supplier must start providing the Services on the date specified in the Order Form.
1.2 	This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 36 months from the Start date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 	The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, provided that this is within the maximum permitted under the Framework Agreement of 1 period of up to 12 months.
1.4 	The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to set the Term at more than 24 months.	
2. 	Incorporation of terms
2.1 	The following Framework Agreement clauses (including clauses, schedules and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:
· 2.3 (Warranties and representations)
· 4.1 to 4.6 (Liability)
· 4.10 to 4.11 (IR35)
· 5.4 to 5.6 (Change of control)
· 5.7 (Fraud)
· 5.8 (Notice of fraud)
· 7 (Transparency and Audit)
· 8.3 to 8.6 (Order of precedence)
· 11 (Relationship)
· 14 (Entire agreement)
· 15 (Law and jurisdiction)
· 16 (Legislative change)
· 17 (Bribery and corruption)
· 18 (Freedom of Information Act)
· 19 (Promoting tax compliance)
· 20 (Official Secrets Act)
· 21 (Transfer and subcontracting)
· 23 (Complaints handling and resolution)
· 24 (Conflicts of interest and ethical walls)
· 25 (Publicity and branding)
· 26 (Equality and diversity)
· 28 (Data protection)
· 30 (Insurance)
· 31 (Severability)
· 32 and 33 (Managing disputes and Mediation)
· 34 (Confidentiality)
· 35 (Waiver and cumulative remedies)
· 36 (Corporate Social Responsibility)
· paragraphs 1 to 10 of the Framework Agreement Schedule 3
2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows:
2.2.1 a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
2.2.2 a reference to ‘CCS’ or to ‘CCS and/or the Buyer’ will be a reference to ‘the Buyer’
2.2.3 a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 The Parties acknowledge that they are required to complete the applicable Annexes contained in Schedule 7 (Processing Data) of the Framework Agreement for the purposes of this Call-Off Contract. The applicable Annexes being reproduced at Schedule 7 of this Call-Off Contract.
2.4 The Framework Agreement incorporated clauses will be referred to as incorporated Framework clause ‘XX’, where ‘XX’ is the Framework Agreement clause number.
2.5 When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.
	
3. 	Supply of services
3.1 	The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 	The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
	
4. 	Supplier staff
4.1		The Supplier Staff must:
4.1.1	 be appropriately experienced, qualified and trained to supply the Services
4.1.2 	apply all due skill, care and diligence in faithfully performing those duties
 4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
4.1.4	 respond to any enquiries about the Services as soon as reasonably possible
4.1.5	 complete any necessary Supplier Staff vetting as specified by the Buyer
4.2 	The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 	The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 	The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 	The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder if the Supplier is delivering the Services Inside IR35.
4.6 	The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14 digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 	If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment.
4.8 	If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.	
5. 	Due diligence
5.1 		Both Parties agree that when entering into a Call-Off Contract they:
5.1.1 	have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
5.1.2 	are confident that they can fulfil their obligations according to the Call-Off Contract terms
5.1.3	have raised all due diligence questions before signing the Call-Off Contract
5.1.4	have entered into the Call-Off Contract relying on their own due diligence

	
6. 	Business continuity and disaster recovery
6.1 	The Supplier will have a clear business continuity and disaster recovery plan in their Service Descriptions.
6.2 	The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 	If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
	
7. 	Payment, VAT and Call-Off Contract charges
7.1 	The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 	The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 	The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 	If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer.
7.5 	The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.
7.6 	If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
	7.7 	All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate.
7.8 	The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item.

7.9 	The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.
7.10 	The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998.
7.11 	If there’s an invoice dispute, the Buyer must pay the undisputed portion of the amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 	Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. 	Recovery of sums due and right of set-off
8.1 	If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. 	Insurance
9.1 	The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 		The Supplier will ensure that:
9.2.1 	during this Call-Off Contract, Subcontractors hold third party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £5,000,000
9.2.2 	the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit
9.2.3	all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.2.4 	all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 	If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 	If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
9.4.1 	a broker's verification of insurance
9.4.2 	receipts for the insurance premium
9.4.3	 evidence of payment of the latest premiums due
9.5 	Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
9.5.1 	take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
9.5.2	promptly notify the insurers in writing of any relevant material fact under any Insurances
9.5.3 	hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance
	
10. 	Confidentiality
[bookmark: _Hlk181200054]10.1 	The Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under incorporated Framework Agreement clause 34. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
	
11. 	Intellectual Property Rights
11.1	 	Save for the licences expressly granted pursuant to Clauses 11.3 and 11.4, neither Party shall acquire any right, title or interest in or to the Intellectual Property Rights (“IPR”s) (whether pre-existing or created during the Call-Off Contract Term) of the other Party or its licensors unless stated otherwise in the Order Form.

11.2     Neither Party shall have any right to use any of the other Party's names, logos or trademarks on any of its products or services without the other Party's prior written consent.
11.3 	The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence during the Call-Off Contract Term to use the Buyer’s or its relevant licensor’s Buyer Data and related IPR solely to the extent necessary for providing the Services in accordance with this Contract, including the right to grant sub-licences to Subcontractors provided that:
11.3.1		any relevant Subcontractor has entered into a confidentiality undertaking with the Supplier on substantially the same terms as set out in Framework Agreement clause 34 (Confidentiality); and
11.3.2 The Supplier shall not and shall procure that any relevant Sub-Contractor shall not, without the Buyer’s written consent, use the licensed materials for any other purpose or for the benefit of any person other than the Buyer.
11.4    The Supplier grants to the Buyer the licence taken from its Supplier Terms which licence     shall, as a minimum, grant the Buyer a non-exclusive, non-transferable licence during the Call-Off Contract Term to use the Supplier’s or its relevant licensor’s IPR solely to the extent necessary to access and use the Services in accordance with this Call-Off Contract.
11.5 	Subject to the limitation in Clause 24.3, the Buyer shall:
11.5.1 defend the Supplier, its Affiliates and licensors from and against any third-party claim:
(a) alleging that any use of the Services by or on behalf of the Buyer and/or Buyer Users is in breach of applicable Law;
(b) alleging that the Buyer Data violates, infringes or misappropriate any rights of a third party;
(c) arising from the Supplier’s use of the Buyer Data in accordance with this Call-Off Contract; and
11.5.2  in addition to defending in accordance with Clause 11.5.1, the Buyer will pay the amount of Losses awarded in final judgement against the Supplier or the amount of any settlement agreed by the Buyer, provided that the Buyer’s obligations under this Clause 11.5 shall not apply where and to the extent such Losses or third-party claim is caused by the Supplier’s breach of this Contract.
11.6 	The Supplier will, on written demand, fully indemnify the Buyer for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
11.6.1 rights granted to the Buyer under this Call-Off Contract
11.6.2 Supplier’s performance of the Services
11.6.3 use by the Buyer of the Services
11.7 	If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
11.7.1 modify the relevant part of the Services without reducing its functionality or performance
11.7.2 substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
11.7.3 buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.8 	Clause 11.6 will not apply if the IPR Claim is from:
11.8.1 the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
11.8.2 other material provided by the Buyer necessary for the Services
11.9 	If the Supplier does not comply with this clause 11, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
	
12. 	Protection of information
12.1 		The Supplier must:
12.1.1 comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud   Services or as required by Law or any Regulatory Body
12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
12.2.1 providing the Buyer with full details of the complaint or request
12.2.2 complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject     (within the timescales required by the Buyer)
12.2.4 providing the Buyer with any information requested by the Data Subject
12.3 	The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
	
13. 	Buyer data
13.1 		The Supplier must not remove any proprietary notices in the Buyer Data.
13.2 	The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.3 	If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.4 	The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policies and all Buyer requirements in the Order Form.
13.5 	The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.6 	The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
[bookmark: _heading=h.30j0zll1] 13.6.1	 the principles in the Security Policy Framework:
https://www.gov.uk/government/publications/security-policy-framework and the Government Security - Classification policy: https:/www.gov.uk/government/publications/government-security-classifications

13.6.2 guidance issued by the Centre for Protection of National Infrastructure on Risk Management: https://www.npsa.gov.uk/content/adopt-risk-management-approach and Protection of Sensitive Information and Assets: https://www.npsa.gov.uk/sensitive-information-assets
[bookmark: _heading=h.1fob9te1]13.6.3 the National Cyber Security Centre’s (NCSC) information risk management guidance: https://www.ncsc.gov.uk/collection/risk-management-collection 
13.6.4 government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint: https://www.gov.uk/government/publications/technologycode-of-practice/technology -code-of-practice 
13.6.5 		the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance:
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6.6 	Buyer requirements in respect of AI ethical standards.
13.7 		The Buyer will specify any security requirements for this project in the Order Form.
13.8 	If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.9 	The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.10 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.	
14. 	Standards and quality
14.1 	The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 	The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is at: https://www.gov.uk/government/publications/technologycode-of-practice/technology -code-of-practice
 
14.3 	If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 	If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 		The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.

15. 	Open source
15.1 	All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 	If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
	
16. 	Security
16.1 	If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.

16.2 	The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 	If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 	Responsibility for costs will be at the:
16.4.1 Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
16.4.2 Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 	The Supplier will immediately notify the Buyer of any breach of security of Buyer’s Confidential Information. Where the breach occurred because of a Supplier Default, the Supplier will recover the Buyer’s Confidential Information however it may be recorded.
16.6 	Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance:
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security 
16.7 	If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start date.
	
17. 	Guarantee
17.1 	If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start date:
17.1.1 an executed Guarantee in the form at Schedule 5
17.1.2 a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
	
18. 	Ending the Call-Off Contract
18.1 		The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2	The Parties agree that the:
18.2.1 Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
18.2.2 Call-Off Contract Charges paid during the notice period are reasonable compensation and cover all the Supplier’s avoidable costs or Losses
18.3 	Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence.
18.4 	The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
18.4.1 	a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
18.4.2 	any fraud
18.5	A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
18.5.1	the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
18.5.2	an Insolvency Event of the other Party happens
18.5.3	the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 	If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 	A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
	
19. 	Consequences of suspension, ending and expiry
19.1 	If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 	Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the ordered G-Cloud Services until the dates set out in the notice.
19.3 	The rights and obligations of the Parties will cease on the Expiry Date or End Date whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 	Ending or expiry of this Call-Off Contract will not affect:
19.4.1 	any rights, remedies or obligations accrued before its Ending or expiration
19.4.2 	the right of either Party to recover any amount outstanding at the time of Ending or expiry
19.4.3 	the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses
· 7 (Payment, VAT and Call-Off Contract charges)
· 8 (Recovery of sums due and right of set-off)
· 9 (Insurance)
· 10 (Confidentiality)
· 11 (Intellectual property rights)
· 12 (Protection of information)
· 13 (Buyer data)
· 19 (Consequences of suspension, ending and expiry)
· 24 (Liability); and incorporated Framework Agreement clauses: 4.1 to 4.6, (Liability),
24 (Conflicts of interest and ethical walls), 35 (Waiver and cumulative remedies)

19.4.4 	Any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires.
19.5		At the end of the Call-Off Contract Term, the Supplier must promptly:
19.5.1 return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
19.5.2 return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
19.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
19.5.4 destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
19.5.5 work with the Buyer on any ongoing work
19.5.6 return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
	
20. 	Notices
20.1 	Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
· Manner of delivery: email
· Deemed time of delivery: 9am on the first Working Day after sending
· Proof of service: Sent in an emailed letter in PDF format to the correct email address without any error message

20.2 	This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
	
21. 	Exit plan
21.1 	The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
[bookmark: _Hlk163058622]21.2 	When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 	If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 36 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 30 month anniversary of the Start date.
21.4 	The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 	Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 	The Supplier acknowledges that the Buyer’s right to take the Term beyond 36 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from CDDO under the Spend Controls process. The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
21.6.1 	the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the period on terms that are commercially reasonable and acceptable to the Buyer
21.6.2 	there will be no adverse impact on service continuity
21.6.3 	there is no vendor lock-in to the Supplier’s Service at exit
21.6.4	it enables the Buyer to meet its obligations under the Technology Code of Practice
21.7 	If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 	The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
21.8.1 	the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
21.8.2 	the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
21.8.3 	the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
21.8.4 	the testing and assurance strategy for exported Buyer Data
21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulations
21.8.6 any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition
	
22. 	Handover to replacement supplier
22.1 	At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
22.1.2 other information reasonably requested by the Buyer
22.2 	On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 	This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
	
23. 	Force majeure

23.1	Neither Party will be liable to the other Party for any delay in performing, or failure to perform, its obligations under this Call-Off Contract (other than a payment of money) to the extent that such delay or failure is a result of a Force Majeure event.
23.2	A Party will promptly (on becoming aware of the same) notify the other Party of a Force Majeure event or potential Force Majeure event which could affect its ability to perform its obligations under this Call-Off Contract.
23.3	Each Party will use all reasonable endeavours to continue to perform its obligations under the Call-Off Contract and to mitigate the effects of Force Majeure. If a Force Majeure event prevents a Party from performing its obligations under the Call-Off Contract for more than 30 consecutive Working Days, the other Party can End the Call-Off Contract with immediate effect by notice in writing.
	
24. 	Liability
[bookmark: _Hlk181200109]24.1 	Subject to incorporated Framework Agreement clauses 4.1 to 4.6, each Party's Yearly total liability for Defaults under or in connection with this Call-Off Contract shall not exceed the greater of five hundred thousand pounds (£500,000) or one hundred and twenty-five per cent (125%) of the Charges paid and/or committed to be paid in that Year (or such greater sum (if any) as may be specified in the Order Form).
24.2 		Notwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6, the Supplier's liability:

24.2.1 pursuant to the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited; and
[bookmark: _Hlk181200072][bookmark: _Hlk181200045]24.2.2 in respect of Losses arising from breach of the Data Protection Legislation shall be as set out in Framework Agreement clause 28.
24.3		Notwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6, the Buyer’s liability pursuant to Clause 11.5.2 shall in no event exceed in aggregate five million pounds (£5,000,000).
24.4		When calculating the Supplier’s liability under Clause 24.1 any items specified in Clause

24.2	 will not be taken into consideration.
	
25. 	Premises
25.1 	If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 	The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3     The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 	This clause does not create a tenancy or exclusive right of occupation.
25.5 	While on the Buyer’s premises, the Supplier will:
25.5.1 	comply with any security requirements at the premises and not do anything to weaken the security of the premises
25.5.2 	comply with Buyer requirements for the conduct of personnel
25.5.3 	comply with any health and safety measures implemented by the Buyer
25.5.4 	immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 	The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
	
26. 	Equipment
26.1 	The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services.
26.2 	Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 	When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
	
27. 	The Contracts (Rights of Third Parties) Act 1999
27.1 	Except as specified in clause 29.7, a person who is not a Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. 	Environmental requirements
28.1 	The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 	The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
	
29. 	The Employment Regulations (TUPE)
29.1 	The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.                             
29.2	 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to end it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of:

29.2.1 	the activities they perform
29.2.2 	age
29.2.3 	start date
29.2.4 	place of work
29.2.5 	notice period
29.2.6 	redundancy payment entitlement
29.2.7 	salary, benefits and pension entitlements
29.2.8 	employment status
29.2.9 	identity of employer
29.2.10	 working arrangements
29.2.11outstanding liabilities
29.2.12 	sickness absence
29.2.13 	copies of all relevant employment contracts and related documents
29.2.14 all information required under regulation 11 of TUPE or as reasonably requested by the BuyerThe Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.3 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.4 The Supplier will cooperate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.5 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
29.5.1 its failure to comply with the provisions of this clause
29.5.2 any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.6 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.7 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
	
30. 	Additional G-Cloud services
30.1 	The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party.
30.2 	If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
	
31. 	Collaboration
31.1 	If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start date.
31.2 		In addition to any obligations under the Collaboration Agreement, the Supplier must:
31.2.1 work proactively and in good faith with each of the Buyer’s contractors
31.2.2 co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
	
32. 	Variation process
32.1 	The Buyer can request in writing a change to this Call-Off Contract using the template in Schedule 9 if it isn’t a material change to the Framework Agreement or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 	The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request using the template in Schedule 9. This includes any changes in the Supplier’s supply chain.
32.3 	If either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days’ notice to the Supplier.
	
33. 	Data Protection Legislation (GDPR)
33.1 	Pursuant to clause 2.1 and for the avoidance of doubt, clause 28 of the Framework Agreement is incorporated into this Call-Off Contract. For reference, the appropriate UK GDPR templates which are required to be completed in accordance with clause 28 are
	reproduced in this Call-Off Contract document at Schedule 7. 	
[bookmark: _heading=h.o3xjzzxu81k6]Schedule 1: Services
	The Supplier will provide the Buyer with the service as outlined below and, in the GCloud 14 service offering for Service ID: 692304091508143

Silobreaker Group Mini Subscription, which includes: 
- Up to 5 named user accounts 
- Open-source data, all languages (currently 21) 
- Deep & dark web data
- 1 x brand threat protection for Department for Education: phishing monitoring 
- ‘All you can eat’ (subject to fair use): Unlimited number of searches, dashboards, watch-lists, source lists, email alerts, reports, use of sharing/collaboration tools
 - Onboarding/Training Webinar

[bookmark: _heading=h.12onm3qwn96l]Schedule 2: Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Platform pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term is as follows: 

[image: ]

[bookmark: _heading=h.hc8fz0ymozga][bookmark: _heading=h.8rcq6kdxexjg]Schedule 3: Collaboration agreement – Not Used 

Schedule 4: Alternative clauses - Not Used 		
Schedule 5: Guarantee - Not Used
Schedule 6: Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Expression
	Meaning

	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Clause 2 (Services) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Platform).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses.

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract
(as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes
· created by the Party independently of this Call-Off Contract, or
For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The Personal Data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract.

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.


	 Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form, set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, Personal Data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the UK GDPR.

	Crown
	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.


	 Data Loss Event
	Event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Call-Off Contract and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach.

	Data Protection Impact Assessment (DPIA)
	An assessment by the Controller of the impact of the envisaged Processing on the protection of Personal Data.

	Data Protection Legislation (DPL)
	(i) the UK GDPR as amended from time to time; (ii) the DPA 2018 to the extent that it relates to Processing of Personal Data and privacy; (iii) all applicable Law about the Processing of Personal Data and privacy.

	Data Subject
	Takes the meaning given in the UK GDPR

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract
Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) 	.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental
Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information
Commissioner or relevant government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.


	 ESI Reference Number
	The 14 digit ESI reference number from the summary of the outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
https://www.gov.uk/guidance/check-employment-status-fortax 

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Financial Metrics
	The following financial and accounting measures:
· Dun and Bradstreet score of 50
· Operating Profit Margin of 2%
· Net Worth of 0
· Quick Ratio of 0.7

	Force Majeure
	A force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available
The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force
Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.14 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.


	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Clause 2 (Services) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	UK GDPR
	The retained EU law version of the General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Government
Procurement Card
	The government’s preferred method of purchasing and payment for low value goods or services.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK government guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK government guidance and the Crown Commercial Service guidance, current UK government guidance will take precedence.

	Implementation Plan
	The plan with an outline of processes (including data standards for migration), costs (for example) of implementing the services which may be required as part of Onboarding.

	Indicative test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.


	 Information security management system
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.


	Insolvency event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium
· a Supplier Trigger Event

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
(a)  copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
(b)   applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· (c)   all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership
It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.


	 Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or Buyer’s possession before the Start date.

	Law
	Any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, regulation, order, regulatory policy, mandatory guidance or code of practice, judgement of a relevant court of law, or directives or requirements with which the relevant Party is bound to comply.

	Loss
	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgement, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement Schedule 6.

	Material Breach
	Those breaches which have been expressly set out as a Material Breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.


 
	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a contracting body with the Supplier in accordance with the ordering processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Performance Indicators
	The performance information required by the Buyer from the Supplier set out in the Order Form.

	Personal Data
	Takes the meaning given in the UK GDPR.

	Personal Data Breach
	Takes the meaning given in the UK GDPR.

	Platform
	The government marketplace where Services are available for Buyers to buy.

	Processing
	Takes the meaning given in the UK GDPR.

	Processor
	Takes the meaning given in the UK GDPR.

	Prohibited act
	To directly or indirectly offer, promise or give any person working for or engaged by a Buyer or CCS a financial or other advantage to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud


	 Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment.

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymisation and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the government’s high performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory body or bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the employment regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the services after the expiry or Ending or partial Ending of the Call-
Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement supplier
	Any third-party service provider of replacement services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Security management plan
	The Supplier's security management plan developed by the Supplier in accordance with clause 16.1.


	 Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data and Performance Indicators data.

	Service definition(s)
	The definition of the Supplier's G-Cloud Services provided as part of their Application that includes, but isn’t limited to, those items listed in Clause 2 (Services) of the Framework Agreement.

	Service description
	The description of the Supplier service offering as published on the Platform.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controlsche ck-if-you-need-approval-to-spend-money-on-a-service 

	Start date
	The Start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a subcontractor in which the subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a subcontract
(permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier
	The person, firm or company identified in the Order Form.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.


	 Supplier staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form.

	Trigger Event
	The Supplier simultaneously fails to meet three or more Financial Metrics for a period of at least ten Working Days.

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Variation Impact Assessment
	An assessment of the impact of a variation request by the Buyer completed in good faith, including:
a) details of the impact of the proposed variation on the Deliverables and the Supplier's ability to meet its other obligations under the Call-Off Contract; 
b) details of the cost of implementing the proposed variation;
c) details of the ongoing costs required by the proposed variation when implemented, including any increase or decrease in the Charges, any alteration in the resources and/or expenditure required by either Party and any alteration to the working practices of either Party;
d) a timetable for the implementation, together with any proposals for the testing of the variation; and
such other information as the Buyer may reasonably request in (or in response to) the variation request;

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.
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Schedule 7: UK GDPR Information – Not Used no personal data is processed via this contract 
Annex 1: -– Not Used 
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Schedule 9 - Variation Form

This form is to be used in order to change a Call-Off Contract in accordance with Clause 32 (Variation process)

	Contract Details 

	This variation is between:
	[insert name of Buyer] (“the Buyer")
And 
[insert name of Supplier] ("the Supplier")

	Contract name:
	[insert name of contract to be changed] (“the Contract”)

	Contract reference number:
	[insert contract reference number]

	Details of Proposed Variation

	Variation initiated by:
	[delete as applicable: Buyer/Supplier]

	Variation number:
	[insert variation number]

	Date variation is raised:
	[insert date]

	Proposed variation
	

	Reason for the variation:
	[insert reason]

	A Variation Impact Assessment shall be provided within:
	[insert number] days

	Impact of Variation

	Likely impact of the proposed variation:
	[Supplier to insert assessment of impact] 

	Outcome of Variation

	Contract variation:
	This Contract detailed above is varied as follows:
· [Buyer to insert original Clauses or Paragraphs to be varied and the changed clause]

	Financial variation:
	Original Contract Value:
	£ [insert amount]

	
	Additional cost due to variation:
	£ [insert amount]

	
	New Contract value:
	£ [insert amount]


1. This Variation must be agreed and signed by both Parties to the Contract and shall only be effective from the date it is signed by Buyer
2. Words and expressions in this Variation shall have the meanings given to them in the Contract. 
3. The Contract, including any previous Variations, shall remain effective and unaltered except as amended by this Variation.

Signed by an authorised signatory for and on behalf of the Buyer
	Signature
	

	Date
	

	Name (in Capitals)
	

	Address
	

	
	





Signed by an authorised signatory to sign for and on behalf of the Supplier
	Signature
	

	Date
	

	Name (in Capitals)
	

	Address
	

















Supplier Terms and Conditions
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1. Company background and product overview 
 


Silobreaker has specialised in supporting intelligence operations on cyber, geopolitics and 


physical security OSINT use-cases since 2014, and was founded by experts in AI, text-mining, 


financial services and military intelligence. 


The company is headquartered in London, with teams in the UK, US and Sweden (R&D). It has a 


global customer base, including leading banks, central banks, Fortune 500 companies, public 


sector, government and defence organisations. 


Silobreaker’s vision is to build a safer and more informed world by bridging the gap between data 


and intelligence. The company is a leading security and threat intelligence technology company 


that provides powerful insights on emerging risks and opportunities in near-real time. It 


automates the collection, aggregation, and analysis of data from open and dark web sources in a 


single platform so intelligence teams can produce and disseminate high-quality, actionable 


insights in line with priority intelligence requirements. This enables global enterprises to make 


intelligence-led decisions to safeguard their business from cyber, physical and geopolitical 


threats, ultimately helping them to mitigate risks, protect revenue and maximise business value. 


This ability for customers to seamlessly pivot in real-time between data sets, use-cases and 


stakeholder requirements, offers time and efficiency gains that no other product in the 


intelligence space can match. 


Service name: 


 


Service type: 
 


Service 


features: 
 


 


 


 


 


 


 


 


 


 


Service 


benefits:  


Silobreaker Online 
 


Cloud software 
 


• Real-time open source information in 21 languages. 


• Analytical tool-set that contextualises and visualises the data. 


• Geo-mapping, link-analysis, entity extraction, time-lines. 


• Trending and early warning tools. 


• Customisable dashboards and watch-lists. 


• Auto-generated email alerts. 


• Reporting and dissemination tools. 


• Collaboration tools and workflow support. 


• Online access from multiple devices. 


 


• Gain intelligence on threat actors, malware, ransomware, breaches, vulnerabilities, IOCs. 


• Perform asset-monitoring of products, brands, credentials, domains, IP-addresses. 


• Gain OSINT on geopolitics, instabilities, terrorism, crime, incidents, disasters, diseases. 


• Gain OSINT on companies, industries, markets, executives. 


• Empower human analysis for detecting, predicting, responding to threats, risks and 


opportunities. 


• Collect, process, search and analyse data in a single system. 


• Get out-of-the-box implementation without time-consuming onboarding. 


• Disseminate findings to stakeholders in a timely and uncomplicated manner. 


• Reduce cost, improve organisational efficiency in dealing with external data. 


• Achieve high ROI from both time-savings and decision-support improvements. 
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2. Problems and challenges addressed by Silobreaker 
 


 


 


Data has become the adversary – Having access to data used to be an advantage for 


intelligence purposes. Not anymore. Organisations are drowning in data and ‘having everything’ 


is as pointless as it is impossible. Key findings in recent research by IDC shows “the amount of 


data created over the next three years will be more than the data created over the past 30 years, 


and the world will create more than three times the data over the next five years than it did in the 


previous five.” 


Unstructured data is the main culprit behind the data problem. Estimates suggest that up to 


90% of all the data in the world is unstructured and growing at an annual rate of 55-65%. Which 


is to say that there is a huge amount of unorganised and frequently text-heavy information out 


there that is complex to process, search and understand. But the truth is that the main resource 


for intelligence “past the perimeter” is unstructured data on the web regardless of use-case, topic 


or intelligence requirement.  


 


 


90% of all data is unstructured and overwhelming to deal with but is the main source for intelligence “past the perimeter”. 
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Lacking technology for context and evidence - As cyber threat intelligence moves outside the 


perimeter and widens its scope and reliance on external unstructured data, organisations are 


faced with several problems: 


 


- The challenge to monitor malicious use of their digital and physical assets on the open web and deep and 


dark web (IP-addresses, domains, emails, credit cards, products, brands, staff, executives, office locations). 


- The challenge to protect their infrastructure from vulnerabilities, breaches and exploits first revealed in 


forums, code repositories or social media - and to use such intelligence to prioritise risk mitigation. 


- The challenge to assess third party suppliers’ security posture and their potential exposure to ransomware or 


other threats and risks. 


- The challenge to put cyber events in context of non-cyber matters like geopolitics, physical security and 


reputational risk. 


- The challenge to analyse different types of risks, threats and opportunities (cyber, physical, business), their 


impact and correlation. 


- The challenge to produce and communicate strategic intelligence to stakeholders, including executive 


management and the board. 


 


Limitations from siloed intelligence – As the physical and digital worlds interact more and 


more, the lines between the traditional security disciplines get increasingly blurred because 


organisations can no longer look at a threat, risk or opportunity in isolation. And it is not just an 


overlap between the categories, there are strong interdependencies between them too. This 


means the PIRs (priority intelligence requirements) need to evolve to reflect a more 


multidisciplinary approach which will have implications for both the setup of an organisation’s 


intelligence operation and the number of internal stakeholders involved. 


 


 


More stakeholders expecting faster dissemination – Multidisciplinary intelligence 


requirements lead to more executive stakeholders being involved and a broader internal reliance 


on the deliverables from the intelligence teams. This requires technology and processes that 


support the workflow of the full intelligence cycle from data collection and data processing to the 


analysis and intelligence production and finally to the dissemination of the intelligence to 


stakeholders to support their decision-making.  
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3. Silobreaker’s approach and solution 
 


Providing unmatched transparency to unstructured data - We specialise in making sense of 


unstructured data from the web. Our technology uses data fusion techniques and machine 


learning algorithms to process, contextualise and bring meaning to all the data. By understanding 


the ‘who’, ‘what’, ‘where’ and ‘when’, as well as the relationships between them, Silobreaker cuts 


through the noise to uncover the information most valuable to each organisation and use-case. 


Since contextualising the data brings order and structure to the unstructured data, a customer 


can use charts and other visualisations to display the results for their queries. This makes it 


easier to analyse and interpret the information and to present the findings to colleagues and 


stakeholders.  


 


A key aspect of our proprietary technology is the entity detection and term-to-term relationship 


analysis, bringing relevance and connections down to the data-point level rather than just 


matching query keywords with documents. This entity-centric and multi-dimensional data 


approach enable better and quicker contextualisation of the data and more timely results. 


Ultimately, we enable customers to produce actionable intelligence from unstructured data 


regardless of use-case, topic or requirement.  


 


Silobreaker’s unique positioning as a hub for structured and unstructured data analysis results in 


customers promoting the platform and requesting other vendors to partner with Silobreaker as 


the customers look to get more value out of their data and technology purchases. Silobreaker is 


the unrivalled platform for accessing, processing and analysing structured and unstructured data 


across data sets and intelligence use-cases. Time and efficiency gains alone offer a high and 


fast ROI for customers.  


 


Silobreaker offers a unique single platform for multi-disciplinary intelligence requirements. 
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Supporting data and use-case versatility - Our products champion the emergence of the multi- 


and interdisciplinary approach to intelligence, combining cyber, physical security, geopolitics and 


business operations. Our products offer holistic views of an organisation’s threat landscape and 


help customers understand the connections and interdependencies between threats, actors, 


campaigns and attack types. The focus of the traditional cyber intelligence industry remains 


primarily on producing and processing structured threat data, and though some vendors create 


unstructured data, mainly intelligence reports, they offer few tools to analyse it or bridge the data 


to other unstructured datasets. 


 
Traditional threat intelligence vendors lack the data and/or technology to expand outside the cyber domain. 


 


Offering technology for the full intelligence cycle – We build a ‘one-stop’ technology platform 


that covers both the back-end requirements for data collection and processing as well as front-


end products that support the workflow for managing intelligence requirements, and performing 


analysis, intelligence production and dissemination. While there are many vendors offering 


products for each of these steps, we bring all the steps together in one platform offering. From 


the import and integration of data to the export and dissemination of intelligence. 


 


 


The Silobreaker Intelligence Platform supports the full intelligence cycle 


  







Silobreaker Online  Service Definition G-Cloud 14 Back to Index
  


8  Back to Index 
 


4. Features 
 


Silobreaker offers many tools and visualisations that support the users’ workflow and help them 


manage intelligence requirements, analyse data, interpret findings, and produce and disseminate 


intelligence to stakeholders. 


Here are some of the main features: 


 


 


Languages 
 
Our integrated translation means that you can 


work in a single language or across several at 


the same time. We collect data in English, 


French, Spanish, German, Italian, 


Portuguese, Dutch, Swedish, Norwegian, 


Danish, Finnish, Polish, Russian, Ukrainian, 


Romanian, Arabic, Persian, Urdu, Chinese, 


Japanese, Korean. 


 


 


 


360° Search  


 


Get a level of perspective that plain search 


results don’t provide. 360 Search gives you an 


overview of what is relevant from all the latest 


data, enriched with our analytics and 


contextualised visualisations. 


 
 


Hot Spots – Geo-mapping 


 


Perform real-time geo-mapping of news and 


events. Overlay the data with coordinates for 


your own geo-locations to evaluate threats to 


your operations from civil unrest, natural 


disasters, pandemics, criminal activity or 


terrorist attacks. 
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Network – Link analysis 


 


Connects relationships and associations 


between entities in real-time based on their 


co-occurrences in the data, helping you to see 


beyond your original focus. A powerful 


visualisation, it's perfect for your research 


efforts and internal reports. 


  


 


Heat – Early warning 


 


Get early warnings about who or what is 


getting unusual amounts of attention. Heat 


shows what’s trending in the last 24 hours and 


for the last week. 


 
 


Time Series 


 


See how stories have broken, evolved and 


spread. Explore further through industry, 


sector or geography to understand why 


specific people, companies, hacker groups or 


other entity types are trending  


 
 


Entity Resolution 


 


Utilise Silobreaker’s constantly expanding 


ecosystem of entities to extract key players 


and insights in the data, the relationships 


between them and the impact they have on 


events, companies and industries.  
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Dashboards 


 


Customise multiple queries and manage use-


cases and projects more easily with the use of 


dashboards. Create as many as you need, 


then share them with colleagues for 


collaboration and workflow support. 


 
 


Report-Tool 


 


Create, write and distribute in-depth reports or 


short digests straight from Silobreaker. 


Combine your findings in Silobreaker with 


your own editorial comments and viewpoints. 


Collaborate with colleagues to streamline the 


branding, report-design and its content.  
 


 


5. API 
 
Silobreaker’s API allows you to integrate data and results in your own environment, or leverage 


third-party products with the strength of Silobreaker's features. 


 


Our RESTful API is an optional addition to a Silobreaker Online subscription.  It requires an API 


key that is allocated once the purchase has been made. 


 


The API is ‘feature-complete’.  Any data or result which is available in the Silobreaker Online 


user-interface can also be queried and extracted through the API. You can also use the API to 


upload your own data in your Silobreaker account. 


 


The API supports several of response format types. The most common ones are XML and JSON 


which both can be used for all requests. Other more specialised formats are Atom 1.0 and HTML 


for document lists and CSV for csv content.  


 


6. Mobile 
 


Silobreaker is designed to be used on both desktop and mobile devices. Our mobile-friendly 


browser version is our primary tool for mobile devices. 
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7. Non-functional Features 
 


a) Availability & Operability 
 


Silobreaker Online has a high availability with uptime exceeding 99.5% over the last 10 years, 


including scheduled maintenance. High availability is ensured through a combination of 


factors; load balanced & mirrored web and application servers, mirrored/replicated database 


servers, spare parts on and off site for fast component replacement and 24/7 DevOps/incident 


response team. Servers and applications are monitored constantly using both external and 


internal sensors, with support team notified within minutes of a component or application 


failure. 


 


Silobreaker Online is hosted in a sustainable co-location datacentre with maximum security in 


Stockholm, Sweden (https://bahnhof.cloud/en), utilising: 


 


* Fully redundant routers 


* Exceptional DDoS protection 


* Diverged cable paths 


* Dual Electricity Supply 


* Automatic Diesel Generators 


* UPS Battery Backup heating 


* Security Class 2 & Alarm Class 3 


* Video Surveillance 


* Aspiring Smoke Detectors 


* Extinguishing Agent IG55 


 


There are no maintenance windows affecting availability, all maintenance is done live and 


continually. 


 


b) Feature Release & Depreciation Schedule 
 


Silobreaker releases improvements and additions to the service continually. Updates, bug 


fixes and general improvements are released several times a week, with no service 


interruption for users. New features are released as feature toggles – enabling graceful 


migration before depreciation of old features. Depreciation of functionality is only performed 


when an old feature is no longer in use. 


 


c) Backup 
 


Silobreaker Online is hosted in a sustainable co-location datacentre with maximum security in 


Stockholm, Sweden (https://bahnhof.cloud/en) with backups performed to offsite datacentres 


with backup robots / magnetic tape. 


 



https://bahnhof.cloud/en

https://bahnhof.cloud/en
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Data stored in Silobreaker Online is stored with full redundancy on at least two database 


replicas at each given moment in time. Incremental backups are done to offsite location 


nightly, with full backups to offsite location weekly.  


 


In case of database failure, a hot replica will resume operations within minutes of failure. A 


severe systems crash with corruption in all replicas will require a database restore, estimated 


at 6-12 hours of downtime. 


 


All hardware components have redundant spare parts on site for fast recovery from hardware 


failure. 


 


d) Support 


 


Ensuring the highest service quality and the best and fastest customer support related to the 


service are integral parts of our business strategy for growth and success.  As a smaller vendor 


we pride ourselves in providing a high level of personal customer and product support.   


 


• A dedicated account executive who will be the main point of contact post-sales and 


can be contacted at any time for customer or product support matters. 


• A customer success team that will provide user support throughout the subscription 


period. 


• An email address that customers can use to contact our product support team at 


any time 24/7. 


• A phone number that customer can use to report technical errors to our support 


team at any time 24/7. 


 


In some cases, dedicated first and second hand support is provided by a Silobreaker reseller 


or partner company. This is managed through a separate direct agreement between the 


customer and the Silobreaker partner company, to which Silobreaker in turn supports as well 


as providing level three support to the customer. 


 


e) Service Levels – Support Policy 


 


Our ambition is to respond to support requests immediately without delay.  At a minimum, we 


will use our reasonable endeavours to ensure that the following targets are met in respect of 


product support requests from you: 


 


Report Category 
Primary 


Response 


Target 


Resolution 


Permanent 


Resolution 


1. Major Error 4 working hours 12 working hours 2 working weeks 


2. Serious Error 8 working hours 2 working days 4 working weeks 


3. Minor Issue 5 working days Future Release Future Release 


 


Where Report Category is defined as: 
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Major Error is a material error which prevents the service from being run or cripples the service 


or causes severe performance degradation. 


 


Serious Error is a material error which causes performance degradation, failure or disruption 


of a major task or feature where no alternative exists or delay in a time critical implementation 


of the service, other than a category 1 issue. 


 


Minor Issue is any non-material defect or failure of the service to perform or provide facilities, 


functions and capacity, other than a category 1 or 2 issue. 


 


Catastrophic events, e.g. data centre outages, are not covered by this policy but managed 


through disaster recovery measures on a case by case basis. 


 


Where Response/Action is defined as: 


 


Primary Response – a contact from our product support staff reporting the results of an initial 


investigation into the error, giving details of our analysis of the possible causes of the error and, 


where possible, proposing a solution for a temporary and/or permanent fix and a timetable for 


achieving that solution. 


 


Target Resolution - an acceptable temporary work around the issue that allows users to 


operate the service without substantial degradation in performance. A temporary fix will only be 


applied where applicable. In some instances, a temporary fix may not be available. 


 


Permanent Resolution – a permanent resolution of the issue which restores the service to 


perform substantially in accordance with the product or functionality description. 


 


“Working Hour” for the purpose of service levels is defined as any hour between 8am-5pm (UK 


time) on non-UK-holiday weekdays (Mon-Fri). 


 


“Working Day” for the purpose of service levels is defined as any non-UK-holiday weekday 


between a Monday and a Friday. 


 


“Working Week” for the purpose of service levels is defined as five consecutive Working Days. 


 


The allocation of a report category will be at our sole discretion. 


 


Where a problem cannot be fixed within the target response time, we will agree with you on 


how to proceed in order to resolve the issue in question. 


 


The target response times exclude any time where we are waiting on you to provide information 


or complete a task. 
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8. Security 
 


a) Data-in-Transit Protection 


 


Protection between user device and 


Silobreaker Online: 


 


 


TLS (Version 1.2 or above) 


 


Protection internally within Silobreaker Online: 


 


•  


• TLS (Version 1.2 or above) 


•  


 


Protection between Silobreaker Online and 


other services where API is exposed: 


•  


• TLS (Version 1.2 or above) 


 


Silobreaker uses the highest level of 


encryption supported by the other service/API 


 


b) Asset Protection 


 


Data storage and processing locations: 


 


 


Sweden, United Kingdom, EEA 


 


Physical security measures to safeguard the 


hosting of the Silobreaker Online: 


 


Silobreaker Online is hosted in a sustainable 


co-location datacentre with maximum security 


accredited to ISO 27001 in Stockholm, 


Sweden (https://bahnhof.cloud/en), utilising: 


 


* Fully redundant routers 


* Exceptional DDoS protection 


* Diverged cable paths 


* Dual Electricity Supply 


* Automatic Diesel Generators 


* UPS Battery Backup heating 


* Security Class 2 & Alarm Class 3 


* Video Surveillance 


* Aspiring Smoke Detectors 


* Extinguishing Agent IG55 


 


Physical access to servers and related 


infrastructure is available to four, named, 


individuals utilising individual code badge for 


access to datacentre, and individual keys for 


access to server racks. 


 


Protection from unauthorised access to 


storage media containing customer data: 


 


Silobreaker uses high-security hosting 


facilities with restricted physical access. 



https://bahnhof.cloud/en
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Servers are in locked enclosures that can 


only be accessed by Silobreaker hosting staff. 


 


Data at rest is encrypted on the service level 


using AES, as well as using drive encryption. 


 


Protection of data at rest 


 


- Physical access control, complying 


with another standard 


- Encryption of all physical media 


- Scale, obfuscating techniques, or data 


storage sharding 


 


User-uploaded data is encrypted both on 


physical media and in application layer. 


Physical and logical access control 


complies with the controls of a full-scope 


ISO 27001 accreditation of both Silobreaker 


and our third-party data center. 


 


 


Separation of data between customers: 


 


Silobreaker enforces separation in the 


application layer. The user’s access context is 


mapped to a set of index partitions to which 


the user has access. All query operations are 


filtered to only retrieve from accessible 


partitions, and results retrieved are verified 


against the same partitions using a separate 


code path before returned to the user. 


 


Destruction and sanitisation process of 


disposed equipment: 


 


Silobreaker uses secure destruction facilities 


for all sensitive storage media. Material to be 


destructed is transported in secure containers 


to the destruction facility where degaussing 


(or equivalent) is performed to fully erase the 


materials before being decommissioned and 


recycled as electronics waste. Destruction 


procedures are certified under ISO 27001. 


 


Secure destruction is handled by Veolia 


Recycling Solutions Sweden AB. 


 


Penetration-testing: 


 


Frequency: at least every 12 months 


Approach: external testing company 


 


c) Availability & Resilience 


 


Silobreaker Online availability: 
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Silobreaker Online has a high availability with 


uptime exceeding 99.5% over the last 10 


years, including scheduled maintenance. High 


availability is ensured through a combination 


of factors; load balanced & mirrored web and 


application servers, mirrored/replicated 


database servers, spare parts on and off site 


for fast component replacement and 24/7 


DevOps/incident response team. Servers and 


applications are monitored constantly using 


both external and internal sensors, with 


support team notified within minutes of a 


component or application failure.  System 


utilization is constantly monitored and 


hardware and infrastructure is over-


provisioned to handle between 2-10x 


expected load. 


 


d) Identity & Authentication 


 


Identity and authentication controls: 


 


Silobreaker’s preferred authentication is SSO, 


but where a vendor wishes to use identities 


controlled by Silobreaker we use username 


and password for authorisation, as well as 


optional 2-factor authentication, using email 


or authenticator app, and/or optional IP-range 


locking, to assure that only authorised users 


can access licensed features. Passwords are 


salted using random, individual salts (~10^14 


combinations) and stored as MD5 hash. 


Access controls are implemented using role-


based security and access controls are in 


place to only permit access to the specific 


resources their assigned roles have access 


to. 


 


e) Operational Security 


 


Configuration and change management: 
All system configuration is versioned with 


unlimited history. 


Configuration changes are verified and 


subjected to technical, business and security 


review before applied. 


Security assessment is done by internal 


security experts. 


  







Silobreaker Online  Service Definition G-Cloud 14 Back to Index
  


17  Back to Index 
 


Vulnerability management: Vulnerability scanning is performed 


continually, as well as using state of the art 


threat intel services for vulnerability tracking 


and reports on 0-day exploits that could affect 


our infrastructure. 


 


Patch management: 


 


Patches are usually deployed as and when 


they become available and meet the indicated 


timescales. Critical patches can be applied 


using the emergency change management 


procedure. 


 


Protective monitoring: 


 


Silobreaker uses a wide array of network 


monitoring/IDS tools to discover potential 


compromises. 24/7 DevOps & Security staff 


investigates and escalates immediately if 


necessary according to escalation 


procedures, involving both on-call CxO level 


executives and board members on Duty. 


 


Incident management: 


 


Incidents are handled on a case-by-case 


basis. Users report incidents using our 


premium support channel with response 


within 1 business day for non-urgent 


incidents, or immediate (24/7) for urgent. 


Incident reports are sent by email to directly 


and indirectly affected users. 


 


f) Service Administration Security 


 


Service administration: 


 


Only select and specially trained staff have 


access to managing Silobreaker Online 


administration. The service’s ISMS has been 


accredited to ISO 27001. 


 


Service management authentication: 


 


All access to service management functions 


utilize privileged, per-service administrator 


accounts different to an administrators regular 


account. Credentials are not shared across 


services, so a breached privileged account 


will only affect the service to which it is 


assigned and cannot be used to elevate 


access to other services. 


 


g) Product Development Security 
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Industry recommended practice: All developers are trained in secure coding 


practises and follow best practises in design, 


coding and testing. 


 


h) Staff Security 


 


Staff security clearance checks 


 


Staff screening performed but doesn’t 


conform with BS7858:2012 


 


i) Supply Chain Security 


 


Security requirements on third party suppliers 


and delivery partners: 


 


Silobreaker places several security 


requirements on third party suppliers, such as 


MFA, data encryption, data isolation. We 


have a third party vendor security procedure 


that is standardised across all vendors. 


 


Security risk management of third party 


suppliers and delivery partners: 


 


Silobreaker conducts regular risk 


assessments and evaluations and strive to 


minimize risk exposure and vectors. 


 


Verification that hardware and software used 


in Silobreaker Online is genuine and not 


tampered with:  


 


Silobreaker sources hardware and software 


using certified suppliers. Where applicable, 


we require software to be signed using 


developer certificates to ensure it has not 


been tampered with. 


 


j) Governance 


 


Governance framework: 


 


Security governance is a board-level 


responsibility. 


 


Cross-organizational security/risk assessment 


team involving CEO, CTO, CISO, Tech and 


Sales Lead. 


 


Accredited to ISO 27001. 


 


Risks are owned by the CEO and assessed, 


documented, regularly reviewed and 


addressed continually. 


 


 


9. Technical Requirements 
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Installation required:  No 


 


There are no specific technical requirements for users other than an internet-connection.  


Silobreaker Online is accessed and used through standard web browsers. The following web 


browsers are supported: 


 


Google Chrome, Apple Safari, Mozilla Firefox, Microsoft Edge.  


 


10. Trial/Proof-of-Concept Availability 
 


Short-term evaluation trials/POCs are available free of charge. A trial is usually for two weeks 


(but no longer than four weeks) and requires that (i) all trial-users have had an online demo of 


Silobreaker Online before the trial begins; and (ii) there are weekly follow-up calls with the 


customer to discuss the trial-experience so far and to answer feedback, questions, etc. 


 


11. On-boarding & Off-boarding 
 


Silobreaker Online is built and designed to help users getting started without the need for long 


preparations or comprehensive on-boarding processes.  


 


On-boarding 


 


Live demo - We provide a 45-60 minutes’ live webinar to welcome new users to Silobreaker 


Online and to demonstrate the basic features of the service. These webinars can be recorded 


and the video-recording shared and distributed amongst the customer’s users following the call. 


 


Ready-made setup - As part of Silobreaker’s delivery, user accounts are initially set up with 


ready-made dashboards and watch-lists specific to the customer’s domain, vertical, or areas of 


interest. These dashboards can be used ‘as is’ and/or as templates/guidelines for a user’s own 


setup and customisations.  


 


Integrated help – We provide an integrated user manual, available from inside the service, 


providing help and user tips ‘as-you-go’. 


 


Introductory Training - all subscription packages come with introductory and interactive training 


webinars.  These training sessions, each lasting between 2-3 hours, are developed to get users 


familiar with all the tools and features in Silobreaker Online. 


 


Additional Training or Customisation – NOT INCLUDED IN SUBSCRIPTION FEE. In-


depth/expert-user training, or customisations of dashboards or watch-lists, outside what is 


included in the relevant subscription package and described above, are offered at an additional 


cost.   
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Off-boarding 


 


User off-boarding is uncomplicated as the leaving user’s account will be expired, after which it 


can no longer be accessed and used. Expiring an account must be requested by the customer by 


email after which the account is closed by a member of Silobreaker’s support team. 


 


Once an account has been closed, a new account can be allocated to another user for the 


remaining time of the subscription.  


 


12. Customer Success 
 


Ensuring the highest service quality and the best customer support are integral parts of our 


business strategy for growth and success.   


 


The Customer Success (CS) team will work with users from the outset to align onboarding and 


support both their short- and long-term business goals and objectives. Silobreaker’s experienced 


team will get users up and running as quickly as possible while laying the foundation for ongoing 


success. 


 


Based on the purchased subscription package, there are three tiers of services from the team of 


Customer Success Managers. These tiers are either included in the relevant subscription 


package or can be upgraded by an additional purchase. 


 


 


Customer Success is provided in three tiers, which are either included in the subscription or can be purchased as an upgrade 
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13. Pricing 
 


Silobreaker Online is offered through several subscription packages, primarily determined by 


the number of user accounts and dataset requirements. 


 


All standard tools and features are on an ‘all you can eat’ basis. This model aims to offer a cost-


efficient subscription and encourage customers to maximise their use of Silobreaker without 


incurring additional variable costs related to usage-levels. 


 


Optional extras can be added to a subscription package for an additional cost. These include the 


Silobreaker API, extra accounts, extra training, upgraded customer success services, integration 


of premium data into Silobreaker or Silobreaker features into 3rd party products as well as 


expert/analyst services. 


 


Minimum subscription period is 12 months. Multi-year deals are available. 


 


For more information, please see separate price list. 


 


14. Ordering & Invoicing 
 


Quote & Purchase Order 


 


At your request we will issue a formal quote for the subscription package (or packages) that you 


would like to consider to purchase.  The quotes are valid for 30 days.  By accepting a quote, you 


will order a subscription by providing us with a purchase order.     


 


Order Confirmation 


 


Once we have received a purchase order from you we will confirm the order by a subscription 


confirmation.  


 


Invoicing 


 


Subscription fees are payable in advance.  We will issue an invoice to you immediately after 


having received a purchase order and confirmed your order. Unless otherwise agreed the invoice 


is due for payment 30 days from the invoice date. Payments have to be made by bank transfer to 


such bank account details as provided on the invoice. 


 


15. Delivery & Implementation 
 


Access and use of Silobreaker Online requires a username and password.  Each user account is 


for a single user only.  The creation and removal of user accounts are administered by 


Silobreaker’s customer support team, although passwords can be changed by users themselves.   
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Immediately following the purchase order/order confirmation process, we will set up your user 


accounts for the subscription and deliver the login details by email to each user individually or 


jointly to a customer administrator who will distribute and manage the accounts internally. In 


order for the accounts to be set up, we require a name and email address for each user. In some 


cases, we accept anonymous usernames and a single point of contact email address.   


 


Once the usernames and passwords have been distributed, users can access and use the 


service straightaway. There are no further delivery or implementation requirements. 


 


In cases of a user taking on a new job position, or is leaving the customer organisation, and no 


longer needs access to his/her Silobreaker account, the user account can be reallocated to 


another user.  


 


16. Financial Recompense 
 


The subscription fee is non-refundable unless we have failed to resolve a product support 


request from you for a Major or Serious Error (see Service Levels) within 30 days of you making 


the support request. In such a case, you shall have the right to terminate the service and we will 


refund you the subscription fee pro-rata based on the remaining time of the subscription period 


for which you have paid in advance 


 


17. Termination Terms 


 


Silobreaker Online runs and renews in annual subscription periods.  We do not offer shorter 


subscriptions since we provide considerable on-boarding work for each customer, including 


ready-made dashboards and watch-lists specific to the customer’s domain, vertical, or areas of 


interest. 


 


The subscription can be set up and purchased for either a fixed period or as a running service. In 


either case the minimum subscription period is 12 months. 


 


In the case of a fixed period subscription, usually 12-36 months, there are no early termination 


rights for either the customer or Silobreaker.   


 


In the case of a running service, the subscription renews automatically at the end of each 12-


month subscription period until the customer or Silobreaker terminates the subscription, subject 


to a minimum one month’s notice. 


 


Termination notices must be provided in writing. 


 


For termination terms triggered by either party’s breach of the Silobreaker’s terms of use, please 


refer to such terms for more information, http://www.silobreaker.com/legal/  



http://www.silobreaker.com/legal/
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18. Terms of Use 
 


All pricing quotes, access to, and use of Silobreaker Online are subject to the customer's 


acceptance of and compliance with Silobreaker's Terms of Use; 


http://www.silobreaker.com/legal.  



http://www.silobreaker.com/legal
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These terms of use (the “agreement”) are between: 


PARTIES 


(1) SILOBREAKER LIMITED incorporated and registered in England and Wales with company 


number 05425764 whose registered office is at 1 Parkshot, Richmond, Surrey TW9 2RD, United 


Kingdom (“Silobreaker”, “we, or “us”) 


(2) The company named in the relevant Order Confirmation (“Customer”) 


AGREED TERMS 


1. DEFINITIONS AND INTERPRETATION   


1.1 In this agreement: 


Content means the content, information, visualisations, links to Third 


Party Content and other data or content provided in or as part 


of the Subscription Service. Content does not include User 


Content. 


Effective Date means the subscription start date in the Order Confirmation. 


Order Confirmation means Silobreaker’s confirmation of Customer’s purchase 


order, specifying the agreed details of the Subscription Service 


and the relevant subscription package between Customer and 


Silobreaker; or Silobreaker’s confirmation of Customer’s 


trial/evaluation of the Subscription Service. 


Silobreaker 


Requirements 


means the following Silobreaker requirements: 


(a) Customer shall comply with the Bribery Act 2010 or any 


other anti-corruption and anti-bribery laws, legislation, 


regulations or directives (“Anti-Corruption Legislation”) 


which apply to its business or which apply in the place where 


this agreement is performed. Customer will not, and will 


procure that its employees, subcontractors, agents and 


representatives will not, engage in any activity, practice or 


conduct which would constitute an offence under any Anti-


Corruption Legislation.  
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(b) Customer shall comply with the Modern Slavery Act 2015 or 


any other modern slavery laws, legislation, regulations or 


directives (“Modern Slavery Legislation”) which apply to 


its business or which apply in the place where this 


agreement is performed. Customer will not and will procure 


that its employees, subcontractors, agents and 


representatives will not, engage in any activity, practice or 


conduct which would constitute an offence under any 


Modern Slavery Legislation. 


Subscription Service means the hosted subscription products including Content as 


specified in the Order Confirmation and provided by Silobreaker 


to Customer under these terms via https://my.silobreaker.com 


or such other designated URL(s) as Silobreaker may advise 


Customer of from time to time. 


Subscription Fees means the subscription fees payable by Customer to 


Silobreaker for the Subscription Service, as set out in the Order 


Confirmation. 


Subscription Period means the period set out in the Order Confirmation (as may be 


extended by the parties). 


Subscriber Users means those employees, directors, principals, officers and 


temporary employees who are authorised by Customer to use 


the Subscription Service. 


Support Policy means Silobreaker’s policy for providing support in relation to 


the Subscription Service as set out in Schedule 1 and amended 


from time to time. 


Third Party Content means content from third parties, including links (a headline, 


snippet and hyperlink to the website where an article was 


published) to content from third parties. 


User Content means the data uploaded or added by Customer and 


Subscriber Users (if applicable). 



https://my.silobreaker.com/
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User Accounts means the user accounts purchased by Customer under these 


terms which entitle Subscriber Users to access and use the 


Subscription Service in accordance with these terms. 


2. GRANT OF RIGHTS, DELIVERY AND CUSTOMER’S OBLIGATIONS  


2.1 Subject to Customer purchasing the Subscription Service in accordance with the Order 


Confirmation and the other terms and conditions of these terms, Silobreaker hereby grants from 


the Effective Date to Customer a non-exclusive, non-transferable right, without the right to grant 


sub-licences, to permit the Subscriber Users to use the Subscription Service during the 


Subscription Period and to access and use, modify, edit, supplement, incorporate or compile the 


Content, in order to create documents, reports, memoranda, newsletters, presentations, alerts, 


communications and other work product in order to support Customer’s business, subject to the 


amount of such use of the Content being reasonable. 


2.2 Delivery of the Subscription Service shall be made by Silobreaker to Customer and shall be 


deemed as having been delivered when the User Accounts have been set up and login credentials 


have been emailed to each individual Subscriber User or to such Customer administrator as 


designated by Customer.  


2.3 Silobreaker may change the Subscription Service (including without limitation its format or any 


feature thereon) and anything described in it without notice to Customer. Any change herein by 


Silobreaker will not reduce the functionality of the Subscription Service. Customer’s continued 


use of the Subscription Service will be taken as Customer’s consent and agreement to any such 


changes or updates Silobreaker may make 


2.4 In relation to the Subscriber Users, Customer undertakes that: 


2.4.1 it will not allow any User Accounts to be used by more than one individual Subscriber 


User unless it has been assigned in its entirety to another individual Subscriber User, 


in which case the prior Subscriber User shall no longer have any right to access or 


use the Subscription Service; and 


2.4.2 each Subscriber User shall keep a secure password for his/her use of the 


Subscription Service and that each Subscriber User shall keep his/her password 


confidential. 


2.5 Customer shall not access, store, distribute or transmit any material or User Content during the 


course of its use of the Subscription Service that: 
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2.5.1 is unlawful, harmful, threatening, defamatory, obscene, infringing, harassing or 


racially or ethnically offensive; 


2.5.2 facilitates illegal activity; 


2.5.3 depicts sexually explicit images; 


2.5.4 promotes unlawful violence; 


2.5.5 is discriminatory based on race, gender, colour, religious belief, sexual orientation, 


disability; or 


2.5.6 is otherwise illegal or causes damage or injury to any person or property; 


and Silobreaker reserves the right, without liability or prejudice to its other rights to Customer, to 


disable Customer’s access to any material that breaches the provisions of this clause. 


2.6 Customer shall not except as may be allowed by any applicable law which is incapable of 


exclusion by agreement between the parties and except to the extent expressly permitted under 


these terms: 


2.6.1 attempt to copy, rebrand, resell, modify, duplicate, create derivative works from, 


frame, mirror, redistribute, republish, download, display, transmit, or distribute all or 


any portion of the Subscription Service (as applicable) in any form or media or by 


any means;  


2.6.2 attempt to de-compile, reverse compile, disassemble, reverse engineer or otherwise 


reduce to human-perceivable form all or any part of the Subscription Service;  


2.6.3 access all or any part of the Subscription Service in order to build a product or service 


which competes with the Subscription Service;  


2.6.4 use the Subscription Service to provide services to third parties;  


2.6.5 license, sell, rent, lease, transfer, assign, distribute, display, disclose, or otherwise 


commercially exploit, or otherwise make the Subscription Service available to any 


third party except the Subscriber Users; 


2.6.6 attempt to obtain, or assist third parties in obtaining, access to the Subscription 


Service, other than as provided under this Clause 2; or 
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2.6.7 do anything (including the storage, distribution or transmission of malware or a 


similar item) that damages, disables, overburdens, or impairs Silobreaker’s servers 


or networks or interferes with Silobreaker’s other customers’ use and enjoyment of 


the website. 


2.7 Customer shall provide Silobreaker with: 


2.7.1 all necessary co-operation in relation to these terms; and 


2.7.2 all necessary access to such information as may be required by Silobreaker; 


in order to provide the Subscription Service, including but not limited to User Content, security 


access information and configuration services. 


2.8 Customer shall: 


2.8.1 comply with all applicable laws and regulations with respect to its activities under 


these terms; 


2.8.2 carry out all other Customer responsibilities set out in these terms in a timely and 


efficient manner. In the event of any delays in Customer’s provision of such 


assistance as agreed by the parties, Silobreaker may adjust any agreed timetable or 


delivery schedule as reasonably necessary; 


2.8.3 ensure that the Subscriber Users use the Subscription Service in accordance with 


the terms and conditions of these terms and shall be responsible for any Subscriber 


User’s breach of these terms; 


2.8.4 obtain and shall maintain all necessary licences, consents, and permissions 


necessary for Silobreaker, its contractors and agents to perform their obligations 


under these terms, including without limitation the Subscription Service; 


2.8.5 ensure that its network, systems and web browsers comply with the relevant 


specifications provided by Silobreaker from time to time; and 


2.8.6 be solely responsible for procuring and maintaining its network and internet 


connections from its systems and devices to Silobreaker’s websites and URLs, and 


all problems, conditions, delays, delivery failures and all other loss or damage arising 


from, caused by or relating to Customer’s network and internet connections. 
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2.9 Customer shall use all reasonable endeavours to prevent any unauthorised access to, or use of, 


the Subscription Service and, in the event of any such unauthorised access or use, promptly notify 


Silobreaker. 


2.10 The rights provided under this Clause 2 are granted to Customer only, and shall not be considered 


granted to any subsidiary or holding company of Customer. 


2.11 If the Subscription Service is accessed through a mobile device, then the Subscription Service 


shall also be subject to the terms of the Silobreaker mobile app. 


2.12 In performing its obligations under these terms Customer shall comply with the Silobreaker 


Requirements. 


3. ADDITIONAL USER ACCOUNTS 


Customer may, from time to time during any Subscription Period, purchase additional User 


Accounts in excess of the number agreed in the Order Confirmation and Silobreaker shall grant 


access to the Subscription Service to such additional Subscriber Users in accordance with the 


additional Order Confirmation and provisions of these terms. 


4. PROVISION OF SUBSCRIPTION SERVICE   


4.1 Silobreaker shall, during the Subscription Period, provide the Subscription Service to Customer 


on and subject to the terms of these terms. 


4.2 Silobreaker shall use commercially reasonable endeavours to make the Subscription Service 


available 24 hours a day, seven days a week, except for planned maintenance or necessary 


unplanned maintenance. 


4.3 Silobreaker will, as part of the Subscription Service and at no additional cost to Customer provide 


Customer with Silobreaker’s standard customer support services in accordance with Silobreaker’s 


Support Policy as set out in Schedule 1. Silobreaker may amend the Support Policy in its sole 


and absolute discretion from time to time. 


4.4 Customer acknowledges and Customer agrees that while Silobreaker may not currently have set 


a fixed upper limit on use of the Subscription Service or the amount of storage space available as 


part of a Subscription Service, such fixed upper limits may be set by Silobreaker at any time at 


Silobreaker’s absolute discretion. 


4.5 Silobreaker reserves the right to monitor the use of the Subscription Service by Customer for the 


purposes of providing a better service to Customer and to ensure adherence to these terms. 
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4.6 Silobreaker shall, in providing the Subscription Service and monitoring the use of it, comply with 


its Privacy Policy available at https://www.silobreaker.com/legal or such other website address as 


may be notified to Customer from time to time, as may be amended from time to time by 


Silobreaker in its sole discretion. 


4.7 Silobreaker uses “cookies” in the provision of the Subscription Service. Silobreaker’s use of 


cookies is set out in its Privacy Policy at https://www.silobreaker.com/legal or such other website 


address as may be notified to Customer from time to time, as may be amended from time to time 


by Silobreaker in its sole discretion.  


5. USER CONTENT   


5.1 Customer shall own all right, title and interest in and to all of the User Content and shall have sole 


responsibility for the legality, reliability, integrity, accuracy and quality of the User Content. 


Silobreaker does not endorse any of the User Content published in the Subscription Service. 


5.2 Customer shall ensure that no personal data is uploaded by Subscriber Users and Silobreaker 


reserves the right to delete such data. 


5.3 Except as provided under these terms, Silobreaker shall not be responsible for any loss, 


destruction, alteration or disclosure of User Content howsoever caused.  


5.4 Any User Content will only be visible/accessible to the creator of the User Content and to other 


Subscriber Users. By posting or uploading User Content, Customer is granting Silobreaker a 


revocable, royalty-free, non-exclusive, limited licence to reproduce, modify, translate, make 


available, distribute and allow Customer and Subscriber Users to view and use the User Content 


in whole or in part or in any form during any Subscription Period. 


5.5 Silobreaker has put security measures in place to protect User Content from being 


visible/accessible to non-authorised users, and Silobreaker shall not be liable to Customer for the 


actions of third parties in breaching any such security measures. 


5.6 Notwithstanding 5.2, if Silobreaker processes any personal data on Customer’s behalf when 


performing its obligations under these terms, the parties record their intention that Customer shall 


be the data controller and Silobreaker shall be a data processor and in any such case: 


5.6.1 Customer acknowledges and agrees that the personal data may be transferred or 


stored outside the EEA or the country where Customer and the Subscriber Users 


are located in order to carry out the Subscription Service and Silobreaker’s other 


obligations under these terms; 



https://www.silobreaker.com/legal

https://www.silobreaker.com/legal
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5.6.2 Customer shall permit Silobreaker to transfer any personal data to a Silobreaker 


group company, a third party data centre, or a cloud data service, to use, store, host, 


access or process any personal data to enable Silobreaker to provide the 


Subscription Service and to carry out Silobreaker’s other obligations under these 


terms; 


5.6.3 Customer shall ensure that Customer is entitled to transfer the relevant personal 


data to Silobreaker so that Silobreaker may lawfully use, process and transfer the 


personal data in accordance with these terms on Customer’s behalf; 


5.6.4 Customer shall ensure that the relevant third parties have been informed of, and 


have given their consent to, such use, processing, and transfer of personal data as 


required by all applicable data protection legislation; 


5.6.5 Silobreaker shall process the personal data only in accordance with the terms of 


these terms and any lawful instructions reasonably given by Customer from time to 


time; and 


5.6.6 each party shall take appropriate technical and organisational measures against 


unauthorised or unlawful processing of the personal data or its accidental loss, 


destruction or damage. 


6. THIRD PARTY PROVIDERS   


6.1 Customer acknowledges that the Subscription Service may redirect, enable or assist it to access 


the website of, content of, correspond with, and purchase products and services from, third parties 


via third-party websites and that it does so solely at its own risk. Silobreaker makes no 


representation, warranty or commitment and shall have no liability or obligation whatsoever in 


relation to the content or use of, or correspondence with, any such third-party website, or any 


transactions completed, and any contract entered into by Customer, with any such third party. 


Any contract entered into and any transaction completed via any third-party website is between 


Customer and the relevant third party, and not Silobreaker. Silobreaker recommends that 


Customer refers to the third party’s website terms and conditions and privacy policy prior to using 


the relevant third-party website. Silobreaker does not endorse or approve any third-party website 


nor the content of any of the third-party websites made available via the Subscription Service. 


6.2 The Subscription Service includes Third Party Content where separate terms of use apply to those 


third-party websites. It is Customer’s responsibility to read such terms of use and if Customer 


does not agree to those terms, then it must leave the third-party website.  
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6.3 Third Party Content may change from time to time and Silobreaker does not guarantee the 


availability of, or links to, any particular source of Third Party Content. 


6.4 Silobreaker is not responsible for any Third Party Content, including any inaccuracy thereof. Any 


issues or disputes relating to Third Party Content should be taken up directly with the applicable 


third party and Customer acknowledges and agrees that Silobreaker shall not be liable, directly 


or indirectly for any damage or loss caused or alleged to be caused by or in connection with the 


use of or reliance on any Third Party Content.  


6.5 Customer should take precautions when downloading files from all Third Party websites to protect 


Customer’s computer from any malware or other components with harmful or contaminating 


effects on Customer’s computer or any equipment connected to it. If Customer decides to access 


Third Party websites then Customer does so at Customer’s own risk. 


7. SILOBREAKER’S OBLIGATIONS AND WARRANTIES 


7.1 Silobreaker undertakes that the Subscription Service will be performed substantially in 


accordance with the Order Confirmation and these terms and with reasonable skill and care and 


Silobreaker warrants that the Content provided by it as part of any Subscription Service will be an 


accurate relay of information.   


7.2 The undertaking in Clause 7.1 shall not apply to the extent of any non-conformance which is 


caused by use of the Subscription Service contrary to Silobreaker’s instructions, or modification 


or alteration of the Subscription Service by any party other than Silobreaker or Silobreaker’s duly 


authorised contractors or agents. If the Subscription Service does not conform with the foregoing 


undertaking, Silobreaker will, at its expense, use all reasonable commercial endeavours to correct 


any such non-conformance promptly, or provide Customer with an alternative means of 


accomplishing the desired performance. Such correction or substitution constitutes Customer’s 


sole and exclusive remedy for any breach of the undertaking set out in Clause 7.1. 


Notwithstanding the foregoing, Silobreaker: 


7.2.1 does not warrant that Customer’s use of the Subscription Service will be 


uninterrupted or error-free, fit for a particular purpose or able to achieve a particular 


result, or that the Subscription Service and/or the information obtained by Customer 


through the Subscription Service will meet Customer’s requirements; and 


7.2.2 is not responsible for any delays, delivery failures, or any other loss or damage 


resulting from the transfer of data over communications networks and facilities, 


including the internet, and Customer acknowledges that the Subscription Service 
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may be subject to limitations, delays and other problems inherent in the use of such 


communications facilities. 


7.3 Silobreaker warrants that it has and will maintain all necessary licences, consents, and 


permissions necessary for the performance of its obligations under these terms. 


8. SECURITY 


8.1 Silobreaker will use its reasonable endeavours to ensure at all times that: 


8.1.1 the Subscription Service is hosted in a high-security data centre that uses 


appropriate technology and other measures designed to assure high service 


availability and prevent interference or access from outside intruders; 


8.1.2 identity and authentication controls are implemented to prevent access to the 


Subscription Service unless a valid username and password are used; 


8.1.3 data in transit between the Subscription Service and a Subscriber User’s device is 


protected by industry standard Secure Locket Layer (SSL) technology with TLS 1.2, 


or higher, encryption technology; 


8.1.4 operational security measures are implemented, including then-current industry 


standard methods, software and techniques are used for vulnerability management, 


patch management and protective monitoring.  


8.2 Notwithstanding the above, Silobreaker does not warrant that the Subscription Service will be free 


from any malware or other programme designed to gain authorised access to data files or to 


disrupt, damage, or adversely affect the operation of computer software, hardware or network. 


8.3 Silobreaker shall not be responsible for any breach of the Subscription Service security or 


Silobreaker server or network security by any third parties and Silobreaker shall not be liable for 


any loss or damage resulting from any such breach. 


9. CHARGES AND PAYMENT   


9.1 Customer shall pay the Subscription Fees to Silobreaker for the Subscription Service in 


accordance with the Order Confirmation. 


9.2 The Subscription Fees may vary from time to time, but shall not change during the Subscription 


Period, and shall be payable on an annual basis in advance, unless otherwise agreed between 


Customer and Silobreaker.  
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9.3 Customer shall pay all invoices within 30 days from the invoice date (or as set out in the Order 


Confirmation). 


9.4 In addition to the Subscription Fee, the Subscription Service may also be subject to valued added 


tax (“VAT”), which shall be added to the Subscription Fee. 


9.5 If Silobreaker has not received payment within 14 days after the due date, and without prejudice 


to any other rights and remedies of Silobreaker: 


9.5.1 Silobreaker may, without liability to Customer, disable Customer’s account and 


access to all or part of the Subscription Service and Silobreaker shall be under no 


obligation to provide any or all of the Subscription Service while the invoice(s) 


concerned remain unpaid; and 


9.5.2 charge interest on any amount unpaid, such interest shall accrue on a daily basis on 


such due amounts at an annual rate equal to 5% above the 1-month LIBOR for the 


applicable currency, commencing on the due date and continuing until fully paid, 


whether before or after judgment. 


9.6 All amounts and fees stated or referred to in these terms: 


9.6.1 shall be payable in such currency as provided on the Order Confirmation; and 


9.6.2 except where Silobreaker is unable to provide the Subscription Service for 7 


consecutive days or more without being caused by force majeure, are non-


cancellable and only refundable for the unused term of the Subscription Service.  


10. PROPRIETARY RIGHTS   


10.1 Customer acknowledges and agrees that Silobreaker and/or its licensors own all intellectual 


property rights in the Subscription Service. Except as expressly stated herein, these terms do not 


grant Customer any rights to, under or in, any patents, copyright, database right, trade secrets, 


trade names, trademarks (whether registered or unregistered), or any other rights or licences in 


respect of the Subscription Service. 


11. CONFIDENTIALITY  


11.1 Each party may be given access to information from the other party that is proprietary or 


confidential, either clearly labelled as such or identified as such in this clause (“Confidential 


Information”), in order to perform its obligations under these terms. A party’s Confidential 


Information shall not be deemed to include information that: 
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11.1.1 is or becomes publicly known other than through any act or omission of the receiving 


party; 


11.1.2 was in the other party’s lawful possession before the disclosure; 


11.1.3 is lawfully disclosed to the receiving party by a third party without restriction on 


disclosure; or 


11.1.4 is independently developed by the receiving party, where that independent 


development can be shown by written evidence. 


11.2 Subject to Clause 11.4, each party shall hold the other’s Confidential Information in confidence 


and not make the other’s Confidential Information available to any third party, or use the other’s 


Confidential Information for any purpose other than the implementation of these terms. 


11.3 Each party shall take all reasonable steps to ensure that the other’s Confidential Information to 


which it has access is not disclosed or distributed by its employees or agents in violation of the 


terms of these terms. 


11.4 A party may disclose Confidential Information to the extent such Confidential Information is 


required to be disclosed by law, by any governmental or other regulatory authority or by a court 


or other authority of competent jurisdiction, provided that, to the extent it is legally permitted to do 


so, it gives the other party as much notice of such disclosure as possible and, where notice of 


disclosure is not prohibited and is given in accordance with this Clause 11.4, it takes into account 


the reasonable requests of the other party in relation to the content of such disclosure. 


11.5 Neither party shall be responsible for any loss, destruction, alteration or disclosure of Confidential 


Information caused by any third party. 


11.6 Customer acknowledges that details of the Subscription Service, and the results of any 


performance tests of the Subscription Service, constitute Silobreaker’s Confidential Information. 


11.7 Silobreaker acknowledges that the User Content is the Confidential Information of Customer. 


11.8 Neither party shall make, or permit any person to make, any public announcement concerning 


these terms without the prior written consent of the other party (such consent not to be 


unreasonably withheld or delayed), except as required by law, any governmental or regulatory 


authority (including, without limitation, any relevant securities exchange), any court or other 


authority of competent jurisdiction. 


11.9 The above provisions of this Clause 11 shall survive termination of these terms, however arising. 
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12. INDEMNITY   


12.1 Customer shall defend, indemnify and hold harmless Silobreaker against claims, actions, 


proceedings, losses, damages, expenses and costs (including without limitation court costs and 


reasonable legal fees) arising out of or in connection with Customer’s use of the Subscription 


Service.  


12.2 Silobreaker shall defend Customer, its officers, directors and employees against any claim that 


the Subscription Service infringes any intellectual property rights effective as of the Effective Date, 


and shall indemnify Customer for any amounts awarded against Customer in judgment or 


settlement of such claims, provided that: 


12.2.1 Silobreaker is given prompt notice of any such claim; 


12.2.2 Customer provides reasonable co-operation to Silobreaker in the defence and 


settlement of such claim, at Silobreaker’s expense;  


12.2.3 Silobreaker is given sole authority to defend or settle such claim; and 


subject to a total limit of £1,000,000 in respect of the aggregate of all claims under this clause 


12.2. 


12.3 In the defence or settlement of any claim, Silobreaker may procure the right for Customer to 


continue using the Subscription Service, replace or modify the Subscription Service so that it 


becomes non-infringing or, if such remedies are not reasonably available, terminate these terms 


on 2 UK business days’ notice to Customer without any additional liability or obligation to pay 


liquidated damages or other additional costs to Customer. 


12.4 In no event shall Silobreaker, its employees, agents and sub-contractors be liable to Customer to 


the extent that the alleged infringement is based on: 


12.4.1 a modification of the Subscription Service by anyone other than Silobreaker;  


12.4.2 Customer’s use of the Subscription Service in a manner contrary to the instructions 


given to Customer by Silobreaker; or 


12.4.3 Customer’s use of the Subscription Service after notice of the alleged or actual 


infringement from Silobreaker or any appropriate authority. 
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12.5 This clause 12 states Customer’s sole and exclusive rights and remedies, and Silobreaker’s 


(including Silobreaker’s employees’, agents’ and sub-contractors’) entire obligations and liability, 


for infringement of any intellectual property right. 


13. LIMITATION OF LIABILITY   


13.1 Except as expressly and specifically provided in these terms: 


13.1.1 Customer assumes sole responsibility for results obtained from the use of the 


Subscription Service by Customer, and for conclusions drawn from such use. 


Silobreaker shall have no liability for any damage caused by errors or omissions in 


any information, instructions or scripts provided to Silobreaker by Customer in 


connection with the Subscription Service, or any actions taken by Silobreaker at 


Customer’s direction; 


13.1.2 all warranties, representations, conditions and all other terms of any kind whatsoever 


implied by statute or common law are, to the fullest extent permitted by applicable 


law, excluded from these terms; and 


13.1.3 the Subscription Service is provided to Customer on an “as is” basis. 


13.2 The extent of the parties’ liability under or in connection with these terms (regardless of whether 


such liability arises in tort, contract or in any other way and whether or not caused by negligence 


or misrepresentation) shall be as set out in this clause 13. 


13.3 Subject to clauses 12.2 and 13.5, Silobreaker’s total liability under or in connection with these 


terms shall not exceed: 


13.3.1 an amount equal to the Subscription Fees paid to Silobreaker in the 12–month period 


immediately preceding the first incident giving rise to the loss; or 


13.3.2 for incidents occurring in the first 12 months of these terms, an amount equal to the 


paid and projected Subscription Fees for that period. 


13.4 Subject to clauses 12.2 and 13.5, Silobreaker shall not be liable for any of the following (whether 


direct or indirect): 


13.4.1 loss of profit; 


13.4.2 loss of data; 
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13.4.3 loss of use; 


13.4.4 loss of production; 


13.4.5 loss of contract; 


13.4.6 loss of opportunity; 


13.4.7 loss of savings, discount or rebate (whether actual or anticipated); or 


13.4.8 harm to reputation or loss of goodwill. 


13.5 Notwithstanding any other provision of these terms, the liability of the parties shall not be limited 


in any way in respect of the following: 


13.5.1 death or personal injury caused by negligence;  


13.5.2 fraud or fraudulent misrepresentation; or 


13.5.3 any other losses which cannot be excluded or limited by applicable law. 


13.6 If an agreement under an Order Confirmation or a Subscription Service is terminated, the 


following will apply:  


13.6.1 Customer shall no longer have any right to receive access to the Subscription 


Service, but despite that termination, Customer will continue to be liable for any 


unpaid fees for the Subscription Service for the remaining part of a Subscription 


Period as set out in the Order Confirmation.  


13.6.2 the right to use the Subscription Service and Subscriber Users’ usernames shall end 


once these terms is terminated and any data Customer has stored in the 


Subscription Service may no longer be available to Customer (save for that expressly 


set out in these terms). It is therefore important Customer maintains its own archive 


copies of any data that is valuable to Customer.  


13.7 If a User Account for a Subscriber User has expired or been deactivated, such User Account will 


be disabled, but any User Content that the Subscriber User has created or uploaded will remain 


accessible/visible on the Subscription Service to other Subscriber Users. Silobreaker has no 


responsibility to take down, remove or edit any User Content activities or any submissions that 


are a result of User Content activities. It is Customer’s responsibility to remove any User Content 
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that Customer has created or uploaded and that Customer wishes not to remain accessible/visible 


to other Subscriber Users before the Subscription Service expires. 


14. TERM AND TERMINATION   


14.1 This agreement shall, unless otherwise terminated as provided in this Clause 14, commence on 


the Effective Date and shall continue for the period set out in the Order Confirmation unless 


otherwise terminated in accordance with the provisions of these terms;  


14.2 Without affecting any other right or remedy available to it, Silobreaker may terminate these terms 


with immediate effect by giving written notice to the Customer if: 


14.2.1 Customer fails to pay any amount due under these terms on the due date for 


payment and remains in default not less than 30 days after being notified in writing 


to make such payment; 


14.2.2 Customer commits a material breach of any other term of these terms which breach 


is irremediable or (if such breach is remediable) fails to remedy that breach within a 


period of 14 days after being notified in writing to do so; 


14.2.3 Customer repeatedly breaches any of the terms of these terms in such a manner as 


to reasonably justify the opinion that its conduct is inconsistent with it having the 


intention or ability to give effect to the terms of these terms; 


14.2.4 a petition is filed, a notice is given, a resolution is passed, or an order is made, for or 


in connection with the winding up of Customer;  


14.2.5 any event occurs, or proceeding is taken, with respect to Customer in any jurisdiction 


to which it is subject that has an effect equivalent or similar to any of the events 


mentioned in this clause; 


14.2.6 there is a change of control of Customer. 


14.3 On termination of these terms for any reason: 


14.3.1 all licences granted under these terms shall immediately terminate and Customer 


shall immediately cease all use of the Subscription Service; 


14.3.2 each party shall return and make no further use of any equipment, property, 


documentation and other items (and all copies of them) belonging to the other party; 
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14.3.3 Silobreaker may destroy or otherwise dispose of any of the User Content in its 


possession unless Silobreaker receives, no later than ten days after the effective 


date of the termination of these terms, a written request for the delivery to Customer 


of the User Content provided that Customer has, at that time, paid all fees and 


charges outstanding at and resulting from termination (whether or not due at the date 


of termination). Customer shall pay all reasonable expenses incurred by Silobreaker 


in returning or disposing of the User Content; and 


14.3.4 any rights, remedies, obligations or liabilities of the parties that have accrued up to 


the date of termination, including the right to claim damages in respect of any breach 


of the agreement which existed at or before the date of termination shall not be 


affected or prejudiced. 


15. FORCE MAJEURE   


Silobreaker shall have no liability to Customer under these terms if it is prevented from or delayed 


in performing its obligations under these terms, or from carrying on its business, by acts, events, 


omissions or accidents beyond its reasonable control, including, without limitation, strikes, lock-


outs or other industrial disputes (whether involving the workforce of Silobreaker or any other 


party), failure of a utility service or transport or telecommunications network, act of God, war, riot, 


civil commotion, malicious damage, compliance with any law or governmental order, rule, 


regulation or direction, accident, breakdown of plant or machinery, fire, flood, storm or default of 


Silobreaker or its sub-contractors, provided that Customer is notified of such an event and its 


expected duration. 


16. CONFLICT   


If there is an inconsistency between any of the provisions in the main body of these terms and a 


Schedule to it, the provisions in the main body of these terms shall prevail. 


17. VARIATION   


Silobreaker may change these terms of use from time to time with immediate effect and shall post 


any updated terms on https://www.silobreaker.com/legal.  


Notwithstanding the above, Silobreaker shall not make changes to these terms without 


Customer’s consent that materially changes the provisioning or use of the Subscription Service, 


Silobreaker or Customer’s obligations, indemnities, liabilities, confidentiality or governing law. 



https://www.silobreaker.com/legal
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18. WAIVER   


No failure or delay by a party to exercise any right or remedy provided under these terms or by 


law shall constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict the 


further exercise of that or any other right or remedy. No single or partial exercise of such right or 


remedy shall prevent or restrict the further exercise of that or any other right or remedy. 


19. RIGHTS AND REMEDIES   


Except as expressly provided in these terms, the rights and remedies provided under these terms 


are in addition to, and not exclusive of, any rights or remedies provided by law. 


20. SEVERANCE   


20.1 If any provision (or part of a provision) of these terms is found by any court or administrative body 


of competent jurisdiction to be invalid, unenforceable or illegal, the other provisions shall remain 


in force. 


20.2 If any invalid, unenforceable or illegal provision would be valid, enforceable or legal if some part 


of it were deleted, the provision shall apply with whatever modification is necessary to give effect 


to the commercial intention of the parties. 


21. ENTIRE AGREEMENT   


21.1 This agreement together with the Order Confirmation constitute the entire agreement between 


the parties and supersedes and extinguishes all previous agreements, promises, assurances, 


warranties, representations and understandings between them, whether written or oral, relating 


to its subject matter. 


21.2 Each party acknowledges that in entering into these terms it does not rely on, and shall have no 


remedies in respect of, any statement, representation, assurance or warranty (whether made 


innocently or negligently) that is not set out in these terms or the Order Confirmation. 


21.3 Each party agrees that it shall have no claim for innocent or negligent misrepresentation or 


negligent misstatement based on any statement in these terms. 


22. ASSIGNMENT   


22.1 Customer shall not, without the prior written consent of Silobreaker, assign, transfer, charge, sub-


contract or deal in any other manner with all or any of its rights or obligations under these terms. 
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22.2 Silobreaker may assign this agreement to any acquirer of all or of substantially all of such party’s 


equity securities, assets or business relating to the subject matter of this agreement or to any 


entity controlled by, that controls, or is under common control with Silobreaker. 


22.3 Silobreaker shall have the right to assign, transfer or sub-contract its support obligations under 


this agreement to a subsidiary, affiliated or associated company to Silobreaker or to a third party 


that in Silobreaker’s reasonable opinion has the qualifications and know-how to provide the 


support under the Support Policy as set out in this agreement. 


23. NO PARTNERSHIP OR AGENCY   


Nothing in these terms is intended to or shall operate to create a partnership between the parties, 


or authorise either party to act as agent for the other, and neither party shall have the authority to 


act in the name or on behalf of or otherwise to bind the other in any way (including, but not limited 


to, the making of any representation or warranty, the assumption of any obligation or liability and 


the exercise of any right or power). 


24. THIRD PARTY RIGHTS   


This agreement does not confer any rights on any person or party (other than the parties to these 


terms and, where applicable, their successors and permitted assigns) pursuant to the Contracts 


(Rights of Third Parties) Act 1999. 


25. NOTICES   


25.1 Any notice required to be given under these terms shall be in writing and shall be delivered by 


hand or sent by pre-paid first-class post or recorded delivery post to the other party at its address 


set out in the Order Confirmation, or such other address as may have been notified by that party 


for such purposes. 


25.2 A notice delivered by hand shall be deemed to have been received when delivered (or if delivery 


is not in business hours, at 9:00 am on the first UK business day following delivery). A correctly 


addressed notice sent by pre-paid first-class post or recorded delivery post shall be deemed to 


have been received at the time at which it would have been delivered in the normal course of 


post.  
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26. GOVERNING LAW AND JURISDICTION   


26.1 This agreement and any dispute or claim arising out of or in connection with it or its subject matter 


or formation (including non-contractual disputes or claims) shall be governed by and construed in 


accordance with the law of England and Wales. 


26.2 Each party irrevocably agrees that the courts of England and Wales shall have exclusive 


jurisdiction to settle any dispute or claim arising out of or in connection with these terms or its 


subject matter or formation (including non-contractual disputes or claims).  
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SCHEDULE 1 – SUPPORT POLICY 


 
Silobreaker’s ambition is to respond to support requests immediately without delay. At a minimum, we will 


use our reasonable endeavours to ensure that the following targets are met in respect of product support 


requests from you: 


Report Category Primary Response Target Resolution Permanent Resolution 


1. Major Error 4 working hours 12 working hours 2 working weeks 


2. Serious Error 8 working hours 2 working days 4 working weeks 


3. Minor Issue 5 working days Future Release Future Release 


 


Where Report Category is defined as: 


Major Error is a material error which prevents the Subscription Service from being run or cripples the 


service or causes severe performance degradation. 


Serious Error is a material error which causes performance degradation, failure or disruption of a major 


task or feature where no alternative exists or delay in a time critical implementation of the Subscription 


Service, other than a category 1 issue. 


Minor Issue is any non-material defect or failure of the Subscription Service to perform or provide 


facilities, functions and capacity, other than a category 1 or 2 issue. 


Where Response/Action is defined as: 


Primary Response – a contact from our product support staff reporting the results of an initial 


investigation into the error, giving details of our analysis of the possible causes of the error and, where 


possible, proposing a solution for a temporary and/or permanent fix and a timetable for achieving that 


solution. 


Target Resolution - an acceptable temporary work around the issue that allows users to operate the 


Subscription Service without substantial degradation in performance. A temporary fix will only be 


applied where applicable. In some instances, a temporary fix may not be available. 


Permanent Resolution – a permanent resolution of the issue which restores the Subscription Service 


to perform substantially in accordance with the product or functionality description. 
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“Working Hour” for the purpose of service levels is defined as any hour between 8am-5pm (UK time) on 


non-UK-holiday weekdays (Mon-Fri). 


“Working Day” for the purpose of service levels is defined as any non-UK-holiday weekday between a 


Monday and a Friday. 


“Working Week” for the purpose of service levels is defined as five consecutive Working Days. 


The allocation of a report category will be at our sole discretion. 


Where a problem cannot be fixed within the target response time, we will inform you on how we will 


proceed in order to resolve the issue in question. 


The target response times exclude any time where we are waiting on you to provide information or 


complete a task. 
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These terms of use (the “agreement”) are between: 


PARTIES 


(1) SILOBREAKER LIMITED incorporated and registered in England and Wales with company 


number 05425764 whose registered office is at 1 Parkshot, Richmond, Surrey TW9 2RD, United 


Kingdom (“Silobreaker”, “we, or “us”) 


(2) The company named in the relevant Order Confirmation (“Customer”) 


AGREED TERMS 


1. DEFINITIONS AND INTERPRETATION   


1.1 In this agreement: 


Content means the content, information, visualisations, links to Third 


Party Content and other data or content provided in or as part 


of the Subscription Service. Content does not include User 


Content. 


Effective Date means the subscription start date in the Order Confirmation. 


Order Confirmation means Silobreaker’s confirmation of Customer’s purchase 


order, specifying the agreed details of the Subscription Service 


and the relevant subscription package between Customer and 


Silobreaker; or Silobreaker’s confirmation of Customer’s 


trial/evaluation of the Subscription Service. 


Silobreaker 


Requirements 


means the following Silobreaker requirements: 


(a) Customer shall comply with the Bribery Act 2010 or any 


other anti-corruption and anti-bribery laws, legislation, 


regulations or directives (“Anti-Corruption Legislation”) 


which apply to its business or which apply in the place where 


this agreement is performed. Customer will not, and will 


procure that its employees, subcontractors, agents and 


representatives will not, engage in any activity, practice or 


conduct which would constitute an offence under any Anti-


Corruption Legislation.  







 
 


 -3-  
    


(b) Customer shall comply with the Modern Slavery Act 2015 or 


any other modern slavery laws, legislation, regulations or 


directives (“Modern Slavery Legislation”) which apply to 


its business or which apply in the place where this 


agreement is performed. Customer will not and will procure 


that its employees, subcontractors, agents and 


representatives will not, engage in any activity, practice or 


conduct which would constitute an offence under any 


Modern Slavery Legislation. 


Subscription Service means the hosted subscription products including Content as 


specified in the Order Confirmation and provided by Silobreaker 


to Customer under these terms via https://my.silobreaker.com 


or such other designated URL(s) as Silobreaker may advise 


Customer of from time to time. 


Subscription Fees means the subscription fees payable by Customer to 


Silobreaker for the Subscription Service, as set out in the Order 


Confirmation. 


Subscription Period means the period set out in the Order Confirmation (as may be 


extended by the parties). 


Subscriber Users means those employees, directors, principals, officers and 


temporary employees who are authorised by Customer to use 


the Subscription Service. 


Support Policy means Silobreaker’s policy for providing support in relation to 


the Subscription Service as set out in Schedule 1 and amended 


from time to time. 


Third Party Content means content from third parties, including links (a headline, 


snippet and hyperlink to the website where an article was 


published) to content from third parties. 


User Content means the data uploaded or added by Customer and 


Subscriber Users (if applicable). 



https://my.silobreaker.com/
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User Accounts means the user accounts purchased by Customer under these 


terms which entitle Subscriber Users to access and use the 


Subscription Service in accordance with these terms. 


2. GRANT OF RIGHTS, DELIVERY AND CUSTOMER’S OBLIGATIONS  


2.1 Subject to Customer purchasing the Subscription Service in accordance with the Order 


Confirmation and the other terms and conditions of these terms, Silobreaker hereby grants from 


the Effective Date to Customer a non-exclusive, non-transferable right, without the right to grant 


sub-licences, to permit the Subscriber Users to use the Subscription Service during the 


Subscription Period and to access and use, modify, edit, supplement, incorporate or compile the 


Content, in order to create documents, reports, memoranda, newsletters, presentations, alerts, 


communications and other work product in order to support Customer’s business, subject to the 


amount of such use of the Content being reasonable. 


2.2 Delivery of the Subscription Service shall be made by Silobreaker to Customer and shall be 


deemed as having been delivered when the User Accounts have been set up and login credentials 


have been emailed to each individual Subscriber User or to such Customer administrator as 


designated by Customer.  


2.3 Silobreaker may change the Subscription Service (including without limitation its format or any 


feature thereon) and anything described in it without notice to Customer. Any change herein by 


Silobreaker will not reduce the functionality of the Subscription Service. Customer’s continued 


use of the Subscription Service will be taken as Customer’s consent and agreement to any such 


changes or updates Silobreaker may make 


2.4 In relation to the Subscriber Users, Customer undertakes that: 


2.4.1 it will not allow any User Accounts to be used by more than one individual Subscriber 


User unless it has been assigned in its entirety to another individual Subscriber User, 


in which case the prior Subscriber User shall no longer have any right to access or 


use the Subscription Service; and 


2.4.2 each Subscriber User shall keep a secure password for his/her use of the 


Subscription Service and that each Subscriber User shall keep his/her password 


confidential. 


2.5 Customer shall not access, store, distribute or transmit any material or User Content during the 


course of its use of the Subscription Service that: 
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2.5.1 is unlawful, harmful, threatening, defamatory, obscene, infringing, harassing or 


racially or ethnically offensive; 


2.5.2 facilitates illegal activity; 


2.5.3 depicts sexually explicit images; 


2.5.4 promotes unlawful violence; 


2.5.5 is discriminatory based on race, gender, colour, religious belief, sexual orientation, 


disability; or 


2.5.6 is otherwise illegal or causes damage or injury to any person or property; 


and Silobreaker reserves the right, without liability or prejudice to its other rights to Customer, to 


disable Customer’s access to any material that breaches the provisions of this clause. 


2.6 Customer shall not except as may be allowed by any applicable law which is incapable of 


exclusion by agreement between the parties and except to the extent expressly permitted under 


these terms: 


2.6.1 attempt to copy, rebrand, resell, modify, duplicate, create derivative works from, 


frame, mirror, redistribute, republish, download, display, transmit, or distribute all or 


any portion of the Subscription Service (as applicable) in any form or media or by 


any means;  


2.6.2 attempt to de-compile, reverse compile, disassemble, reverse engineer or otherwise 


reduce to human-perceivable form all or any part of the Subscription Service;  


2.6.3 access all or any part of the Subscription Service in order to build a product or service 


which competes with the Subscription Service;  


2.6.4 use the Subscription Service to provide services to third parties;  


2.6.5 license, sell, rent, lease, transfer, assign, distribute, display, disclose, or otherwise 


commercially exploit, or otherwise make the Subscription Service available to any 


third party except the Subscriber Users; 


2.6.6 attempt to obtain, or assist third parties in obtaining, access to the Subscription 


Service, other than as provided under this Clause 2; or 
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2.6.7 do anything (including the storage, distribution or transmission of malware or a 


similar item) that damages, disables, overburdens, or impairs Silobreaker’s servers 


or networks or interferes with Silobreaker’s other customers’ use and enjoyment of 


the website. 


2.7 Customer shall provide Silobreaker with: 


2.7.1 all necessary co-operation in relation to these terms; and 


2.7.2 all necessary access to such information as may be required by Silobreaker; 


in order to provide the Subscription Service, including but not limited to User Content, security 


access information and configuration services. 


2.8 Customer shall: 


2.8.1 comply with all applicable laws and regulations with respect to its activities under 


these terms; 


2.8.2 carry out all other Customer responsibilities set out in these terms in a timely and 


efficient manner. In the event of any delays in Customer’s provision of such 


assistance as agreed by the parties, Silobreaker may adjust any agreed timetable or 


delivery schedule as reasonably necessary; 


2.8.3 ensure that the Subscriber Users use the Subscription Service in accordance with 


the terms and conditions of these terms and shall be responsible for any Subscriber 


User’s breach of these terms; 


2.8.4 obtain and shall maintain all necessary licences, consents, and permissions 


necessary for Silobreaker, its contractors and agents to perform their obligations 


under these terms, including without limitation the Subscription Service; 


2.8.5 ensure that its network, systems and web browsers comply with the relevant 


specifications provided by Silobreaker from time to time; and 


2.8.6 be solely responsible for procuring and maintaining its network and internet 


connections from its systems and devices to Silobreaker’s websites and URLs, and 


all problems, conditions, delays, delivery failures and all other loss or damage arising 


from, caused by or relating to Customer’s network and internet connections. 
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2.9 Customer shall use all reasonable endeavours to prevent any unauthorised access to, or use of, 


the Subscription Service and, in the event of any such unauthorised access or use, promptly notify 


Silobreaker. 


2.10 The rights provided under this Clause 2 are granted to Customer only, and shall not be considered 


granted to any subsidiary or holding company of Customer. 


2.11 If the Subscription Service is accessed through a mobile device, then the Subscription Service 


shall also be subject to the terms of the Silobreaker mobile app. 


2.12 In performing its obligations under these terms Customer shall comply with the Silobreaker 


Requirements. 


3. ADDITIONAL USER ACCOUNTS 


Customer may, from time to time during any Subscription Period, purchase additional User 


Accounts in excess of the number agreed in the Order Confirmation and Silobreaker shall grant 


access to the Subscription Service to such additional Subscriber Users in accordance with the 


additional Order Confirmation and provisions of these terms. 


4. PROVISION OF SUBSCRIPTION SERVICE   


4.1 Silobreaker shall, during the Subscription Period, provide the Subscription Service to Customer 


on and subject to the terms of these terms. 


4.2 Silobreaker shall use commercially reasonable endeavours to make the Subscription Service 


available 24 hours a day, seven days a week, except for planned maintenance or necessary 


unplanned maintenance. 


4.3 Silobreaker will, as part of the Subscription Service and at no additional cost to Customer provide 


Customer with Silobreaker’s standard customer support services in accordance with Silobreaker’s 


Support Policy as set out in Schedule 1. Silobreaker may amend the Support Policy in its sole 


and absolute discretion from time to time. 


4.4 Customer acknowledges and Customer agrees that while Silobreaker may not currently have set 


a fixed upper limit on use of the Subscription Service or the amount of storage space available as 


part of a Subscription Service, such fixed upper limits may be set by Silobreaker at any time at 


Silobreaker’s absolute discretion. 


4.5 Silobreaker reserves the right to monitor the use of the Subscription Service by Customer for the 


purposes of providing a better service to Customer and to ensure adherence to these terms. 
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4.6 Silobreaker shall, in providing the Subscription Service and monitoring the use of it, comply with 


its Privacy Policy available at https://www.silobreaker.com/legal or such other website address as 


may be notified to Customer from time to time, as may be amended from time to time by 


Silobreaker in its sole discretion. 


4.7 Silobreaker uses “cookies” in the provision of the Subscription Service. Silobreaker’s use of 


cookies is set out in its Privacy Policy at https://www.silobreaker.com/legal or such other website 


address as may be notified to Customer from time to time, as may be amended from time to time 


by Silobreaker in its sole discretion.  


5. USER CONTENT   


5.1 Customer shall own all right, title and interest in and to all of the User Content and shall have sole 


responsibility for the legality, reliability, integrity, accuracy and quality of the User Content. 


Silobreaker does not endorse any of the User Content published in the Subscription Service. 


5.2 Customer shall ensure that no personal data is uploaded by Subscriber Users and Silobreaker 


reserves the right to delete such data. 


5.3 Except as provided under these terms, Silobreaker shall not be responsible for any loss, 


destruction, alteration or disclosure of User Content howsoever caused.  


5.4 Any User Content will only be visible/accessible to the creator of the User Content and to other 


Subscriber Users. By posting or uploading User Content, Customer is granting Silobreaker a 


revocable, royalty-free, non-exclusive, limited licence to reproduce, modify, translate, make 


available, distribute and allow Customer and Subscriber Users to view and use the User Content 


in whole or in part or in any form during any Subscription Period. 


5.5 Silobreaker has put security measures in place to protect User Content from being 


visible/accessible to non-authorised users, and Silobreaker shall not be liable to Customer for the 


actions of third parties in breaching any such security measures. 


5.6 Notwithstanding 5.2, if Silobreaker processes any personal data on Customer’s behalf when 


performing its obligations under these terms, the parties record their intention that Customer shall 


be the data controller and Silobreaker shall be a data processor and in any such case: 


5.6.1 Customer acknowledges and agrees that the personal data may be transferred or 


stored outside the EEA or the country where Customer and the Subscriber Users 


are located in order to carry out the Subscription Service and Silobreaker’s other 


obligations under these terms; 



https://www.silobreaker.com/legal

https://www.silobreaker.com/legal
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5.6.2 Customer shall permit Silobreaker to transfer any personal data to a Silobreaker 


group company, a third party data centre, or a cloud data service, to use, store, host, 


access or process any personal data to enable Silobreaker to provide the 


Subscription Service and to carry out Silobreaker’s other obligations under these 


terms; 


5.6.3 Customer shall ensure that Customer is entitled to transfer the relevant personal 


data to Silobreaker so that Silobreaker may lawfully use, process and transfer the 


personal data in accordance with these terms on Customer’s behalf; 


5.6.4 Customer shall ensure that the relevant third parties have been informed of, and 


have given their consent to, such use, processing, and transfer of personal data as 


required by all applicable data protection legislation; 


5.6.5 Silobreaker shall process the personal data only in accordance with the terms of 


these terms and any lawful instructions reasonably given by Customer from time to 


time; and 


5.6.6 each party shall take appropriate technical and organisational measures against 


unauthorised or unlawful processing of the personal data or its accidental loss, 


destruction or damage. 


6. THIRD PARTY PROVIDERS   


6.1 Customer acknowledges that the Subscription Service may redirect, enable or assist it to access 


the website of, content of, correspond with, and purchase products and services from, third parties 


via third-party websites and that it does so solely at its own risk. Silobreaker makes no 


representation, warranty or commitment and shall have no liability or obligation whatsoever in 


relation to the content or use of, or correspondence with, any such third-party website, or any 


transactions completed, and any contract entered into by Customer, with any such third party. 


Any contract entered into and any transaction completed via any third-party website is between 


Customer and the relevant third party, and not Silobreaker. Silobreaker recommends that 


Customer refers to the third party’s website terms and conditions and privacy policy prior to using 


the relevant third-party website. Silobreaker does not endorse or approve any third-party website 


nor the content of any of the third-party websites made available via the Subscription Service. 


6.2 The Subscription Service includes Third Party Content where separate terms of use apply to those 


third-party websites. It is Customer’s responsibility to read such terms of use and if Customer 


does not agree to those terms, then it must leave the third-party website.  
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6.3 Third Party Content may change from time to time and Silobreaker does not guarantee the 


availability of, or links to, any particular source of Third Party Content. 


6.4 Silobreaker is not responsible for any Third Party Content, including any inaccuracy thereof. Any 


issues or disputes relating to Third Party Content should be taken up directly with the applicable 


third party and Customer acknowledges and agrees that Silobreaker shall not be liable, directly 


or indirectly for any damage or loss caused or alleged to be caused by or in connection with the 


use of or reliance on any Third Party Content.  


6.5 Customer should take precautions when downloading files from all Third Party websites to protect 


Customer’s computer from any malware or other components with harmful or contaminating 


effects on Customer’s computer or any equipment connected to it. If Customer decides to access 


Third Party websites then Customer does so at Customer’s own risk. 


7. SILOBREAKER’S OBLIGATIONS AND WARRANTIES 


7.1 Silobreaker undertakes that the Subscription Service will be performed substantially in 


accordance with the Order Confirmation and these terms and with reasonable skill and care and 


Silobreaker warrants that the Content provided by it as part of any Subscription Service will be an 


accurate relay of information.   


7.2 The undertaking in Clause 7.1 shall not apply to the extent of any non-conformance which is 


caused by use of the Subscription Service contrary to Silobreaker’s instructions, or modification 


or alteration of the Subscription Service by any party other than Silobreaker or Silobreaker’s duly 


authorised contractors or agents. If the Subscription Service does not conform with the foregoing 


undertaking, Silobreaker will, at its expense, use all reasonable commercial endeavours to correct 


any such non-conformance promptly, or provide Customer with an alternative means of 


accomplishing the desired performance. Such correction or substitution constitutes Customer’s 


sole and exclusive remedy for any breach of the undertaking set out in Clause 7.1. 


Notwithstanding the foregoing, Silobreaker: 


7.2.1 does not warrant that Customer’s use of the Subscription Service will be 


uninterrupted or error-free, fit for a particular purpose or able to achieve a particular 


result, or that the Subscription Service and/or the information obtained by Customer 


through the Subscription Service will meet Customer’s requirements; and 


7.2.2 is not responsible for any delays, delivery failures, or any other loss or damage 


resulting from the transfer of data over communications networks and facilities, 


including the internet, and Customer acknowledges that the Subscription Service 
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may be subject to limitations, delays and other problems inherent in the use of such 


communications facilities. 


7.3 Silobreaker warrants that it has and will maintain all necessary licences, consents, and 


permissions necessary for the performance of its obligations under these terms. 


8. SECURITY 


8.1 Silobreaker will use its reasonable endeavours to ensure at all times that: 


8.1.1 the Subscription Service is hosted in a high-security data centre that uses 


appropriate technology and other measures designed to assure high service 


availability and prevent interference or access from outside intruders; 


8.1.2 identity and authentication controls are implemented to prevent access to the 


Subscription Service unless a valid username and password are used; 


8.1.3 data in transit between the Subscription Service and a Subscriber User’s device is 


protected by industry standard Secure Locket Layer (SSL) technology with TLS 1.2, 


or higher, encryption technology; 


8.1.4 operational security measures are implemented, including then-current industry 


standard methods, software and techniques are used for vulnerability management, 


patch management and protective monitoring.  


8.2 Notwithstanding the above, Silobreaker does not warrant that the Subscription Service will be free 


from any malware or other programme designed to gain authorised access to data files or to 


disrupt, damage, or adversely affect the operation of computer software, hardware or network. 


8.3 Silobreaker shall not be responsible for any breach of the Subscription Service security or 


Silobreaker server or network security by any third parties and Silobreaker shall not be liable for 


any loss or damage resulting from any such breach. 


9. CHARGES AND PAYMENT   


9.1 Customer shall pay the Subscription Fees to Silobreaker for the Subscription Service in 


accordance with the Order Confirmation. 


9.2 The Subscription Fees may vary from time to time, but shall not change during the Subscription 


Period, and shall be payable on an annual basis in advance, unless otherwise agreed between 


Customer and Silobreaker.  
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9.3 Customer shall pay all invoices within 30 days from the invoice date (or as set out in the Order 


Confirmation). 


9.4 In addition to the Subscription Fee, the Subscription Service may also be subject to valued added 


tax (“VAT”), which shall be added to the Subscription Fee. 


9.5 If Silobreaker has not received payment within 14 days after the due date, and without prejudice 


to any other rights and remedies of Silobreaker: 


9.5.1 Silobreaker may, without liability to Customer, disable Customer’s account and 


access to all or part of the Subscription Service and Silobreaker shall be under no 


obligation to provide any or all of the Subscription Service while the invoice(s) 


concerned remain unpaid; and 


9.5.2 charge interest on any amount unpaid, such interest shall accrue on a daily basis on 


such due amounts at an annual rate equal to 5% above the 1-month LIBOR for the 


applicable currency, commencing on the due date and continuing until fully paid, 


whether before or after judgment. 


9.6 All amounts and fees stated or referred to in these terms: 


9.6.1 shall be payable in such currency as provided on the Order Confirmation; and 


9.6.2 except where Silobreaker is unable to provide the Subscription Service for 7 


consecutive days or more without being caused by force majeure, are non-


cancellable and only refundable for the unused term of the Subscription Service.  


10. PROPRIETARY RIGHTS   


10.1 Customer acknowledges and agrees that Silobreaker and/or its licensors own all intellectual 


property rights in the Subscription Service. Except as expressly stated herein, these terms do not 


grant Customer any rights to, under or in, any patents, copyright, database right, trade secrets, 


trade names, trademarks (whether registered or unregistered), or any other rights or licences in 


respect of the Subscription Service. 


11. CONFIDENTIALITY  


11.1 Each party may be given access to information from the other party that is proprietary or 


confidential, either clearly labelled as such or identified as such in this clause (“Confidential 


Information”), in order to perform its obligations under these terms. A party’s Confidential 


Information shall not be deemed to include information that: 
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11.1.1 is or becomes publicly known other than through any act or omission of the receiving 


party; 


11.1.2 was in the other party’s lawful possession before the disclosure; 


11.1.3 is lawfully disclosed to the receiving party by a third party without restriction on 


disclosure; or 


11.1.4 is independently developed by the receiving party, where that independent 


development can be shown by written evidence. 


11.2 Subject to Clause 11.4, each party shall hold the other’s Confidential Information in confidence 


and not make the other’s Confidential Information available to any third party, or use the other’s 


Confidential Information for any purpose other than the implementation of these terms. 


11.3 Each party shall take all reasonable steps to ensure that the other’s Confidential Information to 


which it has access is not disclosed or distributed by its employees or agents in violation of the 


terms of these terms. 


11.4 A party may disclose Confidential Information to the extent such Confidential Information is 


required to be disclosed by law, by any governmental or other regulatory authority or by a court 


or other authority of competent jurisdiction, provided that, to the extent it is legally permitted to do 


so, it gives the other party as much notice of such disclosure as possible and, where notice of 


disclosure is not prohibited and is given in accordance with this Clause 11.4, it takes into account 


the reasonable requests of the other party in relation to the content of such disclosure. 


11.5 Neither party shall be responsible for any loss, destruction, alteration or disclosure of Confidential 


Information caused by any third party. 


11.6 Customer acknowledges that details of the Subscription Service, and the results of any 


performance tests of the Subscription Service, constitute Silobreaker’s Confidential Information. 


11.7 Silobreaker acknowledges that the User Content is the Confidential Information of Customer. 


11.8 Neither party shall make, or permit any person to make, any public announcement concerning 


these terms without the prior written consent of the other party (such consent not to be 


unreasonably withheld or delayed), except as required by law, any governmental or regulatory 


authority (including, without limitation, any relevant securities exchange), any court or other 


authority of competent jurisdiction. 


11.9 The above provisions of this Clause 11 shall survive termination of these terms, however arising. 
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12. INDEMNITY   


12.1 Customer shall defend, indemnify and hold harmless Silobreaker against claims, actions, 


proceedings, losses, damages, expenses and costs (including without limitation court costs and 


reasonable legal fees) arising out of or in connection with Customer’s use of the Subscription 


Service.  


12.2 Silobreaker shall defend Customer, its officers, directors and employees against any claim that 


the Subscription Service infringes any intellectual property rights effective as of the Effective Date, 


and shall indemnify Customer for any amounts awarded against Customer in judgment or 


settlement of such claims, provided that: 


12.2.1 Silobreaker is given prompt notice of any such claim; 


12.2.2 Customer provides reasonable co-operation to Silobreaker in the defence and 


settlement of such claim, at Silobreaker’s expense;  


12.2.3 Silobreaker is given sole authority to defend or settle such claim; and 


subject to a total limit of £1,000,000 in respect of the aggregate of all claims under this clause 


12.2. 


12.3 In the defence or settlement of any claim, Silobreaker may procure the right for Customer to 


continue using the Subscription Service, replace or modify the Subscription Service so that it 


becomes non-infringing or, if such remedies are not reasonably available, terminate these terms 


on 2 UK business days’ notice to Customer without any additional liability or obligation to pay 


liquidated damages or other additional costs to Customer. 


12.4 In no event shall Silobreaker, its employees, agents and sub-contractors be liable to Customer to 


the extent that the alleged infringement is based on: 


12.4.1 a modification of the Subscription Service by anyone other than Silobreaker;  


12.4.2 Customer’s use of the Subscription Service in a manner contrary to the instructions 


given to Customer by Silobreaker; or 


12.4.3 Customer’s use of the Subscription Service after notice of the alleged or actual 


infringement from Silobreaker or any appropriate authority. 
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12.5 This clause 12 states Customer’s sole and exclusive rights and remedies, and Silobreaker’s 


(including Silobreaker’s employees’, agents’ and sub-contractors’) entire obligations and liability, 


for infringement of any intellectual property right. 


13. LIMITATION OF LIABILITY   


13.1 Except as expressly and specifically provided in these terms: 


13.1.1 Customer assumes sole responsibility for results obtained from the use of the 


Subscription Service by Customer, and for conclusions drawn from such use. 


Silobreaker shall have no liability for any damage caused by errors or omissions in 


any information, instructions or scripts provided to Silobreaker by Customer in 


connection with the Subscription Service, or any actions taken by Silobreaker at 


Customer’s direction; 


13.1.2 all warranties, representations, conditions and all other terms of any kind whatsoever 


implied by statute or common law are, to the fullest extent permitted by applicable 


law, excluded from these terms; and 


13.1.3 the Subscription Service is provided to Customer on an “as is” basis. 


13.2 The extent of the parties’ liability under or in connection with these terms (regardless of whether 


such liability arises in tort, contract or in any other way and whether or not caused by negligence 


or misrepresentation) shall be as set out in this clause 13. 


13.3 Subject to clauses 12.2 and 13.5, Silobreaker’s total liability under or in connection with these 


terms shall not exceed: 


13.3.1 an amount equal to the Subscription Fees paid to Silobreaker in the 12–month period 


immediately preceding the first incident giving rise to the loss; or 


13.3.2 for incidents occurring in the first 12 months of these terms, an amount equal to the 


paid and projected Subscription Fees for that period. 


13.4 Subject to clauses 12.2 and 13.5, Silobreaker shall not be liable for any of the following (whether 


direct or indirect): 


13.4.1 loss of profit; 


13.4.2 loss of data; 
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13.4.3 loss of use; 


13.4.4 loss of production; 


13.4.5 loss of contract; 


13.4.6 loss of opportunity; 


13.4.7 loss of savings, discount or rebate (whether actual or anticipated); or 


13.4.8 harm to reputation or loss of goodwill. 


13.5 Notwithstanding any other provision of these terms, the liability of the parties shall not be limited 


in any way in respect of the following: 


13.5.1 death or personal injury caused by negligence;  


13.5.2 fraud or fraudulent misrepresentation; or 


13.5.3 any other losses which cannot be excluded or limited by applicable law. 


13.6 If an agreement under an Order Confirmation or a Subscription Service is terminated, the 


following will apply:  


13.6.1 Customer shall no longer have any right to receive access to the Subscription 


Service, but despite that termination, Customer will continue to be liable for any 


unpaid fees for the Subscription Service for the remaining part of a Subscription 


Period as set out in the Order Confirmation.  


13.6.2 the right to use the Subscription Service and Subscriber Users’ usernames shall end 


once these terms is terminated and any data Customer has stored in the 


Subscription Service may no longer be available to Customer (save for that expressly 


set out in these terms). It is therefore important Customer maintains its own archive 


copies of any data that is valuable to Customer.  


13.7 If a User Account for a Subscriber User has expired or been deactivated, such User Account will 


be disabled, but any User Content that the Subscriber User has created or uploaded will remain 


accessible/visible on the Subscription Service to other Subscriber Users. Silobreaker has no 


responsibility to take down, remove or edit any User Content activities or any submissions that 


are a result of User Content activities. It is Customer’s responsibility to remove any User Content 
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that Customer has created or uploaded and that Customer wishes not to remain accessible/visible 


to other Subscriber Users before the Subscription Service expires. 


14. TERM AND TERMINATION   


14.1 This agreement shall, unless otherwise terminated as provided in this Clause 14, commence on 


the Effective Date and shall continue for the period set out in the Order Confirmation unless 


otherwise terminated in accordance with the provisions of these terms;  


14.2 Without affecting any other right or remedy available to it, Silobreaker may terminate these terms 


with immediate effect by giving written notice to the Customer if: 


14.2.1 Customer fails to pay any amount due under these terms on the due date for 


payment and remains in default not less than 30 days after being notified in writing 


to make such payment; 


14.2.2 Customer commits a material breach of any other term of these terms which breach 


is irremediable or (if such breach is remediable) fails to remedy that breach within a 


period of 14 days after being notified in writing to do so; 


14.2.3 Customer repeatedly breaches any of the terms of these terms in such a manner as 


to reasonably justify the opinion that its conduct is inconsistent with it having the 


intention or ability to give effect to the terms of these terms; 


14.2.4 a petition is filed, a notice is given, a resolution is passed, or an order is made, for or 


in connection with the winding up of Customer;  


14.2.5 any event occurs, or proceeding is taken, with respect to Customer in any jurisdiction 


to which it is subject that has an effect equivalent or similar to any of the events 


mentioned in this clause; 


14.2.6 there is a change of control of Customer. 


14.3 On termination of these terms for any reason: 


14.3.1 all licences granted under these terms shall immediately terminate and Customer 


shall immediately cease all use of the Subscription Service; 


14.3.2 each party shall return and make no further use of any equipment, property, 


documentation and other items (and all copies of them) belonging to the other party; 
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14.3.3 Silobreaker may destroy or otherwise dispose of any of the User Content in its 


possession unless Silobreaker receives, no later than ten days after the effective 


date of the termination of these terms, a written request for the delivery to Customer 


of the User Content provided that Customer has, at that time, paid all fees and 


charges outstanding at and resulting from termination (whether or not due at the date 


of termination). Customer shall pay all reasonable expenses incurred by Silobreaker 


in returning or disposing of the User Content; and 


14.3.4 any rights, remedies, obligations or liabilities of the parties that have accrued up to 


the date of termination, including the right to claim damages in respect of any breach 


of the agreement which existed at or before the date of termination shall not be 


affected or prejudiced. 


15. FORCE MAJEURE   


Silobreaker shall have no liability to Customer under these terms if it is prevented from or delayed 


in performing its obligations under these terms, or from carrying on its business, by acts, events, 


omissions or accidents beyond its reasonable control, including, without limitation, strikes, lock-


outs or other industrial disputes (whether involving the workforce of Silobreaker or any other 


party), failure of a utility service or transport or telecommunications network, act of God, war, riot, 


civil commotion, malicious damage, compliance with any law or governmental order, rule, 


regulation or direction, accident, breakdown of plant or machinery, fire, flood, storm or default of 


Silobreaker or its sub-contractors, provided that Customer is notified of such an event and its 


expected duration. 


16. CONFLICT   


If there is an inconsistency between any of the provisions in the main body of these terms and a 


Schedule to it, the provisions in the main body of these terms shall prevail. 


17. VARIATION   


Silobreaker may change these terms of use from time to time with immediate effect and shall post 


any updated terms on https://www.silobreaker.com/legal.  


Notwithstanding the above, Silobreaker shall not make changes to these terms without 


Customer’s consent that materially changes the provisioning or use of the Subscription Service, 


Silobreaker or Customer’s obligations, indemnities, liabilities, confidentiality or governing law. 



https://www.silobreaker.com/legal
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18. WAIVER   


No failure or delay by a party to exercise any right or remedy provided under these terms or by 


law shall constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict the 


further exercise of that or any other right or remedy. No single or partial exercise of such right or 


remedy shall prevent or restrict the further exercise of that or any other right or remedy. 


19. RIGHTS AND REMEDIES   


Except as expressly provided in these terms, the rights and remedies provided under these terms 


are in addition to, and not exclusive of, any rights or remedies provided by law. 


20. SEVERANCE   


20.1 If any provision (or part of a provision) of these terms is found by any court or administrative body 


of competent jurisdiction to be invalid, unenforceable or illegal, the other provisions shall remain 


in force. 


20.2 If any invalid, unenforceable or illegal provision would be valid, enforceable or legal if some part 


of it were deleted, the provision shall apply with whatever modification is necessary to give effect 


to the commercial intention of the parties. 


21. ENTIRE AGREEMENT   


21.1 This agreement together with the Order Confirmation constitute the entire agreement between 


the parties and supersedes and extinguishes all previous agreements, promises, assurances, 


warranties, representations and understandings between them, whether written or oral, relating 


to its subject matter. 


21.2 Each party acknowledges that in entering into these terms it does not rely on, and shall have no 


remedies in respect of, any statement, representation, assurance or warranty (whether made 


innocently or negligently) that is not set out in these terms or the Order Confirmation. 


21.3 Each party agrees that it shall have no claim for innocent or negligent misrepresentation or 


negligent misstatement based on any statement in these terms. 


22. ASSIGNMENT   


22.1 Customer shall not, without the prior written consent of Silobreaker, assign, transfer, charge, sub-


contract or deal in any other manner with all or any of its rights or obligations under these terms. 
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22.2 Silobreaker may assign this agreement to any acquirer of all or of substantially all of such party’s 


equity securities, assets or business relating to the subject matter of this agreement or to any 


entity controlled by, that controls, or is under common control with Silobreaker. 


22.3 Silobreaker shall have the right to assign, transfer or sub-contract its support obligations under 


this agreement to a subsidiary, affiliated or associated company to Silobreaker or to a third party 


that in Silobreaker’s reasonable opinion has the qualifications and know-how to provide the 


support under the Support Policy as set out in this agreement. 


23. NO PARTNERSHIP OR AGENCY   


Nothing in these terms is intended to or shall operate to create a partnership between the parties, 


or authorise either party to act as agent for the other, and neither party shall have the authority to 


act in the name or on behalf of or otherwise to bind the other in any way (including, but not limited 


to, the making of any representation or warranty, the assumption of any obligation or liability and 


the exercise of any right or power). 


24. THIRD PARTY RIGHTS   


This agreement does not confer any rights on any person or party (other than the parties to these 


terms and, where applicable, their successors and permitted assigns) pursuant to the Contracts 


(Rights of Third Parties) Act 1999. 


25. NOTICES   


25.1 Any notice required to be given under these terms shall be in writing and shall be delivered by 


hand or sent by pre-paid first-class post or recorded delivery post to the other party at its address 


set out in the Order Confirmation, or such other address as may have been notified by that party 


for such purposes. 


25.2 A notice delivered by hand shall be deemed to have been received when delivered (or if delivery 


is not in business hours, at 9:00 am on the first UK business day following delivery). A correctly 


addressed notice sent by pre-paid first-class post or recorded delivery post shall be deemed to 


have been received at the time at which it would have been delivered in the normal course of 


post.  
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26. GOVERNING LAW AND JURISDICTION   


26.1 This agreement and any dispute or claim arising out of or in connection with it or its subject matter 


or formation (including non-contractual disputes or claims) shall be governed by and construed in 


accordance with the law of England and Wales. 


26.2 Each party irrevocably agrees that the courts of England and Wales shall have exclusive 


jurisdiction to settle any dispute or claim arising out of or in connection with these terms or its 


subject matter or formation (including non-contractual disputes or claims).  
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SCHEDULE 1 – SUPPORT POLICY 


 
Silobreaker’s ambition is to respond to support requests immediately without delay. At a minimum, we will 


use our reasonable endeavours to ensure that the following targets are met in respect of product support 


requests from you: 


Report Category Primary Response Target Resolution Permanent Resolution 


1. Major Error 4 working hours 12 working hours 2 working weeks 


2. Serious Error 8 working hours 2 working days 4 working weeks 


3. Minor Issue 5 working days Future Release Future Release 


 


Where Report Category is defined as: 


Major Error is a material error which prevents the Subscription Service from being run or cripples the 


service or causes severe performance degradation. 


Serious Error is a material error which causes performance degradation, failure or disruption of a major 


task or feature where no alternative exists or delay in a time critical implementation of the Subscription 


Service, other than a category 1 issue. 


Minor Issue is any non-material defect or failure of the Subscription Service to perform or provide 


facilities, functions and capacity, other than a category 1 or 2 issue. 


Where Response/Action is defined as: 


Primary Response – a contact from our product support staff reporting the results of an initial 


investigation into the error, giving details of our analysis of the possible causes of the error and, where 


possible, proposing a solution for a temporary and/or permanent fix and a timetable for achieving that 


solution. 


Target Resolution - an acceptable temporary work around the issue that allows users to operate the 


Subscription Service without substantial degradation in performance. A temporary fix will only be 


applied where applicable. In some instances, a temporary fix may not be available. 


Permanent Resolution – a permanent resolution of the issue which restores the Subscription Service 


to perform substantially in accordance with the product or functionality description. 
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“Working Hour” for the purpose of service levels is defined as any hour between 8am-5pm (UK time) on 


non-UK-holiday weekdays (Mon-Fri). 


“Working Day” for the purpose of service levels is defined as any non-UK-holiday weekday between a 


Monday and a Friday. 


“Working Week” for the purpose of service levels is defined as five consecutive Working Days. 


The allocation of a report category will be at our sole discretion. 


Where a problem cannot be fixed within the target response time, we will inform you on how we will 


proceed in order to resolve the issue in question. 


The target response times exclude any time where we are waiting on you to provide information or 


complete a task. 






