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3.1

SCHEDULE 8.6 — BUSINESS CONTINUITY AND DISASTER RECOVERY

PURPOSE

This Schedule sets out the Supplier's obligations in relation to maintaining business
continuity and disaster recovery arrangements in order to minimise the adverse impact of
any disruption to the Services resulting from a Disaster, or material failure or disruption of
the Supplier's business processes or operations.

THE SUPPLIER'S BCDR PLAN

The initial BCDR Plan as at the Effective Date is set out in Appendix 1. The Supplier shall
update and submit the initial BCDR Plan to TfL for Approval in accordance with the
Transition Plan.

The Supplier shall ensure that the BCDR Plan:

2.2.1 details the processes and arrangements that the Supplier shall follow to ensure
continuity of the Services delivered to the Supplier's customers following a
Disaster or a material failure or disruption of the Supplier's business processes or
operations; and

2.2.2 reflects the principles and contents described in paragraphs 3, 4 and 5.

In addition to the obligations in paragraph 2.1 above, the Supplier shall submit any changes

to, or updated versions of, the BCDR Plan to TfL for Approval within five (5) Working Days

of such change or update.

Without prejudice to the testing obligations set out in paragraph 7, the BCDR Plan shall be

invoked only upon the occurrence of a Disaster or material failure or disruption of the

Supplier's business processes or operation.

GENERAL PRINCIPLES AND REQUIREMENTS

The BCDR Plan shall:

3.1.1 set out how the business continuity and disaster recovery elements of the BCDR
Plan connect with and relate to each other;

3.1.2 provide details of how the invocation of any element of the BCDR Plan may impact
the Services and/or (to the extent known) the services delivered to TfL by the
Other Suppliers;

3.1.3 contain a risk analysis, including:

(a) failure or disruption scenarios, with assessment and estimate of
frequency and likelihood of occurrence; and

(b) identification of any single points of failure within the Supplier's business
processes or operations, and processes for managing the risks arising
from them; and

(c) proposed risk control/mitigation measures to be implemented.

3.1.4 identify key operational and business processes and procedures;

3.1.5 set out key contact details (including roles and responsibilities) for the Supplier
and any relevant Sub-contractors;
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4.2

5.1

5.2

3.1.10

3.1.11

set out a Supplier emergency management team which shall act as a point of
contact for TfL and be available 24x365 in the event of a Disaster or material
failure or disruption of the Supplier's business processes or operations;

identify the procedures for reverting the Services to normal operation;

set out recovery point objectives and method(s) of recovering or updating data
collected (or which ought to have been collected) during a Disaster or material
failure or disruption of the Supplier's business processes or operations, to ensure
that there is no data loss and to preserve configuration and data integrity;

be designed to ensure that the adverse impact of any Disaster or material failure
or disruption of the Supplier's business processes or operations on the Services is
minimised as far as reasonably possible;

comply with the relevant provisions of ISO/IEC 27001 (including ISO/IEC 27031),
ISO/IEC 22301 and other industry standards from time to time in force; and

include a process for the management of disaster recovery testing.

BUSINESS CONTINUITY PRINCIPLES AND CONTENTS

The BCDR Plan shall set out the arrangements that are to be invoked to ensure that the
Supplier's business processes and operations that underpin delivery of the Services remain
effective, and shall include:

411

the alternative processes, options and responsibilities that may be adopted in the
event of a Disaster or material failure or disruption of the Supplier's business
processes or operations; and

the steps to be taken by the Supplier upon resumption of normal operations in
order to address any prevailing effect of such failure or disruption, including a root
cause analysis of the failure or disruption.

The BCDR Plan shall:

421

422
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address the various possible impacts of the failure of, or disruptions to, the
Services due to a Disaster or a material failure or disruption of the Supplier's
business processes or operations;

set out the services to be provided and the steps and recovery timescales to be
taken to remedy the different levels of such failures and disruptions to the
Services; and

set out without ambiguity the conditions and/or circumstances under which the
BCDR Plan is invoked.

DISASTER RECOVERY PLAN PRINCIPLES AND CONTENT

The BCDR Plan shall be designed so as to minimise the impact on the Services following
any Disaster.

The BCDR Plan shall include sufficient detail of the following:

5.21

522

the technical design and build specification of the disaster recovery system;

details of the procedures and processes to be put in place by the Supplier in
relation to the disaster recovery system and the provision of disaster recovery
services and any testing of the same including but not limited to the following:
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6.1

7.1

5.2.3

5.2.4

5.2.5

(a) data centre and disaster recovery site audits;

(b) backup methodology and details of the Supplier's approach to data back-
up and data verification;

(c) identification of potential Disaster scenarios;

(d) risk assessment and risk management approach;

(e) documentation of processes and procedures;

(f) hardware and software configuration details;

(9) network planning including details of all relevant data networks and

communication links, and identification of all single points of failure;

(h) invocation rules;

(i) identification of critical roles/functions and substitutions

() service recovery procedures; and

(k) the steps to be taken upon resumption of the Services to address any

prevailing effect of the failure or disruption to the Services;

details of how the Supplier shall maintain the security of the Services in
accordance with Good Industry Practice security management, including how any
increase in vulnerability and/or risk of threats is mitigated during any period in
which the BCDR Plan is invoked;

access controls to any disaster recovery sites used by the Supplier in relation to its
obligations pursuant to this Schedule or the BCDR Plan; and

testing and rehearsal arrangements for the BCDR Plan including frequency of
these arrangements.

REVIEW AND AMENDMENT OF THE SUPPLIER BCDR PLAN

The Supplier shall review the BCDR Plan (and the risk analyses on which it is based):

6.1.1

6.1.2

6.1.3

on a regular basis and as a minimum once every 12 months;

within three (3) months of the BCDR Plan (or any part) having been invoked
pursuant to paragraph 8;

where required following each test of the BCDR Plan pursuant to paragraph 7
below,

and if any updates to the BCDR Plan are required (including pursuant to paragraph 7 below)
the Supplier shall within 5 Working Days promptly submit these to TfL in accordance with
paragraph 2.3.

TESTING OF THE SUPPLIER BCDR PLAN

The Supplier shall test the BCDR Plan:

7.11

in accordance with the Transition Plan; and
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71.2 on a regular basis (and in any event not less than once every 12 months) which
should be a mixture of either live, operational or desktop based Testing to be
agreed with TfL.

The Supplier shall provide TfL with a written report on each test carried out pursuant to this
paragraph within five (5) Working Days of completion of such test. Such report shall include
details of the test carried out, the results of such test and such other information as TfL
requests in writing. If such results lead to the conclusion that a change to the BCDR Plan is
required or TfL requires a change to the BCDR Plan following receipt of the test report, the
Supplier shall implement such change in accordance with paragraph 6 above.

7.2 For the avoidance of doubt, the carrying out of a test of the BCDR Plan (including a test of
the BCDR Plan's procedures) shall not relieve the Supplier of any of its obligations under
this Agreement.

8. INVOCATION OF THE SUPPLIER BCDR PLAN

8.1 In the event of a Disaster or material failure or disruption of the Supplier's business
processes or operations, the Supplier shall immediately invoke the BCDR Plan (and shall
inform TfL promptly of such invocation). In all other instances the Supplier shall invoke or
test the BCDR Plan in circumstances where it considers it to be reasonably necessary to do
so and in consultation with TfL whenever reasonably practicable.

8.2 The Supplier shall, in any event, use all reasonable endeavours to restore the Services and
to otherwise minimise the adverse impact of any disruption to the Services on an urgent
basis in the event of any Disaster or material failure or disruption of the Supplier's business
processes or operations affecting the Services.
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APPENDIX 1 —- BDCR PLAN

Marston TfL Inspection Services BCDR
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Disaster Recovery Plan

Savit Bowry

Last reviewed & tested - 18/04,/2020
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Marston TfL Inspection Services BCDR Disaster Recovery Plan 4/18/2020
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Marston TfL Inspection Services BCDR Disaster Recovery Plan 4/18/2020

Introduction

This document details the policies and procedures of Marston TfL Inspection Services BCDR in the
event of a disruption to critical IT services or damage to IT equipment or data. These processes will
ensure that those assets are recoverable to the right level and within the right timeframe to deliver a
return to normal operations, with minimal impact on the business.

Plan objectives

The objective of our Disaster Recovery Plan (DRP) is to minimize the downtime and data loss for key
services. The primary objective is to protect the organization and TFL in all events, where all of its
operations and computer services are asserted to be unavailable or unworkable.

Plan scope

This DR plan has been compiled to cover the Freedom application which Marston use to manage
inspection services on behalf of TFL.

The following services and locations are in scope of this DR Plan:
¢ Freedom Core Application

¢ Azure UK South
*  Azure UK West

Service targets

IT service Scenario Target time to Estimated time Priority
recovery to recovery
Freedom Azure UK Region | 30 minutes 5 minutes High
failure
Backup strategy
IT service Backup location Backup frequency
Azure Regions Azure UK South and UK West Asynchronous

Testing schedule

+ Partial DR test carried out during each patching window.
+ Data availability is tested monthly in line with the patching schedule.

rston
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Marston TfL Inspection Services BCDR Disaster Recovery Plan

4/18/2020

¢ The DR plan will be tested in its entirety upon the agreed schedule with TFL.
* Recovery process for IT service will be tested upon the agreed schedule with TFL.

Testing plan

¢ Switch the primary region from UK South to UK West or UK West to UK South, dependent on
what is primary at the time.
* Centrality complete sanity checks and then commits the change should sanity tests be

successful

s Service buses are switched to the same primary region.

*  Sanity checks to ensure full application connectivity
s  Performance checks to ensure full optimization on the new region
s  Switch back to the originating primary region

Plan review

The DR plan itself will be formally reviewed as per the agreed schedule and in response to regular

testing
Revision history

Version

Date

Revision details

1.0

Roles and responsibilities

The following individuals are to assume responsibility for restoring IT services when the DR plan is

activated:

Internal contacts

Name Job role Contact details DR process owned
Savit Bowry Head of IT Savit.Bowry@nslservic | Process lead and
es.co.uk Infrastructure

availability

LogicValley Application Support Application process
validation

Richard Arnold Service Delivery Richard.Arnold@nslse | Application and

Manager rvices.co.uk Service availability

Client Communication
Lead

This document is classified as Confidential
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Marston TfL Inspection Services BCDR Disaster Recovery Plan

External contacts

4/18/2020

Name Organization Contact details DR process owned
Operation Centre Centrality +44 (0)3334562456 Service Restoration
Kayleigh Haetzman Centrality KHaetzman@centralit | Process Co-Ordinator

y.com

Client contacts

Name Organization

Contact details

DR process owned

TBC TFL

Communication
recipient

Incident response

The DR plan is to be activated when one or more of the following criteria are met:

* Complete loss of Azure UK Region hosting the service
s Intermittent connectivity issue with Azure UK Region with no or disproportionate timeframe

for resolution

The person discovering the incident must notify the following DR stakeholders, who collectively
assume responsibility for deciding which - if any - aspects of the DR plan should be implemented,
and for establishing communication with employees, management, partners and customers.

Contact

Role

Richard Arnold

Stakeholder Communication

Teresa Farndon

DR Plan Approver

Savit Bowry

DR Plan Approver

Kayleigh Haetzman

DR Plan Initiator

Centrality Operations Centre

Business Communication (via Priority incident

management process)

DR procedures

Depending on the incident, and nature of the IT services affected, the following DR procedure may

be activated by the DR team:

This document is classified as Confidential
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Marston TfL Inspection Services BCDR Disaster Recovery Plan

DR plan

4/18/2020

Scenario

Azure UK South Region inaccessible

Possible causes

Loss of Microsoft core services

IT services and data at risk

Freedom Application

Impact

Access to manage vehicle inspections

Plan of action

Identify issue, coordinate initial response
(Centrality Operations Centre)

Issue cause, impact assessment and eta of
resolution (Microsoft)

Evaluate operational impact to the business
(Richard Arnold/Savit Bowry)

Conference call to discuss current situation, DR
plan options, establish data recovery targets
and timeframes (Centrality Operations Centre,
Richard Arnold, Savit Bowry & Kayleigh
Haetzman)

Stakeholder and Business communication sent
(Centrality Operations Centre/Richard Arnold)
Client communication sent ()

Invoke DR on approval (Kayleigh Haetzman)
Sanity checks post DR plan successfully invoked
(Operators/LogicValley)

Appendices

Record of DR activities

Date Activity Outcome Actions

05-03-2020 Partial DR testing RPO and RTO met None

12-04-2020 Full DR testing VOID This has been
postponed due to the
COVID-19 pandemic,
due to be rescheduled
for Q4 2020.

Location of DR resources
Resource Location

Process details and decision actions

Centrality ITSM

10
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Marston TfL Inspection Services BCDR Disaster Recovery Plan 4/18/2020

List of business users to communicate Office365 (priority incident alert group)
List of key stakeholders Centrality ITSM
List of client contacts Sharepoint {(Marston), BCDR Plan (Marston &
Centrality)
marston
6 This document is classified as Confidential holdings
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