






 

 

 

 

 
 
 

 

 
The Customer requires the Supplier to design, build, and implement digital solutions that 
enhance the UK Health Security Agency’s (UKHSA) ability to manage and share bio-
surveillance data. This includes developing a scalable, secure metadata catalogue 
integrated with Cabinet Office platforms, automating data transfers, and ensuring all 
processes meet privacy and security standards. The Supplier is also expected to provide 
expertise and templates for data sharing agreements, facilitate rapid and compliant data 
access, and deliver comprehensive training and documentation so UKHSA staff can 
independently operate and maintain these new capabilities by the end of the 
engagement. 

Service Profile - National Bio Surveillance Network (NBN) – Digital and Data delivery 

Output 1 - Searchable UKHSA Meta-Data catalogue 
• Build and deploy UKHSA service to contribute to the NBN metadata catalogue, using 

RaIN as a platform. 
• Provide requirements to implement changes in fields to make RAIN more suitable 

for bio surveillance catalogue 
• Provide specifications to enable Cabinet Office to build APIs to UKHSA metadata 

catalogue to allow for programmatic updates 
• Provide support to help ingestion of all the metadata collected from Alpha into the 

new catalogue in RaIN. 
• Carry out meta-data collation of all data related to the priority pathogens and those 

risks mentioned in the National Security Risk Assessment SGSS to expand the 
metadata catalogue. 

Further detail 
• An individual who possesses Data Architecture and Data Engineering skills to design 

and build an automated capability for in-scope metadata to be pulled at set 
schedules from the UKHSA Enterprise Data Catalogue and then to be loaded so the 
Cabinet Office GRIP data ingest mechanism can securely ingest the data and load it 
onto the Cabinet Office RaIN platform. 

• Alternatively, if a single individual is not available who possesses these skills then for 
a small team equating to a single full-time equivalent will design and build the above 
requirements. 

• This process to schedule regular data transfers from the UKHSA Enterprise Data 
Catalogue to the Cabinet Office GRIP ingest mechanism will need the following 
capabilities: 

– Documented Standard Operating Procedure and associated processes to 
Operate, apply changes including addition of new metadata 

– Documented architectural designs including linkage to metadata sets via the 



 

5 

 

 

 
 
 

 
Enterprise Data Catalogue and Cabinet Office GRIP and RaIN capabilities 

–  Documented code and links to the Github code repository 
 Scalable capability that enables UKHSA to extend from the initial three metadata 

sets (SGSS – Second Generation Surveillance System; SARI-Watch; and Enhanced 
Surveillance System/Confirmed Measles Database) to +100 metadata sets 

 Secure capability that gains both Privacy and Security approvals and obtains 
penetration testing approvals through following Cyber by Design principles. 

– Develop basic management information and controls to enable the status of 
metadata pulled by the Cabinet Office GRIP system to be fully auditable, 
including logs on data pulled by GRIP with time and date stamps, volume of 
metadata, last pull date, changes to the metadata (new or removed fields), 
etc… 

– Package up the capability to enable UKHSA Technical Civil Servants to 
operate, maintain and change, ensuring a full knowledge transfer by the end 
of the Order Form. 

 
 
Output 2 - Data Brokerage Service 

• Develop and deploy templates for data sharing agreements, Memorandas of 
understanding (MOUs), Data Sharing Agreements (DSAs) and best practice. 

• Further development and maintenance of template DSAs and provision of data 
sharing expertise to facilitate swifter and more seamless response to data sharing 
requests 

• Connect Cabinet Office to data owners for data access 
• Work with the Cabinet Office to implement data quality assessment and ingestion 

process for novel OSINT, private market, international and other non-HMG sources 
• We are looking for an experienced data governance analyst who can work with our 

Privacy and Information management leads to develop a process for enabling data 
sharing to be undertaken at pace. 

 
Scope 
This engagement does not include cloud consumption costs, which are managed separately. 
Suppliers are requested to provide costs solely for the implementation services as outlined 
in this document. 

 
All work must be completed by 31st March 2026, with implementation commencing 15th 
January 2026. 

 
Constraints and Assumptions 
It is noted that the delivery of this Statement of Work is dependent on capacity and 
availability of stakeholders and subject matter experts. This capacity is subject to change 







Docusign Envelope ID: 297AD90F-8CA0-4C89-B494-03C88FBA61CB 
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(2.6) Exit Plan (where required) 

 
Knowledge Transfer and Training 
Deadline: 31/03/2026 
Goal: Empower the UKHSA team with the knowledge and skills needed to manage 
and maintain the meta data catalogue and data brokerage services 
Deliverables: 

• Conduct hands-on training sessions with relevant teams 
• Deliver comprehensive documentation, including data flow diagrams, known issues, 

and operational best practices. 
• Provide guidance on ongoing maintenance and optimisation of the services 

(2.7) Environmental Plan 
 
Not applicable 

 
3. SUPPLIER SOLUTION 
(3.1) Supplier Solution 

 
Not applicable 

(3.2) Account Manager: Mandy Zachariah 

Key Personnel: not applicable 

(3.3) Sub-contractors to be involved in the provision of the Services and/or Goods 
 
Not applicable 

(3.4) Outline Security Management Plan 
 

: 
 



 

 

 

 

 
 
 

 
(3.5) Relevant Convictions 

 
None 

 
A Relevant Conviction is a Conviction that is relevant to the nature of the Services to be 
provided 
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(3.6) Implementation Plan 

 
1. Preparation and Planning Phase 
Deadline: 23/01/2026 
Goal: Establish a strong foundation for the product through scoping, requirement gathering, 
and planning. 
Deliverables 

• Conduct stakeholder meetings to align on product goals, expectations, and timelines. 
• Perform a readiness assessment. 
• Define and document product scope, objectives, work packages, roles, 

responsibilities, and a detailed timeline. 
• Identify and plan for dependencies, risks, and mitigation strategies. 

 
2. Discovery/Alpha Phase 
Deadline: 28/02/2026 
Goal: For each outcome, deliver an end-to-end prototyped solution 
Deliverables: 

• Gain access to all environments appropriately, including required modules and 
permissions. 

• Identify stakeholders (working with relationship owners) and obtain approval to 
proceed 

• Identify users and establish user needs 
• Undertake user research if applicable 
• Build working prototypes for each output 

 
3. Beta Phase 
Deadline: 28/03/2026 
Goal: Building on Discovery/Alpha, deploy solution against each output 
Deliverables: 

For the meta data catalogue: 
• Documented Standard Operating Procedure and associated processes to Operate, 

apply changes including addition of new metadata 
• Documented architectural designs including linkage to metadata sets via the Enter-

prise Data Catalogue and Cabinet Office GRIP and RaIN capabilities 
• Documented code and links to the Github code repository 
• Scalable capability that enables UKHSA to extend from the initial three metadata sets 

(SGSS – Second Generation Surveillance System; SARI-Watch; and Enhanced 
Surveillance System/Confirmed Measles Database) to +100 metadata sets 

• Secure capability that gains both Privacy and Security approvals and obtains 
penetration testing approvals through following Cyber by Design principles. 
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• Develop basic management information and controls to enable the status of 

metadata pulled by the Cabinet Office GRIP system to be fully auditable, including 
logs on data pulled by GRIP with time and date stamps, volume of metadata, last pull 
date, changes to the metadata (new or removed fields), etc… 

• Package up the capability to enable UKHSA Technical Civil Servants to operate, 
maintain and change, ensuring a full knowledge transfer by the end of the Order 
Form. 
For the data brokerage service: 

• Develop and deploy templates for data sharing agreements, MOUs, DSAs and best 
practice. 

• Further development and maintenance of template DSAs and provision of data 
sharing expertise to facilitate swifter and more seamless response to data sharing 
requests 

• Connect Cabinet Office to data owners for data access 
• Work with the Cabinet Office to implement data quality assessment and ingestion 

process for novel OSINT, private market, international and other non-HMG sources 
 
4. User Testing 
Deadline: Iterative through phases 2 and 3 
Goal: Ensure the solution operates as intended through rigorous functional, performance 
and user testing. 
Deliverables: 

• Conduct functional testing 
• Perform performance testing to confirm reliability. 
• Engage stakeholders in User Acceptance Testing (UAT) to validate that the solution 

aligns with user needs. 
• Engage the relevant BAU teams to accept solutions into operations 
• Address and resolve any issues identified during testing. 

 
5. Knowledge Transfer and Training 
Deadline: 31/03/2026 
Goal: Empower the UKHSA team with the knowledge and skills needed to manage 
and maintain the meta data catalogue and data brokerage services 
Deliverables: 

• Conduct hands-on training sessions with relevant teams 
• Deliver comprehensive documentation, including data flow diagrams, known issues, 

and operational best practices. 
• Provide guidance on ongoing maintenance and optimisation of the services 










