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PARTIES

(1) CARE QUALITY COMMISSION of Citygate, Gallowgate, Newcastle Upon Tyne,

NE1 4PA (“Authority”)
and

(2) NHS England on behalf of NHS Midlands and Lancashire Commissioning
Support Unit whose registered office is at 2" Floor East, Bennett House, Town
Road, Hanley, Stoke on Trent, ST1 2QB (“Contractor”)
(Together the “Parties”)

Background

1. The Authority is the independent health and social care regulator in England that monitors,

inspects and regulates health and social care services to ensure they meet fundamental
standards of quality and safety. It ensures health and social care services provide people
with safe, effective, compassionate, high-quality care and we encourage care services to
improve.

In order to provide State of Care 2023/24 Impact Analysis

. The Contractor has been appointed by the Authority to provide the Services.

. Therefore the Parties have agreed to enter into this Contract for the provision of the services

defined in the Specifications.



Interpretation

1.1 In these terms and conditions:

“Approval”

“Authority”

“Authority
Data”

“Anti-Slavery
and Human
Trafficking
Laws”

“Breach of
Security

“Central
Government
Body”

means the written consent of the Authority;

means the Care Quality Commission;

the data, text, drawings, diagrams, images or sounds (together

with any database made up of any of these) which are embodied in any
electronic, magnetic, optical or tangible media, and which are: (i)
supplied to the Contractor by or on behalf of the Authority;

or (ii) which the Contractor is required to generate, process,

store or transmit pursuant to the Contract; or

any Personal Data for which the Authority is the Data Controller;

means all applicable anti-slavery and human trafficking laws, statutes, regulations,
policies and codes from time to time in force including but not limited to the Modern
Slavery Act 2015;

means the occurrence of unauthorised access to or use of the Premises,

the Premises, the Services, the Contractor system, or any ICT or data
(including Authority Data) used by the Authority or the Contractor in connection
with the Contract;

means a body listed in one of the following sub-categories of the Central
Government classification of the Public Sector Classification Guide, as published
and amended from time to time by the Office for National Statistics:

(a) Government Department;

(b) Non-Departmental Public Body or Assembly Sponsored Public

Body (advisory, executive, or tribunal);

(c) Non-Ministerial Department; or

(d) Executive Agency;



“Change
Control Notice
(“CCN!!)"

“Contract”

“Contract
Period”

“Confidential
Information”

“Contractor”

“Contractor’s
Response”

“Contractor
System”

“Controller,
Processor,
Data Subject,
Personal
Data,
Personal Data
Breach and
Data
Protection
Officer”

“Data
Protection
Legislation

“Data Loss

Event”

means a change control notice in the form set out in Schedule 6;

means the contract consisting of these terms and conditions, any attached
Schedules, the invitation to tender including Specification, the Tender Response
and Award Letter between the Authority the Contractor;

shall mean the Term of the Contract;

means all information, whether written or oral (however recorded), provided by the
disclosing Party to the receiving Party and which (i) is known by the receiving Party
to be confidential;

(i) is marked as or stated to be confidential; or

(iii) ought reasonably to be considered by the receiving Party to be confidential;
means the person named as Contractor who was awarded this contract;

means the document submitted by the Contractor to the Authority in response

to the Authority’s invitation to suppliers for formal offers to supply the Services
appended hereto in Schedule 3;

means the information and communications technology system used by the
Contractor in performing the Services including the Software, the Contractor
Equipment and related cabling (but excluding the Authority System);

shall each have the same meaning given in the GDPR,;

means (i) the GDPR, the LED and any applicable national implementing Laws as
amended from time to time; (ii) the DPA 2018 subject to Royal Assent to
the extent that it relates to the processing of Personal Data and privacy;

(iii) all applicable Law about the processing of Personal Data and privacy;

means any event that results, or may result, in unauthorised access to Personal
Data held by the Contractor under this Contract and/or actual or potential loss

and/or destruction of Personal Data in breach of this Contract, including any



“‘Data
Protection
Impact
Assessment”

‘Data Subject
Request”

“DPA”

“Default’

“Expiry Date”
“FOIA”
“GDPR”

“Good Industry
Practice”

“Information”

“Key
Personnel”

”

“Law

“‘LED”

Personal Data Breach;
means an assessment by the Controller of the impact of the envisaged processing

on the protection of Personal Data;

means a request made by or on behalf of, a Data Subject in accordance with rights
granted pursuant to the Data Protection Legislation to access his or her Personal
Data,

means the Data Protection Act 2018 and any subordinate legislation made

under that Act from time to time together with any guidance and/or codes of
practice issued by the Information Commissioner or relevant government
department in relation to such legislation;

means any breach of the obligations of the relevant Party (including abandonment
of the Contract in breach of its terms, repudiatory breach or breach of a
fundamental term) or any other default, act, omission, negligence or statement of
the relevant Party or the Staff in connection with the subject-matter of the Contract
and in respect of which such Party is liable to the other;

means the date for expiry of the Contract;

means the Freedom of Information Act 2000;

means the General Data Protection Regulation (Regulation (EU) 2016/679;

means standards, practices, methods and procedures conforming to the Law and
the degree of skill and care, diligence, prudence and foresight which would
reasonably and ordinarily be expected from a skilled and experienced person or
body engaged in a similar type of undertaking under the same or similar circumstanc
has the meaning given under section 84 of the FOIA,

means any persons specified as such in the Specification or Contract otherwise
notified as such by the Authority to the Contractor in writing;

means any law, statute, subordinate legislation within the meaning of section

21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning
of section 2 of the European Communities Act 1972, regulation, order, regulatory
policy, mandatory guidance or code of practice, judgment of a relevant court of law,
or directives or requirements of any Regulatory Body with which the Contractor is
bound to comply;

means Law Enforcement Directive (Directive (EU) 2016/680)



“LOSS”

“Party”

3

“Premises’

“Price”

“Pricing
Schedule”

“Processing”

“Processor
Personnel’

“Prohibited
Act’

means any losses, costs, price, expenses, interest, fees (including legal fees),
payments, demands, liabilities, claims, proceedings, actions, penalties, price,
fines, damages, destruction, adverse judgments, orders or other sanctions and
the term “Losses” shall be construed accordingly;

means the Contractor or the Authority (as appropriate) and “Parties” shall mean
both of them;

means the location where the Services are to be supplied, as set out in the
Specification;

means the price (excluding any applicable VAT) payable to the Contractor by the
Authority under the Contract, as set out in Schedule 3 for the full and proper
performance by the Contractor of its obligations under the Contract;

means Schedule 3 containing details of the Price;

has the meaning given to it in the Data Protection Legislation but, for the purposes
of the Contract, it shall include both manual and automatic processing and
"Process" and "Processed" shall be interpreted accordingly;
means all directors, officers, employees, agents, consultants and contractors of the
Processor and/or of any Sub-Processor engaged in the performance of its
obligations under this Contract;
means:
(a) to directly or indirectly offer, promise or give any person working for or
(b) engaged by the Authority a financial or other advantage to:
i) induce that person to perform improperly a relevant function or
activity; or
i) reward that person for improper performance of a relevant function
or activity;

(c) to directly or indirectly request, agree to receive or accept any financial
or other advantage as an inducement or a reward for improper performance
of a relevant function or
activity in connection with the Contract;

(d) an offence:

i) under the Bribery Act 2010 (or any legislation repealed or revoked by
such Act;

ii) under legislation or common law concerning fraudulent acts; or
i)  the defrauding, attempting to defraud or conspiring to defraud the
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“Protective
Measures”

“Purchase
Order
Number”

“‘Relevant
Requirements”

“Replacement
Contractor”

“Request for
Information”

“Schedule”

“Security Plan”

“Security
Policy
Framework”

“Services”

“Specification”

“Staff”

Authority;

any activity, practice or conduct which would constitute one of the offences listed
under (c) above if such activity, practice or conduct has been carried out in the UK;
means appropriate technical and organisational measures which include:
pseudonymising and encrypting Personal Data, ensuring confidentiality,

integrity, availability and resilience of systems and services, ensuring that
availability of and access to Personal Data can be restored in a timely manner
after an incident, and regularly assessing and evaluating the effectiveness of

the such measures adopted by it including those outlined in Schedule 5

(Security Requirements and Plan);

means the Authority’s unique number relating to the supply of the Services by the

Contractor to the Authority in accordance with the terms of the Contract;

means all applicable Law relating to bribery, corruption and fraud, including

the Bribery Act 2010 and any guidance issued by the Secretary of State for Justice
pursuant to section 9 of the Bribery Act 2010;

means any third party supplier appointed by the Authority to supply any services
which are substantially similar to any of the Services in substitution for any of the
Services following the expiry, termination or partial termination of the Contract;
has the meaning set out in the FOIA or the Environmental Information
Regulations 2004 as relevant (where the meaning set out for the term “request”
shall apply);

means a schedule attached to, and forming part of, the Contract;

means the Contractor’s security plan prepared pursuant to paragraph 3 of
Schedule 5 (Security Requirements and Plan), an outline of which is set out in an

Appendix to Schedule 5;

means the HMG Security Policy Framework
https://www.gov.uk/government/publications/security-policy-framework/hmg-security
security-policy-framework

means the services to be supplied by the Contractor to the Authority under the
Contract as set out in Schedule 1;

means the specification for the Services (including as to quantity, description and
quality) as specified and appended hereto in Schedule 1;

means all directors, officers, employees, agents, consultants and contractors of the


https://www.gov.uk/government/publications/security-policy-framework/hmg-security-policy-framework#the-security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework/hmg-security-policy-framework#the-security-policy-framework

Contractor and/or of any sub-contractor of the Contractor engaged in the
performance of the Contractor’s obligations under the Contract;
“Staff Vetting means vetting procedures that accord with good industry practice or, where
Abees requested by the Authority, the Authority’s predures for the vetting of personnel
as provided to the Contractor from time to time;
“Sub- means a third party directly or indirectly contracted to the Contractor (irrespective
Coniractor* of whether such person is an agent or company within the same group of
companies as the Contractor) whose services are used by the Contractor
(either directly or indirectly) in connection with the provision of the Services,

and “Sub-Contract” shall be construed accordingly;

“Sub- means any third Party appointed to process Personal Data on behalf of the

processor Processor related to this Contract;

“Supplier means the HM Government Contractor Code of Conduct dated September 2017;

Code of

Conduct”

“Term” means the period from the start date of the Contract to the Expiry Date as such
accordance with clause 4.2 or terminated in accordance with the terms and conditior

“Third Party means software which is proprietary to any third party which is or will be used by

Software”

the Contractor to provide the Services including the software and which is specified

as such in Schedule 7;

“TUPE” means the Transfer of Undertakings (Protection of Employment) Regulations 2006;

“VAT” means value added tax in accordance with the provisions of the Value Added Tax
Act 1994; and

“Variation” means a variation to the Specification, the Price or any of the terms and conditions
of the Contract;

“Working Day” means a day (other than a Saturday or Sunday) on which banks are open for

business in the City of London.

1.2 In these terms and conditions, unless the context otherwise requires:

1.2.1 references to numbered clauses are references to the relevant clause in
these terms and conditions;

1.2.2  any obligation on any Party not to do or omit to do anything shall include an
obligation not to allow that thing to be done or omitted to be done;

1.2.3 the headings to the clauses of these terms and conditions are for information
only and do not affect the interpretation of the Contract;

10



2.1

3.1

3.2

3.3

1.2.4 any reference to an enactment includes reference to that enactment as
amended or replaced from time to time and to any subordinate legislation or
byelaw made under that enactment; and

1.2.5 the word ‘including’ shall be understood as meaning ‘including without
limitation’.

Priority of documents

In the event of, and only to the extent of, any conflict between the clauses of the
Contract, any document referred to in those clauses and the Schedules, the conflict
shall be resolved in accordance with the following order of precedence:

a) these terms and conditions

b) the Schedules

c¢) any other document referred to in these terms and conditions

Supply of Services

In consideration of the Authority’s agreement to pay the Price, the Contractor shall
supply the Services to the Authority for the Term subject to and in accordance with
the terms and conditions of the Contract.

In supplying the Services, the Contractor shall:

3.2.1 co-operate with the Authority in all matters relating to the Services and
comply with all the Authority’s instructions;

3.2.2 perform the Services with all reasonable care, skill and diligence in
accordance with good industry practice in the Contractor's industry,
profession or trade;

3.2.3 use Staff who are suitably skilled, experienced and possess the required
qualifications to perform tasks assigned to them, and in sufficient number to
ensure that the Contractor’s obligations are fulfilled in accordance with the
Contract;

3.2.4  ensure that the Services shall conform with all descriptions and specifications
set out in the Specification;

3.2.5 comply with all applicable laws; and

3.2.6  provide all equipment, tools and vehicles and other items as are required to
provide the Services.

The Authority may by written notice to the Contractor at any time request a Variation
to the scope of the Services. If the Contractor agrees to any Variation to the scope of

11



3.4

4.1

4.2

5.1

5.2

5.3

5.4

5.5

the Services, the Price shall be subject to fair and reasonable adjustment to be agreed
in writing between the Authority and the Contractor.

Any Variation will not take effect unless recorded in a Change Control Notice in the
form set out in Schedule 6 and approved in writing by the Authority.

Term

The Contract shall take effect on 01 July 2024 and shall expire on 30th September
2024, unless it is otherwise extended in accordance with clause 4.2 or terminated in
accordance with the terms and conditions of the Agreement.

The Authority may extend the Contract for a period of up to 0 month by giving not less
than 10 Working Days’ notice in writing to the Contractor prior to the Expiry Date. The
terms and conditions of the Contract shall apply throughout any such extended period.

Price, Payment and Recovery
of Sums Due

The Price for the Services shall be as set out in the appended hereto in Schedule 2
and shall be the full and exclusive remuneration of the Contractor in respect of the
supply of the Services. Unless otherwise agreed in writing by the Authority, the Price
shall include every cost and expense of the Contractor directly or indirectly incurred
in connection with the performance of the Services.

The Contractor shall invoice the Authority as specified in Schedule 2. Each invoice
shall include such supporting information required by the Authority to verify the
accuracy of the invoice, including the relevant Purchase Order Number and a
breakdown of the Services supplied in the invoice period.

In consideration of the supply of the Services by the Contractor, the Authority shall
pay the Contractor the invoiced amounts no later than 30 days after receipt of a valid
invoice which includes a valid Purchase Order Number. The Authority may, without
prejudice to any other rights and remedies under the Contract, withhold or reduce
payments in the event of unsatisfactory performance in accordance with clauses 5.5
and 5.6.

All amounts stated are exclusive of VAT which shall be charged at the prevailing rate.
The Authority shall, following the receipt of a valid VAT invoice, pay to the Contractor
a sum equal to the VAT chargeable in respect of the Services.

If there is a dispute between the Parties as to the amount invoiced, the Authority shall
pay the undisputed amount. The Contractor shall not suspend the supply of the
Services unless the Contractor is entitled to terminate the Contract for a failure to pay
undisputed sums in accordance with clause 16.4. Any disputed amounts shall be
resolved through the dispute resolution procedure detailed in clause 19.

12



5.6

5.7

5.8

6.1

6.2

6.3

If a payment of an undisputed amount is not made by the Authority by the due date,
then the Authority shall pay the Contractor interest at the interest rate specified in the
Late Payment of Commercial Debts (Interest) Act 1998.

If any sum of money is recoverable from or payable by the Contractor under the
Contract (including any sum which the Contractor is liable to pay to the Authority in
respect of any breach of the Contract), that sum may be deducted unilaterally by the
Authority from any sum then due, or which may come due, to the Contractor under
the Contract or under any other agreement or contract with the Authority. The
Contractor shall not be entitled to assert any credit, set-off or counterclaim against the
Authority in order to justify withholding payment of any such amount in whole or in
part.

Where the Contractor enters into a sub-contract, the Contractor shall include in that
sub-contract:

5.8.1 Provisions having the same effect as clauses 5.2 to 5.6 of the Contract and

5.8.2  Provisions requiring the counterparty to that subcontract to include in any
sub-contract which it awards provisions having the same effect as clauses
5.2 to 5.6 of this Contract.

5.8.3 In this clause 5.8 ‘sub-contract’ means a contract between two or more
Contractors, at any stage of remoteness from the Authority in a sub-
contracting chain, made wholly or substantially for the purpose of performing
(or contributing to the performance of) the whole or any part of this Contract.

Premises and equipment

If necessary, the Authority shall provide the Contractor with reasonable access at
reasonable times to its premises for the purpose of supplying the Services. All
equipment, tools and vehicles brought onto the Authority’s premises by the
Contractor, or the Staff shall be at the Contractor’s risk.

If the Contractor supplies all or any of the Services at or from the Authority’s premises,
on completion of the Services or termination or expiry of the Contract (whichever is
the earlier) the Contractor shall vacate the Authority’s premises, remove the
Contractor’s plant, equipment and unused materials and all rubbish arising out of the
provision of the Services and leave the Authority’s premises in a clean, safe and tidy
condition. The Contractor shall be solely responsible for making good any damage
to the Authority’s premises or any objects contained on the Authority’s premises which
is caused by the Contractor or any Staff, other than fair wear and tear.

If the Contractor supplies all or any of the Services at or from its premises or the
premises of a third party, the Authority may, during normal business hours and on
reasonable notice, inspect and examine the manner in which the relevant Services
are supplied at or from the relevant premises.

13



6.4

6.5

6.6

6.7

6.8

6.9

6.10

6.11

7.1

The Authority shall be responsible for maintaining the security of its premises in
accordance with its standard security requirements. While on the Authority’s
premises the Contractor shall, and shall procure that all Staff shall, comply with all the
Authority’s security requirements.

Where all or any of the Services are supplied from the Contractor's premises, the
Contractor shall, at its own cost, comply with all security requirements specified by
the Authority in writing.

Without prejudice to clause 3.2.6, any equipment provided by the Authority for the
purposes of the Contract shall remain the property of the Authority and shall be used
by the Contractor and the Staff only for the purpose of carrying out the Contract. Such
equipment shall be returned promptly to the Authority on expiry or termination of the
Contract.

The Contractor shall reimburse the Authority for any loss or damage to the equipment
(other than deterioration resulting from normal and proper use) caused by the
Contractor or any Staff. Equipment supplied by the Authority shall be deemed to be
in a good condition when received by the Contractor or relevant Staff unless the
Authority is notified otherwise in writing within 5 Working Days.

Any Premises/land made available from time to time to the Contractor by the Authority
in connection with the contract, shall be made available to the contractor on a non-
exclusive licence basis free of charge and shall be used by the contractor solely for
the purpose of performing its obligations under the contract. The Contractor shall have
the use of such Premises/land as licensee and shall vacate the same on completion,
termination or abandonment of the Contract.

The Parties agree that there is no intention on the part of the Authority to create a
tenancy of any nature whatsoever in favour of the Contractor or its Staff and that no
such tenancy has of shall come into being and, notwithstanding any rights granted
pursuant to the Contract, the Authority retains the right at any time to use any
premises owned or occupied by it in any manner it sees fit.

Should the Contractor require modifications to the Premises, such maodifications shall
be subject to prior Approval and shall be carried out by the Authority at the
Contractor's expense. The Authority shall undertake approved modification work
without undue delay. Ownership of such maodifications shall rest with the Authority.

All the Contractor's equipment shall remain at the sole risk and responsibility of the
Contractor, except that the Authority shall be liable for loss of or damage to any of the
Contractor’s property located on Authority’s Premises which is due to the negligent
act or omission of the Authority.

Staff and Key Personnel

If the Authority reasonably believes that any of the Staff are unsuitable to undertake
work in respect of the Contract, it may, by giving written notice to the Contractor:

14



7.2

7.3

7.4

7.5

7.6

7.1.1 refuse admission to the relevant person(s) to the Authority’s premises;

7.1.2  direct the Contractor to end the involvement in the provision of the Services
of the relevant person(s); and/or

7.1.3 require that the Contractor replace any person removed under this
clause with another suitably qualified person and procure that any security
pass issued by the Authority to the person removed is surrendered,

and the Contractor shall comply with any such notice.
The Contractor shall:

7.2.1 ensure that all Staff are vetted in accordance with the Staff Vetting
Procedures; and if requested, comply with the Authority’s Staff Vetting
Procedures as supplied from time to time;

7.2.2 if requested, provide the Authority with a list of the names and addresses
(and any other relevant information) of all persons who may require
admission to the Authority’s premises in connection with the Contract;

7.2.3  procure that all Staff comply with any rules, regulations and requirements
reasonably specified by the Authority; and

7.24 shall at all times comply with the Supplier Code of Conduct
(https://www.gov.uk/government/publications/Contractor-code-of-conduct).

7.2.5 ensure that it does not engage in any act or omission that would contravene
Anti-Slavery and Human Trafficking Laws.

Any Key Personnel shall not be released from supplying the Services without the
agreement of the Authority, except by reason of long-term sickness, maternity leave,
paternity leave, termination of employment or other extenuating circumstances.

Any replacements to the Key Personnel shall be subject to the prior written agreement
of the Authority (not to be unreasonably withheld). Such replacements shall be of at
least equal status or of equivalent experience and skills to the Key Personnel being
replaced and be suitable for the responsibilities of that person in relation to the
Services.

At the Authority’s written request, the Contractor shall provide a list of names and
addresses of all persons who may require admission in connection with the Contract
to the Premises, specifying the capacities in which they are concerned with the
Contract and giving such other particulars as the Authority may reasonably request.

The Contractor’s Staff, engaged within the boundaries of the Premises shall comply
with such rules, regulations and requirements (including those relating to security
arrangements) as may be in force from time to time for the conduct of personnel when
at or outside the Premises.

15
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7.7

8.1

8.2

8.3

8.4

9.1

9.2

The Authority may require the Contractor to ensure that any person employed in the
provision of the Services has undertaken a Criminal Records Bureau check as per
the Staff Vetting Procedures.

Assignment and sub-
contracting

The Contractor shall not without the written consent of the Authority assign, sub-
contract, novate or in any way dispose of the benefit and/ or the burden of the Contract
or any part of the Contract. The Authority may, in the granting of such consent, provide
for additional terms and conditions relating to such assignment, sub-contract,
novation or disposal. The Contractor shall be responsible for the acts and omissions
of its sub-contractors as though those acts and omissions were its own.

If the Contractor enters into a Sub-Contract for the purpose of performing its
obligations under the Contract, it shall ensure that a provision is included in such sub-
contract which requires payment to be made of all sums due by the Contractor to the
Sub-Contractor within a specified period not exceeding 30 days from the receipt of a
valid invoice.

If the Authority has consented to the placing of Sub-Contracts, the Contractor shall:

(a) impose obligations on its Sub-Contractor on the same terms as those imposed
on it pursuant to this Contract and shall procure that the Sub-Contractor complies
with such terms; and

(b) provide a copy at no charge to the Authority, of any Sub-Contract, on receipt of a
request for such by the Authority.

The Authority may assign, novate, or otherwise dispose of its rights and obligations
under the Contract without the consent of the Contractor provided that such
assignment, novation or disposal shall not increase the burden of the Contractor’s
obligations under the Contract.

Intellectual Property Rights

All intellectual property rights in any materials provided by the Authority to the
Contractor for the purposes of this Contract shall remain the property of the Authority
but the Authority hereby grants the Contractor a royalty-free, non-exclusive and non-
transferable licence to use such materials as required until termination or expiry of the
Contract for the sole purpose of enabling the Contractor to perform its obligations
under the Contract.

All intellectual property rights in any materials created or developed by the Contractor
pursuant to the Contract or arising as a result of the provision of the Services shall
vest in the Authority. If, and to the extent, that any intellectual property rights in such
materials vest in the Contractor by operation of law, the Contractor hereby assigns to
the Authority by way of a present assignment of future rights that shall take place
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9.3

9.4

9.5

9.6

immediately on the coming into existence of any such intellectual property rights all
its intellectual property rights in such materials (with full title guarantee and free from
all third party rights).

The Contractor hereby grants the Authority:

9.3.1 a perpetual, royalty-free, irrevocable, non-exclusive licence (with a right to
sub-license) to use all intellectual property rights in the materials created or
developed pursuant to the Contract and any intellectual property rights
arising as a result of the provision of the Services; and

9.3.2 a perpetual, royalty-free, irrevocable and non-exclusive licence (with a right
to sub-license) to use:

a) any intellectual property rights vested in or licensed to the Contractor on
the date of the Contract; and

b) any intellectual property rights created during the Term but which are
neither created or developed pursuant to the Contract nor arise as a result
of the provision of the Services,

including any modifications to or derivative versions of any such intellectual
property rights, which the Authority reasonably requires in order to exercise
its rights and take the benefit of the Contract including the Services provided.

The Contractor shall indemnify, and keep indemnified, the Authority in full against all
costs, expenses, damages and losses (whether direct or indirect), including any
interest, penalties, and reasonable legal and other professional fees awarded against
or incurred or paid by the Authority as a result of or in connection with any claim made
against the Authority for actual or alleged infringement of a third party’s intellectual
property arising out of, or in connection with, the supply or use of the Services, to the
extent that the claim is attributable to the acts or omission of the Contractor its Staff,
agents or sub-contractors.

The Authority shall promptly notify the Contractor of any infringement claim made
against it relating to any Services and, subject to any statutory obligation requiring the
Authority to respond, shall permit the Contractor to have the right, at its sole discretion
to assume, defend, settle or otherwise dispose of such claim. The Authority shall give
the Contractor such assistance as it may reasonably require to dispose of the claim
and shall not make any statement which might be prejudicial to the settlement or
defence of the claim.

The Authority hereby grants to the Contractor a perpetual, royalty-free, irrevocable,
non-exclusive licence (with a right to sub-license) to use all intellectual property rights
in the materials created or developed pursuant to the Contract and any intellectual
property rights arising as a result of the provision of the Services in order to allow the
Contractor to pursue its charitable objectives subject to permission being granted in
accordance with the following:
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9.6.1 Before using, copying or adapting any New IPR for any purpose other than fulfilling its
obligations under this Contract, the Contractor must seek the approval of the Authority in
accordance with the provisions of this Paragraph.

9.6.2 The Contractor must provide a proposal setting out: the purpose for which it proposes
to use the New IPR; the activities the Contractor proposes to undertake with or in respect of
the New IPR; any licence the Contractor requests in respect of Authority Existing IPR; and
such further information as the Authority may reasonably require to properly consider the
proposal.

9.6.3The Authority may only refuse the Contractor’s proposal where it considers that if the
Contractor were to implement the proposal it would harm: the Authority’s reputation; or the
Authority’s interests.

9.6.4Where the Authority has not: approved or declined proposal; or required further
information, within 20 Working Days of the later of: the date the proposal was first provided
to the Authority; or

9.7  the date on which further information was provided to the Authority, then the proposal
is, for the purposes of this Contract, approved. The Contractor shall:

9.7.1 attend progress meetings with the Authority at the frequency and times
specified by the Authority and shall ensure that its representatives are
suitably qualified to attend such meetings; and

9.7.2  submit progress reports to the Authority at the times and in the format
specified by the Authority.

9.8 The Contractor shall keep and maintain until 6 years after the end of the Contract, or
as long a period as may be agreed between the Parties, full and accurate records of
the Contract including the Services supplied under it and all payments made by the
Authority. The Contractor shall on request afford the Authority or the Authority’s
representatives such access to those records as may be reasonably requested by the
Authority in connection with the Contract.

10 Governance and Records
10.1 The Contractor shall:

10.1.1 attend progress meetings with the Authority at the frequency and times
specified by the Authority and shall ensure that its representatives are
suitably qualified to attend such meetings; and

10.1.2 submit progress reports to the Authority at the times and in the format
specified by the Authority.

10.2 The Contractor shall keep and maintain until 6 years after the end of the Contract, or
as long a period as may be agreed between the Parties, full and accurate records of
the Contract including the Services supplied under it and all payments made by the
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111

11.2

Authority. The Contractor shall on request afford the Authority or the Authority’s
representatives such access to those records as may be reasonably requested by the
Authority in connection with the Contract.

11 Confidentiality, Transparency
and Publicity

Subiject to clause 11.2, each Party shall:

11.1.1 treat all Confidential Information it receives as confidential, safeguard it
accordingly and not disclose it to any other person without the prior written
permission of the disclosing Party; and

11.1.2 not use or exploit the disclosing Party’s Confidential Information in any way
except for the purposes anticipated under the Contract.

Notwithstanding clause 11.1, a Party may disclose Confidential Information which it
receives from the other Party:

11.2.1 where disclosure is required by applicable law or by a court of competent
jurisdiction;

11.2.2 toits auditors or for the purposes of regulatory requirements;
11.2.3 on a confidential basis, to its professional advisers;

11.2.4 to the Serious Fraud Office where the Party has reasonable grounds to
believe that the other Party is involved in activity that may constitute a
criminal offence under the Bribery Act 2010;

11.2.5 where the receiving Party is the Contractor, to the Staff on a need to know
basis to enable performance of the Contractor's obligations under the
Contract provided that the Contractor shall procure that any Staff to whom it
discloses Confidential Information pursuant to this clause 11.2.5 shall
observe the Contractor’s confidentiality obligations under the Contract; and

11.2.6 where the receiving Party is the Authority:

a) on a confidential basis to the employees, agents, consultants and
contractors of the Authority;

b) on a confidential basis to any other Central Government Body, any
successor body to a Central Government Body or any company to which
the Authority transfers or proposes to transfer all or any part of its
business;
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12

11.3

114

12.1

c) to the extent that the Authority (acting reasonably) deems disclosure
necessary or appropriate in the course of carrying out its public functions;
or

d) in accordance with clause 12.

and for the purposes of the foregoing, references to disclosure on a
confidential basis shall mean disclosure subject to a confidentiality
agreement or arrangement containing terms no less stringent than those
placed on the Authority under this clause 11.

The Parties acknowledge that, except for any information which is exempt from
disclosure in accordance with the provisions of the FOIA, the content of the Contract
is not Confidential Information and the Contractor hereby gives its consent for the
Authority to publish this Contract in its entirety to the general public (but with any
information that is exempt from disclosure in accordance with the FOIA redacted)
including any changes to the Contract agreed from time to time. The Authority may
consult with the Contractor to inform its decision regarding any redactions but shall
have the final decision in its absolute discretion whether any of the content of the
Contract is exempt from disclosure in accordance with the provisions of the FOIA.

The Contractor shall not, and shall take reasonable steps to ensure that the Staff shall
not, make any press announcement or publicise the Contract or any part of the
Contract in any way, except with the prior written consent of the Authority.

Freedom of Information

The Contractor acknowledges that the Authority is subject to the requirements of the
FOIA and the Environmental Information Regulations 2004 and shall and procure that
any sub-contractor shall:

12.1.1 provide all necessary assistance and cooperation as reasonably requested
by the Authority to enable the Authority to comply with its obligations under
the FOIA and the Environmental Information Regulations 2004;

12.1.2 transfer to the Authority all Requests for Information relating to this Contract
that it receives as soon as practicable and in any event within 2 Working
Days of receipt;

12.1.3 provide the Authority with a copy of all Information belonging to the Authority
requested in the Request for Information which is in its possession or control
in the form that the Authority requires within 5 Working Days (or such other
period as the Authority may reasonably specify) of the Authority's request for
such Information; and

12.1.4 not respond directly to a Request for Information unless authorised in writing
to do so by the Authority.
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13

12.2

12.3

13.1

The Contractor acknowledges that the Authority may be required under the FOIA and
the Environmental Information Regulations 2004 to disclose Information concerning
the Contractor or the Services (including commercially sensitive information) without
consulting or obtaining consent from the Contractor. In these circumstances the
Authority shall, in accordance with any relevant guidance issued under the FOIA, take
reasonable steps, where appropriate, to give the Contractor advance notice, or failing
that, to draw the disclosure to the Contractor’s attention after any such disclosure.

Notwithstanding any other provision in the Contract, the Authority shall be responsible
for determining in its absolute discretion whether any Information relating to the
Contractor or the Services is exempt from disclosure in accordance with the FOIA
and/or the Environmental Information Regulations 2004.

Protection of Data

Authority Data

13.1.1 The Contractor shall not delete or remove any proprietary notices contained
within or relating to the Authority Data.

13.1.2 The Contractor shall not store, copy, disclose, or use the Authority Data
except as necessary for the performance by the Contractor of its obligations
under this Contract or as otherwise expressly authorised in writing by the
Authority.

13.1.3 To the extent that Authority Data is held and/or Processed by the Contractor,
the Contractor shall supply Authority Data to the Authority as requested by
the Authority in the format specified in the Specification.

13.1.4 The Contractor shall preserve the integrity of Authority Data and prevent the
corruption or loss of Authority Data.

13.1.5 The Contractor shall perform secure back-ups of all Authority Data and shall
ensure that up-to-date back-ups are stored securely off-site. The Contractor
shall ensure that such back-ups are made available to the Authority
immediately upon request.

13.1.6 The Contractor shall ensure that any system on which the Contractor holds
any Authority Data, including back-up data, is a secure system that complies
with the Security Policy Framework.

13.1.7 If Authority Data is corrupted, lost or sufficiently degraded as a result of the
Contractor's Default so as to be unusable, the Authority may:

(a) require the Contractor (at the Contractor's expense) to restore or

procure the restoration of Authority Data and the Contractor shall do
so promptly; and/or
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13.2

(b) itself restore or procure the restoration of Authority Data, and shall be
repaid by the Contractor any reasonable expenses incurred in doing
So.

13.1.8 If at any time the Contractor suspects or has reason to believe that Authority
Data has or may become corrupted, lost or sufficiently degraded in any way
for any reason, then the Contractor shall notify the Authority immediately and
inform the Authority of the remedial action the Contractor proposes to take.

Personal Data

13.2.1 The Parties acknowledge that for the purposes of the Data Protection
Legislation, the Authority is the Controller and the Contractor is the Processor.

13.2.2 The Parties agree that they will comply with the provisions on Processing,
Personal Data and Data Subjects in Schedule 4.

13.2.3 The Parties shall at all times comply with Data Protection Legislation.

13A Security

14

13A.1

13A.2

13A.3

13A.4

13A5

13A.6

14.1

The Authority shall be responsible for maintaining the security of the Authority’s
Premises in accordance with its standard security requirements. The Contractor shall
comply with all security requirements of the Authority while on the Authority’s
Premises, and shall ensure that all Staff comply with such requirements.

The Contractor shall ensure that the Security Plan produced by the Contractor fully
complies with Schedule 5 (Security Requirements and Plan).

The Contractor shall comply, and shall procure compliance of its Staff, with Schedule
5 (Security Requirements and Plan).

The Authority shall notify the Contractor of any changes or proposed changes to
Schedule 5 (Security Requirements and Plan). Any changes shall be agreed in
accordance with the procedure in clause 20.3.

Until and/or unless a change to the Price is agreed by the Authority, the Contractor
shall continue to perform the Services in accordance with its existing obligations.

The Contractor shall be liable for, and shall indemnify the Authority against all Losses
suffered or incurred by the Authority and/or any third party arising from and/or in
connection with any Breach of Security or attempted Breach of Security (to the extent
that such Losses were not caused by any act or omission by the Authority).

Liability and Insurance

The Contractor shall not be responsible for any injury, loss, damage, cost or expense
suffered by the Authority if and to the extent that it is caused by the negligence or
wilful misconduct of the Authority or by breach by the Authority of its obligations under
the Contract.
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14.2

14.3

14.4

14.5

14.6

Subject always to clauses 14.3, 14.4 and 14.5:

14.2.1 the aggregate liability of the Contractor in respect of all defaults, claims,
losses or damages howsoever caused, whether arising from breach of the
Contract, the supply or failure to supply of the Services, misrepresentation
(whether tortuous or statutory), tort (including negligence), breach of
statutory duty or otherwise shall in no event exceed £100,000 OR a sum
equal to 125% of the estimated yearly Price paid or payable to the Contractor
under this Contract whichever is higher; and

14.2.2 except in the case of claims arising under clauses 9.4 and 18.4 in no event
shall the Contractor be liable to the Authority for any:

a) loss of profits;
b) loss of business;
c) loss of revenue;
d) loss of or damage to goodwill;
e) loss of savings (whether anticipated or otherwise); and/or
f) any indirect, special or consequential loss or damage.
Nothing in the Contract shall be construed to limit or exclude either Party's liability for:
14.3.1 death or personal injury caused by its negligence or that of its Staff;
14.3.2 fraud or fraudulent misrepresentation by it or that of its Staff; or
14.3.3 any other matter which, by law, may not be excluded or limited.

The Contractor’s liability under the indemnity in clauses 9.4 and 18.4 shall be
unlimited.

The Contractor’s liability for all Losses suffered or incurred by the Authority arising
from the Contractor’s Default resulting in the destruction, corruption, degradation or
damage to Authority Data or Personal Data or any copy of such Authority Data or
Personal Data shall in no event exceed £120,000.

The Contractor shall hold:

a) Employer’s liability insurance of £5,000,000 providing an adequate level of
cover in respect of all risks which may be incurred by the Contractor;

b) Public liability with the minimum cover per claim of one million pounds £1
,000,000;
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15

16

C) Product liability with the minimum cover per claim of one million pounds
£1,000,000;

d) Professional indemnity with the minimum cover per claim of one million
pounds (£1,000,000);

or any sum as required by Law unless otherwise agreed with the Authority in writing. Such
insurance shall be maintained for the duration of the Term and for a minimum of six (6) years
following the expiration (or 12 (Twelve) years if the Contract is executed as a deed) or earlier
termination of the Contract.

15.1

15.2

16.1

16.2

Force Majeure

Neither Party shall have any liability under or be deemed to be in breach of the
Contract for any delays or failures in performance of the Contract which result from
circumstances beyond the reasonable control of the Contractor. Each Party shall
promptly notify the other Party in writing, using the most expeditious method of
delivery, when such circumstances cause a delay or failure in performance, an
estimate of the length of time delay or failure shall continue and when such
circumstances cease to cause delay or failure in performance. If such circumstances
continue for a continuous period of more than 30 days, either Party may terminate the
Contract by written notice to the other Party.

Any failure by the Contractor in performing its obligations under the Contract which
results from any failure or delay by an agent, sub-contractor or Contractor shall be
regarded as due to Force Majeure only if that agent, sub-contractor or Contractor is
itself impeded by Force Majeure from complying with an obligation to the Contractor.

Termination

In conjunction with 16.2 below, the Authority may terminate the Contract at any time
by notice in writing to the Contractor to take effect on any date falling at least 1 month
(or, if the Contract is less than 3 months in duration, at least 10 Working Days) later
than the date of service of the relevant notice.

Without prejudice to any other right or remedy it might have, the Authority may
terminate the Contract by written notice to the Contractor with immediate effect if the
Contractor:

16.2.1 (without prejudice to clause 16.2.5), is in material breach of any obligation
under the Contract which is not capable of remedy;

16.2.2 repeatedly breaches any of the terms and conditions of the Contract in such
a manner as to reasonably justify the opinion that its conduct is inconsistent
with it having the intention or ability to give effect to the terms and conditions
of the Contract;

24



16.3

16.4

16.5

16.6

16.7

16.2.3 is in material breach of any obligation which is capable of remedy, and that
breach is not remedied within 30 days of the Contractor receiving notice
specifying the breach and requiring it to be remedied,;

16.2.4 undergoes a change of control within the meaning of section 416 of the
Income and Corporation Taxes Act 1988;

16.2.5 breaches any of the provisions of clauses 7.2, 11, 12, 13, 17, 18.4 and 20.11;
or

16.2.6 becomes insolvent, or if an order is made or a resolution is passed for the
winding up of the Contractor (other than voluntarily for the purpose of solvent
amalgamation or reconstruction), or if an administrator or administrative
receiver is appointed in respect of the whole or any part of the Contractor’'s
assets or business, or if the Contractor makes any composition with its
creditors or takes or suffers any similar or analogous action (to any of the
actions detailed in this clause 16.2.6) in consequence of debt in any
jurisdiction.

The Contractor shall notify the Authority as soon as practicable of any change of
control as referred to in clause 16.2.4 or any potential such change of control.

The Contractor may terminate the Contract by written notice to the Authority if the
Authority has not paid any undisputed amounts within 60 days of them falling due.

If the Authority terminates the Contract under this clause, the Authority shall make no
further payments to the Contractor except for Services supplied by the Contractor
prior to termination and in accordance with the Contract but where the payment has
yet to be made by the Authority.

Termination or expiry of the Contract shall be without prejudice to the rights of either
Party accrued prior to termination or expiry and shall not affect the continuing rights
of the Parties under this clause and clauses 2, 3.2, 6.1, 6.2, 6.6, 6.7, 7,9, 9.8, 11, 12,
13, 13A, 14, 16.7, 17.4, 18.4, 19 ,20.8 and Schedule 4 or any other provision of the
Contract that either expressly or by implication has effect after termination.

Upon termination or expiry of the Contract, the Contractor shall:

16.7.1 give all reasonable assistance to the Authority and any incoming Contractor
of the Services to the extent necessary to effect an orderly assumption by a
Replacement Contractor in accordance with the procedure set out in
Schedule 8 — Exit Management Strategy; and

16.7.2 return all requested documents, information and data to the Authority as soon
as reasonably practicable excluding data that may be retained for processing
in accordance with Schedule 4..

25



17

18

17.1

17.2

17.3

17.4

17.5

18.1

Compliance

The Contractor shall promptly notify the Authority of any health and safety hazards
which may arise in connection with the performance of its obligations under the
Contract. The Authority shall promptly notify the Contractor of any health and safety
hazards which may exist or arise at the Authority’s premises and which may affect the
Contractor in the performance of its obligations under the Contract.

The Contractor shall:

17.2.1 comply with all the Authority’s health and safety measures while on the
Authority’s premises; and

17.2.2 notify the Authority immediately of any incident occurring in the performance
of its obligations under the Contract on the Authority’s premises where that
incident causes any personal injury or damage to property which could give
rise to personal injury.

The Contractor shall:

17.3.1 perform its obligations under the Contract in accordance with all applicable
equality Law and the Authority’s equality and diversity policy as provided to
the Contractor from time to time; and

17.3.2 take all reasonable steps to secure the observance of clause 17.3.1 by all
Staff.

The Contractor shall supply the Services in accordance with the Authority’s
environmental policy as provided to the Contractor from time to time.

The Contractor shall comply with, and shall ensure that its Staff shall comply with, the
provisions of:

17.5.1 the Official Secrets Acts 1911 to 1989; and

17.5.2 section 182 of the Finance Act 1989.
Prevention of Fraud,
Corruption and Bribery

The Contractor represents and warrants that neither it, nor to the best of its knowledge
any Staff, have at any time prior to the Commencement Date:

18.1.1 Committed a Prohibited Act or been formally notified that it is subject to an
investigation or prosecution which relates to an alleged Prohibited Act and/or

18.1.2 Been listed by any government department or agency as being debarred,
suspended, proposed for suspension or debarment, or otherwise ineligible
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19

18.2

18.3

18.4

19.1

19.2

19.3

for participation in government procurement programmes or contracts on the
grounds of a Prohibited Act.

The Contractor shall not during the Term:
18.2.1 commit a Prohibited Act; and/or

18.2.2 do or suffer anything to be done which would cause the Authority or any of
its employees, consultants, contractors, sub-contractors or agents to
contravene any of the Relevant Requirements or otherwise incur any liability
in relation to the Relevant Requirements.

The Contractor shall, during the Term establish, maintain and enforce, and require
that its Sub-Contractors establish, maintain and enforce, policies and procedures
which are adequate to ensure compliance with the Relevant Requirements and
prevent the occurrence of a Prohibited Act; and shall notify the Authority immediately
if it has reason to suspect that any breach of clauses 18.1 and/or 18.2 has occurred
or is occurring or is likely to occur.

If the Contractor or the Staff engages in conduct prohibited by clause 18.1 or commits
fraud in relation to the Contract or any other contract with the Crown (including the
Authority) the Authority may:

18.4.1 terminate the Contract and recover from the Contractor the amount of any
loss suffered by the Authority resulting from the termination, including the
cost reasonably incurred by the Authority of making other arrangements for
the supply of the Services and any additional expenditure incurred by the
Authority throughout the remainder of the Contract; or

18.4.2 recover in full from the Contractor any other loss sustained by the Authority
in consequence of any breach of this clause.

Dispute Resolution

The Parties shall attempt in good faith to negotiate a settlement to any dispute
between them arising out of or in connection with the Contract within 20 Working Days
of either Party notifying the other of the dispute and such efforts shall involve the
escalation of the dispute to an appropriately senior representative of each Party.

If the dispute cannot be resolved by the Parties within one month of being escalated
as referred to in clause 19.1, the dispute may by agreement between the Parties be
referred to a neutral adviser or mediator (the “Mediator”) chosen by agreement
between the Parties. All negotiations connected with the dispute shall be conducted
in confidence and without prejudice to the rights of the Parties in any further
proceedings.

If the Parties fail to appoint a Mediator within one month or 20 Working Days,
whichever is sooner, of the agreement to refer to a Mediator, either Party shall apply
to the Centre for Effective Dispute Resolution to appoint a Mediator.
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19.4

19.5

20.1

20.2

20.3

20.4

20.5

20.6

If the Parties fail to enter into a written agreement resolving the dispute within one
month of the Mediator being appointed, or such longer period as may be agreed by
the Parties, either Party may refer the dispute to Court.

The commencement of mediation shall not prevent the parties commencing or
continuing court or arbitration proceedings in relation to the dispute.

General

Each of the Parties represents and warrants to the other that it has full capacity and
authority, and all necessary consents, licences and permissions to enter into and
perform its obligations under the Contract, and that the Contract is executed by its
duly authorised representative.

A person who is not a party to the Agreement shall have no right to enforce any of its
provisions which, expressly or by implication, confer a benefit on him, without the prior
written agreement of the Parties. This clause does not affect any right or remedy of
any person which exists or is available apart from the Contracts (Rights of Third
Parties) Act 1999 and does not apply to the Crown.

Subject to Clause 3.4, the Contract cannot be varied except in writing signed by a
duly authorised representative of both the Parties.

In the event that the Contractor is unable to accept the Variation to the Specification
or where the Parties are unable to agree a change to the Contract Price, the Authority
may:

20.4.1 allow the Contractor to fulfil its obligations under the Contract without the
Variation to the Specification;

20.4.2 terminate the Contract with immediate effect, except where the Contractor
has already provided all or part of the Services or where the Contractor can
show evidence of substantial work being carried out to fulfil the requirement
of the Specification, and in such case the Parties shall attempt to agree upon
a resolution to the matter. Where a resolution cannot be reached, the matter
shall be dealt with under the Dispute Resolution procedure detailed at clause
19.

The Contract contains the whole agreement between the Parties and supersedes and
replaces any prior written or oral agreements, representations or understandings
between them. The Parties confirm that they have not entered into the Contract on
the basis of any representation that is not expressly incorporated into the Contract.
Nothing in this clause shall exclude liability for fraud or fraudulent misrepresentation.

Any waiver or relaxation by either partly, or wholly of any of the terms and conditions
of the Contract shall be valid only if it is communicated to the other Party in writing
and expressly stated to be a waiver. A waiver of any right or remedy arising from a
breach of contract shall not constitute a waiver of any right or remedy arising from any
other breach of the Contract.
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20.7

20.8

20.9

20.10

20.11

20.12

21.1

21.2

The Contract shall not constitute or imply any partnership, joint venture, agency,
fiduciary relationship or other relationship between the Parties other than the
contractual relationship expressly provided for in the Contract. Neither Party shall
have, nor represent that it has, any authority to make any commitments on the other
Party’s behalf.

Except as otherwise expressly provided by the Contract, all remedies available to
either Party for breach of the Contract (whether under the Contract, statute or
common law) are cumulative and may be exercised concurrently or separately, and
the exercise of one remedy shall not be deemed an election of such remedy to the
exclusion of other remedies.

If any provision of the Contract is prohibited by law or judged by a court to be unlawful,
void or unenforceable, the provision shall, to the extent required, be severed from the
Contract and rendered ineffective as far as possible without modifying the remaining
provisions of the Contract, and shall not in any way affect any other circumstances of
or the validity or enforcement of the Contract.

The Contractor shall take appropriate steps to ensure that neither the Contractor nor
any Staff is placed in a position where, in the reasonable opinion of the Authority,
there is or may be an actual conflict, or a potential conflict, between the pecuniary or
personal interests of the Contractor and the duties owed to the Authority under the
provisions of the Contract. The Contractor will disclose to the Authority full particulars
of any such conflict of interest which may arise.

The Authority reserves the right to terminate the Contract immediately by notice in
writing and/or to take such other steps it deems necessary where, in the reasonable
opinion of the Authority, there is or may be an actual conflict, or potential conflict
between the pecuniary or personal interest of the Contractor and the duties owed to
the Authority pursuant to this clause shall not prejudice or affect any right of action or
remedy which shall have accrued or shall thereafter accrue to the Authority.

The Contract constitutes the entire contract between the Parties in respect of the
matters dealt with therein. The Contract supersedes all prior negotiations between the
Parties and all representations and undertakings made by one Party to the other,
whether written or oral, except that this clause shall not exclude liability in respect of
any Fraud or fraudulent misrepresentation.

Notices

Except as otherwise expressly provided in the Contract, no notice or other
communication from one Party to the other shall have any validity under the Contract
unless made in writing by or on behalf of the Party concerned.

Any notice or other communication which is to be given by either Party to the other
shall be given by letter (sent by hand, first class post, recorded delivery or special
delivery), or by facsimile transmission or electronic mail (confirmed in either case by
letter), Such letters shall be addressed to the other Party in the manner referred to in
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21.3

21.4
22

22.1
23

Not applicable

clause 21.3. Provided the relevant communication is not returned as undelivered, the
notice or communication shall be deemed to have been given 2 Working Days after
the day on which the letter was posted, or 4 hours, in the case of electronic mail or
facsimile transmission or sooner where the other Party acknowledges receipt of such
letters, facsimile transmission or item of electronic mail.

For the purposes of clause 21.2, the address of each Party shall be:
21.3.1 For the Authority: Care Quality Commission

21.3.2 Address: 2 Redman Place, Stratford, London E20 1JQ

Tel: N/A
Email: I

21.3.1 For the Contractor: NHS Midlands & Lancashire Commissioning Support
Unit

Address: 2nd Floor East, Bennett House, Town Road, Hanley, Stoke on
Trent, ST1 20QB

Tel: I
Email: I

Either Party may change its address for service by serving a notice in
accordance with this clause.

Notices under clauses 15 (Force Majeure) and 16 (Termination) may be served by
email only if the original notice is then sent to the recipient by personal delivery or
recorded delivery in the manner set out in clause 21.1.

Governing Law and
Jurisdiction

The validity, construction and performance of the Contract, and all contractual and
non-contractual matters arising out of it, shall be governed by English law and shall
be subject to the exclusive jurisdiction of the English courts to which the Parties
submit.

TUPE
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IN WITNESS of which this Contract has been duly executed by the parties.

SIGNED for and on behalf of CARE QUALITY COMMISSION

Authorised Signatory:

SIGNED for and on behalf of NHS Midlands and Lancashire Commissioning Support Unit

Authorised Signatory 1:

Authorised Signatory 2:
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SCHEDULE 1 -SPECIFICATION

State of Care: Commissioned Research —initial brief for suppliers

Introduction

The Care Quality Commission publish and lay before Parliament our annual State of Care

report. The State of Care is our annual assessment of health care and social care in England. It
explores trends, shares examples of good and outstanding care, and highlights where care needs
to improve. Our last State of Care report can be found here: State of Care 22/23

Focus for State of Care 2023/24 report

In 2021/22 we signalled that there was gridlocked care and in 2022/23 we reported on continued
problems that were leading to ‘unfair care’. Our proposed focus for 2024 leads us into areas that
assess and understand the impact of gridlocked and unfair care across systems, examining the
possible costs and impacts of poor quality — unsustainability and what failure means for people
who use services, providers, systems and partners.

We plan for own evidence and insight to be supplemented by some bespoke research and
analysis. In particular, we are keen to use what we know to expand our understanding of the
impact of failure across systems - and what this means for people who use services. We would like
to explore with you what may be possible to enhance our overall analysis and add richness to the
messaging.

To provide context, we expect to focus the State of Care 23/24 on the following areas:
e Systems and care pathways, aligned to CQC priorities, including initial integrated
care system and local authority assessment findings.
e Safety, covering maternity (including the outcomes of our full programme of
inspections) and mental health, and considering new areas of legislation such as
Martha’s rule.
e The cost of failure - its effect across a system and consequences for people who
need care; understanding the implications for variation in quality and what this means
for people’s experience and outcomes of care, including children and young people,
people with a learning disability, social care provision, and protected groups.
¢ Quality (ratings) including a focus on improvement, innovation and what
outstanding looks like.
e We will also include our annual analysis of Deprivation of Liberty Safeguards
(DoLS) and draw from initial insight collated via CQC'’s single assessment framework.

Commissioning research on cost of failure

As part of State of Care 23/24, we want to explore the impact on people where care does not meet
their needs. We want to highlight areas of care where improvement for particular people groups, or
those on particular pathways, would have a significant impact on the quality of life for people
across England. We are thinking of this in terms of the economic impact when: people cannot get
timely access to care; or, when they do get access, that care is not safe or of sufficient quality.

We are seeking a partner to work with us to describe and quantify that economic impact. To date
our internal conversation have focussed on whether by working with a partner we can describe the
scale of impact (e.g. number of people and how affected they are) and what could happen if care
was improved (perhaps to a relevant benchmark). We would be interested in discussing whether
an estimate of the financial and economic cost of these impacts is appropriate. We are open to
collaborative working with a partner to inform the scope and scale of this work.

An example of this is whether we can understand the impact of access challenges for children and
young people seeking mental health support. If a child cannot access the mental health support
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they need, where do they end up instead (e.g. A&E), what is the long-term impact on them if they
do not get safe and quality treatment, and how could the system improve the situation?

To date we have discussed a number of different areas of interest which could be explored. We list
these below to help conversations but are not bound to these. We would expect to narrow them
down to one or two options in collaboration with our partner. Examples of options include:
e Children and young people with mental health crises (as outlined above)
e Failure that results in people attending A&E when it could have been avoided (i.e.
A&E as a symptom of challenges in the system). This could look at:
o People in mental health crisis
o People who fall
o People who struggled to get access to their GP, or their GP has been unable
to get them the specialist care they need
o Intermediate care step up care hasn't stopped conditions escalating, or step
down care hasn't helped people recover sufficiently well
o People in ASC settings who deteriorate when it could have been avoided
o People whose health deteriorates following poor hand-overs within the system

We expect to join outputs from this work with our own qualitative research to bring real life
examples of failures and successes to life.

Provisional timings

Once started, work would need to be completed within a 3-month window. Initial findings would
need to be shared in early June, with final findings in early July. Final timescales to be agreed.
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SCHEDULE 2 - PRICE

The total cost broken down by sub-component is detailed below:

Analysis Cost

Grand total £33,000

£33,000 (Ex vat)

£39,600 (Inc vat)

Invoices should be emailed to: accountspayable@cqgc.org.uk

All invoices need to quote a valid Purchase order number to enable payment.
Payment Terms

e Monthly invoices submitted for the duration of the contract (3 months).
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SCHEDULE 3 - TENDER RESPONSE
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ANNEX 1: TENDER CLARIFICATIONS

Not applicable
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SCHEDULE 4 - PROCESSING, PERSONAL
DATA AND DATA SUBJECTS

1 The Parties acknowledge that for the purposes of the Data Protection Legislation, the
Authority is the Controller and the Contractor is the Processor. The only processing that the
Processor is authorised to do is listed in Annex 1 to this Schedule 4 by the Controller and
may not be determined by the Processor.

2 The Processor shall notify the Controller immediately if it considers that any of the Controller’s
instructions infringe the Data Protection Legislation.

3 The Processor shall provide all reasonable assistance to the Controller in the preparation of
any Data Protection Impact Assessment prior to commencing any processing. Such
assistance may, at the discretion of the Controller, include:

(a) a systematic description of the envisaged processing operations and the purpose of
the processing;

(b) an assessment of the necessity and proportionality of the processing operations in
relation to the Services;

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and

(d) the measures envisaged to address the risks, including safeguards, security measures
and mechanisms to ensure the protection of Personal Data.

4 The Processor shall, in relation to any Personal Data processed in connection with its obligations
under this Agreement:

(a) process that Personal Data only in accordance with Annex 1 to this Schedule 4,
unless the Processor is required to do otherwise by Law. If it is so required the
Processor shall promptly notify the Controller before processing the Personal Data
unless prohibited by Law;

(b) ensure that it has in place Protective Measures, which are appropriate to protect
against a Data Loss Event, which the Controller may reasonably reject (but failure to
reject shall not amount to approval by the Controller of the adequacy of the Protective
Measures), having taken account of the:

(i) nature of the data to be protected;
(i) harm that might result from a Data Loss Event;
(iii) state of technological development; and

(iv) cost of implementing any measures;

(c) ensure that:
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(i) the Processor Personnel do not process Personal Data except in accordance
with this Agreement (and in particular Annex 1 to this Schedule 4);

(i) it takes all reasonable steps to ensure the reliability and integrity of any
Processor Personnel who have access to the Personal Data and ensure that

they:

(A) are aware of and comply with the Processor’s duties under this clause;
(B) are subject to appropriate confidentiality undertakings with the

Processor or any Sub-processor;

(C) are informed of the confidential nature of the Personal Data and do not

publish, disclose or divulge any of the Personal Data to any third Party
unless directed in writing to do so by the Controller or as otherwise
permitted by this Agreement; and

(D) have undergone adequate training in the use, care, protection and

handling of Personal Data; and

(d) not transfer Personal Data outside of the EU unless the prior written consent of the
Controller has been obtained and the following conditions are fulfilled:

(i)

(if)
(iii)

(iv)

the Controller or the Processor has provided appropriate safeguards in
relation to the transfer (whether in accordance with GDPR Article 46 or
LED Article 37) as determined by the Controller;

the Data Subject has enforceable rights and effective legal remedies;

the Processor complies with its obligations under the Data Protection
Legislation by providing an adequate level of protection to any
Personal Data that is transferred (or, if it is not so bound, uses its best
endeavours to assist the Controller in meeting its obligations); and

the Processor complies with any reasonable instructions notified to it
in advance by the Controller with respect to the processing of the
Personal Data;

(e) at the written direction of the Controller, delete or return Personal Data (and any copies
of it) to the Controller on termination of the Agreement unless the Processor is required
by Law to retain the Personal Data.

5 Subiject to paragraph 6, the Processor shall notify the Controller immediately if it:

(a) receives a Data Subject Access Request (or purported Data Subject Access Request);

(b)
(©)

(d)

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's
obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data processed under this Agreement;
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(e) receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

(f) becomes aware of a Data Loss Event.

6 The Processor’s obligation to notify under paragraph 5 shall include the provision of further
information to the Controller in phases, as details become available.

7 Taking into account the nature of the processing, the Processor shall provide the Controller
with full assistance in relation to either Party's obligations under Data Protection Legislation
and any complaint, communication or request made under paragraph 5 (and insofar as
possible within the timescales reasonably required by the Controller) including by promptly

providing:

@) the Controller with full details and copies of the complaint, communication or
request;

(b) such assistance as is reasonably requested by the Controller to enable the
Controller to comply with a Data Subject Request within the relevant
timescales set out in the Data Protection Legislation;

(© the Controller, at its request, with any Personal Data it holds in relation to a
Data Subject;

(d) assistance as requested by the Controller following any Data Loss Event;

(e) assistance as requested by the Controller with respect to any request from the
Information Commissioner’s Office, or any consultation by the Controller with
the Information Commissioner's Office.

8 The Processor shall maintain complete and accurate records and information to demonstrate

its compliance with this paragraph. This requirement does not apply where the Processor
employs fewer than 250 staff, unless:

@) the Controller determines that the processing is not occasional;

(b) the Controller determines the processing includes special categories of data
as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal
convictions and offences referred to in Article 10 of the GDPR; or

(© the Controller determines that the processing is likely to result in a risk to the
rights and freedoms of Data Subjects.

9 The Processor shall allow for audits of its Data Processing activity by the Controller or the

Controller’'s designated auditor.

10 Each Party shall designate its own data protection officer if required by the Data Protection
Legislation.
11 Before allowing any Sub-processor to process any Personal Data related to this Agreement,

the Processor must:

(a) notify the Controller in writing of the intended Sub-processor and processing;
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12

13

14

15

16

(b) obtain the written consent of the Controller;

(c) enter into a written agreement with the Sub-processor which give effect to the
terms set out in this Schedule 14 such that they apply to the Sub-processor; and

(d) provide the Controller with such information regarding the Sub-processor as the
Controller may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors.

The Controller may, at any time on not less than 30 Working Days’ notice, revise this
paragraph by replacing it with any applicable controller to processor standard clauses or
similar terms forming part of an applicable certification scheme (which shall apply when
incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Controller may on not less than 30 Working Days’ notice to the
Processor amend this agreement to ensure that it complies with any guidance issued by
the Information Commissioner’s Office.

Subiject to clause 14.5, the Processor shall indemnify the Controller on a continuing basis
against any and all Losses incurred by the Controller arising from the Processor's Default
under this Schedule 4 and/or any failure by the Processor or any Sub-processor to comply
with their respective obligations under Data Protection Legislation.

Nothing in this Schedule 4 shall be construed as requiring the Processor or any relevant
Sub-processor to be in breach of any Data Protection Legislation.
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ANNEX 1 — Data Processing Schedule

1. The contact details of the Controller’'s Data Protection Officer are: |} ] . Care Quality
Commission, 2" Floor, 2 Redman Place, Stratford, London E20 1JQ.

2. The contact details of the Processor's Data Protection Officer is: |G
|

3. The Processor shall comply with any further written instructions with respect to processing by the
Controller.

4. Any such further instructions shall be incorporated into this Schedule.

Description Details

Identity of the Controller and Processor The Parties acknowledge that for the purposes
of the Data Protection Legislation, the Authority
is the Controller and the Contractor is the
Processor in accordance with Clause E2.1

Subject matter of the processing The processing involves analysis of patient
level data (which the Processor already has
permission to hold and analyse) and publicly
available data, to perform these analyses:

1. Children and young persons in mental
health crisis: analysis to estimate need in the
population for CYP MH services, demand &
access to CYP MH services, and quantify
failure demand (contact/attendance with non-
MH services).

2. People attending urgent and
emergency care settings for mental health
reasons: analysis to look at 5yr trend in all
people attending non-mental health settings for
mental health reasons. Splits by age, gender,
ethnicity, IMD and frequent attenders.

These will be used to inform the State of Care
2023/24 report. They may also be used for the
MHA Report.
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Duration of the processing

Nature and purposes of the processing

Type of personal data

Between June 2024 and January 2025.

The purpose of the processing is to support
CQC'’s statutory State of Care and MHA
reports.

The processor will access routine patient-level
datasets to provide Integrated Care Board
(ICB)-level aggregated analysis of a range of
agreed metrics for use in the State of Care or
MHA reports.

The data is stored on a remote server (NCDR)
from which it is not permissible to extract raw
data, only aggregated.

The metrics will predominantly be relative
measures i.e %’s, population-based rates or
summed totals by group. Small numbers are
unlikely given the unit of analysis (ICB), but
would be suppressed if counts fall below 5 for
any sub-group analysis.

Anonymous publicly available population-level
data will be analysed alongside the routine
data specified above.

There will be no transfer of personally
identifiable data to CQC. The Processor will be
providing summarised data and reports to
CQC.

There is no personal data included in the
datasets being used for this analysis. The
analysis will be aggregated for the following
sub-groups:

e Gender
e Ethnic category
e IMD decile

e Broad age-group
¢ Rural-Urban classification

A pseudonymised NHS number (the processor
has no access to the pseudonymisation key)
will be used to link individuals across
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emergency care and mental health datasets
prior to aggregation

Patient data

Data is accessed and analysed under the
processor’s existing permissions and
information governance processes.

No patient-level data is being extracted nor
generated. For the aggregated data and
analysis, it will be retained by the processor
until the end of the commissioned project (Oct
'24) and for a period of 3 months post-
publication in case of factual or technical

query.

The underlying code (sqgl and R) used to
generate the data and analysis will be retained
indefinitely should destroyed data need to be
reconstituted for any reason or repeated and
updated for future reports.
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SCHEDULE 5 = SECURITY REQUIREMENTS
AND PLAN

INTERPRETATION AND DEFINITION

For the purposes of this Schedule 5, unless the context otherwise requires the following provisions
shall have the meanings given to them below:

“Breach of Security” means the occurrence of unauthorised access to or use of the Premises, the
Premises, the Services, the Contractor System, or any ICT or data (including Authority Data) used
by the Authority or the Contractor in connection with the Contract.

“Contractor Equipment” means the hardware, computer and telecoms devices and equipment
supplied by the Contractor or its Sub-Contractor (but not hired, leased or loaned from the Authority)
for the provision of the Services;

“Contractor Software” means software which is proprietary to the Contractor, including software
which is or will be used by the Contractor for the purposes of providing the Services and which is
specified as such in Schedule 5.

“ICT” means Information Communications Technology and includes a diverse set of technological
tools and resources used to communicate, and to create, disseminate, store and manage
information, including computers, the Internet, broadcasting technologies (radio and television), and
telephony.

“Protectively Marked” shall have the meaning as set out in HMG Security Policy Framework.

“Security Plan” means the Contractor’s security plan prepared pursuant to paragraph 3 an outline
of which is set out in an Appendix to this Schedule 5.

“Software” means Specially Written Software, Contractor Software and Third Party Software.

“Specially Written Software” means any software created by the Contractor (or by a third party on
behalf of the Contractor) specifically for the purposes of this Contract.

“Third Party Software” means software which is proprietary to any third party which is or will be
used by the Contractor for the purposes of providing the Services including the software and which
is specified as such in Schedule 7.

1. INTRODUCTION

This Schedule 5 covers:

11 principles of security for the Contractor System, derived from HMG Security Policy
Framework, including without limitation principles of physical and information security;

1.2 wider aspects of security relating to the Services;
1.3 the creation of the Security Plan;

1.4 audit and testing of the Security Plan; and
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2.1

2.2

2.3

3.

3.1

3.2

3.3

breaches of security.

PRINCIPLES OF SECURITY
The Contractor acknowledges that the Authority places great emphasis on confidentiality,
integrity and availability of information and consequently on the security of the Premises
and the security for the Contractor System. The Contractor also acknowledges the
confidentiality of Authority Data.

The Contractor shall be responsible for the security of the Contractor System and shall at
all times provide a level of security which:

2.2.1 isin accordance with Good Industry Practice and Law;

2.2.2  complies with HMG Security Policy Framework; and

2.2.3 meets any specific security threats to the Contractor System.

Without limiting paragraph 2.2, the Contractor shall at all times ensure that the level of
security employed in the provision of the Services is appropriate to maintain the following
at acceptable risk levels (to be defined by the Authority):

2.3.1 loss of integrity of Authority Data;

2.3.2 loss of confidentiality of Authority Data;

2.3.3 unauthorised access to, use of, or interference with Authority Data by any person
or organisation;

2.3.4 unauthorised access to network elements, buildings, the Premises, and tools used
by the Contractor in the provision of the Services;

2.3.5 use of the Contractor System or Services by any third party in order to gain
unauthorised access to any computer resource or Authority Data; and

2.3.6 loss of availability of Authority Data due to any failure or compromise of the
Services.

2.3.7 processing and storage of authority data within the UK or by exception within the
EEA. Any processing outside of the UK must be subject to specific approval by
the Authority.

SECURITY PLAN

The Contractor shall develop, implement and maintain a Security Plan to apply during the

Contract Period (and after the end of the term as applicable) which will be approved by the

Authority, tested, periodically updated and audited in accordance with this Schedule 5.

A draft Security Plan provided by the Contractor as part of its bid is set out herein.

Prior to the Commencement Date the Contractor will deliver to the Authority for approval
the final Security Plan which will be based on the draft Security Plan set out herein.
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3.4

3.5

3.6

3.7

3.8

3.9

If the Security Plan is approved by the Authority it will be adopted immediately. If the
Security Plan is not approved by the Authority the Contractor shall amend it within 10
Working Days of a notice of non-approval from the Authority and re-submit to the Authority
for approval. The Parties will use all reasonable endeavours to ensure that the approval
process takes as little time as possible and in any event no longer than 15 Working Days
(or such other period as the Parties may agree in writing) from the date of its first submission
to the Authority. If the Authority does not approve the Security Plan following its
resubmission, the matter will be resolved in accordance with clause 19 (Dispute
Resolution). No approval to be given by the Authority pursuant to this paragraph 3.4 may
be unreasonably withheld or delayed. However any failure to approve the Security Plan on
the grounds that it does not comply with the requirements set out in paragraphs 3.1 to 3.4
shall be deemed to be reasonable.

The Security Plan will set out the security measures to be implemented and maintained by
the Contractor in relation to all aspects of the Services and all processes associated with
the delivery of the Services and shall at all times comply with and specify security measures
and procedures which are sufficient to ensure that the Services comply with:

3.5.1 the provisions of this Schedule 5;

3.56.2 the provisions of Schedule 1 relating to security;

3.5.3 the Information Assurance Standards;

3.5.4 the data protection compliance guidance produced by the Authority;

3.5.5 the minimum set of security measures and standards required where the system
will be handling Protectively Marked or sensitive information, as determined by the
Security Policy Framework;

3.5.6 any other extant national information security requirements and guidance, as
provided by the Authority’s IT security officers; and

3.5.7  appropriate ICT standards for technical countermeasures which are included in the
Contractor System.

The references to Quality Standards, guidance and policies set out in this Schedule shall
be deemed to be references to such items as developed and updated and to any successor
to or replacement for such Quality Standards, guidance and policies, from time to time.

If there is any inconsistency in the provisions of the above standards, guidance and policies,
the Contractor should notify the Authorised Representative of such inconsistency
immediately upon becoming aware of the same, and the Authorised Representative shall,
as soon as practicable, advise the Contractor which provision the Contractor shall be
required to comply with.

The Security Plan will be structured in accordance with ISO/IEC27002 and ISO/IEC27001
or other equivalent policy or procedure, cross-referencing if necessary to other schedules
of the Contract which cover specific areas included within that standard.

The Security Plan shall not reference any other documents which are not either in the
possession of the Authority or otherwise specified in this Schedule 5.
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4.

4.1

4.2

4.3

5.1

5.2

5.3

6.

AMENDMENT AND REVISION

The Security Plan will be fully reviewed and updated by the Contractor annually or from time
to time to reflect:

4.1.1 emerging changes in Good Industry Practice;

4.1.2 any change or proposed change to the Contractor System, the Services and/or
associated processes;

4.1.3 any new perceived or changed threats to the Contractor System;

4.1.4 changes to security policies introduced Government-wide or by the Authority;
and/or

4.1.5 areasonable request by the Authority.

The Contractor will provide the Authority with the results of such reviews as soon as
reasonably practicable after their completion and amend the Security Plan at no additional
cost to the Authority.

Any change or amendment which the Contractor proposes to make to the Security Plan (as
a result of an Authority request or change to Schedule 1 or otherwise) shall be subject to a
Variation and shall not be implemented until Approved.

AUDIT, TESTING AND PROTECTIVE MONITORING

The Authority shall be entitled to send a representative to withess the conduct of the
Security Tests. The Contractor shall provide the Authority with the results of such tests (in
an Approved form) as soon as practicable after completion of each Security Test.

Without prejudice to any other right of audit or access granted to the Authority pursuant to
the Contract, the Authority shall be entitled at any time and without giving notice to the
Contractor to carry out such tests (including penetration tests) as it may deem necessary in
relation to the Security Plan and the Contractor's compliance with and implementation of
the Security Plan. The Authority may notify the Contractor of the results of such tests after
completion of each such test. Security Tests shall be designed and implemented so as to
minimise the impact on the delivery of the Services.

Where any Security Test carried out pursuant to paragraphs 5.1 or 5.2 reveals any actual
or potential security failure or weaknesses, the Contractor shall promptly notify the Authority
of any changes to the Security Plan (and the implementation thereof) which the Contractor
proposes to make in order to correct such failure or weakness. Subject to Approval in
accordance with paragraph 4.3, the Contractor shall implement such changes to the
Security Plan in accordance with the timetable agreed with the Authority or, otherwise, as
soon as reasonably possible. For the avoidance of doubt, where the change to the Security
Plan to address a non-compliance with HMG Security Policy Framework or security
requirements, the change to the Security Plan shall be at no additional cost to the Authority.
For the purposes of this paragraph, a weakness means a vulnerability in security and a
potential security failure means a possible breach of the Security Plan or security
requirements.

BREACH OF SECURITY
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6.1

6.2

6.3

6.4

Either Party shall notify the other immediately upon becoming aware of any Breach of
Security including, but not limited to an actual, potential or attempted breach, or threat to,
the Security Plan.

Upon becoming aware of any of the circumstances referred to in paragraph 6.1, the
Contractor shall immediately take all reasonable steps necessary to:

6.2.1 remedy such breach or protect the Contractor System against any such potential
or attempted breach or threat; and

6.2.2  prevent an equivalent breach in the future;

6.2.3  collect, preserve and protect all available audit data relating to the incident and
make it available on request to the Authority;

6.2.4 investigate the incident and produce a detailed report for the Authority within 5
working days of the discovery of the incident.

Such steps shall include any action or changes reasonably required by the Authority. If such
action is taken in response to a breach that is determined by the Authority acting reasonably
not to be covered by the obligations of the Contractor under the Contract, then the
Contractor shall be entitled to refer the matter to the variation procedure set out in the
Contract.

The Contractor shall as soon as reasonably practicable provide to the Authority full details
(using such reporting mechanism as may be specified by the Authority from time to time) of
such actual, potential or attempted breach and of the steps taken in respect thereof.

CONTRACT EXIT — SECURITY REQUIREMENTS

In accordance with clause 16 of the Contract, on termination of the Contract, either via early
termination or completion of the Contract then the Contractor will either return all data to the
Authority or provide a certificate of secure destruction using an industry and Authority
approved method. Destruction or return of the data will be specified by the Authority at the
time of termination of the Contract.

APPENDIX 1- OUTLINE SECURITY PLAN
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11

2.1

2.2

2A.

3.1

3.2

3.3

ANNEX 1: BASELINE SECURITY REQUIREMENTS
SECURITY CLASSIFICATION OF INFORMATION

If the provision of the Services requires the Contractor to Process Authority Data which is
classified as OFFICIAL, OFFICIAL-SENSITIVE or Personal Data, the Contractor shall
implement such additional measures as agreed with the Authority from time to time in order
to ensure that such  information is safeguarded in accordance with the applicable
legislative and regulatory obligations.

END USER DEVICES

The Contractor shall ensure that any Authority which resides on a mobile, removable or
physically uncontrolled device is stored encrypted using a product or system component
which has been formally assured through a recognised certification process agreed with the
Authority except where the Authority has given its prior written consent to an
alternative arrangement.

The Contractor shall ensure that any device which is used to Process Authority Data meets
all of the security requirements set out in the NCSC End User Devices Platform Security
Guidance, a copy of which can be found at: https://www.ncsc.gov.uk/quidance/end-user-
device-security.

TESTING

The Contractor shall at their own cost and expense, procure a CHECK or CREST Certified
Contractor to perform an ITHC or Penetration Test prior to any live Authority data being
transferred into their systems. The ITHC scope must be agreed with the Authority to ensure
it covers all the relevant parts of the system that processes, stores or hosts Authority data.

DATA PROCESSING, STORAGE, MANAGEMENT AND DESTRUCTION

The Contractor and Authority recognise the need for the Authority’s information to be
safeguarded under the UK Data Protection regime or a similar regime. To that end, the
Contractor must be able to state to the Authority the physical locations in which data may be
stored, processed and managed from, and what legal and regulatory frameworks Authority
Data will be subject to at all times.

The Contractor shall not, and shall procure that none of its Sub-contractors, process Authority
Data outside the EEA without the prior written consent of the Authority and the Contractor
shall not change where it or any of its Sub-contractors process Authority Data without the
Authority's prior written consent which may be subject to conditions.

The Contractor must be able to demonstrate they can supply a copy of all data on request or
at termination of the service, and must be able to securely erase or destroy all data and media
that the Authority data has been stored and processed on.

The Contractor shall:
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4.1

4.2

3.3.1 provide the Authority with all Authority Data on demand in an agreed
open format;

3.3.2 have documented processes to guarantee availability of Authority
Data in the event of the Contractor ceasing to trade;

3.3.3  securely destroy all media that has held Authority Data at the end of
life of that media in line with Good Industry Practice; and

3.3.4  securely erase any or all Authority Data held by the Contractor when
requested to do so by the Authority.

NETWORKING

The Authority requires that any Authority Data transmitted over any public network (including
the Internet, mobile networks or un-protected enterprise network) or to a mobile device must
be encrypted when transmitted.

The Authority requires that the configuration and use of all networking equipment to provide
the Services, including those that are located in secure physical locations, are at least
compliant with Good Industry Practice.

5. SECURITY ARCHITECTURES

5.1

6.1

Contractors should design the service in accordance with:
e NCSC " Security Design Principles for Digital Services "
e NCSC " Bulk Data Principles "

e NSCS " Cloud Security Principles "

PERSONNEL SECURITY

All Contractor Personnel shall be subject to a pre-employment check before they may
participate in the provision and or management of the Services. Such pre-employment
checks must include all pre-employment checks which are required by the HMG Baseline
Personnel Security Standard or equivalent including: verification of the individual's identity;
verification of the individual's nationality and immigration status; and, verification of the
individual's employment history; verification of the individual's criminal record. The
Contractor maybe required implementing additional security vetting for some roles.

7. IDENTITY, AUTHENTICATION AND ACCESS CONTROL

7.1

The Contractor must operate an appropriate access control regime to ensure that users and
administrators of the service are uniquely identified. The Contractor must retain records of
access to the physical sites and to  the service.

8. AUDIT AND PROTECTIVE MONITORING

8.1 The Contractor shall collect audit records which relate to security events in delivery of the service

or that would support the analysis of potential and actual compromises. In order to facilitate
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8.2

8.3

9.2

10.
10.1

effective monitoring and forensic readiness such Contractor audit records should (as a
minimum) include:

8.1.1 regular reports and alerts setting out details of access by users of the service,
to enable the identification of (without limitation) changing access trends, any
unusual patterns of usage and/or accounts accessing higher than average
amounts of Authority Data. The retention periods for audit records and event
logs must be agreed with the Authority and documented.

The Contractor and the Authority shall work together to establish any additional audit and
monitoring requirements for the ICT Environment.

The Contractor shall retain audit records collected in compliance with this Paragraph 8.3 for
a period of at least 6 months.

VULNERABILITIES AND CORRECTIVE ACTION

Contractors shall procure and implement security patches to vulnerabilities in accordance
with the timescales specified in the NCSC Cloud Security Principle 5.

Contractor must ensure that all COTS Software and Third Party COTS Software be kept up
to date such that all Contractor COTS Software and Third Party COTS Software are always
in mainstream support.

RISK ASSESSMENT

The Contractor should perform a technical information risk assessment on the service
supplied and be able to demonstrate what controls are in place to address those risks.
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ANNEX 2: CONTRACTOR’S SECURITY MANAGEMENT PLAN

ML Network Security policy

Version

4.1

Date reviewed by Governance and
Risk Group (GRG)

15 May 2024

Date Ratified by ML Board

5t June 2024

Date of Issue via Staff Portal

12" June 2024

Date of Review

5t June 2026

Lead Officer

Executive Lead

Rationale for Policy

As an IT service provider the digital network must be
protected at every level and this policy sets out the

defence in depth required to best achieve this.

Aligned Corporative Objective(s)

Operational Excellence
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1 Information Reader Box

Directorate Details

Directorate

Digital Data and Technology

Policy Details

Document Name

ML Network Security policy

Author

Cyber Security

Publication Date

June 2024

Target Audience

All ML Employees

Cross Reference

ML General IT Security policy

ML IT Acceptable Use policy

ML IT Asset Management policy

ML IT Cryptography and Encryption policy
ML IT Vulnerability Management policy

ML Network Security policy

ML Third Party Access Management policy
ML User Account Management policy

ML Mobile Device policy

ML Logging and Log Retention policy

Superseded Document

4.0

Contact Details (for further information)

Name

Title

Telephone Number

m I
G




Email |

2 Version Control
Version _ Comment/Reason for
Date Author Title Status _
Number Issue/Approving Body

3.01 23/06/2023 ] Draft ‘Heads of Infrastructure’ changed
to Head of IT". Reference to
‘unprecedented times...’
(pandemic) has been removed.
Under Encryption, ‘integrity’ has
been replaced with
‘confidentiality’.

3.02 12/07/2023 | I Draft Updated documents with SIROs
comments and minor
amendments

4.0 08/12/2024 I Draft Reviewed and approved by
IGSG

4.1 02/05/2024 C Ratified | New ML branding

3 Purpose

3.1  This document defines the Network Security Policy for ML. The Network Security
Policy applies to all business functions and information contained on the network,
the physical environment and relevant people who support the network.

3.2  This document sets out the organisation's Policy for the protection of the
confidentiality, integrity and availability of the network.

4 Policy Statement

4.1  ltis the policy of ML that:

4.1.1 the security of ML’s networks is ensured

4.1.2 relevant laws and legislation are complied with.
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4.1.3
4.2

42.1

4.2.2
4.2.3

4.2.4

4.2.5

5.1

52
5.2.1

5.2.2

5.2.3

524

6

To do this the ML will:

Protect all approved and supported hardware, software and information assets
under its control by implementing a set of well-balanced technical and non-technical

measures.
Ensure Availability
Preserve Integrity & Confidentiality

Protect the network from unauthorised or accidental modification ensuring the

accuracy and completeness of the organisation's assets

Protect assets against unauthorised disclosure.

Scope

This policy applies to ALL Staff employed by Midlands and Lancashire (ML), any
third-party suppliers or contractors, off payroll workers, and secondees responsible

for the management and support of ML’s IT Systems.
This Policy applies to all networks within ML Used for: —
The storage, sharing and transmission of non-clinical data and images

The storage, sharing and transmission of clinical data and images Printing or

scanning non-clinical or clinical data or images

The provision of Internet Systems for receiving, sending and storing non-

clinical or clinical data or images

The network will be available when needed, can be accessed only by
legitimate users and will contain complete and accurate information. The
network must also be able to withstand or recover from threats to its

availability, integrity and confidentiality.

Definitions
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Term Meaning/Application

SHALL This term is used to state a Mandatory requirement of this policy

SHOULD This term is used to state a Recommended requirement of this policy

MAY This term is used to state an Optional requirement

Multi-factor An authentication method that requires the user to provide two or more

Authentication | verification factors to gain access to a resource. Rather than just

(MFA) asking for a username and password, MFA requires one or more
additional verification factors such as use of an authenticator or
smartcard.

7 Roles & Responsibilities

7.1  Security Responsibilities

7.1.1 The Managing Director of ML has delegated the overall security responsibility for

security, policy and implementation to the Director responsible for IM&T (CIO)

7.2 Senior Information Risk Owner (SIRO):

7.2.1 The SIRO is responsible for setting the information risk framework within which the
organisation operates and aims to reduce risk to acceptable levels on behalf of the
Board. The SIRO sets the information security audits each year which aim to
reduce or remove information risks to data we hold, these audits may test some of
the controls outlined within this policy in order to assure the Board that the policy is
effective. The role is instrumental in ensuring that information contained in this

policy is understood and implemented across the organisation.
7.3 IT Operations - Infrastructure Responsibilities
7.3.1 The Head of IT Infrastructure and Cyber is responsible for: -

7.3.1.1 Reporting matters relating to IT security to the CIO.
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7.3.1.2

7.3.1.3

7.3.1.4

7.3.1.5

7.3.1.6

7.3.1.7

7.3.1.7.1

7.3.1.7.2

7.3.1.7.3

7.3.1.7.4

7.3.1.7.5

Creating, maintaining, giving guidance on and overseeing the implementation

of IT Security.

Ensuring that risks to IT Systems are reduced to an acceptable level by
applying security countermeasures identified following an assessment of each

risk.

Providing advice and guidance to development teams to ensure that the policy
is complied with.

Approving tested IT Systems and agreeing rollout plans.
Providing a central point of contact for technical security issues.
Providing advice and guidance on:

Policy Compliance Incident Investigation

IT Security Awareness

Cyber Security awareness and training

Security of External Service Provision

Contingency Planning for IT Systems

7.3.2 Line Manager Responsibilities

7.3.2.1

7.3.2.1.1

7.3.2.1.2

7.3.2.1.3

Every Line Manager is responsible for: -

Ensuring the security of the network, that is information, hardware and
software used by staff and, where appropriate, by third parties is consistent
with applicable policies and appropriate training, guidance has been provided.
The line managers will be responsible to make sure all their staff are aware of

this policy.

Ensuring that network users are provided with the necessary security
guidance, awareness and where appropriate training to discharge their

security responsibilities.

Ensuring that all network users are made aware of the contents and

implications of the Network Security Policy and system operations
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7.3.21.4

7.3.2.15

Ensuring that ML IT are notified of all staff leaving the organisation (including
staff that are placed on suspension or are dismissed), in a timely manner as
part of the HR Starters and Leavers Process

Ensuring that ML IT is notified of any changes to staff access permissions, in a

timely manner.

7.4  User Responsibilities

7.4.1 Every User is responsible for: -

7.4.1.1

7.4.1.2

7.4.1.3

7.4.1.4

Ensuring their network and system(s) passwords are kept secret. Ensuring

their network and system(s) passwords are complex.

Urgently reporting compromised or suspected compromised passwords to ML
IT Service Desk. Urgently reporting network security incidents, threats and/or

weaknesses in accordance with the ML’s Incident Reporting Policy.

Accessing the network and system(s) in line with policies, procedures and
legislation. Irresponsible or improper actions by users may result in disciplinary
action and/or prosecution.

The Misuse of Computers Act 1990 makes it a criminal offence to gain
unauthorised access to a computer system or to make unauthorised
modifications and can result in prison sentences and or fines. Examples
include staff deleting content before leaving the organisation, gaining access to
databases they are not authorised to see or to copy information from a system

to sell for personal gain.

7.5  General Responsibilities

7.5.1 All personnel or agents acting for the organisation have a duty to: -

7511

7.5.1.2

7.5.1.3

Safeguard hardware, software and information in their care.

Prevent the introduction of malicious software on the organisation's IT

Systems.

Report on any suspected or actual breaches in security. [Include details of
roles with individual responsibilities (do not include names0 as well as any ML
groups or committees that have a particular responsibility in relation to the

implementation of this policy]
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8.1

8.1.1

8.1.2

8.1.3

8.1.4

8.2

8.2.1

8.2.2

8.2.3

8.24

8.2.5

8.2.6

8.2.7

8.3

8.3.1

Policy / procedure

Risk Assessment

ML will carry out security risk assessment(s) in relation to all the business processes

covered by this policy.

These risk assessments will cover all aspects of the network that are used to

support those business processes.

The risk assessment will identify the appropriate security countermeasures
necessary to protect against possible breaches in confidentiality, integrity and

availability.

Risk assessments will be conducted to determine the IT Security (ITSEC)

Assurance levels required for security barriers that protect the network.
Physical and Environmental Security

Where practicable, all network computer equipment will be housed in a controlled

and secure environment.
Where possible our systems will be hosted in secure cloud infrastructure.

Critical or sensitive network equipment will be housed in an environment that is

monitored for temperature, humidity and power supply quality.

Critical or sensitive network equipment will be housed in secure areas, protected by

a secure perimeter, with appropriate security barriers and entry controls.

Where possible, critical or sensitive network equipment will be protected from power

supply failures by way of Uninterruptable Power Supplies (UPS).

Where possible, critical or sensitive network equipment will be protected by intruder

alarms and fire suppression Systems.

Smoking, eating and drinking is forbidden in areas housing critical or sensitive

network equipment.
Access Control to Secure network Areas

Entry to secure areas housing critical or sensitive network equipment will be

restricted to those whose job requires it.
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8.3.2

8.3.3

8.3.4

8.3.5

8.3.6

8.4

8.4.1

8.4.2

8.4.3

8.4.4

8.4.5

8.4.6

8.4.7

8.4.8

All visitors to secure network areas must be authorised by the Head of IT or the

local officer designated with this responsibility.

All visitors to ML’s Data Centre secure network areas must be authorised by the

Head of IT and/or delegated authority.

All visitors to secure network areas must be logged in and out. The log will contain

name, organisation, purpose of visit, date, and time in and out.

The Head of IT will maintain and periodically review a list of those with unsupervised

access.

ML contracts for a number of offsite, cloud based data centres. Each has robust
entry processes which must be complied with before being allowed to our
equipment. It is highly unlikely visits will be needed to this equipment except to

audit the facilities to ensure they meet our standards for security.
Access Control to the network

Access to the network will be via a secure log-on procedure, designed to minimise
the opportunity for unauthorised access.

Line Managers must approve user access.

Access rights to the network will be allocated on the requirements of the user's job,

rather than on a status basis.

Security privileges (i.e. 'Super User' or network Administrator rights) to the network
will be allocated on the requirements of the user's job (eg 3rd line support staff,
network managers/administrators). All administrators will now use Multi-factor

Authentication (MFA) and/or PAM to access elevated rights functions.

Access will not be granted until the IT Helpdesk registers a user. Access will be
granted in line with agreed Service Levels.

All users to the network will have their own individual user identification and

password.

User access rights will be immediately removed or reviewed for those users who

have left ML or changed jobs.

Only standard equipment approved by the IT Department and utilising approved

software may be installed/connected on or to the network.
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8.4.9

8.5

8.5.1

8.5.2

8.5.3

8.5.4

8.5.5

8.6

8.6.1

8.6.2

8.6.3

8.7

8.7.1

8.8

8.8.1

8.9

No local connection is allowed to other PCs (e.g. consultants) without formal

approval of the IT Department.
Third Party Access to the Network

Third party access to the network will be based on a formal contract that satisfies all

necessary NHS security conditions.

Third party access may not occur at any time unless prior arrangement/agreement
has been made with ML IT. Any access to ML services will be via our PAM solution

and require the use of MFA where possible.
All third-party access to the network must be logged and approved by Head of IT

Third party access may be withdrawn at any time by the Head of IT if concern exists
about connection/security practices.

All third parties are required to sign a Confidentiality and Compliance Agreement in

line with Information Governance policies and procedures.
Working from Home

When working from home it is essential to recognise that our devices still need to be
protected and that this may lead to a change in the way updates are provided to end

users.

Staff will be prompted by ML-wide communications to either join the domain via
VPN or to force an update following a procedure which will be provided. This will
ensure that all ML devices are up to date with OS patches and virus protection

All ML laptops and tablets will have local firewalls enabled by default as required by
NHSD via the DSPT requirements

External Network Connections

Head of IT Infrastructure and Cyber must approve all connections to external

networks and systems before they commence operation.
Maintenance Contracts

Head of IT Infrastructure and Cyber will ensure that maintenance contracts are

maintained and periodically reviewed for all network equipment.

Data and Software Exchange
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8.9.1 Formal agreements for the exchange of data and software between organisations

must be established and approved by Information Governance.
8.10 Network Operating Procedures

8.10.1Documented operating procedures should be prepared for the operation of the

network, to ensure its correct, secure operation.

8.10.2Changes to operating procedures must be authorised by Head of IT Infrastructure
and Cyber.

8.11 Data Backup and Restoration
8.11.1All backup media must be stored securely.

8.11.2Documented procedures for the safe and secure disposal of backup media will be
produced and communicated to all relevant staff.

8.11.3Users are responsible for ensuring that they store their own data in the prescribed

locations to ensure that it is backed up.
8.12 Accreditation of Network Systems

8.12.1Head of IT Infrastructure and Cyber will approve the design of the network
configuration and any changes to it, before it commences operation or changes are

implemented.

8.12.2External consultation may be used to assist with the network design and/or in an

assurance role, supporting the Head of IT

8.12.3Head of IT are responsible for ensuring that the network design and configuration is
not subject to vulnerabilities which will pose an unacceptable security risk to the

organisation.
8.13 Security Audits

8.13.1Head of IT Infrastructure and Cyber is required to ensure that check on and audit of

actual implementations based on approved security policies are carried out.

8.13.2Penetration testing will be completed yearly against a rolling programme of

infrastructure. Reports will be summarised and reported to the board.

8.14 Encryption

67



8.14.1All devices connected to the ML network will be encrypted at device level to ensure

the confidentiality of the data.

8.14.2The Head of IT will ensure that measures are in place to encrypt all devices that are

capable of being encrypted.

8.14.3The use of USB memory devices will be controlled to ensure the integrity of the

network and devices connected to it.

8.14.4Head of IT and End User Computing will ensure that measures are in place to

control the use of all USB memory devices.

8.14.5ML Mobile phones are secured using our MDM solution which encrypts the phones
contents and enforces a six digit pin. Any loss of the phone needs to be reported as
soon as possible to the IT helpdesk so that the contents can be remotely wiped to

ensure confidential information is not disclosed.
8.15 Malicious Software

8.15.1Head of IT Infrastructure and Cyber will ensure that measures are in place to detect

and protect the network from viruses and other malicious software.

8.15.21t is a disciplinary offence to run vulnerability software / port sniffing or other
software typically used by hackers against the network without authorisation from
the Chief Information Officer (CIO) and the SIRO

8.16 Secure Disposal or Equipment Re-use

8.16.1ML shall ensure that where equipment is being disposed of all data on the
equipment (e.g. on hard disks or tapes) is physically destroyed or sanitised in
accordance with the latest Government mandated requirements for its classification,

prior to disposal.

8.16.2ML shall ensure that where IT equipment cannot be securely sanitised, it is

physically destroyed in accordance with the latest Government standard.

8.16.3Printers and MFDs are to be disposed of securely as both contain hard drives which

contain copies of documents previously sent to it for printing.

8.16.4ML shall ensure that where electronic media are to be removed from the premises

for repair, where possible, the data is securely overwritten.

8.17 Change Control
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8.17.1Head of IT Infrastructure and Cyber will review changes to the design and security
of the network.

8.17.2Head of IT Infrastructure and Cyber is responsible for updating the Network Security
Policy.

8.17.3Head of IT Infrastructure and Cyber is responsible to ensure network design

documentation and network operating procedures are updated.

8.17.4Head of IT Infrastructure and Cyber is responsible for ensuring that selected

network hardware or software meets agreed security standards.

8.18 Reporting Security Incidents and Weaknesses

8.18.1All potential security breaches must be investigated and reported to the Senior

Information Risk Owner.

8.18.2Security incidents, threats and /or weaknesses must be reported by the person
responsible for identifying the incident, threat and/or weakness in accordance with

the ML"s Incident Reporting Policy.

8.18.3Weaknesses identified as part of external audits / pen tests will be reviewed and
actioned to remove any critical, high or moderate threats. The IAO will be
responsible for overseeing these changes and ensuring they are documented and
reported to the IG Board. An evidence folder will be kept by the Head of Cyber
Security and classified as official sensitive and not subject to FOI requests as the

information contained will present a security risk to the organisation.
8.19 Unattended Equipment and Clear Screen

8.19.1Users must ensure that they protect the network from unauthorised access and
must therefore log off from the network when finished working.

8.19.2ML operates a Clear Screen Policy that means that users must ensure that any
logged-on equipment must be protected if they leave it unattended, even for a short

time.

8.19.3Workstations must therefore be locked by using the Windows “Lock computer”

function (Ctrl-Alt-Del) or by using a screensaver in which a password is required to
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9.1

10

10.1

10.2

11

111

11.2

12

12.1

13

13.1

unlock the workstation as soon as the screensaver is activated. Either of these must

be invoked if a workstation is left unattended, even for a short time.

Training

The dissemination of the policy document informs the staff required to execute the
policy and create the necessary processes and training to comply.

Distribution & Implementation

This document will be made available to all Officers via the ML internet site.

A global notice will be sent to all Officers notifying them of the release of this

document.

Monitoring

Monitoring for compliance will take place at the monthly Technical Operations
Group.

The Director of Digital Data and Technology, in conjunction with the Heads of

Service, is responsible for the monitoring, revision and updating of this document.

Associated documents / references

None.

Equality Impact Assessment

This document forms part of Midlands & Lancashire’s commitment to create a
positive culture of respect for all staff and service users. The intention is to identify,
remove or minimise discriminatory practice in relation to the protected

characteristics (race, disability, gender, sexual orientation, age, religious or other
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belief, marriage and civil partnership, gender reassignment and pregnancy and
maternity), as well as to promote positive practice and value the diversity of all

individuals and communities.

13.2 As part of its development this document and its impact on equality has been

analysed and no detriment identified.
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SCHEDULE 6 — CHANGE CONTROL

Contract Change Note

Contract Change Note Number
Contract Reference Number & Title

Variation Title

Number of Pages

WHEREAS the Contractor and the Authority entered into a Contract for the supply of State of Care
detailed case studies dated 01% June 2024 (the "Original Contract") and now wish to amend the
Original Contract

IT IS AGREED as follows

1. The Original Contract shall be amended as set out in this Change Control Notice:

Change Requestor / Originator
Summary of Change
Reason for Change

Revised Contract Price Original Contract £
Value
Previous Contract £
Changes

DN: Enter all CCN'’s
here so that total value
is shown for Audit
purposes

Contract Change Note | £
X
New Contract Value £

Revised Payment Schedule
Revised Specification (See Annex x for
Details)

DN: Any change to Specification should
be added as an Annex to the CCN

Revised Term/Contract Period
Change in Contract Manager(s)
Other Changes

2. Save as herein amended all other terms of the Original Contract shall remain effective.
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This Change Control Notice shall take effect on INSERT DATE or from the date on which
both the Authority and the Contractor have communicated acceptance of its terms.

SIGNED ON BEHALF OF THE SIGNED ON BEHALF OF THE
AUTHORITY: CONTRACTOR:

Signature: Signature:
Name: Name:
Position: Position:
Date: Date:
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SCHEDULE 7 - THIRD PARTY SOFTWARE -
NOT USED

CONTRACTOR SOFTWARE

For the purposes of this Schedule 7, “Contractor Software” means software which is proprietary to
the Contractor, including software which is or will be used by the Contractor for the purposes
of providing the Services. The Contractor Software comprises the following items:

Software | Contractor | Purpose No. of Restrictions | No. of | Other| To be
(if Affiliate Licences copies deposited
of the in
Contractor) escrow?

THIRD PARTY SOFTWARE

For the purposes of this Schedule 7, “Third Party Software” means software which is proprietary to
any third party which is or will be used by the Contractor for the purposes of providing the Services
including the software specified in this Schedule 7. The Third Party Software shall consist of the
following items:

Third
Party
Software

Contractor

Purpose

No. of
Licences

Restrictions

No. of
copies

Other

To be
deposited
in
escrow?
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SCHEDULE 8 — EXIT MANAGEMENT
STRATEGY

Not applicable
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