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This agreement is between:

the “Buyer”

The Department for Transport

Great Minster House

33 Horseferry Road

Westminster

London

SW1P 4DR

the “Supplier”

PWC LLP 1

Supplier No.

1 Embankment Place, London, WC2N 6RH,

Together the “Parties”
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Service delivery contact details:

Supplier:

Buyer: Name: Brenda Kyagulanyi

Title: Project Manager

Email: Brenda.KyaguIanyidft.gov.uk

Telephone: 0207 944 2064 I 07879801 170

_Name: Andrew Miller

Title: Partner & Engagement Lead

Email: Andrew.d.miller@pwc.com

Telephone: 077715484519
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PART A — ORDER FORM

This Order Form is issued in accordance with the Framework Agreement Cyber Security
Services 2- RM3764i1 and the Buyers mini competition tender.

The Contract is made up of:

• Part A — The Order Form (an overview of the services to be provided throughout the
lifetime of the agreement) and the Specific Terms (which are specific to this Contract)

• Part B — Schedules (the Buyers requirements, the winning suppliers bid and the
agreed work to be carried out) and;

• Part C — Standard RM3764ii Call-Off Terms and Conditions (which are non-variable)
The Supplier agrees to supply cyber security services specified below on and subject to the
terms of this Contract.

The Buyer will complete the Order Form prior to the Contract award.

CaN-Off Contract term:

1. Commencement Date: 08/05/2019

2. Length of Contract: Twelve (12) Months, there shall be no further
option to extend this contractual provision.

Contract Charges and payment

3. The method of payment for the BACS
Contract Charges (GPC or
BACS):

4. Invoice details

4.1. Where and how to send invoices Invoices should be submitted on completion of
each agreed milestone. Each invoice must
include a Valid P0 number and be submitted
either by email or post NOT both.

4.2. Who to send invoices to: ssa.invoice(sharedservicesarvato.co.uk

4.3. Invoice information requited: e.g. A hard copy of the invoice should be sent to
P0, Project Accounts Payable using the address below;

Arvato Shared Services
5 Sandringham Park
Swansea
SA7 OEA

5. Invoice Frequency The Buyer requires invoices to be submitted
within one month of the end of the
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project. All invoices must provide a detailed
elemental breakdown of work completed and
associated costs.

All invoices must include a valid P0 number

6. Contract Charges Day rates and roles will remain firm for the
duration of the Contract. The Buyer will agree
pricing for each exercise at the Contract
inception meeting. The maximum Contract
value will be £149772.00 (inclusive of all
expenses but exclusive of VAT.

Buyer contractual requirements:

7. Services required: * For the supply of Provision of Critical Cyber
Systems for Air Carriers Ports part of project
ref: CCSN19AO3.

Please note extent of the services exclude
hardware devices and/or software products.

8. Delivery Location(s)IPremises: The location of the Services will be carried out
at the Supplier’s premises within the UK.
Further details of the sites that the Buyer
requires the Supplier shall be provided to the
Supplier at the “Project Inception Meeting
after the commencement of this contractual
requirement. Any anticipated travel and
expenses incurred from engagement with
stakeholders or the Buyer shall be incurred at
the Supplier’s own expense

9. Relevant convictions: Not Applicable

10. Staff Vetting and Security 1he Suppliers staff must have successfully
Clearance: completed the staff vetting required or must

confirm they ate willing to undertake CTC Staff
Vetting prior to commencing any work.

11. Local health and safety Not Applicable
procedures:

12. Non-Disclosure requirements: The Supplier to sign Annex A Non-Disclosure
Agreement
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13. Exit Planning: As per Clause 11 of Framework Call Off
RM3764ii Terms and Conditions

14. Security Requirements: As per Clause 21 of Framework Call Off
RM376411 Terms and Conditions.

(including details of Security Policy
and any additional Buyer security
requirements) **

15. Protection of Buyer Data: As per Clause 21 of Framework Call Off
RM3764ii Terms and Conditions.

16. Standards: CESG Cyber Security Consultancy Standard

17. Business Continuity and As per Clause 17 of the Framework Call Off
Disaster Recovery: Agreement RM37641i Terms and Conditions

18. Insurance: As per Clause 14 of the framework agreement
RM3764ii

Liability Insurance — minimum level of cover
£5,000,000

Professional Indemnity — minimum level of
cover £2,000,000

Additional andlor alternative clauses:

This section allows the Buyer to add supplemental requirements and additional terms to
the Contract. These must be completed before the requirements are published.

19. Supplemental requirements in Not Applicable.
addition to the Call-Off Terms

20. Buyer Specific Amendments to the Call-Off Terms
The table below lists the editable terms from the RM3764ii Standard Call-Off
Terms.

The number of days, value or other elements of these terms may be increased to suit
the Buyer’s needs. They may not be decreased. When amending these terms, the Buyer
must state whether it has been increased or not.

Clause Heading Minimum Contract term (cannot be reduced)
4 Warranties and Will remain 90 Working days from the date the Buyer

Representations accepts the release of work.

18 Supplier Assistance at Will remain 10 Working days
Retendering

24 Force Majeure WHI remain 15 consecutive Calendar Days
19 Changes co Contract Wlrernain5 Working Days
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37 Dispute Resolution Will remain that active efforts will be made to resolve
within 10 working days

38 Liability Will remain
. direct loss or damage to property -

£1,000,000 in each Contract Year in which
the default occurred or is occurring

. £500,000 or a sum equal to 200% depending
on the liability damage/loss or impact

39 Termination Events Will remain 15 consecutive Calendar Days
Material Breach

Further information:

** Security Requirements Note:

lithe Buyer requires work to be carried out at the OFFICIAL-Sensitive status or above, the
Parties agree to complete a Security Aspect Letter to accompany the contract award.

The Buyer may choose to issue a specific Security Aspects Letter to determine the security
of the work undertaken.

What is a security aspects letter?

Find out mote: https:I/www.qov. uk/quidance/defence-eguipment-and-support-princiaI
security-advisor#freguently-asked-guestions

Winning Supplier’s information:

21. Suppliers commercially
sensitive information

22. Key Sub-Contractors

23. Contract Charges

Roles and rates will remain firm
for the duration of the Contract.
The Buyer reserves the right to
only pay for work agreed.

Winning supplier to confirm any commercially
sensitive information from their bid.

No sub-contractors shall be appointed for the
purposes of this contractual provision. Any
future appointments of sub-contractors but be
first be discussed with and approved by the
Buyer.

Any appointments of sub-contractors will be
subject to the completion of the Schedule 6 —

Contract Change Notice as contain within this
document.

Cyber Security Services 2
Ref: RM37641i

Call-Off Contract
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A full breakdown of the tasks,
costs and rates that shall be
charged by the Supplier to the
Buyer is included within the below
tables:

TASKS:
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Acknowledgement

• By signing and returning this Call-Off Contract the Supplier agrees to enter into
agreement to supply Cyber Security Services to the Buyer as described in Cyber
Security Services 2 RM3764ii.

• The Parties acknowledge and agree that they have read the Call-Off Contract and
RM3764ii Standard Call-Off Terms and by signing below, agree to be bound by this
Contract.

• The Parties acknowledge and agree that this Contract shall be formed when the Buyer
acknowledges the receipt of the signed copy from the Supplier within two (2) Working
Days. Ret RM3764ii Call-Off Procedure)

• The Contract outlines the deliverables and expectations of the Parties. Order Form
outlines any terms and conditions amended within the Call-Off Contract. The terms
and conditions of the Call-Off Order Form will supersede those of RM3764ii Standard
Terms.

SIGNED:

_______

Supplier:

______

Buyer:

Name:

Title: I -n
Signature:

x

Select date Select Data
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PART B — THE SCHEDULES

SCHEDULE I — SERVICES NEEDED

PURPOSE

The Buyer has already worked with the National Cyber Security Centre (NCSC) to understand
the critical systems used at several ports. This work will increase the scope of study to
encompass air carriers as well as ports.

In the interest of clarity “Ports” refers to airports and seaports.

This project will look at working with the air carriers and I or ports specified to produce tailored
advice on cyber security, recommendations for mitigating actions and consideration for future
work. It will also support the Buyer in gaining a better understanding of cyber risks across the
aviation and maritime sectors, and support future development of guidance.

DEFINITIONS

Expression or Definition
Acronym

CNI Critical National Infrastructure

CPNI Centre for the Protection of National Infrastructure

Dif Department for Transport

DSTL Defence Science and Technology Laboratory

EN ISA European Network and Information Security Agency

NDA Non-Disclosure Agreement

MAIB Marine Accident Investigation Branch

MCA Marine and Coastguard Agency

NCSC National Cyber Security Centre

SCOPE OF REQUIREMENT

The following are in scope:

The Supplier is to engage with the specified air carrier or port to agree:

• Outline of the approach to the review.
• Critical systems to be reviewed as part of the project.
• Logistics with the air carrier or port to include, times & dates for review meetings,

resources required (e.g. IT and technical engineers), review meeting to agree DRAFT
report, review meeting to discuss final report, recommendations and further work.

• If the specified air carrier or port requires it, the signing of an air carrier or port specific
NDA to provide added reassurance.

The following are not in scope and the Supplier will not be required to conduct the below tasks
on behalf of the Buyer:

Page 73 of 49



Cyber Security Services 2Crown
Commercial Ref: RM3764n
service Call-Off Contract

• Reviewing critical systems at non-specified operators.
• Reviewing systems (critical or not) which are outside the agreed scope (5.1.1.2 above).

However, the Supplier should include in the report to Government which critical
systems were excluded and why; this is to ensure the information we receive is well
rounded.

THE REQUIREMENT

The Buyer expects the project to commence with an initial meeting to further define and agree
scope, methodology and timing following the award of the contract.

The project is to include, but is not limited to the tasks detailed below:

• Pre-engagement with air carriers or ports, including for logistic purposes and
the identification of any preparatory work or material required from the air
carrier or port, or from any other relevant sources, prior to site visits;

• Site visits covering all identified organisations;
Identify the critical cyber systems and services that underpin the air carrier’s or
port’s key function and how they interact with each other;

• Identify what happens when the systems and services that underpin the air
carrier’s or port’s key function become unavailable;

• Identify the systems that if removed/stopped/attacked or disrupted would
deliver the defined impacts across one of their sites;

• Gain an understanding of the continuity processes and security mitigations in
place for the systems identified;

The Supplier will inform the Buyer of the dates and times of all site visits and interviews and
allow a member(s) of the Buyer’s Cyber Security Team and I or the NCSC to accompany them
if requested.

The Supplier will plan for 2 presentations: an update on progress at an agreed point in the
process and also a final presentation to the Buyer, the NCSC and any industry stakeholders
as applicable and agreed.

KEY MILESTONES

The Supplier should note the following potential project milestones that the Buyer will measure
the quality of delivery against:
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Milestone Description Timeframe

. . Within week I of Contract1 Inception Meeting
Award

First review meeting to agree critical
. Within week 4 of Contract2 systems — can be done over email I

. Awardvirtually.

3
Review of specified entity’s IT I cyber Within week 8 of Contract
procedures; critical system architecture. Award

4
Meeting with specified entity via a face to Within week 12 - 24weeks
face meeting of Contract Award

5 Presentation to the Buyer on progress Week 24

6
First DRAFT report to be shared with Within week 36 of Contract
specified entity for comments Award

Final report to include assessment
. . . . Within week 52 of Contract7 findings recommendations and possible

Awardnext steps.

REPORTING

Please refer to key report responsibilities set out within “The Requirement” section of this
document.

VOLUMES

The overall volumes of work that the Supplier will be required to undertake will be disclosed
to the Supplier by the Buyer at the “Inception Meeting”, as outlines within the “Key Milestones”
of this document.

CONTINUOUS IMPROVEMENT

The Supplier will be expected to continually improve the way in which the required Services
are to be delivered throughout the Contract duration.

The Supplier should present new ways of working to the Buyer during quarterly Contract
review meetings.

Changes to the way in which the Services are to be delivered must be brought to the Buyers
attention and agreed prior to any changes being implemented.

QUALITY

The Supplier shall state how they will ensure a quality product and provide Quality Assurance
through the provision of a Quality Plan. They may provide a summary of the Quality Assurance
arrangements, principles, standards and checks they will use within the project.

PRICE

In the case of the air carrier or port being unable or unwilling to provide information or engage
with the Supplier and the contract ending, the Buyer will pay the costs incurred by the Supplier,
who must provide an itemised breakdown of the costs incurred. However, if the Contract
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remains active, the Buyer will aim to find an alternative air carrier or port to be reviewed before
the contract ends.

STAFF AND CUSTOMER SERVICE

The Buyer requires the Supplier to provide a sufficient level of resource throughout the
duration of the ‘Understanding of critical systems used within air carriers and ports’ Contract
in order to consistently deliver a quality service to all Parties.

The Supplier’s staff assigned to the ‘Understanding of critical systems used within air carriers
and ports’ Contract shall have the relevant qualifications and experience to deliver the
Contract.

The Supplier shall ensure that staff understand the Buyers vision and objectives and will
provide excellent customer service to the Buyer throughout the duration of the Contract.

SERVICE LEVELS AND PERFORMANCE

The Buyer will measure the quality of the Supplier’s delivery by:

Assessment of their progress alongside the agreed milestones set out above:

KPI/SLA Service Area KPI/SLA description Target

Progress Progress reports will be supplied to Fortnightly
Report the Buyers project manager by

phone or email (to be confirmed).
This will include a summary of
progress against the delivery.

2 Risk monitoring The Supplier will raise any concerns Weekly
about the possibility of failing to meet
the overall deadline and lack of
relevant information to meet the
requirements.

3 Communication The Supplier shall acknowledge any 2 working days
communications from the Buyer staff
manager within 2 working days.

This can be via email or over the
telephone.

4 Emergencies If there is an urgent issue, the 2 working days
Supplier shall make the contract
manager aware of this within 2
working days.

In the event that the Supplier is unable to provide a product to the agreed quality within the
specified time the Buyer reserves the right to retain payment, either in whole or in part.

Where the supplier fails the specified Key Performance Indicators the Buyer will, in the first
instance, seek a mutually agreeable resolution with the supplier in line with the terms and
conditions of the Commercial Agreement.
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However, if this is not possible, the Buyer reserves the right to cancel the agreement and seek
an alternative supplier.

SECURITY REQUIREMENTS

The Supplier must be able to handle and store classified material up to and including
OFFICIAL SENSITIVE level. The project reports will be classified at OFFICIAL SENSITIVE.

As a minimum staff should have or be willing to apply for and obtain the Baseline Personnel
Security Standard (BPSS).

The Supplier is required to demonstrate the measures it has in place to keep this information
secure. Specifically, the Supplier must provide detail on how they will meet the following
requirements:

- Information classified at OFFICIAL SENSITIVE level relating to this project should
not be communicated electronically, except between the Supplier and the Buyer
(and other parties approved by the Buyer) and then only using the methods below.

- The Supplier should ensure the security of the information in transit. Electronically
this will involve using software (for example Egress Switch system) to encrypt the
files, preferably using AES-256, or other measures that offer an equivalent level of
protection.

- Any passwords used to encrypt files should be complex and should be conveyed
separately to the files themselves.

- Any electronic files should be stored on an IT system that has access controls that
only allow approved personnel with a genuine ‘need to know’ to access them to
read and copy. The IT system should be protected by an appropriate firewall.

- Once electronic files are no longer needed they should be deleted from the IT
system in a way that makes recovery unlikely, either by overwriting the storage
space or eventual dilution and deterioration on a busy shared storage system.

- Paper copies (including drafts and notes) and any removable electronic storage
must be locked away when not in use to prevent unauthorised access. Printed
material should be marked OFFICIAL SENSITIVE and numbered to ensure no
copies are lost. Paper and printed material should be shredded when no longer
needed.

- If any paper copies are to be posted, advice should be sought from the Buyer.
- Access to all material generated by this project (not including source data unless

supplied by the Buyer) must be on a limited and controlled basis, by persons
approved by the Buyer.

Any personal information obtained under this Contract must be controlled in compliance with
the General Data Protection Regulation (2018) as well as other applicable laws of England
and Wales.

Further information on security classification is available on the Cabinet Office website at the
following addresses:

http:Ilwww. cabinetoffice.gov. uk/sites/default/files/resources/hmq-personnel-security
controls. pdf

https://www.qov. uk/qovernmentlpublications/security-policy-framework
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INTELLECTUAL PROPERTY RIGHTS (IPR)

All copyright, know-how and other property rights generated from this project remain the
property of the Crown. The Supplier shall ensure that all documentation and wherever possible
all computer media are clearly marked accordingly.

The Supplier is required to comply with all terms and conditions that relate to IPR within the
CCS Commercial Agreement RM3764ii — Cyber Security Services 2.

CONTRACT MANAGEMENT

To be undertaken by the Buyer.

LOCATION

The location of the Services will be carried out at the Supplier’s premises within the UK.
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SCHEDULE 2- HIGH LEVEL DELIVERY PLAN

Team structure

a
Nick Spray
Engagement Director

Project leadership Engagement Leader

reporting

j
Key business engagement support &

Engagement Director
Deliverable QA/Feedback

_________________________

SLA Performance/Financials

Core delivery team Head information A i r.iii
• Co-ordination of Interviews and

assessments
Ben Bennett I Reportsubmission&initiai issue

Practitioner IA Auditor escalation

-, i Practitioner IA Auditor
Assesses compliance with cyber
security/IA policies or standards across
the organisahons
Identifies oppodurebes for greater
business benefits through
improvements to controls

Patrick Wreglesworth Tom Miller
•A

JVS and
IA Business Analyst IA Bustness Analyst assessments

A Results analysis & reporting
- —

• Issue escalation

Subject Matter Experts ç Subject Matter Experts

I
- Local delivery specialist to help the

James Hunt Abigail Wilson project leadership and threatand

Transport Cyber Secunty & Avtatton Cyber Threat vulnerability team with your

-

. intelilSE
iscaiation point

Work Packages, Relevant Qualifications and Experiences

Planning IA Architect

0 organisation 1 SIRA

Aviation Experience Maritime Experience SC/DV

Suppliers competencies & qualifications

The Supplier is a member of the 055 2 framework, an EU compliant
CESG Certified Service and regulated route to market for buyers from across central

government and the wider public sector, to buy NCSC certified
cyber security services. Relevant to this Contract, the Supplier are

accredited for Penetration Testing (CHECK).

‘ - The Suppliers staff are certified against the CCP framework, which
CESG Certified Professional

- contributes to Objective 4 of the UK Cyber Security Strategy,
building the UK’s cross cutting knowledge, skills and capability to

underpin all cyber security objectives. The Suppliers staff consist of both senior and lead
practitioners in the roles of Security and Information Risk Advisors (SIRA), Information
Assurance Architect and Information Assurance Auditor.

0 Organisaflon 2 Q Experience with Dif

0 Organisation 3 IA Auditor

Page 19 of 49



Crown
Commercial
Service

Cyber Security Services 2
Ref: RM3764ii

Call-Off Contract

c_ !i

IT Health Chad Sa,viee

The Suppliers security testing team members are on the Council of
Registered Ethical Security Testers (CREST). The Supplier is a
member of the Centre for the Protection of National Infrastructure
(CPNI) Risk Management Delivery Group (RMDG). RMDG member
organisations benefit from access to CPNI protective security advice,
briefings and support.

The Supplier are CHECK accredited, whereby the Suppliers testers are
regularly put through rigorous practical examinations and both they and
the firm are measured against the highest technical standards set by
NCSC.

The Supplier has more than 210 cyber security professionals, throughout the UK, focusing on
threat intelligence, threat detection, incident response, and a range of assurance, governance,
and risk services. The Suppliers technical security services team are comprised of handpicked
analysts, all of whom have backgrounds in network defence, technical investigations or
intelligence. The team structure lends itself to a close-knit working environment where the
team collaborate quickly and effectively on customer demands — reaching into the wider pool
of several hundred investigative and forensic specialists when necessary. This provides the
Supplier with near unrivalled experience and expertise, and the ability to flex resources to
cover busy periods. The Supplier has invested significantly in its people to build a world-
leading practice. A summary of the Suppliers experience, and how it aligns with the Buyers
requirements, is set out in the table below:

I Experience
Experience Experience I ofWork Experience CCP IA with j with conductingTeam Member

Packages with Dif Auditor aviation maritime similar
reviews

Andrew Miller
(Engagement

Leader)

Nick Spray
(Engagement

Director)

James Hunt
(Senior SIRA &

Transport
Cyber SME)

All Yes Yes Yes Yes

All Yes Yes Yes

All Yes Yes Yes Yes
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Fotini
Tsekmezoglou

All Yes Yes (Senior) Yes Yes(Senior IA
Auditor)

Abigail Wilson
(Practitioner All Yes Yes Yes

SI RA

Ben Bennett
(Practitioner IA All Yes

Yes
Yes Yes Yes(Practitioner)Auditor)

Stephanie
Todd

(IA Business
All Yes Yes Yes

Analyst)

Patrick
Wreglesworth

All Yes(IA Business
Analyst)

Tom Miller
(IA Business All Yes Yes Yes

Analyst)
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Exercise Delivery Schedule and Resource Mix

Cyber Security Services 2
Ret: RM3764ii

Call-Off Contract

-____ . ..,. I

___ ___

(wg.dnq pcogri’ repcirt

During this period we wilt conduct the tasks described in phase 2 below. Further detail on
the breakdown on these tasks are within section 5.3.

During this period we will conduct the tasks described in phase 2 below. Further detail on
the breakdown on these tasks are within section 5.3

During this period we will conduct the tasks described in phase 2 below. Further detail on
the breakdown on these tasks are within section 5.3.

I
-i

I During this period we wilt conduct the tasks described in phase 2 below Final
Further detail on the breakdown on these tasks are within section 53 report

Resource grades for the project: Partner, 2x Senior Managers, 2x Managers, 3x Senior Associates,
Associate

Assumptions:

All, minus Andrew All members of the team would
Miller (0.5 days benefit from attending the
each) inception meeting to understand

any input the Buyer may have
that could impact the project.

0 interim
Meeting

LA
- OrgB

Org C

Repods

I: Inception
• M(SSdays)

2: EngegamIni
O,Igflaboee A, B & C

• Foti Tse1anezcJ
1458on

• n rviee
• ptBee Tecki

• TmnAier
f78 Pays) —‘•

4.Repothrg:
• M29.0is)

• At an agreed point in the process an interim meeting will be held;
• Air carriers and ports will be identified by the Buyer
• The Air Carriers and Port Authorities will identify a single point of contact to coordinate all

activities with the Supplier;
• Reports will be submitted in draft format to the Buyer, Air Carriers and Ports for comment.

One review cycle for comments and revisions will be allowed before the Supplier submits final
reports.

• Reports will be delivered in the Buyers branding.
Phase I — Inception (8.5 days total effort, 2 days total elapsed time)

Task

Incepriton meeting wIth DIT Pre-.ngagement wttfl the nominated entitles (Fotmi — Collate Initial Findings
(AU) Tsekmezog!ou, Ben Bennett, Stepflam’e Todd) (Tom Miller, Stephanie Todd)

1.1. lnception’rO.5 day TThe Supplier will first meet with the Buyer
meeting with — to:
the Buyer

Description Staff members and Rationale
effort estimate

further understand the context;
Receive notification of which
organisations will be involved;
determine logistics;
Confirm our approach to the project
and delivery expectations.
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Fotini Tsekmezoglou, Ben
Bennett and Stephanie Todd
have experience in the aviation
and/or maritime industries so
would be well placed to engage
with stakeholders from these
areas.

Task

p2.1. Site visits to
all identified
nominated e

Conduct visits to meet with
nominated entities to
interview stakeholders and
gather information for the
review.

The Supplier will aim to
identify the critical cyber
systems and services that
underpin the air carriers or
ports key function and
how they interact with each
other. This will be done by
first gathering information
from the stakeholders to
assess the criticality of
each and any shared
systems between the air
carriers or ports;

Fotini
Tsekmezoglou
(3 days)
Ben Bennett
(6 days)
Stephanie
Todd (6 days)
Patrick
Wreglesworth
(6 days)
Tom MWer (6
days)

Ben Bennett
(1 days)

• Stephanie
Todd (5 days)

• Patrick
Wreglesworth
(5 days)

• Tom Miller (5
days)

Cyber Security Services 2
Ref: RM3764ii

Call-Off Contract

1.2. Pre- 1.5 days Pre-engagement with air carriers and/or • Fotini
engagement ports to: Tsekmezoglou
with air • Identify a single point of contact; (1.5 days)
carriers or • Establish stakeholder availability • Ben Bennett (1.5
ports • Identify any preparatory work or days)

material required from the air carrier • Stephanie Todd
or port, or from any other relevant (1.5 days)
sources. prior to site visits;

Phase 2 — Engagement with the three nominated entities (78 days effort, 105 days total elapsed

time)

&
.1

Zr11:r1jnzLz21::r1

ldent*flcatlon o?the cfltlcal ,SIta vIsl, to d.nUIad
bar systems and wvIc.snominated entItles

(AbIgaIl Won)fotft Tkrn?;Psu,

_______________________________________________________

lIen IWIfleIt Strph.elf’
IdentIficatIon et most critical —

Iøck ldtuck consequences and systems
rlvcum. Torn M. (fI.rI tkIntt Stephanie Todd)

IdentIlicabon or consequences In
the event at lass 0? avaIlability
(ten tJennctl ScptIarne loud)

identitlcatlen at security controls -

over systems
(lftn ffiflfl. StephanIe lod(s)

Collate & FInailse Findings
10171 M.(’e Sfrphaelie todd)

I
30 days

Staff members

and effort

Description estimate for 3 Rationale
nominated

entities

2.2. Identification
of the critical cyber
systems and
services

lb

FLed by Fotini Tsekmezoglou, the
selected team members are
experienced conducting information
assurance audits and reviews.

Patrick and Tom have experience in
identifying critical systems and
services as part of supporting our
clients that are in-scope for the NIS
Directive. Ben and Fotini are familiar
with conducting this activity both in
support of internal audits, but also as
practitioner SI RAs, identifying critical
systems as part o fa security risk
assessment.

30 days
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2.3. Identification
of consequences
in the event of loss
of availability

2.4. Identification
of critical cyber
systems that
would deliver the
defined impacts
across the sites, if
disrupted

2.5. Identification
of continuity
processes and
security
mitigations over
the critical cyber
systems

The Supplier will identify
what happens when the
systems and services that
underpin the air carrier’s or
port’s key function become
unavailable through a risk
and impact assessment.

The Supplier will Identify
the systems that, if
removed/stopped/attacked

15 days or disrupted, would deliver
the defined impacts across
one of their sites;

The Supplier will gain an
understanding of the
continuity processes and
security mitigations in
place for the systems

15 da identified. This will be doney while onsite, with the
stakeholders, to determine
the controls that
nominated entities
currently have in place.

• Fotini
Tsekmezog lou
(1 days)

• Abigail Wilson
(1 day)

• Ben Bennett
(1 days)

• Stephanie
Todd (3 days)

• Patrick
Wreglesworth
(3.5 days)

• Tom Miller
(3.5 days)

• Abigail Wilson
(5 days)

• Fotini
Tsekmezoglou
(1 days)

• Ben Bennett
(2 days)

• Stephanie
Todd (4 days)

• Patrick
Wreglesworth
(5 days)

• Tom Miller (5

3.1. Interim
meeting

All minus Andrew
Miller (0.5 days
each)

Having all fieldwork team members of the
team will ensure we are able to feedback
observation themes and understand any
clarification questions the Buyer may have
that could impact the project.

Cyber Security Services 2
Ref: RM3764i

Call-Off Contract

15 days

Ben Bennett has vast experience
conducting security risk assessments
and will be able to thoroughly consider
all aspects as he is also familiar with
aviation and maritime industries.
Stephanie Todd’s experience in the
aviation industry and in identifying risks
would be ot value to support in this
task.

Abigail Wilson has specialised
knowledge in cyber threat operations
and is well placed to determine the
consequences of disrupted systems.

Fotini Tsekmezoglou, Ben Bennett,
Stephanie Todd and Patrick
Wreglesworth have both conducted
and overseen multiple controls audits
and reviews and is well suited to
ensure the quality and accuracy of the
findings. Tom Miller will bring these
findings into a understandable and
communicable format.

Phase 3 — Interim and final reporting (29.5 days effort,21 days total

days)

lntwn efE

1

Collate flndlngs Produce draft report I Internal review of draft report Shate and ftnafle report, workshop ctoseout
(alnwKm A1ew (Stephante Todd (S1phrr Todd & Ben (Axdiew Jemee Hunt. t/”drew Mrner. James Hunt. Fon, Tek17?ezogoJ.
U) Ban Bennaft) Benneft) Ban Bennet & Stephanie Toddy..,. Ben Bennett & Stopham’o Todd)h

________

Staff members and ITask Description
effort estimate Rationale

--.----

--- -.----.-.--—--—---.---

4The progress from
the first two phases
will be presented to

0.5 days
the Buyer at an
agreed point during
the process.
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3.2. Collate
Findings

3.3. Produce
draft report

3.4. Internal
review of draft
report

3.5.
draft
and
report,
workshop
close-out

The Supplier will
consolidate
findings from all the
previous phases.

A draft of the long-
form report will be
produced. It will be
delivered to the

6 d Buyer and anyays feedback will be
shared with the
team, who will act
upon this to make
any changes.

The final
deliverables will be
intensely reviewed
by the Suppliers

4 days senior team
members and any
final alterations will
be made.

The final
deliverables will be
handed over to the
Buyer and a
presentation will be
delivered to
summarise the
results of the
project.

• Abigail Wilson (1
day)

• Ben Bennett (1 day)
• Stephanie Todd (2

days)
• Patrick

Wreglesworth (2
days)

• Tom Miller (2 days)

• Abigail Wilson (1.5
days)

• Ben Bennett (1 day)
• Stephanie Todd (2

days)
• Patrick

Wreglesworth (2
days)

• Tom Miller (2 days)

• Andrew Miller (0.5
days)

• Nick Spray (0.5
days)

• James Hunt (1 day)
• Fotini

Tsekmezoglou (0.5
day)

• Abigail Wilson (0.5
day)

• Ben Bennett (0.5
days)

• Stephanie Todd (0.5
days)

• Patrick
Wreglesworth (0.5
days)

• Tom Millet (0.5
days)

Todd and Patrick
experienced in bringing
sources of analysis to

a single template

Ben Bennett, Stephanie Todd and Patrick
Wreglesworth are experienced in drafting
long-form reports and so will use that
experience to prepare the draft report.

Andrew, Nick and James are experienced in
applying the Suppliers quality review
process to ensure the standard of the
Suppliers deliverables exceed the
expectation of the client.

As before, Andrew, Nick and James are
experienced in signing off the final artifacts
on similar engagements. He has also
facilitated many close out meetings and
discussed appropriate next steps. Fotini
Tsekmezoglou Ben Bennett and Stephanie
Todd have all supported close out meetings
previously as well.

Risk register

Governance

between the
Supplier &
the Buyer

Risk that
responsibilities
and escalation
process are
not clearly
defined

In the worst case
scenario, key
issues may not be
captured but as a
minimum is likely
to lead to untimely

Ways of working to
be discussed and
agreed at the
inception meeting.
Clearly defined
responsibilities and

Cyber Security Services 2
Ref: RM3764ii

Call-Off Contract

4 days

Both Stephanie
Wreglesworth are
together multiple
consolidate into
document.

Andrew Miller (0.5
days)
Nick Spray (0.5
days)
James Hunt (2
days)
Fotini
Tsekmezoglou (1
day)

Share
report

finalise

&

6.5 days

IT Risk Name Description of
risk

Impact Mitigation
(description) (description)

Medium High

Owner
SupplieriBuyer

Low The Supplier /Low the Buyer
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between the escalation of escalation process
Supplier and issues that in turns to be agreed and
the Buyer. leads to increased fortnight (plus ad

time and cost. hoc where required)
update meetings
scheduled.

Risk that The Buyer is not in The Supplier will
transfer of a position at the factor in sufficient
knowledge end of the project time during the
and capability to take action on reporting phase for

Knowled e between the the issues review and feedback
Supplier & the identified as part of sessions to ensure2 transfer to . Low Low . . Low Very Low Supplier

the Bu er Buyer is this engagement. all deliverables are
slower than understood,
anticipated actionable and
leading to successfully handed
increased cost over
and time.
Risk that the The Buyer or The Suppliers
Supplier does vendor security plan details
not comply confidential the mitigation
with cyber information is activities sets out the
security either breached, security activities we
requirements corrupted or made have put in place
and data unavailable. This before the
requirements will have knock-on engagement
in relation to impacts to the commences and will
the cyber reputation of the undertake
security Buyer, as well as throughout the

3 Data Breach schedule. Low Medium the successful engagement to Low Low Supplier
overall delivery of ensure that the
the this Supplier complies
engagement. with all Buyers

security
requirements and
that we preserve the
confidentiality,
integrity and
availability of the
Buyer and Supplier-
owned information.

Our reporting Without a quality The Suppliers
does not plan in place, the quality plan, set out
provide the accuracy, in question 5.5
timely, correct timeliness or details the mitigation

or
sufficient effectiveness of activities sets out the

ssre level of quality Low Medium reporting will be assurance activities Low Low Supplier
of information limited, to ensure that
expected by expectations are
the Buyer. met and the quality

of our deliverables
are sufficient.

Risk that the The Supplier does The Supplier has set
Supplier does not provide the out a robust work
not identity highest value for breakdown
efficiencies money possible or structure. However,
and service prevents the Buyer the Supplier will use

Benefits improvement
. from taking full the regular update5 . . .. Low Medium . . . Low Low SupplierRealisation opportunities advantage of our meetings to identify

on a timely insight as soon as issues and
basis and/or possible. opportunities for
communicate optimisation of
this with the project scheduling
Buyer. and elapsed time to
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Risk that the
Supplier does
not
programme
manage
effectively and
key deadline
and
milestones are
missed.

Risk that
industry
stakeholders
may be
unwilling to
share
intormation or
generally
participate
with this
initiative.

The Buyer is not in
a position to take
action on issues
identified during
this engagement
at the right
moment in timeLow High leading to delays
in the successful
delivery of the
overall
engagement.

Industry insight is
not gathered to
provide an
accurate reflection
of the current state

Low High of the systems and
how they are
currently handling
the security of
them.

Regular progress
meetings will be
scheduled.
Confirmation of
deadlines will be
captured and the
Supplier will project
manage the end-to-
end delivery of this
engagement, with
regular
communication with
and feedback from
the Buyer.
Support from the
Buyer in engaging
with less
cooperative
stakeholders to
encourage open and
honest responses.

Exercise Delivery Schedule and Resource Mix

A During this period we will conduct the tasks described in phase 2 below. Further detail on
the breakdown on these tasks are within section 5.3

During this period we will conduct the tasks described in phase 2 below Further detail onorg
the breakdown on these tasks are within section 53.

o c r Duting This period we will conduct the tasks described in phase 2 below. Further detail on

the

breakdown on these tasks are within section 5.3

I

wipoels i During this ponod we wilt conduct the tasks doscnbod in phase 2 botow. Final
Further detail on the breakdown on these tasks are within section 5.3 report

Resource grades for the project: Partner, 2x Senior Managers, 2x Managers, 3x Senior Associates,
Associate

Assumptions:
• At an agreed point in the process an interim meeting will be held;
• Air carriers and ports will be identified by the Buyer;
• The Air Carriers and Port Authorities will identify a single point of contact to coordinate all

activities with the Supplier;
• Reports will be submitted in draft format to the Authority, Air Carriers and Ports for comment.

One review cycle for comments and revisions will be allowed before the Supplier submits final
reports.

• Reports will be delivered in the Buyers branding.
Phase I — Inception (8.5 Days Effort)

Crown
Commercial
Service

Cyber Security Services 2
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Call-Off Contract

complete each
phase.

6 Programme
Management

Willingness
of

7 stakeholders
to support

this initiative

Low Low Supplier

Low Medium Buyer

C Peorwrg OMeehep

1: —
M85tieya)

Repaierq

Mt205Dapo1
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‘4

nleim
.Ceting

rfZJEEEZJZZ]

Inception meeting with DfT
(All)

-
ma!
epcft

I I -

/

_____ ___________ ___

H

Pre.engagement with the nominated entities (Fotzni
Ben Bennett, Stephante Todd)

Collate initial FindIngs
(TomA, Stephwao Todd)
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The Objectives of the Planning Stage are:
1. Following an inception meeting, make first

contact with the nominated entities. This will
be to identify the appropriate stakeholders
relevant to this review, determine availability
for the Supplier to meet with them and
determine whether there is any information
the organisation can share with the Supplier
in preparation for the review.
Phase 2 — F 9ent with nominated entities (78 C

The Objectives of the Engagement with
nominated entities Stage are:

Overall Effort: 8.5 Days

Led By: Fotini Tsekmezoglou (2 days)
Supported By: Nick Spray (0.5 Days), James
Hunt (0.5 Days), Ben Bennett (2 days), Abigail
Wilson (0.5 days), Stephanie Todd (2 day),
Tom Miller (0.5 days) and Patrick
Wreglesworth (0.5 days).

4. Identify the security controls which are in
place over the critical systems and services

1. Identify the organisation’s critical systems and Overall Effort: 78 Days
services

2.
3. Of these critical systems and services,

determine which has the most critical Supported By: Ben Bennett (10 days), Abigail
consequence in the event of its loss Wilson (6 day) Stephanie Todd (18 days), Tom

4. Miller (19.5 days), Patrick Wreglesworth (19.5
3. Determine the consequences in the event of loss days)
of availability of the critical systems and services
Phase 3 — Reporting (29.5 Days Total Effort)

Cyber Security Services 2
Ref: RM3764ii

Call-Off Contract

I

‘s total effort)

I

iraenm
Meesig

r 1. I I I

r EIEr:L:TzzzIz-
Lr —‘N

Site visits to identified Identification of the critical
nominated entities cyber systems and services
Fot,ni Tsekmezoglou. (Abigail Wilson)
Ben Bennett Stopheise
Thdd.

Identification of most critical

t4keglesvvrfh, Tom Miller

/

___ ___________

Identification of consequences In
the event of loss ot avallabflity
(Ben Bennett. Stephanie Todd)

Identification of security controls
over systems

(Ben Bennett Stephanie Todd)

Collate & Finalise Findings
(Tom Miller. Stel,haie Todd)

Led By: Fotini Tsekmezoglou (5 days)

Page 29 of 49



Crown
Commercial
Service

associated risks.

I .1 J_ J_

-

J_ L 1.

2. Help the Buyer make the recommended
mitigation measures.

Overall Effort: (29.5 Days)

Led By: Andrew Miller (1 day)

Supported By: Nick Spray (1.5 days) Fotini
Tsekmezoglou (2 days), James Hunt (3.5
days), Abigail Wilson (3.5) Ben Bennett (3
days), Stephanie Todd (5 days), Tom Miller (5
days), Patrick Wreglesworth (5 days).

Cyber Security Services 2
Ref: RM3764i1

Call-Off Contract

F
Interim
Meet:ng

__-—-—1

LZ

The Objectives of the Reporting Stage are:
1. Provide details of our research assurance and

maturity appraisal activities and their

of draft report

EnBennet&S(cphan,L7nddJ%n&nne

___________

James Ht,j Po1ini Tsekznezocu,
&ephanie Todd)it

Final

----
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The report will be produced by capturing all the Suppliers observations identified across the previous
phases. The Supplier will review the actions that have been completed and hold a workshop to assess the
effectiveness of proposed remediation measures from the likely perspective of a UK public sector
accreditor. The Supplier will then present all findings before the end of March 2020.

Security plan

The Supplier is experienced at delivering engagements including involving protective marked material.
The Supplier understand and will comply with all the requirements specified by the Buyer. The
Supplier can confirm that any data pertaining to the service, including customer data, stored or processed
by the Supplier is managed in accordance with customer requirements, UK law, and the mandatory
security outcomes of the HMG Security Policy Framework (SPF) for use/storage of protectively marked
material where applicable. Through the Suppliers NCSC Cyber Security Services membership, the NCSC
has accepted the following measures:
Data classification and handling principles: The Supplier operate a consistent approach to data
classification and handling principles. Staff are subject to regular mandatory training concerning these
guidance. Managing information on client site: In addition to the above, when the Suplier ate managing
information at the Buyers sites, the Supplier will comply with the Buyers Clear Desk Policy. When handling
information off-site the Supplier will comply with Information Security Responsibilities for Contractors.
GSec — Government Secure Network (for OFFICIAL-SENSITIVE): The Supplier have an OFFICIAL-
SENSITIVE infrastructure (GSec) that is intended to provide the Supplier with a capability to support their
Police, Ministry of Defence (MoD) and other HMG customer business from the Supplier’s List X secure
premises. The Suppliers GSec facility is certified under the Cyber Essentials Plus scheme and surpasses
the requirements for Cyber Essentials Plus, having been formally accredited by the Ministry of Defence.
The certificate was issued by IASME Consortium Ltd. (IASME, Wyche Innovation Centre, Upper CoIwall,
Malvern, WR13 6PL). GSec is a separate environment from the Suppliers production network and provides
secure networking. In order to achieve accreditation, encryption, password-protection arrangements and
methods for the secure transfer of information were in scope and assessed to be compliant with the
measures required to achieve accreditation. All sensitive communications between the Supplier and the
Buyer will be via GSec to ensure the security of the information in transit. If files require additional
encryption, the Supplier will follow NCSC guidance in terms of encryption standard, and will use complex
passwords conveyed separately to the files themselves.
ISOIIEC 27001:2013 certification: The Supplier operates an ISMS, which has been certified as compliant
with the ISO/IEC 27001:2013 and covers all Buyer data that comes under the Suppliers control or
ownership. The Suppliers certified ISMS includes an information security policy that describes our security
objectives and controls. The Suppliers ISO/IEC 27001 :2013 certificate is available upon request.
Data Protection Act (DPA) details:The Supplier are registered with the UK Data Protection Authority.
The Suppliers registration can be seen on The Information Commissioner website under reference
Z7486412. The Supplier takes its obligations under the Data Protection Act 1998 (the DPA) very seriously
and strives at all times to comply with it. The Supplier has policies covering Confidentiality and Privacy,
Information Security and Clear Desk. The Supplier also have a dedicated Data Protection Team (that
includes Data Protection and Security Officers) in place, which provides advice on any issues and monitors
compliance throughout the firm. Partners, staff and contractors are required to undertake a mandatory
confidentiality & privacy course, and the employment contract details employees’ responsibilities under
the DPA.
Managing information on client site: In addition to the above, when the Supplier are managing
information at the Buyers sites, the Supplier will comply with your Clear Desk Policy. When handling
information off-site the Supplier will comply with Information Security Responsibilities for Contractors.
Personnel proficiency and security checks: All the Suppliers Partners and staff are subject to pre
employment screening checks, including academic, residency and work history. Credit and insolvency
checks are also undertaken for specific roles within the Supplier. These checks are undertaken by a
dedicated Employment Screening team. As part of the Suppliers onboarding process all new Partners and
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staff have to complete and pass a piece of e-learning called ‘Be Safe Be Secure’, which covets information
security. They are also given the Suppliers employment handbook, which references the Suppliers
Information Security Acceptable Use Policy. Additionally, the Suppliers Partners and staff working on
government & public sector engagements are cleated, as a minimum, to BPSS, which includes a criminal
record check via Disclosure Scotland. This is managed by the Suppliers Security Officer. In addition to
undertaking training when individuals are on boarded and SC cleared, the Supplier issues annual update
training on information security. This is also monitored for completion. The Supplier can confirm that all
staff working on this engagement are at a minimum BPSS.
These processes have been independently verified through the Suppliers 1S027001 certification. The
Supplier are not proposing to use subcontractors or partner suppliers as the Supplier can deliver all
required services in-house. These processes have also been independently verified under the Suppliers
1S09001 quality management system. The Supplier acknowledge that they are also requited to enter into
a Non-Disclosure Agreement (NDA) with the identified port(s) and the Buyer. Additionally, any personal
information obtained under this Contract will be controlled in compliance with the General Data Protection
Act (GDPR).

Quality Plan

Managing quality: The Supplier use an NCSC-approved quality approach to deliver their public sector
cyber engagements. The key points of the approach are:

• A robust and repeatable process of scoping and contracting cyber engagements, resulting in a
clear engagement plan and regular progress updates;

• A leadership team that provides quality, governance and oversight across the entire
engagement, with leads who provide a single point of contact for each work package, help shape
each call off, scope specifications and mobilise their teams at pace;

• An appropriately skilled and experienced team, enriched by subject mailer experts in their
respective areas;

• Quality assured reports I deliverables; and
• A clear electronic record of progress that is maintained and archived.

The process is certified against the 1S09001 Quality Management System Standard and is underpinned
by rigorous risk and quality management processes. The key steps are:
Engage I mobilise: Activities and related documents before executing the engagement. It captures the
steps for agreeing the work (proposal, engagement contract and budget) between the Supplier and the
Buyer, and initial team mobilisation. The Supplier leadership team scopes and specifies, defines the
project and resource plans, with the right blend of skills and experience to deliver.
Deliver: This includes executing the agreed approach and delivering the Services (fieldwork activities and
outputs) in the agreed timescales and to the Buyers satisfaction. A delivery team with clear individual
goals, outputs, and sight of interdependencies. The working papers, reporting to I key communication with
client and outputs I deliverables are stored within the Suppliers compartmentalised file repository system.
The CCP Leads and Engagement Leadership review and quality assure all deliverables, whilst providing
strong governance and oversight over the delivery team.
Evaluate: This includes engagement closure steps and requesting formal client feedback. Assignment
feedback is requested via either an online survey or telephone interview by someone who is independent
of delivery. The Supplier will foster good working relationships whilst remaining independent, so they can
serve as a sounding board, facilitate knowledge transfer, and have a clear understanding of your working
practices and context but deliver constructive criticism to provide assurance.
The Suppliers quality control procedures are designed to make sure that we meet the requirement of
regulators, and the appropriate standards within the markets that we operate. The Supplier undertake a
quality review programme on an ongoing basis. The Supplier has gained five accreditations (to
internationally recognised standards), which apply across the UK and are as follows:

• ISO 14001 (Environment)
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• OHSAS 18001 (Health and Safety)
• ISO 27001 (Information Security)
• ISO 50001 (Energy Management)
• ISO 22301(Business Continuity Management).

Appropriateness of advice: The Supplier will deliver appropriate advice to the Buyer by:
1. Applying the Suppliers proven and repeatable approaches — giving a tested framework within which

to work together.
2. Tailoring the Suppliers approach to the Buyers environment — from the Suppliers experience, they

know that every business environment is unique.
3. Bringing good practice from elsewhere — for the same reason, there is great value in sharing relevant

lessons from other engagements, across all market sectors.
All the above will only deliver benefit if the Supplier understand how best to work with each other, adopting
a style that aligns with the Buyers culture and people. For example, one of our first activities will be to
gather together the joint Buyer/Supplier team to build rapport and a shared sense of purpose.

Delivery to deadlines: The Suppliers iterative approach focuses on delivery to deadlines from the outset,
supported by a risk log, which will include contingencies. The Supplier will agree realistic delivery plans
and timelines with the Buyer, taking into account factors such as the availability of key Buyer personnel,
interdependencies and potential impact of security testing on critical systems.
Andrew Millet will act in the capacity of senior management oversight under this Agreement and shall
manage and control the provision of the Services on a day-to-day basis under this Agreement. He will be
the sole point of contact for all general instructions, notices and correspondence etc. in connection with
the management, progress and cost issues relating to the Services. Work package managers will be
accountable for individual projects. The Suppliers leadership team and work package managers will
regularly monitor delivery and take appropriate action and escalation as necessary to meet deadlines.
The Supplier will provide to the Buyer, on such period as the parties agree in writing from time to time, a
written update in such form and addressing such issues as the Buyer may reasonably require, but which
in any case will summarise the services provided since the last such report, detail performance as against
the Service Levels. For services to be performed on a time and materials basis, if it appears to the Supplier
at any time that the services are not likely to be completed within the agreed cost, then the Supplier shall
immediately advise the Buyer accordingly, giving in writing the reason(s) for this and its best estimate of
the additional cost to complete the services. The Supplier shall use reasonable endeavours to meet any
dates agreed and shall keep the Buyer informed of any changes in anticipated dates.

Quality Approach: Each of the Suppliers engagement teams also ensures the quality of its work through
frequent peer review and partner/director oversight, as determined at the outset of the project. In this
instance, all produced material will be run through a rigorous review process, which includes an initial
technical review by Ben Bennet and Stephanie Todd to ensure all technical information is correct. Then a
strategic review by James Hunt to ensure that the language and conclusions made are appropriate and
to validate sector specific information. Finally a review by Martin Bowyer, who have extensive experience
in providing quality assurance of client deliverables. If the material fails the review at any point, the
deliverable will be returned to the previous phase of review, an example of the review flow has been
provided in the attached image.
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Per the Buyers second clarification question, “the air-carrier/port is expected to identify their own critical
systems, on which the evaluation will take place, “ the Supplier will therefore aim to clarify the reasons for
why systems are deemed critical or not and validate the process they followed to reach their list of critical
systems. When conducting information assurance audits and reviews, the Supplier uses the following
engagement approach and allocate these tasks amongst the team. An overview of how the Supplier
expects to engage will include:

The Supplier’s Approach

1. Discover The Supplier will engage the relevant stakeholders of this engagement, seeking
their support in responding. The Supplier will identity a single point of contact and request a
kick-off meeting to discuss the outcomes and outputs and gain a high-level understanding of
their systems, ahead of the fieldwork stage.

2. Fieldwork — The Supplier will meet with the relevant teams and key stakeholders to further
investigate scope, resilience processes, security controls, risk management and operational
procedures of their critical cyber systems.

3. Analysis — The Supplier will review the documentation provided and assess compliance
against relevant regulations and guidance.

4. Report — The Supplier will capture our findings into a report, the structure of which, the
Supplier will agree with the Buyer at the start and format the data will be presented in.
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Ass urn ptions:

• At an agreed point in the process an interim meeting will be held;

• Air carriers and ports will be identified by the Buyer; and

• The Air Carriers and Port Authorities will identify a single point of contact to coordinate all
activities with the Supplier.

Methodology for assessing critical systerns used within air carriers and ports

The Supplier will follow a three-step process for identifying, categorising and presenting the critical
systems and this is shown on the right. The Supplier will refer to the Buyers CAF self-assessment
guidance and system identification document when validating the list of critical cyber systems if they
are shared with the Supplier by the three nominated entities. The Supplier will take the information
regarding the critical cyber systems provided by the three nominated entities and model them in a
way to be agreed with the Buyer, an option my be a PERA model, if they haven’t already been
modelled.

The Supplier will then assess these systems in by firstly consuming their respective Business Impact
Assessments. Abigail Wilson will then conduct Cyber Threat Intelligence research on those
nominated entities. The Supplier will then assess the compliance of each critical cyber system
against an agreed framework or guidance, which could include:

• CAP1574;
• The CAF (Cyber Assessment Framework); or
• Dft’s Code of Practice: Cyber Security for Ports and Port Systems

The Supplier will then re-engage with the stakeholders to capture the likely operational
consequences should their critical systems be victim of a cyber attack. The Supplier will use the
lessons learned from the recent Department for Transport cyber exercise the Supplier facilitated with
Manchester Airport Group to ensure the Supplier are capturing all the likely scenarios and
consequences. These assessments will help the Supplier determine what happens when these
critical systems and services that underpin the air carrier’s or port’s key function become victim of a
cyber attack. It will also help the Supplier determine which of the systems would deliver such an
impact should they be compromised or unavailable of any reason.

Once these assessments have been carried out the Supplier will produce one document for each
air carrier and port detailing our findings.
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Extract of the possible architectural view (akin to PERA) of
the rail industry, its subsectors, Organisations and

systems.

J Encage with the nominated
entity to understand and
categorise the critical cyber
systems.

Identify how these systems
interconnect via mapping and
presenting this information
graphically

Determine interdependencies
based on a resilience point ol
view and business criticality

Threat Intelligence Methodology

The Supplier’sThreat Intelligence services help otganisations develop strategies for agile and
dynamic defence, which address actual, relevant threats. The Supplier actively glean evidence of
targeted attack activity from a wide variety of open, closed and commercial sources in order to
provide our clients with actionable insights, such as potential attack pathways. The Supplier deliver
this through a robust strategic and technical threat analysis capability, built on shared insights, data
mining and collaborative research from across our global Cyber Security practice.
Intelligence Methodology

The Suppliers methodology is aligned to the recognised five-phase intelligence lifecycle, used in
most mature Threat Intelligence practices. The intelligence we produce undergoes a systematic
and rigorous process to eliminate mistakes and analytical biases.
The Suppliers initial approach to assessing the consequences of attacks launched against cyber
critical systems, will be to gain insight into these technology environments from the interviews
conducted with stakeholders during phase 2 of the project. The following factors are likely
considerations which will be taken into account as part of the assessment:

• How widely used the system is across
the industry;

• What the system is used for and its
criticality, i.e. is it safety-critical,
operationally essential, privately
identitiable, vulnerable to fraud or
operationally degradable over time;

Whether business continuity plans are in
place for failures of these systems.

The Supplier will also support our assessment
through conducting additional research,
consuming open source information about digital
systems used more widely across the aviation
and maritime industry, as well drawing upon our existing collection of relevant threat intelligence and
incident case studies.
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The results from steps 13 will be used to inform the consequence
analysis phase, set out in the next page.

Email analysis Sinkholinq
engine

Network Sensors Analysts

C)
Host data Signature Management

System
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The Supplier are able to leverage their background of reporting on the threat landscape affecting
these sectors, combining this with the Suppliers collection of knowledge on threat actors, along
with details of their goals, orientation, capability flPs and attack paths.
The Suppliers previous experience of working within critical national infrastructure sectors, including
conducting threat research on their behalf, ensures we have a strong knowledge of the most relevant
threats.

Reporting

The Supplier will agree with the Buyer at the start what format the data will be presented in, but the
Supplier suggest that the information gleaned from this research project should be presented in a
written report (plus an abbreviated version for senior stakeholders if required). This report will be
articulating the findings of the Suppliers review which will be written in cleat plain English and include
graphs and charts where appropriate. For each item of research identified, the Supplier will provide:

• An executive summary
1. Executive summary

• Full details of the findings from each —

assessment phase; 1 2.Detaitedfindi,gs

• Details of each air carrier and port ‘

Interviewed I questioned

____

- —

• Details on the most common critical
systems;

Our analysis and conclusion (including our •

recommendations); •

• Details of supporting documents; and

• Details for the Buyers next steps.

________ ______

Assumptions:

• Reports will be submitted in draft format to the Buyer, Air Carriers and Ports for comment.
One review cycle for comments and revisions will be allowed before the Supplier submits
final reports.

• Reports will be delivered in the Buyers branding.

Plan for presenting our recommendations for further steps to take by Government and
industry

In the same way as the Supplier have closed out all their engagements with the Buyer, the Supplier
propose a close out meeting where will present the key findings from the report and discuss next
steps beyond this engagement. Specifically the Supplier will:
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1. Summarise key themes from our
analysis and the associated long-
term and short-term
recommendatIons to ensure these
are factored into your overall risk
management strategy
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2.Dlscuss PrlorWsed
recommendations to appropriately
mitigate the greatest risks identified
to those common systems.

3. Agree any potential next steps
moving forwards.

•
•• •.
.• ••• a -

—

An example of a possible next step is to understand the top level negative events that could occur
and where they might occur. This is why the Supplier have suggested including the NCSC top ten
questions.
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SCHEDULE 3 - BUYER RESPONSIBILITIES

The Buyer will ensure that the air carrier or port has agreed to the review and is able to provide
resources within the timeframe.

It is important to note that due to time and resource constraints at entities approached, the Buyer
may not be able to reach agreement for a review within the timeframe of this project (i.e. up to the
expiry date of this contractual provision), in which case the project may be required to end early with
no or fewer than three entities reviewed.

The Buyer shall provide a NDA for the air carrier or port, and Supplier to sign; however the air carrier
or port may require their own NDA agreement to be signed.

The Buyer will ensure that sign-oft and comments on the final report for each exercise is provided
as per the agreed timetable. The Buyer will provide a dedicated point of contact for the Supplier.
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SCHEDULE 4- NON-DISCLOSURE AGREEMENT
The Non-Disclosure Agreement is attached at Annex A — Non Disclosure Agreement. The Supplier
is requited to sign the Non-Disclosure Agreement prior to the commencement of this contractual
provision.
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SCHEDULE 5 STATEMENT OF WORK (SoW)
This schedule outlines the work to be carried out within each delivery stage.
A new SoW needs to be created for each delivery package.
This is the order to the Supplier and is used to monitor and measure the delivery of the requirements.
It is also used to cross reference invoicing against delivery.
The rights, obligations and details agreed and set out in each SoW, only apply to the Services and
Deliverables for this SoW. They do not relate to any past or future SoW, unless specified.

Where applicable, the Buyer and the Supplier may also choose to add the following documents to
complement this SoW:

• The initial Service Delivery Plan — developed for this SoW

• Addition documents to support the deliverables

• High level objectives for this SoW

Overview:

SoW start date: 0810512019

SoW Reference: CCSN19AO3

Buyer: Department for Transport

Supplier: EPwC LLP.

Not Applicable, as the Supplier has stated

Sub-Contractors: within their response to Question 3:2 of the
“Attachment 2 — How to Bid, Including the
Evaluation Criteria” document that it will not
be using any sub-contractors.

Overall Estimated Service Completion Date:
07/05/2020

Duration of SoW 12 Months, there shall be no further provision
to extend this contractual requirement beyond
the expiry date of Thursday 07th May 2020.

Charging Mechanism(s) for this SoW:
Milestones Deliverables

Key Personnel:

The Parties agree that the Key Personnel in respect of the Service Delivery are detailed in the table
below.
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Table of Key Personnel:

Name Role

Andrew Miller Engagement Lead for the Supplier

Nick Spray Engagement Director for the Supplier

Fotini Tsekmezoglou Information Assurance Auditor for the Supplier

Ben Bennett In formation Assurance Auditor for the Supplier

Stephanie Todd Auditor for the Supplier

Patrick Wrelesworth Auditor for the Supplier

Tom Miller Engagement Role for the Supplier

James Hunt Engagement Role for the Supplier

Abigail Wilson Aviation Cyber Threat intelligence SME for the Supplier

Brenda Kyagulanyi Project Manager for the Buyer

Kewal Rai Policy Advisor for the Buyer

Kathy Camille Cyber Security Advisor for the Buyer

Stephen Rowan Cyber Security TSRR for the Buyer

Deliverables:

As per the Key Milestones” section of ‘Part B the Schedules — Schedule I Services Needed” of
this document.

Additional Requirements

PAYMENT AND INVOICING

The Buyer requite invoices to be submitted within one month of the end of the project.

Payment can only be made following satisfactory delivery of pre-agreed certified products and
deliverables.

Before payment can be considered, each invoice must include a detailed elemental breakdown of
work completed and the associated costs.

The Buyer shall pay the Supplier within Thirty (30) calendar days of receipt of a valid invoice, paid
against a valid Purchase Order issued by the Authority; the method of payment will be by BACS.

Invoices MUST state a valid Purchase Order Number and be sent to
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Dif Shared Services Centre

5 Sandringham Park

Swansea

SA7OEA

A valid Purchase Order Number shall be provided to the Supplier from the Buyer at a later date. The
Purchase Order shall be provided to the Supplier after the commencement of this contractual
provision.
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Cyber Security Services 2
rerciaI Ref: RM3764ii
Service Call Off Contract

Contract Charges:

The Maximum Price for this SoW is: £149,772.00 (inclusive of all expenses but exclusive of
VAT)

The preferred charging mechanism for this SoW is: (Please tick below)

ll MILESTONE DELIVERABLES

The detail behind the charging mechanism can be found below.

Page 45 of 49



Cyber Security Services 2Crown
Commercial iei. rivkHu’+II

Service Call-Off Contract

Time and Materials (T&M)

• The T&M pricing structure shall apply:
v’ for Services delivered (or as agreed otherwise by the Parties); and
V for other aspects of the Services as may be agreed by the Parties.

• T&M shall be calculated:
o on a daily basis at the respective T&M rates for each Supplier Staff, for every day,
o or pro tata for every part of a day that the Supplier Staff are actively performing the

Services
• The relevant rates for such Supplier Staff is set out in the table below.
• The Supplier shall provide a detailed breakdown of any T&M; with sufficient detail to enable

the Buyer to verify the accuracy of the T&M Contract Charges incurred.
• For the avoidance of doubt, no risks or contingencies shall be included in the Contract

Charges in addition to the T&M.
• The Supplier shall retain a record timesheet for all to the staff providing the Services; which

the Buyer may request for inspection at all reasonable times on request.
• T&M rates (excluding VAT) is an estimated cost for a SoW from Supplier proposal. If

additional work is requited. A further SoW is requited. The Maximum Contract Charges may
not be exceeded without consent from the Buyer.

Milestone Deliverables

• Milestone Deliverable pricing shall be against the service delivery plan agreed by the
Buyer and Supplier at the start of the SoW.

• The Supplier must complete the service Deliverable by the due date.

• The Buyer will review the Deliverable against the agreed acceptance criteria to sign off
acceptance

• Once the Buyer has accepted the Deliverable the Supplier can raise and send an
invoice.
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Cyber Security Services 2

rercial Ref: RM37641i
Service Call-Off Contract

Agreement of SoW:

By signing this SoW, the Parties agree to be bound by the RM3764ii Call-Off Contract terms
and conditions set out herein:

Signed by an authorised signatory for and on behalf of the Buyer and the Supplier

SIGNED:

Supplier: Buyer

__________

Name:I cc-c--
L.L-’—

____________

Signature:

x

Select date Select Data

Page 47 of 49



Cyber Security Services 2Crown
Commercia’ Ref: RM3764ii
Service Call-Off Contract

SCHEDULE 6 - CONTRACT CHANGE NOTE

Call-Off Contract reference: Insert
Contract Change note variation number: Insert

This amendment to the agreement is between:

the “Buyer”

Buyer Full Name

Buyer Full Addres

the “Supplier”

Supplier Full Name

Supplier No.

Supplier Full Address ‘(registered office address)

The variation:

The Contract is varied as follows and shall take effect on the date signed by both Parties:

Full Details of the proposed change:

Insert

Reason for the change:

Insert

Likely impact, if any, of the change on other aspects of the Contract:

Insert

Words and expressions in this Contract Change Note shall have the meanings given to them
in the Contract.

The Contract, including any previous changes shall remain effective and unaltered except as
amended by this change.

Signed by an authorised signatory for and on behalf of the Buyer and the Supplier

SIGNED:

Supplier: Buyer:

Name:

Title:

S ig nature:

x x

Select date Select Data
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Cyber Security Services 2
Ret: RM3764ii

Service Call-Off Contract

PART C — RM376411 Standard Terms

The standard terms and conditions of the RM3764ii Call-Off Contract have been developed
specifically for government/public sector.

These terms are non-variable and can be found on the CCS website:
http://ccs-aqreements.cabinetoffice.gov. uklcontracts/rm3764ii
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