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SECURITY REQUIREMENTS

1.
General.  The objective of Project JASON is to provide an Academic Facility in which the ND can deliver its T&E output, which is crucial to the maintenance of the UK’s CASD.  There are sensitivities around all aspects of CASD and these affect the facilities, personnel and manner of delivery of Project JASON.  Accordingly, controls are in place which are designed to preserve the integrity of the UK’s Naval Nuclear Propulsion Programme Information (NNPPI).  These controls cover 3 aspects of the project:


a.
Physical Security.  Compliance of the ND Academic Facility with all appropriate security standards.


b.
Project Security.  Ensuring that the project is delivered in a manner consistent with MOD security policy.


c.
Security Clearance and Vetting.  All staff that will have access to the ND Academic Facility once it is operational will require appropriate vetting and SC.

2.
The security requirement is defined in MOD Joint Services Publication 440, The Manual of Defence Security, ver 5.0 and the provisions of the 1958 US-UK Mutual Defence Agreement as defined in the ATOMIC Control Organisation (ACO) publications 117 & 130.  (Note these are protectively marked and will only be released when a contractor is selected for the work).
3.
Physical Security.  The ND will routinely operate with information protectively marked CONFIDENTIAL ATOMIC (CA), which equates to SECRET, and the proposed Academic Facilities will need to meet the requirements of the Information Asset Owner (IAO) in order to hold CA information.  The physical security measures are required to meet the Security Standard for a List X Facility.  These measures cover a number of areas, including but not exclusively:

a. The fixtures and fittings used in the building, including the specifications for doors, 
locks, windows and access controls
b. The fabric of the building, including specification for walls, floors and ceilings.

c. The provision of services into the building.

d. The installation and accreditation of IT infrastructure including telephony, and the management of the systems once operational.
e. 
The specification of Intruder Detection Systems (IDS) and Closed-Circuit Television 
(CCTV), including the management of the systems once operational.

f.               The installation and specification of perimeter fencing (if required).
g.
The guarding requirements for the building once it becomes operational including static guarding, access control, reactive guarding and patrolling.

4.
The detailed requirements will be released to bidder representatives who have been verified as UK Nationals holding extant SC clearance. 
5.
Project Security.  The project will be delivered in accordance with the provisions of Appendix I.  Project Staff at a management level or where they have access to information with regards to the specific security provisions of the ND Academic Facility will be required to be SC cleared; those with lesser levels of access to the design will required to sign the Official Secrets Act 1989 and will be subject to its provisions.  Details of non-UK citizens, including Joint Nationals, who are to be employed in the delivery of the project and will have access to the physical design and/or specific security provisions of the facility are to be supplied to the Authority before deployment.

6.
The supplier will be accountable for the security of all project information in their control regardless of protective marking (PM), and are to allow access to this information only when there is a clear requirement for an individual to access the particular information.

7.
No project information regardless of PM is to be stored on electronic storage devices including mobile phones, external hard drives, tablets, and memory sticks or laptops unless they are full disc encrypted to Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2).

8.
The Supplier is to take note of the mandatory supervision requirements as defined in Appendix IV and appoint suitable personnel to discharge these roles for the lifecycle of the project.

9.
Network Security.  The Supplier is to ensure that access to project data is adequately protected by restricting access to only those with a clear Need to Know (NTK); this is to be achieved by compartmentalisation of data and the use of auditable permissions to access the data.  The Supplier should follow best practice where practicable, as defined in the Information Security Management Standard ISO 27001, Appendix VIII.

10.
All project data including notes taken in meetings and documents created by the supplier become the Intellectual Property (IP) of the Nuclear Department and must be safeguarded appropriately and destroyed when there is no clear purpose for their retention. 

11.
Passage of information up to and including Official-Sensitive will be in accordance with the Project Information Exchange Process; this will be initiated with the Supplier at the Preferred Bidder stage of the Procurement Process.

12.
Cyber Essentials.  It is now a requirement that all suppliers entering into contract with HMG achieve as a minimum the HMG Cyber Essentials Plus level of accreditation for their organisation. Further information can be found at Appendix IX, Cyber Essentials. 

13.
Security Clearance and Vetting.  All staff requiring access to the ND Academic Facility once it is operational will be required to meet the following criteria outlined in Para 13a-d below.  This includes academic staff provided under contract to the ND, personnel delivering FM services as defined in Annex D and as well as security personnel or other staff accessing CCTV or other :

a.
Nationality: Access may only be granted to British Citizens as defined in the British

Nationality Act 1981. 

b.
Dual Nationality: In the case where British citizens hold a second nationality (dual national), they may be granted routine access to US NNPI on a NTK basis if they have no relevant restrictions on their national security vetting clearance, and providing their dual nationality is not on the current US International Traffic in Arms Regulations (ITAR) proscribed list. 

c.
ITAR Proscribed List: Where a dual national’s second nationality appears on the US ITAR proscribed list, no access is to be granted to US NNPI, UK NNPPI derived from US NNPI or UK NNPPI.  Whenever dual nationals are intended to be employed within the UK NNPP, guidance will be sought from the appropriate regulatory stakeholder.

d.
Security Level of Access: For OFFICAL SENSITIVE – NNPPI, a Baseline Personal Security Standard (BPSS) check and a nationality check are required.  A minimum of Security Check (SC) national security vetting clearance is required for access to CA – NNPPI or above. 

14.
Details of the UK Government vetting process are available at Appendix VII.

15.
All personnel requiring access to the ND Academic Facility once it is operational will be subject to the Official Secrets Act 1989 and will be required to sign to this effect prior to gaining access to the facility and on relinquishing access to the facility.

16.
Regulatory Stakeholders.  In order to meet the security requirements of the project, the following regulatory stakeholders will be engaged in order to ensure compliance during the delivery of the project and of the delivered solution.  The key regulatory stakeholders are:

a.
Joint Forces Command (JFC) Principal Security Advisor (PSyA), who will advise on

compliance with MoD security policy and building requirements for the Academic Facility.

b.
Naval Nuclear Propulsion Programme (NNPP) Information Asset Owner (IAO), who is accountable for the protection of NNPP data and will authorise the facility to hold NNPPI.

c.
Navy Command PSyA, who will advise on and approve the Supplier’s proposal to 

accommodate the 24 RN students (Para 44 refers) in the event that there is no service accommodation available.

Appendices:

I. JSP 440, The Defence Security Manual, Version 5.0, Part 4 Asset Marking and Controls, 

Section4 Project Security 

II. Annex A to ACO 117, Rules for Handling and Protection of Naval Nuclear Propulsion 

Programme Information (NNPPI). This document will only be made available to UK Nationals holding SC clearance. 
III. HMG Security Policy Framework, 2014 available from:

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/Security_Policy_Framework_-_web_-_April_2014.pdf
IV. Security Requirements for List X Contractors available from:

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/367514/Security_Requirements_for_List_X_Contractors.pdf
V. JSP 440, The Defence Security Manual Version 5.0, Part 4 Physical Security, Sections 2-
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Additional Security Measures and Standards applicable to ND Academic Facility, (To be made available to UK Nationals holding SC clearance.  

VI. Guidance - United Kingdom Security  and vetting policy is available at: 

https://www.gov.uk/guidance/security-vetting-and-clearance
VII. ISO 27001 Information Security Management is available at :


http://www.iso.org/iso/iso27001
VIII. HMG Cyber Essentials, this document and further documentation are available at:  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/317480/Cyber_Essentials_Summary.pdf
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