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PartA-OrderForm

This Order Form is issued under the G-Cloud 11 Framework Agreement (RM1557.11).

Buyers can use this Order Form to specify their G-Cloud service requirements when placing an
Order.

The Order Form cannot be used to alter existing terms or add any extra terms that materially
change the Deliverables offered by the Supplier and defined in the Applicatlon.

There are tdims in the Call-Off Contract that may be defined in the Order Form. These are identified
in the contract with square brackets.

Dlgital Marketplace service lD number: 921964867604775

Cal h0ff Contract reference : DN433261

Call-Off Contract tille: For the provision of PSN Gateway Services to
UK Export Finance (UKEF)

Call-Off Gontract descriptlon : The Supplier will provide hosted service to
UKEF to connect to and consume two named
services below that are only available via PSN
network:

¡ OSCAR (HM Treasury System)
Diptel(FCO System)

Start date: 16 September2019

Expiry date: 15 October 2020

Call-Off Contract value: f18,120.00

Gharging method: lnvoice monthly in anears

Purchase order number: To be supplied following contract signature

From: the Buyer UK Export Finance

Buyels main address;
1 Horce Guards Road
London
SWIA zHQ
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To: the Supplier Six Oegrees Technology Group Limited

0800 012 8060

SupplieCs address:
Commodity Quay
St Katherine Ðoclts
London
E1W 1AZ

Company number: 03036806

Together: the'Parties'

Principle contact details

For the Buyer:

Phone:

For the Supplier: Title;

Phone:

Call-Off Contract term
Start date: Ihis Call'Off Contract Starts on 16 September 2019 and is valid for

thirteen (13) months.

Ending
(termination):

The initial term for this Call-off Contract is fixed at thirteen (13) months
and the notice period needed for Ending the Call-Off Contract is at least
90 Calendar Days from the date of written notice for disputed sums or at
least 30 Calendar Days from the date of written notice for Ending without
cause.

Extension perlod: This Call-Off Contract can be extended by the Buyer for two period(s) of
twelve (12) rnonths each, by giving the Supplier 90 days' notice before
its expiry. Each extension period shall have a total value of 815120.00.
Ektensions which extend the Term beyond 24 months are only permitted

if the Supplier complies with the additional exit plan requirements at

clauses 21.31o 21.8.
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Buyer contractual details
This Order is for the G-Cloud Services outlined below. lt is acknowledged by the Parties that the
volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud lot: This Call-Off Contract is for the provision of Services under:
Lotl -Cloudhosting

G-Cloud services
required:

The Services to be provided by the Supplier are specified in the Supplier
Definition Document available at the below link and also included in
Annex A of this agreement.

https;//assets.d icital marketolace. se ruice.qov. uldo-clo ud-
1 Udocufnents/g2353/92 1 96486 7604775-service-definit¡on-document-
20'19-08-27-14Q2,odf

Speclfically, the Supplier will provide: Site-to-site VPN
. PSN connectivity access
. Professional services to provision the service (including

network provisioning and set-up as well as project management)

Additíonal Services: N/A

Location: The Services will be delivered to the Buyerfrom the Supplier's public
sector cloud. The Supplier will not be storing any Buyer Data.
The set-up will be provided by the Supplier from a Supplier location.

Quality standards: The quality standards in this Call-Off Contract require the Supplier to
hold ISO 27001 certification

Technical standards: The technical standards in this CalþOff Conû:act are specified in the
Supplier Definition Document available at the below link and,also
included in Annex A of this agreement.

httos://assets.d ioital marketolace.service, oov. uk/o-cloud-
1 I /documents/92353/92 1 964867604775-servíce-definition-document-
2019-08-27-1402.út

Se¡vice level
agreement:

The service level and availabifity criteria required for thís Call-Off
Contract are specified in the $upplier Definitlon Document available at
the below link and also included in Annex A of this agreement.

https://assets.d ioitalmarketplace.service. qov. u ldq-cloud-
I 1 /documentsi92353/92 1 964867604775-service-definition-documenþ
2019-08-27-1402.adf
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Onboarding: The onboarding procedure for this Call-Off Contract is defined in the
Supplier Defínition Docurnent available at the below link and also
included in Annex A of this agreernent.

https://assets, djqitalmafketplace.service. oov, uUq-cloud -

1 1 /documents/92353192 1 964867604775-service-definitíon-document-
2019-A8-27-1402.odÍ

Oflboarding The offboarding plan for this Call-Off Contract is defined in the Supplier
Definition Document available at the below link and also included in
Annex A of this agreernent.

httos:/iassets. dioital marketolace. service. oov, u ldo-cloud-
1'l /documontslg23ä3/921 964867ô04775-serviee-definition-document-
2019-A8-27-1402.úf

Collaboration
agreement:

N/A

Limit on PaÉies'
liability:

The annual total liability for Buyer Data defaults will not exceed 125o/o ol
ihe Charges payable by the Buyer to the Supplier during the Call-Off
Contract Term.
The annual total liability for all other defaults will not exceed 125o/o of the
Charges payable by the Buyer to the Supplier during the Call-Off
Contract Term.

lnsurance: The insurance(s) required will be:
¡ A minimum insurance period of 6 years following the expiratjon'or

Ending of this Call-Off Contract
r Professional indemnity insurancs cover to be held by the Supplier

and by any agent, Subcontractor or consultant involved in the
supply of the G-Cloud Servíces. This professional indemnity
insurance cover will have a mínimum limit of indemníty of
81,000,000 for each individual claim or any higher limit the Buyer
requires (and as required by Law)

r Employers' liability insurance with a minimum limit of €5,000,000
or any higher minimum limit required by Law

Force majeure: A Party may End this Call-Off Contract if the Other Party is affected by a
Force Majeure Event that lasts for more than 30 consecutíve days.

Audit: The following Framework Agreement audit provisions will be
incorporated under clause 2.1 of this CalþOff Contract to enaþle the
Buyer to carry oul audits: 7.8 to 7.11 inclusive.

Buyer's
responsibilities:

a Províding a list of users that the environment will need to be setuo
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for.
. Providing technical resources to assist Six Degrees to facilitate

the provisioning of the service.
r Supplying an appropriate PSN lP Range.
r Splitting traffíc over a S2S VPN to the Supplier

Buyer's equipment: N/A

Supplier's information
Subcontractors or
partnerc:

N/A

Call-Off Gontract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full
breakdown

Payment method: The payment method forthis Call-Off Contract is BACS transfer

Payment profile: The payment profile for this Call-Off Contract is monthly in arrears,
except for the first month of service provision, which shall be provided
free of charge.

lnvoice details: The Supplier will issue electronic invoices monthly in anears.
The Buyer will pay the Supplier within 30 days of receipt of a valid
invoice.

Who and where to
send invoices to:

All invoices should be sent, quoting a valid purchase order number (PO
Number), to

lnvoice inforrnation
required - for
example purchase
order, project
reference:

All invoices must include a valid PO number provided always that this
has been provided by the Buyer in a timely manner.

lnvoice frequency: lnvoice will be sent to the Buyer monthly.

Call-Off Contract
value:

The total value of the initíal duration of this Call-Off Contract is
f 18,120.00

GalþOff Contract
charEes:

The breakdown of the Charges is
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Additional Buyer terms
Performance of the
serv¡ce and
deliverables:

NIA

Guarantea: N/A

Warranties,
representations

N/A

Supplemental
reguirements ¡n
add¡tion to the Call-
Off terms:

NIA

Alternative clausês: NIA

Buyer spec¡f¡c
amendments
tolrefinements of the
CalþOff Contract
terms:

Within lhe scope of the Call-Off Contract, the Supplier will provide an
initial one-month Proof-of-Concept service period for the Buyerto test
that the Services comply wíth the service descríption included in Annex
A of this Call-off Contracl. The Proof-of-Concept service period shall be
provided by the Supplíer at no additional cost, There shall be no cost for
set-up incorporated into this period.

At the end of the one-month Proof-of-Concept service period, the Buyer
reserves under all circumstances the right to terminate this Call-Ofi
Contract by giving notice in writing at the end of said one-month period.
This termination shall not place any financialobligation on the Buyer.

All existing clauses regarding termination and extension of this
agreement will remain effective (Clause 18).

Public Services
Network(PSNI:

The Public Services Network (PSN) is the Government's secure
network.
lf the G-Cloud Servicès are to be delivered over PSN this should be
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here: the Supplier will be providing a sile4o-site VPN service to
enable the Buyer to connect the PSN, via the Supplier's pSN
çonnect¡on. The service design is outlined in the diagram below:
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This contract shall utilise Annex 1 of Schedule 7

1. Formation of contract

1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off
Contract with the Buyer.

1.2 The Parties agree that they have road the Order Form (Part A) and the Call-Off Contract
terms and by signing below agree to þe bound by this Call-Off Contract.

1 .3 This CalþOff Contract will be formed when the Buyer acknowledges receipt of the signed
copy of the Order Form from the Supplier.

1.4 ln cases of any ambiguity or conflict the terms and conditions of ihe Catl-Of Contract and
Order Form will supersede those of the Supplier Terms and Conditions.

2. Background to the agreement

{A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the
terms of Framework Agreement number RM1557.1 1.

(B) The Buyer provided an Order Form for Services to the Supplier.

Signed: Supplier Buyer
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Title:

Date

Schedule I - Services

VPN for PSN - Service Bescription
The solution will allow the designated group of users to connect via a dedicated site-to-site VPN

connection which willthen be þridged using the Six Degrees backbone infrastructure to a separate

secure connection to the PSN neûvvork.

It is anticipated the temporary group of users will start with approximately â to 12 users that will drop

to less than 6 users after a few months of use.

ln Scope
r lmplementation and Configuratiçn of the VPN
. Public lP addresses for the lnternet facing Firewall

. Management of the VPN Connection
o Configuration and Management of the PSN Bridge

r Configuration and Management of the PSN Connection

¡ Management of the Cross Dornain PSN Bridge

o ln order to keep the PSN code of connection Six Degrees have to manage this and

have the right to refuse any UKEF change requests if they are not in line with the code

of connection.

Out of Scope
r User Configuration and Communications
. User Connection to the lnternet
r Client will need to supply PSN lP Range

Schedule 2 - Call-Off Contract charges

For each individual Serviçe, the applicable Call-Off Corrtract Charges (in accordance with the

Suppliefs Digital Marketplace pricing document) can't be amended during the lerm of the CalþOff

Contract. Tlre detaíled Charges breakdown for the provision of Services during the Term will

include:
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I €500.00 500.00tPSN Cross Domain

Virtual Firewall -Ma € 150.002 f 300.00
PSN Assured Bandwidth per Mbps 2 € 150.00 E 300.00
lnternet breakout - per Mbps 10 € 14.00 f 140.00

Public lP Address /29 (3 useable lP's per month) 1 f 20.00 f 20.00

ToalC,ost E. 1,26{t 00

MONTHLY COSTS

QuantìtY Lrnit Cost Tôt;rl C()stC0mponenl

TOTAL CTST PER MONTH f 1,260.00

Network Provisíoning and set-up 3l f7s0.00 E 2,250.00
Project Management 1l f 7s0,00 750.00f

Toal Cost € 3,000.00

SETUP - ONE-OFF COSTS

Qrr;tntrty Urrrt lu¡i lot.¡ iCc,t(. ofi1p'fne' rlt

1 .1'

1"2

Part B - Terms and conditions

1. Gall.Off Contract start date and length

1.3

The Supplier must starl providing the Services on the date specified in the Order Form.
This CalþOff Contract will expire on thê Expiry Date in the Order Form. lt will be for up to 24
months from the Start Date unless Ended ea¡lier under clause 18 or extended by the Buyer
under clause 1.3.

The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period
in the Order Form, as long as this is within the maximum permitted underlhe Framework
Agreement of 2 periods of up to 12 months each.

The Parties must comply with the requirements under clauses 21.3 to 21.8 rtthe Buyer
reserves the right in the Order Form to efiend the contract beyond 24 rnonths.

1.4

2. lncorporation of terms

2.1 The following Framework Agreement clauses (including clauges and defined terms
referenced by them) as modified under clause 2.2 are incorporated as separate CalLOff
Contract obligations and apply between the Supplier and the Buyer:

o 4.1 (Warranties and representations)
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. 4,2 to 4.7 (Liability)

o 4.111o 4.12(1R35)
r 5.4 to 5.5 (Force majeure)
r 5.8 (Continuing rights)
e 5.9 to 5.11 (Change of control)
¡ 5.12 (Fraud)

r 5.13 (Notice of fraud)
: 7.1 ta 7.2 (Transparency)
. 8.3 (Order of precedence)
r 8.4 (Relationship)

: å, il L'ïff :ii'.xiiiff::,",
o 8.13 to 8.17 {Bribery and corruption)
¡ 8.18 lo 8.27 (Freedom of Information Act)

o 8.28 to 8.29 (Promoting tax complíance)
¡ 8.30 to 8.31 (Officialsecrets Act)
¡ 8.32 to 8.35 (Transfer and subcontracting)
¡ 8.38 to 8.41 (Complaints handling and resolution)

: 8.42to 8,48 (Conflicts of interest and ethicaf walls)
r 8.49 to 8.51 (Publicity and branding)
r 8.52 to 8.54 (Equality and diversity)
¡ 8.57 to 8.58 (data protection)
o 8.62 to 8.63 (Severability)
r 8.64 to 8.77 (Managing disputes and Mediation)
r 8.78 to 8.86 (Confidentialityi
r 8.87 to 8.88 (Waiver and cumufative remedies)
r 8.89 to 8.99 (Corporate Social Responsibility)
. paragraphs 1 to 10 of the Framework Agreement glossary and interpretations

o âny audit provisions from the Framework Agreement set out by the Buyer in the Order

Form

2,2 The Framework Agreement provisions in clause 2.1 will be modified as follows:

o a reference to the 'Framework Agreemenf will be a reference to the 'Call-Off Contract'

r a reference to 'CCS'will be a reference to 'the Buyer'

r a reference to the 'Parties' and a 'Party' will be a reference to the Buyer and Supplier

as Parties under this Call-Off Contract

2.3 The Parties acknowledge that they are required to complete the applicable Annexes

contained in schedule 4 (Processing Data) of the Framework Agreernent for the purposes of

this Call-Off Contract. The applicable Annexes being reproduced at schedule 7 of this Call-

Off Contract.
2.4 The Framework Agreement incorporated clauses will be referred to as 'incorporated
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2.5
Framework clause XX', where 'xX' is the Framework Agreement clause number.
When an Order Form is signed, the terms and conditions agreed in it will be incorporated into
this Call-Off Contract.

3. Supply of services

3.1 ïhe Supplier agrees to supply the G-Cloud Señices and any Additional Services under the
terms of the Call-Off Contract and the Supplie/s Application.

3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyeds acceptance criteria,
as defined in the Order Form.

4. Supplier staff

4.1 The Supplier Staff must:

r be appropriately experienced, qualified and trained to supply the services
r apply all due skill, care and diligence in faithfully performing those duties
. obey all lawful instructions and reasonable directions of the Buyer and provide the

Servíces to the reasonable satisfaction of the Buyer
. respond to any enquirles about the Services as soon as reasonably possible
r complete any necessary Supplier Staff vetting as specified by the Buyer

The Supplfer must retain overafl control of the Supplier Staff so that they are not considered
to be employeês, workers, agents or contractors of the Buyer.
The Supplier may substitute any Supplier Staff as long as they have the equivalent
experience and qualifications to the substituted staff member.
The Buyer may conduct lR35 Assessments using the ESI toolto assess whetherthe
Supplier's engagement under the Calt-Off Contract is lnside or Outside 1R35.

The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the
Services lnside 1R35.

The Buyer may heed the Supplier to complete an lndicative Test using the ESI toolbefore
the Start Date or at any time duríng the provision of Services to provide a preliminary view of
whether the Services are being delivered lnside or Outside 1R35. lf the Supplier has
completed the lndicative Test, it must download and provide a copy of the PDF with the 14-
digit ESI reference numberfrom.the summary outcome screen and promptly provide a copy
to the Buyer.

4,2

4.3

4.4

4.5

4.6
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4.7

4.8

lf the lndicative Test indicates the delivery of the Servíces could potentially be lnside 1R35,

the Supplier must provide the Buyer wlth all relevant information needed to enable the Buyer

to conduct its own lR35 Assessment.

lf it is determined by the Buyer that the Supplier is Outside 1R35, the Buyer will provide the
ESI reference number and a copy of the PDF to the Supplier.

5. Due diligence

5.1 Both Parties agree that when entering into a Call-Off Contract they:

r have made their own enquiries and are satísfied by the aöcuracy of any information

. supplied by the other Party
. are confident that they can fulfiltheir obligations according to the Call-Off Contract

terms
¡ have raised alldue diligence questions before signing the Call-OfJ Contract
o have enlered into the Call-Off Contract relying on its own due diligence

6. Business cont¡nuity and dieaster recovêry

6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service
descriptions.

6,2 The Supplie/s business continuity and disaster recovery services are part of the Seruices

and will be performed by tho Supplier when required.

6.3 lf requested by the Buyer prior tci entering into this Call-Off Contract, the Supplier musi
enEure that its business continuity and disasler recovery plan is consistent with the Buyer's
own plans.

7. Payrnent, VAT and Call-Off Contract chargss

7.1 The Buyer rnust pay the Charges following clauses 7"2 to 7.11 for the Supplier's delivery of
the Services.

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on

receipt of a valid invoice.

7 -3 The Call-Off Contract Charges include all Charges for payment Processing. All invoices

submitted to the Buyer.for the Services will be exclusive of any Management Charge.

7.4 lf specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the
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Govemment Procurement Card (GPC). The Supplier will be liable to pay any merchant fee
levied for using the GPC and must not recover this charge from the Buyer.

7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud
Services supplied. The Buyer may request the Supplier provides further documentation to
substantiate the invoice

7.6 lf the Supplier enters into a Subcontract it must ensl¡re that a provision is included ín each
'subcontrect which specifies that payment must be made to the Subcontractor within 30 days
of receipt of a valid invoice.

7.7

7.8

All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.

The Supplier must add VAT to the Charges at the appropriate rate with visibility of the
amount as ä separate line item.

The Supplier will-indemnify the Buyer on demand against any liability arisíng from the
Supplier's failure to account for orto pay any VAT on payments made to the Supplier under
this Call-Off Contract. The Supplier must pay all sums to the Buyer at leart 5 Working Days
before the date on which the tax or other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is
entitled to End this Call-Off Contract under clause 18.ô for Buyer's failure to pay undisputed
sum$ of money. lnterest will be payable by the Buyer on the late payment of any undisputed
sums of money properly invoiced underthe Late Payment of Commercial Debts (lnterest) Act
1 998.

7.9

7.10

7,11 lf there's an invoice dispute, the Buyer must pay the undisputed amount and return the
invoice within 10 Working Days of the invoice date. The Buyerwillprovide a covering
statement with proposed amendments and the reason for any non-payment. The Supplier
must notify the Buyer within 10 Working Daysof receipt of the returned invoice if it accepts
the amendments. lf it does then the Supplier must provide a replacement valid invoice with
the response.

7.12 Due 1o the nature of G-Cloud Services it isn't possible in a static Order Form to exactly define
the consumption of services over the duration of the Call-Off Contract. The Supplier agrees
that the Buyeds l¡olumes indicated in the Order Form are indicative only.,

8. Recovery ôç sums due and right of set-off

8.1 lf a Supplier owes mdney to the Buyer, the Buyer may deduct that sum from the Call-Off
Contract Charges.

9. lnsurance

15



9.1 The Supplier will maintain the insurances required by the Buyer including those in this
clause.

9.2 The Supplierwillensure that:

r . during this Call-Off Contract, Subcontractors hold third-party public and products

liability insurance of the same amounts that the Supplier would be legally liable to pay

as damages, inctuding the claimant's costs and expenses, for accidental death or
bodily injury and loss of ordamage to Propefi, to a minimum of [1,000,000

r the third-party public and products liability insurance contains an 'índemnity to
principals' clause for the Buyer's benefit

o all agents and professional consultanls involved in the Services hold professional

indemnity insurance to a minimum indemnity of Ê1,000,000 for each individual claim

during the Call-Off Contract, and for 6 years after the End or Expiry Ðate

r all agents and professionalconsultants involved in the Services hold employers
liability insurance (except where exempt under Law) to a minimum indemnity of
f 5,000,000 for each individuaf claim during the Call-Off Contract, and for 6 years after
the End or Expiry Date

9.3

9.4

lf requested by the Buyer, the $upplier will obtain additional insurance policies, or extend
existing policies bought under the Framework Agreement.

lf requested by the Buyer, the Supplier will provide the following to show compliance with this
clause:

. a broker's verification of insurance

r receipts for the insurance premiurn

9.5

o evidence of payment of the latest premiums due

lnsurance will not relieva the Supplier of any liabilities under the Framework Agreement or
this Call-Off Contract and the Supplier will:

r take all risk control measures using Good lndustry Practice, including the

investigation and reports of claims to insurers
r promptly notify the insurers in writing of any relevant mâterial fact under any

insurances
r hold all insurance policies and require any broker ananging the insurance to hold any

insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destnoy or impair the legal

validity of the ínsurance.

9.7 The Supplier will notify CCS and the Buyer âs soon as possible if any insurance policies have

been, or are due to be, cancelled, suspended, Ended or not renewed.
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9.8 The Supplier will be liable for the payment ol any:

o prêmiums, which it will pay prompily

' excess or deductiþles and will not be entitled to recover this from lhe Buyer

10. Confidentiality

1A.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully
indernnified agä,nst all Losses, damages, costs or expenses and other liabilities (including
legal fees) arising from any breach of the Supplier's obligations under the Data protection
Legislation or under incorporated Framework Agreement clauses B.7S ro g,g6, The indemnity
doesn't apply to the extent that the Supplier þreach is due to a Buye/s instruction

11. lntellectual Property Rights

1 1.1 Unless otherwise specified in this Call-Ofl Contract, a Party will not acquire any right, ti¡e or
¡nteresl in or to the lntellectual Property Rights (lPRs) of the other Party or its tteisors.

11 .2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, inevocable, royally-
free licence to use the Project Specific lPRs and any Background lPRs embedded within the
Froject specific lPRs for the Buyefs ordínary business activities.

I 1.3 The Supplier must obtain the grant of any third-party lPRs and Background lpRs so the
Buyer can enjoy full use of the Project specific lPRs, including the Buyer's right to publish the
IPR as open source,

'r1'4 The Supplier must promptly'inform the Buyer if it can't comply with the clause above and the
Supplier must nol use third-party lPRs or Background lPRs ín relation to the project Specific
lPRs if it can't obtain the grant of a licence acceptable to the Buyer.

11.5 The Supplier will, on written demand, fully indernnify the Buyer and the Crown for all Losses
which it may incur at any time from any claim of infringement or alleged infringement of a
third party's lPRs because of the:

e rights granted to the Buyer under this CalþOff Contract

Supplie/s performance of the Services

r use by the Buyer of the Services

11.â lf an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer
in writing and must at its own Êxpense afier written approval from ths Buyer, either:

r modífY the relevant part of the Servíces without reducing its function¿lity or
performance
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. substitute Services of equivalent functionality and performance, to avoid the

infringement or the alleged infringement, as long as there is no additional cost or

burden to the BuYer

r buy a licence to use and supply the Services which are the subject of the alleged

infringement, sn terms acceptable to the Buyer

11 .7 Clause 11 .5 will not apply if the IPR Claim is from:

¡ the use of data supplied by the Buyer which the Supplier isn't required to verify under

this Call-Off Contract

. other material provided by the Buyer necêssary for the services

11.g tf the Supplier does not cornply with clauses 1 1.2 to 11.6, the Buyer may End this Calt-Off

Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the mone)/

paid for the affected Services.

12. Protection of information

12.1 The Supplier must:

o comply with the BUye/s written instructions and this Call-Off Contract when

Processing BuYer Personal Þata

r only process the Buyer Personal Data as necessary for the provision of the G-Cloud

Services or as required by Law or âny Regulatory Body

. take reasonable steps to ensure that any Supplier Staff who have access to Buyer

Personal Data act in cornpliance wíth Supplier's security processes

1Z.Z The Supplie¡ must fully assist with any complaint or request for Buyer Personal Data

including by:

o providing the Buyer with full details of the complaint or request

r complying with a data access request within the timescales in the Data Protection

Legislation and foltowing the Buyer's instructions

o providing the Buyer with any Buyer Personal Data it hotds about a Data Subject (within

the timescales required by the Buyer)

o providing the Buyer with any information requested by the Data Subject

12.3 The Supplier must get prior written coneent from the Buyer to transfer Buyer Persorral Data to

any other person (including any Subcontractors) for the provision of the G-Cloud Services'

13. Buyer data
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îhe Supplier must not remove any proprietary notices ín the Buyer Data.
13.1 The Supplier will not store or use Buyer Data oxcept if necessary to fulfil its obligations.

13.2 lf Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as
requested.

13.3 The Supplier must snsure that any Supplier systern that holds any Buyer Data is a secure
system that complies with the SupplÍer's and Buyels security policy and all Buyer
requirements in the Order Form,

13.4 The Supplierwill preserve the integrity of Buyer Data processed by the Supplier and prevent
its corruption and loss,

13.5 The Supplierwillensure that any Supplier system which holds any protectively marked Buyer
Data or othergovernment data will comply with:

r the principles in the Security Policy Framework at

lltos:/fuvww.oov.uUqovernmenVpublications/securitv-policv-frameworh and the
Government Security Clasglfication policy at
https:l/www.qoy,uldoovernmenloublications/oovernment-securitv-classifications

guidance íssued by the Centre for Protection of National lnfrastructure on Risk
Management at https://www.cpni.gov.uUgontenUadopt-risk-rnanagement-approach
and Pnrtection of Sensitive lriformation and Assets at
httos://www. co ni.oov. u k/orotection-sensitive-informatio n-and-assets

r the. National Cyber Security Centre's (NCSC) information risk management guidance,
availablealhltgTüryUðfl-rcrcgsuullcpjeçtþdrch¡0grêgemelt-collectior]

. government best practice in the design and implementation of system components,
including network principles, security design principles for digital services and the
secure email blueprint, available at
httos://yvww.gov.uldqovernmenUsublicatio noloqv-
code-of-practice

13.6

13.7

r the securily requirements of cloud services using the NCSC Cloud Security Principles
and a ccompanying g uidance at https/www. ncsc. oov. uldq u

cloud-securitv-prínci oles

The Buyer will specify any security requirements for this project in the Order Form.

lf the Supplíer suspects that the Buyer Data has or may become comlpted, lost, breached or
significantly degraded in any way for âny reãson, then the Supplier will notify the Buyer
im¡nediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer
Data was caused by the actiort or omission of the Supplier) comply with any remedial action
reasonably proposed by the Buyer.

13.8 The $upplier agrees to use the appropriate organisational, operalional and technological
processes to keep the Buyer Data safe from unauthorised use or acces$, loss, destruction,
theft or disclosure.
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13.9 The provisions of this clause 13 will apply during the tenn of this Call-Off Contract and for as

, long âs the Supplier holds the Buyer's Data.

14. Standards and quality

14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the

Framework Agreement

14.2 The Supplier will deliver the Services in a way lhat enâbles the Buyer to cornply with its

obligations under the Technology Code of Practice, which is available at

h$¡S/.lvvvr¡w. qo v, u Uqove rn
pnact¡ce

14.3 lf requeòted by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud
Services comply with the requirements in the PSN Code of Practice.

14.4 lf any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the

services have the relevant PSN compliance certification.

14.5 ïhe Supplier must immediately disconnect its G-Cloud Services from the PSN ¡f the PSN

Authority considers there is a risk to the PSN's security and the Supplier agrees that the

Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other

Supplier liabilities which may arìse.

15. Open source

15.1 All software created forthe Buyer must be suitable for pubtication as open source, unless

otherwise agreed by the Buyer.

15.2 lf software needs to be conv.erted before publication as open source, the Supplier must also

provide the converted format unless otherwise agreed by the Buyer.

16. Security

16.1 lf requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will,

within 15 Working Days of the date of this Call-Off Contrabt, develop (and obtain the Buyefs
written approvalof) a Security Management Plan and an lnformation Security Management

System. After Buyer approvalthe Security Management Plan and lnformation Security

Management System will apply during the Term of this Call-Off Contract. Both plans will

comply with the Buyer's security policy and protect all aspects and processes associated wíth

zo
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16.2 The Supplierwill use allreasonable endeavours, sofhvare and the most up-to-date antivirus
definitions available from an industry-accepted antivirus software seller to minimise the
impact of Malicious Software.

16.3 lf Malicious Software causes loss of operational efficiency or loss or corruption of Service
Data, the Supplier will help the Buyer to mítigate any losses and restore the Services to
operating efficiency as soon as possible.

16.4 Responsibility for costs will be at the:

. Supplier's sxpense if lhe Malicious Software originates from the Supplier software or
the Service Data while the Service Data was under the control of the Supplier, unless
the Supplier can demonstrate that it was already present, not quaiantined or identified
by the Buyer when provided

. Buyeds expense if the Malicious Software originates from the Buyer software or the
Service Data, while the Service Data was under the Buyer's control

16.5 The Supplierwill immedíately notify CCS of any breach of security of CCS's Confidential
lnformation (and the Buyer of any Buyer Confidential lnformation breach). Where the breach
occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer
Confidential lnformation however it may be recorded.

16.6 Any system dovelopment by the Supplier should also comply with the government's '10
Steps to Cyber Security' guidance, available at httns:/lwww.ncsc.qov.uUq.qidance/1O-steos-
cvþer-securitv

16,7 lf a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
certificate, the Supplier must provide the Buyer with a valid Çyber Essentials certificate (or
equivalent) required for the Services before the Start Date.

17. Guarantee

17.1 lf this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the
Buyer, the Supplier must give the Buyer on or before the Start Date:

o an executed Guarantee in the form at Schedule 5

r a certified copy of the passed resolution or board minutes of the guamntor approving
the execution of the Guarantee

1E. Ending the Call-Off Gontract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days' written notice to the
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Supplier, unless a shorter period is specified in the Order Form. The Supplie/s obligation to
provide the Services will end on the date in the notice,

18.2 The Parties agree that the:

. . Buye/s right to End the Call-Off Contract under clause 18.1 is reasonable considering

the type of cloud Service being provided

o Call-Off Contract Charges paid during the notice period is reasonable compensation

and covers all the Supplieis avoidable costs or Losses

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1 , it

will indemnify the Supplier against any cornmitments, liabilities or expenditure which result in

any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps

,to mitigate the Loss, lf the Supplier has insurance, the Supplier will reduce its unavoidable

costs by any insurance sums available. The Supplier will submit a fully itemised and costed

list of the unavoidable Loss with supporting evidence.

18.4 ïhe Buyer will have the right to End this Call-Off Contract at any time with immediate effect

by written notice to the Supplier if either the Supplier commits:

o a Supplier Default and if the Supplier Þefault cannot, in the reasonable opinion of the

Buyer, be remedied

e any fraud

18.5 A Party can End this CalþOff Contract at any time with immediate effect by written notice if:

. the other Party commits a Material Breach of any term of this Call-Off Contract iother
than failuro to pay any amounts due) and, ¡f that breach is remediable, fails lo remedy

it within 15 Working Days of being notified in writing to do so

o an lnsolvency Event of the other Party happens

a the other Party ceases or threatens to cease to carry on the whole or any material part

f its business

:18.6 lf the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must

notify the Buyer and allow the Buyer 5 Working Days to pay. lf the Büyer doesn't pay within 5

Working Days, the Supplier may End this CalþCIff Contract by giving the length of notice in

the Order Form.

18.7 A Party who lsn't relying on a Force Majeure event will have the right to End this Call-Off

Contract if clause 23.1 applies.

19. Conseguencss of suspension, ending and expiry

19.1 lf a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off

77



rì

Contract or any part of it.

19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supptier
must continue to provide the Ordered G-Cloud Services r.rntilthe dates set out in the notice.

19.3 Ïhe rights and obligations of ihe Parties will cease on the Expiry Date or End Date
(whichever.applies) of this Call-Off Contract, except those continuing provisions described in
clause 19.4.

19.4 Ending or expíry of this Call-Off Contrac{ will not affect:

r âñ! rights, remedies or obligations accrued before its Ending or expiration

r the right of either Party to recover any amount outstanding at the time of Ending or
exPiry

e the continuing rights, remedies or obligations of the Buyer or the Supplier under
clauses 7 (Payment, VAT and Call-Off Contract charges); I (Recovery of sums due
and right of seþoff); I (lnsurance); 10 {Confidentiality); 11 (lntellectual property rights);
12 (Protection of infonnation); 13 (Buyerdata);19 (Consequences of suspension,
ending and expiry);24 (Liability); incorporated Framewor{< Agreement clauses: 4.2to
4.7 (Liabillly);8.42 to 8.48 (Conflicts of interest and ethicalwalls) and 8.87 to 8.88
(Waiver and cumulative remedies)

a any other provision of the Framework Agreement or this Call-Off Contract which
expressly or by implication is ín force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:

. retum all Buyer Data including allcopies of Buyer software, code and any other
software licensed by the Buyer to the Supplier under it

o retum any materials created by the Supplier under this Call-Off Contract if the lPRs
are owned by the Buyer

. stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a
complete.and uncorrupted version in electroníc form in the formats and on media
agreed with the Buyer

o destroy all copies of the Buyer Data when they receive the Buye/s written instructions
to do so or 12 calendar months after the End or Expiry Date, and provide written
confirmation to the Buyer that the data has been securely destroyed, except if the
retention of Buyer Data is required by Law

. work with the Buyer on any ongoing work

r retum any sums prepaid for Services which have not been delivered to the Buyer,
within 10 Working Days of the End or Expiry Date

19.6 Each Party will retum all of the other Party's Confidential lnformation and confirm this has
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been done, unless there is a legal requirement to keep it or this Call-Off Contract states

otherwise.

19.7 All licences, leäses and authorisations granted by the Buyer to the Supplier will cease at the

end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this

Call-Off Contract states otherwise.

20. Notices

20.1 Any notices sent rnust be in wriling. For the purpose of this clause, an email is accepted as

being'in writing'.

Deemed time of del Proof of service
Sent by pdf to the correct
email address without
getting an error message

20.2 This clause does not apply to any legal actíon or other method of dispute resolution which

should be sent to the addresses ín the Order Form (other than a dispute notice under this

Call-Off Contract).

21. Exit plan

21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service

and the Supplier will follow it.

21 .Z When requested, the Supplier will help the Buyer to migrate the Services to a replacement

supplier in line with the exit plan. This will be at the Suppliels own expense if the Call-Off

Contract Ended þefore the Expiry Oate due to Supplier cause.

21.g lf the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term

Manner of deliverv
Emaí1,

To the Supplier:

To the Buyer:

9am on the first Working
Day afier sending
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21.4

21.5

beyond 24 months the Supplier must provide the Buyer with an additional exit plan for
approval by the Buyer at least I weeks before thb 18 month anniversary of the Start Date.

The Supplier must ensure that the addilional exit plan clearly sets out the Supplier's
methodology for achieving an oderly transition of the Services from the Supplier to the Buyer
or its replacement Suppfier at the expiry of the proposed extension period or if the contract
Ends during that period

Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with
the Buyer to ensure that the additional ex¡t plan is aligned with the Buyeis own exit plan and
strategy.

21.6 The Supplier acknowledges that the Buyer's right to extend the Term beyond 24 months is
subject to the Buye/s own govêrnance process. Where the Buyer is a centralgovemment
departmenl, thís include$ the need to obtain approval from GDS under the Spend Controls
process, The approval to extend will only be given if the Buyer can clearly demonstrate that
the Supplie/s additional exit plan ensures lhat:

r the Buyer will be able to transfer the Services to a replacernent supplier before the
expiry or Ënding of the extension period on terrns that are commercially reasonable
and acceptable to the Buyer

r there will be no adverse impact on service continuity

. there is no vendor lock-in to the,$upplie/s Service at exit

. it enables the Buyer to meet its obligations under the Technology Code Of Practice

21 .7 lf approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its
obligations in the additional exit plan.

21 .8. The additional exit plan must set out full details of timescales, activities and roles and
responsibilities of the Parties for:

r the transfer to the Buyer of any technical information, inslructions, manuals and code
reasonably required by the Buyer to enable a smooth migration from the Supplier

¡ the $trategy for àxportation and m¡gration of Buyer Ðata from the Supplier system to
the Buyer or a replacement supplier, including conversion tô open standards or other
standards required by the Buyer

o the transfer of Project Specific IPR items and other Buyer customisations,
configurations and databases tö the Buyer or a replacement supplier

o the testing and assurance strategy for exported Buyer Data

o if relevant, TUPE-related activity to comply with the TUPE regulations

. any other activities and information which is reasonably required to ensure continuity
of Service during the exit period and an orderly transition
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22. Handover to replacement supplier

22.1 ,At least 10 Working Days before the Expíry Date or End Date, the Supplíer must provide any:

r datâ (including Buyer Data), Buyer Personal Data and Buyer Confidential lnformation
in the Suþplie/s possession, power or control

r other inforrnation reasonably requested by the Buyer

22.2 On reasonable notice at any point during the Term, the Supplier will provide any information

and data about the G-Cloud Services reasonably requested by the Buyer (including

information on volumes, usage, technicalaspects, service performance and staffing). This

will help the Buyer understand how the Seruices have been provided and to run a fair
competition for a new supplier.

22.3 This information must be accurate and complete in all material respects and the level of detail

must be sufficient to reasonably enable a third party tc prepare an informed offer for
replacement services and not be unfairly disadvantaged compared to the Supplier in the
buying process.

23. Force ma¡eure

23.1 lf a Force Majeure event prevents a Party from performing its obligations under this Call-Off
Contract for more than the number of consecutive days set out in the Order Fonn, the other

Party may End this CalþOff Contract with immediate effect by written notice.

24. Liability

24.1 Subject to incorporated Frarnework Agreement clauses 4.2 to 4.7, each Party's Yearly total

liability for defaults under or in connection with this Call-Off Contract (whether expressed as

an indemnity or otherwise) will be set as follows:

Property: for alldefaults resulting in direct loss to the property (including technical

infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer

Data) of the other Party, will not exceed the amount in the Order Form

r Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation

or damage to any Buyer Data caused by the Supplier's default witl not exceed the

arnount in lhe Order Form

o Other defaults: for all other defaults, claims, Losses or damages, whether arising from

breach of contract, misrepresentation (whether under common law or statute), tort
(including negligence), breach of statutory duty or otherwise will not exceed the

amount in the Order Form
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25. Premises

25.1 lf either Party uses the other Party's premises, that Party is liable for all loss or damage it
cåuses to the premises. lt is responsible for repairing any damage to the premises or any
objects on the prernises, other than fair wear and tear.

The Supplier will use the Buyer's premises solely for the perfonnance of its obligations under
this Call-Off Contract.

ïhe Supplier will vacate the Buye/s premises when the Call-Off Contract Ends or expires.

This clause does not creete a tenancy or exclusive right of occupation.

While on the Buyels premises, the Supplierwill:

o comply with any security requirements at the premises and not do anything to weaken
the security of the premises

r comply with Buyer requirements for the conduct of personnel

r comply with any health and safety measures implemented by the Buyer

o immediately notify the Buyer of any incident on lhe premises that causes any damage
to Property which could cause personal injury

The Supplier will ensure that its health and safety policy statement (as required by the Health
and Safety at Work etc Act 1974) is made available to the Buyer on request.

25.2

25.3

25.4

25.5

25.6

26. Equipment

26.1 The Supplier is responsible for provlding any Equipment which the Supplier requires to
provide the Services.

26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyerwill
have no liability for any loss of, or damage to, any Equipment.

26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any
other materials leaving the premises in a safe and clean condition.

27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn't Party to this Call-Off Contract has no
ríght under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This
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does nol affect any right or remedy of any person which exists or ís avaílable otherwise.

28. Environmental requirements

28.1 The Buyer will prrôvide â copy of its environmentaf policy to the Supplier on request, which
the Supplier will comply with,

28.2 The Supplier must provide reasonable supporl to enable Buyers to wörk in an
environmentally friendly wa¡1, for example by helping them recycle or lower their carbon
footprint.

29. The Employment Rogulations (TUPEI

29.1

29.2

The Supplier agrees that if the Employment Regulations apply to this Gall-Off Contract on the
Start Date then ít must cornply with its obligations undêr the Employment Regulations and (if
applicable) New Fair Deal(including entering into an Admission Agreement) and will
indemnify the Buyer or any Former Supplier for any loss arising hom any failure to comply.

Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to
End it, and within 28 days of the Buyer's request, the Supplier will fully and accurately
disclcse to the Buy.er all staff information including, but not limited to, the total number of staff
assigned for the purposes of TUPE to the Services. For each person identified the Supplier
rnust prcvide details of:

the activities they perforrn

. age

r start date

r place of work

o notice period

c redundancy payment entitlement

o salary, benefits and pension entitlements

r employment status

e identity of employer

r working arrangements

¡ outstanding liabitities
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t,

29.s

29.4

29.5

o sickness absence

r copies of all relevant employment contracts and related documents

r all information required under reguÍation 11 of TUPE or as reasonâbly requested by
the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause and
will notify the Buyer of any changes to the amended information as soon as reasonably
possible. The Supplier will permit the Buyer to use and disclose the information to any
prospective Replacement Supplier.

ln the 12 months before the expiry of this Calt-Off Contract, the Supplier will not change the
identity and numþer of staff assigned to the Services (unless reasonably requested by the
Buyer) or their terms and conditions, other than in the ordinary course of busíness.

The Supplierwill co-operate with the re-tendering of this Call-Off Contract by allowing the
Replacement Supplier to communicate with and meet the affected employees or their
representatives.

29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from
both:

. its faílure to comply with the provisions of this clause

. any claim by any employee or person claiming to be an employee {or their employee
represenlative) of the Supplier which arises or is alleged to arise from any act or
omission by the Supplier on or before the date of the Relevant Transfer

29.7 . The provisíons of this clause åpply during the Term of this Call-Off tontract and indefinitely
after it Ends or expires.

29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this
clause but their consent will not be reguired to vary these clauses as the Buyer and Supplier
rnay agree.

30. Add¡tional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn't have
to buy any Additional Services from the Supplier and can buy services that are the same as
or sirnilar to the Additional Services from any third party.

30.2 lf reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide
and monitor performance of the AddÌtional Services using an lmplementation Plan.

29



31. Colfaboration

31.1 lf the Buyer has specified in the Order Form that it requires the Supplier to enter into a

Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration

Agreement before the Start Date.

31.2 tn addition to any obligations under the Collaboration Agreement, the Supplier must:

o work proactively and in good faith with each of the Buye/s contractors

r co-operate and share information with the Buye/s contractors to enable the efficient

operation of the Buyer's ICT services and G-Cloud Services

32,Variation process

32.1 The Buyer can request in writing a change to this CalþOff Contract if it isn't a material change

to the Framework Agreement/or this Call.Off Contract. Once implemented, it is calfed a
Variation.

32.2 The Supplier must notify the Buyer immediately in wdting of any proposed changes to their

G-Cloud Services or their delivery by submitting a Variation request- This includes any
changes in the Supplier's supply chain.

32.3 lf Either Party can't agree to or provide the Variation, the Buyer may agree to continue
performing its obligations under this Call-Off Contract without the Variation, or End this Call-

Off Contract by giving 30 days notice to the Supplier.

33. Data Protection Legislation (GDPR)

33.1 Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.57 and 8.58 of the

Framework Agreement are incorporated into this Call-Off Contract. For reference, the

applopriate GDPR templates whích are required to be completed in accordance with clauses

8.57 and 8.58 are reproduced in this Call-Off Contract document at schedule 7
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Schedule 3 - Collaboration agreement

Not used in this Call-Off Contråct.

Schedule 4 - Alternative clauses

Not used in thls Call-OffContract.

Schedule 5 - Guarantee

Not used in this Call-Off Contract.

Schedule 6 - Glossary and interpretat¡ons
ln lhis Call-Off Csntract the following expressions mean:

Expresslon Meaning
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Additional Servlees

Call-Off Çontract

Charges

Commercially Sensitive
lnformation

Confidentíal Information

Âny services ancillary to lhe G-Cloud Services that are in the scope of
Framework Agreement Section 2 iServices Offored) which a Buyer may
request.

For each Party, lPRs:

owned by that Party before lhe date of this Call-Off Contract {as may
þe enhanced and/or modified bul not as a consequence of the
Services) including lPRs contained in any of the Parly's Know-How,
docurnerrtatior t artd ptocesses
created by the Party independently of this Call-Off Contract, sr

For lhe Buyer, Crown Copyright which isn't available to the Supplier otherwise
than under this Call-Off Contråct, but excluding lPRs owned by thât Party in
Buyer software or Supplier software,

The contractilg autlr,ority ordering servíces as set aut in the Order Form

All data supplied by the Buyer to the Supplier íncluding Personal Ðata and
Service Ðata that is owned and managed by the Buyer.

The personal dala supplied by the Buyer to the Supplier for purposes of, or in
connection with, this Call-Off Contract.

The representative ãppo¡nted by the Buyer under this Call-Off Contract.

Software owned by or licensed to the Buyer (other than under this
Agreement), which is or will be used by the Supplier to provide the Services.

This call-off contract entered into lollowing the provisions of lhe Framework
Agreement for the provision of Services made between the Buyer and the
Suppliercomprising the Order Form, the Callr0ffterms and conditions, the
Call-Off schedules and the tollaboralion Agreement.

An.agreement, substantially in lhe form set oul at Schedule 3, between the
Buyer and any combínation of the Supplier and contractors, to ensure
collaborative working in their delivery of the Buyer's Services and to ensure
lhat the Buyer receives end-to-end services across its lT estate.

lnformation, which the Buyer has been notified about by lhe Supplier in writing
bêfûre thê Start Date with futl details of why the lnforrnation is deemed to be
commercially sensitive.

Data, personal data and any information, which may include (but isn't li¡nited
to) any;

r information aboul þusiness, affairs, developments, trade secreis,
knor¡¡.how, personnel, and third parties, inciuding all lntellectual
Property Rights (lPRs), together with all information derlved from any
of the above

. bther information clearly designated as be¡ng confidential or which
ought reasonably be considered to be confidential (whether or not it is

a

I

The agreement to be êntered into to enable the Supplier to participate in lhe
relevant Civil Service pe¡sion scheme(s).

Admission Agreement

Application The response submitted by the Supplier to the lnvitation lo Tender (known as
the lnvitation to Appiy on the Dig¡täl Marketplace).

Audit An audit carried out under lhe incorporated Framework Agreement clauses
spocified by the Buyer in the Order {if any}.

Background lPRs

Buyer

Buyor Data

Buyer Pereonal Data

Buyer Representative

Buyer Software

The prices {excluding any applicable VAT}, payable to the Supplier by the
Buyer under this Call-Off Contract.
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'Control' as defined in section 11?4 and 450 of the Corporation Tax
Act 201 0.'Controls' and'Controlled' will be interpreted accordingly.

Controller

Data Subject

tÞliverable(s) The G-Cloud Services the Buyer contracls the Supplier to provide under this
Call-Off Contract.

Digital Markeþlace The government marketplace where Services are available for Buyers to buy(hIBs )

DPA 2OI8

Environmental lnformation
Regulations or EIR

Equipm¡nt The Supplie/s hardware, computer and telecoms devices, plant, materials and

Gontrol

Crown

Data Loss Event

Data Protêction lrnpact
Assessment

Data Protection Legislation (DPL) Data Protection Legislation meens

i)

ii)

¡i¡)

marked'confidential').

Takes the meaning given in the GOPR

The government of the Unitod Kingdom (including the Northern lreland
Assembly and Executive committee, the scottish Executíve and the National
Assembly for Wales), including, but not l¡m¡ted to, govemment ministers and
government departments and particular bodies, persons, commissions or
agencies carrying out functions on its behalf.

event that results, or fnay result, in unauthorised access to Personal Data held
by the Processor under this Framework AgreerÍrent and/or actual or potent¡al
loss and/or destruction of Personal Data in breach of this Agreement,
including any Personal Data Breach

An assessment by the Controller of the impact of the envisaged Processing
the prolection of Personal Data.

(i)the GDPR, the LEO and any apgicabte nâtionat implementing
Laws as amended from time to time
(ii) the DPA 2018 [subject to Royal Assent] to the extent that it
relates to Processing of personal data and privacy;
(iii) all applicable Law about the Processing of personal data and
privacy including if appllcable legally binding guidance and codes
oÍ practice issued by the lnformation Gommissioner

on

Default

Employment Regulations

End

Takes the meaning given in the GDPR

Default is any:
r breach of the obligations of lhe Supplier (including any fundamental

breach or breach of a fundamental term)
o other default, negligence or negligent statement of the Supplier, of its

Subcontractors or âny Supplier Staff (whether by act or omíssion), in
connsctíon with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable
to CCS for a Oefault of lhe Framework Agreement and in rêlation to a Default
of the Call-Off Contract, lhe Supplíer is liable to the Buyer.

Data Protection Act 2018..

The Transfer of Undertakings (Frotection of Employment) Regulations 2006
(Sl 2006/246) ('TUPE') which implements the Acquired Rights Direcrive.

Means to terminate; and Ended and Ënding are construed accordingly

The Environrnental lnformation Regulalions 2004 together wilh any guidance
or codes of practice issued by the lnformatlon Cornmissioner or reievant
Government depanmênt about the regulations.
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such other items supplied and used by the Supplier (but not hired, leased or
loaned from CCS or the Buyer) in the performance of its obligations under this
Call-Off Contract.

The 14 digit ESI reTerence number from the summary of outcorne soeen of
the ESltool.

ESI Rsfsrence Number

The HMRC Employment Status lndicator test tool. The most uplo-date
veæion must be used. At the time of draftíng the tool may be found here,
http:lltoots. hnrc,qov.uldesi

Employment Statu¡ lnd¡cato r t€st
tool or ESltool

The expiry date of this Call-Off Csntracl in the Ôrder FormExpiry Oate

A supplier supplying services to the Buyer before the Starl Date that are the
same as or substantially similar lo the Services. This also includes any
Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

Former SupFlier

Framework Agreement

Any offence under Laws creating offences ìn respect sf fraudulent acts

{including the M¡srepresentat¡on Açt 1967} or at common law in respecl of
fraudulent acts in ¡elalion to this Call'Off Contract or defrauding or attempting
to defraud or conspiring to defraud the Crown.

The Freedom of lnformation Act 2000 and any subordinate legislation made
under the Act togetlrer with any guidance cr codes of practice issued by the
lnformation Commissioner or relevant Governmenl depaÍtment in relation to
the legislation

The cloud seryices described in Framework Agreemenl Section 2 (Services

Offered) as defined by the Service Definition, the Supplier Terms and any
related Application documentation, which the Supplier must make available to
CCS and Buyers and those services which are deliverable by the Supplier
under the Collaboration Agreement.

G-Gloud Servicss

The General Data Prot€ction Regulation (Regulation (EU) 201õ1879).GÞPR

Force Majeure

Fraud

Freêdom of lnformation Act or
FolA

A Force Majeure eveRt meâns anything affecting either Party's performance of
the¡r obligations arising from any:

. acts, evènts or omissions beyond the reasonable control of the
affected Party

¡ riots, war or armed conflict, acts ûf terrorism, nuclear, biological or
chemical warfare

. acts of government, local government or Regulatory Bodies
r fire, Tlood or disaster and any failure or shofage ol power or fuel
r induslrial disgute affecting a third party for which a substitute third

party isn't reasonably available

The lollowing do no! conslitule a Force Majeure event:

. âny industriâl dispute âbout the Supplier, its staff, or failure in the
Supplior's (or a Subcontractor's) supply chain

. âny event which is at{ributable to the wilful act, neglect or failure io
lake reasonable precaution$ by the Party seeking to rely on Force

. l[:j:T:i, wâs foreseeable by rhe Party seeking to rely on Force
Majeure at the time this CalþOff Contract was entered into

r eny event which is attributable to the Party seeking to rely on Force
Majeure and its failure to comply with its own business continuity and
d¡sasler recovery plans

The clauses of framework agreement RM1557,11 tÕgether with the
Framework Schedules.
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F

Good lndustry Practice

Governmenl Procu rement Card

Guarantee

Guidance

lnformation Security Managernent
System

I lnside lR35

lnsolvency Event

lntellectual Property Rights or
IPR

lntermadiary

Slandârds, practices, methods and process conforming to the Law and lhe
exercise of that degree of skilf and care, diligence, prudence and foresight
which would reasonably and ordinarily be expected from a skilled and
experienced person or body engaged in a simílar undertaking in lhe same or
similar circumstances.

Has the meaning given under seclíon 84 of the Freedom of lnformalion
Act 2000.

lntellectual Frope(y Righls are:
. copyright, righls related lo or affording protection similar to copyright,

rights in databases, patents and rights in inventions, semi-conductor
topography rights, trade marks, rights in internet domain narnes and
website addresses and other righls in trãde namÊs, designs, Know-
How, trade secrets and other ríghts in Confidential lnformationr applications for re!¡istration, ând the right to apply for registration, for

. any of lhe rights listed at {a) that are e.apable of being registered in
any country or jurisdiction

¡ all other rights having equivalent or similar effect in any counlry or
jurisdiction

For the purposes of the lR35 rules an interrnediary can be:o the supplier's own limiled compãny
r a service or a personal service company
r a partnership

l! dogs nol apply if you work for a client through a Managed Service Company
(MSC) or agency (for example, an employment agency).

The Government's preferred method of purchasing and payment for low value
goods of services hltps:i/www.gov,uUgovernmenlpublicationslgovernment-
procurement.card*2.

The guaranlee described in Schedule 5.

Any current UK Government Guidance on the Public Contrâcts Regulat¡ons
2015. ln the event of a conflict between any current UK Governrnent Guidance
and the Crown Commercial Service Guidance, current UK Governrnent
Guidance will take precedence.

lmplemeñtation Plan The plan with an outline of processes (including data standards for migration),
costs ffor example) of implementing the services which may be required as
part of Onboarding.

lndicative Test ESI tool completed by contractors on their own behalf at the request of CCS or
the Buyer {as applicable) under clause 4.6.

lnformât¡on

The information security maflagsrn€nt system and process developed by the
Supplier in accordance with clause 16.1.

Contractual engagements which would be determined to be within the scope
of the lR35 f ntermediaries legislation if assessed using the ESI tool.

Can be;
c a volunlary arrangement
¡ a winding-up petition
o the appointment of a receiver or administrator
. an unresolved statutory demand
r a Schedule A1 moralorium.

IPR Claim As sel out in clause 11,5
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tR35 is also known as 'lntermediaríes legislation'. lt's a set of rules that affect
tax and National lnsuranCe where a Supplier is contracted tO work for a client
through an lntermediary.

tR35

Assessrnent of employment slatus using the ESI tool to determine íf

engagement is lnside or Outside 1R35.
lR35 Assersment

Know-How

Any of lhe 3 Lots specifíed in the ITT and Lots will be construed accordinglyLot

Any software progrâm ot code íntended to destroy, interfere with, corrupt, or
cause undesired effecls on program files, data or other information'
executable code or application softwarê macros, whether or not its operation
is immediate or delayed, and whether the malicious software is íntroduced
wilfully, negligently or without knowledge of its existence.

Management Charge

The management information specified in Framer¡¿ork,Agreement section 6
(What you report to CCS).

Management lnformation

Material Breach

Ministry of Justice Code

The revised Fair Ðeal position in the HM Ïreasury guidance: "Fair Deal for
staff pensions: slaff transfer from central government" issued in October 2013
as amended,

New Fair Deal

Order

Order Form

G-Cloud Services which are the subject oi an Order by lhe BuyerOrdered G-Cloud Servicss

Contractual engagements which would be determined to not be within the
scope of the lR35 intermediaries legislâtion ¡f assessed using the ESI tool.

outside lR35

All ideas, concepts, sçhemes, information, knowledge, techniques'
methodology, and anything else in the nature of know-how relating to the G-
Ctour! Services but excluding know-how already in lhe Supplier's or CCS's
possession before the Start Date.

An¡¡ applicable Act of Parliâment, subordinate legislation within the meaning of
Section 21i1)of the lnterpretalion Act 1978, exercise of the royelprerogative,
enforceable community right within the meaning of Section 2 of the Êuropean
Communilies Act 1972, judgment of a relevant courl of law, or directives or
requirements of any Regulatory Body.

Law

LED

Loes

lflaticious Software

Law Enforcement Drrective (ËU) ?016/680.

All losses, liabilities, damages, cosls, expenses (including legalfees),
disbursements, 6osts of investigation, l¡tigation, settlement, judgment, ¡nterest
and penalties whelher arising in contract, tort (including negligence), breach of
statutory duty, misrepre$entat¡on or othen¡vise and 'Lossas'will be interpreted
accordingly.

The sum paid by the Supplier to CCS being an amount of up to 'tolo but
currently set at 0.757o of all Charges for the Services invoiced to Buyers {net
of VAT) in each month throughout the duration of the Framework Agreement
and thereafter, until the expiry or End of any Gall-Off Contracl.

Those breaches which have been expressly set out âs a materíal breach and
any olher single serious breach or persistent failure to perform as required
under thìs Cal!-Off Contract.

The Ministry of Justice's Code of Practice on the Discharge of the Functions of
Public Authorities under Part 1 of the Freedom of lnformation Act 2000-

An order for G-Cloud Services placed by a Contracting Body with the Supplier :

in accordance with the Ordering Processes.

The order lorm set out in Part A of the Qall-Off Csntracl to be used by a Suyer
lo order G-Cloud Services.
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Party The Buyer or the Suppliêr and 'Parties'will be ¡nterpreted accordingly

Personal Data Takes the meaning given in the GDPR.

Takes the rneaning given ín the GÞPR.

Processlng Takes the meaning given in the GDPR

Processor Takes the meaning given in the GDPR.

Property Assets and property including technical infrastructure, lPRs and equìpment.

The Public Services Network (PSN) is the Government's high-performance
network which helps public sector organisations work together, reduce
duplication and share resources.

Government departments and other bodies which, whether under statute,
codes of practice or othenrise, are entilled to investigate or influence the
matters dealt with in this Gall-Off Contract.

Relevant Pcrson Any employee, agent, servant, or represenlative of the Buyer, any other public
body or person employed by or on behalf of the Buyer, or any other public
body.

Relevant Transfer

Replacement Serviceg

Personal Data Breach

Prohibiled Act

Proof-oÊConcept

PSN or Public Services Network

Regulatory Body or Bodies

ïo direclly or indlrectly ofrer, promise or give any person working
for or engaged by a Buyer or CCS a financial orother advantage
to:

r induce that person to perform improperly a relevant function or activilyo rêwârd that pêrson for imprnper performance of a relevant function or
activity

o commit any offence:
o under the Bribery Act 2010
o under legislation creating offences concerning Fraud
o at common Law concerning Fraud
o committing or attempting or crnspíring to commit Fraud

Any intellectual property rights in items created or arising out of the
performance by the Supplier {or by a th¡rd party on behalf of the Supptier)
specificallyfor the purposes of this Call-Off Contract ineluding databases,
configurations, code, instructions, technical documentation and schema but
not including lhe Supplier's Background lPRs.

The Proof of Concopt (POC) is a free tri¡¡lof the service for the buyer for a
one-month period. The POC will commence oncs the VPN's have been
commissioned by lhe Supplier and handed over to the Buyer. The objective of
the POC is to prove whelher or not the service works.

Appropriale technical and organisational measures which may include :

pseudonymising,and encrypting Personal Data, ensuring confidentiality,
integrity, availability and resilience of systems and services, ensuring that
availability of and access to Personäl Data can be restored in a timely manner
after an incídent, and regulariy assess¡ng and evaluating the effectiveness of
such rneasures adopted by Ít.

A transfer of employmenl to which the Employment Regulations applies.

Any servicus which are the same as or substantially similar to anyof the
Services and which the Buyer receives ín substítution for any of the Services
after the expiry or Ending or parlial Ending of the Calt-Off Contraot, whether
those services are provided by the Buyer or a third party.
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Any third-party service provider of Replacemenl Services appointed by the
Buyer (or where the Buyer is províding replacement Services for its own
account, the Buyer).

Replacement Supplier

The Supplier's security management plân developed by the Supplier in

accordance with clause 16.1.
Security Managoment Plan

Servicce

Dåta lhat is owned or managed by the Buyer and used for the G-Cloud
Services, including backup data.

The definition of the Supplier's G-Cloud Services grovided as part of lheir
Application that includes, but isn'l lirnited to, those iiems ¡isted in Section 2
(gerv¡ces Offered) of the Framework Agreemeni.

The description of the Supplier service offering as published on the Digital
Marketplace [and included in Annex A of this Call-Off Contract.

Service Description

The Personal Ðata supplied by a Buyer to the Supplier in the course of the
use of the G-Cloud Services for purposes of or in connection with lhis Call-Off
Contraet.

Spend Conlrols

The start date of this Call-Off Contract as set out in the Order FormStart Date

Subprocessor

All persons employed by the Supplier together with the Supplier's servânts,
agents, suppliers and Subcontractors used in the performance of its
obligations under this Call-Off Conlract.

Supplier Staff

The relevant G-Cloud Service terms and cooditions as set out in the Terms
and Conditions document supplied as part of the Supplier's Application,

The term sf ihis CalþOff Contract as set out in the Order FormTerm

This has the meaning given to it ín clause 32 (Variation process),

Any day othe¡ than a Salurday, Sunday or puþlic holiday in England and
Wales.

Service Data

Se¡vice Definition(s)

Service Personal Data

Supplier

Supplier Representative

Supplier Terms

Variation

Working Days

The services ordered by the Buyer as set out in thð Order Form

The approval process used by a central government Buyer if it needs to spend
money on certia¡n digital or lechnology services, see
httos'//www oov gkl1$çictge-Llêlsê!/êSjl€:d9ljyerylSgeld-qontlgls-ç!9çk-if;vo*u-
neqd--*Apl)f oval-to:lpSld-O-S!9tQ!l:â:se¡499

Any ccntract or agreement or proposed agreement between the Supplier and
a Subconlractor in whjch the Subconträctor agrees to provide to the Supplier
the G-Cloud Services or ¿ny pârt lhereof or facilities or goods and services
nécessâry for the provision of tha G-Cloud Services or any pârt thereof.

Any third parly engaged by the Supplier under a Subcontract (permilted under
the Framework Agleãmenl and the Call-Off Contrâct) and its servants or
agents in connection with the provision of G-Cloud Services'

Any third party appoinied to process Personal Dala on behalf of lhe Supplier
under this Call-Off Contract.

The person, firm or comþany identified in the Order Form

The representative appointed by the Supplier from time to time in relation lo
tfie Call-Ofi Contract.

Yoar A contract year
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Schedule 7 - GDPR lnformation

No personal data will be processed under this contract.

Annex A - Service Definition Document

,i I

l-sl
6DG Seruice

Oefinition Doeumant
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