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soon as possible and within 48 hours of the Personal Data Breach relating to the
Personal Data Breach, in particular:

(a) the nature of the Personal Data Breach;
(b) the nature of Personal Data affected;
(c) the categories and number of Data Subjects concerned;

(d) the name and contact details of the Supplier's Data Protection Officer or other
relevant contact from whom more information may be obtained;

(e) measures taken or proposed to be taken to address the Personal Data Breach;
and

(f) describe the likely consequences of the Personal Data Breach.
4. Audit
4.1 The Supplier shall permit:

the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s
direction, to conduct, at the Relevant Authority’s cost, data privacy and security
audits, assessments and inspections concerning the Supplier’s data security and
privacy procedures relating to Personal Data, its compliance with this Annex 2 and
the Data Protection Law; and/or

the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s
direction, access to premises at which the Personal Data is accessible or at which it
is able to inspect any relevant records, including the record maintained under Article
30 GDPR by the Supplier so far as relevant to the Contract, and procedures,
including premises under the control of any third party appointed by the Supplier to
assist in the provision of the Services.

4.2 The Relevant Authority may, in its sole discretion, require the Supplier to provide
evidence of the Supplier's compliance with Clause 4.1 in lieu of conducting such an
audit, assessment or inspection.

5. Impact Assessments
5.1 The Parties shall:

provide all reasonable assistance to the each other to prepare any data
protection impact assessment as may be required (including provision of detailed
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information and assessments in relation to Processing operations, risks and
measures); and

maintain full and complete records of all Processing carried out in respect of the
Personal Data in connection with the Contract, in accordance with the terms of
Article 30 GDPR.

6. ICO Guidance

The Parties agree to take account of any guidance issued by the Information
Commissioner and/or any relevant Central Government Body. The Relevant
Authority may on not less than thirty (30) Working Days’ notice to the Supplier
amend the Contract to ensure that it complies with any guidance issued by the
Information Commissioner and/or any relevant Central Government Body.

7. Liabilities for Data Protection Breach

7.1 If financial penalties are imposed by the Information Commissioner on either the
Relevant Authority or the Supplier for a Personal Data Breach ("Financial
Penalties") then the following shall occur:

if in the view of the Information Commissioner, the Relevant Authority is responsible
for the Personal Data Breach, in that it is caused as a result of the actions or inaction
of the Relevant Authority, its employees, agents, contractors (other than the
Supplier) or systems and procedures controlled by the Relevant Authority, then the
Relevant Authority shall be responsible for the payment of such Financial Penalties.
In this case, the Relevant Authority will conduct an internal audit and engage at its
reasonable cost when necessary, an independent third party to conduct an audit of
any such Personal Data Breach. The Supplier shall provide to the Relevant Authority
and its third party investigators and auditors, on request and at the Supplier's
reasonable cost, full cooperation and access to conduct a thorough audit of such
Personal Data Breach;

if in the view of the Information Commissioner, the Supplier is responsible for the
Personal Data Breach, in that it is not a Personal Data Breach that the Relevant
Authority is responsible for, then the Supplier shall be responsible for the payment of
these Financial Penalties. The Supplier will provide to the Relevant Authority and its
auditors, on request and at the Supplier’s sole cost, full cooperation and access to
conduct a thorough audit of such Personal Data Breach; or

if no view as to responsibility is expressed by the Information Commissioner, then
the Relevant Authority and the Supplier shall work together to investigate the
relevant Personal Data Breach and allocate responsibility for any Financial Penalties
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as outlined above, or by agreement to split any financial penalties equally if no
responsibility for the Personal Data Breach can be apportioned. In the event that the
Parties do not agree such apportionment then such Dispute shall be referred to the
Dispute Resolution Procedure set out in Clause 34 of the Core Terms (Resolving
disputes).

7.2 If either the Relevant Authority or the Supplier is the defendant in a legal claim
brought before a court of competent jurisdiction (“Court”) by a third party in respect of
a Personal Data Breach, then unless the Parties otherwise agree, the Party that is
determined by the final decision of the court to be responsible for the Personal Data
Breach shall be liable for the losses arising from such Personal Data Breach. Where
both Parties are liable, the liability will be apportioned between the Parties in
accordance with the decision of the Court.

7.3 In respect of any losses, cost claims or expenses incurred by either Party as a
result of a Personal Data Breach (the “Claim Losses”):

if the Relevant Authority is responsible for the relevant Personal Data Breach, then
the Relevant Authority shall be responsible for the Claim Losses;

if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

if responsibility for the relevant Personal Data Breach is unclear, then the Relevant
Authority and the Supplier shall be responsible for the Claim Losses equally.

7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority
and the Supplier reaching any other agreement, including by way of compromise
with a third party complainant or claimant, as to the apportionment of financial
responsibility for any Claim Losses as a result of a Personal Data Breach, having
regard to all the circumstances of the Personal Data Breach and the legal and
financial obligations of the Relevant Authority.

9. Termination

If the Supplier is in material Default under any of its obligations under this Annex 2
(Joint Control Memorandum of Understanding), the Relevant Authority shall be
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entitled to terminate the Contract by issuing a Termination Notice to the Supplier in
accordance with Clause 10 (Ending the contract).

10. Sub-Processing

10.1 In respect of any Processing of Personal Data performed by a third party on
behalf of a Party, that Party shall:

(a) carry out adequate due diligence on such third party to ensure that it is capable of
providing the level of protection for the Personal Data as is required by the Contract,
and provide evidence of such due diligence to the other Party where reasonably
requested; and

(b) ensure that a suitable agreement is in place with the third party as required under
applicable Data Protection Law.

11. Data Retention

The Parties agree to erase Personal Data from any computers, storage devices and
storage media that are to be retained as soon as practicable after it has ceased to be
necessary for them to retain such Personal Data under applicable Data Protection
Law and their privacy policy (save to the extent (and for the limited period) that such
information needs to be retained by the a Party for statutory compliance purposes or
as otherwise required by the Contract), and taking all further actions as may be
necessary to ensure its compliance with Data Protection Law and its privacy policy.
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1. Definitions used in the contract
Interpret this Contract using Joint Schedule 1 (Definitions).

2. How the contract works

2.1 The Supplier is eligible for the award of Call-Off Contracts during the Framework Contract Period.

2.2 CCS does not guarantee the Supplier any exclusivity, quantity or value of work under the Framework
Contract.

2.3 CCS has paid one penny to the Supplier legally to form the Framework Contract. The Supplier
acknowledges this payment.

2.4 If the Buyer decides to buy Deliverables under the Framework Contract it must use Framework Schedule
7 (Call-Off Award Procedure) and must state its requirements using Framework Schedule 6 (Order Form
Template and Call-Off Schedules). If allowed by the Regulations, the Buyer can:

(a) make changes to Framework Schedule 6 (Order Form Template and Call-Off Schedules);
(b) create new Call-Off Schedules;
(c) exclude optional template Call-Off Schedules; and/or
(d) use Special Terms in the Order Form to add or change terms.
2.5 Each Call-Off Contract:
(a) is a separate Contract from the Framework Contract;
(b) is between a Supplier and a Buyer;
(c) includes Core Terms, Schedules and any other changes or items in the completed Order Form; and
(d) survives the termination of the Framework Contract.

2.6 Where the Supplier is approached by any Other Contracting Authority requesting Deliverables or
substantially similar goods or services, the Supplier must tell them about this Framework Contract
before accepting their order.

2.7 The Supplier acknowledges it has all the information required to perform its obligations under each
Contract before entering into a Contract. When information is provided by a Relevant Authority no
warranty of its accuracy is given to the Supplier.

2.8 The Supplier will not be excused from any obligation, or be entitled to additional Costs or Charges
because it failed to either:

(a) verify the accuracy of the Due Diligence Information; or
(b) properly perform its own adequate checks.
2.9 CCS and the Buyer will not be liable for errors, omissions or misrepresentation of any information.
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2.10 The Supplier warrants and represents that all statements made and documents submitted as part of the

procurement of Deliverables are and remain true and accurate.

3. What needs to be delivered
3.1 All deliverables

3.1.1

3.1.2

The Supplier must provide Deliverables:

(a) that comply with the Specification, the Framework Tender Response and, in relation to a Call-Off

Contract, the Call-Off Tender (if there is one);

(b) to a professional standard;

(c) using reasonable skill and care;

(d) using Good Industry Practice;

(e) usingits own policies, processes and internal quality control measures as long as they do not conflict

with the Contract;

(f) on the dates agreed; and
(g) that comply with Law.

The Supplier must provide Deliverables with a warranty of at least 90 days from Delivery against all
obvious defects.

3.2 Goods clauses

3.21

3.2.2

3.23

3.2.4

3.25

3.2.6

3.2.7

3.2.8

3.2.9

All Goods delivered must be new, or as new if recycled, unused and of recent origin.

All manufacturer warranties covering the Goods must be assignable to the Buyer on request and for
free.

The Supplier transfers ownership of the Goods on Delivery or payment for those Goods, whichever is
earlier.

Risk in the Goods transfers to the Buyer on Delivery of the Goods, but remains with the Supplier if the
Buyer notices damage following Delivery and lets the Supplier know within 3 Working Days of Delivery.

The Supplier warrants that it has full and unrestricted ownership of the Goods at the time of transfer of
ownership.

The Supplier must deliver the Goods on the date and to the specified location during the Buyer’s
working hours.

The Supplier must provide sufficient packaging for the Goods to reach the point of Delivery safely and
undamaged.

All deliveries must have a delivery note attached that specifies the order number, type and quantity of
Goods.

The Supplier must provide all tools, information and instructions the Buyer needs to make use of the
3
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Goodes.

3.2.10 The Supplier must indemnify the Buyer against the costs of any Recall of the Goods and give notice of
actual or anticipated action about the Recall of the Goods.

3.2.11 The Buyer can cancel any order or part order of Goods which has not been Delivered. If the Buyer gives
less than 14 days notice then it will pay the Supplier’s reasonable and proven costs already incurred on
the cancelled order as long as the Supplier takes all reasonable steps to minimise these costs.

3.2.12 The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s option and

request) any Goods that the Buyer rejects because they do not conform with Clause 3. If the Supplier
does not do this it will pay the Buyer’s costs including repair or re-supply by a third party.

3.3 Services clauses
3.3.1 Late Delivery of the Services will be a Default of a Call-Off Contract.

3.3.2 The Supplier must co-operate with the Buyer and third party suppliers on all aspects connected with
the Delivery of the Services and ensure that Supplier Staff comply with any reasonable instructions.

3.3.3 The Supplier must at its own risk and expense provide all Supplier Equipment required to Deliver the
Services.

3.3.4 The Supplier must allocate sufficient resources and appropriate expertise to each Contract.

3.3.5 The Supplier must take all reasonable care to ensure performance does not disrupt the Buyer’s
operations, employees or other contractors.

3.3.6 The Supplier must ensure all Services, and anything used to Deliver the Services, are of good quality
and free from defects.

3.3.7 The Buyer is entitled to withhold payment for partially or undelivered Services, but doing so does not
stop it from using its other rights under the Contract.

4. Pricing and payments

4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer for the Charges in the Order Form.

4.2 CCS must invoice the Supplier for the Management Charge and the Supplier must pay it using the
process in Framework Schedule 5 (Management Charges and Information).

4.3 All Charges and the Management Charge:

(@) exclude VAT, which is payable on provision of a valid VAT invoice; and
(b) include all costs connected with the Supply of Deliverables.

4.4 The Buyer must pay the Supplier the Charges within 30 days of receipt by the Buyer of a valid,
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4.5

4.6

4.7

4.8

4.9

4.10

4.11
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undisputed invoice, in cleared funds using the payment method and details stated in the Order Form.
A Supplier invoice is only valid if it:

(@) includes all appropriate references including the Contract reference number and other details
reasonably requested by the Buyer;

(b) includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any); and

(c) does notinclude any Management Charge (the Supplier must not charge the Buyer in any way for
the Management Charge).

The Buyer must accept and process for payment an undisputed Electronic Invoice received from the
Supplier.

The Buyer may retain or set-off payment of any amount owed to it by the Supplier if notice and reasons
are provided.

The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of receipt of a valid,
undisputed invoice. If this does not happen, CCS or the Buyer can publish the details of the late payment
or non-payment.

If CCS or the Buyer can get more favourable commercial terms for the supply at cost of any materials,
goods or services used by the Supplier to provide the Deliverables, then CCS or the Buyer may require
the Supplier to replace its existing commercial terms with the more favourable terms offered for the
relevant items.

If CCS or the Buyer uses Clause 4.9 then the Framework Prices (and where applicable, the Charges) must
be reduced by an agreed amount by using the Variation Procedure.

The Supplier has no right of set-off, counterclaim, discount or abatement unless they are ordered to do
so by a court.

5. The buyer’s obligations to the supplier

5.1

5.2

If Supplier Non-Performance arises from an Authority Cause:

(a) neither CCS or the Buyer can terminate a Contract under Clause 10.4.1;

(b) the Supplier is entitled to reasonable and proven additional expenses and to relief from liability and
Deduction under this Contract;

(c) the Supplier is entitled to additional time needed to make the Delivery; and

(d) the Supplier cannot suspend the ongoing supply of Deliverables.

Clause 5.1 only applies if the Supplier:

(a) gives notice to the Party responsible for the Authority Cause within 10 Working Days of becoming
aware;
(b) demonstrates that the Supplier Non-Performance would not have occurred but for the Authority

5



Crown Copyright 2018 Version: 3.0.9

Core Terms

Cause; and
(c) mitigated the impact of the Authority Cause.

6. Record keeping and reporting

6.1

6.2

6.3

6.4

6.5

6.6

6.7

The Supplier must attend Progress Meetings with the Buyer and provide Progress Reports when
specified in the Order Form.

The Supplier must keep and maintain full and accurate records and accounts on everything to do with
the Contract:

(a) during the Contract Period;

(b) for 7 years after the End Date; and

(c) in accordance with GDPR,

including but not limited to the records and accounts stated in the definition of Audit in Joint Schedule 1.

The Supplier must allow any Auditor access to their premises to verify all contract accounts and records
of everything to do with the Contract and provide copies for an Audit.

The Supplier must provide information to the Auditor and reasonable co-operation at their request.

If the Supplier is not providing any of the Deliverables, or is unable to provide them, it must
immediately:

(a) tell the Relevant Authority and give reasons;
(b) propose corrective action; and
(c) provide a deadline for completing the corrective action.

The Supplier must provide CCS with a Self Audit Certificate supported by an audit report at the end of
each Contract Year. The report must contain:

(a) the methodology of the review;
(b) the sampling techniques applied;
(c) details of any issues; and

(d) anyremedial action taken.

The Self Audit Certificate must be completed and signed by an auditor or senior member of the
Supplier’s management team that is qualified in either a relevant audit or financial discipline.

7. Supplier staff

7.1

The Supplier Staff involved in the performance of each Contract must:

(a) be appropriately trained and qualified;
(b) be vetted using Good Industry Practice and the Security Policy; and
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