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CALL-OFF SCHEDULE 11

PROCESSING DATA
1. The Contractor shall comply with any further written instructions with respect to processing by the Buyer.
2. Any such further instructions shall be incorporated into this Schedule at Further Competition:
[bookmark: _heading=h.30j0zll]In this Schedule, the Government Property Agency (also referred to as the “Buyer” and/or “Data Controller” in this Schedule) sets out the terms for data processing that must / shall be observed by an organisation that is successful in being awarded the contract to supply the Services.

[bookmark: _heading=h.1fob9te]WHEREAS 
[bookmark: _heading=h.3znysh7](A)  The Buyer acts as a Data Controller. 
[bookmark: _heading=h.2et92p0](B)  The Buyer wishes to subcontract Services as specified in this Tender, which imply the processing of personal data, to a selected Supplier. 
[bookmark: _heading=h.tyjcwt](C)  The Supplier successful in being awarded the contract to supply the Services acts as the Data Processor of Buyer Personal Data. 
[bookmark: _heading=h.3dy6vkm](D)  The Data Processor may share Buyer Personal Data with third parties to assist in the supply of the Services, which are regarded as Data Sub Processors.
[bookmark: _heading=h.1t3h5sf]1.	Following the award of the contract to supply the Services
[bookmark: _heading=h.4d34og8]1.1 	The Supplier will provide the Buyer with all the information as required in Part 1 (below) within 10 Working Days of being awarded the contract.
[bookmark: _heading=h.2s8eyo1]1.2	The Supplier will work with the Buyer to document the information required in Part 2 (below) for each system / service as soon as possible after being awarded the contract.
[bookmark: _heading=h.17dp8vu]1.3	The documentation required in clause 1.2 is required in line with the legal obligations of the Data Controller in line with the Data Protection Act (2018) and all parties shall commit to cooperate fully with adequate resources. 
[bookmark: _heading=h.3rdcrjn]2. 	Processing of Buyer Personal Data after award
[bookmark: _heading=h.26in1rg]2.1 	The Buyer, as Data Controller, instructs the Data Processor to process Buyer Personal Data, with reference to the conditions set out in Article 29 of UK GDPR.
[bookmark: _heading=h.lnxbz9]2.2	The Data Processor shall: 
[bookmark: _heading=h.35nkun2]2.2.1	comply, and be able to demonstrate compliance, with all applicable Data Protection Laws in the processing and protection of Buyer Personal Data, including the Data Protection Act (2018) and UK GDPR;
[bookmark: _heading=h.1ksv4uv]2.2.2	to only process personal information as instructed by the Data Controller listed in Part 2; and
[bookmark: _heading=h.44sinio]2.2.3	allow for audits of its data processing activity by the Data Controller or the Data Controller’s designated auditor. 
[bookmark: _heading=h.2jxsxqh]3.	Data Processor Personnel
[bookmark: _heading=h.z337ya]3.1	The Data Processor shall take all reasonable steps to ensure that all individuals who have access (and potential access) to Buyer Personal Data have been vetted and are continuously security cleared to the levels as required by the Buyer. 

[bookmark: _heading=h.3j2qqm3]3.2	The Data Processor shall further ensure that all employees, contractors, agents, Data Sub Processors or any other individuals operating on its behalf will be subject to confidentiality undertakings or professional or statutory obligations of confidentiality.
[bookmark: _heading=h.1y810tw]3.3	In each case of processing, the Data Processor will ensure that access (including potential access) to Buyer Personal Data is strictly restricted to the individuals as necessary for the delivery of the Services for the limited purposes as set out in the Principal Agreement, and to comply with Data Protection Laws, including UK GDPR.
[bookmark: _heading=h.4i7ojhp]4.	Security 
[bookmark: _heading=h.2xcytpi]4.1	The Data Processor shall in relation to the Buyer Personal Data implement appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32 of the UK GDPR. 
[bookmark: _heading=h.1ci93xb]4.2 	In assessing the appropriate level of security, the Data Processor shall take account of the range and scale of risks that are presented by processing UK Government personal data, the potential harm to a high number of Data Subjects, and the potential reputational damage to the Data Controller and the Buyer.
[bookmark: _heading=h.3whwml4]5. 	Data Sub Processors & Sub Processing
[bookmark: _heading=h.2bn6wsx]5.1 	The Data Processor shall appoint (or disclose any Buyer Personal Data to) any Sub Processor unless authorised to in writing by the Buyer.
[bookmark: _heading=h.qsh70q]5.2	The Data Processor will not change any Sub Processor without informing the Buyer in advance and obtaining written acknowledgement and approval from the Buyer. 
[bookmark: _heading=h.3as4poj]5.3	If the Data Processor appoints a Sub Processor, the Data Processor will remain fully liable for all acts or omissions of any of its Sub Processors. 
[bookmark: _heading=h.1pxezwc]5.4	If the Data Processor appoints a Sub Processor, it must enter into a written agreement with the Sub Processor that give effect to the 
[bookmark: _heading=h.49x2ik5]5.5	In the event where the Data Processor has been permitted to share Buyer Personal Data with a Sub Processor, the Data Processor will verify that the Data Sub Processor complies with Data Protection Law, including UK GDPR.
[bookmark: _heading=h.2p2csry]5.6	The Data Processor acknowledges that the Buyer has the right at anytime to request evidence that Paragraphs 5.1, 5.3 are being adhered to; via audit, documentation review or any other relevant methods of Supplier Assurance that the Buyer sees fit. 
[bookmark: _heading=h.147n2zr]5.7 	The Data Processor will provide the Controller with such information regarding the Sub Processor as the Controller may reasonably require.

[bookmark: _heading=h.3o7alnk]6. 	Data Subject Rights 
[bookmark: _heading=h.23ckvvd]6.1	The Data Processor shall fully assist the Buyer by implementing appropriate technical and organisational measures, for the fulfilment of the Buyer’s obligations as Data Controller to respond to valid requests from individual persons to exercise their Data Subject rights under the Data Protection Act (2018) and UK GDPR.  
[bookmark: _heading=h.ihv636]6.2	The Data Processor shall: 
[bookmark: _heading=h.32hioqz]6.2.1	shall notify the Controller immediately (and no later than 48 hours of becoming aware) if in relation to it Processing Personal Data under or in connection with the Contract it:
[bookmark: _heading=h.1hmsyys]6.2.1.1 receives a Data Subject Access Request (or purported Data Subject Access Request);
[bookmark: _heading=h.2grqrue]6.2.1.2  receives a request to rectify, block or erase any Personal Data; 
[bookmark: _heading=h.3fwokq0]6.2.1.3  receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 
[bookmark: _heading=h.4f1mdlm]6.2.1.4 receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data Processed under the Contract; and
[bookmark: _heading=h.19c6y18]6.2.1.5 receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law.
[bookmark: _heading=h.28h4qwu]6.2.2 	ensure that it does not respond to at request except on the documented instructions of the Buyer; or as required by Data Protection Laws to which the Data Processor is subject, in which case the Data Processor shall to the extent permitted by Data Protection Laws inform the Buyer of that legal requirement before responding to the request.
[bookmark: _heading=h.nmf14n]6.3.3	provide all further relevant information, documentation, and evidence-based data promptly to the Buyer as requested.
[bookmark: _heading=h.37m2jsg]6.3.4	co-operate fully with the Buyer Data Protection Officer and UK Supervisory Authority if required to do so on instruction by the Buyer. 
[bookmark: _heading=h.1mrcu09]6.3	The Data Processor shall publish and maintain a relevant Data Privacy Notice that complies with UK GDPR and is freely available to Data Subjects to review, reflecting the Data Processor’s own commitment to UK GDPR compliance.
[bookmark: _heading=h.46r0co2]7. 	Personal Data Breach 
[bookmark: _heading=h.2lwamvv]7.1 	The Data Processor shall notify the Buyer immediately without undue delay (and no later than 48 hours of becoming aware)  of a Personal Data Breach, or potential Personal Data Breach, affecting Buyer Personal Data, in line with Article 33 of UK GDPR. 
[bookmark: _heading=h.111kx3o]7.2	As Data Controller, the Buyer is obliged to inform the Supervisory Authority within 72 hours of awareness of a reportable data breach, so the Data Controller shall not delay in notifying the Buyer of a suspected breach incident under any circumstances.
[bookmark: _heading=h.3l18frh]7.3	The agreed Buyer Team (Listed in Part 2) should be notified by email to ensure a date/time is recorded of the Data Breach’s discovery and actions taken, and if suitable, a senior Buyer management contact known to the Data Controller should be contacted by other means (phone, text, etc) to ensure that the Buyer are aware and have acknowledged the breach incident at that time. 
[bookmark: _heading=h.206ipza]7.4	The Data Controller shall promptly provide the Buyer with all sufficient information to allow the Buyer to meet any obligations as Data Controller to inform Data Subjects and/or the Supervisory Authority of the Personal Data Breach under the requirements of UK GDPR. 
[bookmark: _heading=h.4k668n3][bookmark: bookmark=id.2zbgiuw][bookmark: bookmark=id.1egqt2p]7.5	All subsequent evidence and relevant information related to the Personal Data Breach as it becomes known to the Data Controller shall also be shared without delay with the Buyer, so the Buyer can act in accordance with any responsibilities as Data Controller to update affected individuals and/or the Supervisory Authorities (if necessary).
[bookmark: _heading=h.3ygebqi]7.6 	The Data Processor shall co-operate with the Buyer and take reasonable commercial steps as are directed by the Buyer to assist in the investigation, mitigation and remediation of each such Personal Data Breach. 
[bookmark: _heading=h.2dlolyb]8.	Data Protection Impact Assessments (DPIA) 
[bookmark: _heading=h.sqyw64]8.1	The Data Processor shall provide all reasonable assistance to the Data Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing.  Such assistance may, at the discretion of the Controller, include:
[bookmark: _heading=h.3cqmetx]8.1.1	a systematic description of the envisaged Processing and the purpose of the Processing; and
[bookmark: _heading=h.1rvwp1q]8.1.2	an assessment of the necessity and proportionality of the Processing in relation to the Services
[bookmark: _heading=h.4bvk7pj] 8.1.3	an assessment of the risks to the rights and freedoms of Data Subjects; and
[bookmark: _heading=h.2r0uhxc]8.1.4	the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.
[bookmark: _heading=h.1664s55]9.	Deletion or return of Buyer Personal Data 
[bookmark: _heading=h.3q5sasy]9.1	The Data Processor shall promptly and in any event within 10 Working Days of the date of cessation of any involvement in providing Services which includes the processing of Buyer Personal Data (the "Cessation Date"), delete and procure the deletion of all copies of those Buyer Personal Data.
[bookmark: _heading=h.25b2l0r]9.2	After the Cessation Date the Data Controller shall ensure that its personnel & any Data Sub Processors do not have continued access to Buyer Personal Data, apart from individuals assigned to ensure a GDPR compliant deletion process and to co-operate with the Buyer to ensure a smooth handover / end to the Data Controller’s responsibilities. 	
[bookmark: _heading=h.kgcv8k]9.3	The Data Processor shall provide written certification to the Buyer that it has fully complied with Paragraph 9.1 within 10 Working Days of the Cessation Date. 
[bookmark: _heading=h.34g0dwd]10. 	Audit Rights – Data Protection
[bookmark: _heading=h.1jlao46]10.1	Subject to this Paragraph 10, the Data Processor shall make available to the Buyer on request all information necessary to demonstrate compliance with this Agreement, and shall allow for and contribute to audits, including inspections, by the Buyer or an auditor mandated by the Buyer in relation to the Processing of the Buyer Personal Data by the Data Controller and any Data Subcontractors. 
[bookmark: _heading=h.43ky6rz]10.2	Information and Audit rights of the Buyer only arise under Paragraph 10.1 to the extent that the Agreement does not otherwise give them information and audit rights meeting the relevant requirements of Data Protection Law. 
[bookmark: _heading=h.2iq8gzs]11. 	Data Transfers 
[bookmark: _heading=h.xvir7l]11.1 	The Data Processor may not transfer or authorise the transfer of Buyer Personal Data to countries outside the UK or the European Economic Area (EEA) without the prior written consent of the Buyer. 
[bookmark: _heading=h.3hv69ve]11.2	If personal data processed under this Agreement is transferred to a country outside the UK or EEA by the Data Controller, the Buyer shall retain the right to ensure that the personal data is adequately protected. To achieve this, the Buyer will refer to ‘Chapter V – Transfers of personal data to third countries or international organisations’ of UK GDPR to determine the adequate course of action which the Data Controller should accept.
[bookmark: _heading=h.1x0gk37]11.3	The Parties shall, unless agreed otherwise, rely on UK GDPR / EU approved standard contractual clauses for the transfer of personal data. 
[bookmark: _heading=h.4h042r0]

[bookmark: _heading=h.2w5ecyt]Part 1 – Data Processing Information
[bookmark: _heading=h.1baon6m]This Part shall be completed by the Data Processor and provided to the Data Controller within 10 days of the award of contract.
	[bookmark: _heading=h.3vac5uf]The contact details of the Data Processor’s Data Protection Officer (DPO)
	[…]

	[bookmark: _heading=h.2afmg28]The contact details of the Data Processor’s Head of Data Processing
	[…]

	[bookmark: _heading=h.pkwqa1]The contact details of the Data Processor’s designated first point of contact for each system / service, for all Data Processing queries / daily operational matters
	[…]


[bookmark: _heading=h.39kk8xu]
[bookmark: _heading=h.1opuj5n]Part 2 – Data Processing Information for each system 
[bookmark: _heading=h.48pi1tg]This Part shall be completed by the Data Processor for EACH system / processing activity that they provide as part of the delivery of the Services.  The information shall be provided to the Data Controller prior to the commencement of any new data processing. 
[bookmark: _heading=h.2nusc19]In line with Clause 2.2.2, these details will form the basis of a Data Processing Agreement that must be agreed between the Data Controller and the Data Processor in line with UK GDPR legal obligations.

	[bookmark: _heading=h.1302m92]Description
	Details

	System Name & Purpose
	Name of the system as it will be known and the service(s) delivered
[…]

	Data Sub Processors
	· List all Data Sub Processors (Suppliers), plus contact details for key personnel (Data Protection Officer or Head of Data Management, Client Manager, Onsite Managers)
· Complete all of the details below for all Data Sub Processors
· […]

	Duration of the Processing
	Clearly set out the duration of the Processing including dates
[…]

	Nature and purposes of the Processing
	Please be as specific as possible, but make sure that you cover all intended purposes.
The nature of the Processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.
The purpose might include: employment processing, statutory obligation, recruitment assessment etc
[…]

	Type of Personal Data
	Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc
[…]

	Categories of Data Subject
	Examples include: Staff (including volunteers, agents, and temporary workers), customers / clients, suppliers, patients, students / pupils, members of the public, users of a particular
website etc
[…]

	Data Transfer
	Is any part of the processing performed / accessed from outside if the UK / EEA? (Including by Sub Processor(s)). If so, how is it protected?
[…]

	Plan for return and destruction of the data once the Processing is complete
	Describe how long the data will be retained for, how it be returned or destroyed
[…]

	Buyer contact to notify if rights request received or data breach identified. 
	[bookmark: _heading=h.3mzq4wv][…]
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