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UK Health
Security
Agency

Patch My PC

Patch My PC

PO Box 1436

Castle Rock CO 80104-1436 US

Attn: [

By email to: |

Date: 23 March 2022

Your ref: 24210

Our ref: D&T10200
Dear Sirs,

Supply of UKHSA patch My PC Enterprise Plus Subscription

Following your proposal for the provision of Patch My PC Enterprise Plus service submitted to
UKHSA on the 4"January 2022, we are pleased confirm our intention to award this contract
to you.

The attached contract details ("Order Form"), contract conditions and the Annexes set out
the terms of the contract between UKHSA and Patch My Pc LLP, Colorado for the provision
of the deliverables set out in the Order Form.

We thank you for your co-operation to date and look forward to forging a successful working
relationship resulting in a smooth and successful delivery of the deliverables. Please confirm
your acceptance of the Conditions by signing and returning the Order Form to

at the above address within 7 days from the date of this
Order Form. No other form of acknowledgement will be accepted. Please remember to
include the reference number above in any future communications relating to this contract.

We will then arrange for Order Form to be countersigned which will create a binding contract
between us.

Yours faithfully,
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1. Contract Reference

C72465

Date

239 March 2022

3. Buyer

The Secretary of State for Health and Social Care as part of the
Crown through the UK Health Security Agency

Buyer’'s main address:
Nobel House, 17 Smith Square, London, SW1P 3HX

4. Supplier

Patch My PC

PO Box 1436
Castle Rock CO 80104-1436 US

5. The Contract

The Supplier shall supply the deliverables described below on the terms
set out in this Order Form and the attached contract conditions
("Conditions") and any [Annex/Annexes].

Unless the context otherwise requires, capitalised expressions used in this
Order Form have the same meanings as in Conditions.

In the event of any conflict between this Order Form and the Conditions,
this Order Form shall prevail.

Please do not attach any Supplier terms and conditions to this Order Form
as they will not be accepted by the Buyer and may delay conclusion of the
Contract.

6. Deliverables

Goods N/A

Services | As described in Annex 2, to be performed at the
Buyer’s chosen premises or remotely by Suppliers’
employees

7. Specification

The specification of the Deliverables is as set out in Annex 2

8. Term

The Term shall commence on date on which the last party signs

and the Expiry Date shall be 315 March 2023

unless it is otherwise extended or terminated in accordance with the terms
and conditions of the Contract.

There is an optional extension of 12 months granted as part of the
procurement of this contract.

9. Charges

The Charges for the Deliverables shall be as set out Annex 3 / the
Supplier's quote dated on 4" January 2022
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10. Payment

All invoices must be sent, quoting a valid purchase order number
(PO Number), to:

Within 15 Working Days of receipt of your countersigned copy of
this letter, we will send you a unique PO Number. You must be
in receipt of a valid PO Number before submitting an invoice.

To avoid delay in payment it is important that the invoice is

compliant and that it includes a valid PO Number, PO Number

item number (if applicable) and the details (hame and telephone

number) of your Buyer contact (i.e. Contract Manager). Non-compliant
invoices will be sent back to you, which may lead to a

delay in payment.

If you have a query regarding an outstanding payment please

Mable section either by email to

11. Buyer Authorised
Representative(s)

For general liaison your contact will continue to be

12. Address for notices

13. Key Personnel

Buyer: Supplier:

] Patch My PC

Attention: Commercial Lead Attention: NG
Email: Email: NN
Buyer:_ Supplier:

I Patch My PC

Attention: Lead Specialist Engineer  Attention: | NNEGGE

Email Email:
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14. Procedures and | The Buyer may require the Supplier to ensure that any person employed in
Policies the delivery of the Deliverables has undertaken a Disclosure and Barring
Service check.
The Supplier shall ensure that no person who discloses that he/she has a
conviction that is relevant to the nature of the Contract, relevant to the work
of the Buyer, or is of a type otherwise advised by the Buyer (each such
conviction a "Relevant Conviction"), or is found by the Supplier to have a
Relevant Conviction (whether as a result of a police check, a Disclosure
and Barring Service check or otherwise) is employed or engaged in the
provision of any part of the Deliverables.

Signed for and on behalf of the Supplier Signed for and on behalf of the Buyer

Name: Name:

I [Insert name] NG

Account Executive [Insert job title] Head of Category, Digital 7 Tech
Date: Date:

March 29, 2022 3/31/2022

Signature: Signature:
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Annex 1 — Authorised Processing Template

Contract Patch My PC Enterprise Plus Subscription service
Date:
23 March 2022
Description Of No processing required. Supplier has no access to the
Authorised Processing buyers or buyer’s subject data.

Subject matter of  the| Not Applicable

processing
Duration of the processing Duration of the contract
Nature and purposes of For the delivery of the contract requirement

the processing

Type of Personal Data No personal data is collected. This is for running workshops
as consultancy contract

Categories of Data Subject Not applicable
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Enterprise Plus - 1 Year Automatically publish third-party updates and create base installation
packages in SCCM and Microsoft Intune. 1-year subscription.

Quantity of purchase |

Information Security Policy

Patch My

PATCH MANAGEMENT MADE EASY

-

r—

Revision Date

May 4, 2020

Approval Date

May 4, 2020

Approval Authority

Information Security Committee

ey
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Information Security Policy

1.  Purpose of Security

Patch My PC considers computers, data, metwork, and physical security-critical to its
long temmn business success, and its relationship with its customers. Due to the nature of
the information handled by Patch My PC and the potential losses, reputational impact,
and legal violations that could result in itself and its customers from the improper
handling of that information, Patch My PC believes that appropriate security policies and
procedures are required. Pateh My PC's security objectives are guided by the principles
of IS0 270001, 150 27002, the NIST Cybersecurity Framework (NIST C5F), and NIST
BOO-53. Pateh My PC intends to meet or exceed the requirements of all applicable
legislation and regulatory agencies.

The core to Patch My PC's security policy is centered around protection information
aszets while providing the necessary access to conduct business. To accomplizh this
object, Patch My PC has and will continue to take the following steps:

- |[dentify assets that require protection

- |[dentify threats to those assets

- Quantify risk for each threat

- Implement policies, procedures, and technology to mitigate risk to acceptable levels
- Periodic review of the effectiveness of implemented mitigations

This policy ks reviewed and approved annually by the Infermation Security Committes.
2. Information, Threats, & Risk Assessment
« \alue of Information
All information maintained by Patch My PC, including information stored on PCs,
senvers, in the cloud, physical files, and configuration data has value to the
company. This data must be protected from unauthorized access and
distribution.
+ Possible Threats
Unauthorized Access
Unauthorized acoess refers to someone gaining logical or physical
aceess without permission to a computer network, system, application
software, data, or other resources. Unauthorized access can also occur

when a user, legitimate or unauthorized, accesses a resource that the
user is not permitted to use.

Patch My PC 3
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Extemal

Outside intruders can be hackers/crackers, saboteurs, and thieves. If the
nietwiork s compromised, intruders can attack or misuse the system. One
common technique used by intruders to gain unauthorized access to the

system is password theft. Other access technigues include:

* Sniffing/wiretapping/eavesdropping
- Exploiting security weaknesses

* Internet Protocol {IP) spoofing

* Social enginearing

Once the intruders gain access to the intemal network, they can
approach, trespass within, communicate with, store data in or refrieve
data from, interfere with, or otherwise intercept and change the system.

Internal

Insiders may have accounts giving them legitimate access to computer
systams, with this access ariginally having been given to them to serve in
the performance of their duties; these pemissions could be abused to
harm the crganization. Insiders are often familiar with the organization's
data and intellectual property, as well as the methods that are in place to
protect them. This scenario makes it easier for the insider to circumvent
any security controls of which they are aware. Physical proximity to data
means that the inzider does not need to hack into the organizational
network through the outer perimeter by traversing firewalls; instead, they
are in the building already, often with direct access to the organization's
inteernal network. Insider threats are harder to defend against than attacks
from outsiders since the insider already has authorized access to the
organization’s information and assets. Insiders can be either intentionally
malicious or merely negligent.

Denial of Service

A Denial of Senvice (DoS) attack ks focused on making a resource (site,
application, server) unavailable for the purpose it was designed. There
are many ways o make a sarvice unavailable for legitimate users. If a
service receives a vast number of requests, it may cease to be available
to legitimate users. In the same way, a service may stop if a programming
vulnerability is exploited, or the way the service handles resources it
uses. Sometimes the attacker can inject and execute arbitrary code while
performing a DoS attack to access critical information or execute

Patch My PC
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commands on the server. Though DoS attacks do not typically result in
the theft or loss of important information or other aseets, they can cost
time, maney, and loss of reputation.

Software Bugs & Vulnerabilities

A software security vulnerability is a weakness that can be exploited by a
threat actor, such as an attacker, to perform unauthorized actions within a
Computer system.

Third Party Vulnerabilities

Security software vulnerabilities in third-party librares and applications
can potentially be exploited in a supply chain attack to compromise
company assets.

Social Engineering

Social enginearing is the psychological manipulation of people into
performing actions or divulging confidential information. This process
includes techniques such as phishing, vishing, smishing, and
impersonation.

Advanced Perzistent Threats

An advanced persistent threat (APT) is a stealthy computer network
threat actor, typically a nation-state or state-sponsored group, which
gains unauthorized access to a computer network and remains
undetected for an extended period.

Rizk Azseszment

A risk assessment determines possible threats, their likelihood and
consequences, and the tolerances for such events. The results of this
process may be expressed guantitatively. Risk assessment is an inherent
part of a broader risk management strategy to "infroduce control
measures to eliminate or reduce” any potential risk-related
conseguences. Patch My PC leverages industry-standard tools to perform
periodic scans of company assets.

3. Security Philosophy

Patch My PC's security philosophy iz built on four key pillars. The first pillar is that

Patch My PC
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company, and customer data is the most critical asset that needs to be protected by all
practical means and only collect necessary data. The second pillar is that users are
often the first and best line of defense and should be given the training and tools
necessary to perform their job duties securely. The third pillar is to maintain an "assume
compromise” mindset, which forces all suspicious events and activities on company
assets to be investigated appropriately. The fourth pillar is to build security into all
products from the eariest stage possible.

4. Standards
« Data Confidentiality

Access o or disclosure of personal, proprietary, or business-related information
to anyone other than the customer or the customer's legal representative is
prohibited unless express written consent is provided by the customer or
otherwise allowed by law.

Employees using PCs containing Patch My PC data or connected to Patch My
PC's network or assets must lock their PC when away from their PC o prevent
unauthorized access to confidential data.

s Encrypting Sensitive Data

Any transmission of customer, proprietary. configuration, or financial data is
required to be encrypted before transmission or sent via securely encrypted

communication channels
» Custormer Motification

Patch My PC recognizes its responsibility to notify customers of amy
unauthorized access or transmission of sensitive data. Patch My PC intends to
abide by all applicable legal and regulatory requirements in the avent of data
COMPromise.

« Credentials & Authentication

Credentials are an essential aspect of computer sacurity. A poorly chosen
password may result in unauthorized access or exploitation of company assets.
All staff, including contractors and vendors with access to Patch My PC, LLC
systems, are responsible for taking the appropriate steps to select and secura
their passwords as outlined in the Credentials & Authentication policy. All
production systems require multi-factor authentication (MFA) wtilizing Azure

Patch My PC &
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5.

6.

Active Directory (AD).
System Access

Any access to Patch My PC systemns other than for specific job functions and
duties is strictly prohibited. Any unauthorized use of Patch My PC assets for
other than its intended purpose may be subject to disciplinary action up o and
including termination of employment.

Data Security

Encryption

All data handled by Patch My PC should be encrypted whenever operationally
feasible.

In hotion

Data traversing or leaving Patch My PC's network will be encrypted using
industry best-practice encryption methods and protocols. Currently, this includes
the use of TLS 1.2 for web communications.

At Rest

Data stored on Patch My PC's cloud, servers, or PCs will be encrypted using
best-practice encryption methods and protocols. Encryption is accomplished via
dizk-level encryption using tools such az BitLocker.

Retention

Digital data is retained following customer specifications unless this conflicts with
legal or regulatory requirements applicable by data type or geographical region.

System Security

PCs & Servers

Company PCs are secured uging industry best practice authentication methods
and disk-level encryption. Anti-mabwvare and anti-virus protection reguirements
are fulfiled using Windows Defender and Windows Advanced Threat Protection
(ATP). Operating System patching is done one day after patch release and is
managed by Microsoft System Center Configuration Manager (SCCM) and
Windows Infune for mobile device patches. Third party application patches are

Patch My PC 7
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10.

deployed every day after patch release and are managed by Patch My PC.
+ Web

Server and web communication is protected by Cloudflare Web Application
Firewall and uses TLS 1.2 encryption over https.

Software Development Standards & Procedures

Patch My PC's software development philosophy is to develop and deploy code that
is as secure as possible and guided by the need to be aware of and avoid the top
critical security risks defined in the OWASP top ten. When designing features, the
concept of privacy by design will be considered.

Only authorized users will have access to deploy code changes. The source code
management tool used will have multi-factor authentication enabled. The source code
for products will be periodically analyzed using a static application sacurity testing tool
(SAST). SAST scan the code to be evaluated for vulnerabilities, code flaws, and
weaaknesses bafore becoming a security risk.

All EXE, MSI, DLL, script, and CAB files originating from Patch My PC will be code-
signed using an extended validation {EV) code-signing cerificate. EV code-signing
certifications include the benefits of digitally signed code plus a rigorous vetting process
and hardware security requirement to support multi-factor authentication. Any code-
signed binaries will also require timestamping.

Administrator Access & Associated Controls

Accounts used to administer servers, databases, network equipment, and applications
are limited to individual members of IT staff. Such access iz audited periodically.

Configuration & Change Control

While acknowledging the ongoing need for innovation and improvement, every effort
must be made to maintain system and application stability and integrity. All configuration
and code changes or updates are thoroughly tested before being implemented in
production. Peer review and independent approval must take place before changes are
made to production assets and applications.

Security Incident Response Process

It is Patch My PC's policy to investigate and take appropriate action on any suspicious

Patch My PC 8
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12

event or activity eccurring on or to the company’s assets. Investigate includes any
extarmnal or intermal malicious or negligent acts as well as unwanted software on
computing assets. Any security event impacting a customer's information will require a
notification to best sent via email within 24 hours to contacts defined on the customer's
subscription.

System Access

Provisioning and Deprovisioning of system access within Patch My PC i done promptly
and will follow the security principhe of least privilege. Access to systems outside of an
employee's typical job duties will require managerial approval, and such access will be
re-evaluated perodically. Deprovisioning accounts for exiting staff will occur as soon as
possible and follow a standardized procedure that has been reviewed by the Information
Security Committee. The Patch My PC Information Security Committee will review the
provisioning and deprovisioning process annually.

Access to systems with sensitive information will take advantage of multi-factor
authentication where feasible.

Access to labs and testing resources are granted to Patch My PC employees who
require such access. Patch My PC labs will not be used to store sensitive customer
information without prior customer approval. Lab environments are segmented from all
production systems and data.

Security Training & Awareness

Patch My PC recognizes the need for the ongoing and thorough education of employees
in security and security-refated topics. Employees are often the first and best line of
defense against malicious actors. With this principle in mind, the company provides new
employees with resources to familiarize them with best practices for computer-related
security. Employees are also offered additional resources on an annual basis on Patch
My PC's security program and standards. The following topics will be covered in Patch
My PC's security awaneness program:

+ Mobile Threats

« Password, Two-Factor Authentication
+ Phishing

*  Public WiFi

* Ransomware

+ Shadow IT

+ Social Media

+ LSB Safety

e Work From Home

Patch My PC 9
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), MY PC QUOTE

Patch My PC CREATE DATE QUOTE EXPIRATION QUOTE #
1/4/2022 71312022 24210

PO Box 1436
Public Health England(UKHSA)

Castle Rock CO 80104-1436 US

BILL TO

L
29 Are You Ready To Purchase?
Public Health England(UKHSA)

Accounts Payable Team If you are ready to move forward, please click the appropriate

UK Health Security Agency - .. g e X 2.
R B e s button from the email you received with this quote.

Salisbury London SP4 0JG
United Kingdom

DESCRIPTION Qry RATE AMOUNT

Enterprise Plus - 1 Year
Automatically publish third-party updates and create base installation packages in
SCCM and Microsoft Intune. 1-year subscription.

Projected License End Date

TOTAL USD 36,260.00

3/26/2023
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1. Definitions used in the Contract

In this Contract, unless the context otherwise requires, the following words shall have the
following meanings:

"Central means a body listed in one of the following sub-
Government categories of the Central Government classification of
Body" the Public Sector Classification Guide, as published and
amended from time to time by the Office for National
Statistics:
a) Government Department;

b) Non-Departmental Public Body or Assembly Sponsored
Public Body (advisory, executive, or tribunal);

C) Non-Ministerial Department; or

d) Executive Agency;

"Charges" means the charges for the Deliverables as specified in the
Order Form;

"Confidential means all information, whether written or oral (however

Information™ recorded), provided by the disclosing Party to the receiving

Party and which (i) is known by the receiving Party to be
confidential; (ii) is marked as or stated to be confidential; or (iii)
ought reasonably to be considered by the receiving Party to be
confidential;

"Contract"” means the contract between (i) the Buyer and (ii) the Supplier
which is created by the Supplier's counter signing the Order
Form and includes the Order Form and Annexes;

"Controller" has the meaning given to it in the GDPR;

"Buyer" means the person identified in the letterhead of the Order Form;
"Date of means that date by which the Deliverables must be delivered to
Delivery" the Buyer, as specified in the Order Form;

"Buyer Cause" any breach of the obligations of the Buyer or any other default,

act, omission, negligence or statement of the Buyer, of its
employees, servants, agents in connection with or in relation to
the subject-matter of the Contract and in respect of which the
Buyer is liable to the Supplier;
"Data Protection (i) the GDPR, the LED and any applicable national
Legislation” implementing Laws as amended from time to time (ii) the Data
Protection Act 2018 to the extent that it relates to processing of
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"Data Protection
Impact
Assessment"

"Data Protection
Officer"

"Data Subject"

"Data
Event"

Loss

"Data
Access
Request"

Subject

"Deliver"

"Existing IPR"

"Expiry Date"

"FOIA"

"Force Majeure
Event"

"GDPR"

"Goods"
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personal data and privacy; (iii) all applicable Law about the
processing of personal data and privacy;

an assessment by the Controller of the impact of the envisaged
processing on the protection of Personal Data;

has the meaning given to it in the GDPR;

has the meaning given to it in the GDPR,;

any event that results, or may result, in unauthorised access to
Personal Data held by the Supplier under this Contract, and/or
actual or potential loss and/or destruction of Personal Data in
breach of this Contract, including any Personal Data Breach;

a request made by, or on behalf of, a Data Subject in
accordance with rights granted pursuant to the Data Protection
Legislation to access their Personal Data;

means hand over the Deliverables to the Buyer at the address
and on the date specified in the Order Form, which shall include
unloading and any other specific arrangements agreed in
accordance with Clause [ ]. Delivered and Delivery shall be
construed accordingly;

any and all intellectual property rights that are owned by or
licensed to either Party and which have been developed
independently of the Contract (whether prior to the date of the
Contract or otherwise);

means the date for expiry of the Contract as set out in the Order
Form;

means the Freedom of Information Act 2000 together with any
guidance and/or codes of practice issued by the Information
Commissioner or relevant Government department in relation
to such legislation;

any event, occurrence, circumstance, matter or cause affecting
the performance by either Party of its obligations under the
Contract arising from acts, events, omissions, happenings or
non-happenings beyond its reasonable control which prevent
or materially delay it from performing its obligations under the
Contract but excluding: i) any industrial dispute relating to the
Supplier, the Supplier Staff (including any subsets of them) or
any other failure in the Supplier or the Subcontractor's supply
chain; ii) any event, occurrence, circumstance, matter or cause
which is attributable to the wilful act, neglect or failure to take
reasonable precautions against it by the Party concerned; and
iif) any failure of delay caused by a lack of funds;

the General Data Protection Regulation (Regulation (EU)
2016/679);

means the goods to be supplied by the Supplier to the Buyer
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under the Contract;

standards, practices, methods and procedures conforming to
the law and the exercise of the degree of skill and care,
diligence, prudence and foresight which would reasonably and
ordinarily be expected from a skilled and experienced person
or body engaged within the relevant industry or business sector;

a) the data, text, drawings, diagrams, images or sounds
(together with any database made up of any of these) which are
embodied in any electronic, magnetic, optical or tangible media,
including any of the Buyer's confidential information, and which:
i) are supplied to the Supplier by or on behalf of the Buyer; or
i) the Supplier is required to generate, process, store or
transmit pursuant to the Contract; or b) any Personal Data for
which the Buyer is the Data Controller;

has the meaning given under section 84 of the FOIA,

the UK’s independent authority which deals with ensuring
information relating to rights in the public interest and data
privacy for individuals is met, whilst promoting openness by
public bodies;

in respect of a person: a) if that person is insolvent; ii) if an order
is made or a resolution is passed for the winding up of the
person (other than voluntarily for the purpose of solvent
amalgamation or reconstruction); iii) if an administrator or
administrative receiver is appointed in respect of the whole or
any part of the persons assets or business; iv) if the person
makes any composition with its creditors or takes or suffers any
similar or analogous action to any of the actions detailed in this
definition as a result of debt in any jurisdiction;

means any persons specified as such in the Order Form or
otherwise notified as such by the Buyer to the Supplier in
writing;

Law Enforcement Directive (Directive (EU) 2016/680);

all and intellectual property rights in any materials created or
developed by or on behalf of the Supplier pursuant to the
Contract but shall not include the Supplier's Existing IPR;

means the letter from the Buyer to the Supplier printed above
these terms and conditions;

the Supplier or the Buyer (as appropriate) and "Parties" shall
mean both of them;

has the meaning given to it in the GDPR;

has the meaning given to it in the GDPR,;
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has the meaning given to it in the GDPR;

means the Buyer’'s unique number relating to the order for
Deliverables to be supplied by the Supplier to the Buyer in
accordance with the terms of the Contract;

the Public Contracts Regulations 2015 and/or the Public
Contracts (Scotland) Regulations 2015 (as the context
requires) as amended from time to time;

has the meaning set out in the FOIA or the Environmental
Information Regulations 2004 as relevant (where the meaning
set out for the term "request” shall apply);

means the services to be supplied by the Supplier to the Buyer
under the Contract;

means the specification for the Deliverables to be supplied by
the Supplier to the Buyer (including as to quantity, description
and quality) as specified in the Order Form;

means all directors, officers, employees, agents, consultants
and contractors of the Supplier and/or of any sub-contractor of
the Supplier engaged in the performance of the Supplier's
obligations under the Contract;

means vetting procedures that accord with good industry
practice or, where applicable, the Buyer’'s procedures for the
vetting of personnel as provided to the Supplier from time to
time;

any third Party appointed to process Personal Data on behalf
of the Supplier related to the Contract;

all directors, officers, employees, agents, consultants and
contractors of the Supplier and/or of any Subcontractor
engaged in the performance of the Supplier’s obligations under
a Contract;

means the person named as Supplier in the Order Form;

means the period from the start date of the Contract set out in
the Order Form to the Expiry Date as such period may be
extended in accordance with clause[ ] or terminated in
accordance with the terms and conditions of the Contract;

a list of companies maintained by the United States of America
Department for Commence that have self-certified their
commitment to adhere to the European legislation relating to
the processing of personal data to non-EU countries which is
available online at: https://www.privacyshield.gov/list;

means value added tax in accordance with the provisions of the
Value Added Tax Act 1994;

any one of the Supplier Staff which the Buyer, in its reasonable
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opinion, considers is an individual to which Procurement Policy
Note 08/15 (Tax Arrangements of Public Appointees)
(https://www.gov.uk/government/publications/procurement-
policynote-0815-tax-arrangements-of-appointees) applies in
respect of the Deliverables;

"Working Day" means a day (other than a Saturday or Sunday) on which banks
are open for business in the City of London.

Understanding the Contract

In the Contract, unless the context otherwise requires:

references to numbered clauses are references to the relevant clause in these terms
and conditions;

any obligation on any Party not to do or omit to do anything shall include an
obligation not to allow that thing to be done or omitted to be done;

the headings in this Contract are for information only and do not affect the
interpretation of the Contract;

references to "writing" include printing, display on a screen and electronic
transmission and other modes of representing or reproducing words in a visible form;

the singular includes the plural and vice versa;

a reference to any law includes a reference to that law as amended, extended,
consolidated or re-enacted from time to time and to any legislation or byelaw made
under that law; and

the word ‘including’, "for example" and similar words shall be understood as if they
were immediately followed by the words "without limitation".

How the Contract works
The Order Form is an offer by the Buyer to purchase the Deliverables subject to and
in accordance with the terms and conditions of the Contract.

The Supplier is deemed to accept the offer in the Order Form when the Buyer
receives a copy of the Order Form signed by the Supplier.

The Supplier warrants and represents that its tender and all statements made and
documents submitted as part of the procurement of Deliverables are and remain true
and accurate.
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What needs to be delivered
All Deliverables

@)

(b)

The Supplier must provide Deliverables: (i) in accordance with the
Specification; (ii) to a professional standard; (iii) using reasonable skill and
care; (iv) using Good Industry Practice; (v) using its own policies, processes
and internal quality control measures as long as they don’t conflict with the
Contract; (vi) on the dates agreed; and (vii) that comply with all law.

The Supplier must provide Deliverables with a warranty of at least 90 days (or
longer where the Supplier offers a longer warranty period to its Buyers) from
Delivery against all obvious defects.

Goods clauses

@)
(b)
(©)

(d)

(e)

()

()]

(h)

)

(k)

()

(m)

All Goods delivered must be new, or as new if recycled, unused and of recent
origin.

All manufacturer warranties covering the Goods must be assignable to the
Buyer on request and for free.

The Supplier transfers ownership of the Goods on completion of delivery
(including off-loading and stacking) or payment for those Goods, whichever is
earlier.

Risk in the Goods transfers to the Buyer on delivery, but remains with the
Supplier if the Buyer notices damage following delivery and lets the Supplier
know within three Working Days of delivery.

The Supplier warrants that it has full and unrestricted ownership of the Goods
at the time of transfer of ownership.

The Supplier must deliver the Goods on the date and to the specified location
during the Buyer's working hours.

The Supplier must provide sufficient packaging for the Goods to reach the point
of delivery safely and undamaged.

All deliveries must have a delivery note attached that specifies the order
number, type and quantity of Goods.

The Supplier must provide all tools, information and instructions the Buyer
needs to make use of the Goods.

The Supplier will notify the Buyer of any request that Goods are returned to it or
the manufacturer after the discovery of safety issues or defects that might
endanger health or hinder performance and shall indemnify the Buyer against
the costs arising as a result of any such request.

The Buyer can cancel any order or part order of Goods which has not been
delivered. If the Buyer gives less than 14 days' notice then it will pay the
Supplier's reasonable and proven costs already incurred on the cancelled order
as long as the Supplier takes all reasonable steps to minimise these costs.

The Supplier must at its own cost repair, replace, refund or substitute (at the
Buyer's option and request) any Goods that the Buyer rejects because they
don't conform with clause 4.2. If the Supplier doesn't do this it will pay the
Buyer's costs including repair or re-supply by a third party.

The Buyer will not be liable for any actions, claims, costs and expenses
incurred by the Supplier or any third party during delivery of the Goods unless
and to the extent that it is caused by negligence or other wrongful act of the
Buyer or its servant or agent. If the Buyer suffers or incurs any damage or
injury (whether fatal or otherwise) occurring in the course of delivery or
installation then the Supplier shall indemnify from any losses, charges costs or
expenses which arise as a result of or in connection with such damage or injury
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where it is attributable to any act or omission of the Supplier or any of its
[sub-suppliers].

Services clauses

(a) Late delivery of the Services will be a default of the Contract.

(b)  The Supplier must co-operate with the Buyer and third party suppliers on all
aspects connected with the delivery of the Services and ensure that Supplier
Staff comply with any reasonable instructions including any security
requirements.

(c) The Buyer must provide the Supplier with reasonable access to its premises at
reasonable times for the purpose of supplying the Services

(d) The Supplier must at its own risk and expense provide all equipment required
to deliver the Services. Any equipment provided by the Buyer to the Supplier
for supplying the Services remains the property of the Buyer and is to be
returned to the Buyer on expiry or termination of the Contract.

(e) The Supplier must allocate sufficient resources and appropriate expertise to the
Contract.

(f)  The Supplier must take all reasonable care to ensure performance does not
disrupt the Buyer's operations, employees or other contractors.

(@) On completion of the Services, the Supplier is responsible for leaving the
Buyer's premises in a clean, safe and tidy condition and making good any
damage that it has caused to the Buyer's premises or property, other than fair
wear and tear.

(h)  The Supplier must ensure all Services, and anything used to deliver the
Services, are of good quality and free from defects.

(i)  The Buyer is entitled to withhold payment for partially or undelivered Services,
but doing so does not stop it from using its other rights under the Contract.

Pricing and payments

In exchange for the Deliverables, the Supplier shall be entitled to invoice the Buyer
for the charges in the Order Form. The Supplier shall raise invoices promptly and in
any event within 90 days from when the charges are due.

All Charges:
(@) exclude VAT, which is payable on provision of a valid VAT invoice;
(b) include all costs connected with the supply of Deliverables.

The Buyer must pay the Supplier the charges within 30 days of receipt by the Buyer
of a valid, undisputed invoice, in cleared funds to the Supplier's account stated in the
Order Form.

A Supplier invoice is only valid if it:

(@) includes all appropriate references including the Purchase Order Number and
other details reasonably requested by the Buyer;

(b) includes a detailed breakdown of Deliverables which have been delivered (if

any).

If there is a dispute between the Parties as to the amount invoiced, the Buyer shall
pay the undisputed amount. The Supplier shall not suspend the provision of the
Deliverables unless the Supplier is entitled to terminate the Contract for a failure to
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pay undisputed sums in accordance with clause 11.6. Any disputed amounts shall
be resolved through the dispute resolution procedure detailed in clause 33.

The Buyer may retain or set-off payment of any amount owed to it by the Supplier if
notice and reasons are provided.

The Supplier must ensure that all subcontractors are paid, in full, within 30 days of
receipt of a valid, undisputed invoice. If this doesn't happen, the Buyer can publish
the details of the late payment or non-payment.

The Buyer's obligations to the Supplier

If Supplier fails to comply with the Contract as a result of a Buyer Cause:

(@) the Buyer cannot terminate the Contract under clause 11;

(b) the Supplier is entitled to reasonable and proven additional expenses and to
relief from liability under this Contract;

(c) the Supplier is entitled to additional time needed to deliver the Deliverables;

(d) the Supplier cannot suspend the ongoing supply of Deliverables.

Clause 6.1 only applies if the Supplier:

(@) gives naotice to the Buyer within 10 Working Days of becoming aware;

(b) demonstrates that the failure only happened because of the Buyer Cause;
(c) mitigated the impact of the Buyer Cause.

Record keeping and reporting

The Supplier must ensure that suitably qualified representatives attend progress
meetings with the Buyer and provide progress reports when specified in the Order
Form.

The Supplier must provide information to the auditor and reasonable co-operation at
their request.

If the Supplier is not providing any of the Deliverables, or is unable to provide them, it
must immediately:

(a) tell the Buyer and give reasons;

(b) propose corrective action;

(c) provide a deadline for completing the corrective action.

If the Buyer, acting reasonably, is concerned as to the financial stability of the
Supplier such that it may impact on the continued performance of the Contract then
the Buyer may:

(@) require that the Supplier provide to the Buyer (for its approval) a plan setting
out how the Supplier will ensure continued performance of the Contract and the
Supplier will make changes to such plan as reasonably required by the Buyer
and once it is agreed then the Supplier shall act in accordance with such plan
and report to the Buyer on demand
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(b) if the Supplier fails to provide a plan or fails to agree any changes which are
requested by the Buyer or fails to implement or provide updates on progress
with the plan, terminate the Contract immediately for material breach (or on
such date as the Buyer notifies).

Supplier staff

The Supplier Staff involved in the performance of the Contract must:

(@) be appropriately trained and qualified;

(b) be vetted using Good Industry Practice and in accordance with the instructions
issued by the Buyer in the Order Form Staff Vetting Procedures;

(c) comply with all conduct requirements when on the Buyer's premises.

Where a Buyer decides one of the Supplier's Staff isn’t suitable to work on the
Contract, the Supplier must replace them with a suitably qualified alternative.

If requested, the Supplier must replace any person whose acts or omissions have
caused the Supplier to breach clause 8.

The Supplier must provide a list of Supplier Staff needing to access the Buyer's
premises and say why access is required.

The Supplier indemnifies the Buyer against all claims brought by any person
employed by the Supplier caused by an act or omission of the Supplier or any
Supplier Staff.

The Supplier shall use those persons nominated in the Order Form (if any) to provide

the Deliverables and shall not remove or replace any of them unless:

(@) requested to do so by the Buyer (not to be unreasonably withheld or delayed);

(b) the person concerned resigns, retires or dies or is on maternity or long-term
sick leave; or

(c) the person's employment or contractual arrangement with the Supplier or any
subcontractor is terminated for material breach of contract by the employee.

Rights and protection

The Supplier warrants and represents that:

(@) it has full capacity and authority to enter into and to perform the Contract;

(b) the Contract is executed by its authorised representative;

(c) itis alegally valid and existing organisation incorporated in the place it was
formed;

(d) there are no known legal or regulatory actions or investigations before any
court, administrative body or arbitration tribunal pending or threatened against it
or its affiliates that might affect its ability to perform the Contract;

(e) it maintains all necessary rights, authorisations, licences and consents to
perform its obligations under the Contract;

() it doesn't have any contractual obligations which are likely to have a material
adverse effect on its ability to perform the Contract; and

(g) itis notimpacted by an Insolvency Event.
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The warranties and representations in clause 9.1 are repeated each time the Supplier
provides Deliverables under the Contract.

The Supplier indemnifies the Buyer against each of the following:

(@) wilful misconduct of the Supplier, any of its subcontractor and/or Supplier Staff
that impacts the Contract;

(b) non-payment by the Supplier of any tax or National Insurance.

If the Supplier becomes aware of a representation or warranty that becomes untrue
or misleading, it must immediately notify the Buyer.

All third party warranties and indemnities covering the Deliverables must be assigned
for the Buyer's benefit by the Supplier.

Intellectual Property Rights (IPRs)

Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer
a non-exclusive, , royalty-free, irrevocable, worldwide licence to use the Supplier's
Existing IPR.

Neither Party has the right to use the other Party's intellectual property rights,
including any use of the other Party's names, logos or trademarks, except as
provided in clause 10 or otherwise agreed in writing.

If any claim is made against the Buyer for actual or alleged infringement of a third
party’s intellectual property arising out of, or in connection with, the supply or use of
the Deliverables (an "IPR Claim"), then the Supplier indemnifies the Buyer against all
losses, damages, costs or expenses (including professional fees and fines) incurred
as a result of the IPR Claim.

If an IPR Claim is made or anticipated the Supplier must at its own expense and the

Buyer's sole option, either:

(@) obtain for the Buyer the rights in clauses 10.1 and Error! Reference source
not found. without infringing any third party intellectual property rights;

(b) replace or modify the relevant item with substitutes that don’t infringe
intellectual property rights without adversely affecting the functionality or
performance of the Deliverables.

Ending the contract

The Contract takes effect on the date of or (if different) the date specified in the Order
Form and ends on the earlier of the date of expiry or termination of the Contract or
earlier if required by Law.

The Buyer can extend the Contract where set out in the Order Form in accordance
with the terms in the Order Form.

Ending the Contract without a reason
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The Buyer has the right to terminate the Contract at any time without reason or
liability by giving the Supplier not less than 90 days' written notice and if it's
terminated clause 11.5(b) to 11.5(g) applies.

When the Buyer can end the Contract

(&) If any of the following events happen, the Buyer has the right to immediately
terminate its Contract by issuing a termination notice in writing to the Supplier:

() there's a Supplier Insolvency Event;

(i)  if the Supplier repeatedly breaches the Contract in a way to reasonably
justify the opinion that its conduct is inconsistent with it having the
intention or ability to give effect to the terms and conditions of the
Contract;

(ii)  if the Supplier is in material breach of any obligation which is capable of
remedy, and that breach is not remedied within 30 days of the Supplier
receiving notice specifying the breach and requiring it to be remedied;

(iv) there's a change of control (within the meaning of section 450 of the
Corporation Tax Act 2010) of the Supplier which isn't pre-approved by
the Buyer in writing;

(v) if the Buyer discovers that the Supplier was in one of the situations in 57
(1) or 57(2) of the Regulations at the time the Contract was awarded,;

(vi) the Court of Justice of the European Union uses Article 258 of the
Treaty on the Functioning of the European Union (TFEU) to declare that
the Contract should not have been awarded to the Supplier because of
a serious breach of the TFEU or the Regulations;

(vii) the Supplier or its affiliates embarrass or bring the Buyer into disrepute
or diminish the public trust in them.

(b) If any of the events in 73(1) (a) to (c) of the Regulations (substantial
modification, exclusion of the Supplier, procurement infringement) happen, the
Buyer has the right to immediately terminate the Contract and clause 11.5(b) to
11.5(g) applies.

What happens if the Contract ends

Where the Buyer terminates the Contract under clause 11.4(a) all of the following

apply:

(@) the Supplier is responsible for the Buyer's reasonable costs of procuring
replacement deliverables for the rest of the term of the Contract;

(b) the Buyer's payment obligations under the terminated Contract stop
immediately;

(c) accumulated rights of the Parties are not affected;

(d) the Supplier must promptly delete or return the Government Data except where
required to retain copies by law;

(e) the Supplier must promptly return any of the Buyer's property provided under
the Contract;

()  the Supplier must, at no cost to the Buyer, give all reasonable assistance to the
Buyer and any incoming supplier and co-operate fully in the handover and
re-procurement;

(g) the following clauses survive the termination of the Contract: [3.2.10, 6, 7.2, 9,
11, 14, 15, 16, 17, 18, 34, 35] and any clauses which are expressly or by
implication intended to continue.
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11.6 When the Supplier can end the Contract

11.7

12.
12.1

12.2

12.3

12.4

(@) The Supplier can issue a reminder notice if the Buyer does not pay an
undisputed invoice on time. The Supplier can terminate the Contract if the
Buyer fails to pay an undisputed invoiced sum due and worth over 10% of the
total Contract value or £1,000, whichever is the lower, within 30 days of the
date of the reminder notice.

(b) If a Supplier terminates the Contract under clause 11.6(a):

(i)  the Buyer must promptly pay all outstanding charges incurred to the
Supplier;

(i)  the Buyer must pay the Supplier reasonable committed and unavoidable
losses as long as the Supplier provides a fully itemised and costed
schedule with evidence - the maximum value of this payment is limited
to the total sum payable to the Supplier if the Contract had not been
terminated;

(i) clauses 11.5(d) to 11.5(g) apply.

Partially ending and suspending the Contract
(@) Where the Buyer has the right to terminate the Contract it can terminate or
suspend (for any period), all or part of it. If the Buyer suspends the Contract it
can provide the Deliverables itself or buy them from a third party.
(b) The Buyer can only partially terminate or suspend the Contract if the remaining
parts of it can still be used to effectively deliver the intended purpose.
(c) The Parties must agree (in accordance with clause 24) any necessary variation
required by clause 11.7, but the Supplier may not either:
()  reject the variation;
(i)  increase the Charges, except where the right to partial termination is
under clause 11.3.
(d) The Buyer can still use other rights available, or subsequently available to it if it
acts on its rights under clause 11.7.

How much you can be held responsible for

Each Party's total aggregate liability under or in connection with the Contract
(whether in tort, contract or otherwise) is no more than 125% of the Charges paid or
payable to the Supplier.

No Party is liable to the other for:

(a) any indirect losses;

(b) loss of profits, turnover, savings, business opportunities or damage to goodwill
(in each case whether direct or indirect).

In spite of clause 12.1, neither Party limits or excludes any of the following:

(a) its liability for death or personal injury caused by its negligence, or that of its
employees, agents or subcontractors;

(b) its liability for bribery or fraud or fraudulent misrepresentation by it or its
employees;

(c) any liability that cannot be excluded or limited by law.

In spite of clause 12.1, the Supplier does not limit or exclude its liability for any
indemnity given under clauses 7.5, 8.3, 9.5, 12.2 or 14.9.
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Each Party must use all reasonable endeavours to mitigate any loss or damage
which it suffers under or in connection with the Contract, including any indemnities.

If more than one Supplier is party to the Contract, each Supplier Party is fully
responsible for both their own liabilities and the liabilities of the other Suppliers.

Obeying the law

The Supplier must, in connection with provision of the Deliverables, use reasonable

endeavours to:

(@) comply and procure that its subcontractors comply with the Supplier Code of
Conduct appearing at
(https://www.gov.uk/government/uploads/system/uploads/attachment data/fi
1e/646497/2017-09-

13 Official Sensitive Supplier Code of Conduct September 2017.pdf) and
such other corporate social responsibility requirements as the Buyer may notify
to the Supplier from time to time;

(b) support the Buyer in fulfilling its Public Sector Equality duty under S149 of the
Equality Act 2010;

(c) not use nor allow its subcontractors to use modern slavery, child labour or
inhumane treatment;

(d) meet the applicable Government Buying Standards applicable to Deliverables
which can be found online at:
https://www.gov.uk/government/collections/sustainable-procurement-
thegovernment-buying-standards-gbs

The Supplier indemnifies the Buyer against any costs resulting from any default by
the Supplier relating to any applicable law to do with the Contract.

The Supplier must appoint a Compliance Officer who must be responsible for
ensuring that the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32

"Compliance Officer" the person(s) appointed by the Supplier who is responsible for
ensuring that the Supplier complies with its legal obligations;

Data protection
The Buyer is the Controller and the Supplier is the Processor for the purposes of the
Data Protection Legislation.

The Supplier must process Personal Data and ensure that Supplier Staff process
Personal Data only in accordance with this Contract.

The Supplier must not remove any ownership or security notices in or relating to the
Government Data.

The Supplier must make accessible back-ups of all Government Data, stored in an
agreed off-site location and send the Buyer copies every six Months.
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The Supplier must ensure that any Supplier system holding any Government Data,
including back-up data, is a secure system that complies with the security
requirements specified [in writing] by the Buyer.

If at any time the Supplier suspects or has reason to believe that the Government
Data provided under the Contract is corrupted, lost or sufficiently degraded, then the
Supplier must notify the Buyer and immediately suggest remedial action.

If the Government Data is corrupted, lost or sufficiently degraded so as to be

unusable the Buyer may either or both:

(a) tell the Supplier to restore or get restored Government Data as soon as
practical but no later than five Working Days from the date that the Buyer
receives notice, or the Supplier finds out about the issue, whichever is earlier;

(b) restore the Government Data itself or using a third party.

The Supplier must pay each Party's reasonable costs of complying with clause 14.7
unless the Buyer is at fault.

Only the Buyer can decide what processing of Personal Data a Supplier can do
under the Contract and must specify it for the Contract using the template in Annex 1
of the Order Form (Authorised Processing).

The Supplier must only process Personal Data if authorised to do so in the Annex to
the Order Form (Authorised Processing) by the Buyer. Any further written
instructions relating to the processing of Personal Data are incorporated into Annex 1
of the Order Form.

The Supplier must give all reasonable assistance to the Buyer in the preparation of

any Data Protection Impact Assessment before starting any processing, including:

(a) asystematic description of the expected processing and its purpose;

(b) the necessity and proportionality of the processing operations;

(c) the risks to the rights and freedoms of Data Subjects;

(d) the intended measures to address the risks, including safeguards, security
measures and mechanisms to protect Personal Data.

The Supplier must notify the Buyer immediately if it thinks the Buyer's instructions
breach the Data Protection Legislation.

The Supplier must put in place appropriate Protective Measures to protect against a
Data Loss Event which must be approved by the Buyer.

If lawful to notify the Buyer, the Supplier must notify it if the Supplier is required to
process Personal Data by Law promptly and before processing it.

The Supplier must take all reasonable steps to ensure the reliability and integrity of

any Supplier Staff who have access to the Personal Data and ensure that they:

(a) are aware of and comply with the Supplier's duties under this clause Error!
Reference source not found.;

(b) are subject to appropriate confidentiality undertakings with the Supplier or any
Subprocessor;
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(c) areinformed of the confidential nature of the Personal Data and do not provide
any of the Personal Data to any third Party unless directed in writing to do so
by the Buyer or as otherwise allowed by the Contract;

(d) have undergone adequate training in the use, care, protection and handling of
Personal Data.

The Supplier must not transfer Personal Data outside of the EU unless all of the

following are true:

(a) it has obtained prior written consent of the Buyer;

(b) the Buyer has decided that there are appropriate safeguards (in accordance
with Article 46 of the GDPR);

(c) the Data Subject has enforceable rights and effective legal remedies when
transferred;

(d) the Supplier meets its obligations under the Data Protection Legislation by
providing an adequate level of protection to any Personal Data that is
transferred;

(e) where the Supplier is not bound by Data Protection Legislation it must use its
best endeavours to help the Buyer meet its own obligations under Data
Protection Legislation; and

()  the Supplier complies with the Buyer's reasonable prior instructions about the
processing of the Personal Data.

The Supplier must notify the Buyer immediately if it:

(a) receives a Data Subject Access Request (or purported Data Subject Access
Request);

(b) receives a request to rectify, block or erase any Personal Data;

(c) receives any other request, complaint or communication relating to either
Party's obligations under the Data Protection Legislation;

(d) receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data processed under this
Contract;

(e) receives a request from any third Party for disclosure of Personal Data where
compliance with the request is required or claims to be required by Law;

(f)  becomes aware of a Data Loss Event.

Any requirement to notify under clause 14.17 includes the provision of further
information to the Buyer in stages as details become available.

The Supplier must promptly provide the Buyer with full assistance in relation to any
Party's obligations under Data Protection Legislation and any complaint,
communication or request made under clause 14.17. This includes giving the Buyer:
(@) full details and copies of the complaint, communication or request;

(b) reasonably requested assistance so that it can comply with a Data Subject
Access Request within the relevant timescales in the Data Protection
Legislation;

(c) any Personal Data it holds in relation to a Data Subject on request;

(d) assistance that it requests following any Data Loss Event;

(e) assistance that it requests relating to a consultation with, or request from, the
Information Commissioner's Office.
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The Supplier must maintain full, accurate records and information to show it complies

with this clause 14. This requirement does not apply where the Supplier employs

fewer than 250 staff, unless either the Buyer determines that the processing:

(a) is not occasional;

(b) includes special categories of data as referred to in Article 9(1) of the GDPR or
Personal Data relating to criminal convictions and offences referred to in Article
10 of the GDPR;

(c) s likely to result in a risk to the rights and freedoms of Data Subjects.

The Supplier must appoint a Data Protection Officer responsible for observing its
obligations in this Schedule and give the Buyer their contact details.

Before allowing any Subprocessor to process any Personal Data, the Supplier must:

(@) notify the Buyer in writing of the intended Subprocessor and processing;

(b) obtain the written consent of the Buyer;

(c) enterinto a written contract with the Subprocessor so that this clause 14
applies to the Subprocessor;

(d) provide the Buyer with any information about the Subprocessor that the Buyer
reasonably requires.

The Supplier remains fully liable for all acts or omissions of any Subprocessor.

At any time the Buyer can, with 30 Working Days notice to the Supplier, change this

clause 14 to:

(a) replace it with any applicable standard clauses (between the controller and
processor) or similar terms forming part of an applicable certification scheme
under GDPR Atrticle 42;

(b) ensure it complies with guidance issued by the Information Commissioner's
Office.

The Parties agree to take account of any non-mandatory guidance issued by the
Information Commissioner's Office.

The Supplier:

(@) must provide the Buyer with all Government Data in an agreed open format
within 10 Working Days of a written request;

(b) must have documented processes to guarantee prompt availability of
Government Data if the Supplier stops trading;

(c) must securely destroy all Storage Media that has held Government Data at the
end of life of that media using Good Industry Practice;

(d) securely erase all Government Data and any copies it holds when asked to do
so by the Buyer unless required by Law to retain it;

(e) indemnifies the Buyer against any and all Losses incurred if the Supplier
breaches clause 14 and any Data Protection Legislation.

What you must keep confidential
Each Party must:
(a) keep all Confidential Information it receives confidential and secure;
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(b) not disclose, use or exploit the disclosing Party's Confidential Information
without the disclosing Party's prior written consent, except for the purposes
anticipated under the Contract;

(c) immediately notify the disclosing Party if it suspects unauthorised access,
copying, use or disclosure of the Confidential Information.

In spite of clause 15.1, a Party may disclose Confidential Information which it

receives from the disclosing Party in any of the following instances:

(a) where disclosure is required by applicable Law or by a court with the relevant
jurisdiction if the recipient Party notifies the disclosing Party of the full
circumstances, the affected Confidential Information and extent of the
disclosure;

(b) if the recipient Party already had the information without obligation of
confidentiality before it was disclosed by the disclosing Party;

(c) if the information was given to it by a third party without obligation of
confidentiality;

(d) if the information was in the public domain at the time of the disclosure;

(e) if the information was independently developed without access to the disclosing
Party's Confidential Information;

(f)  toits auditors or for the purposes of regulatory requirements;

(g) on a confidential basis, to its professional advisers on a heed-to-know basis;

(h) to the Serious Fraud Office where the recipient Party has reasonable grounds
to believe that the disclosing Party is involved in activity that may be a criminal
offence under the Bribery Act 2010.

The Supplier may disclose Confidential Information on a confidential basis to Supplier
Staff on a need-to-know basis to allow the Supplier to meet its obligations under the
Contract. The Supplier Staff must enter into a direct confidentiality agreement with
the Buyer at its request.

The Buyer may disclose Confidential Information in any of the following cases:

(@) on a confidential basis to the employees, agents, consultants and contractors
of the Buyer;

(b) on a confidential basis to any other Central Government Body, any successor
body to a Central Government Body or any company that the Buyer transfers or
proposes to transfer all or any part of its business to;

(c) if the Buyer (acting reasonably) considers disclosure necessary or appropriate
to carry out its public functions;

(d) where requested by Parliament;

(e) under clauses 5.7 and 16.

For the purposes of clauses 15.2 to 15.4 references to disclosure on a confidential
basis means disclosure under a confidentiality agreement or arrangement including
terms as strict as those required in clause 15.

Information which is exempt from disclosure by clause 16 is not Confidential
Information.

The Supplier must not make any press announcement or publicise the Contract or
any part of it in any way, without the prior written consent of the Buyer and must take
all reasonable steps to ensure that Supplier Staff do not either.
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When you can share information
The Supplier must tell the Buyer within 48 hours if it receives a Request For
Information.

Within the required timescales the Supplier must give the Buyer full co-operation and
information needed so the Buyer can:

(@) comply with any Freedom of Information Act (FOIA) request;

(b) comply with any Environmental Information Regulations (EIR) request.

The Buyer may talk to the Supplier to help it decide whether to publish information
under clause 16. However, the extent, content and format of the disclosure is the
Buyer’s decision, which does not need to be reasonable.

Invalid parts of the contract

If any part of the Contract is prohibited by Law or judged by a court to be unlawful,
void or unenforceable, it must be read as if it was removed from that Contract as
much as required and rendered ineffective as far as possible without affecting the
rest of the Contract, whether it’s valid or enforceable.

No other terms apply

The provisions incorporated into the Contract are the entire agreement between the
Parties. The Contract replaces all previous statements and agreements whether
written or oral. No other provisions apply.

Other people's rights in a contract

No third parties may use the Contracts (Rights of Third Parties) Act (CRTPA) to
enforce any term of the Contract unless stated (referring to CRTPA) in the Contract.
This does not affect third party rights and remedies that exist independently from
CRTPA.

Circumstances beyond your control

Any Party affected by a Force Majeure Event is excused from performing its

obligations under the Contract while the inability to perform continues, if it both:

(@) provides written notice to the other Party;

(b) uses all reasonable measures practical to reduce the impact of the Force
Majeure Event.

Either party can partially or fully terminate the Contract if the provision of the
Deliverables is materially affected by a Force Majeure Event which lasts for 90 days
continuously.

Where a Party terminates under clause 20.2:
(@) each party must cover its own losses;
(b) clause 11.5(b) to 11.5(g) applies.
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Relationships created by the contract
The Contract does not create a partnership, joint venture or employment relationship.
The Supplier must represent themselves accordingly and ensure others do so.

Giving up contract rights
A partial or full waiver or relaxation of the terms of the Contract is only valid if it is
stated to be a waiver in writing to the other Party.

Transferring responsibilities
The Supplier cannot assign the Contract without the Buyer's written consent.

The Buyer can assign, novate or transfer its Contract or any part of it to any Crown
Body, public or private sector body which performs the functions of the Buyer.

When the Buyer uses its rights under clause 23.2 the Supplier must enter into a
novation agreement in the form that the Buyer specifies.

The Supplier can terminate the Contract novated under clause 23.2 to a private
sector body that is experiencing an Insolvency Event.

The Supplier remains responsible for all acts and omissions of the Supplier Staff as if
they were its own.

If the Buyer asks the Supplier for details about Subcontractors, the Supplier must
provide details of Subcontractors at all levels of the supply chain including:

(@) their name;

(b) the scope of their appointment;

(c) the duration of their appointment.

Changing the contract

Either Party can request a variation to the Contract which is only effective if agreed in
writing and signed by both Parties. The Buyer is not required to accept a variation
request made by the Supplier.

How to communicate about the contract

All notices under the Contract must be in writing and are considered effective on the
Working Day of delivery as long as they’re delivered before 5:00pm on a Working
Day. Otherwise the notice is effective on the next Working Day. An email is effective
when sent unless an error message is received.

Notices to the Buyer or Supplier must be sent to their address in the Order Form.

This clause does not apply to the service of legal proceedings or any documents in
any legal action, arbitration or dispute resolution.

Preventing fraud, bribery and corruption
The Supplier shall not;
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(a) commit any criminal offence referred to in the Regulations 57(1) and 57(2);

(b) offer, give, or agree to give anything, to any person (whether working for or
engaged by the Buyer or any other public body) an inducement or reward for
doing, refraining from doing, or for having done or refrained from doing, any act
in relation to the obtaining or execution of the Contract or any other public
function or for showing or refraining from showing favour or disfavour to any
person in relation to the Contract or any other public function.

The Supplier shall take all reasonable steps (including creating, maintaining and
enforcing adequate policies, procedures and records), in accordance with good
industry practice, to prevent any matters referred to in clause 26.1 and any fraud by
the Staff and the Supplier (including its shareholders, members and directors) in
connection with the Contract and shall notify the Buyer immediately if it has reason to
suspect that any such matters have occurred or is occurring or is likely to occur.

If the Supplier or the Staff engages in conduct prohibited by clause 26.1 or commits
fraud in relation to the Contract or any other contract with the Crown (including the
Buyer) the Buyer may:

(a) terminate the Contract and recover from the Supplier the amount of any loss
suffered by the Buyer resulting from the termination, including the cost
reasonably incurred by the Buyer of making other arrangements for the supply
of the Deliverables and any additional expenditure incurred by the Buyer
throughout the remainder of the Contract; or

(b) recover in full from the Supplier any other loss sustained by the Buyer in
consequence of any breach of this clause.

Equality, diversity and human rights

The Supplier must follow all applicable equality law when they perform their

obligations under the Contract, including:

(a) protections against discrimination on the grounds of race, sex, gender
reassignment, religion or belief, disability, sexual orientation, pregnancy,
maternity, age or otherwise;

(b) any other requirements and instructions which the Buyer reasonably imposes
related to equality Law.

The Supplier must take all necessary steps, and inform the Buyer of the steps taken,
to prevent anything that is considered to be unlawful discrimination by any court or
tribunal, or the Equality and Human Rights Commission (or any successor
organisation) when working on the Contract.

Health and safety

The Supplier must perform its obligations meeting the requirements of:

(a) all applicable law regarding health and safety;

(b) the Buyer's current health and safety policy while at the Buyer’s premises, as
provided to the Supplier.

The Supplier and the Buyer must as soon as possible notify the other of any health
and safety incidents or material hazards they’re aware of at the Buyer premises that
relate to the performance of the Contract.
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Environment
When working on Site the Supplier must perform its obligations under the Buyer's
current Environmental Policy, which the Buyer must provide.

The Supplier must ensure that Supplier Staff are aware of the Buyer's Environmental
Policy.

Tax

The Supplier must not breach any tax or social security obligations and must enter
into a binding agreement to pay any late contributions due, including where
applicable, any interest or any fines. The Buyer cannot terminate the Contract where
the Supplier has not paid a minor tax or social security contribution.

Where the Supplier or any Supplier Staff are liable to be taxed or to pay National
Insurance contributions in the UK relating to payment received under the Off
Contract, the Supplier must both:

(@) comply with the Income Tax (Earnings and Pensions) Act 2003 and all other
statutes and regulations relating to income tax, the Social Security
Contributions and Benefits Act 1992 (including IR35) and National Insurance
contributions;

(b) indemnify the Buyer against any Income Tax, National Insurance and social
security contributions and any other liability, deduction, contribution,
assessment or claim arising from or made during or after the Contract Period in
connection with the provision of the Deliverables by the Supplier or any of the
Supplier Staff.

If any of the Supplier Staff are Workers who receive payment relating to the
Deliverables, then the Supplier must ensure that its contract with the Worker contains
the following requirements:

(a) the Buyer may, at any time during the term of the Contract, request that the
Worker provides information which demonstrates they comply with clause 30.2,
or why those requirements do not apply, the Buyer can specify the information
the Worker must provide and the deadline for responding;

(b) the Worker's contract may be terminated at the Buyer's request if the Worker
fails to provide the information requested by the Buyer within the time specified
by the Buyer;

(c) the Worker's contract may be terminated at the Buyer's request if the Worker
provides information which the Buyer considers isn’t good enough to
demonstrate how it complies with clause 30.2 or confirms that the Worker is not
complying with those requirements;

(d) the Buyer may supply any information they receive from the Worker to HMRC
for revenue collection and management.

Conflict of interest

The Supplier must take action to ensure that neither the Supplier nor the Supplier
Staff are placed in the position of an actual or potential conflict between the financial
or personal duties of the Supplier or the Supplier Staff and the duties owed to the
Buyer under the Contract, in the reasonable opinion of the Buyer.
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The Supplier must promptly notify and provide details to the Buyer if a conflict of
interest happens or is expected to happen.

The Buyer can terminate its Contract immediately by giving notice in writing to the
Supplier or take any steps it thinks are necessary where there is or may be an actual
or potential conflict of interest.

Reporting a breach of the contract
As soon as it is aware of it the Supplier and Supplier Staff must report to the Buyer
any actual or suspected breach of law, clause 13.1, or clauses 26 to 31.

The Supplier must not retaliate against any of the Supplier Staff who in good faith
reports a breach listed in clause 32.1.

Resolving disputes

If there is a dispute between the Parties, their senior representatives who have
authority to settle the dispute will, within 28 days of a written request from the other
Party, meet in good faith to resolve the dispute.

If the dispute is not resolved at that meeting, the Parties can attempt to settle it by
mediation using the Centre for Effective Dispute Resolution (CEDR) Model Mediation
Procedure current at the time of the dispute. If the Parties cannot agree on a
mediator, the mediator will be nominated by CEDR. If either Party does not wish to
use, or continue to use mediation, or mediation does not resolve the dispute, the
dispute must be resolved using clauses 33.3 to 33.5.

Unless the Buyer refers the dispute to arbitration using clause 33.4, the Parties
irrevocably agree that the courts of England and Wales have the exclusive
jurisdiction to:

(a) determine the dispute;

(b) grantinterim remedies;

(c) grant any other provisional or protective relief.

The Supplier agrees that the Buyer has the exclusive right to refer any dispute to be
finally resolved by arbitration under the London Court of International Arbitration
Rules current at the time of the dispute. There will be only one arbitrator. The seat
or legal place of the arbitration will be London and the proceedings will be in English.

The Buyer has the right to refer a dispute to arbitration even if the Supplier has
started or has attempted to start court proceedings under clause 33.3, unless the
Buyer has agreed to the court proceedings or participated in them. Even if court
proceedings have started, the Parties must do everything necessary to ensure that
the court proceedings are stayed in favour of any arbitration proceedings if they are
started under clause 33.4.

The Supplier cannot suspend the performance of the Contract during any dispute.
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34. Which law applies
This Contract and any issues arising out of, or connected to it, are governed by
English law.






