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Tuesday 12 November 2019

[bookmark: _GoBack]Request for Quotation (RFQ) - Activity 
Ref: 1920-20-HWB-DB

Instructions for the Submission of Quotations

European Regional Development Fund

The project is receiving up to £905k of funding from the England European Regional Development Fund as part of the European Structural and Investment Funds Growth Programme 2014-2020.  The Ministry of Housing, Communities and Local Government (and in London the intermediate body Greater London Authority) is the Managing Authority for European Regional Development Fund. Established by the European Union, the European Regional Development Fund helps local areas stimulate their economic development by investing in projects which will support innovation, businesses, create jobs and local community regenerations.  For more information visit https://www.gov.uk/european-growth-funding.

For your ease, we have supplied the forms for completion below.
The completed forms should be returned in their original Word or Excel format to form your quotation. Please only submit the documents requested. 
Any request for additional information or clarification should be submitted via email to SportTechnicalRequests-mb@exchange.shu.ac.uk, under the reference: Ref Activity trackers for the Advanced Wellbeing Research Centre (AWRC). 
This form should be completed and returned via email to SportTechnicalRequests-mb@exchange.shu.ac.uk, under the reference: Ref Activity trackers for the Advanced Wellbeing Research Centre (AWRC), no later than 12:00 noon on Wednesday 20th November 2019. 
The University will not accept quotations made by post, telephone, facsimile.
Signatures are required when returning a quotation. Please note that the typing in of your name is sufficient for these purposes.  
Any costs incurred by the Supplier in the preparation and submission of this quotation will be borne by the supplier and not the University.
The University is not bound to accept any offer or quotation. Order quantities may differ from those requested at quotation stage. The University reserves the right to cancel orders that are not delivered by the date(s) specified.
Orders are subject to the University’s approved standard terms and conditions of purchase, which can be found on our website (please scroll to the bottom of the Supplier's Zone web page): https://www.shu.ac.uk/about-us/our-services/finance-directorate/suppliers-zone 







[bookmark: _MON_1635060097]Please also note the successful bidder will be required to sign the Data Agreement form attached.  

Yours faithfully

Brent Robbins, Technician

REPLY FORM
The University has the following requirements: -
	Description
	
1). Activity trackers which meet the following specifications:

· Tri-axial accelerometer.
· Minimum memory: 4GB.
· Minimum sampling frequency: 30 Hz (please report range).
· Minimum recording period at lowest sampling frequency: 14 days.
· Configurable (with option to be disabled) LCD display to provide real-time feedback to wearer.
· Bluetooth enabled to be compatible with smartphones for behavioural intervention.
· Wear time sensor.
· Inertia measurement unit (gyroscope, magnetometer).
· Ability to measure the following physical activity, sedentary behaviour and sleep parameters: 
· Body position (i.e. lying, sitting, standing)
· Time spent sedentary and sedentary bouts
· Time spent in light, moderate and vigorous physical activity and activity bouts.
· Energy expenditure
· MET classification/activity intensity
· Step count
· Sleep time, sleep latency, sleep efficiency

2). Wrist bands to attach activity trackers to participant.

3). Chargers, data transfer cables, docking units and any other necessary accessories appropriate for the offered amount of activity trackers.

4). Data analysis software with license for use at one main site including any support and maintenance package.  Note:  Please provide all-inclusive costs for a period of 12 months.  Sheffield Hallam University reserve the right to extend the contract beyond this time should further budget become available.



	Quantity
	Maximum quantity for budget of £20,000 ex. VAT (Including license fees, support delivery/shipping fees and training if applicable). Any bids which exceed this price will result in a failed bid and will not be considered.

	Delivery 
	By the 1st week of December 2019, supplier to be flexible if the date needs to be amended due to business needs. Please note as this is receiving external funding, the goods must be delivered, installed and invoiced to allow for payment to be made by end of December.

	Delivery Point
	Advanced Wellbeing Research Centre
Sheffield Hallam University
Olympic Legacy Park
2 Old Hall Road
Sheffield
S9 3TU

	Payment Terms
	30 days from receipt of acceptable invoice following delivery or before the end of December 2019


Quotation Table for completion by the Supplier: 
Please use this form to provide your lowest price for the highest volume. 
Prices should be shown exclusive of VAT. 
Fees, expenses, insurance, travel, disbursements, carriage, delivery (Incoterms DDP) to the delivery point stated above and all discounts, must be included in the offered ‘Total Price’. 
Estimates are not acceptable, only fixed quotations.
Prices must be valid for 60 days following receipt of the quotation.
No interest charges will accumulate on invoices under dispute
	Quantity
	Specification
	Meets description - Y or N
	Explain any qualification to response
	Price Per Item
	Total Price

	[bookmark: Quantity]     
	[bookmark: Text7]Insert Description and model number (as appropriate) 
	
	
	[bookmark: unitPrice]     
	[bookmark: TotalPrice1]£0.00

	[bookmark: Quantity2]     
	Insert Description
	
	
	[bookmark: unitPrice2]     
	[bookmark: TotalPrice2]£0.00

	[bookmark: Quantity3]     
	Insert Description
	
	
	[bookmark: unitPrice3]     
	[bookmark: TotalPrice3]£0.00

	
	
	Total £ 
	[bookmark: Gdtotal]£0.00


Bids must meet the requirements as stated in the description. The University reserves the right to fail any bid which cannot meet all of the functional requirements.
Evaluation:  Bids will be evaluated based on the number of trackers which can be supplied within the available budget and the specification. Bids must also meet the minimum security and system requirements.

	Delivery Date
	

	Confirm that you can meet the delivery date as stated in the requirements, if Not confirmed this will result in a failed submission.
	Confirmed  ☐         Not Confirmed	☐ 
       


I hereby offer to supply the above-mentioned requirements as per the delivery date shown, for the fixed prices quoted above: 
I hereby accept the University’s standard terms and conditions of purchase, which can be found on our website (please scroll to the bottom of the Supplier's Zone web page):https://www.shu.ac.uk/about-us/our-services/finance-directorate/suppliers-zone.
	Supplier Name
	[bookmark: Text3]Insert Supplier Name

	Supplier Address
	[bookmark: Text4]Insert Supplier Address

	Web Address
	[bookmark: Text5]www.example.com

	Name
	[bookmark: Text6]Insert name of authorised signatory

	Title
	Insert role of authorised signatory

	Telephone
	Insert telephone number of authorised signatory

	Mobile
	Insert mobile number of authorised signatory

	E-mail
	Insert email address of authorised signatory

	Signed
	

	Date
	Insert date of signature







Please complete the following 2 forms and return these with your bid.




[bookmark: _MON_1635059765]
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Data PROCESSING TCs - for procurement bids -  final.docx
DATA PROTECTION TERMS AND CONDITIONS

DATA PROCESSING: CONTROLLER TO PROCESSOR

1) These Terms and Conditions (the "Terms") apply to a supplier of Services (the "Supplier") purchased by Sheffield Hallam University (the "University").

2) The University and the Supplier wish to share the Personal Data with each other to enable the provision of Services.

3) The Terms define the categories of Personal Data to be shared, the purposes for which Personal Data is to be shared and to set out measures for compliance with the Data Protection Laws. 

Definitions

		"Data Controller"

		shall have the meaning as set out at Article 4(7) of the GDPR: means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law.



		"Data Loss Event"

		means a data security breach or any event that results or may result in unauthorised use, access or disclosure, accidental or unlawful destruction, loss, alteration or theft of Personal Data.



		"Data Processor"

		means the person or organisation who Processes Personal Data on behalf of the Data Controller.



		"Data Protection Impact Assessment"

		means an assessment by a Data Controller of the impact of the envisaged Processing on the protection of the Personal Data.



		"Data Protection Laws"

		means: (i) the EU General Data Protection Regulation 2016/679 (GDPR) and any applicable national legislation that complements or supplements it, as amended from time to time; (ii) the Data Protection Act 2018 and any other national legislation that governs the handling and protection of Personal Data and personal privacy; and (iii) in case that the European Union legislation is no longer binding on the United Kingdom and a United Kingdom law supersedes the GDPR, that superseding legislation.



		"Data Subject"

		means identified or identifiable living individuals, the categories of which are set out in Appendix 2.



		"Deletion" and "Delete"

		means erasing and destroying the Personal Data or putting the Personal Data beyond use.



		"Personal Data"

		means information relating to the Data Subjects who can be identified directly or indirectly from that information, the categories of which are set out in Appendix 1.



		"Point of Contact"

		means, for each of the University and the Supplier, the individual specified in clause 3.3.



		"Process" and "Processing"

		means any operation or set of operations which is performed on the Personal Data, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction or Deletion.



		"Protective Measures"

		means appropriate technical and organisational measures put in place by the Supplier, reviewed and approved by the University, which may include: pseudonymising and encrypting of Personal Data; ensuring confidentiality, integrity, availability and resilience of Processing systems and services; ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident; and regularly testing, assessing and evaluating the effectiveness of such adopted measures.



		"Services"

		means the services provided by the Supplier which are the subject matter of the Services Agreement. 



		"Services Agreement"

		means the agreement between the University and the Supplier for the provision of the Services.



		"Working Day"

		means Monday to Friday inclusive save for UK bank and statutory holidays and other days when the University or the Supplier is not open for business, such days to be notified in advance by the University or the Supplier to each other.





                                                         

[bookmark: _Ref505959779]Data to be Processed

[bookmark: _Ref472073692][bookmark: _Ref471994421]The University is the Data Controller of the Personal Data, which it collects and Processes according to the terms of its data protection and information security policies and procedures, and the Data Protection Laws.

The Supplier is the Data Processor of the Personal Data, which it Processes on behalf of the University in accordance with its own data protection and information security policies and procedures, the Data Protection Laws and the terms set out in these Terms. 

The University communicates the Personal Data to the Supplier: 

[bookmark: _Ref487035437]exclusively for the Processing purposes outlined in clause 3; and

conforming with the obligations set out in clause 4 and the rights of Data Subjects as outlined in the Data Protection Laws.

The Supplier shall retain securely the Personal Data until the purposes in clause 3 are fulfilled and in all cases for no longer than the periods specified in the University's retention schedules.

[bookmark: _Ref472001819][bookmark: _Ref472074028][bookmark: _Ref487018608][bookmark: _Ref509574879][bookmark: _Ref512512282]Purposes of the Personal Data Processing

The Supplier shall only Process the Personal Data for the general purpose of providing the Services on instruction from the University. The specific Processing purposes arising from the Services Agreement are set out in Appendix 3.

 The Supplier shall not Process any Personal Data in a way that is incompatible with the purposes described in this clause 3.

[bookmark: _Ref472065188]The University and the Supplier shall appoint each a Point of Contact who will work with each other to reach an agreement on any issues related to the Processing of the Personal Data. The Points of Contacts are:

(a) for the University:

· for general enquiries:

      Data Protection Officer 

      Email: dpo@shu.ac.uk 

      Tel. 0114 225 3361

· to report a Data Loss Event:

      IT Helpdesk 

      Email: ITHelp@shu.ac.uk 

      Tel. 0114 225 3333	

(b) for the Supplier:

Name:

Job title: 

Email:

Tel.:

[bookmark: _Ref472067101][bookmark: _Ref487018620]Obligations

The University and the Supplier must ensure compliance with the Data Protection Laws at all times. 

The Supplier shall provide all reasonable assistance to the University in the preparation of a Data Protection Impact Assessment prior to commencing any Processing. Such assistance may, at the discretion of the University, include:

1. a systematic description of the envisaged Processing and the purposes of the Processing;

an assessment of the necessity and proportionality of the Processing in relation to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of the Personal Data.

The Supplier undertakes in respect of the Personal Data Processed by it:

to keep the Personal Data confidential and to only use or disclose it as provided in these Terms, at the specific request of the University or as required by law. If it is so required, the Supplier shall promptly notify the University before disclosing the Personal Data unless prohibited by law;

to Process the Personal Data for such purposes of Processing and with such manner of Processing as strictly determined and instructed by the University;

to Process the Personal Data only on documented instructions from the University and as required by law; 

to notify the University immediately if it considers that any of the University's instructions contravene the Data Protection Laws;

to ensure that:

1. only such of its employees who may be required during the course of their employment to perform tasks relating to the Services have access to the Personal Data; and

such employees are adequately trained in the use, care, protection and handling of personal data as set out in the Data Protection Laws, and are aware of the Supplier's obligations under these Terms to comply with them in relation to all Personal Data Processed by the Supplier on behalf of the University; and

it has taken all reasonable steps to ensure the reliability and integrity of such employees and their appropriate compliance with the Data Protection Laws and the Supplier's obligations under these Terms; and 

it has in place appropriate Protective Measures to keep the Personal Data safe from a Data Loss Event. Such Protective Measures shall be appropriate, taking into account: (i) the nature of the Processed Data to be protected; (ii) the anticipated harm that might result from a Data Loss Event; (iii) the state of technological development; and (iv) the cost of implementing any such measures;

[bookmark: _Ref505947014]if engaging a subcontractor to Process the Personal Data, to ensure that:

1. [bookmark: _Ref504565818]the University has approved in advance and in writing the subcontractor;

a written data Processing agreement between the Supplier and the subcontractor is put in place, and 

the subcontractor complies with these Terms and the Data Protection Laws;

1.1.1. to remain fully liable for all acts and omissions of its subcontractors; 

to maintain complete and accurate records in relation to the Processing and make available to the University all information necessary to demonstrate compliance with these Terms and the Data Protection Laws, and 

to reasonably assist audits and inspections organised by the University in relation to the Processing of the Personal Data.

The Supplier must provide the University with any reasonably requested evidence about its Processing of the Personal Data, including of any subcontracting, without undue delay.

The Supplier is under strict obligation to notify the University of a Data Loss Event without undue delay after becoming aware of the Data Loss Event. The parties agree to provide reasonable assistance to each other as is necessary to facilitate the effect of the identified Data Loss Event.

The Supplier undertakes not to transfer the Personal Data outside the European Economic Area. Exceptionally, the Supplier can transfer the Personal Data outside the European Economic Area only if it has ensured that the following conditions are fulfilled:

the Supplier has put in place appropriate safeguards in relation to the transfer in accordance with Article 46 of the GDPR and has agreed them with the University;

the Data Subjects have enforceable rights and effective legal remedies directly against the Supplier;

the Supplier complies with its obligations under the Data Protection Laws by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the University); and

the Supplier complies with any reasonable requirements requested of it in advance by the University with respect to the transfer of the Personal Data.

The University and the Supplier agree to provide reasonable assistance as is necessary to each other to enable them to comply with data subject access requests and to respond to complaints or communications related to the Processing of the Personal Data.

Term, Termination and Variation

The term of these Terms shall match the duration of the Services Agreement between the University and the Supplier, including any term extension in accordance with the provisions of that Services Agreement. 

The University and the Supplier shall review periodically, on request of the University, the effectiveness of this Data Sharing, having consideration to the purposes set out in clause ‎3. The University can continue, vary or terminate the Services Agreement depending on the outcome of this review.

No variation of these Terms shall be effective unless it is contained in a written instrument signed by the University and the Supplier and annexed to these Terms.

Upon termination of the Services Agreement for any reason: 

the Supplier shall immediately cease the Processing of the Personal Data. In that case, the Deletion procedure outlined in Appendix 4 shall apply.

[bookmark: _Ref513622371]the Supplier undertakes that all Personal Data contained on backup files shall be Deleted and all additional concluding actions related to the Deletion shall be completed within twelve months from the termination of the Services Agreement.

General

The University and the Supplier shall try and resolve any dispute arising from these Terms in good faith through discussions. If the disagreement cannot be resolved within 14 days of it arising, the matter shall be referred for resolution to the Points of Contact.

The University and the Supplier shall each manage its own costs in relation to compliance with the Data Protection Laws.

The Supplier shall indemnify, keep indemnified and defend at its own expense the University against all costs, claims, damages or expenses incurred by the University or for which the University may become liable due to any failure by the Supplier or its employees or agents to comply with any of its obligations under these Terms.

Fines imposed by the Information Commissioner are personal in nature and cannot be recovered under these Terms.

These Terms shall be governed by and construed in accordance with the laws of England and Wales.



		On behalf of 

SHEFFIELD HALLAM UNIVERSITY: 

		On behalf of 





		Signed:



		Signed:



		Name: 

		Name:  



		Job Title: 

                

		Job Title: 



		Date: 

		Date: 
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APPENDIX 1

Categories of Personal Data[footnoteRef:1] [1:  Special Categories of Data means Personal Data consisting of information about the Data Subject's (a) racial or ethnic origin, (b) the political opinions, (c) religious beliefs, (d) trade union membership, (e) physical or mental health or condition, (f) sexual life, and (g) committed or alleged offences and related proceedings, as defined in the Data Protection Laws] 


X which are appropriate in the circumstance

				Type of Data

		☒

if applies to this schedule



		Name (s)

		☐

		Address(es)

		☐

		Telephone number(s)

		☐

		Next of kin (incl relationship)

		☐

		Nationality

		☐

		Age / Date of Birth

		☐

		Gender / sex

		☐

		Disability

		☐

		Photograph(s)

		☐

		Area / Country of residence

		☐

		Criminal convictions

		☐

		Baby Due Date

		☐

		Car registration number

		☐

		Trade Union Membership

		☐

		Names changes (including reason and evidence)

		☐

		National Insurance number (where required)

		☐

		Employee Number

		☐

		Working pattern

		☐

		Start date / Years in Service

		☐

		Equipment records

		☐

		Staff profiles

		☐

		Application information

		☐

		HESA unique identifier

		☐

		Induction, training and development records

		☐

		Secondments

		☐

		Use of and engagement with University services and events

		☐

		Academic work planning records

		☐

		Annual leave entitlement, taken and remaining

		☐

		Survey responses

		☐

		End of contract (including reason for leaving)

		☐

		Award nominations and comments

		☐

		Performance and development review information

		☐

		Student module evaluation

		☐

		Grievances and disciplinary information

		☐

		Line management

		☐

		Video and audio recordings of teaching and learning activities

		☐

		Declarations of Interest

		☐

		Attendance at meetings

		☐

		Dietary requirements

		☐

		Campus CCTV images

		☐

		Absence information (including reasons and dates)

		☐

		Details of health and safety incidents

		☐





				Type of Data

		☒

if applies to this schedule



		Salary, payments and rewards (including settlements and redundancy)

		☐

		Benefit schemes

		☐

		Pension information

		☐

		Bank details / card / payment details

		☐

		Credit/debit card details

		☐

		Payment details

		☐

		Religion / belief

		☐

		Ethnicity

		☐

		Gender identity

		☐

		Sexual Orientation

		☐

		Pregnancy, maternity, paternity, adoption

		☐

		Evidence of disability

		☐

		Health records

		☐

		Reasonable adjustments

		☐

		Pre-employment health screening

		☐

		Safeguarding information

		☐

		Pastoral notes

		☐

		Occupational health referrals and reports

		☐

		Curriculum Vitae

		☐

		Schools / colleges attended

		☐

		Qualifications and grades

		☐

		Employment status

		☐

		Previous Employer details

		☐

		References and referees

		☐

		Research passport

		☐

		Fitness to Practice

		☐

		REF management information

		☐

		Academic activity, research publications, outputs, grants and awards, collaborations/partnerships, and supervision

		☐

		DBS checks

		☐

		Visa / BRP details

		☐

		Work permit

		☐

		Proof of identity (e.g. Passport, driving licence)

		☐

		Qualifications, grades,

module results, course and stage details, attendance, progress & current status, final results.

		☐

		Diagnostic assessments

		☐

		Academic references (including personal statement & predicted grades)

		☐

		Placements and field trips

		☐

		Learning Contract*

		☐

		Income (yours / parental / household)

		☐

		Sponsor

		☐

		Funding, bursary and fee-related information, debt information

		☐
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APPENDIX 2

Categories of Data Subjects 

Delete as appropriate

		

· Business or educational partners or research clients of the University 

· Employees of the University

· Family members of University employees or governors	

· University Governors

· Individuals who are research subjects linked to the University

· Students, potential students or Alumni of the University

· Individuals acting as agents of the University in a formal or informal capacity





APPENDIX 3

Processing purposes



This is not the purpose of the Agreement; it is the purpose for storing and manipulating the Personal Data which is necessary for the functioning of the over-arching Agreement. ie Why is the Personal Data being Processed?



[insert Processing purposes]



for example - "The purpose of collecting and processing this data is to report on who has travelled where"

APPENDIX 4

Deletion procedure



The University and the Supplier acknowledge that in some instances it may take some time for data contained on backup files to be Deleted and any concluding actions related to the Deletion to be completed. In such cases, s.5.4.2 shall apply. During any such interim period the Supplier agrees not to recover or restore the data in backups in any manner that might affect the University’s Data Subjects.


image3.emf
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AWRC Activity Trackers - Supplier Checklist.docx
Sheffield Hallam University	Supplier Checklist

[bookmark: _GoBack]GDPR and IT security requirements for University suppliers

The table outlines the requirements for suppliers who will be processing University data. Suppliers should complete the Response column with Yes or No to signify their agreement with the conditions listed in the Requirements column.

Where the response is No (or you are directed to in the questions) then please explain the reason in the table at the end of this document.

Supplier Name:

		1 - GDPR Requirements

		Response



		a

		Please confirm that your organisation complies with the General Data Protection Regulation and all other applicable legislation with respect to the processing of personal data.

		☐ Yes    ☐ No



		b

		Supplier has a Data Protection Officer in post.



Where no DPO has been appointed, who is accountable for Information Management in the organisation?

		☐ Yes      ☐ No



Name/Role: 





		c

		Indicate if BS 10012 certification has been achieved

		☐ Yes    ☐ No



		d

		Where BS 100012 certification is not in place, do you have GDPR Policies, Procedures and Processes in place?

		☐ Yes    ☐ No



		e

		Is Data Handling/GDPR Training given to staff?

Is it Mandatory?

Please indicate frequency (e.g. at induction, yearly, etc.):

		☐ Yes    ☐ No

☐ Yes    ☐ No

Frequency: 



		f

		Have there been any breaches of your data protection policy or your DPA/PCI-DSS registrations? 

If yes, please provide a brief description at the end of this form (including action taken to avoid any repeat breach)

		☐ Yes    ☐ No



		g

		In the last 12 months have you received any complaints from data subjects in respect of your treatment of their personal data?

If yes, please provide a brief description at the end of this form

		☐ Yes    ☐ No



		h

		In the last 12 months have you been subject to any action from the ICO? 

 If yes, please provide a brief description at the end of this form

		☐ Yes    ☐ No



		2 - IT Security Requirements

		Response



		a

		Suppliers accept and abide by any applicable University IT Regulations and Security Policies (https://eisf.shu.ac.uk/EISF2015/UniversityITRegulationsAndProcedures.html)

		☐ Yes    ☐ No    ☐ N/a



		b

		Suppliers must dispose of IT equipment in line with the University Disposal of IT Equipment Policy (https://eisf.shu.ac.uk/pdf/DisposalofITEquipmentPolicy.pdf)

		☐ Yes    ☐ No



		c

		Tick which Information Security certifications and registrations your organisation holds.













Please provide the Statement of Applicability for any ISO certification you may hold

		☐ Cyber Essentials

☐ Cyber Essentials Plus

☐ Data Security and Protection Toolkit
(formerly IG Toolkit)

☐ PCIDSS



☐ ISO 27001

☐ ISO 27031

☐ ISO 27018








		Answers to the remaining questions (including Q3 The 10 steps to Cyber Security) are only needed where your organisation hasn't obtained ISO 27001 certification, or you are unable to supply the any relevant Statement of Applicability.



		d

		Is there an IT Security Policy in place?

		☐ Yes    ☐ No



		e

		Does your organisation have a dedicated IT Security Team?

		☐ Yes    ☐ No



		[bookmark: _Hlk16174971]f

		In the last 3 years have there been any IT Security breaches at your organisation?

If yes, please provide a brief description at the end of this form (including action taken to avoid any repeat breach)

		☐ Yes    ☐ No



		g

		Describe how you will manage a security breach involving theft of data / personal data from your service.  Include details of how you will communicate with customers throughout the process:









		h

		The University requires data to be securely erased in certain circumstances and uses the "CESG CPA – Higher Level" deletion standard, are you able to support this standard?



Please indicate what deletion standard is used if "CESG CPA – Higher Level" isn’t supported:





		☐ Yes    ☐ No    ☐ N/a



		

		Is data deletion undertaken to the given standard for:

end of contract

copies made on removable media (e.g. USB) sticks

copies made on employee personal devices (e.g. BYOD)

copies made on computer systems (e.g. home working)

Data Subjects right to erasure requests

System or data backups



		

☐ Yes    ☐ No    ☐ N/a

☐ Yes    ☐ No    ☐ N/a

☐ Yes    ☐ No    ☐ N/a

☐ Yes    ☐ No    ☐ N/a

☐ Yes    ☐ No    ☐ N/a

☐ Yes    ☐ No    ☐ N/a



		

		Depending on the system and data, the university may require a full copy of all data held at the end of the contract.



If this was to be a requirement, would it be possible for the University to securely receive this data?

		





☐ Yes    ☐ No    ☐ N/a



		3 - The 10 steps to Cyber Security
The University uses the 10 Steps to Cyber Security framework. Requirements below are based on the framework (https://www.ncsc.gov.uk/guidance/10-steps-cyber-security)

		

Response



		

a

		Do you have a risk management process that ensures that security risks are identified and managed?

		☐ Yes    ☐ No



		

		Give brief details:



		

b

		Do you ensure that IT systems and service security is maintained through regular installation of security patches; removal of unneeded software and hardening of configuration of systems used for University data processing?

		☐ Yes    ☐ No



		

		Give brief details:



		

c

		Do you have Network Security measures in place appropriate to any security risks identified?

		☐ Yes    ☐ No



		

		Give brief details:



		

d

		Do you enforce a ‘least privilege’ policy where staff are only granted the permissions and access to data they require for their role?

		☐ Yes    ☐ No



		

		Give brief details:



		

e

		Do you have a mandatory information security awareness training programme for staff who will process University data?

		☐ Yes    ☐ No



		

		Give brief details:



		

f

		Do you have a process in place and in use to detect and manage information security incidents?

		☐ Yes    ☐ No



		

		Give brief details:



		

g

		Do you have anti-malware tools deployed across all IT equipment in use? This protection must be maintained and frequently updated so that new threats are detected and removed

		☐ Yes    ☐ No



		

		Give brief details:



		

h

		Do you monitor IT systems, services and security tools to detect potential incidents and issues?

		☐ Yes    ☐ No



		

		Give brief details:



		

i

		Do you forbid University data to be stored or transported on removeable media such as USB sticks without encrypting the content to FIPS-140-2 standards?

		☐ Yes    ☐ No



		

		Give brief details:



		

j

		Do you ensure that all University data is not transferred to personally owned computing or mobile devices?

		☐ Yes    ☐ No



		

		Give brief details:



		

k

		Do you prevent staff to remove University data from premises to work on at home or in non-corporate locations without written authorisation from the University?

		☐ Yes    ☐ No



		

		Give brief details:







Where you have answered 'No', the space below may be used to explain why. 

· Any attempt to qualify a Yes answer will automatically render your response No.

· Please include the question number with your answer(s) - e.g. 2b
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Sheffield Hallam University	System Checklist

GDPR and IT security requirements for University systems

These questions outline the requirements for systems that will be processing University data.  Suppliers should complete the Response column with Yes or No to signify their agreement with the conditions listed in the Requirements column.

Supplier: 

System: 

		1 - GDPR Requirements

		Response



		a

		Who is the declared Data Controller?

		☐ SHU    

☐ Joint

☐ Supplier



		b

		Where the University is the Controller, whose Data Processing Agreement will be used?

		☐ SHU    

☐ Negotiated    

☐ Supplier



		c

		Where the Supplier is the Controller, whose Data Sharing Agreement will be used?

		☐ SHU    

☐ Negotiated    

☐ Supplier



		d

		Where will this system be installed

		☐ On Premises at SHU

☐ Mixed (SHU and Cloud)

☐ Cloud



		e

		If the system or any part of it will be in the cloud, where will it be located?

		☐ UK

☐ EEA

☐ Outside EEA with protections

☐ Outside EEA without protections



		f

		If located outside the EEA with protections, please indicate the type of protections used

		☐ Privacy Shield

☐ Adequacy Decision

☐ Legally binding Instrument

☐ Binding Corporate Rules

☐ Standard data protection clauses

☐ Approved Code of Conduct

☐ Approved Certification

☐ Contractual Clauses authorised by a supervisory authority



		g

		Are sub processors involved?

		☐ No sub processors involved

☐ Involved, named and agreed by SHU

☐ Involved and named

☐ Involved and not named



		h

		Where additional sub-processors/third parties may be involved in the future, will SHU have the right to decline their use?

		☐ Yes    ☐ No








		i

		Do any of the sub-processors/third parties have access to University data and under what circumstances?

		☐ Yes    ☐ No



		J

		[bookmark: _GoBack]Where sub-processors/third parties have access, under what circumstance will that access be used?

Response:























		
2 - IT Security Requirements

		Response



		a

		Please supply an architecture diagram showing security controls in place (e.g. encryption, firewalls, etc) and data flows.  This can be a separate document.



		b

		Is encryption used for data:

		☐ In transit

☐ At rest

☐ No encryption used



		c

		If your environment is multi-tenanted how do you ensure security and confidentiality of University data?

Response:



















		d

		SHU offers the following authentication methods, please indicate which you can support

		On Premises

☐ SAML2

☐ LDAPS

☐ AD



Cloud

☐ Shibboleth

☐ SAML2

☐ LDAPS via site-to-site VPN



		e

		Is role-based access and authorisation available?

		☐ Yes    ☐ No



		f

		Are granular permissions available?

		☐ Yes    ☐ No



		g

		What logging is available?

		☐ Access (login/out)

☐ System configuration changes

☐ User activity on the system

☐ Administrator activity on the system

☐ No logging available



		h

		Can this logging be reviewed by University staff?

		☐ Yes    ☐ No
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