ORGANISATION SECURITY PLAN
Potential or existing Organisations must provide the information requested below which will form the basis of the Contract Security Plan. This plan is not exhaustive and where relevant confirmation of additional measures should be obtained or specified.
The Security Plan will set out the proportionate security measures to be implemented and maintained by the Organisation in relation to the Services. All processes associated with the delivery of the Services shall at all times comply with and include security measures and procedures which are sufficient to ensure that the Services comply with the provisions of this schedule. Where relevant this will include international standards such as ISO/IEC27002; ISO/IEC27001; Cyber Essentials or comparable measures.

The Organisation shall comply at all times with Data Protection Legislation and shall not perform its obligations under this Agreement in such a way as to cause the Authority to breach any of its applicable obligations under Data Protection Legislation.

The Plan shall contain the specific technical and organisational measures the Organisation will operate to protect “Authority Data”, which in this context means data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media (including voice), and which are supplied to the Organisation by or on behalf of the Authority; or which the Organisation is required to generate, process, store or transmit pursuant to this Agreement; or any Personal Data for which the Authority is the Data Controller.

Also included here must be any specific Organisational measures to ensure physical environment or personnel security relevant to the Contract whether performed on the DWP estate or Organisations environments. 
If any statements in the plan do not fully accord with the terms and conditions of the contract, the terms and conditions of the contract will be the contracted position.

Cyber Essentials

Government is taking steps to further reduce the levels of cyber security risk in its supply chain. In consultation with industry Government has developed the Cyber Essentials Scheme (referred to throughout this document as Cyber Essentials). Cyber Essentials is for all organisations, of all sizes, and in all sectors. DWP has included reference to Cyber Essentials within invitation to tender and contract documents (including this security plan document). 

Cyber Essentials defines a set of controls which, when properly implemented, will provide organisations with basic protection from the most prevalent forms of threat coming from the internet. Government believes that implementing these measures can significantly reduce an organisation’s vulnerability. However, it does not remove all cyber security risk; for example, it is not designed to address more advanced, targeted attacks and hence organisations facing these threats will need to implement additional measures as part of their security strategy.

Further information can be found at: https://www.gov.uk/government/publications/cyber-essentials-scheme-overview 

Organisations must indicate within this security plan at section 3 ‘Accreditation’ if they have achieved certification to Cyber Essentials, to what level and provide a copy of the certificate.
This security plan template includes detail on cyber controls (indicated with the following quoted within the relevant sections of this plan: ‘This is a Cyber Essentials control’). If your organisation has achieved Cyber Essentials, DWP will consider this as assurance against the relevant Cyber controls.
Useful information:

By implementing Cyber Essentials, organisations are mitigating against the following common types of cyber attack: 

1. Phishing: malware infection through users clicking on malicious e-mail attachments or website links. 

2. Hacking: exploitation of known vulnerabilities in Internet connected servers and devices using widely available tools and techniques. 

Of the basic but successful cyber attacks against UK businesses and citizens of which Government has detailed knowledge, the large majority would have been mitigated by full implementation of the controls under the following, selected categories: 

1. Boundary firewalls and internet gateways 

2. Secure configuration 

3. Access control 

4. Malware protection 

5. Patch management 

	Governance

	Question
	Guidance
	Supplier Response

	Please provide full contact details of your appointed Senior responsible named officer, associated personnel and resources who will act as a first point of contact and conduct ongoing management of security incidents including identification, managing and agreed reporting procedures for actual or suspected security breaches.
	If at any time you suspect or have reason to believe that Authority Data has or may become corrupted, lost or sufficiently degraded in any way for any reason, you must notify the Authority immediately and inform the Authority of the remedial action you will take
	

	Please confirm if your appointed responsible named officer also has the responsibility for risk management within your organisation. If not please supply full contact details of the person responsible for risk management
	
	

	Provide details of the name, contract function and details of any proposed subcontractors you will use
	It will be your responsibility to monitor compliance of any Sub-Contractors and provide assurance to DWP with regard to the security of Authority Data.  

This should set out your organisations overall approach to protecting data assets
	

	If you have a contract reference number please supply.
	
	

	Please provide you overarching policy covering information security/data protection policy.
	
	

	Are your policies reviewed at regular intervals and if so how often?
	
	

	In order to assure all security holding and sharing of data we require a clear "warranty" from the Supplier (in accordance with the contract terms) that all data provided, stored and accessed at any proposed subcontractor (including Data Centre’s) will be treated with rigour as required by the contract
	
	

	Please outline how you will monitor and gain assurance that subcontractors are compliant with the security requirements in accordance with the contract terms
	
	


	Personnel Security

	Question
	Guidance
	Supplier Response

	How many of your personnel access, handle & process Authority Data?
	
	

	How many of your subcontractor personnel access, handle & process Authority Data?
	
	

	BPSS

	Please state what measures are in place to manage the BPSS requirement - including how the 4 mandatory checks are conducted, or will be implemented, within your organisation.
	You shall comply with Baseline Personnel Security Standard/ Government Staff Vetting Procedures in respect of all persons who are employed or engaged by him in provision of the contract. This should be achieved before the Supplier’s personnel access or handle Authority Data. 

This is not a security check as such but a package of pre-employment checks covering:
· Identity

· employment history (at least 3 years minimum)

· nationality/immigration status

· criminal records

designed to provide a level of assurance.

A guidance document ‘HMG Baseline Security Standard – A Guide for DWP Suppliers’ is available at: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/251271/guide-for-dwp-contractors-bpss.pdf
	


	Confidentiality

	Please confirm how this is provided and managed and/or your agreement to implementing this requirement.
	
	

	Do you require your staff and subcontractors to confirm confidentiality as part of their conditions of employment?
	
	

	Provide agreement here that, where at the written request of the Authority, the Supplier shall obtain individual confidentiality statements from supplier’s personnel including subcontractors.
	
	

	Legal and Contractual Obligations

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies

Describe organisational and individual responsibilities for information security and explain how they are clearly defined. How are all staff aware of the security breach policy and potential sanctions available for inappropriate behaviour?

Is a process in place to ensure your organisation is kept up to date with relevant current and emerging best practice?
	You must comply with all the relevant statutory regulatory and contractual requirements for the delivery of the contract including the Data Protection Act, Freedom of Information Act etc. and / or You are aware of the Data Protection Act when processing generating data as it should only be used for the purpose that it was gathered for.

You are aware that you are the data processors on behalf of DWP.

All of the Supplier’s personnel must understand their obligations when handling Authority Data, being aware of their legal and contractual responsibilities including at the start and termination of employment including Data Protection Act, Computer Misuse Act, Freedom of Information Act etc.
	


	Access Controls

	Please describe your processes on termination of employment including how you manage retrieval of data and revoking access to data.
	
	

	Describe the specific access control measures you will operate and how you will implement them in relation to hard copy data – also attach the relevant policies
	You must ensure:

User Access Controls and Procedures are in place to monitor access to Authority Data limiting access to those directly involved in the provision of the Services and who need to know the information i.e. accessing only the minimum amount of data to fulfil their role.
	

	This is a Cyber Essentials control
Describe the specific access control measures you will operate and how you will implement them in relation to use of systems – also attach the relevant policies
	You must ensure:

User Access Controls and Procedures are in place to monitor access to Authority Data, including:

· limiting access to those directly involved in the provision of the Services and 
· who need to know the information i.e. accessing only the minimum amount of data and 
· the levels of access to applications, computers and networks to fulfil their role.

· Special access privileges should be documented and given to a limited number of individuals.

· Administrative accounts should only be used to perform legitimate administrative activities, and should not be granted access to email or the internet.

All systems and services handling Authority Data must have a clearly defined set of password rules to include:

· Secure distribution of passwords.

· Enforcement of strong passwords or two factor authentication.

· Enforcement of automatic policy change.

· Guidance on staff for the use of passwords.

· Administrative accounts configured to require a password change on a regular basis.

Where a physical security token is used as part of the logon process there must be clearly defined and documented procedures for the use of that token. 

The mechanisms provided for enabling, disabling, modifying or deleting user registration details must only be accessible to authorised individuals. System administrators must not logon with full supervisor privileges unless it is essential to do so.
	

	Staff Training and Awareness

	State what training is in place for employees prior to accessing Authority Data, how training is carried out as well as on an ongoing basis , and also describe how understanding is ensured
Please cover if there are different levels of training depending on the job function within the organisation.
	You shall have in place Information Security training and awareness for employees who are accessing Authority Data,

Please provide details as to how often refresher training take place.

For further information and guidance see the following link to the Authority Data Protection and Information Security web page:  https://www.gov.uk/government/organisations/department-for-work-pensions/about/procurement#data-protection-and-information-security
	


	3. Communication Management

	Question
	Guidance
	Supplier Response

	How do you transfer Authority data to and from your subcontractors?
	
	

	Use of Office Systems

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 
How do staff confirm understanding of the use of office systems?
	You shall have policies and guidelines in place with regard to the use of office systems such as electronic media, telephone, fax, video conferencing, e-mail and hard copy post. This could include policies such as Electronic Media Policy, Handling Official Information Policy.
	

	Social Media

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 
Is your organisation proposing to use any form of social media in the delivery of this service? If yes, please provide detail?

Please confirm that you will not use any form of social media, without prior approval/consent by DWP.
	
	

	Handling/transfer/Retention/storage/archiving and destruction

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 
	You shall have procedures and policies in place to provide secure handling/transfer/retention/storage/archiving and destruction of Authority Data, including any back up data.

You shall have procedures in place for the destruction or sanitisation for re-use of redundant media including hard disks, CD or any other storage used to process personal data.
	

	Please include information regarding any voice/call recording that may be involved in the proposed service delivery.
	
	

	Describe how your organisation classifies data.

Also describe how assets are managed. 
	You shall have policies in place for handling, storing, copying or transferring assets; such as asset registers etc.
	


	Accreditation

	If you have any level of Accreditation/Assurance in place such as ISO 27001/2 or Cyber Essentials please provide details
	
	

	Data Protection 

	Is your organisation registered with the Information Commissioner Office, as a Data Controller, and thus comply with all requirements of the Data Protection Act 1998?- If applicable, please provide your data registration number.
	
	

	System Security

	This is a Cyber Essentials control

Boundary firewalls and internet gateways: Describe the specific measures you will operate and how you will implement them - please attach the relevant policies
	Information, applications and computers within the organisation’s internal networks should be protected against unauthorised access and disclosure from the internet, using boundary firewalls, internet gateways or equivalent network devices. 

One or more firewalls (or equivalent network device) should be installed on the boundary of the organisation’s internal network(s). As a minimum: 

1. The default administrative password for any firewall (or equivalent network device) should be changed to an alternative, strong password. 

2. Each rule that allows network traffic to pass through the firewall (e.g. each service on a computer that is accessible through the boundary firewall) should be subject to

approval by an authorised individual and documented (including an explanation of business need). 

3. Unapproved services, or services that are typically vulnerable to attack (such as Server Message Block (SMB), NetBIOS, tftp, RPC, rlogin, rsh or rexec), should be disabled (blocked) at the boundary firewall by default. 

4. Firewall rules that are no longer required (e.g. because a service is no longer required) should be removed or disabled in a timely manner. 

5. The administrative interface used to manage boundary firewall configuration should not be accessible from the internet.
	

	This is a Cyber Essentials control
Secure configuration: Describe the specific measures you will operate and how you will implement them - please attach the relevant policies
	Computers and network devices should be configured to reduce the level of inherent vulnerabilities and provide only the services required to fulfil their role. 

Computers and network devices cannot be considered secure upon default installation. A standard, ‘out-of-the-box’ configuration can often include an administrative account with a predetermined, publicly known default password, one or more unnecessary user accounts enabled (sometimes with special access privileges) and pre-installed but unnecessary applications (or services). 

Default installations of computers and network devices can provide cyber attackers with a variety of opportunities to gain unauthorised access to an organisation’s sensitive information, often with ease. By applying some simple security controls when installing computers and network devices (a technique typically referred to as system hardening), inherent weaknesses can be minimised, providing increased protection against commodity cyber attacks.

Computers and network devices (including wireless access points) should be securely configured. As a minimum: 

1. Unnecessary user accounts (e.g. Guest accounts and unnecessary administrative accounts) should be removed or disabled. 

2. Any default password for a user account should be changed to an alternative, strong password. 

3. Unnecessary software (including application, system utilities and network services) should be removed or disabled. 

4. The auto-run feature should be disabled (to prevent software programs running automatically when removable storage media is connected to a computer or when network folders are accessed). 

5. A personal firewall (or equivalent) should be enabled on desktop PCs and laptops, and configured to disable (block) unapproved connections by default. 
	

	This is a Cyber Essentials control
Malware protection: Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 
	Systems and services handling Authority Data must be protected against malware infection (such as computer viruses, worms and spyware) through the use of malware protection software. The need to ensure systems are protected from malicious and mobile code and prevent infection of that system or service is key.
The organisation should implement robust malware protection on exposed computers. As a minimum: 

1. Malware protection software should be installed on all computers that are connected to or capable of connecting to the internet. 

2. Malware protection software (including program code and malware signature files) should be kept up-to-date (e.g. at least daily, either by configuring it to update automatically or through the use of centrally managed deployment). 

3. Malware protection software should be configured to scan files automatically upon access (including when downloading and opening files, accessing files on removable storage media or a network folder) and scan web pages when being accessed (via a web browser). 

4. Malware protection software should be configured to perform regular scans of all files (e.g. daily). 

5. Malware protection software should prevent connections to malicious websites on the internet (e.g. by using website blacklisting).
	

	This is a Cyber Essentials control
Patching: Describe the specific measures you will operate and how you will implement them - please attach the relevant policies
	Systems and services handling Authority Data must be protected against malware infection (such as computer viruses, worms and spyware) through the use of malware protection software. This should specifically include timely patching in accordance with the manufacturer’s recommendations.
Software running on computers and network devices should be kept up-to-date and have the latest security patches installed.

Any computer and network device that runs software can contain weaknesses or flaws, typically referred to as technical vulnerabilities. Vulnerabilities are common in many types of popular software, are frequently being discovered (e.g. daily), and once known can quickly be deliberately misused (exploited) by malicious individuals or groups to attack an organisation’s computers and networks. 

Vendors of software will typically try to provide fixes for identified vulnerabilities as soon as possible, in the form of software updates known as patches, and release them to their customers (sometimes using a formal release schedule such as weekly). To help avoid becoming a victim of cyber attacks that exploit software vulnerabilities, an organisation needs to manage patches and the update of software effectively.

Software should be kept up-to-date. As a minimum: 

1. Software running on computers and network devices that are connected to or capable of connecting to the internet should be licensed and supported (by the software vendor or supplier of the software) to ensure security patches for known vulnerabilities are made available. 

2. Updates to software (including operating system software and firmware) running on computers and network devices that are connected to or capable of connecting to the internet should be installed in a timely manner (e.g. within 30 days of release or automatically when they become available from vendors). 

3. Out-of-date software (i.e. software that is no longer supported) should be removed from computer and network devices that are connected to or capable of connecting to the internet. 

4. All security patches for software running on computers and network devices that are connected to or capable of connecting to the internet should be installed in a timely manner (e.g. within 14 days of release or automatically when they become available from vendors).
	

	Do you ensure that hardware handling Authority Data is maintained in accordance with the manufacturer’s specifications?
	
	

	Business Continuity

	Please confirm that the measures outlined in your Business Continuity or Contingency / Disaster Recovery plan, comply with the security requirements in accordance with the contract terms - If not, please provide detail?
	All Business Continuity or Contingency / Disaster Recovery plans to manage the effects of unforeseen events such as human error, network failure, computer virus or natural disaster must comply with the DWP security requirements in accordance with the contract terms
	


	Portable Media

	Question
	Guidance
	Supplier Response

	Do you intend to use any form of portable media in the delivery of this contract? If yes, please provide detail.
	
	

	Handling Authority Data when using portable media

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 
Please describe the policies and process for managing the use of laptops, tablets, smartphones etc, encrypted storage devices, including backup tapes (DWP needs to be assured that all laptops or any removable devices or media will be protected by encryption which is certified and configured to at least FIPS 140-2 standard) and other removable media when handling Authority Data
	These policies and procedures should control, protect, secure the use of and management of portable media. You should confirm:

· Equipment is stored in a secure area. 

· Physical assets which handle Authority Data must have a nominated owner, be identifiable and traceable and have their details recorded sufficiently to allow them to be tracked and traced. 

· A level of protection must be given to the Authority Data if it is to be removed from the Supplier’s premises.

· Information stored on portable media is kept to an absolute minimum, and meets the business’ needs.
	

	Remote working i.e. Outreach, home working and home PC use

	Describe the specific measures you will operate, when not in a secure office environment, within your organisation, and how you will implement them (you must attach the policies  for your organisation as part of this security plan)
	This should include, for example, policies and controls in place to manage the risks of working in a non secure environment.
	

	Will remote working take place during the delivery of this contract? If yes, please provide further detail. 
	
	


	Premises Security

	Question
	Guidance
	Supplier Response

	How many sites will be used in the delivery of the contract?
	
	

	If multiple sites are involved in the delivery of the contract then please describe your premises set up.

e.g. whether it involves being sole occupier of buildings owned by your organisation or within a multiple occupancy site that your organisation does not own, or another configuration.
	
	


	Building Security 

	Describe the specific measures you will operate for your premises to ensure that Authority Data is protected from unauthorised access, theft or damage – please attach the relevant policies
	These should cover:

· Controls and procedures in place to secure the perimeter of site building or office 

· Controls and procedures in place to allow only authorised personnel to enter site, building or office

· Controls and procedures in place to allow only authorised personnel into secure areas

· Controls to ensure visitors are accompanied at all times in areas where Authority Data is accessed

· Controls to ensure Authority Data is safeguarded from unauthorised access, theft or damage
	


	Data “Off shoring”

	Question
	Guidance
	Supplier Response

	DPA and storage of Data

	Please confirm if your organisation is considering offshoring in relation to the proposed solution to this contract and that DWP approval will be sought and gained before off shoring processes or storage of Authority Data.
	Authority Data must not be processed outside the UK without the prior written consent of DWP and must at all times comply with the Data Protection Act 1998.

The DWP Offshoring Policy controls apply when a contractor or sub-contractor wishes to: 

· host DWP systems, services or official information outside the UK; 

· allow staff based outside the UK to have access to DWP systems, services or official information; 

· bring foreign nationals (“Landed Resources”) to the UK to provide services including, but not limited to, applications development and support, testing and other similar activities.
	


	Audit and Testing

	Question
	Guidance
	Supplier Response

	Security Tests

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 

Include results of penetration testing in this section and what backups are carried out.
	You shall conduct tests on the processes and countermeasures contained within the security plan.

All networks hosting Authority Data, including back-ups, must be protected to prevent unauthorised external access.
	

	Audit Trail

	Describe the specific measures you will operate and how you will implement them - please attach the relevant policies 
	All actions performed by suppliers must be traceable to users who process Authority Data. Users should be aware that their actions are recorded and ALL incidents will be investigated and actions taken.  

You shall have an audit trail which can be interrogated by authorised individuals and will identify who has:

· Performed an action, which means,

· Browsing information.

· Creating information.

· Updating information.

· Deleting information.

· What they did.

· When they did it

· Where they did it from
	

	Test environments

	Describe the specific measures you will operate and how you will implement them – please attach the relevant policies
	The environment for any system or service handling Authority Data, including pilots, must be separate from test and development environments.

Controls must be in place to ensure that test or development systems and data are not improperly migrated to the live environment
	

	Please confirm that you will not use any Authority Data for testing purposes, without prior consent.
	
	


	Risk Management

	Question
	Guidance
	Supplier Response

	Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers?
	
	

	Are risk registers, owned, mitigated and reviewed on an ongoing basis?
	
	


	Incident Management

	Question
	Guidance
	Supplier Response

	Describe the specific measures you will operate within your organisation, and how you will implement them - please attach the relevant policies
	You shall have in place:

· Processes and policies to ensure action is instigated when suspected incidents of misuse or breaches of security occur and a disciplinary process in place.

· Processes for detecting unauthorised accesses (or attempted accesses), which must be treated as a security incident.
	

	Please confirm that you will notify DWP immediately should any incident occur which could compromise Authority Data
	
	


	Other policies or procedures

	Question
	Guidance
	Supplier Response

	Please detail any other relevant policies or procedures you have in place.
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