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[bookmark: _Toc46395387]Part A - Order Form 

	Digital Marketplace service ID number:
	4771 6938 1895 858

	Call-Off Contract reference:
	SR423742619

	Call-Off Contract title:
	Import Control System 2

	Call-Off Contract description:
	UK Government requires the Import Control System to handle post and parcels to be delivered.  This is required as part of the UK / EU trade negotiations.
The ICS2 system will implement the new requirements resulting from UCC regarding the lodgement and treatment of entry summary declarations (ENS), namely the provision of ENS data in more than one submission and/or by different persons (‘multiple filing’) and the exchange of that data and the risk analysis results among the customs authorities. The ICS2 will lead to a complete new architecture and phased replacement of the existing trans-European ICS system.  The programme will be implemented in three phases or releases.  


	Start date: 
	27/07/20

	Expiry date:
	26/11/21

	Call-Off Contract value:
	£5,448,644

	Charging method:
	At 6 weekly intervals upon full completion of the milestone deliverables. 

	Purchase order number:
	610951 (Vendor number)



This Order Form is issued under the G-Cloud 11 Framework Agreement (RM1557.11). 
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	HMRC
Buyer’s main address:
100 Parliament St 
London
SW1A 2BQ

	To: the Supplier



	Equal Experts UK Ltd
0203 603 7830
Supplier’s address:
307 Euston Rd
London
NW1 3AD
Company number: 
06191086

	Together: the ‘Parties’



[bookmark: _Toc46395388]Principal contact details 
	For the Buyer:


	Title: Mr 
Name: Stuart Betty
Email: Stuart.Betty@hmrc.gov.uk
Phone: 03000 585093

	For the Supplier:
	Title: Mr
Name: Adrian Moss
Email: amoss@equalexperts.com
Phone: 07887 548 736



[bookmark: _Toc46395389]Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 27/07/20 and is valid for 16 months (+ a possible additional 6 months agreed on a monthly basis) 

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least [90] Working Days from the date of written notice for undisputed sums or at least [30] days from the date of written notice for Ending without cause. 

	[bookmark: _17dp8vu]Extension period:
	This Call-Off Contract can be extended by the Buyer for 6 period(s) of up to 1 month each, by giving the Supplier 1 month’s written notice before its expiry.
[bookmark: _3rdcrjn][bookmark: _26in1rg][bookmark: _lnxbz9]



[bookmark: _Toc46395390]Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud lot:
	This Call-Off Contract is for the provision of Services under: 
G-Cloud 11 – Cloud Hosting, software & support 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below:
[bookmark: _1ksv4uv]Delivery of requirement outlined at “Call Off Contract Description” above constituting 3 scrum teams for 352 days work in total.

	Additional Services:
	N/A

	Location:
	The base location for the Services will be in Southend and the Supplier’s delivery team will be expected to attend onsite periodically for planning and alignment. 

However remote working will be permitted whilst COVID 19 restrictions are in place. 

Travel may be expected to other Client sites. Where the Supplier’s delivery team are required to travel to locations outside of the base location (Southend), the Client will pay travel expenses as per the Travel and Subsistence rates as set out below:

	Short-term Night Subsistence Allowances Bed and Breakfast Capped Rates

	Location
	Maximum Nightly Rate

	London / within M25
	£120

	Bristol
	£100

	Gatwick / Oxford
	£90

	Portsmouth / Fareham / Southampton / Leeds
	£85

	Elsewhere
	£80

	Mileage Allowance
	25p per mile

	Rail Travel
	Standard Class

	Air Travel
	Economy Class




	Quality standards:
	The quality standards required for this Call-Off Contract are set out in Schedule 1 services.

	Technical standards: 
	The technical standards required for this Call-Off Contract are set out in Schedule 1 services.

	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are:

· The supplier will deliver through six-weekly milestones, on time, to the required quality and technical standards agreed at milestone planning stage.
· At the end of each milestone cycle there will be an assessment to ensure delivery was to the agreed standard.
· The supplier will provide performance stats for each milestone highlighting exceptions and issues relating to delivery.
· The supplier will provide an Engagement Manager to manage delivery, reporting and communications. This activity can be conducted remotely whilst COVID-19 restrictions are in place.

	Onboarding: 
	The onboarding plan for this Call-Off Contract is as follows:

· Supplier and Buyer will meet to discuss services required, expected
deliverables and ways of working.
· The supplier will select suitably qualified and experienced staff to
deliver the service and will ensure the relevant security checks i.e.
BPSS are completed prior to arrival on site.
· The Buyer will be provided with the names of the selected staff
prior to arrival on-site to ensure security, access and equipment
requirements are met.
· The supplier will have control and manage deployment of resources necessary to deliver the outcomes set out in this document and, as such, will provide the expertise as necessary in agreement with HMRC.
· Line management and control of service delivery will be wholly retained and the responsibility of the supplier.
· The supplier has the right to substitute staff at any point providing the replacement staff equally qualified/experienced. If it becomes necessary to replace appointed individual(s) with another equivalent resource during the period of this engagement, HMRC will be informed of the decision with 72 hours’ notice prior to arrival on-site to ensure security, access and equipment requirements are met. 

Further information about the onboarding plan is detailed in the Initial discovery and planning section of Schedule 1 – The Services.

	Offboarding: 
	The offboarding plan for this Call-Off Contract to include is as follows:

· Supplier to return all Buyers’ assets and to provide appropriate documentation for all deliverables.
· Supplier to provide knowledge/skills transfer to existing staff prior to
expiry of the contract
· A comprehensive handover will be delivered

Further information about the offboarding plan is detailed in the Handover and Exit Management section of Schedule 1 – The Services.

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed £5,000,000.   
The annual total liability for Buyer Data defaults will not exceed £6,750,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability for all other defaults will not exceed the greater of £6,750,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).


	Insurance:
	The insurance(s) required will be: 

· a minimum insurance period of 6 years following the expiration or Ending of this Call-Off Contract
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law


	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 14 consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits. Clauses 7.4 to 7.13 of the G Cloud 11 Framework Agreement.


	Buyer’s responsibilities:
	The Buyer is responsible for   
1. providing access to relevant HMRC sites if required;  
2. providing suitable physical work environment and IT equipment in order to deliver the service; 
3. providing existing system documentation and access to solution design; documents, product backlog, and features for the IT services and related business processes;
4. and providing relevant resources for knowledge/transfer/mentoring  
5. assuring the suitability of the solution.  In order to do this HMRC will implement the following Governance review team that will review the engagement on a regular basis. It will comprise of the following members: 
a) Stuart Betty – Payment and Governance 
b) Karen Daniels – Delivery Compliance
c) Gayathri Shyamsundar– Technical/Coding Compliance 
d) Libinu Stephen – Testing Compliance 
6. providing Surface Pro’s and access to userdomain01, JIRA, Gitlab (developer permission), Confluence, AWS, D4D required by the Supplier’s personnel, as determined by HMRC
7. creating a distinct area within JIRA for supplier to undertake project/issue tracking
8. working with the Supplier to ensure the provisioning of services meets the agreed quality standards
9. reserves the right to intervene, have a quality review and mutually agree a quality improvement plan


	[bookmark: _44sinio]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract includes Surface Pro’s and access to userdomain01, JIRA, Gitlab (developer permission), Confluence, AWS, D4D.



[bookmark: _Toc46395391]Supplier’s information
	Subcontractors or partners:
	N/A



[bookmark: _Toc46395392]Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS.

	Payment profile:
	The payment profile for this Call-Off Contract is that payment is to be made in arrears after the satisfactory completion of each milestone. 

	Invoice details:
	The Supplier will issue electronic invoices upon satisfactory completion of the agreed milestones. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

	Who and where to send invoices to:
	MYBuyhelpdesk@hmrc.gov.uk

	Invoice information required – for example purchase order, project reference:
	HMRC is now operating SAP Ariba Buying and Invoicing platform (internally badged as myBUY). All suppliers are obligated to receive Purchase Orders from, and transact Invoices back to, HMRC over the Ariba Network. Successful suppliers will be required to register with HMRC on the Ariba Network with an Enterprise Account.

The Supplier shall not raise an invoice without having procured a purchase order number generated with HMRC’s e-Portal trading system (myBUY) in accordance of this Agreement and that discrete purchase order numbers shall be used in respect of each Service and each Order.

The Supplier shall ensure that each invoice contains the following information:
a. the date of the invoice;
b. a unique invoice number;
c. the Service Period or other period(s) to which the relevant Charge(s) relate;
d. the correct reference for this Agreement;
e. the reference number of the purchase order to which it relates;
f. (f) the dates between which the Services that are the subject of each of the Charges   detailed on the invoice were performed;
g. a description of the Services;
h. the pricing mechanism used to calculate the Charges (such as Guaranteed Maximum Price with Target Cost, Fixed Price, Time and Materials etc);
i. any payments due in respect of Achievement of a Milestone, including the Milestone Achievement Certificate number for each relevant Milestone;
j. the total Charges gross and net of any applicable deductions and, separately, the amount of any Reimbursable Expenses properly chargeable to the Authority under the terms of this Agreement, and, separately, any VAT or other sales tax payable in respect of each of the same;
k. details of any Service Credits or Delay Payments or similar deductions that shall apply to the Charges detailed on the invoice;
l. reference to any reports required by the Authority in respect of the Services to which the Charges detailed on the invoice relate (or in the case of reports issued by the Supplier for validation by the Authority, then to any such reports as are validated by the Authority in respect of the Services);
m. a contact name and telephone number of a responsible person in the Supplier's finance department in the event of administrative queries;
n. the banking details for payment to the Supplier via electronic transfer of funds (i.e. name and address of bank, sort code, account name and number);
o. For Service Charges charged on a Fixed Price Mechanism, the invoice shall contain the “top line” detail of the relevant Service; and
p. (p) for Service Charges charged on a consumption basis, the Supplier shall use the measurement period from the 16th of the preceding Service Period to the 15th of the Service Period to which the invoice relates.

	Invoice frequency:
	Invoice will be sent to the Buyer upon satisfactory completion of the agreed milestones.

	Call-Off Contract value:
	The total value of this Call-Off Contract is £5,448,644 

	Call-Off Contract charges:
	The breakdown of the Charges is detailed in Schedule 2 – Call-Off Contract Charges.


[bookmark: _3j2qqm3]
[bookmark: _Toc46395393]Additional Buyer terms
	[bookmark: _4i7ojhp]Performance of the service and deliverables: 
	[bookmark: _2xcytpi]This Call-Off Contract will include the following:

· Onboarding plan
· Milestone deliverables
· Knowledge transfer
· Offboarding plan

[bookmark: _1ci93xb][bookmark: _3whwml4]A detailed breakdown of the deliverables is set out in the Detailed Deliverables and Delivery Milestones sections of Schedule 1 – The Services. 

	[bookmark: _2bn6wsx]Alternative clauses:
	HMRC Mandatory Clauses are included at Schedule 8 of this agreement and Equal Experts Clauses are included at Schedule 9 of this agreement.

	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	HMRC Mandatory Clauses are included at Schedule 8 of this agreement. 

	Personal Data and Data Subjects:
	Annex 1 and Annex 2 of Schedule 7 are not being used. 



1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.11.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	
	

	Title:
	
	

	Signature:
	[image: ]
	[image: ]

	Date:
	
	



[bookmark: _Toc46395394]Schedule 1 - Services
Background
The EU Exit Programme has been mobilised to prepare HMRC systems and processes to prepare for the end of the “transition period” following the UK’s exit from the EU on 31st January 2020. Following EU Exit, it is assumed that the whole of the UK (Great Britain and Northern Ireland) will be within the Safety & Security zone and will be required to implement an Import Control System (ICS2) to handle the safety and security declarations for preloaded air express parcels and post, arriving in the EU from outside of the Customs Union. The ICS2 will lead to new architecture and a phased replacement of the existing trans-European ICS system.  The programme will be implemented in three phases or releases.  
The ICS2 system will implement the new requirements resulting from Union Customs Code (UCC) regarding the lodgement and treatment of entry summary declarations (ENS), namely the provision of ENS data in more than one submission and/or by different persons (‘multiple filing’) and the exchange of that data and the risk analysis results among the customs authorities. ICS2 Phase 1 is for pre-arrival notification of imports for parcels and post to enable risking on the goods to be carried out. The risk results will be sent to the EU central repository.  
Overview of Requirement
This release will cover the obligation on the relevant economic operators (postal operators and express integrators) to provide the minimum data i.e. ENS pre-loading dataset. 
HMRC anticipates that the delivery of this service will require three scrum teams of eight personnel for 16 months to deliver ICS2 Phase 1. The initial size of the team will be agreed and confirmed during the initial discovery milestone and any changes required to the team’s structure and composition to re-align the project to the required outcomes will be agreed between the Parties at the outset of each milestone. The Supplier will maintain complete service delivery responsibility for the consultants throughout the delivery of this service.
This statement of work will focus on the following feature for development phase:
· The analysis, design, development testing, implementation, incident resolution and knowledge transfer to HMRC for the ICS2 Service
· This work will utilise Agile methodology.
The ICS phase 1 features to be covered are:
· Pre-Arrival import information for parcels and post for risking
· Transmission of risk results to EU Central repository 
· User Interface (UI for Border Force

Required Deliverables
For ICS2 Phase1, the incoming messages will arrive from EU Central Services via the CCN2 (Common Communication Network2) end point. Incoming messages will be requests, notifications or responses to UK information requests.

Orchestration – the C&IT orchestration components are involved with all messages and give additional control to the various message flows by giving them context/state within the various business processes. The main orchestration component that need to be delivered is the Message Orchestration Service (HADES) itself. This will provide the following services:
· Storing of message metadata
· Support for conditional behaviour – for example the first instance of a message type for a declaration may be treated differently to any subsequent instances
· Message timer – where it is necessary to give other involved EU member states a specified time to respond
HADES will have a UI for use by Border Force to assist their case workers and to allow them to trigger further / ad-hoc risking.
The main external consumer is EU Central Services via the CCN2 end point. Outgoing messages will be responses to EU requests, notifications and information requests.

All messages received from the EU will be in a .xml message format and will be translated into a .json format in the Integration Framework for internal (HMRC) use. Outgoing messages will follow a reverse process being translated into .xml messages on the way out. Messages are always added to queues in their original format and any transformation happens when processing from the queue.
The Royal Mail Group (RMG) are also an actor in the messaging sphere. They have a specific role and must submit notifications of presentation of goods (parcels) to the UK ICS2 system. These messages are received and handled in the same way as other inbound messages.

In the below integration flow table, the items marked with an (✗) under HADES Orchestration (C&IT) are in the scope of delivery. 

	Ref #
	API / File Transfer *
	Integration Flow Name
	External Actors
	Application Platform Services

	
	
	
	EU Common Repository
	Border Force
	Royal Mail Group
	Digital
	Integration Framework 
	HADES Orchestration (C&IT)
	Risk Engine
	Data & Analytics Services 
	Case Management 

	A1
	API
	Receive E-risk request (Publish)
	X
	
	
	X
	X
	
	
	
	

	A2
	API
	Receive Amendment (Publish)
	X
	
	
	X
	X
	
	
	
	

	A3
	API
	Receive Additional Information (Publish)
	X
	
	
	X
	X
	
	
	
	

	A4
	API
	Receive IMS E-Screening Result (Publish)
	X
	
	
	X
	X
	
	
	
	

	A5
	API 
	Receive Control Notification (Publish)
	X
	
	
	X
	X
	
	
	
	

	A6
	API
	Receive ENS Presentation List (Publish)
	
	
	X
	X
	X
	
	
	
	

	A7
	API
	Receive Invalidate Filing Notification (Publish)
	X
	
	
	X
	X
	
	
	
	

	A8
	API
	Receive ENS Revocation List (Publish
	
	
	X
	X
	X
	
	
	
	

	B1
	API
	Create Risk Request (Publish)
	
	
	
	
	
	X
	
	
	

	B2
	API
	Create Risk Result (Publish)
	
	
	
	
	X
	
	X
	
	

	B3
	API
	Create Case Outcome (Publish)
	
	
	
	
	X
	
	
	
	X

	B4
	API
	Create Risk Analysis Result (Publish)
	
	
	
	
	
	
	
	
	

	B5
	API
	Create E-Risk Hit Notification (Publish)
	
	
	
	
	X
	X
	
	
	

	B6
	API
	Duplicate of B2
	
	
	
	
	
	
	
	
	

	B7
	API
	Duplicate of B2
	
	
	
	
	
	
	
	
	

	B8
	API
	Create Request for Further Information (Publish)
	
	
	
	
	X
	
	
	
	X

	B9
	API
	Create Control Notification (Publish)
	
	
	
	
	X
	X
	
	
	

	B10
	API
	Create AEOS Notification (Publish)
	
	
	
	
	X
	X
	
	
	

	B11
	API
	Create Control Decision (Publish)
	
	
	
	
	X
	
	
	
	X

	B12
	API
	Create ENS List (Publish)
	
	
	
	
	X
	X
	
	
	

	B13
	API
	Create Invalidated ENS List (Publish)
	
	
	
	
	X
	X
	
	
	

	B14
	API
	Create Risk Assessment List (Publish)
	
	
	
	
	X
	X
	
	
	

	B15
	API
	Create Updated Risk Assessments (Publish)
	
	
	
	
	X
	
	X
	
	

	B16
	API
	Duplicate of B15
	
	
	
	
	X
	
	
	
	X

	B17
	API
	Create ENS Revocation List (Publish)
	
	
	
	
	X
	X
	
	
	

	C1
	API
	Receive e-risk request (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C2
	API
	Create Risk Request (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C3
	API
	Create Risk Request (Subscribe)
	
	
	
	
	X
	
	X
	
	

	C4
	API
	Create Risk Result (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C5
	API
	Duplicate of C4
	
	
	
	
	
	
	
	
	

	C6
	API
	Create Risk Result (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C7
	API
	Duplicate of C6
	
	
	
	
	
	
	
	
	

	C8
	API
	Duplicate of C4
	
	
	
	
	
	
	
	
	

	C9
	API
	Create Risk Result (Subscribe)
	
	
	
	
	X
	
	
	
	X

	C10
	API
	Create Request for Further Information (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C11
	API
	Create Request for Further Information (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C12
	API
	Amend Declaration (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C13
	API
	Amend Declaration (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C14
	API
	Amend Declaration (Subscribe)
	
	
	
	
	X
	
	
	
	X

	C15
	API
	Update Dec with Further Information (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C16
	API
	Update Dec with Further Information (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C17
	API
	Update Dec with Further Information (Subscribe)
	
	
	
	
	X
	
	
	
	X

	C18
	API
	Update Declaration with E-Screening Results
	
	
	
	
	X
	X
	
	
	

	C19
	API
	Update Declaration with E-Screening Results
	
	
	
	
	X
	
	
	X
	

	C20
	API
	Update Declaration with E-Screening Results
	
	
	
	
	X
	
	
	
	X

	C21
	API
	Receive Control Notification Request (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C22
	API
	Create Control Notification Request (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C23
	API
	Create Control Notification (Subscribe)
	
	
	
	
	X
	
	
	
	X

	C24
	API
	Create AEOS Notification (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C25
	API
	Amend Control Notification (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C26
	API
	Amend Control Notification (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C27
	API
	Create ENS Presentation List (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C28
	API
	Create ENS Presentation List (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C29
	API
	Create Invalidated ENS List (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C30
	API
	Create Invalidated ENS List (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C31
	API
	Create Invalidated ENS List (Subscribe)
	
	
	
	
	X
	
	
	
	X

	C32
	API
	Create Updated Risk Score (Subscribe)
	
	
	
	
	X
	
	X
	
	

	C33
	API
	Create Updated Risk Score (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C34
	API
	Create Updated Risk Score (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C35
	API
	Create Updated Risk Score (Subscribe)
	
	
	
	
	X
	
	
	
	X

	C36
	API
	Create Updated Risk Score (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C37
	API
	Create Updated Risk Score (Subscribe)
	
	
	
	
	X
	
	
	X
	

	C38
	API
	Create ENS Revocation List (Subscribe)
	
	
	
	
	X
	X
	
	
	

	C39
	API
	Create ENS Revocation List (Subscribe)
	
	
	
	
	X
	
	
	X
	

	D1
	API
	Update Declaration (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D2
	API
	Update Risk Analysis (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D3
	API
	Create Risk Analysis (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D4
	API
	Create E-Risk Hit Notification (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D5
	API
	Create Risk Result (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D6
	API
	Update Request for Further Information (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D7
	API
	Create Request for Further Information (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D8
	API
	Update Amendment (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D9
	API
	Update Additional Information Response (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D10
	API
	Update E-Screening Result (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D11
	API
	Create Control Notification (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D12
	API
	Create AEOS Notification (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D13
	API
	Create AEOS Notification (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D14
	API
	Create Control Notification (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D15
	API
	Create Control Notification (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D16
	API
	Create ENS List (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D17
	API
	Create ENS List (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D18
	API
	Create Invalidated ENS List (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D19
	API
	Create Updated Risk Score (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D20
	API
	Create Updated Risk Score (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D21
	API
	Create Updated Risk Score (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D22
	API
	Create Updated Risk Score (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	D23
	API
	Create ENS Revocation list (Subscribe)
	
	X
	
	X
	X
	
	
	
	

	D24
	API
	Create ENS Revocation list (Subscribe)
	X
	
	
	X
	X
	
	
	
	

	n/a
	File
	Send file to BF Common Landing Zone
	
	X
	
	X
	X
	
	
	X
	



Delivery Milestones
Initial discovery and planning:
The table below contains the tasks, deliverables and duration of the initial discovery and planning stage. All tasks and deliverables will need to be completed in full prior to proceeding to the next milestone. 
	Tasks
	Duration
	Deliverables

	· Participating in C&IT Specific discovery workshops
· Develop a deep understanding of the requirements 
· Impact analysis of the requirement
· Requirement specification documents.
· Prepare backlog for the first 2 sprints
· Initial team structure and split
· Developing the delivery plan
· Delivery estimation 
· Set up of a development environment
· Preparing the Low Level Design (LLD) document
	· Initial onboarding and discovery workshops (29/07/20 – 31/07/20)
· 10 working days for producing the below deliverables (14/08/20).
1. High level estimates for delivering ICS2 MVP
1. Firm estimates for delivering Epic2 i.e. IMS/OMS journey for MVP
1. High level delivery plan for ICS2 MVP
1. Firm delivery plan for Epic2 of MVP
1. Initial team structure

· Below deliverables should be completed before the beginning of Sprint 1 (26/08/20).
1. Product backlog for Epic 2, with firm user stories for Sprint 1, 2
1. LLD with firm details on sections essential for getting started with Sprint 1
	· High level estimates for delivering ICS2 MVP
· Firm estimates for delivering Epic2 i.e. IMS (Involved Member State) / OMS (Other Member State) journey for MVP
· High level delivery plan for ICS2 MVP
· Firm delivery plan for Epic2 of MVP
· Initial team structure
· Product backlog for Epic 2, with firm user stories for Sprint 1, 2
· LLD with firm details on sections essential for getting started with Sprint 1




6-weekly Milestones:
All subsequent milestones will occur in six-weekly sprints. As standard, the Supplier will be required to deliver the following high-level deliverables during each milestone (excluding the discovery and planning milestone), alongside any additional deliverables agreed with HMRC prior to the milestone commencing:
· Design Authority deliverables
· Sprint Scope document prepared and User Stories completion fully updated in JIRA​
· Technical documentation updated and complete (Any updates to solution, Sequence diagrams, data models, etc) updated and uploaded to Teams​
· API matrix updated at the end of the sprint with changes if any​
· Updates to Sequence Diagrams complete if there were any changes during Sprint​


· Quality Assurance deliverables
· Unit test written and passed​
· All Automated QA test scripts published with Pass / Fail results​
· Scrum QA tests completed and shared
· Outputs signed off by Scrum QA’s
· Code written to standard and stored in repository​
· Code review complete​
· PO verify Acceptance
· Sev 1/2 Defect outstanding from Scrum QA Testing shared​
· Code Coverage > 90% (Sonar Cube) Sonarqube exclusions should only include spring Application class and Swagger Config Class​

· Deployment deliverables
· Code deployed through CDCI into DevInt environment
· DevInt Sanity checking complete​​
· Docker images with version for each service available​
· Release notes presented in GitLab

· ​Management deliverables
· Management status report
· Knowledge transfer to identified HMRC resources complete

If the Project outlined in this CCD is Discovery in nature, some or all of the above responsibilities may not be applicable.  In these instances, acceptance criteria will be agreed at the commencement of the project and reviewed periodically in line with project requirements.

A joint collaborative review of the milestone deliverables will occur every 6 weeks on a rolling basis to measure progress and re-align deliverables to the required outcomes. The Supplier will be required to complete a Contract Checkpoint document (CCD) if there are new deliverables required by HMRC at the outset of a new milestone. The CCD is appended to this Schedule at Appendix 1 – Contract Checkpoint document.  

The Supplier will provide an indicative cost within the CCD to determine the time and materials required to deliver the deliverables in full in line with the acceptance criteria. The indicative costs will be calculated using the Contract Charges as included within Schedule 2 – Call-Off Contract Charges.

Approvals
Approvals for the satisfactory completion of each milestone will be assessed against the acceptance criteria as agreed prior to the commencement of each milestone.  HMRC will nominate a single representative to sign off milestones. 
Below are the individuals who will sit on HMRC’s approval board and the areas that they will be reviewing to determine approval: 
1. Product Owner (Sathya Periasamy) 
a) Acceptability of the end product
b) Acknowledging the business requirement and acceptance criteria being met
c) Approving the demo/show and tell  
2. Technical Architecture (Gayathri Shyamsundar) 
a) Acceptability of the end product design
b) Industry coding standard and best practices followed
c) Approved technology implemented 
3. Test Lead/Manager/Head of Testing (Libinu Stephen) 
a) Approval of testing practices
b) Approval of test results
c) Approval of test completion reports 
4. EU Transition Programme Lead (Vikram Mathur)  
a) Prioritizing the work items
b) Assigning the features
c) Approval of the work request
d) Approval of sprint delivery 
e) Approving show and tell/Demo or the delivered features. 
Work is only deemed accepted when all 4 checkpoint areas are complete:
· Design Authority deliverables
· Quality Assurance deliverables
· Deployment deliverables
· Management deliverables
HMRC will not unreasonably withhold approval.
Where the Supplier has failed to meet the acceptance criteria within the required timelines as agreed within the CCD, the Supplier will be required to carry out any additional work required to meet the acceptance criteria as soon as possible and at no extra cost to HMRC. 

Project dependencies and conflicts

The Supplier will not be liable to the Buyer or any other Person for any failure to provide any Service outlined in this CCD in the following circumstances: 
· if any Dependency is not met through no fault of the Supplier;
· if the failure is at the written request or with the written consent of an authorised C&IT Project Manager; 
· if any Law to which the Supplier is subject prohibits or limits the performance of the Services; and/or 
· if the failure results from a Force Majeure event (as defined in the Call Off Contract).
Notwithstanding the foregoing, the Supplier will:
· Notify the Buyer or Buyer’s representative of the failure as soon as reasonably possible following discovery and;
· Use all reasonable efforts to provide the Services while any of the circumstances specified in this Section subsist.

Supplier Responsibilities
 The Supplier will be responsible for:
· Ensuring sufficient resources of necessary quality to complete the delivery of the Statement of Works
· Ensuring the deliverables and outcomes will meet agreed standards
· Providing the sole line management for the Supplier’s personnel
· Ensuring that any security checks outlined in the call-off are completed
· Allocating a work package owner from the supplier team who: 
a) Will coordinate with the Review Panel Team
b) Will deal with all commercial requirements or behavioural issues 
c) Will meet with a minimum of 3 (of 4) of the review team panel once a week 
d) Will own any escalations raised by the review panel team

Technical & Quality Standards

Quality Standards:
The quality standards necessary for this project are the sufficient quality and quantity of resources required to deliver the Required Outcomes. Deliverables and outcomes will meet the agreed standards as set out in Appendix 2: Quality Standards of this Schedule. The quality standards will be reviewed monthly between Client and Supplier.

Technical Standards:
All supplier outputs must conform to industry standards adopted by HMRC/ Industry technical standards, policies and guidelines as applicable. A detailed breakdown of the HMRC/Industry technical standards required by the Client can be found within the following documents:

http://10.102.105.232:8080/display/DBP/Checkstyle%2CPMD+plugin   
http://10.102.105.232:8080/display/RGAD/Development+Tools+and+Technologies 
http://10.102.105.232:8080/display/RGAD/F.+DevOps+Tools  
http://10.102.105.232:8080/display/RGAD/Branching+Strategy+-+Hot+Fix+-+Non+Prod+Environments 
http://10.102.105.232:8080/display/RGAD/Continuous+Delivery+and+Release+Management 
http://10.102.105.232:8080/display/DBP/Microservice+best+practise 

The above links are live documents and their contents may be updated throughout the lifetime of the contract. Adherence to above standards are to be reviewed monthly between Client and Supplier.

Handover and Exit Management 

Knowledge transfer will occur continuously throughout the service delivery and will be captured during the six weekly progress reviews.
During the initiation milestone of this project a handover and exit management strategy will be formulated by the Supplier and reviewed by HMRC. This will include knowledge transfer and handover tasks required.





Appendix 1 – Contract Checkpoint document

Contract Checkpoint Document

HMRC

Import Control System






Date:		[xx] 
Version: 	[xx]


Contents
1.	Summary	3
2.	Background	3
3.	Description of the Requirement	3
4.	Responsibilities	3
5.	Deliverables	3
6.	Performance Standards and Quality Assurance	3
Quality standards:	3
Technical standards	3
7.	Acceptance Criteria	3
8.	Locations of work and travel	3
9.	Off boarding and Termination	3
10.	Handover and Exit Management	3
11.	Overtime and on-call	3
12.	Reporting and Communications	3
13.	Approvals	3
14.	Annexes	3
Annexe A – Resource Rate Card	3




1. [bookmark: _Toc496509725]Summary

	Project/Programme Title
	xx 

	Framework Agreement
	G Cloud

	Call off Agreement
	Start date: xx/xx/xxxx
End date: xx/xx/xxxx


	CCD Start Date
	Xx/xx/xxxx

	CCD End Date
	Xx/xx/xxxx

	Man days included
	 X days

	Total coverage of CCD
	 X days

	Total cost to complete CCD
	£xx



This Contract Checkpoint Document is made by and between

[Supplier name and Address]

AND

[HMRC name and address]
2. [bookmark: _Toc496509726]Background

[xx]
3. [bookmark: _Toc496509727]Description of the Requirement

[xx]
4. [bookmark: _Toc496509728]Responsibilities
The supplier will be responsible for:
· Xx
· Xx
· xx

The Client will be responsible for:
· xx
· xx
· xx

5. [bookmark: _Toc496509729]Deliverables

[xx]

6. [bookmark: _Toc496509731]Performance Standards and Quality Assurance
[bookmark: _Toc496509732][bookmark: _Toc493771340]Quality standards:
[xx]
[bookmark: _Toc496509733][bookmark: _Toc493771341]Technical standards:
[xx]
Overview 
[xx]
Outcomes 
[xx]
7. [bookmark: _Toc496509734][bookmark: _Toc493771342]Acceptance Criteria	

[xx]

8. [bookmark: _Toc496509735][bookmark: _Toc493771343]Locations of work and travel
[bookmark: _Toc496509736][bookmark: _Toc493771344]
[xx]

9. Off boarding and Termination
[xx]

[bookmark: _Toc493771345]Handover and Exit Management
[xx]

[bookmark: _Toc496509738]10. Overtime and on-call
[xx]

[bookmark: _Toc496509739][bookmark: _Toc493771346]11. Total Cost and Breakdown of Cost
[£xx]2 
12. Reporting and Communications
[xx]

[bookmark: _Toc496509740]12. Approvals
	Signed for on behalf of HMRC
	Signed for on behalf of Equal Experts

	Signed: 


	Signed:


	Name:  
	Name: 

	Title: [insert title]
	Title: [insert title]

	Date: 
	Date:

	
	

	

	



[bookmark: _Toc496509741]Annex A – Resource Rate Card


	
	
	

	
	
	

	
	
	

	
	
	








[bookmark: _Toc496509743]
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Appendix 2 – Quality Standards

Test principles

	Ref
	Test Principle (TP)

	TP1
	Agile By Default - HMRC will use Agile techniques as the preferred delivery approach and take on board GSDM concepts of building quality in, everyone is responsible for quality, fast feedback, tests are an asset of the product, faster delivery into production, clear and consistent view of testing and optimise value. 

	TP2
	Greatly reduce our reliance on end to end testing - HMRC’s ambition is for components/services to become independently testable and deployable over time, where possible.  To support that ambition each component/service must understand its interactions with dependent systems and run thorough discrete integration tests (system integration in the small) on these interactions.   System integration in the large tests (sometimes called end to end testing) should only be used to validate end to end connectivity and/or data flows, where integration in the small tests cannot cover. This should result in components/services having better contracts with their dependencies, enabling us to move ever closer to independent testing and deployment of releases.

	TP3
	Risk Based Testing - focus testing on the highest risk areas according to a documented testing risk assessment. Predictive testing and Failure Mode & Effects Analysis (FMEA) will support the Risk Based Testing approach through historical project data relating to defect trends.  The risk based testing approach must be a joint sign-off between the HMRC change owner and the CDIO IT service owner.

	TP4
	Test Early - testing representatives need early sight of IT change to ensure they are properly assessed for testing requirements in terms of scope, timescales and budget, as well as for ensuring clear and unambiguous acceptance criteria.

	TP5
	Allow sufficient time for testing - give due consideration to the risks associated with a test, ensuring sufficient iterations/cycles are planned and that there is time for defect detection, defect resolution and retest.

	TP6
	Defect Prevention - HMRC expect the test process to evolve and improve through post implementation analysis, root cause analysis and test process improvement. By doing this, improved defect prevention can be achieved.

	TP7
	Test Automation - automate as much as possible to allow early testing of both functional and non-functional requirements.  Automated testing will be at the forefront of our drive to make substantial cost savings by implementing an automation first policy.

	TP8
	Test Stage containment - fix defects within iteration/ test stage where they are detected wherever possible rather than defer the risk until a later iteration/test stage. 

	TP9
	Definition of Done, Test Entry Reviews & Test Exit Reviews – For Agile “Definition of Done” has been assessed and agreed for all Epics, Features and User Stories in scope and has been accepted by the Product Owner.  For other deliveries all tests under the control of a formal test plan must be subjected to a test entry review to ensure the entry criteria have been met i.e. testing starts when the entry criteria have been met so if the scheduled start date is missed, management action is needed to maintain the test schedule or slippage will occur; all tests must be subjected to a test exit review to ensure that the exit criteria have been met and the test can be formally declared as complete. The Team delivering the outcome should provide evidence of Definition of Done/Exit Criteria at Review.

	TP10
	Suspension & resumption of testing - under circumstances set out in a test plan, testing may be suspended and then later resumed; such actions will be recorded and may result in project risks and/or issues being raised, depending on the nature of the interruption to testing.

	TP11
	Test Completion - every test will have an associated test completion condition to formally close the test activity. Test Completion Reports should be produced as required.

	TP12
	Re-testing and Regression testing - when defects are fixed they will be subjected to re-test to confirm that the fix is effective; consideration must also be given to the need to administer regression tests, based on the balance of risk for the underlying changes made for the fix and any other changes made in the release.

	TP13
	Consider the timing of non-functional testing - should not always be left until the end as there could be cases where critical components should be tested early to de-risk the overall solution. Virtualisation can be an effective way of quickly standing up a test environment to carry out non-functional testing early in the lifecycle.

	TP14
	Re-use of test artefacts - to maintain value in testing the management of test assets for re-use is key.

	TP15
	User Centred Testing - HMRC puts the user at the forefront of all products it delivers. User testing must be integrated into the Test Lifecycle to ensure that the system satisfies the needs of the customer as specified in the Business and functional requirements (for Agile User Stories and Epics) and provides confidence in its use.  There is no separate user acceptance test stage in the HMRC test lifecycle, we need to test functions and Business processes and Business products that our customers and colleagues will use in their daily work throughout the IT lifecycle to ensure we are focused on delivery that quality in use. 

	TP16
	Defect Management Process - incidents that occur during any testing process need to be managed properly. It is expected that robust Defect Management Procedures will be applied during test execution.

	TP17
	Test Environments/Virtualisation - HMRC expect appropriate test environments to be available in a timely fashion to allow testing to be completed.  HMRC has a strategic drive towards Virtualised Environments but recognises other environments may be used in the interim.

	TP18
	Use of test management tools - all categories of test tools will be considered for use by each project/service team.

	TP19
	Testing must be measurable – this ensures the value of testing can be established in terms of time, cost and quality.

	TP20
	Adoption of standards - wherever possible use existing corporate, national and international standards, as well as tracking emerging standards to ensure on-going use of industry best practice.  Any deviation from standards must be justified and documented.




C&IT Test Guild Delivery Framework:
https://hmrc.sharepoint.com/sites/SPS076673047















[bookmark: _Toc46395395]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

	
	Strategy & Architecture
	Business Change
	Solution Development & Implementation
	Service Management
	Procurement & Management Support
	Client Interface

	1. Follow
	-
	-
	-
	-
	-
	-

	2. Assist
	-
	-
	-
	-
	
	

	3. Apply
	
	
	
	
	
	

	4. Enable
	
	
	
	
	
	

	5. Ensure/Advise
	
	
	
	
	
	

	6. Initiate/Influence
	
	
	
	
	
	

	7. Set Strategy/Inspire
	
	
	
	
	
	



[bookmark: _Toc46395396]Part B - Terms and conditions

[bookmark: _Toc46395397]1. Call-Off Contract start date and length

1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.

[bookmark: _Toc46395398]2. Incorporation of terms

2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _147n2zr]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _3o7alnk]4.11 to 4.12 (IR35)
· [bookmark: _23ckvvd]5.4 to 5.5 (Force majeure)
· [bookmark: _ihv636]5.8 (Continuing rights) 
· 5.9 to 5.11 (Change of control) 
· [bookmark: _32hioqz]5.12 (Fraud)
· [bookmark: _1hmsyys]5.13 (Notice of fraud)
· [bookmark: _41mghml]7.1 to 7.2 (Transparency)
· [bookmark: _2grqrue]8.3 (Order of precedence)
· [bookmark: _vx1227]8.4 (Relationship)
· [bookmark: _3fwokq0]8.7 to 8.9 (Entire agreement)
· [bookmark: _1v1yuxt]8.10 (Law and jurisdiction)
· [bookmark: _4f1mdlm]8.11 to 8.12 (Legislative change)
· [bookmark: _2u6wntf]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _19c6y18]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _3tbugp1]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _28h4qwu]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _nmf14n]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _37m2jsg]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _1mrcu09]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _46r0co2]8.49 to 8.51 (Publicity and branding)
· [bookmark: _2lwamvv]8.52 to 8.54 (Equality and diversity)
· 8.57 to 8.58 (data protection)
· [bookmark: _111kx3o]8.62 to 8.63 (Severability)
· [bookmark: _3l18frh]8.64 to 8.77 (Managing disputes and Mediation) 
· [bookmark: _206ipza]8.78 to 8.86 (Confidentiality) 
· 8.87 to 8.88 (Waiver and cumulative remedies)
· 8.89 to 8.99 (Corporate Social Responsibility)
· paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form

2.2 [bookmark: _4k668n3]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _2zbgiuw]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _1egqt2p]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _3ygebqi]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _2dlolyb]The Parties acknowledge that they are required to complete the applicable Annexes contained in schedule 4 (Processing Data) of the Framework Agreement for the purposes of this Call-Off Contract.  The applicable Annexes being reproduced at schedule 7 of this Call-Off Contract.
2.4 The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.5 [bookmark: _sqyw64]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

[bookmark: _Toc46395399]3. Supply of services

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.

[bookmark: _Toc46395400]4. Supplier staff

4.1 The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.

[bookmark: _Toc46395401]5. Due diligence

5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _Toc46395402]6. Business continuity and disaster recovery

6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.

[bookmark: _Toc46395403]Payment, VAT and Call-Off Contract charges

7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment Processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.

[bookmark: _Toc46395404]8. Recovery of sums due and right of set-off

8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.

[bookmark: _Toc46395405]9. Insurance

9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third­-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 

[bookmark: _Toc46395406]10. Confidentiality 

10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.78 to 8.86. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
[bookmark: _Toc46395407]11. Intellectual Property Rights

11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
[bookmark: _Toc46395408]12. Protection of information

12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.

[bookmark: _Toc46395409]13. Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data.
13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Protection of Sensitive Information and Assets at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· [bookmark: _43ky6rz]the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/collection/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.

[bookmark: _Toc46395410]14. Standards and quality

14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.

[bookmark: _Toc46395411]15. Open source

15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.

[bookmark: _Toc46395412]16. Security

16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 

[bookmark: _Toc46395413]17. Guarantee

17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee

[bookmark: _Toc46395414]18. Ending the Call-Off Contract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.

[bookmark: _Toc46395415]19. Consequences of suspension, ending and expiry

19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.87 to 8.88 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.

[bookmark: _Toc46395416]20. Notices

20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email to notices@equalexperts.com
	9am on the first Working Day after sending
	Sent by pdf to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).

[bookmark: _Toc46395417]21. Exit plan

21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 

[bookmark: _Toc46395418]22. Handover to replacement supplier

22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
[bookmark: _Toc46395419]23. Force majeure

23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.

[bookmark: _Toc46395420]24. Liability

24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form

[bookmark: _Toc46395421]25. Premises

25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.

[bookmark: _Toc46395422]26. Equipment

26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.

[bookmark: _Toc46395423]27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.

[bookmark: _Toc46395424]28. Environmental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.

[bookmark: _Toc46395425]29. The Employment Regulations (TUPE)

29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.

[bookmark: _Toc46395426]30. Additional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.

[bookmark: _Toc46395427]31. Collaboration

31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services

[bookmark: _Toc46395428]32. Variation process

32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.

[bookmark: _Toc46395429]33. Data Protection Legislation (GDPR)

33.1    Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.57 and 8.58 of the Framework Agreement are incorporated into this Call-Off Contract.  For reference, the appropriate GDPR templates which are required to be completed in accordance with clauses 8.57 and 8.58 are reproduced in this Call-Off Contract document at schedule 7 




















[bookmark: _Toc46395430]Schedule 3 - Collaboration agreement
Not Applicable
[bookmark: _2fk6b3p]


















[bookmark: _Toc46395431]Schedule 4 - Alternative clauses
[bookmark: _Toc46395432]1. Introduction
1.1 This Schedule specifies the alternative clauses that may be requested in the Order Form and, if requested in the Order Form, will apply to this Call-Off Contract.
[bookmark: _Toc46395433]2. Clauses selected
2.1 The Customer may, in the Order Form, request the following alternative clauses:
2.1.1 Scots Law (see paragraph 2.1.2 of this Schedule)
2.1.2 Scots Law
Law and Jurisdiction
References to England and Wales in incorporated Framework Agreement clause 8.10 (Law and Jurisdiction) of this Call-Off Contract will be replaced with Scotland and the wording of the Framework Agreement and Call-Off Contract will be interpreted as closely as possible to the original English and Welsh Law intention despite Scots Law applying.  
Reference to England and Wales in Working Days definition within the Glossary and interpretations section will be replaced with Scotland.
References to the Contracts (Rights of Third Parties) Act 1999 will be removed in clause 27.1
Reference to the Freedom of Information Act 2000 within the defined terms for ‘FoIA/Freedom of Information Act’ to be replaced with Freedom of Information (Scotland) Act 2002.
Reference to the Supply of Goods and Services Act 1982 will be removed in incorporated Framework Agreement clause 4.2.
References to “tort” will be replaced with “delict” throughout.

2.2  The Customer may, in the Order Form, request the following Alternative Clauses:
2.7.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this Schedule)
2.3 [bookmark: _Toc46395434]Discrimination
2.3.1 The Supplier will comply with all applicable fair employment, equality of treatment and anti-	discrimination legislation, including, in particular, the Employment (Northern Ireland) Order 	2002, the Fair Employment and Treatment  (Northern Ireland) ) Order 1998, the Sex 	Discrimination (Northern Ireland) Order 1976 and 1988, the Employment Equality (Sexual 	Orientation) Regulations (Northern Ireland) 2003, the Equal Pay Act (Northern Ireland) 1970, 	the Disability Discrimination Act 1995, the Race Relations (Northern Ireland) Order 1997, the 	Employment Relations (Northern Ireland) Order 1999 and Employment Rights (Northern Ireland 	) Order 1996 Employment Equality (Age) Regulations (Northern Ireland) 2006; Part-time 	Workers (Prevention of less Favourable Treatment) Regulation 2000; Fixed-term Employees 	(Prevention of Less Favourable Treatment) Regulations 2002, The Disability Discrimination 	(Northern Ireland) Order 2006, The Employment Relations (Northern Ireland) Order 2004, The 	Equality Act (Sexual Orientation) Regulations (Northern Ireland) 2006, The Employment 	Relations (Northern Ireland) Order 2004 and The Work and Families (Northern Ireland) Order 	2006; and will use his best endeavours to ensure that in his employment policies and practices 	and in the delivery of the services required of the Supplier under this Call-Off Contract he 	promotes equality of treatment and opportunity between:
a. persons of different religious beliefs or political opinions
b. men and women or married and unmarried persons
c. persons with and without dependants (including women who are pregnant or on 	maternity leave and men on paternity leave)
d. persons of different racial groups (within the meaning of the Race Relations (Northern 	Ireland) Order 1997)
e. persons with and without a disability (within the meaning of the Disability Discrimination 	Act 1995)
f. persons of different ages
g. persons of differing sexual orientation

2.3.2 The Supplier will take all reasonable steps to secure the observance of clause 2.3.1 of this 	Schedule by all Supplier Staff. 

2.4 [bookmark: _Toc46395435]Equality policies and practices
2.4.1 The Supplier will introduce and will procure that any Subcontractor will also introduce and 	implement an equal opportunities policy in accordance with guidance from and to the 	satisfaction of the Equality Commission. The Supplier will review these policies on a regular 	basis (and will procure that its Subcontractors do likewise) and the Customer will be entitled to 	receive upon request a copy of the policy.
2.4.2 The Supplier will take all reasonable steps to ensure that all of the Supplier Staff comply with its 	equal opportunities policies (referred to in clause 2.3 above). These steps will include:
a. the issue of written instructions to staff and other relevant persons
b. the appointment or designation of a senior manager with responsibility for equal 	opportunities
c. training of all staff and other relevant persons in equal opportunities and harassment 	matters
d. the inclusion of the topic of equality as an agenda item at team, management  and staff 	meetings
The Supplier will procure that its Subcontractors do likewise with their equal opportunities 	policies.
2.4.3 The Supplier will inform the Customer as soon as possible in the event of: 
a. the Equality Commission notifying the Supplier of an alleged breach by it or any Subcontractor (or any of their shareholders or directors) of the Fair Employment and Treatment (Northern Ireland) Order 1998 or
b. any finding of unlawful discrimination (or any offence under the Legislation mentioned in clause 2.3 above) being made against the Supplier or its Subcontractors during the Call-Off Contract Period by any Industrial or Fair Employment Tribunal or Court,
The Supplier will take any necessary steps (including the dismissal or replacement of any 	relevant staff or Subcontractor(s)) as the Customer directs and will seek the advice of the 	Equality Commission in order to prevent any offence or repetition of the unlawful discrimination 	as the case may be.
2.4.4 The Supplier will monitor (in accordance with guidance issued by the Equality Commission) the 	composition of its workforce and applicants for employment and will provide an annual report on 	the composition of the workforce and applicants to the Customer. If the monitoring reveals 	under-representation or lack of fair participation of particular groups, the Supplier will review the 	operation of its relevant policies and take positive action if appropriate. The Supplier will impose 	on its Subcontractors obligations similar to those undertaken by it in this clause 2.4 and will 	procure that those Subcontractors comply with their obligations. 
2.4.5 The Supplier will provide any information the Customer requests (including information 	requested to be provided by any Subcontractors) for the purpose of assessing the Supplier’s 	compliance with its obligations under clauses 2.4.1 to 2.4.5 of this Schedule.
2.5 [bookmark: _Toc46395436]Equality 

2.5.1 The Supplier will, and will procure that each Subcontractor will, in performing its/their 	obligations under this Call-Off Contract (and other relevant agreements), comply with the 	provisions of Section 75 of the Northern Ireland Act 1998, as if they were a public authority 	within the meaning of that section.
2.5.2 The Supplier acknowledges that the Customer must, in carrying out its functions, have due 	regard to the need to promote equality of opportunity as contemplated by the Northern Ireland 	Act 1998 and the Supplier will use all reasonable endeavours to assist (and to ensure that 	relevant Subcontractor helps) the Customer in relation to same.
2.6 [bookmark: _Toc46395437]Health and safety
2.6.1 The Supplier will promptly notify the Customer of any health and safety hazards which may 	arise in connection with the performance of its obligations under the Call-Off Contract. The 	Customer will promptly notify the Supplier of any health and safety hazards which may exist or 	arise at the Customer premises and which may affect the Supplier in the performance of its 	obligations under the Call-Off Contract.
2.6.2 While on the Customer premises, the Supplier will comply with any health and safety measures 	implemented by the Customer in respect of Supplier Staff and other persons working there.
2.6.3 The Supplier will notify the Customer immediately in the event of any incident occurring in the 	performance of its obligations under the Call-Off Contract on the Customer premises if that 	incident causes any personal injury or damage to property which could give rise to personal 	injury.
2.6.4 The Supplier will comply with the requirements of the Health and Safety at Work (Northern 	Ireland) Order 1978 and any other acts, orders, regulations and codes of practice relating to 	health and safety, which may apply to Supplier Staff and other persons working on the 	Customer premises in the performance of its obligations under the Call-Off Contract.
2.6.5 The Supplier will ensure that its health and safety policy statement (as required by the Health 	and Safety at Work (Northern Ireland) Order 1978) is made available to the Customer on 	request.
2.7 [bookmark: _Toc46395438][bookmark: _Hlk44940121]Criminal damage 
2.7.1 The Supplier will maintain standards of vigilance and will take all precautions as advised by the 	Criminal Damage (Compensation) (Northern Ireland) Order 1977 or as may be recommended 	by the police or the Northern Ireland Office (or, if replaced, their successors) and will 	compensate the Customer for any loss arising directly from a breach of this obligation (including 	any diminution of monies received by the Customer under any insurance policy).
2.7.2 If during the Call-Off Contract Period any assets (or any part thereof) is or are damaged or 	destroyed by any circumstance giving rise to a claim for compensation under the provisions of 	the Compensation Order the following provisions of this clause 2.7 will apply.
2.7.3 The Supplier will make (or will procure that the appropriate organisation make) all appropriate 	claims under the Compensation Order as soon as possible after the CDO Event and will pursue 	any claim diligently and at its cost. If appropriate, the Customer will also make and pursue a 	claim diligently under the Compensation Order. Any appeal against a refusal to meet any claim 	or against the amount of the award will be at the Customer’s cost and the Supplier will (at no 	additional cost to the Customer) provide any help the Customer reasonably requires with the 	appeal.
2.7.4 The Supplier will apply any compensation paid under the Compensation Order in respect of 	damage to the relevant assets towards the repair, reinstatement or replacement of the assets	 affected.
1. 
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[bookmark: _Toc46395451]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Expression
	Meaning

	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:

· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the GDPR.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event
	event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Framework Agreement and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged Processing on the protection of Personal Data.

	Data Protection Legislation (DPL)
	Data Protection Legislation means:	

i) (i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time 
ii) (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to Processing of personal data and privacy;
iii)  (iii) all applicable Law about the Processing of personal data and privacy including if applicable legally binding guidance and codes of practice issued by the Information Commissioner .   

	Data Subject
	Takes the meaning given in the GDPR

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable(s)
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:

· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:

· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.11 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Government Procurement Card
	The Government’s preferred method of purchasing and payment for low value goods or services https://www.gov.uk/government/publications/government-procurement-card--2.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government Guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance will take precedence.

	Implementation Plan
	The plan with an outline of processes (including data standards for migration), costs (for example) of implementing the services which may be required as part of Onboarding.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the GDPR.

	Personal Data Breach 
	Takes the meaning given in the GDPR.

	Processing
	Takes the meaning given in the GDPR

	Processor
	Takes the meaning given in the GDPR.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third-party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Security Management Plan
	The Supplier's security management plan developed by the Supplier in accordance with clause 16.1.

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services  provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier
	The person, firm or company identified in the Order Form.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.



[bookmark: _Toc46395452]
Schedule 7 - GDPR Information  

NOT APPLICABLE – As no personal data will be accessed as a result of this contract.
[bookmark: _20xfydz]


[bookmark: _302dr9l][bookmark: _1f7o1he] 
[bookmark: _Toc46395453][bookmark: _Hlk44942435]Schedule 8 - HMRC Mandatory Clauses 

[image: C:\Users\7219689\AppData\Local\Microsoft\Windows\INetCache\Content.Word\HM_Revenue_&_Customs.jpg]
AUTHORITY’S MANDATORY TERMS
A. For the avoidance of doubt, references to ‘the Agreement’ mean the attached Call-Off Contract between the Supplier and the Authority. References to ‘the Authority’ mean ‘the Buyer’ (the Commissioners for Her Majesty’s Revenue and Customs).
B. The Agreement incorporates the Authority’s mandatory terms set out in this Schedule 9. 
C. In case of any ambiguity or conflict, the Authority’s mandatory terms in this Schedule 9 will supersede any other terms in the Agreement.  

1. Definitions 
	“Affiliate”
	in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control with, that body corporate from time to time;

	“Authority Data”
	(a) the data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are:
(i) supplied to the Supplier by or on behalf of the Authority; and/or 
(ii) which the Supplier is required to generate, process, store or transmit pursuant to this Agreement; or
(b) any Personal Data for which the Authority is the Controller, or any data derived from such Personal Data which has had any designatory data identifiers removed so that an individual cannot be identified;

	“Charges” 
	the charges for the Services as specified in Schedule 2;

	“Connected Company”
	means, in relation to a company, entity or other person, the Affiliates of that company, entity or other person or any other person associated with such company, entity or other person;

	“Control”
	the possession by a  person, directly or indirectly, of the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares, by contract or otherwise) and “Controls” and “Controlled” shall be interpreted accordingly;

	“Controller”, “Processor”, “Data Subject”,
	take the meaning given in the GDPR;  

	“Data Protection Legislation”
	(a) the GDPR, the Law Enforcement Directive (Directive EU 2016/680) and any applicable national implementing Laws as amended from time to time; 
(b) the Data Protection Act 2018 to the extent that it relates to processing of personal data and privacy; 
(c) all applicable Law about the processing of personal data and privacy;

	“GDPR”	
	the General Data Protection Regulation (Regulation (EU) 2016/679);

	“Key Subcontractor”
	any Subcontractor:
(a) which, in the opinion of the Authority, performs (or would perform if appointed) a critical role in the provision of all or any part of the Services; and/or
(b) with a Subcontract with a contract value which at the time of appointment exceeds (or would exceed if appointed) ten per cent (10%) of the aggregate Charges forecast to be payable under this Call-Off Contract;

	“Law”
	any applicable Act of Parliament, subordinate legislation within the meaning of section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of section 2 of the European Communities Act 1972, regulatory policy, guidance or industry code, judgment of a relevant court of law, or directives or requirements of any regulatory body with which the Supplier is bound to comply;

	“Personal Data”
	has the meaning given in the GDPR; 

	“Purchase Order Number” 
	the Authority’s unique number relating to the supply of the Services;  

	“Services” 
	the services to be supplied by the Supplier to the Authority under the Agreement, including the provision of any Goods;

	“Subcontract”
	any contract or agreement (or proposed contract or agreement) between the Supplier (or a Subcontractor) and any third party whereby that third party agrees to provide to the Supplier (or the Subcontractor) all or any part of the Services, or facilities or services which are material for the provision of the Services, or any part thereof or necessary for the management, direction or control of the Services or any part thereof;

	“Subcontractor”
	any third party with whom:
(a) the Supplier enters into a Subcontract; or 
(b) a third party under (a) above enters into a Subcontract,
[bookmark: _Toc46395454]or the servants or agents of that third party;

	“Supplier Personnel”
	all directors, officers, employees, agents, consultants and contractors of the Supplier and/or of any Subcontractor of the Supplier engaged in the performance of the Supplier’s obligations under the Agreement; 

	“Supporting Documentation”
	sufficient information in writing to enable the Authority to reasonably verify the accuracy of any invoice; 

	“Tax”
	(a) all forms of tax whether direct or indirect;
(b) national insurance contributions in the United Kingdom and similar contributions or obligations in any other jurisdiction;
(c) all statutory, governmental, state, federal, provincial, local government or municipal charges, duties, imports, contributions. levies or liabilities (other than in return  for goods or services supplied or performed or to be performed) and withholdings; and
(d) any penalty, fine, surcharge, interest, charges or costs relating to any of the above,
in each case wherever chargeable and whether of the United Kingdom and any other jurisdiction;

	“Tax Non-Compliance”

	where an entity or person under consideration meets all 3 conditions contained in the relevant excerpt from HMRC’s “Test for Tax Non-Compliance”, as set out in Annex 1, where:
(a) the “Economic Operator” means the Supplier or any agent, supplier or Subcontractor of the Supplier requested to be replaced pursuant to Clause 4.3; and 
(b) any “Essential Subcontractor” means any Key Subcontractor;

	“VAT”
	value added tax as provided for in the Value Added Tax Act 1994.



2. [bookmark: _Ref22568790]Payment and Recovery of Sums Due 
2.1 [bookmark: _Toc46395455][bookmark: _Ref449355781]The Supplier shall invoice the Authority as specified in Call Off document of the Agreement. Without prejudice to the generality of the invoicing procedure specified in the Agreement, the Supplier shall procure a Purchase Order Number from the Authority prior to the commencement of any Services and the Supplier acknowledges and agrees that should it commence Services without a Purchase Order Number: 
2.1.1 [bookmark: _Toc46395456]the Supplier does so at its own risk; and
2.1.2 [bookmark: _Toc46395457]the Authority shall not be obliged to pay any invoice without a valid Purchase Order Number having been provided to the Supplier.
2.2 Each invoice and any Supporting Documentation required to be submitted in accordance with the invoicing procedure specified in the Agreement shall be submitted by the Supplier, as directed by the Authority from time to time via the Authority’s electronic transaction system.
2.3 If any sum of money is recoverable from or payable by the Supplier under the Agreement (including any sum which the Supplier is liable to pay to the Authority in respect of any breach of the Agreement), that sum may be deducted unilaterally by the Authority from any sum then due, or which may come due, to the Supplier under the Agreement or under any other agreement or contract with the Authority.  The Supplier shall not be entitled to assert any credit, set-off or counterclaim against the Authority in order to justify withholding payment of any such amount in whole or in part.  



3. Warranties
3.1 The Supplier represents and warrants that:
3.1.1 [bookmark: _Ref19804150]in the three years prior to the Effective Date, it has been in full compliance with all applicable securities and Laws related to Tax in the United Kingdom and in the jurisdiction in which it is established;
3.1.2 [bookmark: _Ref19804166]it has notified the Authority in writing of any Tax Non-Compliance it is involved in; and
3.1.3 [bookmark: _Ref19804201]no proceedings or other steps have been taken and not discharged (nor, to the best of its knowledge, are threatened) for the winding up of the Supplier or for its dissolution or for the appointment of a receiver, administrative receiver, liquidator, manager, administrator or similar officer in relation to any of the Supplier’s assets or revenue and the Supplier has notified the Authority of any profit warnings issued in respect of the Supplier in the three years prior to the Effective Date.
3.2 If at any time the Supplier becomes aware that a representation or warranty given by it under Clause 3.1.1, 3.1.2 and/or 3.1.3 has been breached, is untrue, or is misleading, it shall immediately notify the Authority of the relevant occurrence in sufficient detail to enable the Authority to make an accurate assessment of the situation. 
3.3 In the event that the warranty given by the Supplier pursuant to Clause 3.1.2 is materially untrue, the Authority shall be entitled to terminate the Agreement pursuant to the Call-Off clause which provides the Authority the right to terminate the Agreement for Supplier fault (termination for Supplier cause or equivalent clause).

4. Promoting Tax Compliance
4.1 All amounts stated are stated exclusive of VAT, which shall be added at the prevailing rate as applicable and paid by the Authority following delivery of a valid VAT invoice.
4.2 [bookmark: _Ref20319270]To the extent applicable to the Supplier, the Supplier shall at all times comply with all Laws relating to Tax and with the equivalent legal provisions of the country in which the Supplier is established. 
4.3 [bookmark: _Ref20993847][bookmark: _Ref20319306]The Supplier shall provide to the Authority the name and, as applicable, the Value Added Tax registration number, PAYE collection number and either the Corporation Tax or self-assessment reference of any agent, supplier or Subcontractor of the Supplier prior to the provision of any material Services under the Agreement by that agent, supplier or Subcontractor.  Upon a request by the Authority, the Supplier shall not contract, or will cease to contract, with any agent, supplier or Subcontractor supplying Services under the Agreement.  
4.4 [bookmark: _Ref20993857]If, at any point during the Term, there is Tax Non-Compliance, the Supplier shall:
4.4.1 [bookmark: _Ref20319279]notify the Authority in writing of such fact within five (5) Working Days of its occurrence; and
4.4.2 [bookmark: _Ref20319317]promptly provide to the Authority:
(a) details of the steps which the Supplier is taking to resolve the Tax Non-Compliance and to prevent the same from recurring, together with any mitigating factors that it considers relevant; and 
(b) such other information in relation to the Tax Non-Compliance as the Authority may reasonably require.
4.5 [bookmark: _Ref20319101]The Supplier shall indemnify the Authority on a continuing basis against any liability, including any interest, penalties or costs incurred, that is levied, demanded or assessed on the Authority at any time in respect of the Supplier's failure to account for or to pay any Tax relating to payments made to the Supplier under this Agreement.  Any amounts due under this Clause 4.5 shall be paid in cleared funds by the Supplier to the Authority not less than five (5) Working Days before the date upon which the Tax or other liability is payable by the Authority.  
4.6 [bookmark: _Ref20319292]Upon the Authority’s request, the Supplier shall provide (promptly or within such other period notified by the Authority) information which demonstrates how the Supplier complies with its Tax obligations. 
4.7 If the Supplier: 
4.7.1 fails to comply (or if the Authority receives information which demonstrates to it that the Supplier has failed to comply) with Clauses 4.2, 4.4.1 and/or 4.6 this may be a material breach of the Agreement; 
4.7.2 fails to comply (or if the Authority receives information which demonstrates to it that the Supplier has failed to comply) with a reasonable request by the Authority that it must not contract, or must cease to contract, with any agent, supplier or Subcontractor of the Supplier as required by Clause 4.3 on the grounds that the agent, supplier or Subcontractor of the Supplier is involved in Tax Non-Compliance this shall be a material breach of the Agreement; and/or
4.7.3 fails to provide details of steps being taken and mitigating factors pursuant to Clause 4.4.2 which in the reasonable opinion of the Authority are acceptable this shall be a material breach of the Agreement;

and any such material breach shall allow the Authority to terminate the Agreement pursuant to the Call-Off Clause which provides the Authority the right to terminate the Agreement for Supplier fault (termination for Supplier cause or equivalent clause). 
4.8 The Authority may internally share any information which it receives under Clauses 4.3 to 4.4 (inclusive) and 4.6, for the purpose of the collection and management of revenue for which the Authority is responsible. 

5. [bookmark: _Ref456277829]Use of Off-shore Tax Structures
5.1 [bookmark: _Ref19805004][bookmark: _Ref454350421]Subject to the principles of non-discrimination against undertakings based either in member countries of the European Union or in signatory countries of the World Trade Organisation Agreement on Government Procurement, the Supplier shall not, and shall ensure that its Connected Companies, Key Subcontractors (and their respective Connected Companies) shall not, have or put in place (unless otherwise agreed with the Authority) any arrangements involving the use of off-shore companies or other off-shore entities the main purpose, or one of the main purposes, of which is to achieve a reduction in United Kingdom Tax of any description which would otherwise be payable by it or them on or in connection with the payments made by or on behalf of the Authority under or pursuant to this Agreement or (in the case of any Key Subcontractor and its Connected Companies) United Kingdom Tax which would be payable by it or them on or in connection with payments made by or on behalf of the Supplier under or pursuant to the applicable Key Subcontract (“Prohibited Transactions”). Prohibited Transactions shall not include transactions made between the Supplier and its Connected Companies or a Key Subcontractor and its Connected Companies on terms which are at arms-length and are entered into in the ordinary course of the transacting parties’ business.
5.2 [bookmark: _Ref19805057][bookmark: _Ref454350981]The Supplier shall notify the Authority in writing (with reasonable supporting detail) of any proposal for the Supplier or any of its Connected Companies, or for a Key Subcontractor (or any of its Connected Companies), to enter into any Prohibited Transaction. The Supplier shall notify the Authority within a reasonable time to allow the Authority to consider the proposed Prohibited Transaction before it is due to be put in place.
5.3 [bookmark: _Ref19805096][bookmark: _Ref519588655]In the event of a Prohibited Transaction being entered into in breach of Clause 5.1 above, or in the event that circumstances arise which may result in such a breach, the Supplier and/or the Key Subcontractor (as applicable) shall discuss the situation with the Authority and, in order to ensure future compliance with the requirements of Clauses 5.1 and 5.2, the Parties (and the Supplier shall procure that the Key Subcontractor, where applicable) shall agree (at no cost to the Authority) timely and appropriate changes to any such arrangements by the undertakings concerned, resolving the matter (if required) through the escalation process in the Agreement.
5.4 Failure by the Supplier (or a Key Subcontractor) to comply with the obligations set out in Clauses 5.2 and 5.3 shall allow the Authority to terminate the Agreement pursuant to the Clause that provides the Authority the right to terminate the Agreement for Supplier fault (termination for Supplier cause).

6 Data Protection and off-shoring
6.1 [bookmark: _Ref19805122]The Processor shall, in relation to any Personal Data processed in connection with its obligations under the Agreement:
6.1.1 not transfer Personal Data outside of the United Kingdom unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:
(a) the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Controller;
(b) the Data Subject has enforceable rights and effective legal remedies;
(c) the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and
(d) the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data;
6.2 Failure by the Processor to comply with the obligations set out in Clause 6.1 shall allow the Authority to terminate the Agreement pursuant to the Clause that provides the Authority the right to terminate the Agreement for Supplier fault (termination for Supplier cause or equivalent clause).

7 [bookmark: _Ref24987602][bookmark: _Ref25767967]Commissioners for Revenue and Customs Act 2005 and related Legislation 
7.1 [bookmark: _Ref19805143]The Supplier shall comply with, and shall ensure that all Supplier Personnel who will have access to, or are provided with, Authority Data comply with the obligations set out in Section 18 of the Commissioners for Revenue and Customs Act 2005 (‘CRCA’) to maintain the confidentiality of Authority Data.  Further, the Supplier acknowledges that (without prejudice to any other rights and remedies of the Authority) a breach of the aforesaid obligations may lead to a prosecution under Section 19 of CRCA. 
7.2 The Supplier shall comply with, and shall ensure that all Supplier Personnel who will have access to, or are provided with, Authority Data comply with the obligations set out in Section 123 of the Social Security Administration Act 1992, which may apply to the fulfilment of some or all of the Services. The Supplier acknowledges that (without prejudice to any other rights and remedies of the Authority) a breach of the Supplier’s obligations under Section 123 of the Social Security Administration Act 1992 may lead to a prosecution under that Act.
7.3 The Supplier shall regularly (not less than once every six (6) months) remind all Supplier Personnel who will have access to, or are provided with, Authority Data in writing of the obligations upon Supplier Personnel set out in Clause 7.1 above.  The Supplier shall monitor the compliance by Supplier Personnel with such obligations.
7.4 The Supplier shall ensure that all Supplier Personnel who will have access to, or are provided with, Authority Data sign (or have previously signed) a Confidentiality Declaration, in the form provided at Annex 2. The Supplier shall provide a copy of each such signed declaration to the Authority upon demand.
7.5 In the event that the Supplier or the Supplier Personnel fail to comply with this Clause 7, the Authority reserves the right to terminate the Agreement with immediate effect pursuant to the clause that provides the Authority the right to terminate the Agreement for Supplier fault (termination for Supplier cause).


Annex 1
Excerpt from HMRC’s “Test for Tax Non-Compliance”
Condition one (An in-scope entity or person)

1. There is a person or entity which is either: (“X”)

1) The Economic Operator or Essential Subcontractor (EOS)
2) Part of the same Group of companies of EOS. An entity will be treated as within the same Group of EOS where that entities’ financial statements would be required to be consolidated with those of EOS if prepared in accordance with IFRS 10 Consolidated Financial Accounts[footnoteRef:1]; [1:  https://www.iasplus.com/en/standards/ifrs/ifrs10 ] 

3) Any director, shareholder or other person (P) which exercises control over EOS. ‘Control’ means P can secure, through holding of shares or powers under articles of association or other document that EOS’s affairs are conducted in accordance with P’s wishes.
 
Condition two (Arrangements involving evasion, abuse or tax avoidance)
2. X has been engaged in one or more of the following:

a. Fraudulent evasion[footnoteRef:2]; [2:  ‘Fraudulent evasion’ means any ‘UK tax evasion offence’ or ‘UK tax evasion facilitation offence’ as defined by section 52 of the Criminal Finances Act 2017 or a failure to prevent facilitation of tax evasion under section 45 of the same Act.] 

b. Conduct caught by the General Anti-Abuse Rule[footnoteRef:3]; [3:  “General Anti-Abuse Rule” means (a) the legislation in Part 5 of the Finance Act 2013; and (b) any
future legislation introduced into Parliament to counteract tax advantages arising from abusive
arrangements to avoid national insurance contributions] 

c. Conduct caught by the Halifax Abuse principle[footnoteRef:4]; [4:  “Halifax Abuse Principle” means the principle explained in the CJEU Case C-255/02 Halifax and others] 

d. Entered into arrangements caught by a DOTAS or VADR scheme[footnoteRef:5]; [5:  A Disclosure of Tax Avoidance Scheme (DOTAS) or VAT Disclosure Regime (VADR) scheme caught by rules which require a promoter of tax schemes to tell HM Revenue & Customs of any specified notifiable arrangements or proposals and to provide prescribed information on those arrangements or proposals within set time limits as contained in Section 19 and Part 7 of the Finance Act 2004 and in secondary legislation made under vires contained in Section 19 and Part 7 of the Finance Act 2004 and as extended to National Insurance Contributions by the National Insurance Contributions (Application of Part 7 of the Finance Act 2004) Regulations 2012, SI 2012/1868 made under s.132A Social Security Administration Act 1992.] 

e. Conduct caught by a recognised ‘anti-avoidance rule’[footnoteRef:6] being a statutory provision which targets arrangements where either a main purpose, or an expected benefit, is to obtain a tax advantage or where the arrangement is not effected for commercial purposes. ‘Targeted Anti-Avoidance Rules’ (TAARs). It may be useful to confirm that the Diverted Profits Tax is a TAAR for these purposes; [6:  The full definition of ‘Anti-avoidance rule’ can be found at Paragraph 25(1) of Schedule 18 to the Finance Act 2016 and Condition 2 (a) above shall be construed accordingly.     ] 

f. Entered into an avoidance scheme identified by HMRC’s published Spotlights list[footnoteRef:7]; [7:  Targeted list of tax avoidance schemes that HMRC believes are being used to avoid paying tax due and which are listed on the Spotlight website: https://www.gov.uk/government/collections/tax-avoidance-schemes-currently-in-the-spotlight  ] 

g. Engaged in conduct which falls under rules in other jurisdictions which are equivalent or similar to (a) to (f) above.
Condition three (Arrangements are admitted, or subject to litigation/prosecution or identified in a published list (Spotlights))
3. X’s activity in Condition 2 is, where applicable, subject to dispute and/or litigation as follows:

i. In respect of (a), either X:
1. Has accepted the terms of an offer made under a Contractual Disclosure Facility (CDF) pursuant to the Code of Practice 9 (COP9) procedure[footnoteRef:8]; or, [8:  The Code of Practice 9 (COP9) is an investigation of fraud procedure, where X agrees to make a complete and accurate disclosure of all their deliberate and non-deliberate conduct that has led to irregularities in their tax affairs following which HMRC will not pursue a criminal investigation into the conduct disclosed.] 

1. Has been charged with an offence of fraudulent evasion. 
i. In respect of (b) to (e), once X has commenced the statutory appeal process by filing a Notice of Appeal and the appeal process is ongoing including where the appeal is stayed or listed behind a lead case (either formally or informally). NB Judicial reviews are not part of the statutory appeal process and no supplier would be excluded merely because they are applying for judicial review of an HMRC or HMT decision relating to tax or national insurance.
i. In respect of (b) to (e), during an HMRC enquiry, if it has been agreed between HMRC and X that there is a pause with the enquiry in order to await the outcome of related litigation.
i. In respect of (f) this condition is satisfied without any further steps being taken.
i. In respect of (g) the foreign equivalent to each of the corresponding steps set out above in (i) to (iii).
 
[bookmark: _Toc46395458]For the avoidance of doubt, any reference in this Annex 1 to any Law includes a reference to that Law as amended, extended, consolidated or re‑enacted from time to time including any implementing or successor legislation. 


Annex 2 Form 
CONFIDENTIALITY DECLARATION 
CONTRACT REFERENCE: SR 423742619 (‘the Agreement’)
DECLARATION:
I solemnly declare that: 
1. I am aware that the duty of confidentiality imposed by section 18 of the Commissioners for Revenue and Customs Act 2005 applies to Authority Data (as defined in the Agreement) that has been or will be provided to me in accordance with the Agreement.
2. I understand and acknowledge that under Section 19 of the Commissioners for Revenue and Customs Act 2005 it may be a criminal offence to disclose any Authority Data provided to me. 

	SIGNED:

	FULL NAME:

	POSITION:

	COMPANY: 

	DATE OF SIGNITURE: 

















Appendix A – Security Policy

 A Good Practice Guide for Trusted Third Party Access to HMRC systems and data using HMRC & externally owned devices 

Intended Readership 
This good practice guide is intended for HMRC contract managers and any non HMRC Third Parties / contractors who have access to HMRC systems and data, either using HMRC owned devices, or personal devices (privately or business owned) for the purpose of carrying out HMRC functions. The types of devices include desktop PCs, laptops, tablets and Smartphones. All contractors should be provided with a copy or summary of this guidance by their contract manager or staff manager upon commencement of employment with HMRC. HMRC managers should seek assurance that they have read, understood and will adhere to the principles contained within. 

Executive Summary 
This guidance sets out the information security management considerations for non HMRC staff (third parties and contractors) regarding access to HMRC systems and data, using either HMRC owned devices, contractually approved company devices, or privately owned personal devices. It provides advice about accessing, protecting and disposing of HMRC data, how to manage personal devices and how to keep them secure. It includes best practice for using your own devices in the work place and what to do if anything goes wrong. 

Managing HMRC information

1. Allowed use 

Trusted third parties can use any non HMRC devices to undertake HMRC work at the OFFICIAL security classification as long as the devices meet HMRCs security requirements and are used in accordance with HMRC Acceptable Use Policy. 
Trusted third parties must not use their own privately owned personal devices with OFFICIAL – SENSITIVE information or for work above OFFICIAL 
If access to OFFICIAL-SENSITIVE data is required for a business function, non HMRC staff must be issued with an HMRC STRIDE connected device (if approved by the line of business Security & Information Business Partner team), or a non HMRC company device that has been contractually approved by HMG for the project 
It is HMRC policy that non-HMRC devices must not be connected to the main HMRC computer network (STRIDE) 
HMRC staff contractors can store OFFICIAL data (but not data classified OFFICIAL-SENSITIVE or above) in HMRC Google Apps and in unsecured digital tools such as Jira / Confluence or when coding in the open 

HMRC policy prohibits the use of local write access to removable media on STRIDE connected devices. Any requirement for third parties that cannot be met within current guidance, such as local write access to a STRIDE connected device, or for an HMRC standalone device, must be requested via a Dispensation. 
Personal electronic devices can be bought into a Secure Enclave. However, only HMRC managed devices should be used within the area. Consequently any use of personal devices must take place outside the Secure Enclave. 

2. Pre-employment checks and Confidentiality Agreements 

The pre-employment Baseline Security Standard (BPSS) check is required of all contractors who access HMRC assets, systems and data. Some contractors may need additional vetting in accordance with the sensitivity of information they will access. The security vetting process for non HMRC staff is the same as for HMRC staff, but clearances are for shorter periods (CTC is 3 years and SC is 5 years). The manager of contract staff is responsible for carrying out aftercare reviews of their suitability to continue to hold a clearance at least annually. Managers of contractors must notify the S&ID vetting unit when a contractor with clearance leaves or if a contractor no longer requires clearance for their role. Anyone considering applying for vetting should read the HMG leaflet here. The Cabinet Office have additional requirements for list X contractors, who are required to work with Government information classified at SECRET or above, and for contractors who require access to international classified information. 
Unless already covered by a contract containing a confidentiality agreement clause, all third parties are required to sign a Confidentiality or non-disclosure agreement (form SD20). It can be requested from Commercial Directorate: Commercial Policy, Queries (Commercial) and must be submitted to the contract manager after completion. 

3. What you store on your device 

It is very important that OFFICIAL – SENSITIVE data, such as customer data and financial data, is not stored on a portable device. You should also be careful when recording HMRC information; for example, if you are recording meeting notes, use participants initials rather than their full names and avoid using ‘HMRC’ or any reference to specific business areas, which more easily identifies what the notes are about. This helps to keep the content more innocuous should the device be lost or stolen. 

4. Storing data on devices: Government Security Classifications 

All Government data carries one of three Security Classifications: 
 OFFICIAL 
 SECRET 
 TOP SECRET 

Sensitive OFFICIAL data carries an additional caveat of OFFICIAL-SENSITIVE, which is used to indicate that the information is subject to more rigorous handling procedures and a strict ‘need to know’. In HMRC all customer data is considered at least OFFICIAL-SENSITIVE. 
Refer to the HMRC Government Security Classifications guidance for more information. 
It is HMRC policy that only OFFICIAL (but not OFFICIAL-SENSITIVE or above) data may be held outside of the HMRC STRIDE network. If non HMRC contractors have to work on OFFICIAL-SENSITIVE data, special arrangements must be approved and assured by the line of business Security and Information Business Partner team. Access to the HMRC network can be granted via a pseudo PID on an HMRC owned device. 

5. Use of Pseudo PIDs 

A PID is a Pay Identity Number given to all HMRC employees when they join the department. If non HMRC contractors need access to the HMRC STRIDE network for a particular system or role, they will need to request a pseudo PID (a non-employee PID). Such approvals must have considered and consulted HMRC SRS Service Managers and line of business Security and Information Business Partner teams. Pseudo PIDs are allocated for the sole use of individuals, who are granted access only to those systems or roles that they require for a business function. Upon accessing the HMRC network, staff are subject to the HMRC Acceptable Use Policy. Managers of contractors must remove pseudo PIDs when they leave, or when they no longer have a business requirement to access the HMRC network. The full Pseudo PID policy can be viewed on SRS. 

6. Guidance on the use of Digital Tools for storing and sharing information 

HMRC Digital contractors have access to HMRC Digital Google Business Apps for individual use. Digital staff can use their devices with this tool to store and share OFFICIAL information, but not that which is OFFICIAL-SENSITIVE or above. The other HMRC Google domain, HMRC Google Business Apps, is for HMRC staff using only HMRC owned devices and is accredited to OFFICIAL-SENSITIVE. 
See the Google Academy information security intranet page for further details. 
Shared Workspace is a secure and flexible online service that enables HMRC to work and communicate easily with each other and organisations outside of HMRC up to and including OFFICIAL-SENSITIVE. Note that access to Shared Workspace is granted on an organisational basis rather than to individuals. As such it is not available to contractors unless they work for an organisation with access. Further information and links to the learning packages is available on the HMRC intranet, S&ID Shared Workspace guidance and on GOV.UK. 
Access to HMRC Google Apps and Shared Workspace must be reviewed and removed by the contract / staff manager as soon as the business need has ceased. 
Unsecured digital tools such as slack or Jira / Confluence, should only be used with information that is OFFICIAL (but not OFFICIAL-SENSITIVE or above). More details and a non-exhaustive list of unsecured digital tools is in the S&ID General Guidance on the Use of Online Digital Tools. 

7. Data retention and legislative requirements 

Data retention obligations and audit requirements must be included in third party contracts with HMRC. Do not keep any HMRC work on your devices for longer than you need to. Contractors must remove all HMRC data, software and Virtual Machines (VMs) from their devices on their last day of employment. Any HMRC data held on personal or business devices is subject to the HMRC Records Management and Retention and Disposal Policy, plus any legislation which relates to HMRC data. It may be subject to Freedom of Information Act (FOIA) and/or Environmental Information Regulations (EIR) subject access requests. Contract managers should be made aware of any such requests as soon as they are received. Some devices automatically backup data to a cloud-based account, or to a user’s PC. Staff should consider disabling these features to ensure compliance with HMRC data retention requirements and Offshoring Policy. 

8. Press and Social Media 

When using social media you should think very carefully before you post or publish anything associated with HMRC and in particular any information about your role. Remember that you are subject to departmental rules about confidentiality and protecting customer and other valuable information. You can find more information in the HMRC conduct policy on using social media and in the Cabinet Office Social media guidance for civil servants. Never talk to the media about HMRC or customer business. You should direct any such queries to the Press Office. 

9. Copyright 

You should be particularly careful to avoid copyright infringements and licensing breaches when using a non HMRC device for an HMRC function. This may involve the use of software, an app or database, for which the department does not have a licensing agreement. 

10. Reporting a security incident 

If there has been a security breach involving HMRC data, staff should report the details of the incident as soon as possible to their contract manager. S&ID guidance has further information about investigating and reporting a security incident. 

Keeping devices secure

11. Keep your device physically secure 

When working on HMRC premises, all staff must follow the departmental Clear Desk, Clear Screen requirements. In particular computer screens should be locked whenever a desk is left unattended. Non HMRC staff must wear passes at all times and follow the End of Day Procedures if they are the last to leave. 
Maintaining physical control is the best way to protect your device and the data stored on it. You can minimise the risk by keeping control of your portable device at all times. You should not leave a device unattended for long periods or in a place where it is likely to be stolen. 
If you have been issued an HMRC owned device it is for your sole use only. It is subject to departmental controls, particularly relating to travel abroad and working away from the office. 

12. Enable security functions 

Where possible, the operating system firewall should be enabled on devices. 
Setting a password to log on to a device is a very simple way to protect it. Passwords should be unique for each device, must not be generic or easy to guess and should never be shared with anyone else. See our Password management guidance for more information about choosing a secure password. 
Automatic locking when a device has not been in use for a period of time is another simple method of protection. This is usually easy to set up and instructions on how to do this can normally be found within the Settings function of the device. 
Enable device encryption. This ensures that in the event a device falling into the wrong hands, it is not possible to recover the data held on it without a passcode. Some devices have this enabled by default and other devices need the user to enable this first. 
If available, enable remote management of a device. This allows you to remotely lock, wipe or destroy your device if you have lost it or it has been stolen. An example of this is Apple’s “Find my iPhone” 

13. Antivirus Updates & Downloads 

All web enabled devices must have protection from viruses, malware and other online threats. Having the latest security software, web browser, operating systems and updates are the best defence against these. Operating systems must be fully supported and patched. 
HMRC require the hard disk to be encrypted and antivirus installed, so it is advisable that you do this in advance. No particular brand of antivirus is required – any updated package should be adequate. Sophos is widely used by Mac users and is free: https://www.sophos.com/en-us/products/safeguard-encryption.aspx 
The FileVault feature in OS X gives disk encryption. 
Only download programmes such as apps from a trusted source. Many free applications have been found to track users and share user information with advertisers or other third parties. Finally, never use devices that have been modified (sometimes known as ‘jailbreaking’ or ‘rooting’). Not only can this be illegal but it can introduce vulnerabilities to the device. 
14. Connectivity 

Control wireless network and service connectivity. It is best to turn off Wi-Fi and Bluetooth connectivity when not in use and only connect your device to trusted networks. Devices should be set to prompt users before connecting to networks so that they do not unknowingly connect to unsafe networks. 

Dealing with a lost device / retiring a device

15. Lost or Stolen devices 

If your device is lost or stolen, where available, use remote management to remotely lock and wipe the device to ensure the contents are safe from falling into the wrong hands. Next, contact the service provider to have the service suspended. Keep information about how to initiate remote wipe in a document separate from the device, along with information such as serial number and type of device, which can be helpful to the Police. Ensure that you backup your device periodically so that if you have to remotely wipe your device, you will not lose your personal information, even if your device is found. 

16. Disposing of your device 

Your portable device should be decommissioned in the same way that you would any computing device. Remove and retain any removable memory, wipe the device if you can and restore it to its factory settings. Any departmental data on removable media, such as a USB stick, must also be disposed of securely when it no longer has a business use. 

17. Where can you find further Guidance? 

Various HMRC intranet guidance is referenced in this GPG: 
 Security Vetting 
 Government Security Classifications 
 Dispensations 
 HMRC Acceptable Use Policy 
 Google Academy 
 S&ID Shared Workspace 
 General Guidance on the Use of Online Digital Tools 
 HMRC Records Management & Retention & Disposal Policy 
 HMRC Offshoring Policy 
 HR22011 Conduct: HMRC and using social media 
 Incident Reporting 
 Clear Desk, Clear Screen 
 End of Day Procedures 
 Travel Abroad 
 Working off departmental premises and portable equipment 
 Password Management & User Authentication 

You can access the following publicly available guidance on GOV.UK: 
 HMG personnel security controls 
 Security requirements for List X contractors 
 International classified information: personnel security clearance 
 Government Security Classifications 
 Shared Workspace 
 Cabinet Office Social media guidance for civil servants 
 The Civil Service Code 
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