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SCHEDULE 11: PROCESSING PERSONAL DATA

1.2

1.3

1.4

1.5

1.6

2.2

2.3

Introduction

The contact details of the Authority’s Data Protection Officer are: [Redacted
under FOIA Section 40, Personal Information]

The contact details of the Supplier's Data Protection Officer are: [Redacted
under FOIA Section 40, Personal Information]

The Supplier shall enquire of each relevant Participating Employer as to who
their respective Data Protection Officers are.

The Supplier shall comply with any further written instructions with respect to
processing given by the Authority.

The Supplier shall incorporate any such further instructions of the Authority as
updates to this Schedule for written approval by the Authority. This Schedule
11 (Processing Personal Data) shall be a Controlled Document and managed
by the Parties in accordance with the Document Change Control Procedure set
out in Schedule 8.2 (Change Control Procedure).

The table below details the relationship between the Supplier as Data
Processor and, according to the specific circumstances detailed in the table: (i)
the Authority and Participating Employers as Joint Controllers; or (ii) the
Authority as Controller.

Context of Processing

The Supplier will process in excess of a million rows of Member data each
month for the purpose of administering the Scheme in accordance with
applicable Laws and Scheme Rules. This Schedule sets out details of the
Processing activity being undertaken by the Supplier, including details of the
relevant Data Subjects, duration, subject matter, nature and purpose of the
Processing.

Part A of the table below details the relationship with reference to Active
Members who participate in the Scheme and the Personal Data Processed by
the Supplier when an Active Member is processed and a Benefit awarded —
including a refund or transfer out value. An established Memorandum of
Understanding (“MoU”) between Participating Employers and the Authority
articulates that both parties to the MoU are Joint Controllers in respect of
Personal Data relating to Active Members and in respect of the Personal Data
received by Participating Employers or that retained by the Supplier for non-
Active Members.

Part B details that the Authority is the Controller for:

(@)  data or artefacts, including documentation, produced by the Supplier, for
the purpose of administering the Scheme. While the underlying data
supplied by the Participating Employers remains within the remit of the
MoU, the outputs and calculation results will be the sole responsibility of
the Authority as Controller; and
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(b) data and related artefacts produced or provided by the Member for
Member Paid Services, including duplicate statements, documents
submitted for the purposes of processing a divorce settlement and any
recalculated values. The Participating Employers will not have access
to or otherwise Process such Authority Personal Data and will therefore
not be a Data Controller under Part B.

2.4  Once a Member ceases to be an Active Member of the Scheme e.g. following
a crystallisation event, the Participating Employer will continue to be Joint
Controller for data provided by their HR and Payroll department. However, the
Authority will take responsibility for data not provided by the Employer, including
calculation outputs, documentation, changes of name and address and marital
status provided by the Member. This would also include data related to a
bereavement and transfer of Benefits. The Authority will also be the Data
Controller relating to dependant details such as spouses, children and ex-
spouses.

2.5 The Authority and Participating Employers will be Joint Controllers for data of
the Participating Employers themselves, including payroll and HR contacts,
address updates and contact details. It will also include Employer-specific
dispensations and configuration information, including types of pensionable
allowances, bonuses, Payroll Interface data and data corrections following a
query from the Supplier.

CSPS PAS Agreement - Schedule 11 Processing Personal Data — 17.11.23 — Signature Version
3



Official Commercial

CSPS Pension Administration Services Agreement

Description
\4

Part A - Processing by the Supplier on behalf of
the Authority and Employer (Joint Personal Data)

Part B - Processing by the Supplier on behalf
of the Authority (Authority Personal Data)

Roles of each party:

[Redacted under FOIA Section 40, Personal
Information]

Duration of the
processing:

Subject matter of the
processing:

Nature and purposes
of the processing:

Type of Personal
Data:

Plan for return and
destruction of the
data once the
processing is
complete UNLESS
requirement to
preserve that type of
data:
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Description
v

Part A - Processing by the Supplier on behalf of
the Authority and Employer (Joint Personal Data)

Part B - Processing by the Supplier on behalf
of the Authority (Authority Personal Data)

Locations at which
the Supplier and/or
its Sub-contractors
process Personal
Data under this
Agreement:

Protective Measures
that the Supplier
and, where
applicable, its Sub-
contractors have
implemented to
protect Personal
Data processed
under this
Agreement against a
breach of security
(insofar as that
breach of security
relates to data) or a
Personal Data
Breach:
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Sub-processors

3.1 The Supplier warrants and represents that as the Effective Date the only Sub-processors engaged in Processing Authority
Data are listed in the table immediately below. The Supplier shall not replace or supplement the list of authorised Sub-
processors or vary their respective roles in Processing Authority Data without the Authority’s prior written consent.

3.2  The Authority consents to the Supplier engaging the Sub-processors in respect of the specific processing activities listed
in the table immediately below:
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Legal Entity name of
Sub-processor
Process

Services including
details of Processing

Type of Data

Data Processing
Location(s)

Nature of Protective Measures
implemented (to include details
of transfer mechanism where
Sub-processor is based
overseas)

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43,
Commercial Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA
Section 43, Commercial
Interests]

[Redacted under FOIA Section 43,
Commercial Interests]
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