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	1 
	Purpose

	
1.1 The purpose of this RFI event is to explore the Digital Intelligence and Investigation Support Market for current and future product options to support HMRC in delivering key objectives. This event will enable organisations to provide relevant information, through the provided questionnaire, regarding any potential solution they may offer, estimated costs, and what contractual routes their solution can be accessed through. 

The primary purpose of this exercise is, therefore, to gain a deeper understanding of the market, and what potential solutions are available. HMRC currently have a high-level requirement, which is included within this RFI, but we would look to develop this requirement accordingly if there are innovative solutions available.
 





	2.
	Background

	
2.1 Background to HMRC
HM Revenue & Customs (HMRC) is one of the UKs largest organisations, with approximately 60,000 full-time equivalent staff. Almost every individual and business in the UK is a direct customer of HMRC.
HMRC is an effective, efficient and impartial tax and payment authority with the vital purposes of:
· Collecting the money that pays for the UK’s public services and help families and individuals with targeted financial support
· Helping the honest majority to get their tax right and make it hard for the dishonest minority to cheat the system
· Collecting over £500 billion a year in revenue from 45 million individuals and 4.9 million business customers
· Playing a key role in enforcing UK Border Controls and national minimum wage levels, administering environmental taxes and recovering student loans
HMRC is a non-ministerial government department which was formed in 2005 through the merger of the Inland Revenue and HM Customs and Excise. 

2.2 [bookmark: _Hlk23941857]Background to HMRC Digital Intelligence and Investigation Support tool requirement.

HMRC’s Risk and Intelligence Service (RIS) working alongside its Fraud Investigation Services (FIS) ensures the department understands and manages risks to the tax system. This includes ensuring HMRC has an effective approach to tacking the most serious tax evasions and fraud. This is often achieved by civil and criminal investigations, which are often supported by other law enforcement entities.
To successfully conduct and resolve such investigations within the current complex digital environment, suitable analysis and support tools should be available to key staff within the organisation.
RIS and FIS receive significant quantities of digital data in native forms from many different sources and in many different formats. This presents the challenge of data cleansing, collation, interpretation and presentation to a range of internal and external stakeholders, such as to lay Jury comprehension. It is vital that such activity and corresponding outputs have the necessary evidential integrity required to ensure key evidence remains admissible and uncompromised.  
These activities were previously performed manually by intelligence officers, investigators and analysts which took a considerable time and was not an effective use of investigatory effort. To address this capability gap, HMRC have undertaken to develop the use case and requirements set in support of a suitable procurement exercise which will incorporate a proof-of-concept capability demonstrator.
[bookmark: _Hlk90643191]As the contracts with our existing provider comes to an end, we want to make sure that any agreements we enter into with a future provider makes the best use of taxpayer money, while continuing to give HMRC professionals access to the best available online resources. 




	3.
	Requirements

	1 [bookmark: _Hlk23941758]
2 
3 
3.1 Scope

The scope of this requirements document is the FIS/RIS Digital Investigation capability and the provision of analysis and investigative support tooling environment. The tooling is intended to be deployed in a cross-functional manner across a number of a relevant roles within the RIS and FIS of HMRC. 

3.2 Requirements
            A set of detailed requirements can be found within the accompanying Appendix A 






	4 Contracting Model

	
4.1 HMRC is keen to consider a range of possible options for these arrangements, including (but not limited to): 

· a single provider meeting all the requirements 
· a consortium of two or more providers 
· multiple providers
· hosting options (including on-premises or fully vendor managed).

HMRC is agnostic about the product and would invite innovative future proofed solutions.

HMRC is open to exploring available options in terms of contract length and contracting/procurement methods.  HMRC is also keen to understand potential costings for future budgetary requirements 




	5 
	Process and Timelines

	
5.1 HMRC requests that responses to this RFI are submitted by email to the following addresses:

irfan.oomer@hmrc.gov.uk
kirstie.colder@hmrc.gov.uk

We request all responses are submitted no later than Monday 5 December 2022, 17:00. 

Based upon feedback HMRC may consider running a supplier engagement event. 

In the event that this RFI leads to a tender process, this will not commence until January 2024, subject to utilisation of any extension period within the incumbent contract.








	6 
	Questionnaire

	

6.1 HMRC request you complete the embedded questionnaire as fully as possible and invite any supplementary information along with your response










[bookmark: _Hlk90646821] 
	7 
	Further information

	
Please provide any feedback, suggestions, or other relevant information here that is supplementary to your questionnaire responses.
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[bookmark: _Toc96940001][bookmark: _Toc96940082][bookmark: _Toc96940657][bookmark: _Toc96941219][bookmark: _Toc96941494][bookmark: _Toc96944204][bookmark: _Toc96944274][bookmark: _Toc96944750][bookmark: _Toc97819390]Business Functional Requirements

		[bookmark: _Hlk114830966]FR

		MoSCoW

		Description

		Guidance



		

FR-1

		

M

		The solution shall receive, process, analyse and create outputs of evidential quality data obtained from Gold Record source whilst maintaining the integrity of the original Gold Record



		Main Types include those from following sources:

Call Data Record; National ANPR service data; Vehicle Telematics; Financial Data and Web-Transactional Monitoring 





		

FR 2

		

M

		The solution shall layer together and cross reference datasets of similar or different data definitions, presenting them for review

		For example: 

Time of Call

Location of Vehicle

Cell Site Location



		

FR 3

		

M

		The solution shall receive known format, templated datasets with the minimum of manual intervention from the HMRC Users

		Intervention limited to:

Indication of source location

Initiation of receiving process



		

FR-4

		

S

		The solution should allow the user to drag and drop files to preview the data prior to initiation of the receiving process. This is to ensure the data matches a known file layout / template.



		Use of any preview function SHALL NOT automatically initiate the receiving process. The user shall have a choice to accept or reject the data 



		

FR-5

		M

		The solution shall provide an audit output which provides assurance that the evidential output created is a true and accurate representation of that contained in the Data of Record 

		Audit output shall be easily ingested by audit systems, and should be readily understood by compliance and legal professionals and entities



		FR-6

		M

		The solution shall provide the ability to search across all received (i.e Uploaded from Gold sources) data sets



		Such searches should be general and contextualised



		FR-7

		M

		The solution shall provide the ability to layer any location coded data on a suitable COTS GIS provision



		Industry Standard GIS products to be used. As an example, ESRI is the current HMRC Standard for GIS software



		FR-8

		S

		The solution should be able to animate UK National and European map data against a chronological timeline



		To demonstrate activity vs location vs time



		FR-9

		M

		The solution shall provide a set of report outputs, available in the specified system formats 

		Output formats shall be:

PDF

Microsoft Office 365 current file formats for the following products:

Excel, Word, and PowerPoint

ODF

PNG 



		

FR-10

		M

		The solution shall be able to export the data in all the formats listed to the HMRC Network and application products portfolio

		Such an export shall be user initiated only and shall be subject to full audit chain



		

FR-11

		

S

		

The solution should illustrate and annotate data using colours and symbols in both displayed and output formats



		Colours and symbols shall be user selectable



		

FR-12

		M

		The solution shall produce a chronological list of selected data events

		Timeline period and received dataset shall be user selectable



		FR-13

		M

		The solution shall be capable of producing immediate data analysis upon receipt and upload of a data set

		This is a requirement due to the time sensitivity of certain datasets








[bookmark: _Toc96940002][bookmark: _Toc96940083][bookmark: _Toc96940658][bookmark: _Toc96941220][bookmark: _Toc96941495][bookmark: _Toc96944205][bookmark: _Toc96944275][bookmark: _Toc96944751][bookmark: _Toc97819391]Business Non-Functional Requirements

		NFR

		MoSCoW

		Description

		Guidance



		NFR-01

Accessibility

		M

		IT solutions are required to comply with relevant legislation through adherence to HMRC’s published IT Accessibility Standards.







		The system will comply with:

• HMRC Accessibility Standards

• WCAG Level 2 v1.0 Standards and the Equalities Act.

• Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018

• Assistive technology tools will be used to assess compliance with the above standards:

• JAWS 

• Dragon 

• ZoomText 

• Read and Write



		NFR-2

Internal User Concurrency

		S

		The licencing model should include options for both named users and concurrency. 

		



		NFR-3

Scalability

		M

		The solution must be able to scale on the dimensions defined without significant architectural effort.

		



		NFR-4

Data Storage and Availability (Archiving)

		S

		Archiving and retention requirements should support GDPR compliance



		



		NFR-5

Audit

		M

		The solution must provide robust audit functions around systems access and data access

		All accesses to the underlying infrastructure must be managed, controlled, and recorded by the provider (for any vendor hosted solution) must be attributable to a single individual, and must be capable of being audited. The audit data should be retained securely for a configurable period and should only be accessible to a restricted group of users with controls in place to ensure the data cannot be changed or deleted.  



		NFR-6

Legislative

		M

		Specific legislative and regulatory standards that must be adhered to. 



		IT solutions must adhere to all relevant legislation & regulatory standards, which are determined by the BIA.  This includes, but is not limited to:

PACE (Police and Criminal Evidence Act 1984 and 2007)

BS 10008:2020

General Data Protection Regulation (GDPR) 2018

Freedom of Information Act 2000

Equality Act 2010

Welsh Language Act 1993

Criminal Procedure and Investigations Act 1996

Investigatory Powers Act 2016

ISO9001 (UKAS Management Systems 8327)

ISO27001

NCSC Cyber Essentials Plus certification

All staff National Security Vetted to SC cleared



		NFR -7

Templating

		M

		The solution shall facilitate the creation of templates to receive data sets of a type not previously received into the solution, obviating all manual processing

		This may be done by systems administrators and /or prepared by the solution provider



		NFR– 8

Templating

		M

		The solution shall maintain effective data processing templates which shall allow all data sources to be consumed by the tooling on a continuous basis

		This activity to be part of the standard operation of the tool.









[bookmark: bmkStartEditing][bookmark: _Toc96940003][bookmark: _Toc96940084][bookmark: _Toc96940659][bookmark: _Toc96941221][bookmark: _Toc96941496][bookmark: _Toc96944206][bookmark: _Toc96944276][bookmark: _Toc96944752][bookmark: _Toc97819392]Operational Requirements 

		OR

		MoSCoW

		Description

		Guidance



		OR-01

Backup and Recovery

		

M

		For vendor-hosted services, the data must be subject to back up. 

		

GDPR deletions should be possible. 



		OR-02

Monitoring and Alerting

		M

		The solution must be able to provide real-time monitoring of hardware & software 



The supplier is responsible for managing alerts & events



Events agreed to have Service Operations significance will be communicated to the Service Operations as per event management standards

		i.e. monitoring in respect availabity and performance



		OR-03

Exception Handling

		S

		The solution should be able to log and report events and exceptions. 

		



		OR-04

Housekeeping

		M

		(For vendor-hosting only), the solution shall provide fully automated housekeeping for log files and transient data. Case data which is redundant shall be archived off platform upon notification from HMRC

		



		OR-05

Supportability

		M

		The solution shall provide all patching, licensing, maintenance, and access provision where appropriate.

		



		OR-06

System time out

		S

		The solution should have a timeout session 

		This should be preferably configurable



		OR-07

Security Classification

		M

		System Security Classification

		Official (Sensitive)



		OR-08

Compatibility with Different Desktop Browsers

		S

		Solution should be capable of being accessed by a HMRC standard browser applications

		

MS Edge







[bookmark: _Hlk114832318][bookmark: _Hlk114832257]Technical Requirements –As Fully-Managed Vendor-Hosted (VH) service or hosted On-Premises (OP)

		TR

		MoSCoW

		Description

		VH

		OP

		Guidance



		TR-1

		M

		The solution must have user interfaces that are easy and familiar to use and are compliant with HTML 5 UI standards.

		P

		P

		



		TR-2

		M

		The solution must provide device agnostic UI support (Desktop, Tablet, Laptop, Notebook, Mobile)

		P

		P

		



		TR-3

		M

		The solution UI must be compatible with all standard HMRC browsers (Chrome/Edge/Mobile Safari) and should not require the install of plugins.

		P

		P

		



		TR-4

		M

		The solution must be compliant to current accessibility standards including WCAG 2.1AA.

		P

		P

		



		TR-5

		S

		The solution should have been tested against common accessibility tools (e.g.  Dragon, Jaws, Zoomtext)

		P

		P

		Suppliers should be able to evidence testing activity (e.g. formal report demonstrating compliance against WCAG 2.1AA requirements)



		TR-6

		M

		Data must be encrypted at rest using unbroken algorithms. 

		P

		P

		Currently this will be to AES256 or equivalent. For HMRC hosted components this can be achieved with disk/database encryption.



		TR-7

		M

		Data must be encrypted in transit using unbroken algorithms. 

		P

		P

		Currently this will be to at least TLS 1.2 for web traffic.



		TR-8

		S

		All user actions and automated system actions should be logged to ensure security is not compromised.

		P

		P

		



		TR-9

		M

		Supplier staff must have no access to HMRC customer data.

		P

		P

		



		TR-10

		M

		Technical controls must be available to prevent vendor staff granting and/or controlling access and use of logs

		P

		N/A

		



		TR-11

		S

		HMRC should be able to bring its own encryption keys.

		P

		P

		



		TR-12

		M

		The product must support the use of OAuth (preferred) or SAML integration with HMRC's AzureAD for user authentication.

		P

		P

		



		TR-13

		S

		The product should support the use of HMRC's Azure AD 

		P

		P

		



		TR-14

		S

		The product should support an automated method for externalising role allocation to HMRC's Identity Governance tooling. 

		P

		P

		



		TR-15

		S

		The product should support an automated method of provisioning and maintaining user data.

		P

		P

		



		TR-16

		S

		Information Lifecycle Management policies should be implementable for all data retained within this product.

		P

		P

		



		TR-17

		M

		The solution must conform with legislative data standards 

		P

		P

		E.g. GDPR, Data Protection, etc.



		TR-18

		S

		The solution should support a mechanism for mass export of data via an industry standard format (JSON, MYSQL, etc.)

		P

		P

		



		TR-19

		S

		The solution should support out of the box integrations with relevant systems and strategic platforms 

		P

		P

		E. g. ServiceNow, AzureAD, Office 365, etc.



		TR-20

		S

		The solution should integrate with HMRC's Secure Data Exchange Services via FTPS or the web interface if any external data transfer or ingestion is required.

		P

		P

		



		TR-21

		M

		The solution must offer loosely coupled integration interfaces (where appropriate) based on open standards

		P

		P

		



		TR-22

		M

		The solution must be supported on AWS or Azure and should be supported on both.

		N/A

		P

		



		TR-23

		M

		The solution does not depend on any Azure/AWS services HMRC is unable to support. 

		N/A

		P

		HMRC will supply a documented description of unsupported services



		TR-24

		S

		The solution should support containerisation

		N/A

		P

		



		TR-25

		S

		The product should support the use of an HMRC Azure Tenancy with monitoring of users

		N/A

		P

		



		TR-26

		S

		The solution should be compatible with infrastructure as code deployment methods.

		N/A

		P

		



		TR-27

		S

		The solution should support immutable infrastructure where appropriate.

		N/A

		P

		



		TR-28

		M

		It must be acceptable that any support is provided from HMRC managed devices.

		N/A

		P

		



		TR-29

		M

		Data Routing must be maintained within UK sovereign territory at all points

		N/A

		P

		



		TR-30

		S

		The solution should support HMRC current or preferred Operating Systems (RHEL/Windows), Databases (OracleDB, MySQL, Mongo, etc.) and Containers (Kubernetes)

		N/A

		P

		



		TR-31

		M

		A clear release mechanism for new deployments and product updates must exist

		N/A

		P

		



		TR-32

		M

		The solution must be easily migrated between hosting environments and providers.



		N/A

		P

		



		TR-33

		M

		The solution must be hosted in the UK.

		P

		N/A

		



		TR-34

		M

		Any data Routing must be maintained within UK sovereign territory

		P

		N/A

		



		TR-35

		M

		Data must be logically separated between customers.

		P

		N/A

		



		TR-36

		M

		Data must be uniquely encrypted per customer.

		P

		N/A

		



		TR-37

		M

		The solution must meet the required SLAs and NFRs, including HA and fault tolerance.

		P

		N/A

		



		TR-38

		M

		All solution services and components must be accessible and controllable through API calls.

		P

		N/A

		



		TR-39

		S

		The solution should support utilisation-based charging.

		P

		N/A

		



		TR-40

		S

		The solution should support containerisation

		P

		N/A

		



		TR-41

		M

		The solution must support the open telemetry standards to enable monitoring.

		P

		N/A

		



		TR-42

		M

		The service must have appropriate protections against external attacks (DDoS, SQL Injection, etc.).

		P

		N/A

		



		TR-43

		S

		Security logs should be searchable, actionable, and exportable to external systems including HMRC's existing SIEM solutions.

		P

		N/A

		



		TR-44

		M

		If applicable the vendors maturity within the Cloud Security Alliance (CSA) CSA STAR Registry must be established. Please include links to CSA entry and level of maturity attained.

		P

		N/A

		



		TR-45

		M

		Any VPN connectivity required for the solution or service must support the PRIME standards.

		P

		N/A

		



		TR-46

		M

		Does the solution backup capability support GDPR Deletion and archiving rules

		P

		N/A

		



		TR-47

		S

		Service interactions within the solution Platform will be traceable and should be monitored end to end.

		P

		N/A
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		This questionnaire has been designed to obtain the following information:

		A. To achieve an understanding of your company, it’s objectives and policies to evaluate the common areas of understanding for the formation of a positive working relationship.

		B. To establish if there are products in the market to meet our needs and business requirements; quality, service and cost.

		C. To establish if there are Suppliers in the market that could provide an innovative/bespoke solution that would meet our requirements.

		Question		Answer

		1.0 General Company Information 

		1.1 Company Name.

		1.2 Company Website:

		1.3 Address:

		1.4 Company Registration Number:

		1.5 Please provide details of your company history

		1.6 Please provide your company structure, including ownership, sister companies, subsidiaries, affiliations, divisions and details of your board members

		1.7 Please describe your overall business scope and goals, including details of your business strategy?

		1.8 Please confirm if your company is a Small or Medium Enterprise (SME)?



		2.0 Sales Information 

		2.1 What has been your specific sales trend over the last 5 years and what are your plans for future expansion or contraction in this area? (As part of your response, please include a high level roadmap.)

		2.2 What is your relative share of the market? (As part of your response, please state definition of market and geography)

		2.3 Who is your ideal customer and why?

		2.4 Are you currently conducting any business with any central government department or public sector body, either as a Supplier or Customer? If yes, indicate what products and services are Supplied&/or procured, and with which Company divisions/locations you are trading. 

		2.5 Would you be open to providing services to other government bodies as part of any contract agreed with HMRC? 



		3.0 Product Information 

		3.1 Please provide details of the Common Procurement Vocabulary (CPV) codes that you typically use to search for opportunities of this nature. 

		3.2 Please outline any contractual vehicles through which your products are available.  This could include, but not be exclusive to:  Dynamic Purchasing Systems, Frameworks, Partnerships.

		3.3 Please outline any limits on your commercial model inc Time Limits, Contracting Method, i.e. direct, reseller, partner.



		4.0 Market Information 

		4.1 Who do you see as your main competitors and why?

		4.2 Which of these do you see as your closest competitor and why?

		4.3 What do you feel differentiates you from your competitors?

		4.4 In your market, what are the current developments and changes?

		4.5 What future change do you expect? Describe the change, what is driving it, what you’re doing to adapt. What are the keys to future success in this market for a company like yours?

		4.6 Please advise as to your future new product and service development plans etc.



		5.0 Solution Options

		5.1 Based on your review of the information provided, do you feel you could provide a solution that meets HMRC's needs?

		5.2 Is there a COTS solution you believe would meet HMRC's needs?

		5.3 Based on your experiences, what level of customisation is needed and would the solution require the use of Low-Code?

		5.4 In your experience, would you be able to provide a timeline for implementation based on the detail included in this RFI?

		5.5 If you don't feel you can provide a suitable solution are you aware of any supplier that may be better placed?



		6.0 Indicative Costs

		6.1 Please provide indicative cost detail for your solution, if one has been suggested.
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