Early Engagement Notice 
The Local Government Association (LGA), in collaboration with the Department for Health and Social Care (DHSC) and Care Provider Alliance (CPA), is exploring the possibility of commissioning a one-year (2018-19) discovery programme to enhance our collective understanding of the current and future data and cyber security risks across the adult social care provider sector.  
Increasingly, the sector is adopting technology to support care delivery and this is enhancing digital connectivity both within social care providers as well as information sharing with other organisations such as local authorities, NHS and other partners.  
[bookmark: _GoBack]Whilst these technology advances bring benefits for the sector they also present risks in how information is managed and kept safe and secure. There is an understandable need to raise awareness and support the sector in this area. An Introduction to Cyber Security was recently published to support social care providers following the global ransomware attack in May 2017. However, the introduction of the General Data Protection Regulations, Caldicott Data Security Standards, new CQC Key Lines of Enquiry and an SME-specific Data Security and Protection Toolkit offers an opportunity to enhance such awareness.  
The aim of this discovery programme is to better understand data and cyber security risks in the care provider sector and support that would help those risks be managed. We are exploring the possibility of commissioning an external organisation to conduct on-site research in approximately three English local authority regions, selected by the LGA, DHSC and CPA, to:
· Enhance our collective understanding of data and cyber resilience across the provider sector through on-site work with a wide range of social care providers in those regions using the new Data Security and Protection (DSP) Toolkit;
· Evaluate the effectiveness of existing support tools and training for care providers in this area (including the new Data Security and Protection Toolkit) addressing both the human and technology dimensions to data security;
· Provide practical support and evidence of good practice to those selected social care providers to help them understand opportunities to data handling and data security arrangements;  
· Produce a written report(s) setting out findings and recommendations.
The key driver for this work is to encourage a bottom-up, honest appraisal of the everyday cyber and data security challenges experienced by a range of social care providers, both high and low in their levels of digital maturity.  This will help us understand 1) where we are; 2) where we need to go and; 3) provide clarity on the risks needing to be mitigated that can be used to shape support.
Although this work is focusing on data and cyber security this is not intended to be a heavily technical discovery programme. The intention is for this to be research-led and recognise the varying levels of awareness and maturity that many care providers will have. 
The commissioning partners are using this process to test the market and establish the levels of interest in delivering the programme.  This notice seeks to invite interested providers to engage with the LGA, Care Provider Alliance and Department of Health and Social Care to assist with market understanding and inform development of the specification.  
Please submit your views, suggestions and comments on this work to Abigail.vella@local.gov.uk.  

