Def Comrcl CC-HOCS 3a

o - Kentigern House, Rm 2.1.02
\ Al e 65 Brown Street

MiﬂleW . Glasgow G2 8EX
of Dence Tel: 0141 224 2681

_Email: lain.McLean118@mod.uk

Probrand Limited- o ' Lo - Your Reference:
37 — 55 Camden Street ' '
Birmingham L Our Reference:
' : 700000199
Date: :
4 September 2018
Dear Sirs,

INVITATION TO TENDER 700000199 — THE PROVISION OF SERVERS NETWORK

STORAGE, WINDOWS SERVERS AND LICENSING AND SUPPORT FOR MOD CIVILIAN

APPLICATIONS INFFIASTRUQTUR

CCS Framework RM3733

Further to your recent submission _of a Tender fer the above Further COmpetition :
carried out under the Crown Commercial Service Technology Products 2 (RM3733) |
© framework, | am writing to advise that the Further Competition is.now co‘mplete. '

1 am pleased to inform you that your company ranked first in our eva|uat|on and
~ therefore we would like to award the Contract to you.

You are requested not to make any press announcements regarding the.award of this
Further Competition until the contract has been signed by both parties.

A copy of the completed Contraet Order Form will be forwarded to you shortly for - '
your signature and retumn. : '

. For your information, please also find attached a Débrief Report which sets out the -
scores achieved by your company during the evaluation.

Yours faithfully,

lain McLean _
For and on behalf of the Secretary of State for Defence
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Crown
Commercial

| Service

Technology Products 2 Agreement RM3733
Framework Schedule 4 - Annex 1

Contract 700000199 — Provision of Servers, Network Storage, Windows Servers and

Licensing and Support for MOD Civilian Applications Infrastructure

" Order Form

In this Order Form, capitalised expressions shall have the meamhgs set out in Call Off Schedule 1
(Defrnrtlons) Framework Schedule 1 or-the relevant Call Off Schedule in- whrch that capitalised

expression appears

The Suppller shall supply the Goods and/or Services specified in this Order Form to the Customer
on and subject to the terms of the Call Off Contract for the duration of the Call Off Period.

This Order Form should be used by Customers post running a Further Competr‘uon Procedure

under the Technology Products 2 Framework Agreement ref. RM3733.

The Call Off Terms referred to throughout thls document are available from the Crown Commercral

_ Serwce website at ttg flecs- agreemente cabrnetoffrce gov.uk/contracts/m3733

RM3733 Order Form, v1.0, May 2016

Page 10f 6




| Crown |
| Commercial
-1 Service

Section A
'Gener;ai iﬁff@rmaxiim

~ This Order Form 'is_ issued in accbrdance with- the provisions of"thel_ Tec'h_nbldgy' Products 2
Framework Agreement RM3733. - . - . B

. - Page 2 of 6
RM3733 Order Form, v1.0, May-2016 o .



1 Crown
| Commercial
Service

‘Section B |
Overview of the requirement

RMA3733 Order Form, v1.0; May 2016

Page 3 of 6




Commercial
Service |
SectionC o o |
- Customer Core Goods and/or Services Requirements
Please proVide,details of all Goods and/or Services required (including any items which are

- considered business critical) including the locations where the supplier will be required to deliver the
" service/s Ordered. . ' - - . .

o T Page 4 of 6
- RM3733 Order Form, v1.0, May 2016 . ‘
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Service

Section D
Suppl:er rasponse

Suppliers - use thls section to prowde any detalls that may be relevant in the fulfalment of the
~Customer Order

Page 50f6 -

RM3733 Order Form, v1.0, May 2016




Crown ‘.
Commerctal
Semce

| Sectiora B

Call Off Coﬂtract awerd

- This CaII Ofi Contract is awarded in accordance with the provieions of the Technology ProdUCts_ 2.
- Framework Agreement HMSTBS : ‘

The. Suppller shall supply the Goods and/or’ Servrces specmed in this Order Form to the Customer

] Name :

on and subject to the terms of this Order Form and the Call Off Term
Call Off Contracf’) for the duratlon of the Call Ofi Contract Period.

For and on behalf of the Suppller

s (together referred to gs ‘the

_J.c')'b roleftitle

Signature

pate - - | .

For and on behalf of the Customer

Name -

J,o.b ro_Ie/'title i} _I)ef Comrc‘l C_C-H_OGS 3a .

Signature. h

; Dat‘e--_ S

- AM3733 Order Form, v1.0, May 2016
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Appendlx B — Statement of Requirements
ggxg;mial Prowsmn of Servers, Network Storage, Windows Servers, and Licencing and Support for
‘ _ MOPD Civilian Appllcatlons Infrastructure
Ref: 700000189
CONTI-:_-NT_S
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: OFFICIAL :
Appendlx B — Statement of Requlrements
Provrsmn of Servers NetWOrk Storage, Windows Servers, and Llcenclng and Support for

~ MOD Civilian Applications Infrastructure
Ref: 7000001 99 - :

CivPers o Means Clwllan Personnel

' PURPOSE - - | |
The Authorlty require . the prowsmn of hardware to meet the needs of the load -
‘balancing, storage. area network, server vrrtuahzatron and connecting network

elements to support the Authontys requrrement to deliver new or upgrades to-
E Appllcatlons S , .

BACKG ROUND TO THE CONTRACTING AUTHORITY

Defence Business Services (DBS) is an organisation within the UK Government'
Ministry of Defence and is rasponsible for provrdmg hlgh quallty and professronalj

corporate services tothe department

,BACKG ROUND TO REQUIREMENTIOVERVIEW OF REQUIREMENT

‘Defence Business Services (DBS) |s looking to make improvements to |ts current
Civilian Personnel- (Civ - Pers) -application suite and. infrastructure, Provision of
“additional hardware will support the Authority 'S requrrement to deliver new or upgrades

to Appllcatrons

'DEFINITIONS

SCOPE OF REOUIREMENT

Defence Busrness Services (DBS) is Iookmg to make |mprovements to its current ‘

Civilian Personnel (Civ Pers) application suite and infrastructure. Provision of

. additional hardware will support the Authority's requrrement to dellver new or upgrades

”6‘.2. -,

. 6.3

to Appllcatlons

THE REQUIREMENT

The Authority is seeklng the provrsion of a contract to supply the mfrastructure _
‘equipment for servers, network storage and wrndows servers including 3 yearr :

mamtenance

The Authonty has available to it a Departmental hardware mamtenance contract and
therefore maintenance costs are identified normally as an option-only. Any such

- platforms confirmed by the supplier and agreed by the-Authority as falling outside the

Authority’s hardware maintenance contract would have their malntenance costs added
to the contract price.

‘Bidders must quote for all items in._'aII tables. Part bids will not be accepted.

Appendix B — Statement of Requirements

- ‘.©.Crown copyright 2016

' OFFICIAL

' v1.0 24/07/2018
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Ref: 700000199

Appendlx B — Statement of Requirements
Provision of Servers, Network Storage, Windows Servers, and Licencing and Support for
MOD Civilian Applications Infrastructure

Table A

High Level Definition

Requirement

Specification

TUNIX (AIX) Virualised
Platform

4 x IBM Power 5822
(8284-22A) '

20 Cores and 512GB
Memory (64GB Chips)
each

INTEL Virtualised
Platform ..

10 x Lenovo SR630 Dual
Power Supply

'4x 10Gbit NICs (via 2 x

256GB DDR4 RAM (16X
16GB: DIMMS) |

4x 1Gbit NICs onboard

Intel 540X-T2 card or
similar)

ox 900GB Drives @
RAID1 = ~900GB useable
space locally

4x 16GB F|bre Channel
Adapters (via 2x Emulex
LightPulse LP932000 or
similar)

IMM Advanced (Remote
Console/Control enabled)

.| Storage Area Network

4 x IBM V7000 SFF
Expansion (Generation 2)

with 24 x 900GB SAS
disks (in each expansion
node) :

Storage Area Network

T x IBM V7000 SFF

Controller (Generation 2)

Platform

Switch fabric for UNIX

3 x 24 pott 10Gbps
Switches

Cisco SG350 24T, 24 port
stackable switches

‘Generic Cabling

40 X 1m Whnte LSZH

Cat6a :
80 x 2m White LSZH
Cat6a ’

| 40 x 3m White LSZH
Catba

"OFFICIAL

'Appendix B — Statement of Requirements

© Crown copyright 2016

. v1.0 24/07/2018




g OFFICIAL
SFOWH . Appendlx B — Statement of Requirements
S'Qnﬂ‘_,mem'a!' Pro\nsron of Servers, Network Storage, Wrndows Servers, and Licencing-and Support for
ervice ' : MOD Civilian Applications Infrastructure
Ref: 700000199
- Licencing and Supp_.ort "~ [10.x One yeer Red Hat
‘ : | Enterprise Linux for -
Virtual Data Centres,
| Standard 2 Sockets - ‘
Licencing and Support | 12 x Red Hat Enterprise -
N License Linux for Power,
BE, Premium
. KEY MILESTONES ‘ - _
74 The Potential Provuder should note the foIIowmg project mllestones that the Authorlty
' will measure the quallty of delivery against: : :
Mllestone _ S Description | o Timeframe
‘  Raliuarn cf ol e . P No later than 28"
1 :;Dellyery of eII lrem.s to th.el requrrecl sites | ~ September 2018
AUTHORITY’S HESPONSIBILITIES
8.1 'Installatlon and Commlssmmng support is not. requared by the supplier and will be .
carrred out internally by the Civ Pers System Integrator '
9, REPORTING
91 NA
10, VOLUMES ‘
10.1. Vofumes are as stated in Table’ 1in Sectlon 6- The Hequurement
11. CONTINUOUS IMPROVEM ENT
114 N/A :
12, ‘SUSTAINA_BILITY-
121 N/A
13.  QUALITY.
131 As per. sect|on 5 of RM3733 Framework Schedule 4- Annex 2 Technology Products
Call-Off Terms. : ‘
14. PRICE J _ ‘ : ‘ .
14.1 * Prices are to be submitted via the [e-Sourcing Suite] excluding VAT.

Appendix B — Statement of Requirements

© Crown copyright 2016 ..

OFFICIAL

v1.0 24/07/2018
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Crown ial , Appendix B — Statement of Requirements
Commercia PrOV|5|on of Servers, Network Storage, Windows Servers, and Licencing and Support for

$‘”’r"'°‘f‘ MOD Civilian Applications Infrastructure

Ref: 700000199

15. STAFF AND CUSTOMER SERVICE

151 The Authority requires the Potential Provider to provide a sufficient level of resource
throughout the duration of Maintenance Contract in order to consistently deliver a
quality service to all Parties. '

15.2  Potential Provider's staff asagned to the Maintenance Contract shall have the relevant
' qualifications and experrence to deliver the Contract. : -

15.3 The Potential Provider shall ensuie that staff understand the Authorltys vision and :
objectives and will provide excellent customer service to the Authonty throughout the
duration of the Contract. L

'16.  SERVICE LEVELS AND PERFORMANCE
16.1 The Authority will measure the quallty of the Supplle,r s delivery by

16.1.1 The Supplier's ablllty to provide the models indicated in Table 1 in Section 6 —
The Requirement, -

16.1.2 The Supplier's ab|l|ty to delwer aII items to the requured sites by 28 September
- 2018 :

 16.1.3.The suppliers ability to provrde the malntenance of the hardware for the
duration of the contrdct, listing any:

16.1.3.1 Incident Loggrng

16.1.3.2  Call out times to site

16.1.3.3 Escalations procedures that would be in place
17. SECUFIITY FIEQUIREMENTS

17.1 SC clearance is preferred but not mandatory In the event englneers are required to
: visit the site they will be escorted at all times unless security clearance levels permit.

- 18. ‘INTELLECTUAL PROPERTY RIGHTS (IPR)
181 N/A

19. = PAYMENT , _

19.1  Payment will be made via Contracting Purchasmg & Flnance (CP&F) followmg
successful delivery of Goods P

19.2  Please note: The winning supplier must be signed up to the terms W|th|n DEFFORM

: 30 (Electronlc Transactlons agreement) and be fully set up on Exostar '

19.3. Payment can only be made followmg satisfactory delivery of pre- agreed certified
‘ products and del:verables

19.4 _Before payment can be considered, each invoice must include a detailed elemental
breakdown of work -completed and the associated costs.

20.  ADDITIONAL INFORMATION
201 NA

| - OFFICIAL.
Appendix B — Statement of Requirements o

© Crown copyright 2016 ,
_ v1.0 24/07/2018




P OFFICIAL

Orown " [T Appendle Statement of Requirements ‘
C‘i’m‘m@m'a’ Prowsmn of Servers Network Storage, Windows Setvers, and Licencing and Support for

. Serv‘-‘?@, ' ' MOD Civilian Applications Infrastructure

' ' . Ref: 700000199

21, LOCAﬂON " o
211 Spiit delrvery of hardware will be requrred between MOD sites (fuII detarls to be _
' confirmed in contract) L , :

2111 'Defence Business Services
MOD Abbeywood North .
~ Filton, Bristol o
BS34 sQwW

~and. .

~ 21.1.2  Defence Business Services -
'~ MOD Cheadle Hulme o
~ - PO Box 38, Cheadle Hulme
‘ Cheshrre - :
' SK8 7NY .

OFFICIAL
Appendrx B Statement of Requrrements

© Crown copyright 2016 _
v1.0 24/07/2018



Detence Business Services, ITMS

Head of Security and information Assurance
Room 1, Building 2, DBS, PO Box 38,
Cheadle Hulme, SK8 7NU

MiniS'try - ~ Telephone: 0161 426 Ext 7186 |
()f Def@ﬂ(:@ o | ‘Emall:  DBS ITMS-1A-AH@mod.uk

For the personal attention of: | ‘ ‘ Lo Your Reference:
Company Security Officer -~ - : : f _ '
Probrand Limited | o '  Our Reference:

Date: 13 September 2018

Dear 'Sir]Madam,

“TENDER NO AND SUBJECT, 700000199 for the Provision of Servers, Network
Storage, Windows Servers and Llcensmg Support for MOD ClVlhan Appllcatlons
Infrastructure

1. On behalf of the Secretary of State for Defence'| hereby give you notice that any sketch, plan,
. model, article, note or document,-or information connected with or arising out of the above-
mentioned Invitation to Tender, is subject to the provisions of the Official Secrets Acts 1911-1989
and that the following aspects of the work under the above contract are marked OFFICIAL —
SENSITIVE (PEHSONAL)

2. This Ietter therefore lays out the prrncrples under which both the Authorrty and the Contracior
will manage the system and the users of that system to provide proper assurance around data
security.

S 3 Technology risks must always be effectrvely managed but there will be opportunities for
organisations to develop innovative solutions and take advantage of modern technologies and
tools. Security should always be a consideration of technology decision-making and therefore be
balanced against other aspects of the service.

4. The Defence Cyber Protection’ Partnershtp {DCPP) has developed a framework called the
Cyber Security Model (CSM) that clearly identifies a set of practical and proportionate measures
. expected of industry which includes detailed measures required for the delivery of projects ranging
from low risk projects to projects that'involve sensitive information. The framework takes as it -
~foundation HMG's Cyber Essentials Scheme, as well as being mapped to existing industry
standards. There is a requirement for the supplier to achieve the Cyber Essentrals Scheme -
certification. This is mandatory for MoD contracts

5.  Security controls are required to be in place from the initial development and throughout the
life of this contract to provide assurance that appropriate security controls with regards to
personnel, physical hardware, locations and assets and relevant cyber security principle are met.

6. . Your attention is partrcularly drawn to the following specific aspects which must be fully
safeguarded




- PROTECTIVE MARKING

“Databases ( Personal records)

ASPECTS

OFFICIAL-SENSITIVE- PER ! NAL

Purpose of the system

“OFFICIAL-SENSITIVE

System description

OFFICIAL-SENSITIVE.

| System design'and performance

OFFICIAL-SENSITIVE:

_System Desigr Detalil

| OFFICIAL-SENSITIVE

Tests and demonstr_atrons

" | OFFICIAL-SENSITIVE

Security Policies

-OFFICIAL-SENSITIVE"

OFFICIAL-SENSITIVE

' Employment of the system
! Interoperablhty '

OFFICIAL-SENSITIVE

| Implementation Plannlng

OFFICIAL-SENSITIVE

|.Reliability, Maintainability and Ava|lab|I|ty

OFFICIAL-SENSITIVE.

' Contractual Documentation

OFFICIAL-SENSITIVE

Configuration Control documentatlon (Paper
and soft copy) ‘

OFFICIAL-SENSITIVE

‘ System Securrty Documentatlon |

| OFFICIAL-SENSITIVE

| Locations where the. system is deployed

OFFICIAL-SENSITIVE

Drawings ( solution desrgn)

| OFFICIAL-SENSITIVE

- | Network Diagrams

QFFICIAL-SENSITIVE

Security Test data and reports B

"OFFIC_IAL-ISENSITIVE L

7. . The SpeCIflc system secunty measures to be |mplemented are to be agreed and reviewed

through life by the secunty project board.

8. ' Informatlon about this contract must not be publrshed or communlcated to anyone except
where neoessary for the executlon of the contract W|thout the approvat of the Authonty '

9. Unauthorlsed release of thrs data would be con3|dered an otfence under the Official Secrets
Act 1989. All reasonable steps must be taken to make sure that all individuals employed on any
work in connection with the:contract have notice that these statutory provisions apply to them and
will’ contlnue to apply after the completion or earlier determrnatlon of the contract -

Informatlon Secunty

10.. The system should meet any relevant information standards as set out by HMG and take ‘
account of the Cyber Security Principles and standards with regards to design and use. Specific
system security measures to be |mplemented are to be ‘agreed and reviewed through life by the

security project board

11.  Any access to cIassrfred |nformat|on on MoD premlses that may be needed will be subject to
MoD security regulatlons under the direction of the MoD Project Officer. L

thsrcal -Secuntv

12. Itis the respon5|b|l|ty of the Authorlty to ensure that any information or assets in relation to

this contract held by HMG are protected in accordance with the security standards applied to this.
‘contract and in accordance with local security regulations. This responsibility may be delegated to
the approprlate Departmental Securlty Officer (DSO) where requwed



13. _Itis the responsibility of the Contractor to ensure that any-information or assets in relation to
this contract held by the Contractor are protected in accordance with the security standards applied
to this contract and in accordance with local security regulations. This responsibility may be
delegated (inc. in'relation to any sub-contractors) only by agreement with the Authority. =

14. Al requirements will be reviewed through life by the security project board.

F’ersc')nnel‘ Security

15. Those individuals with system administration rights (or any individual with nghts over and
above a standard user) shouid be subject to National Security Vetting to an appropriate standard
as agreed by the Security Project Board. The Authority is responsible for sponsoring and assuring
individuals with such rights as employed by HMG. The Authority (or delegated HMG DSOs) are
responsible for sponsoring individuals with such rights as employed by the Contractor. The-
Contractor |s responsible for assunng the ongoing vetting status of such |nd|V|duals

_ 16 Individuals will be required to to comply with Data Protection legislation and to sign the DBS .
Confidentiality Agreement or provide proof that a sumllar confldentlallty clause is contained .
within their contract. -

17. 'Indi\(iduais who have access to DBS data end Information systems will'be required to:

'_ - e . comply with Security Operating Procedures (SYOPS) governing access to
DBS and IVIod Information systéms

e Complete the mandatory Responsible for Informatlon tralnmg module

- 18. - All security related mczdents must be reported to their DBS sponsor and DBS IT Secunty
Offlcer Immedlately _

19. Al requnrements will be revuewed through life by the secunty pro]ect board.

Yours faithfuily

Stella Carter
Asst Head of Security and Informatlon Assurance







