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[bookmark: _3of9ejdldsj8][bookmark: _Toc509486706]Part A - Order Form 
	Digital Marketplace service ID number:
	593936251793174

	Call-Off Contract reference:
	SR211210125

	Call-Off Contract title:
	CDS Environment Service 

	Call-Off Contract description:
	Professional service provision of help and guidance on a range of areas such as:
Infrastructure including Cloud and networks/Architecture/Release Management/Continuous integration/Continuous Automation/Configuration/Operational support/System Administration. 

	Start date: 
	01/04/2019

	Expiry date:
	30/06/2019

	Call-Off Contract value:
	£360,000

	Charging method:
	BACS monthly in arrears

	Purchase order number:
	TBC



This Order Form is issued under the G-Cloud 10 Framework Agreement (RM1557.10). 
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	HM Revenue and Customs
Redacted
Buyer’s main address:
Ralli Quays
3 Stanley Street
Salford
M60 9LA


	To: the Supplier



	eSynergy Solutions Limited
Redacted
Supplier’s address:
50 Fenchurch Street
London
EC3M 3JM
Company number: 
4235243

	Together: the ‘Parties’



Principle contact details 
	For the Buyer:


	Title: Operations Manager  
Name: Redacted
Email: Redacted
Phone: Redacted


	For the Supplier:
	Title: Engagement Manager 
Name: Redacted
Email: Redacted
Phone: Redacted




Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 1st April 2019 and will be valid for 3 months

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least 30 Working Days from the date of written notice for disputed sums or at least 90 days from the date of written notice for Ending without cause. 

	[bookmark: _1fob9te]Extension period:
	[bookmark: _sbn2nptjxz3z][bookmark: _y8hcyfvgb0zt]This Call-Off Contract can be extended by the Buyer for 1 period(s) of 1 month by giving the Supplier 30 days written notice before its expiry.



Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud Lot:
	This Call-Off Contract is for the provision of Services under: 
Lot 3 - Cloud support 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below:
The appointed professional service provider will be required to work alongside existing teams to ensure the delivery of future features to planned release dates, work on issues resulting from previous releases and work on drawing out the detail required for future features. 

	Additional services:
	N/a

	Location:
	The Services will be delivered to:
Alexander House
21 Victoria Avenue
Southend on Sea
SS99 1AA



	Quality standards:
	The quality standards required for this Call-Off Contract are:

During the period of this engagement the supplier will report directly to the C&IT Head and provide performance metrics and other reports to demonstrate progress in a format agreed with HMRC.  HMRC will provide regular service feedback to the supplier to facilitate continuous improvement. HMRC will provide a list of tools that require to be used for the implementation. 
Where the HMRC lead performs a quality review on the service provider’s outputs and considers that the required quality has not been achieved as per the detail outlined in this call off they will escalate any issues to the eSynergy engagement manager for resolution.

	Technical standards: 
	The technical standards required for this Call-Off Contract are:

The requirement is expected to be delivered by a mix of resources working in an Agile environment with the following skills/knowledge:
· Java 1.8
· Spring Boot
· Tomcat and any other application servers
· Scrum & Agile
· Jira / Confluence
· Strong experience of Software Testing across the Software Development Lifecycle.
· Experience of a range of platforms e.g. Client/Server, Weblogic, Oracle etc.
· Experience of a range of Testing tools e.g. ALM, Zephyr, JIRA, Confluence, Selenium, SOAPUI.
· Experience with Agile methodologies (TDD, BDD, SCRUM, Kanban, etc.), developing product backlogs with measurable success criteria. 
· Experience in application programming, APIs and API design.
· Experience of Legacy Systems including Mainframe
· Knowledge and experience of test automation including TDD and BDD.
· Unix Sys Admin
· Continuous Integration
· Automated Deployment
· Ansible
· Github/Gitlab
· IBM WAS, BPM, MQ
· Wildfly
· RHEL Linux
· AWS
· Oracle
· Mysql
· Springboot / java
· ELK
· Experience in executing automated test cases in an agile environment
· In-depth experience of Test Automation tooling and processes – such as Selenium, SoapUI, Cucumber, Zephyr. JMeter
· Solid experience in API testing using SOAP UI
· Excellent environment management, automation and scripting skills e.g. shell or PERL scripts
· Familiarity with Web Servers e.g. Apache, etc.; WSO2, integration middleware, messaging, ESB, API management common web application / integration architectures (SOA)
· Experience of Load Runner / J Meter 


Ability to produce High/Low Level Designs to include:

· Environment Requirements
· Network topology, TCP/IP, HTTP, SSL etc.
· Operating Systems (Linux, SUNOS)
· Hardware/Virtual Machines
· Software
· Databases
· Support tools e.g. logging, monitoring, backup, patching
· Encryption e.g. TLS, Hashicorp Vault
· Single-Sign-On e.g. SAML, ADFS
· Interfaces and interactions between COTS/Legacy and SOA services
· Non-functional requirements including volume/sizing models
· Continuous integration, automated deployment, testing and the relevant tooling i.e. Ansible

Strong understanding of Cloud (e.g. AWS) implementation patterns and infrastructure:
· Autoscaling
· Security
· Clustering
· Networking


	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are N/a

	Onboarding: 
	The onboarding plan for this Call-Off Contract to include the following:
Supplier and Buyer will meet to discuss services required, expected deliverables and ways of working.
The supplier will select suitably qualified and experienced staff to deliver the service and will ensure the relevant security checks i.e. BPSS are completed prior to arrival on site.
The supplier will have control and manage deployment of resources necessary to deliver the outcomes set out in this document and, as such, will provide the expertise as necessary in agreement with HMRC.
Line management and control of service delivery will be wholly retained and the responsibility of the supplier.
If it becomes necessary to replace appointed individual(s) with another equivalent resource during the period of this engagement, HMRC will be informed of the decision prior to arrival on-site to ensure security, access and equipment requirements are met.
The supplier has the right to substitute staff at any point providing the replacement staff equally qualified/experienced.
The service provider is asked to estimate their delivery on the basis of the team it provides.

	Offboarding: 
	The offboarding plan for this Call-Off Contract to include the following:
Supplier to return all the Buyer’s assets and to provide appropriate documentation for all deliverables. 

	Collaboration agreement:
	N/a

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed 125%.
The annual total liability for Buyer Data defaults will not exceed 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term.
The annual total liability for all other defaults will not exceed 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term. 

	Insurance:
	The insurance(s) required will be: 
· [a minimum insurance period of [6 years] following the expiration or Ending of this Call-Off Contract]
· [professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)]
· [employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law]


	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 15 consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits. Clauses 7.4 to 7.13 of the framework agreement.


	Buyer’s responsibilities:
	The Buyer is responsible for ensuring that:
HMRC will provide existing system documentation and access to solution design documents, product backlog, and features for the IT services and related business processes.
HMRC will also provide a suitable physical work environment with the required IT in order to deliver the service.
C&IT will provide the following resources for knowledge transfer/ mentoring.
· Head of Development, C&IT
· C&IT Guild members
· CDS programme resources


	[bookmark: _1t3h5sf]Buyer’s equipment:
	The Buyer’s equipment available to be used with this Call-Off Contract includes HMRC networked devices, environments, tooling and telephones.




Supplier’s information
	Subcontractors or partners:
	The following is a list of the Supplier’s Subcontractors or Partners N/a



Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS.

	Payment profile:
	The payment profile for this Call-Off Contract is monthly in arrears.


	Invoice details:
	The Supplier will issue electronic invoices monthly in arrears. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

	Who and where to send invoices to:
	Invoices will be sent to:
Payments.team@hmrc.gsi.gov.uk

Should hard copy invoices be required these will be sent to:
Financial Shared Services
Account Payable
B Spur South Block
Barrington Road
Worthing
West Sussex
BN12 4XH


	Invoice information required – for example purchase order, project reference:
	All invoices must include purchase/limit order detail.

	Invoice frequency:
	Invoice will be sent to the Buyer monthly

	Call-Off Contract value:
	The maximum total value of this Call-Off Contract is £360,000 (exclusive of VAT)

	Call-Off Contract charges:
	The breakdown of the Charges is:
Redacted



[bookmark: _5iohy2muxioh]
[bookmark: _c3yo7ilfh9o6]Additional buyer terms
	[bookmark: _17dp8vu]Performance of the service and deliverables: 
	[bookmark: _3rdcrjn]This Call-Off Contract will include the following implementation plan, exit and offboarding plans and milestones:
[bookmark: _26in1rg][bookmark: _lnxbz9]The appointed Professional service provider will be required to:
· Provide help and guidance on RHEL recommended practices, networking practices, security practices and AWS Cloud.
· Review high, mid and low level designs and provide recommendations for scale up/down.
· Improve the current Continuous integration/deployment pipeline in Ansible and Jenkins. Work with the current C&IT Collaborative DevOps framework to ensure full automation of services and infrastructure deployments.
· Review source code and make recommendations on improved design techniques.
· Diagnose and troubleshoot infrastructure and deployment issues.
· Development and maintain lightweight systems documentation.
· Design, develop and Fix Ansible roles in line with the Enabler team principles and then integrate these roles into GIT.
· Create and amend Jenkins tasks and pipelines.
· Maintain the integrity of versioned controlled artifacts.
· Support deployments and integration across multi server architectures cross-government.
· Provide an interface between Test, development and operation teams in order to resolve issues and ensure best practice.


	[bookmark: _MailEndCompose]Service
	Deliverables/ Outcome
	Description
	Features Reference
	Target Release

	CDS SPS
	CDS Securing Payment Service Performance Enhancements
	Provide configuration recommendations and apply solutions to improve the performance of the SPS service in-line with programme NFR targets. 
	Refer to Jira
	June 2019

	CDS AWS
	CDS AWS Security Group Strategy and delivery of solution.
	Review security groups to make them more restrictive

	Refer to Jira
	April 2019

	
	
	Review security groups to make them more restrictive / AWS Config setup

	Refer to Jira
	May 2019

	
	
	AWS Config setup

	Refer to Jira
	April 2019

	CDS ALM
	ALM Tooling Service Improvements
	GitLab: Create automated MVP instance of latest version

	Refer to Jira
	April 2019

	
	
	Update tools and create process for regular patching; GitLab, Jenkins, Artifactory, Tower

	Refer to Jira
	June 2019

	
	
	Migrate from FAST-P AWS Shared Services VPC

	Refer to Jira
	May 2019

	CDS
	Encryption in Transit for DMS and all supporting services
	Development & Testing Activities for DMS-PDS Journey (MVP)

	Refer to Jira
	April 2019

	
	
	Perform DIT/FIT deployment, testing and rollout of DMS-PDS Journey

	Refer to Jira
	May 2019

	
	
	Development & Testing Activities for DMS-Risk Journey

	Refer to Jira
	May 2019

	
	
	Perform DIT/FIT deployment, testing and rollout of DMS-Risk Journey

	Refer to Jira
	June 2019

	I&T Framework
	Produce AMI pipeline which is regularly updated

	Bolt SPS in AMI pipeline

	Refer to Jira
	April 2019

	
	
	As a product owner I need to have a base AMI for the product to build upon

	Refer to Jira
	June 2019

	
	
	Cleanup function for Packer resources

	Refer to Jira
	June 2019

	I&T Logging

	A solution that enables CDS teams to harvest, store, index and search through log files generated by CDS applications and platforms.
	Make use of readily available Elastic plugins to enable some features in ELK stack. Begin log harvesting in the key NON-PROD environments.

	Refer to Jira
	April 2019

	
	
	Begin log harvesting in PROD and harden the platform for increased security.

	Refer to Jira
	May 2019

	
	
	Develop basic security alerts. Improve reliability. Develop a PoC for AWS ES SaaS.

	Refer to Jira
	June 2019

	I&T Environment Support
	Ongoing defect resolution and support of cds.core environments
	Provide programme support to the cds.core components as directed by I&T and the wider programme across all programme VPCS
	Refer to Jira
	On-going to June 2019

	Guarantee:
	N/a

	[bookmark: _1ksv4uv]Warranties, representations: 
	N/a


	Supplemental requirements in addition to the Call-Off terms:
	Within the scope of the Call-Off Contract, the Supplier will ensure that:
All personnel involved in the provision of the service act in line with HMRC values and behaviours;
All processes, tools, templates, IPR or other documentation produced under the contract to be made available under the Open Government licence;
All documentation is stored within the Programme file structure and available to HMRC at all times;
Relevant personnel provide timely attendance at programme meetings as required;
Delivery of the service includes skills transfer to HMRC staff as required.

All intellectual Property Rights in any guidance, Specifications, instructions, toolkits, plans, data, drawings, databases, patents, patterns, models, designs or other material (the "lP Materials"):
(a) furnished to or made available to the Supplier by or on behalf of the Buyer shall remain the Property of the Buyer; and
(b) prepared by or for the Supplier on behalf of the Buyer for use, or intended use, in relation to the performance by the Supplier of its obligations under the Contract shall belong to the Buyer; and the Supplier shall not, and shall ensure that the Staff shall not, (except when necessary for the performance of the Contract) without prior Approval, use or disclose any intellectual Property Rights in the lP Materials.
Additionally, the Supplier hereby assigns to the Buyer, with full title guarantee, all intellectual Property Rights which may subsist in the lP Materials prepared in accordance with section (b). This assignment shall take effect on the Commencement Date or as a present assignment of future rights that will take effect immediately on the coming into existence of the intellectual Property Rights produced by the Supplier. The Supplier shall execute all documentation necessary to execute this assignment.
Expenses
Travel to and from the Primary Location will be met from the day rate.
 
Expenses are payable where travel to other locations is required as part of the assignment forming part of this agreement. Where an overnight stay is required HMRC will pay for actual bed and breakfast costs within the current maximum limits detailed below. Any other subsistence or incidental expenses are not payable. Receipts must be provided.
 
All other expenses will be payable at the discretion of HMRC. The Contractor shall not incur such expenses without the prior approval of the HMRC Work Manager. Any expense incurred by the Contractor without prior approval shall not be reimbursed.

	Short-term Night Subsistence Allowances
Bed and Breakfast Capped Rates
Effective from 01/05/08

	Location
	Maximum nightly rate

	London / within M25
	£120 per night

	Bristol
	£100 per night

	Gatwick, Oxford
	£90 per night

	Portsmouth, Fareham, Southampton, Leeds
	£85 per night

	Elsewhere
	£80 per night

	Travel

	Mileage allowance
	25 pence per mile

	Rail Travel
	Standard Class

	Air Travel
	Economy Class




	Alternative clauses:
	These Alternative Clauses, which have been selected from Schedule 4, will apply:
N/a

	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	Within the scope of the Call-Off Contract, the Supplier will adhere to the following additional terms:
1 Purchase order mandatory policy
1.1 The Buyer operates a mandatory policy whereby official purchase orders will be issued in respect of all purchases made by the department. This ensures that every invoice received can be matched to a purchase order and to the corresponding goods or services received. Purchase orders will normally be issued from the Buyer’s ERP system or, exceptionally, by any other procedure that has been specifically agreed in writing with the Buyer’s Commercial
Directorate.
1.2 Any orders that are received by means other than those described in above are not authorized or sanctioned by the Buyer and should not be processed by suppliers.
1.3 The purchase order mandatory policy applies to the Buyer only. 
2 Purchase order references
2.1 Suppliers should ensure that the relevant purchase order reference number is shown on all invoices and other ancillary documentation, such as delivery notes or order acknowledgements. Invoices must include the Buyer’s purchase order number for them to be processed efficiently.
2.2 Failure to comply with the above requirement may result in invoices being returned to suppliers or payments delayed.
3 Payment of Invoices
3.1 The financial systems used by suppliers must be able to accept payment by the Bankers Automated Clearing Service (BACS).
4 Compliance with Value Added Tax and Other Tax Requirements
4.1 The Supplier shall at all times comply with the Value Added Tax Act 1994 and all other statutes relating to direct or indirect taxes
4.2 Failure to comply may constitute a material breach of this Call-Off Agreement and the Buyer may exercise the rights and provisions conferred by Clause 8.29 (Material breach termination) hereof.
4.3 The Supplier shall provide to the Buyer the name and, if applicable, the Value Added Tax registration number, PAYE collection number and either the Corporation Tax or Self-Assessment reference of any agent, supplier or sub-contractor of the Supplier prior to the commencement of any work under this Call-Off Agreement by that agent, supplier or sub-contractor.  Upon a reasonable request by the Buyer, the Supplier shall not directly assign a specific agent, supplier or sub-contractor as an account representative or dedicated support engineer or similar dedicated service role that Buyer requests not be so assigned.
5 SPATA
5.1 Where any personnel engaged in the provision of this contract is liable to be taxed in the UK in respect of consideration received under this contract, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003 (ITEPA) and all other statutes and regulations relating to income tax in respect of that consideration.   
5.2 Where any personnel engaged in the provision of this contract is liable to National Insurance Contributions (NICs) in respect of consideration received under this contract, it shall at all times comply with the Social Security Contributions and Benefits Act 1992 (SSCBA) and all other statutes and regulations relating to NICs in respect of that consideration.   
5.3 The Buyer may, at any time during the term of this contract, request any personnel engaged in the provision of this contract to provide information which demonstrates how they comply with Clauses 5.1 and 5.2 above or why those Clauses do not apply to it.   
5.4 A request under Clause 5.3 above may specify the information which any personnel engaged in the provision of this contract must provide and the period within which that information must be provided.   
5.5 The Buyer may terminate this contract if-     
(a) in the case of a request mentioned in Clause 5.3 above-   
(i) any personnel engaged in the provision of this contract fails to provide information in response to the request within a reasonable time, or   
(ii) any personnel engaged in the provision of this contract provides information which is inadequate to demonstrate either how they comply with Clauses 5.1 and 5.2 above or why those Clauses do not apply to it;   
(b) in the case of a request mentioned in Clause 5.4 above, any personnel engaged in the provision of this contract fails to provide the specified information within the specified period, or   
(c) it receives information which demonstrates that, at any time when Clauses 5.1 and 5.2 apply to any personnel engaged in the provision of this contract, they are not complying with those Clauses.   
5.6 The Buyer  may supply any information which it receives under Clause 5.3 to the Commissioners of Her Majesty’s Revenue & Customs for the purpose of the collection and management of revenue for which they are responsible.
6 Buyer Specific Policies
6.1 The Supplier will comply with the Buyer’s Security Policy


6.2 The Supplier will comply with the Buyer’s Health and Safety Requirements


6.3 The Supplier will comply with The Buyer’s Behaviours Standards


6.4 The Supplier will comply with the Buyer’s Equality and Diversity Policy



	Public Services Network (PSN):
	N/a

	Personal Data and Data Subjects:
	Will Schedule 7 – Processing, Personal Data and Data Subjects be used N



1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.10.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	Redacted
	Redacted

	Title:
	Redacted
	Redacted

	Signature:
	Redacted
	Redacted

	Date:
	Redacted
	Redacted



[bookmark: _Toc509486707]Schedule 1 – Services

[bookmark: _MON_1614521686][bookmark: _GoBack]

[bookmark: _Toc509486708]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:
Redacted


[bookmark: _Toc509486709]Part B - Terms and conditions

1. Call-Off Contract start date and length
1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms
2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _7ufvlylc57w][bookmark: _4qgmyaobct7l]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _zggo63kp7s7a]4.11 to 4.12 (IR35)
· [bookmark: _l0wad9mkk14m]5.2 to 5.3 (Force majeure)
· [bookmark: _t2msquoose3b][bookmark: _z5chnjhzaet0]5.6 (Continuing rights) 
· 5.7 to 5.9 (Change of control) 
· [bookmark: _xi3yu141afy3]5.10 (Fraud)
· [bookmark: _ata7ymz16ovs]5.11 (Notice of fraud)
· [bookmark: _fkyoint63nz9]7.1 to 7.2 (Transparency)
· [bookmark: _9iemmotrtveu]8.3 (Order of precedence)
· [bookmark: _tf0ykdt5ev]8.4 (Relationship)
· [bookmark: _naatyuhqkhsy]8.7 to 8.9 (Entire agreement)
· [bookmark: _xnkwn0kmcpb3]8.10 (Law and jurisdiction)
· [bookmark: _cpz8pmimqxjf]8.11 to 8.12 (Legislative change)
· [bookmark: _vxjr3igvbeu1]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _kszap48p7wt0]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _m9g4hob710e0]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _nep14ssihkdx]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _pfv9e4x6613e]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _6sdo70ih1iyh]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _y7s12y9u6ri2]8.49 to 8.51 (Publicity and branding
· [bookmark: _jcyecnr8hxv0]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _7xyhk85tkatg]8.52 to 8.54 (Equality and diversity)
· [bookmark: _ssevvrz51zz4]8.66 to 8.67 (Severability)
· [bookmark: _wo0xnjlyfmiu]8.68 to 8.82 (Managing disputes) 
· [bookmark: _jl72q32rn20u][bookmark: _h1o9qz8mt2t2]8.83 to 8.91 (Confidentiality) 
· 8.92 to 8.93 (Waiver and cumulative remedies)
· [bookmark: _3aps8o6kcxyn][bookmark: _c6k4662biabv]paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form
2.2 [bookmark: _itt780udfb5v]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _kt588v8j7m1]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _qrz2iq8tz5in]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _70gqqitra65j]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _1p9gmbf49p16]The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.4 [bookmark: _r6hnjzux63jf]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

3. Supply of services
3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
4. Supplier staff
4.1 The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
5. Due diligence
5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _23ckvvd]6. Business continuity and disaster recovery
6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. Recovery of sums due and right of set-off
8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. Insurance
9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 
10. Confidentiality 
10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.83 to 8.91. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
11. Intellectual Property Rights
11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
12. Protection of information
12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
13. Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.

13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
14. Standards and quality
14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.
15. Open source
15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
16. Security
16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 
17. Guarantee
17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
18. Ending the Call-Off Contract
18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
19. Consequences of suspension, ending and expiry
19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires
19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
20. Notices
20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by PDF to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
21. Exit plan
21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 
22. Handover to replacement supplier
22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure
23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.
24. Liability
24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form
25. Premises
25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
26. Equipment
26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999
27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. Environmental requirements
28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
29. The Employment Regulations (TUPE)
29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services
30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
31. Collaboration
31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
32. Variation process
32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.
33. Data Protection Legislation (GDPR)
33.1	The Parties will comply with the Data Protection Legislation and agree that the Buyer is the Controller and the Supplier is the Processor. The only Processing the Supplier is authorised to do is listed at Schedule 7 unless Law requires otherwise (in which case the Supplier will promptly notify the Buyer of any additional Processing if permitted by Law). 	

33.2	The Supplier will assist the Buyer with the preparation of any Data Protection Impact Assessment required by the Data Protection Legislation before commencing any Processing (including provision of detailed information and assessments in relation to Processing operations, risks and measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions infringe the Data Protection Legislation.

33.3	The Supplier must have in place Protective Measures, details of which shall be provided to the Buyer on request, to guard against a Data Loss Event, which take into account the nature of the data, the harm that might result, the state of technology and the cost of implementing the measures.

33.4	The Supplier will ensure that the Supplier Staff only process Personal Data in accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier staff with access to Personal Data, including by ensuring they: 	
i) are aware of and comply with the Supplier’s obligations under this Clause; 	
ii) are subject to appropriate confidentiality undertakings with the Supplier 

iii) are informed of the confidential nature of the Personal Data and don’t publish, disclose or divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off Contract 	
iv) are given training in the use, protection and handling of Personal Data.	

33.5	The Supplier will not transfer Personal Data outside of the European Union unless the prior written consent of the Buyer has been obtained, which shall be dependent on such a transfer satisfying relevant Data Protection Legislation requirements.
33.6	The Supplier will delete or return Buyer’s Personal Data (including copies) if requested in writing by the Buyer at the End or Expiry of this Call-Off Contract, unless required to retain the Personal Data by Law.
33.7	The Supplier will notify the Buyer without undue delay if it receives any communication from a third party relating to the Parties’ obligations under the Data Protection Legislation, or it becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing assistance in relation to each Party’s obligations under the Data Protection Legislation, and insofar as this is possible, in accordance with any timescales reasonably required by the Buyer
33.8	The Supplier will maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless: 	
i) the Buyer determines that the Processing is not occasional; 	
ii) the Buyer determines the Processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 	
iii) the Buyer determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.
33.9	Before allowing any Sub-processor to Process any Personal Data related to this Call-Off Contract, the Supplier must:
i. notify the Buyer in writing of the proposed Sub-processor(s) and obtain its written consent;
ii. ensure that it has entered into a written agreement with the Sub-processor(s) which gives effect to obligations set out in this Clause 33 such that they apply to the Sub-processor(s); and
iii. inform the Buyer of any additions to, or replacements of the notified Sub-processors and the Buyer shall either i) provide its written consent or ii) object.
33.10	The Buyer may at any time put forward a Variation request to amend this Call-Off Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

[bookmark: _Toc509486710]Schedule 3 - Collaboration agreement
The Collaboration agreement is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _Toc509486711]Schedule 4 - Alternative clauses
The Alternative clauses are available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _Toc509486712]Schedule 5 - Guarantee
The Guarantee is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _Toc509486713]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the Data Protection Legislation.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event  
	Means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise processed

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged processing by the Processor under this Call-Off Contract on the protection of Personal Data.

	Data Protection Legislation
	Data Protection Legislation means:	

i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time 
ii) the DPA 2018 to the extent that it relates to processing of personal data and privacy;
iii) all applicable Law about the processing of personal data and privacy, including if applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	Data Subject
	Takes the meaning given in the Data Protection Legislation.

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.10 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FOIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government guidance and the Crown Commercial Service guidance, current UK Government guidance will take precedence.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	A claim as set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the Data Protection Legislation.

	Personal Data Breach 
	Takes the meaning given in the Data Protection Legislation.

	Processing
	Takes the meaning given in the Data Protection Legislation but, for the purposes of this Call-Off Contract, it will include both manual and automatic Processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	Processor
	Takes the meaning given in the Data Protection Legislation.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.






[bookmark: _Toc509486714]
Schedule 7 - Processing, Personal Data and Data Subjects
Subject matter of the processing: 
N/a
Duration of the processing: 
N/a
Nature and purposes of the Processing: 
N/a	
Type of Personal Data: 
N/a	
Categories of Data Subject: 
N/a
Plan for return or destruction of the data once the Processing is complete UNLESS requirement under union or member state law to preserve that type of data: 
N/a
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Intended Readership

This good practice guide is intended for HMRC contract managers and any
non HMRC Third Parties / contractors who have access to HMRC systems
and data, either using HMRC owned devices, or personal devices (privately or
business owned) for the purpose of carrying out HMRC functions. The types
of devices include desktop PCs, laptops, tablets and Smartphones. All
contractors should be provided with a copy or summary of this guidance by
their contract manager or staff manager upon commencement of employment
with HMRC. HMRC managers should seek assurance that they have read,

understood and will adhere to the principles contained within.
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Executive Summary

This guidance sets out the information security management considerations
for non HMRC staff (third parties and contractors) regarding access to HMRC
systems and data, using either HMRC owned devices, contractually approved
company devices, or privately owned personal devices. It provides advice
about accessing, protecting and disposing of HMRC data, how to manage
personal devices and how to keep them secure. It includes best practice for
using your own devices in the work place and what to do if anything goes

wrong.

Managing HMRC information

1. Allowed use

Trusted third parties can use any non HMRC devices to undertake HMRC

work at the OFFICIAL security classification as long as the devices meet

HMRCs security requirements and are used in accordance with HMRC

Acceptable Use Policy.

Trusted third parties must not use their own privately owned personal devices
with OFFICIAL — SENSITIVE information or for work above OFFICIAL

If access to OFFICIAL-SENSITIVE data is required for a business function,
non HMRC staff must be issued with an HMRC STRIDE connected device (if
approved by the line of business Security & Information Business Partner
team), or a non HMRC company device that has been contractually approved
by HMG for the project

It is HMRC policy that non-HMRC devices must not be connected to the main
HMRC computer network (STRIDE)

HMRC staff contractors can store OFFICIAL data (but not data classified
OFFICIAL-SENSITIVE or above) in HMRC Google Apps and in unsecured

digital tools such as Jira / Confluence or when coding in the open
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http://internal.active.hmrci/page/choosing-correct-security-classification

http://internal.active.hmrci/page/hmrc-acceptable-use-policy-aup
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http://internal.active.hmrci/page/google-information-security

https://confluence.tools.tax.service.gov.uk/login.action?os_destination=%2Fpages%2Fviewpage.action%3FspaceKey%3DMIN%26title%3DConfluence&permissionViolation=true



HMRC policy prohibits the use of local write access to removable media on
STRIDE connected devices. Any requirement for third parties that cannot be
met within current guidance, such as local write access to a STRIDE
connected device, or for an HMRC standalone device, must be requested via

a Dispensation.

Personal electronic devices can be bought into a Secure Enclave. However,
only HMRC managed devices should be used within the area. Consequently

any use of personal devices must take place outside the Secure Enclave.

2. Pre-employment checks and Confidentiality Agreements

The pre-employment Baseline Security Standard (BPSS) check is required of

all_contractors who access HMRC assets, systems and data. Some

contractors may need additional vetting in accordance with the sensitivity of

information they will access. The security vetting process for non HMRC staff

is the same as for HMRC staff, but clearances are for shorter periods (CTC is
3 years and SC is 5 years). The manager of contract staff is responsible for
carrying out aftercare reviews of their suitability to continue to hold a
clearance at least annually. Managers of contractors must notify the S&ID
vetting unit when a contractor with clearance leaves or if a contractor no
longer requires clearance for their role. Anyone considering applying for
vetting should read the HMG leaflet here. The Cabinet Office have additional

requirements for list X contractors, who are required to work with Government

information classified at SECRET or above, and for contractors who require

access to international classified information.

Unless already covered by a contract containing a confidentiality agreement
clause, all third parties are required to sign a Confidentiality or non-disclosure
agreement (form SD20). It can be requested from Commercial Directorate:

Commercial Policy, Queries (Commercial) and must be submitted to the

contract manager after completion.
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3. What you store on your device

It is very important that OFFICIAL — SENSITIVE data, such as customer data
and financial data, is not stored on a portable device. You should also be
careful when recording HMRC information; for example, if you are recording
meeting notes, use participants initials rather than their full names and avoid
using ‘HMRC’ or any reference to specific business areas, which more easily
identifies what the notes are about. This helps to keep the content more

innocuous should the device be lost or stolen.

4. Storing data on devices: Government Security Classifications

All Government data carries one of three Security Classifications:
e OFFICIAL
e SECRET
e TOP SECRET

Sensitive OFFICIAL data carries an additional caveat of OFFICIAL-
SENSITIVE, which is used to indicate that the information is subject to more
rigorous handling procedures and a strict ‘need to know’. In HMRC all
customer data is considered at least OFFICIAL-SENSITIVE.

Refer to the HMRC Government Security Classifications guidance for more

information.

It is HMRC policy that only OFFICIAL (but not OFFICIAL-SENSITIVE or
above) data may be held outside of the HMRC STRIDE network. If non
HMRC contractors have to work on OFFICIAL-SENSITIVE data, special
arrangements must be approved and assured by the line of business Security
and Information Business Partner team. Access to the HMRC network can be

granted via a pseudo PID on an HMRC owned device.

5. Use of Pseudo PIDs

A PID is a Pay Identity Number given to all HMRC employees when they join
the department. If non HMRC contractors need access to the HMRC STRIDE
network for a particular system or role, they will need to request a pseudo PID
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(a non-employee PID). Such approvals must have considered and consulted
HMRC SRS Service Managers and line of business Security and Information
Business Partner teams. Pseudo PIDs are allocated for the sole use of
individuals, who are granted access only to those systems or roles that they
require for a business function. Upon accessing the HMRC network, staff are

subject to the HMRC Acceptable Use Policy. Managers of contractors must

remove pseudo PIDs when they leave, or when they no longer have a
business requirement to access the HMRC network. The full Pseudo PID

policy can be viewed on SRS.

6. Guidance on the use of Digital Tools for storing and sharing
information

HMRC Digital contractors have access to HMRC Digital Google Business
Apps for individual use. Digital staff can use their devices with this tool to
store and share OFFICIAL information, but not that which is OFFICIAL-
SENSITIVE or above. The other HMRC Google domain, HMRC Google
Business Apps, is for HMRC staff using only HMRC owned devices and is
accredited to OFFICIAL-SENSITIVE.

See the Google Academy information security intranet page for further details.

Shared Workspace is a secure and flexible online service that enables HMRC
to work and communicate easily with each other and organisations outside of
HMRC up to and including OFFICIAL-SENSITIVE. Note that access to
Shared Workspace is granted on an organisational basis rather than to

individuals. As such it is not available to contractors unless they work for an

organisation _with _access. Further information and links to the learning

packages is available on the HMRC intranet, S&ID Shared Workspace
guidance and on GOV.UK.

Access to HMRC Google Apps and Shared Workspace must be reviewed and
removed by the contract / staff manager as soon as the business need has

ceased.
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Unsecured digital tools such as slack or Jira / Confluence, should only be
used with information that is OFFICIAL (but not OFFICIAL-SENSITIVE or
above). More details and a non-exhaustive list of unsecured digital tools is in

the S&ID General Guidance on the Use of Online Digital Tools.

7. Data retention and legislative requirements

Data retention obligations and audit requirements must be included in third
party contracts with HMRC. Do not keep any HMRC work on your devices for
longer than you need to. Contractors must remove all HMRC data, software
and Virtual Machines (VMs) from their devices on their last day of
employment. Any HMRC data held on personal or business devices is

subject to the HMRC Records Management and Retention and Disposal

Policy, plus any legislation which relates to HMRC data. It may be subject to

Freedom of Information Act (FOIA) and/or Environmental Information

Requlations (EIR) subject access requests. Contract managers should be

made aware of any such requests as soon as they are received. Some
devices automatically backup data to a cloud-based account, or to a user’s
PC. Staff should consider disabling these features to ensure compliance with

HMRC data retention requirements and Offshoring Policy.

8. Press and Social Media

When using social media you should think very carefully before you post or
publish anything associated with HMRC and in particular any information
about your role. Remember that you are subject to departmental rules about
confidentiality and protecting customer and other valuable information. You

can find more information in the HMRC conduct policy on using social media

and in the Cabinet Office Social media guidance for civil servants. Never talk

to the media about HMRC or customer business. You should direct any such

queries to the Press Office.

9. Copyright

You should be particularly careful to avoid copyright infringements and

licensing breaches when using a non HMRC device for an HMRC function.
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This may involve the use of software, an app or database, for which the

department does not have a licensing agreement.

10. Reporting a security incident

If there has been a security breach involving HMRC data, staff should report
the details of the incident as soon as possible to their contract manager.

S&ID guidance has further information about investigating and reporting a

security incident.

Keeping devices secure

11. Keep your device physically secure

When working on HMRC premises, all staff must follow the departmental

Clear Desk, Clear Screen requirements. In particular computer screens

should be locked whenever a desk is left unattended. Non HMRC staff must

wear passes at all times and follow the End of Day Procedures if they are the

last to leave.

Maintaining physical control is the best way to protect your device and the
data stored on it. You can minimise the risk by keeping control of your
portable device at all times. You should not leave a device unattended for

long periods or in a place where it is likely to be stolen.

If you have been issued an HMRC owned device it is for your sole use only. It
is subject to departmental controls, particularly relating to travel abroad and

working away from the office.

12. Enable security functions

Where possible, the operating system firewall should be enabled on devices.
Setting a password to log on to a device is a very simple way to protect it.

Passwords should be unique for each device, must not be generic or easy to

guess and should never be shared with anyone else. See our Password
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management guidance for more information about choosing a secure

password.

Automatic locking when a device has not been in use for a period of time is
another simple method of protection. This is usually easy to set up and
instructions on how to do this can normally be found within the Settings

function of the device.

Enable device encryption. This ensures that in the event a device falling into
the wrong hands, it is not possible to recover the data held on it without a
passcode. Some devices have this enabled by default and other devices need
the user to enable this first.

If available, enable remote management of a device. This allows you to
remotely lock, wipe or destroy your device if you have lost it or it has been

stolen. An example of this is Apple’s “Find my iPhone”

13. Antivirus Updates & Downloads

All web enabled devices must have protection from viruses, malware and
other online threats. Having the latest security software, web browser,
operating systems and updates are the best defence against these.

Operating systems must be fully supported and patched.

HMRC require the hard disk to be encrypted and antivirus installed, so it is
advisable that you do this in advance. No particular brand of antivirus is
required — any updated package should be adequate. Sophos is widely used

by Mac users and is free: https://www.sophos.com/en-us/products/safequard-

encryption.aspx

The FileVault feature in OS X gives disk encryption.
Only download programmes such as apps from a trusted source. Many free

applications have been found to track users and share user information with

advertisers or other third parties. Finally, never use devices that have been
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modified (sometimes known as ‘jailbreaking’ or ‘rooting’). Not only can this be

illegal but it can introduce vulnerabilities to the device.

14. Connectivity

Control wireless network and service connectivity. It is best to turn off Wi-Fi
and Bluetooth connectivity when not in use and only connect your device to
trusted networks. Devices should be set to prompt users before connecting to

networks so that they do not unknowingly connect to unsafe networks.

Dealing with a lost device / retiring a device

15. Lost or Stolen devices

If your device is lost or stolen, where available, use remote management to
remotely lock and wipe the device to ensure the contents are safe from falling
into the wrong hands. Next, contact the service provider to have the service
suspended. Keep information about how to initiate remote wipe in a
document separate from the device, along with information such as serial
number and type of device, which can be helpful to the Police. Ensure that
you backup your device periodically so that if you have to remotely wipe your
device, you will not lose your personal information, even if your device is

found.

16. Disposing of your device

Your portable device should be decommissioned in the same way that you
would any computing device. Remove and retain any removable memory,
wipe the device if you can and restore it to its factory settings. Any
departmental data on removable media, such as a USB stick, must also be

disposed of securely when it no longer has a business use.

17. Where can you find further Guidance?

Various HMRC intranet guidance is referenced in this GPG:

e Security Vetting

e Government Security Classifications

e Dispensations
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¢ HMRC Acceptable Use Policy

e Google Academy
e S&ID Shared Workspace

e General Guidance on the Use of Online Digital Tools

¢ HMRC Records Management & Retention & Disposal Policy
¢ HMRC Offshoring Policy
e HR22011 Conduct: HMRC and using social media

e Incident Reporting

e Clear Desk, Clear Screen

e End of Day Procedures

e Travel Abroad

e Working off departmental premises and portable equipment

e Password Management & User Authentication

You can access the following publicly available guidance on GOV.UK:

e HMG personnel security controls

e Security requirements for List X contractors

e International classified information: personnel security clearance

e Government Security Classifications

e Shared Workspace

e Cabinet Office Social media guidance for civil servants

e The Civil Service Code

HM Revenue
& Customs

Issued by

HM Revenue & Customs
Cyber Security & Information Risks (CSIR)
Policy, Change & Risk
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H&S in HMRC: Policy statement


Overview


The Commissioners for Revenue & Customs have collective responsibility for health and safety which is an important priority for HMRC. We believe that the principal responsibility for preventing accidents and occupational ill health rests with all managers. We expect staff to share responsibility with them by exercising reasonable care and by supporting their efforts to deliver this policy. We will so far as is reasonably practicable ensure the health and safety of our staff and others who may be affected by our activities. 


Managers and staff have a strong mutual interest to foster co-operation and trust to achieve this aim. To this end we will:


· ensure that Directors give proper priority to health and safety and that managers identify and control health and safety risks 


· engage and consult with staff and their union accredited health and safety representatives on matters affecting their health and safety 


· provide and maintain safe and healthy working conditions and practices, safe plant and equipment and ensure safe handling and use of substances, and make reasonable adjustments in the workplace to support disabled employees 


· ensure all employees are competent to do their work safely and provide them with adequate training information and instruction 


· provide access to competent specialist health and safety advice help staff and managers meet their responsibilities and promote good health 


· monitor health and safety performance to ensure that risks are properly controlled and seek continuous improvement 


· review and revise this policy and arrangements to ensure they continue to be suitable, consistent with good management practice and the requirements of corporate governance. 


The Health and safety organisational arrangements and supporting H&S guidance published on the intranet set out in detail how we can all contribute to and meet these commitments.


H&S in HMRC: Organisational arrangements and responsibilities


This provides guidance on organisation, arrangements and responsibilities. 


HMRC aims to ensure, as far as is reasonably practicable, the health, safety and welfare of all staff, as well as the health and safety of those who may be affected by our activities. The written statement, signed by the Chief Executive Officer (CEO), is a summary of the Departments arrangements for health and safety and the legal responsibilities of Directors, managers and staff. This guidance provides managers and staff with further detail about those legal responsibilities and HMRC's arrangements for meeting them. It includes the arrangements for access to support and competent advice.


Introduction


This guidance explains the framework for managing Health and Safety (H&S) in HMRC. It sets out the organisation, arrangements and responsibilities for H&S. 


HMRC's organisation and arrangements for Health and Safety follow the model recommended by the Health & Safety Executive (HSE) of:


Policy and Guidance 


· Organising 


· Control 


· Key Responsibilities 


· Co-operation 


· Competence, Communication, Training & Information 


· Contact with Enforcement Agencies 


· Planning and implementing risk control 


· Measuring performance 


· Auditing and Reviewing performance. 


Policy and guidance


The written statement is supplemented by additional guidance on particular H&S topics and the arrangements for managing them in HMRC. This information can be accessed via the information provided in guidance for Health and safety.


Further H&S guidance is being developed and will be published following consultation with Directorates and the TUS. Where HMRC guidance on a particular area of H&S has not yet been published former C&E and former IR guidance remains extant.


Directorates will publish a statement of their own arrangements for managing H&S. That information must: 


· avoid duplication or inconsistency with these arrangements and centrally published guidance 


· reflect the work of the Directorate, the specific hazards relating to their activities, and their arrangements for controlling H&S risks. 


Organising


Control - The fundamental principle for managing health and safety in HMRC:


· Managers have prime responsibility for the health and safety of their staff and others who may be affected by the activities of their work area. 


· Guidance, training and specialist advice (from the Occupational Health, Safety and Wellbeing Team) is available to help them. 


· The tiers of responsibility set out below outline some of the key tasks for Directors, managers and staff. The balance of responsibilities between business risks and building-related risks is set out in planning and implementing risk control (see policy - risk assessment and control). 


Key responsibilities


ExCom: 


· have collective responsibility for health and safety in HMRC 


· will ensure health and safety risks are managed as part of corporate governance requirements 


· will be kept informed of relevant health and safety risk management issues. 


· The Director with responsibility for Health and Safety is the Chief People Officer (CPO). 


The CPO will:


· advise ExCom and Board level Committees on HMRC health and safety management and performance 


· seek assurance that appropriate health and safety arrangements are in place and functioning effectively. 


Directors will:


· document and publicise the arrangements for health and safety in their Directorate 


· ensure that health and safety is considered as part of business planning 


· lead by example and encourage commitment to health and safety from their managers and staff 


· provide adequate resources to deliver health and safety arrangements, including staff to act in particular roles, for example, Incident Control officers, Incident Marshalls, first-aiders, DSE Assessors 


· provide assurance to the Health and Safety Joint Consultative Committee (HSJCC). 


· Guidance for directors is available (see Directors health and safety responsibilities). This provides more detailed advice on how these responsibilities can be met.


Senior managers (Grades 6/7) will:


· demonstrate a visible interest in health and safety issues, and represent the business at H&S committees as appropriate 


· promote compliance with accident and occupational ill-health reporting and investigation, in order to improve health and safety performance 


· seek assurance from their SO managers that risk assessments are in place and safe systems of work are complied with. 


Senior Officer (SO) Managers will:


· be responsible for managing health and safety within their area of responsibility and ensure staff are aware of fire and emergency procedures 


· ensure the completion and review of risk assessment Risk assessment and control communicating the contents to their staff and implementing and monitoring control measures 


· monitor health and safety performance in their team, providing adequate resources to meet health and safety requirements, including facilitating training, and escalating any issues that cannot be resolved. 


All Managers and Staff will:


· be responsible for helping to maintain a safe and healthy working environment and ensure they take reasonable care for the health and safety of themselves and others 


· comply with all health and safety arrangements, including undertaking training, and following guidance and emergency procedures 


· report all accidents, violent incidents, near-misses and occupational ill-health, co-operating with managers to investigate causes and comply with corrective action 


· co-operate with their manager to maintain a safe working environment by reporting H&S hazards and participating in the risk assessment process. 


· Guidance for Managers and Staff on managing health and safety and the potential liabilities in Health and Safety law


Any manager or member of staff, who knowingly fails to comply with their H&S responsibilities, may be subject to disciplinary action.


Co-operation 


HMRC actively promotes staff participation in health and safety at work. This includes arrangements for co-operation and consultation with TUS, (both formal and informal), who undertake safety representation on behalf of all staff.


The CPO has arrangements in place for Health and Safety Governance at a senior level. Membership of HSJCC provides for representation of all Lines of Business and the Departmental Trade Unions (DTUS). 


These arrangements include the following:


· HSJCC meets quarterly. DTUS representatives and senior managers from Lines of Business attend to maintain high level consultation on health and safety policies and guidance. 


· Regional, local and common hazard Committees (organised by Directorates whose work activities present particular occupational hazards). Regional Committees are attended by Directorate senior managers and Safety Representatives. 


· Competence, Communication, Training & Information


Occupational Health, Safety and Wellbeing (OHS&W)


OHS&W are HMRC's Specialist Delivery Team and are part of HR. The team's main area of responsibility is to:


· Provide competent health and safety advice, H&S audit and consultancy services, through a team of Occupational Health, Safety and Wellbeing Advisers. The team provide advice and support to managers via the OHS&W helpline. They also provide an on site service when appropriate. 


· Develop and maintain H&S policies and procedures. 


· Manage the delivery of occupational health contracts. 


· Liaise with key Departmental stakeholders, for example HR Directors and ESS, and with other Government Departments including the Health and Safety Executive (HSE). 


Training and Information


Health and Safety training and information must be provided to all staff: 


· When joining HMRC; all new starters need induction training, which includes being told by their manager about the Department's H&S policy and the arrangements in place for their health and safety. 


· Periodically as required and in accordance with any specified refresher period; refresher training will be required to bring skills up to date, especially if the training relates to skills not used regularly. 


· When there are significant changes to their job, and there are new or increased risks and changes to the arrangements for dealing with them. 


· Five e learning products meet the basic training required for staff and managers.


All staff must complete:


· Health and Safety Awareness for staff - This provides an introduction to H&S law and basic principles of H&S. This e learning can be accessed via the Civil Service Learning portal, product code HSS12CS. Staff should complete this product every 5 years or more frequently if considered necessary in their business area. Managers do not need to complete this product as the content is included in the new Health and Safety Awareness for Managers product, HCM12CS.


· Basic Fire Awareness for staff - This e learning can be accessed via the Civil Service Learning portal, product code BSFM01. Staff should complete this product every 5 years or more frequently if considered necessary in their business area.


All managers must complete:


· Health and Safety Awareness for Managers - Outlining the manager's legal responsibilities and the principles of reducing and controlling H&S risks. This e learning can be accessed via the Civil Service Learning portal, product code HSM12CS. This should be completed every 5 years or more frequently if considered necessary in their business area. 


· Health and Safety Risk Assessment - This provides an introduction to the principles of evaluating, documenting and controlling H&S risks in HMRC (product code 012300 on HMRC online learning) 


· H&S Accidents, Ill-health and Violence - This provides an introduction to reporting and investigating accidents and occupational ill health in HMRC (product code 012303 on HMRC online learning). 


· A Civil Service Learning 1 day classroom course, H&S Risk Assessor, is available for managers who require a more detailed understanding of their H&S responsibilities, particularly those involved in higher hazard activities.


· Further H&S training is also available in relation to particular hazards/work areas. 


· HMRC H&S information is available on the intranet (see Health and safety)


· All members of staff must be made aware of the risk assessments that apply to their work area and activity (see - Risk assessment and control).


Contact with Enforcement Agencies


The HSE and other agencies may occasionally visit or request information from HMRC. If you receive any such contact you must inform the OHS&W team and, where it is an estate related matter, the ESS C&C SHEF Team.


OHS&W and ESS will liaise with other Directorates and assist the manager in responding to the agency.


Planning and Implementing risk control


The balance of responsibilities for the organisation and physical control of H&S risks (including completion and review of risk assessments) is with:


Business Managers - they are responsible for managing all staff and business related risks. These will include the following:


· Display Screen Equipment (DSE), Emergency Procedures, Manual Handling, Personal Safety, Personal Protective Equipment, Accident Management, Work activity and its interface with the work environment (Whilst Estates is responsible for the fabric of the building and the general building risk assessment, business managers are responsible for the workplace risk assessment that will ensure the safe use of the work environment e.g. stating and maintaining safe working practices in the office used by their staff). 


· Workplace Noise, Work activity within 'Trader Provided Free premises', First Aid and Post Handling (where undertaken by the business). 


· New and Expectant Mothers, Young Persons, Using Official Vehicles (operation of, and safety in), Stress, X-Ray Scanning, Vessels. 


· Airside, Docks & Freight, Drugs/Firearms/Explosives and other seized goods, Queens Warehouses and Outside Environmental Noise. 


· Estates & Support Services


For all 'Building - related' Risk Assessments and advice including the following: 


· Completion of Building Risk Assessment (for the fabric of the buildings and all 'Common' areas, for example lifts and kitchens), the examination of ESH files (to ensure all documentation is present, current and accurate). 


· Co-ordination of Fire Risk Assessments and manage the completion of resulting actions. 


· Provision of building-relevant H&S advice, and to represent HMRC regarding building-related matters at meetings with TU Safety Representatives and other occupiers, (taking advice from OHS&W as necessary). 


· Managing the Estate Service Providers, for example, Trillium and Mapeley by ensuring delivery of H&S obligations, statutory Inspections, Contractor competence etc, in accordance with the various contracts in place. 


All employees who are responsible for completing risk assessments have access to:


· Risk assessment and control (including Generic risk assessment)


· Occupational Health, Safety and Wellbeing


· Online Learning: Health and safety (H&S) risk assessment e-Learning (item code 012300)


Other staff with particular health and safety roles:


· Senior Responsible Managers 


· Building Responsible Managers 


· Incident Control Officer 


· Incident Marshal 


· Trade Union Safety Representatives 


· Display screen equipment assessors 


· First Aiders 


· Radiation Protection Supervisors 


Safety Representatives have a key role in managing health and safety in HMRC, and have a number of statutory functions including:


· investigating potential hazards and dangerous occurrences at the workplace 


· investigating complaints by members of staff relating to their health and safety at work 


· making representations to the Department concerning the above and on general matters affecting the health, safety and welfare of staff


· carrying out safety inspections 


Measuring and Reviewing Performance


Audit 


The central team of specialist Occupational Health, Safety and Wellbeing Advisers agree an annual programme of audits, with the HSJCC and other business stakeholders. This Audit Assurance process, focussing on significant occupational hazards, checks the existence, adequacy and application of H&S controls and provides a support mechanism for Directors and managers.


Incident Reporting


Staff must report all occupational health and safety incidents, and managers must investigate them. H&S Incidents include:


· accidents 


· near-misses 


· work-related ill health 


· violence (physical and/or verbal). 


Preventing these incidents, and the prompt reporting and investigation of them when they do occur is a key management responsibility. 


Further information on how to report work-related accidents, ill health and violence is available in the incident report arrangements (see - Report a H&S incident). 


The information on the incident reporting forms is recorded centrally, and the forms are retained by HR. A summary of these reports, (not containing personal data), providing regional and business stream and trend analysis information, will be available to managers and TUS Safety Representatives.


Managers are reminded that they must report certain incidents or work-related diseases to the Health and Safety Executive (see -Reporting RIDDOR Incidents to the HSE). This includes any sickness absence, of more than three consecutive days in Northern Ireland and more than 7 consecutive days in Great Britain, (weekends must be counted), which is attributed to any of the above incidents.
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A New Competency Framework
for the Civil Service

From April 2013 there will be one competency framework in place across

the Civil Service. . . .
e Civil Service Setting Direction

The creation of a single competency framework for over 400,000 employees
is a key priority for achieving Civil Service reform. Following extensive
consultation across government the framework was launched in five
departments in April 2012.

Seeing the Big Picture
Changing and Improving
Making Effective Decisions

The competency framework sets out how we want people in the Civil Service
to work. It puts the Civil Service values of honesty, integrity, impartiality and
objectivity at the heart of everything we do and is aligned to the Civil Service
leadership model: Setting Direction; Engaging People and Delivering Results.

There are ten competencies which describe the requirements for now and for the

reformed Civil Service of the future. The framework includes behaviours which C|V|| Service

will develop capability in digital, commercial and project delivery skills, as well as Delivering Results Engaging People
in change leadership. Important themes such as continuous improvement and Values

diversity and equality are also embedded throughout the framework. Achieving Commercial Outcomes Leading and Communicating

Delivering Value for Money Collaborating and Partnering

Managing a Quality Service Building Capability for All
‘ ‘ Delivering at Pace

This new framework will focus as much on behaviours as on skills. It will
promote and deliver a pacier, innovative, results-orientated culture and
ensure consistent high standards are used for recruitment, promotion and
performance management across the Civil Service.

Civil Service Reform Plan 2012 ’ ,
Visit the Civil Service Learning portal to find
the full competency framework CIVIL SERVICE REFORM

This framework has been developed in partnership with Civil Service professions.
If you work as part of a profession with a separate framework this will
complement your professional framework and should be used alongside it.

vy CIVILSERVICE

HUMAN RESOURCES




www.civilservice.gov.uk/learning
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Civil Service

Competency Framework

Setting Direction

Seeing the Big Picture

Seeing the big picture is about having an in-depth
understanding and knowledge of how your role fits with

and supports organisational objectives and the wider

public needs. For all staff, it is about focusing your contribution
on the activities which will meet Civil Service goals and
deliver the greatest value.

Changing and Improving

People who are effective in this area are responsive,
innovative and seek out opportunities to create
effective change. It's about being open to change,
suggesting ideas for improvements to the way
things are done, and working in ‘smarter’, more
focused ways.

Making Effective Decisions

Effectiveness in this area is about being objective; using
sound judgement, evidence and knowledge to provide
accurate, expert and professional advice. It means showing
clarity of thought, setting priorities, analysing and using
evidence to evaluate options before arriving at well reasoned
justifiable decisions.

Engaging People

Leading and Communicating

Effectiveness in this area is about leading from the front
and communicating with clarity, conviction and
enthusiasm. It's about supporting principles of fairness of
opportunity for all and a dedication to a diverse range

of citizens.

Collaborating and Partnering

People skilled in this area create and maintain positive,
professional and trusting working relationships with a

wide range of people within and outside the Civil Service

to help get business done. It requires working effectively,
sharing information and building supportive, responsive
relationships with colleagues and stakeholders, whilst having
the confidence to challenge assumptions.

Building Capability for All

Effectiveness in this area is having a strong focus on
continuous learning for oneself, others and the
organisation. It's being open to learning, about keeping
one’s own knowledge and skill set current and evolving.

Delivering Results

Achieving Commercial Outcomes

Being effective in this area is about maintaining an economic, long-
term focus in all activities. It's about having a commercial, financial
and sustainable mindset to ensure all activities and services are

delivering added value and working to stimulate economic growth.

Delivering Value For Money

Delivering value for money involves the efficient, effective and
economic use of taxpayers’ money in the delivery of public services.
It means seeking out and implementing solutions which achieve
the best mix of quality and effectiveness for the least outlay. People
who do this well base their decisions on evidenced information

and follow agreed processes and policies, challenging these
appropriately where they appear to prevent good value for money.

Managing a Quality Service

Effectiveness in this area is about being organised to deliver service
objectives and striving to improve the quality of service, taking
account of diverse customer needs and requirements. People who
are effective plan, organise and manage their time and activities to
deliver a high quality and efficient service, applying programme and
project management approaches to support service delivery.

Delivering at Pace

Effectiveness in this area means focusing on delivering timely performance
with energy and taking responsibility and accountability for quality
outcomes. It's about working to agreed goals and activities and dealing
with challenges in a responsive and constructive way.

Visit the Civil Service Learning portal to find

SERVICE
the full competency framework
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Our Diversity and Equality Policy is to:


Recognise that barriers may still exist in society and in the workplace that would hinder the progress of particular groups and to act positively to ensure that these are eliminated from all HMRC policies and processes. 


Use the knowledge and skills of our diverse workforce to increase compliance and customer satisfaction and better understand the customers’ needs and viewpoint. 


Employ a diverse workforce that represents the community we serve, helping us to develop our policies and practices in ways that are appropriate to different customer groups. 


Value our people as individuals who have a unique contribution to make to HMRC’s success. Use our differences in positive ways to promote an inclusive environment for our employees and customers. 


Be the public sector’s employer of choice, attracting and retaining the best from the widest pool of talent and developing our people to the level of their potential and inclination. 


Eliminate any unjustifiable discrimination against anyone for any reason, including race, ethnic origin, religion, nationality, sex, sexual orientation, working pattern, marital status, gender reassignment, disability or age. In Northern Ireland, to eliminate any unfair discrimination because of political opinion. 


Monitor and evaluate our progress to ensure we are meeting our targets and legal responsibilities.
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Work Order: CDS Environment Support



[bookmark: _Toc500426735][bookmark: _Toc501376453]Introduction



[bookmark: _Toc500426736][bookmark: _Toc501376454]CDS Programme Overview

[bookmark: _Toc500426737]Customs Declaration Services (CDS) is a large scale IT change programme being delivered through a combination of in house delivery groups supplemented by external suppliers and procured Commercial off the Shelf (COTS) software.  CDS is a strategically important programme for HMRC and is driven by the principal need to replace and decommission the CHIEF (Customs Handling of Import/Export Freight) system.

C&IT Delivery Group is the group responsible for the delivery of a number of CDS products and components and also for taking the lead in the CDS end-to-end technical integration.

[bookmark: _Toc501376455]CDS Programme Structure

CDS is a scaled agile delivery (using SAFe) and is organised into five distinct Agile Release Trains (ARTs) and an overarching programme organisation: Customer; Declaration Processing; Risk & Data; Dual Running and Enabler.

Each Release Train is a long-lived, self-organising team of Agile Teams, a virtual organisation that plans, commits, and executes together.  Each Release Train has a single Vision, Roadmap, and Program Backlog.

[bookmark: _Toc501376456]Required Outcomes



[bookmark: _Toc501376457]Overview



Location: Southend-on-Sea

The appointed Professional service provider will provide help and guidance on a range of areas such as:

Infrastructure including Cloud and networks/Architecture/Release Management/Continuous integration/Continuous Automation/Configuration/Operational support/System Administration. 

[bookmark: _Toc501376458]Timetable



Length of Service is for 3 months April – June 2019

[bookmark: _Toc500426741][bookmark: _Toc501376462]Approach 

[bookmark: _GoBack]

The service provider deliverables will be defined at a programme feature level.  Each feature will have a commensurate service and data design where necessary.  The ART Release Train Engineer is accountable for ensuring these inputs are clearly defined by the Product Owner and ART Delivery Architect in advance of work starting.

In some instances, these ART features will be delivered by multiple DG scrum teams.  The RTE will facilitate Programme Increment Planning prior to work starting to allow teams to confirm:

· Detailed stories required to deliver the features.

· Dependencies between teams/ DGs.

· Risks, Issues and mitigation.

· The ART’s commitment for that increment

The appointed Professional service provider will be required to work alongside existing teams to ensure the delivery of future Features to planned Release dates, work on issues resulting from previous releases and work on drawing out the detail required for future features. 

[bookmark: _Toc500426743][bookmark: _Toc501376463]Resourcing and Service Attributes 



The requirement is expected to be delivered by a mix of resources working in an Agile environment with the following skills/knowledge:

· Java 1.8

· Spring Boot

· Tomcat and any other application servers

· Scrum & Agile

· Jira / Confluence

· Strong experience of Software Testing across the Software Development Lifecycle.

· Experience of a range of platforms e.g. Client/Server, Weblogic, Oracle etc.

· Experience of a range of Testing tools e.g. ALM, Zephyr, JIRA, Confluence, Selenium, SOAPUI.

· Experience with Agile methodologies (TDD, BDD, SCRUM, Kanban, etc.), developing product backlogs with measurable success criteria. 

· Experience in application programming, APIs and API design.

· Experience of Legacy Systems including Mainframe

· Knowledge and experience of test automation including TDD and BDD.

· Unix Sys Admin

· Continuous Integration

· Automated Deployment

· Ansible

· Github/Gitlab

· IBM WAS, BPM, MQ

· Wildfly

· RHEL Linux

· AWS

· Oracle

· Mysql

· Springboot / java

· ELK

· Experience in executing automated test cases in an agile environment

· In-depth experience of Test Automation tooling and processes – such as Selenium, SoapUI, Cucumber, Zephyr. JMeter

· Solid experience in API testing using SOAP UI

· Excellent environment management, automation and scripting skills e.g. shell or PERL scripts

· Familiarity with Web Servers e.g. Apache, etc.; WSO2, integration middleware, messaging, ESB, API management common web application / integration architectures (SOA)

· Experience of Load Runner / J Meter 





Ability to produce High/Low Level Designs to include:



· Environment Requirements

· Network topology, TCP/IP, HTTP, SSL etc.

· Operating Systems (Linux, SUNOS)

· Hardware/Virtual Machines

· Software

· Databases

· Support tools e.g. logging, monitoring, backup, patching

· Encryption e.g. TLS, Hashicorp Vault

· Single-Sign-On e.g. SAML, ADFS

· Interfaces and interactions between COTS/Legacy and SOA services

· Non-functional requirements including volume/sizing models

· Continuous integration, automated deployment, testing and the relevant tooling i.e. Ansible



Strong understanding of Cloud (e.g. AWS) implementation patterns and infrastructure:

· Autoscaling

· Security

· Clustering

· Networking



Deliverables required: 



The appointed Professional service provider will be required to:

· Provide help and guidance on RHEL recommended practices, networking practices, security practices and AWS Cloud.

· Review high, mid and low level designs and provide recommendations for scale up/down.

· Improve the current Continuous integration/deployment pipeline in Ansible and Jenkins. Work with the current C&IT Collaborative DevOps framework to ensure full automation of services and infrastructure deployments.

· Review source code and make recommendations on improved design techniques.

· Diagnose and troubleshoot infrastructure and deployment issues.

· Development and maintain lightweight systems documentation.

· Design, develop and Fix Ansible roles in line with the Enabler team principles and then integrate these roles into GIT.

· Create and amend Jenkins tasks and pipelines.

· Maintain the integrity of versioned controlled artifacts.

· Support deployments and integration across multi server architectures cross-government.

· Provide an interface between Test, development and operation teams in order to resolve issues and ensure best practice.

Ways of working:



The supplier will have control and manage deployment of resources necessary to deliver the outcomes set out in this document and, as such, will augment the resources as necessary in agreement with HMRC.

During the period of this engagement the supplier will report directly to the C&IT Head Rakhi Shah and provide performance metrics and other reports to demonstrate progress in a format agreed with HMRC.  HMRC will provide regular service feedback to the supplier to facilitate continuous improvement. HMRC will provide list of tools that require to be used for the implementation. Line management and control of service delivery will be wholly retained and the responsibility of the supplier. 

If it becomes necessary to replace appointed individual(s) with another equivalent resource during the period of this engagement, HMRC will be informed of the decision so they are able to access to systems and accommodation.

Where timescales and estimates cannot be agreed, these will in the first instance be escalated for resolution. 

The supplier will work collaboratively and in partnership with existing suppliers and HMRC staff at all levels.

The supplier will work collaboratively with the clients in-house teams, including coaching, mentoring and knowledge sharing

C&IT will provide the following resources for knowledge transfer/ mentoring.

· Head of Development, C&IT

· C&IT Guild members

· CDS programme resources

Within the scope of the Call-Off Contract, the Supplier will ensure that:

All intellectual Property Rights in any guidance, Specifications, instructions, toolkits, plans, data, drawings, databases, patents, patterns, models, designs or other material (the "lP Materials"):

(a) furnished to or made available to the Supplier by or on behalf of the Buyer shall remain the Property of the Buyer; and

(b) prepared by or for the Supplier on behalf of the Buyer for use, or intended use, in relation to the performance by the Supplier of its obligations under the Contract shall belong to the Buyer; and the Supplier shall not, and shall ensure that the Staff shall not, (except when necessary for the performance of the Contract) without prior Approval, use or disclose any intellectual Property Rights in the lP Materials.

Additionally, the Supplier hereby assigns to the Buyer, with full title guarantee, all intellectual Property Rights which may subsist in the lP Materials prepared in accordance with section (b). This assignment shall take effect on the Commencement Date or as a present assignment of future rights that will take effect immediately on the coming into existence of the intellectual Property Rights produced by the Supplier. The Supplier shall execute all documentation necessary to execute this assignment.

The service provider will provide 24/7 support

The service provider is asked to estimate their delivery on the basis of the team it provides.

A fixed price proposal will be considered by HMRC.

[bookmark: _Toc501376464]HMRC Responsibilities 



HMRC will provide existing system documentation and access to solution design documents, product backlog, and features for the IT services and related business processes.

HMRC will also provide a suitable physical work environment with the required IT in order to deliver the service.
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