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Part A - Order Form

Digit_al Marketplace service ID number: 1624 3451 0059 080

Call-Off Contract refere.nce.: - | | RM.‘I _55.7/CCT572

Call-Off Contract title: | ' . ' ISS Service Book Implementation

Call-Off Contract descriptiom: | . .Contiﬁuecj. deveiopment of the 1SS Service Book deliv'e.r.'

Version 1 which will provide a Senior Dashboard to
support the development of ISP 17 & ISP 18

performance requirements,

Start date: _ ) 12t Mar 2018
Expiry date: . ‘ 10 weeks after start date = 25% May 2018
' Note; The maximum lengih of a G-Cloud contract is 24
months. | '
Call-Off Contra_ct value (Ex VAT): . ‘Total Contract Value £80,750.00
' Redacted § '
Purchase order number: - To be Confirmed, once the Supplier has been on-

boarded to CP&F.

This Crder Form is issued under the G-Cloud 9 Framework Agreement (RM1557/CCT572).
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.

The Order Form cannot be used to alter existing terms or add any extra terms that materially change the

Deliverables offered by the Supplier and defined in the Applicaticn,

There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract .

with square brackets.

‘From: the Buye_r Name: ISS Corporate Contracting Team

Email: [Ieflates]
Buyer's address: [Jleklatels
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To: the Supplier ' Name:

Title: Consultancy Support Administrator

Yol Redacted ' | .
Email: Rlsklarsls '

Supplier's address: Actica Consulting Limited,

Registered Company number: JNeBIaitel

Call-Off Contract term

Ending (termination):

The notice period needed for Ending the Call-Off Contract is at least 30 days from
the date of written notice for disputed sums or at least 30 days from the date of

written notice for Ending without cause.

Extension period:

This CIaII—Off Contract can be extended by the Buyer for two period'(s') of one month

each, by giving the Supplier 2 weeks written notice before its expiry.

Note: Extensions which extend the Term beyond 24 months are only permitted if .
the Supplier complies with the additional exit plan réquirements at clauses 21.3 to
218. | |

.I\.‘Iote:_The extension period after 24 months shourld not exceed the maximum
permitted under the Framework Agreement which is 2 periods of up to 12 months

each, Under the Spend Coni‘rois process, the buyer must obtained prior approval

from the Government Digital Service (GDS) if the:

® Buyer is a central government department.

@ contract Term is-intended to exceed 24 months]

Buyér contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-

Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud lot:

| This call-off Contract'is for the provisien of Services under;

* Lot 3 - Cloud support

G-Cloud services

required:

The Services to be provided by the Suppiier under the above Lot are listed in

Framework Section 2 and outlined in Schedute 1 below,

Location:

The principal location(s) for services to be delivered is
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« Corsham B
with occasional travel to other Authority Sites, which may include travel te:
. Ahdover ' ' |
* Portsmouth
. _High Wycombe

s Bristol

‘No costs relating-to Travel and Subsistence to the principal location(s) is to be

charged to the buyer.

Travel and Subsistence (T&S) incurred whrist attending Other Authorlty Sites, is
to be charged to the buyer in accordance with MoD Policy and will anly be paid
based on receipted actuals, no other expenses are permitted.

Quality staﬁdqrds:

The_quality standards requifed for this Call-Off Contract are: ,
*  Concessions shall be managed in accordance with Def Stan, 05-061 Part 1,
- Issue & - Quality Assurance Precedural Requirements - Concessions.
* Any contractor working parties shall be provided in accordance with Def
Stan, 05-061 Part 4, Issue 3 - Quality Assurance Procedural Requiremen'ts -
Contractor Working Parties,

Technical standards;

The technical standards r'eqlﬁired for this Call-Off Contract are:
N/A '

Service level agreement:

The service level and avatlability criteria reguired for this Call-Off Contract are:
« All Milestones will only be considered complete once forma! Authority

approval has been obtained in writing.

Onboarding:

The onboardlng plan for this Call-Off Contract is:
) Suppller to advise Project Manager of their staff detalis (as requlred by
Corsham Securlty Officer) a minimum of 3 weeks’ prlor to contract start date.

Note: This-will enable the buyer to set up the necessary IT and Site Access [asSEs, -

- which takes a minimum of 3 weeks to ach jeve,

Offboarding:

The offboarding plan for this Call-Off Contract is covered under section Performance

of the service and deliverables and Schedule 1 below.

Limit on Parties’ !iability:

The annual total fiability of either Party for ail Property defaults will not exceed
125% of the Charges payable by the Buyer to the Supplier during the Call-Off
Contract Term (whichever is the greater). -

The annual total liability for Buyer Data defaults will not exceed 125% of the
Charges payable by the Buyer to the Supplier during the Call-Off Contract Term
(whichever'is the greater).

The annual total liability for all other defaults will not exceed 125% of the Charges
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payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever

_is the greater).

Insurance:

The insurance(s} required will be:

@ a minimum insurance period of 6 years following the expiration or Ending of
this Call-Off Contract '

e prbfeséional indemnnity insurance cover to be held by the Supplier and by
any agent, Subcontractor or consultant involved in the supply of the G-
Cloud Services: This professional indemnity insurance cover will have a
minimum limit of indemnity of £1,000,600 for each individual claim or any
higher limit the Buyer requireés (and as required b.y Law)

° empioyers' liability insurance with a minimum limit of £5,000,000'0r any

higher minimum limit required by Law

Force majeure;

A Party may End this Call-Off Contract if the Other Party is affected by a Fbrce_
Majeure Event that lasts for more than 90 consecutive days.

. Audit:

The following Framework Agreement audit provisions will be incorparated under
clause 2.1 of this Cali-Off Contract to enable the Buyer to carry out audits.

Buyer’s responsibilities:

The Buyer is responsible for:
» Providing access to Corsham Site.
~+  Providing access to ISS IT Systems

. Buyer’s equipment:

N/A

- Supplier’s information

Subcontractors or

partners:

| The following is a list of the Supplier's Subcontractors or Partners

® No Subcontractors
Any changes to the Supplier's Subcontractors or Partners as listed abova, may only -
occur with prior approval from the Authority. '

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are-in the table below. See Schedule 2 for a full breakdown.

Payment method:

The payment method for this Cali-Off Contract is milestone payments.

Payment profile:

The payment profile for this Call-Off Contract is monthly in arrears.

Invoice details:

The Supplier will issue electronic invoices through the Authorities Purchase to
Payment Tool cailed CP&F. The Buyer will pay the Supplier within 30 days of
receipt of a valid invoice.

Who and where to send

invoices to;

A copy of the invoices submitted to CP&F is to be sent to the Project Manager:

G-Cloud @ Cali-Off Contract - RMBE7/CCTS72  08-05-2017

hitpsy/www. gov. Ui/ govermment/publications/g-cloud-8-call-off-contract

Page 5 of 38




Invoice information
required — for example
purchase order, project

reference:

Invoices must include:

® all the necessary details as required by the Authorities Purchase to

Payment Tool called CP&F

® the contract number and purchase order number

Invoice frequency:

Invoices will be sent to the Buyer monthly.

Call-Off Contract value
(E_x_VAT):

The total value of this Call-Off Contract is £80,750.00 (Ex VAT).

Call-Off Contract charges
(Ex VAT):

The breakdown of the Charges is: '

Additional buyer terms

-

Performance of the

service and deliverables:

This Call-Off Contract will include the foliowing implementation plan, exit and

offboarding plans and miiestones:

‘Milestone 1 Due Week 4 :

1.1 | Senior Customer/ 1SS Executiye Level Dashboard version 1
1.2 Process dashboard Validation and verification review report.
Milestone 2 Due Week 8 ; ‘

2.1 Process Dashboard Validation & Verification Improvement Plan.

2.2 Performance Baseline Status V1 report

2.3 Business Ru!es ~- Week 8

Milestone 3 Due Weelc 10: _

3.1 Proven Simple User Guide V1

3.2 Upskilling Sessions for Buyer Staff Completed

3.3 Tested and Proven Simple Data uploading process vi

All Milestones will only be considered complete once formal Authority approval has

been obtained in writing.

Supplemental
requirements in addition
to the Call-Off terms:

Within the scope of the Call-Off Contract: -
o Trave! and Subsistence {T&S) incurred whilst attending Cther Authority
Sites, is to be charged to the buyer in accordance With MoD Poticy and will

only be paid based on receipted actuals, nc other expenses are permitted.

* The Authority WILL NOT sponsor Security Clearance, it must be in place and

remain valid for the duration of the contract,

‘I Public Services Network
(PSN):.

' The Public Services Network (PSN) is the Government's secure network.

If the G-Cloud Services are to be delivered over PSN this should be detailed here:
N/A MoD have own Network '

1. Formation of contract
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1.1 By signing and returning this Order Form (Part A), the Supplier agrees tc enter into a Call-Off Contract with
~ the Buyer, ’ '

1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by
signing below agree to be bound by this Call-Off Contract. '

13 This Call-Off Contract wiil be formed when the Buyer acknowledgés receipt of the signed copy of the Order

Form from the Suppliér.

14 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will

supersede those of the Supplier Terms and Conditions.
2. Background to the agreement

(A} The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of

Fra mework Agreement number RM1557ix,

(B) The Buyer pravided an Order Form for Services to the Supplier.

Signed: ' .| Supplier - o Buyer

Name: _ Redacted : Redacted
Title: : ISS Corporate Contracting Team Consultancy Support Administrator
Signature:

X | X

Date: 6 Mar 2018

Schedule 1 - Services

Work Package Title Implementation of the ISS Service Book Phase 2

Description of Work | Continued development of the ISS Service Book deliver Version 1 which will
provide a Senior Dashboard to support the development of ISP 17 & ISP 13
performance requirements,

Background With the introduction of the Service integration and Management (SIAM) model
and the disaggregated supply chain there is a need for ISS to provide a holistic view
of service performance to its Customers, and to support ISS governance. To
support this need 1SS Service Performance under the aegis of the Enterprise
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Security Service Management Programme (ESySM) Performance Line of Operation,
have developed the concept of the ISS Service Book. The Service Book would take
data feeds from a number of sources and through Data Wrangling (ETL - Extract,
Transform and Load) be presented back to the Customer Community as an
interactive Management Information view of the performance of 1SS services.

To meet this identified gap in capability a project was set up in the Ser\rige Level
Management (SLM) team within ISS Service Performance to deliver a Pilot Service
Book to prove the concept of this requirement. This pilot product was delivered
late in 2016. :

Working with the TLB customer’ commumty the pilot has continued to be develop
through 2017 culmmatlng In the delivery of a series of standardised dashboards
which represents the Live Service Performance achieved across ISS Base Services.
These initial dashboards were demonstrated to the Customer Community in late
August 2017, ' :

Requirement This requirement is to develop the Service Book from its current beta state to a

' useable baselined Version 1 product. The Version 1 product will be used to support
the ISS Information Service Plans (ISP} Annex B service requirement to provide key
information to the wider customer communlty for holding to account purposes..

_This phase will deliver an initial baseline, from which the Authority can develop the
product further if required in the future.

The work will be carried out largely at MOD Corsham with occasional travel to
other Authority sites. Travel and subsistence (T&S) for this task will be in
accordance with MOD policy and has Limit of Liability of £1,800.00.

All resources for this task will require SC to be in place at the contract start date
and.SC is to be maintained throughout the life of the contract.

The skills required for this task are:

» Knowledge and experience of service monitoring and the prmcrples of the
Service Book

e Knowledge and experience of Business Dashboards-and tooling such as
excel, Power Bl, VBA and End User Monitoring

¢ Knowledge and experience of business analytics and business analysis.
With skills and experience to SFIA level3/4, some personnel with
experience and skills at SFIA level 6 will also be required.

s Service Management monitoring tooling such as ARX and Tanium

* Best Practice frameworks such as ITIL, COBIT, Business Analysis, Agrle
Project Management Change Management

The contract will he _governed by the following management board, for which the
supplier will be expected to provide progress reports and send a representative
that is authorised to make decisions on behalf of the supplier in relation to this
requirement" :

*+ The Weekly Progress Meeting .

¢ Milestone High Level Progress/Review Report and Meetrng

Activities 1. Senior Customer Dashboard/I1SS Executive Dashboard - Currently the Senior -
' Customer dashhoard is at an early operating level of maturity. This work stream
will continue the development of this product to meet the Customer communities’
needs and supports the presentation ISS Services historic performance. This
activity will include agreeing the frequency of refreshment/updating, development
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of the product and formalising the usage processes and governance Activity for
Milestone 1.
2. Process Level dashboards - Currently this product is at initial level of maturity.
Dashboard have.been created at a process level e.g incident management,
problem management. The purpose of them is to provide a more in-depth
functional view for Customer Managers, User communities and any relevant
stakeholders. The requirement is for these dashboards to have a full validation and
verification review providing a plan to address any anomalies and gaps to improve
the guality of information and provide more confidence to the consumers of the
information. Review outcome Actmty for Milestone 1. Plan to address issues
identified Milestone 2
3. Initial Baselining Performance - Working with the Authority SME’s identify the
normal level of performance for the agreed User facing sérvices and confirm with
User Communities the Baseline performance against wh|ch ISS can measure
service for TLB customers,
An initial understanding of performance is has been provided in previous
contracts. This actrwty will take this forward and work with the user community to
jointly develop an understanding of “normal performance Once Baseline
performance has been agreed provide visibility of the actual performance achieved
' through agreed TLB Dashbhoards and other ISS governance presentations to the
agreed frequency. Activity for Milestone 2 _
4. Development of Initial Business Rules - Develop alongside the Authority leads
an initial agreed set of Business Rules that support the initial baselining activity and
against which triggers can be developed enable ISS to be measured against the -
| agree performance levels. Provide the mechanism for future development and
maturity of Business Rules. This will include development of targets and thresholds
and agreed calculation methods. Create and maintain with documentation of this
to enable the Authority SLM team to moniter and measure performance against
actual service delivered and provide commentary to support the governance cycle
and management information to Stakeholders. This sits alongside the basehnlng
‘activity at Item 3. Activity for Milestone 2
5. On-Board SMI 3 data sources to the Service Book - Investigate data sources to
assess suitability for exploitation in the Service Book. Agree a plan with the
Authority agreement to on-board the data sources in an agreed way. Activity for
. Milestone2 . -
6. Upskilling the ISS Service Performance Service Level management team - to
enable the day to day running and updating of the Service book Product. This
activity to include development of user Guide, an updating checklist and hands on
demanstrations as required in an greed format to timescale. Activity for
Milestone 3

Deliverables ] All Milestones will only be considered complete once formal Authority approval
has been obtained in writing.

Milestone 1 Due Week 4 : S

1.1 Senior Customery/ 1SS Executive Level Dashboard version 1

1.2 Process dashboard Validation and verification review report.
‘Milestone 2 Due Week 8 :

2.1 Process Dashboard Validation & Verification Improvement Plan.
2.2 Performance Baseline Status V1 report

2.3 Business Rules — Week 8

Milestone 3 Due Week 10:

3.1 Proven Simple User Guide V1

3.2 Upskilling Sessions Completed
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3.3 Tested and Proven Simple Data uploading process vl

Schedule 2 - Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Chargés (in accordance with the Supplier's Digif:al
Marketplace pricing document) can't be amended during the term of the Call-Off Contract. The detailed Chafges

‘breakdown for the provisian of Services during the Term will include:

Milestane 1 Due Week 4:

1.1 Senior Customer/ 1SS Executive Le\._fel Dashboard versicn 1

1.2 Process dashboard Validation and verification review report.

*  Milestone 1 - QEIEwENe!

Milestone 2 Due Week 8:

2.1 Process Dashboard Validation & Verlflcatlon Improvement Plan.
2.2 Performance Baseline Status V1 report :

2.3 Business Rules —Week 8

«  Milestone 2 - EHEisel -

‘Milestone 3 Due Week 10:

Praven Simple User Guide V1
3.2 Upskilling Sessions Completed

3.3 Tested and Proven Simple Data uploading process vl

. M.ile‘stone_%.-
Part B - Terms and conditions

1. Call-Off Contract start date and length

1.1 The Supplier must start providing the Services on the date specified in the Order Form.

1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from
the Start Date unless Ende'dlearlier under clause 18 or extended by the Buyer under clause 1.3. '

13 The -Buyer can extend this Cail-Off Contract, with written notice to the Supplier, by the'peric}d in the Order
Form, as long as this is within the maximum permitted under the Framework Agre‘ément of 2 periods of up

to 12 months each,

,G Cloud 9 Call-Off Contract - HM1557/CCT572 08-05-2017
Loy, 3 " G- e ; Page 10 of 38




1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in

the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms

21 The following Fkémework'Agreement_cIauSes (including clauses and defined terms referenced by them) as
modified under clause 2.2 are iﬁgorporated as separate Call-Off Contract obligations and apply between the
Suppliertémd the Buyer: .

® 41 (Warranties and reprasentations)

42to 47 (Liability) |

4.11 to 4.12 (IR35)

5.4 to 5.5 (Force majeure)

5.8 (Continuing rights)

5.9 to-5.11 (Change of caontrol)

5.12 (Fraud)

5.13 {(Notice of fraud)

7.1 té 7.2 (Transparency)

8.3 (Order of precedence)

8.4 (Relationship)

8.7 to 8.9 (Entire agreement)

8.10 (Law and Jurisdiction)

8.11-‘[6 8.12 (Legislative chaﬁge) ‘

8.13 to 8.17 (Bribery and corruption)

8.18 to 8,27 (Freedom of Information Act) |

8.28 to 8.29 (Promoting tax comptiance)

8.30 to 8.31 {Official Secrets Act)

8.32 to 8.35 (Transfer and subcontracting)-

8.38 to 8.41 (Complaints handling and r.eso.lution)

8.49 to 8.51 (Publicity and branding)

8.42 to 848 (Conflicts of interest and ethical walls)

8.52 to 8.54 (Equality and diversity) '

8.57 to 8.62 (Data protection and disclosure)

8.66 to 8.67 (Severability) |

8.68.t0 8.82 (Managing disputes)’

8.83 to 8.91 (Confidentiality)

8.92 to 8.93 (Waiver and cumulative remedies)

paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
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® ony audit provisions from the Framework Agreement set out by the Buyer in the Order Form

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows:

® “a reference to the ‘Framework Agreement’ will be a reference ta the ‘Call-Off Contract’
® 2 reference to ‘CCS’ will be a reference to 'the Buyer'

@ a reference to the 'Parties’ and 2 'Party’ WI|| be a reference to the Buyer and Suppller as Parties

under this Call-Off Contract

23 The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX,
where 'XX' is the Framework Agreement clause number. '

24 When an Order Form is S|gned the terms and cond|t|ons agreed in it wili be incorporated intc this Call- off
Contract |

3. Supply of services

31 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the
- Call-Off Contract and the Supplier's Application. '

3.2 The Supplier undertakes that each G-Cloud Service'will‘ meet the Buyer's.acceptance criteria, as defined in

the Order Form. -
4, Supplier staff

41 ' The Supplier Staff must:
@ be appropriately experienced, qualified and trained to supply the Services
@ apply all due skill, care and diligence in faithfully performing those duties
@ obey all lawful instructions and reasonable directions of the Buyer and pro_vizje the Services to the
reasonable satisfaction of the Buyer
® respond tc any enquiries about the Services as soon as reasonably possible
@® complete any necesséry Supplier Staff vetting as specified by the Buyer
42 The Supplier must retain overall control of the Supplier Staff so thé’g they are not considered to be
employees, workers, agents or contractors of the Buyer. | |
43 Thé Supplier may substitute any Supplier Staff as long as they have the equivalent experience and
qualifications to the substituted staff member. |
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier's engagement

under the Call-Off Contract is Inside or Qutside IR35.

45  The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside
IR35. | '
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46 The Buyer rhay_ neea the Supplier to complete an Indicative Test using the ESI tool before the Start Date or
at any time during the provision of Services to prO\}_ide a preliminary view of whether the Services are being
delivered Inside or Outside IR35. If the Supplier has completed the Indiéati-ve Test, it must downioad and
provide a copy of the PDF with the 14-digit ESI reference number from the summary cutcome screen and

promptiy. provide a copy to the Buyer,

47 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier

must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35

Assessment.

48 = If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference
number and a copy of the PDF to the Supplier. ' ' '

5. Due diligerice'
51 Both Parties agree that when entering into a Call-Off Contract they:

@ have made their own enquiries and are satisfied by the accuracy of any information supplied by the

other Party

are confident that they can fulfil their obligations according to the Call-Off Contract terms

nave raised all due diligence guestions before signing the Call-Off Contract

® have entered into the Call-Off Contract relying on its own due diligence

6. Business continuity and disaster recovery
61 The Supplier wilt have a clear business continuity and disaster recovery plan in their service des'(:riptions.‘

6.2 The Su‘pplier's business continuity and disaster recovery services are pa'rt of the Services and will be

performed by the Supplier when required.

6.3°  If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its

business continuity and disaster recovery plan is consistent with the Buyer"s own plans.
7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges-followéng clauses 7.2 to 7.11 for the Supplier's delivery of the Services.

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid

invoice.

73 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted tc the

Buyer for the Services will be exclusive of any Management Charge.
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74 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Govemrﬁent '
Procurement Card (GPC). The S'upplier_will be liable to pay any merchant fee levied for using the GPC and

must not recover this charge from the Buyer.

7.5 The S'upplier'fnust ensure that each invoice contains a detailed breakdown of the G-Cloud Services

supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.

7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract
which specifies that payment must be made to the Subcontractor within 30 days of réceipt of a valid

invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the abpropriate rate.

7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a

. separate line item,

7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to
account for or to pay any VAT on payments made %o the Supplier under this Call-Off Contract. The Supplier
must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is

payable by the Buyer.

7.210  The Supplier must not suépehd the supply of the G-Cloud Services unless the Supplier is entitled to End -
this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will
be payable by the Buyer on the late paymient of any undisputed sums of money properly invoiced under

the Late Payment of Commercial Debts {Interest) Act 1998,

711  If there's an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10
Working days of the invoice date. The Buyer will provide a covering statement with proposed amendme[wts
and the reéson for any hon—pa'yment. The Supplier must notify the Buyer WIth\'ln 10 Working‘days'of receipt |
of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a

replacement-valid invoice with the response.

712 Due to the nature of G-Cloud Services it isn't possible in a static Order Form to exactly define the
consumption of services over the duration of the Cafl-Off Contract. The Supplier agrees that the Buyer's

volumes indicated in the Order Form are indicative only. - |
8. Recovery of sums due and right of set-off -

8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.

9. Insurance

" G-Cloud 9 Call-Off Contract - RM16567/CCT572  -08-05-2017 :
https:/wwiv. gov. uldovemmentpablications/g-cloud-8-call-oif-contract ‘ Page 14 of 38




91 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:

@ during this Call-Off Contract, Subcontractors hald third--party public and products liability insurance
of the same amounts that the Supplier would be legally liable to pay as damages, including the
claimant's costs and expenses, for accidental death or bodily injury and.loss of or damage to

Property, to a minimum of £1,000,000

@ the third-party pubtic and products liability insurance cobtains an ‘indemnity to principals’ clause for

the Buyer's benefit

@ all agents and professional consultants invalved in the Services hold professional ?ndemnity
insurance to a minimurm indemnity of £1,000,000 for each individual claim during the.Call-Off

Cantract, and for 6 years after-the End or Expiry Date
@ all agents and professional consultants involved in the Services hold employers liabitity insurance
(except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim

during the Call-Off Contract, and for 6 y‘ears-afte_r tHe £nd or Expiry Date

93 - If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policles

bought under the Framework Agreement.

94 If requested by the Buyer, the Supplier will provide the followiﬁg to show compliance with this clause:

@ o broker's verification of insurance
@® receipts for the insurance premium
@ cvidence of paym'ent of the latest premiums due

9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off

" Contract and the Supplier will:

s take all risk control measures using Good Industry Practice, including the investigation and reports
| of claims to in'surers
. promptty' notify the insurers in writing of any relevant material fact under any insurances
e hold all insurance policies and require any broker arranging the insurance to hold ahy insurance
_ Sli.ps and cther evidence of insurance ‘ | |
96  The Supplier will not de or omit to do anything, which would destroy or impair the legal validity of the

_insurance.

9.7 The Supplier will notify CCS and the Buyer as soon as possibi'e'if any insurance policies have been, or are

G-Cloud 9 Call-Off Contract - RM1557/CCTa72  08-05-2017
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9.8

due to be, cancelled, suspended, Ended cr not renewed.
The Supplier will be liable for the payment of any:

"y premiums, which it will pay promptly

@ excess or deductibles and will not be entitled to recover this from the Buyer

10. Confidentiality

101

Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against
all L'osées, darhages, costs or e_:(pehses and other liabilities (including legat fees) arising from any breach of
the Supplier'é_obligations under the Data Protection Act (DPA) or under incarporated Framework '
Agreement clauses 8.83 to 8.91. The indemnity doesn't apply to ‘che_extént that the Supplier breach is due

to a Buyer’s instruction.

11. Intellectual Property Rights

111

11.2

113

114

11.5

Unless otherwise specified in this Call-Off Contract, a Party will not acqu.ire any right, title or interest in or

to the Intellectual Property Rights (IPRs) of the other Party or its licensors.

The Supplier grants the Buyer a non-exclusive, transferable, perpetuai, irrevocable, royalty-free licence to
use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the

Buyer's ordinary business activities.

The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full
use of the Project Specific IPRs, including the Buyer's right to publish the IPR as open source. '

The Supplier must promptly inform the Buyer if it can't comply with the clause above and the Supgptfier must
not use third-party IPRs or Backgfound IPRs in relation to the Project Specific IPRs if it can't obtain the

grant of a licence acceptable to the Buyer.

The Supplier will, on written defnand; fufly indemnify the Buyer and the Crown for all Losses which it may

incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of

the:
@ rights granted to the Buyer under this Call-Off Contract
@ Supplier's performance of the Services

‘@ use by the Buyer of the Services

116 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing

and must at its own expense after written approval from the Buyer, either:

G-Cloud 9 Call-Off Contract - RM1557/CCT572  (18-05-2017
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@ modify the relevant part of the Services wi‘rhout_reducing its functionality or performance

@ substitute Services of equivalent functionality and performance, to avoid the infringement or the

alleged infringement, as long as there is no additional cost or burden to the-Buyer

@ buy a licence to use and supply the Services which are the subject of the alleged infringement, on

terms acceptable to the Buyer

117 Clause 11.5 will not apply if the IPR Claim is from:

@ the use of data supplied by the Buyer which the Supplier isn't required to verify under this Call-Off -

Contract
@ other material provided by the Buyer necessary for the Services

v

11.8  If the Supplier does not comply with clauses 112 to 11.6, the Buyer may End this Call-Off Contract for
Material Breach The Suppller will, on demand, refund the Buyer ali the money pa|d for the affected

Servrces
12. Protection of information
121 = The Supplier must.

@ comply with the Buyer's written instructions and this Call-Off Contract when Processing Buyer

Personal Data’

® only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as

required by Law or any Regu!atory Body

® toke reascnable steps to ensure that any Supplrer Staff who have access to Buyer Personal Data act

in complrance with Supplier's securrty processes
122 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
@® providing the Buyer with full details of the complaint or'request

® complying with a data access request within the timescales in the Data Protection Legislation and

following the Buyer's instructions

® providing the Buyer with any Buyer Personal Data it holds about a Data Subject {within the

timescales required by the Buyer)
® providing the Buyer with any information requested by the Data Subject

123 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other

G-Cloud 9 Call-Off Contract - RM1557/CCT572  08-05-2017
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person (including any Subcontractors) for the provision of the G-Cloud Services.

13, Buyer data

The Suppiier must not remove any proprietary notices in the Buyer Data.

131

132

133

134

135

.136

37
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The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.

If Buyer Data is processed by the Supplier, the Su'pplier will supply the data to the Buyer as requested.

The Suppfier must ensure that any Supplier system that holds any Buyer Data is a secure system that

complies with the Suppliet's and Buye'r’s security policy and ali Buyer requirements in the Order Form.

The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruptioh

and loss,

The Supplier wilt ensure that any Supplier system which holds any protectively marked Buyer Data or other

government data will comply with:

@ the princfples in the Security Policy Framework at

hitps://www.qov, uk/qovernment/pubchation:/securéty--poi'cy-framéwork and the Government

Security Classification policy at hitps;//www.gov. uk/c;over nment; :)ubimt lons/aovarmment-security-

classifications

Y guidance issued by the Centre for Protection of National Infrastructure on Risk Management at

“hitpsy/www.cpnigov.uk/content/adopt-risk-management-approach and Accreditation of

Information Systems.at https://wwwwcpniwqov.uk/protection~sens£tive—inf«:§rmation~-ahc£-nasssets

. @ the National Cyber Security Centre's (NCSC) information risk management guidance, available at

https:ﬁwWw.ncsc.qov.uk/quidancefrisk-«manaqementmcoiiection

@ government best practice in the design and implementation of system components, iﬁcluding

network principies, security design principles for digital services and the secure email blueprint,

available at hitps.//www.gov.uk/government/pub Eicatéons/%echnoioqy--co&en-of-l‘ practice/tach ndloqy-v

code-of-practice

® the SC requirements of cloud services using the NCSC Cloud Security Prmoples and accompanylng

gwdance at https://www.nesc.gov.uk/gul daﬂceﬂmpiementmq cloud-security-principles

The Buyer will specify any security requirements for this project in the Order Form,

If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly
degraded in any way for any reason, then the Supplier will notify the Buyer immediately and wil {at its own

cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of
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138

139

the Supplier) comply with any remedial action reasonably proposed by the Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological processes to keep

the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

The previsions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the

Supplier holds the Buyer's Data.

14, Standards and quality

14.1

14.2

143

144

14.5

The Supplier will comply with any standards in this Call-Off Contract, the Crder Form anc the Framework

Agreement.

The Supplier will deliv_er the Services in a way that enables the Buyer to comply with its obligations under

the Technology Code of Practice, which is available at

NEEps./ /wvww . gov.u k/qovemmentjpu l’.:lic:ations;/tec:hnoloqy~codemﬁpr.actice/tec:h nology-code-of-practice

If requested by the Buyer, the Suppller must, at its own cost, ensure that the G- Cloud Services comply W|th

the requwements in the PSN Code of Pract|ce

If any PSN Services are Subcontracted by the Supplier, the Suppl:er must ensure that the services have the

relevant PSN compliance certification.

*

The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers

" there is a risk to the PSN's security and the Supplier agrees that the Buyer and the PSN Authortty WI|| not

be liabie for any actlons damages, costs, and any other Supplier liabilities which may arise.

15. Open source

151

15.2

All software created for the Buyer must be suitable for publication as open-source, unless otherwise agreed

by the Buyer.

If software needs to be converted before pubiicetton as open source, the Supplier must also provtd'e the .

converted format unless atherwise agreed by the Buyer.

- 16. Security -

iel
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If requested to do sc by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15
Warking Days of the date of this Call-Off Contract, develop (and obtain the Buyer's written approval of) a
Security Management Plan and an Information Security Management System. After Buyer approval the

Security Management Plan and Information Security Management-System will apply during the Term of this

nlips Awwer.nov uk/government/publications/g-cloud-g-call-off-contract Page 19 of 38




Call-Off Contract. Both plans W|I! comply with the Buyers secunty policy and protect aII aspects and

processes associated W|th the deilvery of the Services.

16.2 The.Supplier will use software and the most up-to-date antivirus definitions available from an industry-

accepted antivirus software seller to minimise the impact of Malicious Software.

163 If Malicious Software causes loss of operational efficiency or loss or corruption of Sefvice Data, the Supplier
will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as

possible,
164 . Responsibility for costs wiil be at the:

® Supplier's expense if the Malicious Software originates from the Supplier software or the Service
Data while the Service Data was under the control of the Supplier, unless the Supplier can

demonstrate that it wes already present, not quarantined or identified by the Buyer when provided

@ Buyer's expense if the Malicious Software originates from the Buyer software or the Service Data,

‘while the Service Data was under the Buyer's control

16,5 The Supplier will immediately notify CCS of any breach of security of CCS$'s Confidential Information {and
the Buyer of any Buyer Confidential Information breac-h). Where the breach occurred because of a Supplier

Default, the Supplier will recover the CCS and Buyer Confidential Information however it may-be recorded.

16.6  Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber

Security’ guidance, available at https//www.nesc.goviuk/guidance/10-steps-cyber-security

16.7  If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials’ certificate, the Supplier
must provide the Buyer with a valid Cyber Essentials certificate (or equivatent) required for the Services

before the Start Date.
17. Guarantee

17.1  If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier

rust give the Buyer on or before the Start Date:
@ an executed Guarantee in the form at Schedule 5

® a certified copy of the passed resciution or board minutes of the guarantor approving the

execution of the Guarantee
18. Ending the Call-Off Contract

181  The Buyer can End this Call-Off Contract at any time by giving the notice to the '_Supplier specified in the

- G- Cloud 9 Call-Off Oontract HM1557/CCT572 08- 05 2017
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18.2

183

184

18.5

18.6

18.7

Crder Form. The Supplier's abligation.to provide the Services will end on the date in the notice.
The Parties agree that the:

® Buyer's right to End the Call-Off Contract under clause 18.1 is reasonable censidering the type of

cloud Service being provided

@ Call-Off Contract Charges paid during the notice period is reasonable compensahon and covers all

the Supplier's avoidable costs or Losses

Subject to clause 24 (Lizbility), if the Buyer Ends this Call-Off Contract Under clause 18.1, it will indemnify
the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the
Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has
insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will

submit a fully itemised and costed list of the unavmdabie Loss with supportmg avidence.

The Buyer will have the r|ght to End this Call-Off Contract at any time with immediate effect by wrltten

notice to the Supplwer if either the Supplier commits:

® : Supplier Default and if the Supplier Default cannot, in the reascnable opinion of the Buyer, be

remedied
@® any fraud
A Party can End this Call-Cff Contract at any time with immediate effect by written notjce if: .

'@ the other Party commits a Material Breach of any term of this Call-Cff Contract (cther than failure
“to pay any amounts duej and, if that breach is remediable, fails to remedy it within 15 Working

Days of being nctified in writing to do so
® an Insolvency Event of the other Party happens

'@ the other Party ceases or threatens to cease to carry on the whole or any material part of its -

business

i the Buyer fails to pay the Supplier undisputed sums of meney when due, the Supplier must notify the
Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn't pay. within 5 Working Days, the
Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.

- A Party who isn't relying on a Force Majeure event will have the right to End this Cali-Off Contract if clause

23.1 applies.

'19. Consequences of suspension, ending and expiry

G-Cloud 9 Call-Off Contract - RM1557/CCT572  08-05-2017 -
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181

19.2

19.3

194

19.5

G-Cloud 9 Call-Off Contract - RM1 557/CCT572 08 05-2017

If a Buyer has the right to End a Cail-Off Contract, it may elect to suspend this Call-Off Contract or any part'

of it.

Even if a hotice has been served to End this Call-Off Contract or any part of it, the Supplier must continue

to provide the Ordered G-Cloud Services until the dates set out in the notice.

The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of

this Call-Off Contract, except those continuing provisions described in clause 194,

Ending or expiry of this Cali-Off Contract will not aﬁ'ect:

any rights, remedies. or obligations'accrued before its Ending or expiration

the right of either Party to recover any amount outstanding at the time of Ending or expiry

+

the continuing rights, remedies or obligations of the Buyer or fhe Supplier under clauses 7
(P_ayment, VAT_ and Call-Off Contract charges); 8 (Recoverylof sums due and right of set-off); 9
{Insurance}; 10 (Confidentiality); 11 {(Intellectual property rights); 12 (Pfotect?on of information); 13
(Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated
Framework Agreeme:nt clauses: 4.2 to 4.7 {Liability); 8.42 to 848 (Conflicts of interest and ethical

walis) and 8.92 to 8.93 (Waiver and cumuiative remedies)

any other provision of the Framework Agreement or this Call-Off Contract which expressly or by

lmpllcatlon is in force even if it Ends or expires

At the end of the Call-Off Contract Term, the Supplier must promp_tly:

return all Buyer Data rncludrng all copies of Buyer software, code and any other software ficensed

by the Buyer to the Suppller under it

returny any materials created by the Su'pplier under this Call-Off Contract if the IPRs are owned by

the Buyer

stop using the Buyer Data and, at the direction of the Buyef, provide the Buyer with a complete and

uncorrupted version in electronic form in the formats and on media agreed with the Buyer

destroy all copi‘es of the Buyer Data when they receive the Buyer's written instructions to do so or

12 calendar months after the.£nd or Expiry Date, and provide written confirmation to the Buyer that

the data has been securely destroyed, except if the retention of Buyer Data is required by Law
work with the Buyer on any ongoing work

return any sums prepaid for Services which have nct been delivered to the Buyer, within 10

Working Days of the End or Expiry Date

Page 22 of 38



19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done,

unless there is a lega! requirement to keep it or this Call-Off Contract states otherwise.

197 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-
Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states

otherwise,
20. Notices

201 Any notices sent must bé in writing. For the purpose of this clause, an email is accépted as being 'in

writing',
| Manner of delivery Deemed time of delivery Proof of service
Email 9am on the first Working Day sent by pdf tc the correct email
| after sending address W|thout getting an error
messdge ‘

202 This clause does not apply to any legal action or ather method of dispute resclution which should be sent

tor the addresses in the Order Form (other than a d|spute notice under this Call-Off Contract). .

21. Exit plan-

211 The Supplier must provide an exit plan in its Application which ensures continuity of service and the

Supplier will follow it

212 When reguested, the Supplier will help the Buyer to migrate the Serwces tc a replacement supplier in i|ne
with the exit plan, Th|s will be at the Supplier's own expense if the Call-Off- Contract Ended before the

Expiry Date due to Supplter cause.

213 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24
menths the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least

8 weeks before the 18 month anniversary of the Start Date.

214 The Supplier must ensure that the additional exit plan clearly sets cut the Supplier's methodology for
achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at

the expiry of the proposed extension period or if the contract Ends during that period.

21.5  Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer

- to ensure that the additional exit plan is aligned with the Buyer's own exit plan and strategy.

216  The Suppiier acknowledges that the Buyer's right to extend the Term beyond 24 months is subject to the

Buyer's own governance process. Where the Buyer is a central government department, this includes the
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need to obtain approval from GDS under the Spend Controls process, The approval to extend will only be

given if the Buyer can clearly demonstrate that the Supplier's additional exit pian ensures that:

@ the Buyer will be able to transfer the Services to a replacement supplier before the ekpiry or Ending

of the extension period on terms that are commercially reasonabie and acceptable to the Buyer
® tHere will be no adverse impact on service cor)tinuity
@ there is no .vendor lock-in to the Subplier"s Service at exit
@ it enables the Buyer to meet its obligations undef the _Technology- Code -Of Practice |

21,7  If approval is obtained by thé'Buyér to extend the Term, then the Supplier will comply with its obligations
in the additionai exit plan. ' '
218 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the

Parties for: -

® the transfer to the Buyer of any technical information, instructions, manuals and code reasonably:

required by the Buyer to enable a smooth migration from the Supplier

® the strategy for exportation and mig'ratioh of Buyer Data from the Supplier system to the Buyer or
“a replacement supplier, including conversion to open standards or other standards required by the

Buyer

@ the transfer of Project Specific IPR items and other Buyer customisations, configurations and

databases to the Buyer or a replacement supplier

-

@ the testing and assurance strategy for exported Buyer Data
® if relevant, TUPE-related activity to comply With the TUPE regulaticns

® any other activities and information which is reasonably required to ensure continuity of Service

during the exit'peridd and an orderly transition
22. Handover to replacement supplier
221 . At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:

@ data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the

Supplier's possession, power or control
® other information reasonably requested by the Buyer

222 Onreascnable notice at any point during the Term, the Supplier will provide any information and data
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223

about 'the'G-C]ou.d Services reasonably requested by the Buyer‘(inclu-ding' information on volu_mes, usage,
technical aspects, service performance and staffing). This wil} help the Buyer understand how the Services

have been provided and to run a fair competition for a new supplier.

This information must be accurate and complete in all material respects and the level of detail must be

sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not

be unfairly disadvantaged compared to the Supplier in the buying process.

23. Force majeure

231 If a Force Majeure event prevents a Party from performing its obligations, under this Call-Off Contract for
more
than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off
Contract with immediate effect by written notice.

24. Liability

241  Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's‘YearIy total liabiity for

defaults under or in connection with this Call-Off Contract (whether expressed as an ihdemnﬁty or

-otherwise) will be set as follows:

® Property: for all defaults resuiting in direct loss to the property (including technical infrastructure,
assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will

not exce_ed the amount in the Order Form

@ Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage

to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form

® Other defaults: for ali other defaults, claims, Losses or damages, whether arising from breach of
contract, misrepresentation (whether under common law or s‘;atuté), tort (including negligence),

breach of statutory duty or otherwise will not exceed' the amount in the Order Form

25. Premises

251

25.2

253

If either Party uses the other Party's premises, that Party is liable for all loss or damage it causes to the
premises. It is responsible for repairing any damage to the premises or any cbjects on the premises, other

than fair wear and tear.

The Supplier will use the Buyer's premises solely for the performance of its obligations under this Call-Off

Contract.

The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.

G-Cloud 9 Call-Off Contract - RM1557/CCT572  08-05-2017

hitps: w00y ulk/government/oublications/o-cloug-S-call-off-contrac

Pags 25 of 38




254 This clause does not create 2 tenancy or exclusive right of occupation.
255  While on the Buyer's premises, the Supplier will:

o comply with any éeCUrity reguirements at the premises and not do anything to weaken the security

of the premises
@ comply with Buyer requirements for the conduct of personnel
@ comply with any health and safety measures implemented by the Buyer

[ ] irhmediately notify the Buyer of any incident on the premises that causes any damage to Properfy

-which could cause personal injury

256" The Supplier will ensure that its health and safety policy statement (as required by the Health and ‘Safety at
Work ete Act 1974} is made available to the Buyer on request,

26. Equipment .
26.1  The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services.

262 Any Equipment_br'o,ugh't onto the premises will be at the Supplier's own risk and the Buyer will have n.o_l

liability for any loss of, or damage to, any Equipment.

263 . When the Call-Off Contract Ends or expires, the Supplier will remove the Equiprhent and any other

materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999

- 27.1  Except as specified in clause 29.8, a person who isn't Party to this Cali-Off Contract has no right under the
Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or

remedy of any person which exists or is available otherwise.
28. Environmental requirements

281  The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will

comply with.

282 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way,

for example by helping them recycle or lower- their carbon footprint,
'29. The Employment Regulations (TUPE)

29.1  The Supplier agrees that if the Employment Regulations appiy to this Call-Cff Contract on the Start Date

then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair
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29.2

293

294

Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier

for any loss arising from any failure to comply.

Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to'End it, and
within 28 days of the Buyer's request, the Supplier will fully and éccurately disclose to the Buyer all staff

information including, but not limited to, the total number of staff assigned for the purposes of TUPE to

the Services. For each person identified the Supplier must provide details of:

® th'e activities they perforrﬁ

@® oage

o starlt. date

®  place of work .

@® notice period

® redundancy payment entitlement

® salafy, benefits and pension entitlements

, emptoyment status

® ﬁdentity. of employer

@ working arrangemehts

@ ocutstanding liabilities

@ sickness absence

@ copies of all relevant erﬁployment contracts and related documents
.' all information required under regulation 11 of TUPE or as reasonably requested by the Buyer

The Supplier warrants the accu'racy' of the information provided under this TUPE clause and will notity the

Buyer of any changes to the amended information as soon as reasonably possible, The Suppller will permit

the Buyer to use and disclose the mforma‘uon to any prospective Replacement Supplier.

In the 12 moenths before the expiry of this Call-Off Contract, the Supplier will not change the identity and
number of staff assigned to the Serwces {unless reasonably requested by the Buyer) or their terms and

conditions, other than in the ordmary course of husiness.
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295 The Supplier will co-operate with the re-tendering of this Call-Off Contract by aliowing the Replacement

Supplier to communicate with and meet the affected employees or their repreée_ntatives.
296 The Supplier will indemnify the Buyer or any Replacement Suppiier for all Loss arising from both:
@ its failure to comply with the provisions of this clause

- @ any claim by any employee or person claiming to be an emplroyee (or their employee
representatlve) of the Suppiler which arises or is-alleged to arise from any act or omission by the

Suppller on or before the date of the Relevant Transfer

29.7 The provrsmns of thrs clause apply durmg the Term of this Cail-Off Contract and indefinitely after it Ends or

expires.

298  For these TUPE c!auses the refevant third party will be able to enforce its rights under this clause but their

consent WI|| not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services

301  The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any
Additional Services from the Supplier and can buy services that are the same as or similar to the Additional

Setvices from any third party.

302  If reasonably .requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor

performance of the Additional Services using an Implementation Plan.
31. Collaboration

311 I the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaberation
Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date in

the form set out in Schedule 3.
312 In addition to any obligations under the Collaboration Agreement, the Supplier must:
® work proactively and in good falth with each of the Buyer’s contractors

@® co-operate and share information with the Buyer's contractors to enable the eff:cwent operation of

the Buyer's ICT services and G- Cloud Services
32. Variation process

321, The Buyer can request in writing a change to this Call-Off Centract if it isn't a material change to the

Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
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322 The Supplier must notify the Buyer immediately in writing of any'p'roposed changes to their G-Cloud
Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s

" supply chain.

323 If Either Party can’t agree to or provide the Variétion,'the Buyer may agree tc continue performing its
bbligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by givihg 30
days notice to the Supplier.

Schedule 3 - Collaboration agreement

The Coltaboration agreement is available at https://www.c;c:v.uk/qu%dance/q~c|oud-mrnp{ates-a_nd»iceqa\‘wdoc:ummts _

Schedule 4 - Alternative clauses

The Alternative clauses are available at https.//www.gov.uk/guidance/g-cioud-templates-and-legal-documents

Schedule 5 - Guarantee

The Guarantee is available at ht%ps:/,’www.gov‘u%/quidaru:e/q—cloud-templa{esmand—ieqaI—documents

Schedule 6 - Glossary and i'nterpr'etétions |

In this Call-Off Contract the following expressions mean:

Additional Services Any services ancillary to the G-Cloud Services that are in the scope of
' Framework Agreement Section 2 (Services Offered) which a Buyer may
request.
Admission Agreement The agreement' tc be entered into to enable the Supplier to participate in

the relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invitation to Tender (known
as the Invitation to Apply on the Digital Marketplace). '
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Audit

An audit carried out under the incorporated Framework Agreement clauses

specified by the Buyer in the Order (if any). .

Background IPRs

For each Party, IPRs; ‘

- @ owned by that Party before the date of this Call-Off Contract (as
may be enhanced and/or modified but not as a consequence of the
Ser\}ic’es) including IPRs contained in any of the Party's Know-How,

. documentation and processes _
@ created by the Party independently of this Call-Off Contract, or-

For the Buyer, Crown Copyright which isn't available to the Supplier
otherwise than under this Call-Off. Contract, but excluding IPRs owned by

“that Party in Buyer software or Supplier software.

Buyer

The contracting autherity ordering services as set out in the Order Form.

Buyer Data

Al data supplied by the Buyer to the Supplier including Personal Data and

Service Data that is owned and managed_'by the Buyer.

Buyer Personal Data

The peréon'a! daté supplied by the Buyer to the Sup'plier for purposes of, ar '

in connection with, this Call-Off Contract.

Buyer Representative

The representative appointed by-the Buyef under this Call-Off Contract.

1 Buyer Software

Software owned by or licensed to the Buyer (other than under this
Agreement), which is or will be used by the Supplier to provide the

Services.

Call-Off Contract

This call-off contract entered into fol!owihg the provisions of the
Framework Agreement for the provision of Services made between the
Buyer and the Supplier co‘mpri's-ing the Order Form, the Call-Off terms and
conditions, the Call-Off schedules and the Collabcration Agreement. |

Charges

The prices (excluding any applicable VAT), payable to the Supprlier by the
Buyer under this Call-Off Contract.

Collaboration Agreement

An agreement between the Buyer and any combination of the Subplier and
contractors, to ensure collaborative working in their delivery of the Buyer's |
Services and to ensure that the Buyer raceives end-to-end services across

its IT estate, _

.Commercially Sensitive

Information

Information, which the Buyer has been notified about by the Supplier in

~writing before the Start Date with full details of why the Information is

deemed to be commercially sensitive.
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Confidential Information

Data, pérsonal data and any information, which may include (but isn't
limited to) ahy: ’ :
® information about business, affairs, developments, trade secrets,
know-how, persornel, and third parties, including all Intellectual
Property Rights (IPRs), together with all information derived from
any of the above
@ other information clearly designated as being confidential or which
ought reasonably be considered te be confidential (whether or not
. It is marked 'confidential").

Control ‘Control’ as defined in section 1124 and 450 of the Corporaticn Tax
Act 2010. ‘Controls' and 'Controlied' will be interpreted-accordingly.
Crown The government of the United Kingdom (including the Northern lreland

Assembly and Executive Committee, the Scottish Executive and the National
Assembly fb_r Wales), including, but not limited to, govemment'ministers
and government departments and parﬁcular bodies, perscns, commissions
or agencies carrying out functions on its behalf.

DPA

Data Protection Legislation or

| The Data Protection Act 1998, the EU Data Protection Direcﬂve'95/46/EC,

the Regulation of Investigatory Powers Act 2000, the Telecommunications
(Lawful Business Practice} (Interception of Communications) Regulations
2000 (SI 2000/2699), the Electronic Communications Data Protection
Directive 2002/58/EC, the Privacy and Electronic Communications (EC .

Directive) Regulations 2003 and all applicable iaws and reg'ulations relating

‘to processing of personal data and privacy, including if applicable legally
‘binding guidance and codes of practice issued by the Information

Commissioner.

Data Subj.ect

Will have the same meaning as set out in the Data Protection Act 1998.

Default

Default is any:
® breach of the obtligations of the Supplier (including ahy
fundamental breach or breach of a fundamental term).
@ other default, negligence or negligent statement of the Supplier, of
its Subcontractors or any Subplier Staff (whether by act or-

omission), in cennection with or in relation to this Call-Off Contract

Unless otherwise specified In the Framework Agreement the Supplier is
liable to CCS for a Default of the Framework Agreement and in relation to

a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

Deliverable

The G—CIoud_Services the Buyer contracts the Supplier to provide under
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this Call-Off Contract.

Digital Marketplace

The government marketplace where Services are available for Buyers to

buy. (https://www digitaimarketplace.service.qov.ui/)

Employment Regulatiqns'

The Transfer of Undertakings (Protection of Employment) Regulations 2C06
(SI 2006/246) (TUPE") which implements the Acquired Rights Directive.

End

Means to terminate; and Ended and Ending aré construed accordingly.

Environmental Information

Regulations or EIR

The Environmental Information Regulations 2004 together with any
guidance or codes of practice issued by the Information Commissicner or

relevant Government department about the regulations.

Equipment

The Supplier's hardware, computer and telecoms devices, plant, materials
and such other items supplied and used by the Supplier (but not hired,
leased or loaned from CCS or the Buyer) in the performance of its

obligations under this Call-Off Contract.

ESI Reference NUmber

The 14 digit ESI reference number from the summary of outcome screen of
the ES! tool.

Emp_.loymént Status Indicator test

tool or ESI tool

The HMRC Employment Status Indicater test tool. The most up-te-date
version must be used. At the time of drafting the tool may. be found here:
hitp://tocls.himregov.ui/as] - :

Expiry Date

The expiry date of this Call-Off Contract in the Order Form.

Force Majeure

A Force Majeure event means anything affecting either Party's performance
of their obligations arising from ahy:

@ acts, events or omissions beyond the reasonable control of the

affected Party |
@ riots, war or armed cOanict, acts of terrorism, nuclear, biological or
~ chemical warfare | | '

® -acts of government,' local government or Regulatory Bodies
fire, flood or disaster and any failure or shortage of power or fuel
@ industrial dispute affecting a third pafty for which a substitute third

party isn't reasonably available

The following do not constitute a Force Majeure event:

® any-industrial dispute about the Supplier, its staff, or failure in the
Supplier's (or a Subcontractor's) supply chain =~
® any event which is attributable to the wilfuf act, neglect or failure to

take reasonable precautions by the Party seeking to rely on Force
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Majeure _

@ the event was foreseeable by the Party seeking to rely on Force
Majeure at the time this Call-Off Contract was entered into

@ any event which is attributable to the Party seeking to rely on Force
Majeure and its failure to comply with its own business continuity

and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start Date that are
the same as or substantiaily similar to the Services. This also includes any

Subcontractor af the Supplier {or any subcontractor of the Subcontractor).

Framework Agreement

The clauses of framework agreement RM1557ix together with the
‘| Framework Schedules. '

Fraud

| Any offence under Laws crea_tihg offences in respect of fraudulent acts

(including. the Misrepresentation Act 1967} or at common law in respect of
fraudulent acts in relation to this Call-Cff Contract cr defrauding or

attempting to defraud or conspiring to defraud the Crown,

Freedom of lnformation Act or
FolA

The Freedom of Information Act 2000 and any subordinate legislation
made under the Act together with any guidance or codes of practice issued
by the Information Commissioner or relevant Government department in
relation to the legislation. '

G-Cloud Services

The cloud services described in Framework Agreement Section 2 (Services
Offered).as defined hy the Service Definition, the Supplier Terms and any
related Applicaticn documentation, which the Supplier must make available
to CCS and Buyers and those services which are deliverable by the SQppIier
under the Collaboratloﬁ Agreement.

Good Industry’ Practice _

S:tanda_rds, practices, methods and process conforming to the Law and the
exercise of that degree of skill and care, diligence, prudence and foresight
which would 'reas.onably and ordinarily be expected from a skilled and

experienced person or body engaged in a similar undeftaking in the same

or similar circumstances.

Guarantee

The guarantee described in Schedule 5.

Guidance

Any current UK Government Guidance on the Public Contracts Regulations
2015. In the event of a conflict between any current UK Government
Guidance and the Crown Commercial Service Guidance, current UK

Government Guidance will take precedence.
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Indicative Test ESI tool complated by contractors on their own behalf at the request of
CCS or the Buyer (as applicable) under clause ‘4.6. '

Information _ ' Has the meaning given under section 84 of the Freedom of Information
Act 2000.

Information Security ‘ The mformatlon security management system and process deve\oped by

Management System the Suppher in accordance with clause 16.1.

Inside IR35 Contractual engagements which would be determined to bé within the

scope of the IR35 Intermediaries Fegislétiom if assessed using the ESI tool.

Insolvency Event - Can be;

® 2 voluntary arrangement

@® 2 winding-up petition

® the appointment of a 'receiver or admin-istrator
@® an unresolved statutory demand

® & Schedule AL moratorium.

InteHlectual Prdperty Rights or Intellectual Property Rights are:

IPR | @ copyright, rights related to or affording protec’uon similar to
copyright, rights in databases, patents and rights in inventions,
semi-conductor topography rights, trade marks, rights in internet
domain names and website addresses and other rights in trade
names, designs, Know-How, trade secrets and cther rights in
Confidential Information

@ applications for reglstranon and the right to apply for reg|stratton
| for any of the rights listed at (a) that are capable of bemg
‘ registered in any country orJurrsdlct!on
@ all other rights having equivalent or similar effect in any country or

jurisdiction

Intermediary ‘ For the purposes of the IR35 rules an intermediary can be;
A @ the supplier's own limited company '
@ a service or a personal service company

® = par’tners{hip'

It does not apply if you werk for a client through a Managed Service
Company (MSC) or agency (for example, an employment agency).

IPR Claim ' o As set out in clause 11.5.
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IR35

IR35 is also known as ‘Intermediaries Iet_:jisl_ation’. It's a set of rules that
affect tax and National Insurance where a Supplier is contracted to work for
a client through an Intermediary. |

IR35 Assessment

Assessment of employment status using the ESI tool to determine if

1 engagement is Inside or Outside IR35.

Know-How

All ideas, concepts, schemes, information, knowledge, techniques,
methodotogy, and anything else in the nature of know-how relating. to the
G-Cloud Services but excluding know-how already in the Supplier's or
CCS's possession before the Start Date.

‘La\nr

Any aoplicable_,Act of Parliarhent, subordinate legislation within the
meaning of Section 21{1) of the Interpretation Act 1978, exercise of the
royal prerogative, enforceable community right within the meaning of
Section 2 of the European Communities Act 1972, judgment of a relevant

court of law, or directives or requirements of any Regulatory Body.

Loss

All losses, liabilities, damages, costs, expenses (including legal fees),r
disbursements, costs of investigation, litigation, settlement, judgment,
interest and penalties whether arising in contract, tort (including
negligence), breach of statutory duty, misrepresentation or otherwise and
'Losses' will be interpreted accordingly.

Lot

Any of. the 3 Lots specified in the ITT and Lots will be construed

' accordlngly

Malicious Software

Any software program or code intended to destroy, interfere with, corrupt,

or cause undesired effects on program files, data or other |nformat|on

executable code or applrcatron software macros, whether cr not its

operation is immediate or delayed, and whether the malicious software is

introduced wilfully, negligently or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an ameunt of up to 1% but

| currently set at 0.75% of all Charges for the Services invoiced to Buyers (net

of VAT) in each month throughout the duration of the Framework
Agreement and thereafter, until the expiry or End of any Call-Off Contract.

Management Information

The management information specified in Framework Agreement section 6
{What you report to CCS).

Material Breach

Those breaches which have been expressly set odt as a material breach and
any other single serious hreach cr persistent failure to perform as required
under this Call-Off Contract,
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‘Ministry of Justice Code

The Ministry of Justice’s Code of. Practic_eron the Discharge of the Functions

“of Public Authorities under Part 1 of the Freedom of Information Act 2000.

New Fair Deal

The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for
staff pensions: staff transfer from central government” issued in October
2013 as amended.

Order Form

Order An order for G-Cloud Services placed by a Contracting Body with the
Supplier in accordance with the Ordering Processes.
The order form set out in Part A of the Call-Off Contract to be-used by a

Buyer to order G-Cloud Services.

Ordered G-'Clou.d Services

G-Cloud Services which are the subject of an Order by the B'uyer.

Outside IR35

Contractual engagements which would be determined to not be within the
scope of the IR35 intermediaries legislation if assessed using the ESI tool.

Party

The Buyer or the Supplier and ‘Parties’ will be interpreted ‘accordingly.

Personal Data

As described in the Data Protection Act 1998

(http/Awwwileglslation.gov.uk/u kmqa/].998/29/'contems)

‘Processing

This has the meaning given to it under the Data Protection Act 1998 as
amended but, for the pUrposes of this Call-Off Contract, it will include both
manual and automatic processing. ‘Process’ and ‘processed’ will be

interpreted accordingly.

Prohibited Act

To directly or indirectly offer, promise or givé any person working
for or engaged by a Buyer or CCS a financial or other advantage -
to: y
@® induce that person to perform improperry a relevant function or
activity
@ reward that person for improper performance of a relevant function
or activity . . ‘
@® commit any offence:
O under the Bribery Act 2010
O under legisiation creating offences concerning Fraud
O at common Law cencerning Fraud

O committing or attempting or conspiring to commit Fraud.

Project Specific IPRs

Any intellectual property' rights in items created or arising out of the
performance by the Supplier {or by & third par‘ry.on behalf of the Supplier)
specifically for the purpcses of this Call-Off Contract including databases,
configurations,'code, instructions, technical documentation and schema brrt
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not including the Supplier's Background IPRs,

Property

Assets and property including technical infrastructure, IPRs and equipment,

PSN or Public Services Network

The Public Services Network (PSN) is the Government's high-performance
network which helps public sector organisations work together, reduce
duplication and share resources,

Regul.atory Body or Bodies

Government departments and other bodies which, whether under statute,
codes of practice or otherwise, are entitled to investigate or influence the
matters dealt with in this Call-Cff Contract.

Relevant Person

Any employee, agent, servant, or repreSen’tative of the Buyer, any other
pubiic body or person employed by or on behalf of the Buyer, or any other
public body.

Relevant Transfer

A transfer of employment to which the Employment Regulations applies.

Replacement Services

Any services which are the same as or substanitially similar to any of the

Services and which the Buyer receives in substitution for any of the Services

 after the expiry or Ending or partial Ending of the Call-Off Contract,

whether those services are provided by the Buyer or a third party.

Replacement Supplier |

Any third party service provider of Replacement Services appointéd by the
Buyer (or where the Buyer is providing replacement Services for its own
account, the Buyer).

Services

The services ordered by the Buyer as set out in the Order Form.

Service Data

Data that is owned or managed by the Buyer and used for the G-Cloud
Ser\nces including backup data.

Service Definition(s) E

The definition of the Supplier's G-Cloud Services provided as part of their

Application that includes, but isn't limited to, those items listed 'n Section 2

{Services Offered) of th_e Framework Agreement.

Service Description

The descnphon of the Supplier service offering as published on the Di igital
Marketplace

Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the course of the

use of the G-Cloud Services for purposes of or in connection with this Call-

1 Off Contract,

Spend Controls

The approval process used by a central government Buyer if it needs to
spend money on certain digital or technology services, see

https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-
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you-need-approval-to-spend-money-on-a-service

‘| Start Date

The start date of this Call-Off Contract as set cut in the Order Form.

Subcontract

Any contract or agreement or .prop_c}sed agreement between the Supplier
and a Subcontractor in which the Subcontractor agrees to provide to the
Supplier the G-Cloud Services or any part thereof or facilities or goods and

services necessary for the provision of the G-Cloud Serwces or any part

: thereof

Subcontractor

Any third party engaged hy the SQppIier under Subcontract (permitted }
under the Framework Agreement and the Call-Off Contract) and its

servants or agents in cennection with the provision of G-Cloud Services,

Supplier Representative

The representative appointed by the Supplier from time ta time In relation
to the Call-Off Contract.

Supplier Staff

Al persons empioyéd by the Supplier together with the Supplier's servants,

agents, suppliers and Subcontractors used in the performance of its
obligations uider this Call-Off Contract,

Supplier-Terms

The relevant G-Cloud Service terms and conditions as set out in the Terms .

and Conditions document supplied as part of thé Supplier's Application

Term

The term of.this Call-Off Contract as set out in the Order Form. -

‘Variation

This has the meaning given to it in clause 32 (Variation process).

Working Days

Any day other than a Saturday, Sunday or publ ic hohday in England ana

' Wales

Year

A contract year.
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