DocuESign Envedope [D: FEE2C1 11-3FP3F-4210-A81C-353300 1 TRIET

UK BFFIEIAL

This Order Form is for the provision of the Call-Off Deliverables. It is issued under the
Framework Contract RME160: Non Clinical Temporary and Fixed Term Staff.

Contracting Authority
Name

UK Reszearch and Innovation {UKRI)

Contracting Authority
Contact

Name:
Tek
Emaail;

Contracting Authority
Address

Polaris House, North Star Avenue, Swindon, SN2 1FL

Invoice Address M/A
(if different)
Supplier Name Sandersons PLC
Supplier Contact MName: -
Tel
Email:
Supplier Address Clifton Down House, 54a Whiteladies Road, Clifton, Bristol, BS8
2MNH
Framework Ref RME160. Non Clinical Temporary and Fixed Term Staff
Framework Lot 3
Call-Off {Order) Ref GSS523508
Order Date 13/06/2023
Call off Start Date 03/07/2023
Call-Off Expiry Date I 22023
Extension Options A

GDPR Position

Independent Controller

MNumber of roles required:

1

Number of CV's required: | O

Job role | Title Test Analyst
Temporary or Fixed Term | Temporary
Assignment

Hours I Days required

[l hours per week (Mon-Fri) / Maximum of Jf working days

Unsocial hours required — | N/A

give details

High cost area Mone

supplement details

Immunisation /A

requirements? (Fee type 1

only)

Pay band 104

Fee Type Mon-Patient Facing (Mo Disclosure)
Expenses to be paid or Expenses shall be paid in alignment with the UKRI Travel Policy
benefits offered

Expenses to be paid by Mo

Temporary Worker

Contract Ref: GES523508
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Charge rates

Pre-AWR Post-AWR

N 200

The total contract value shall not exceed £62,086.50 excluding
VAT, as per the breakdown below,;

MName Start Date Rate (per Total Charge
day) {end date
stated)

- oaorzozz | N £62.086.50

End Date:
IMNM22023

Total Charge (Ex. VAT) reZ2,086.50

It is the viewpaoint of the confracting authaorty that the candidate
above is in scope of the infermedianes legislation (IR35). All
woarkers are subject fo 5 working days notice period.

Method of payment

The supplier shall issue electronic invoices weekly in amears
following customer approval of the workers timesheet. The
customer shall pay the supplier within thirty (30) calendar days
upon receipt and acceplance of a valid invoice.

Invoice to inclede purchase order number and confract
reference shall be sent to

and background checking

Discounts applicable MNiA
Criminal records check WA
BPSS required Yes
State required clearance NIA

Skills, mandatory training
and qualifications
necessary for the role

* Experience of test planning and execution in the
implementation of envircnments such as Govemment, Identity
Access Management and Security

* Experience of E2E testing Saa5 Cloud solution

* Experience of data flow testing and data extract tools

= Experience of designing test scenarios and writing test scripts
fo deliver test cycles (System Test, SIT, UAT, Non Functional
Testing and OAT) for multiple releases/projects.

= Experience in hands on test execution, recording test results
and collating test evidence.

= Experience of executing testing with multiple vendors and third
party integrations.

= Experience of creating and delivering high quality test
execution plans, test status and outcome reports

= Experience of the testing lifecycle in line with the test
environment release and configuration approach.

= Experience with the test defect life oycle, from raising defects to
closing defects

Contract Ref: G5323508
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« Experience using test and defect management tools [JIRA
Confluence, Zephyr Scale)

= Ability to identify and implement opportunities for simplification
! automated tests to improve efficiency.

CALL-OFF INCORPORATED TEREMS

The Call-Off Contract, Core Terms and Joint Schedules’ for this Framework Confract are
available on the CCS website. Visit the Mon Clinical Temporary and Fixed Term Staff web
page and click the Documents” tab to view and download these.

CALL-OFF DELIVERABLES

The requirement

The requirements to be delivered by the Supplier to the Contracting Authority in accordance
with the Framework Specification duning the specified Call-Off Period

The Supplier will provide a Temporary Worker to perform the Assignment as detailed above.

PERFORMANCE OF THE DELIVERAELES

Key Staff

Key Subcontractors

N/A

For and on behalf of the Supplier: For and on behalf of the Contracting Authority:

Role:

Date:

Signature: - Signature: -
Mame: Mame: _
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Joint Schedule 11 (Processing Data)

Status of the Controller

g

The Parties acknowledge that for the purposes of the Data Protection Legislation, the

nature of the activity carried out by each of them in relation to their respective obligations under a
Contract dictates the status of each party under the DPA. A Party may act as:

(a)

(b}

(c)

(d)

“Controller” in respect of the other Party who is “Processor™;

"Processor” in respect of the other Party who is "Controller™;

“Joint Controller” with the other Party;

"Independent Controller” of the Personal Data where there other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1
{Processing Personal Data) which scenario they think shall apply in each situation.

Where one Party is Controller and the other Party its Processor

2

8.

(a)

‘Where a Party is a Processor, the only processing that it is authorised to do is listed in Annex
1 (Processing Personal Diota) by the Controller.

The Processor shall notify the Controller immediately if it considers that any of the
Controller's instructions infringe the Data Protection Legislation.

The Processor shall provide all reasonable assistance to the Controller in the preparation of
any Data Protection Impact Assessment prior to commencing any Processing. Such
assistance may, at the discretion of the Controller, include:

{a) a systematic description of the envisaged Processing and the purpose of the
Processing;

{b) an assessment of the necessity and proportionality of the Processing in relation
to the Services;

{c) an assessment of the risks to the rights and freedoms of Data Subjects; and

(d) the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection with its
obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 {Processing Personal Data),
unless the Processor is required to do otherwise by Law. If it is so required the Processor
shall promptiy notify the Controlier before Processing the Personal Data unless prohibited
by Law;
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{b) ensure that it has in place Protective Measures, including in the case of the Supplier the
measures set out in Clause 14.3 of the Core Terms, which the Controller may reasonably
reject {but failure to reject shall not amount to approval by the Controller of the adequacy
of the Protective Measures) having taken account of the:

(i} nature of the data to be protected;

(i} harm that might result from a Data Loss Event;
(i) state of technological development; and

{iv) cost of implementing any measures;

(ch ensure that:

(i) the Processor Personnel do not Process Personal Data except in accordance
with the Contract (and in particular Annex 1 {Processing Personal Data));

(i) it takes all reasonable steps to ensure the reliability and integrity of any
Processor Personnel who have access to the Personal Data and ensure that
they:

{A)  are aware of and comply with the Processor's duties under this loint
Schedule 11, Clauses 14 [Dota protection), 15 (Whot youw must keep
confidentiof) and 16 (When you can shaore information);

{(B)  are subject to appropriate confidentiality undertakings with the
Processor or any Sub-processor;

{C) are informed of the confidential nature of the Personal Data and do
not publish, disclose or divulge any of the Personal Data to any third
party unbess directed in writing to do so by the Controller or as
otherwise permitted by the Contract; and

(D) hawe undergone adequate training in the use, care, protection and
handling of Personal Data;

(d) not transfer Personal Data outside of the EU unless the prior written consent of the Controller
has been obtained and the following conditions are fulfilled:

(i) the Controller or the Processor has provided appropriate safeguards in
relation to the transfer (whether in accordance with GDPR, Article 46 or LED
Article 37) as determined by the Controlier;

(i} the Data Subject has enforceable rights and effective legal remedies;

(i) the Processor complies with its obligations under the Data Protection
Legistation by providing an adequate level of protection to any Personal
Data that is transferred [or, if it is not so bound, uses its best endeavours
to assist the Controller in meeting its obligations); and

() the Processor complies with any reasonable instructions notified to it in
advance by the Controller with respect to the Processing of the Personal
Data; and
(e} at the written direction of the Controller, delete or return Personal Data (and any copies of

it} to the Controller on termination of the Contract unless the Processor is required by Law
to retain the Personal Data.
Contract Ref: GE523508 5 of12
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(a)
(b)

(c)

(d)
(e}

Subject to paragraph 7 of this Joint Schedule 11, the Processor shall notify the Controller
immediately if in relation to it Processing Personal Data under or in connection with the
Contract it:

{a) receives a Data Subject Request (or purported Data Subject Request);
(b) receives a request to rectify, block or erase any Personal Data;

(c) receives any other request, complaint or communication relating to either Party's
obligations under the Data Protection Legislation;

{d}) receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data Processed under the Contract;

(e) receives a reguest from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

(f) becomes aware of a Data Loss Event.

The Processor’s obligation to notify under paragraph 6 of this Joint Schedule 11 shall include
the provision of further information to the Controller in phases, as details become available.

Taking into account the nature of the Processing, the Processor shall provide the Controller
with reasonable assistance in relation to either Party’s obligations under Data Protection
Legislation and any complaint, communication or request made under paragraph & of this
Joint Schedule 11 (and insofar as possible within the timescales reasonably required by the
Controller) including by promptly providing:

the Controfler with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Controller to enable it to comply with a
Data Subject Request within the relevant timescales set out in the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by the Controller following any Data Loss Event; and/or
assistance as requested by the Controller with respect to any request from the Information

Commissioner's Office, or any consultation by the Controller with the Information
Commissioner's Office.

The Processor shall maintain complete and accurate records and information to
demonstrate its compliance with this Joint Schedule 11. This requirement does not apply
where the Processor employs fewer than 250 staff, unless:

{a) the Controller determines that the Processing is not occasional;

(b} the Controller determines the Processing includes special categories of data as
referred to in Articke 1) of the GDPR or Personal Data relating to criminal
convictions and offences referred to in Article 10 of the GDPR; or

{c) the Controller determines that the Processing is likely to result in a risk to the rights
and freedoms of Data Subjects.
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10.

1.

12.

13.

14.

15.

The Processor shall allow for audits of its Data Processing activity by the Controller or the
Controller's designated auditor.

The Parties shall designate a Data Protection Officer if reqguired by the Data Protection
Legislation.

Before allowing any Sub-processor to Process any Personal Data related to the Contract, the
Processor must:

(a) notify the Controller in writing of the intended Subprocessor and Processing;
{b) obtain the written consent of the Controller;

{c) enter into a written agreement with the Subprocessor which give effect to the
terms set out in this Joint 5chedule 11 such that they apply to the
Subprocessor; and

{d) provide the Controller with such information regarding the Subprocessor as
the Controller may reasonably require.

The Processor shall remain fully fiable for all acts or omissions of any of its Subprocessors.

The Relevant Authority may, at any time on not less than 30 Working Days' notice, revise
this koint Schedule 11 by replacing it with any applicable controller to processor standard
clauses or similar terms forming part of an applicable certification scheme

{which shall apply when incorporated by attachment to the Contract).

The Parties agree to take account of any guidance issued by the Information Commissioner’s
Office. The Relevant Authority may on not less than 30 Working Days’ notice to the Supplier
amend the Contract to ensure that it complies with any guidance issued by the Information
Commissioner’s Office.

Where the Parties are Joint Controllers of Personal Data

16. In the event that the Parties are Joint Controllers in respect of Personal Data under the
Contract, the Parties shall implement paragraphs that are necessary to comply with GOPR
Article 26 based on the terms set out in Annex 2 to this loint Schedule 11 {Processing
Data).

Independent Controllers of Personal Data

17.

18.

19.

With respect to Personal Data provided by one Party to another Party for which each Party
acts as Controller but which is not under the loint Control of the Parties, each Party
undertakes to comply with the applicable Data Protection Legislation in respect of their
Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations under the Data
Protection Legislation and not do anything to cause the other Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance with paragraph
T of this Joint Schedule 11 above, the recipient of the Personal Data will provide all such
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20.

21.

(a)
(B)

(c}

22.

23.

relevant documents and infermation relating to its data protection policies and procedures
as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and 14 GDPR in
respect of the Processing of Personal Data for the purposes of the Contract.

The Parties shall only provide Personal Data to each other:
to the extent necessary to perform their respective obligations under the Contract;

in compliance with the Data Protection Legislation (including by ensuring all required data
privacy information has been given to affected Data Subjects to meet the requirements of
Articles 13 and 14 of the GDPR); and

where it has recorded it in Annex 1 {Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of Processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, each Party shall, with respect to its Processing
of Personal Data as Independent Controller, implement and maintain appropriate technical
and organisational measures to ensure a level of security appropriate to that risk, including,
as appropriate, the measures referred to in Article 32(1){a). (b). (c] and {d} of the GDPR, and
the measures shall, at a minimum, comply with the requirements of the Data Protection
Legislation, including Article 32 of the GDPR.

A Party Processing Personal Data for the purposes of the Contract shall maintain a record of
its Processing activities in accordance with Article 30

GDPR and shall make the record available to the other Party upon reasonable request.

24.

(a)

(b)

Where a Party receives a request by any Data Subject to exercise any of their rights under
the Data Protection Legislation in relation to the Personal Data provided to it by the other
Party pursuant to the Contract {"Request Recipient"}:

the other Party shall provide any information and/or assistance as reasonably requested by
the Request Recipient to help it respond to the request or correspondence, at the cost of the
Request Recipient; or

where the request or correspondence is directed to the other Party and/or relates to that
other Party's Processing of the Personal Data, the Request Recipient will:

(i} promptly, and in any event within five (5} Working Days of receipt of the
request or comespondence, inform the other Party that it has received the
same and shall forward such request or correspondence to the other Party;
and

(i) provide any information and/or assistance as reasonably requested by the
other Party to help it respond to the request or correspondence in the
timeframes specified by Data Protection Legislation.
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(a)

(b}

(c)

(d)

27

28.

25. Each Party shall promptly notify the other Party upon it becoming aware of any
Personal Data Breach relating to Personal Data provided by the other Party pursuant to
the Contract and shali:

do all such things as reasonably necessary to assist the other Party in mitigating the effects
of the Personal Data Breach;

implement any measures necessary to restore the security of any compromised Personal
Data;

work with the other Party to make any required notifications to the Information
Commissioner's Office and affected Data Subjects in accordance with the Data Protection
Legisiation {including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that Pariy's
refationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively to exercise
rights and obligations under the Contract as specified in Annex 1 (Processing Personal Dota).

Personal Data shall not be retained or processed for longer than is necessary to perform
each Party’s respective obligations under the Contract which is specified in Annex 1
{Processing Personal Data).

Notwithstanding the general application of paragraphs 2 to 15 of this loint Schedule 11 to
Personal Data, where the Supplier is required to exercise its regulatory and/or legal
obligations in respect of Personal Data, it shall act as an Independent Controller of Personal
Data in accordance with paragraphs16 to 27 of this Joint Schedule 11.
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Contract Ref:

Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Relevant
Authority at its absolute discretion.

11 The contact details of the Relevant Authority's Data Protection Officer are:

1.2 The contact details of the Supplier's Data Protection Officer are: [ =mai:

1.3 The Processor shall comply with any further written instructions with respect to
Processing by the Controller.

1.4 Any such further instructions shall be incorporated into this Annex.

Description Details

Identity of Controller [The Parties acknowledge that for the purposes of the Data Protection Legislation
for each Category of [the Parties are independent controllers of Personal Diata under this Framework

Personal Data |Agreement.

[The processing is needed in order that the Supplier can effectively deliver the
Contract for the provision of contingent Labowur.

Dwration of the Processing will take place for the duration of the Contract.
Processing

10
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Order Form Template {Short Form)

Crown Copyright 2019

MNature and
purposes of the
Processing

IThE nature of the processing will include collection, recording, organisation,
structuring, storage, adaptation, alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or
jcombination, restriction, erasure or destruction of data. Erasure will be by manual

means.
Processing takes place for the purposes of:

=  Pre-employment screening

=  Statutory obligations

= Comtractual and legal obligations
= Skills assessmemnts

=  Feedback gathering

=  Processing payments

The nature of processing will include the storage and use of names and business
contact details of staff of both the Contracting Authority and the Supplier as
necessary to deliver the Services and to undertake Contract and performance

Type of Personal Data

The Contract itself will include the names and business contact Full name
Workplace address

Workplace Phone Number
Workplace email address

Names

Job Title

Compenszation

Tenure Information

Qualifications or Certifications
MNationality

Education & training history
Previous work histony

Personal Interests

References and referee details
Driving license details

MNational insurance number

Bank statements

Liility bills

lob title or role

Job application details

Start date

End date & reason for termination
Contract type

Compensation data

Photographic Facial Image
Biometric data

Birth certificates

IP Address

Details of physical and psychological health or medical condition

11
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Order Form Template {Short Form)

Crown Copyright 2019

MNext of kin & emergency contact details
Record of absence, time tracking & annual leave

ICategories of Data
[Subject

|Agency workerfs of the contracting authority as engaged by the supplier.

Staff of the Contracting Authority and the Supplier, including where those
lemployees are named within the Contract itself or involved within
jcontract management.

Plan for return and
destruction of the data
jonce the Processing is
jcomplete

LINLESS

requirement under
Lnion or Member
I5tate law to preserve
that type of data

[The Supplier will delete the Personal Data and erase the Personal Data from any
jcomputers, storage devices and storage media that are to be retained by the
Supplier after the expiry of the Contract. The Supplier will certify to the
IContracting Authority that it has completed such deletion.
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