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e HEALTHTRUST EUROPE"

Schedule 7A
Order Form for Standard Goods and Services — Direct Award
Call-Off Contract under the HealthTrust Europe LLP Framework Agreement for the Enterprise

Level Information Communication Technology (ICT) Digital Technology Solutions 2023 (ComiT 3 -
Complete IT 3) (reference number: 2023/S 000-007857) dated 2" January 2024

The Authority UK Research and Innovation (UKRI)
Polaris House, North Star Avenue, Swindon, SN2 1FL
The Supplier Insight Direct (UK) Ltd

1st Floor St Paul’s Place, 121 Norfolk Street, Sheffield, England, S1 2JF
Company number: 02579852

HealthTrust HTE-011006

Europe Contract
Reference

The Supplier and the Authority hereby agree as follows:

1. The Authority wishes to enter into a Contract in respect of the Services pursuant to the
framework agreement between Health Trust Europe LLP and Supplier dated 2" January 2024
(the “Framework Agreement”).

2. The Contract incorporates, and the Supplier agrees to abide by, the following documents:
(a) The Specification of the Authority’s requirements as appended at Appendix 1 overleaf;
(b) the Contract Price, as appended at Appendix 2 overleaf; and
(c) the Call-Off Terms and Conditions set out at Appendix A to the Framework Agreement
(including the front page and all Schedules thereto).

3. Where the Call-Off Terms and Conditions set out at Schedule 1 of these Call-Off Terms and
Conditions of Appendix A to the Framework Agreement apply, the Authority acknowledges and
agrees to the HealthTrust Europe Key Provisions, in particular as stated below for the avoidance
of doubt:

(a) The Authority acknowledges and agrees that the Supplier is subject to an activity based
income (ABI) management charge in relation to any Orders placed by the Authority under
the Framework Agreement.

(b) The Authority and the Supplier agree that (in addition to the Authority’s right to enforce the
Contract) HealthTrust Europe may enforce any term of the Contract as principal in respect of
ABl and Management Information and as agent on behalf of the Authority in respect of all
other terms.
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Annex 1 - Standard Terms
1 Commencement Date and Term
1.1 The Commencement Date of this Contract shall be Thursday, 19t March 2025

1.2 The End Date of this Contract shall expire on Monday, 315t March 2025. There is an element of
support of 5 years which will outlast the duration of the contract.

2 Data Protection — Not Applicable
This Clause 2 only applies if this box is checked []

2.1 The Authority and the Supplier acknowledge and agree that it is their responsibility to carry out a
data protection impact assessment (“DPIA”) in accordance with the Data Protection Legislation
and provided the DPIA confirms that the Supplier’s systems and processes adequately provide
the necessary guarantees to implement appropriate technical and organisational measures to
comply with the Data Protection Legislation, they shall enter into the relevant data protection
agreement.

2.2 The parties further acknowledge and agree that HealthTrust Europe will not be involved in or be
responsible for the conduct of DPIAs and the supply of any data protection agreements (including
a data protection protocol) required for Processing Personal Data under the Contract. For the
avoidance of doubt, HealthTrust Europe accepts no responsibility in relation to any issues or
claims related to the Processing of Personal Data by the Supplier for the Authority in pursuance
of the Contract.

2.3 The Parties warrant that they have read, understood, and agree to the data protection provisions
set out in Schedule 3 (Information and Data Provisions) of the Call Off Terms and Conditions.

2.4 The parties agree to comply with the Data Protection Protocol set out within Appendix 13.

3 Payment Terms

3.1 The payment profile for this Call-Off Contract shall be full payment upfront. The supplier shall
submit an invoice following the successful delivery of the goods. The invoice must include a valid
Purchase Order Number and be sent to finance@uksbs.co.uk.

3.2 Payment of undisputed invoices will be made within 30 days of receipt of the invoice. Non-
compliant invoices may be returned to the supplier, which may lead to a delay in payment.

4 Termination
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4.1 The Participating Authority may terminate this Contract forthwith by notice to the Supplier at
any time on three (3) months’ written notice. Such notice shall not be served within one (1) year
of the Commencement Date.

5 Locations

The Services shall be provided, and Goods delivered by the Supplier at the Premises and
Locations listed below:

6 Use of Subcontractors
This Clause 6 only applies if this box is checked [

6.1 The Participating Authority grants permission for the Supplier to Sub-contract any of its
obligations/ specific obligations under this Framework Agreement. This shall not impose any
duty on the Participating Authority to enquire as to the competency of any authorised Sub-
contractor. The Supplier shall ensure that any authorised Sub-contractor has the appropriate
capability and capacity to perform the relevant obligations and that the obligations carried out
by such Sub-contractor are fully in accordance with the Framework Agreement.

6.2 Where the Supplier sub-contracts the provision of any Goods and/or Services in pursuance of
its contractual obligations under this Contract, the Supplier warrants and represents to the
Participating Authority and to HealthTrust Europe that in addition to all other requirements
related to subcontracting stated within the Framework Agreement, it shall remain the single
point of contact and be responsible to HealthTrust Europe and the Participating Authority for
all acts or omissions of the Sub-contractor or substitute Sub-contractor as though they were
the Supplier’s own acts or omissions for all elements of any Solution, including but not limited
to Software and Equipment; and it shall ensure and shall procure that that its Sub-contractor(s)
will deliver the Goods and/or Services in accordance with the terms of the Contract and in so
doing, the Supplier shall:

6.2.1  strictly adherence to all KPI's and performance standards of the Contract and to
all elements of the Specification;

6.2.2 immediately inform HealthTrust Europe and the Participating Authority in the
event a Sub-Contractor fails, or becomes unable to meet any element of the
Specification;

6.2.3  provide a list of all Sub-Contractors appointed at the Commencement Date as an
annex to the Contract in the format set out below at Annex A of Appendix 11
(Subcontractors);
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6.2.4  seek the prior written approval of the Participating Authority by following the
Change Control Process if at any time during the Term the need arises to replace
a Sub-Contractor listed in Annex A of Appendix 11 (Subcontractors), or to appoint
a new Sub-Contractor.

6.3 The Supplier acknowledges and agrees that any proposed amendment to Annex A of Appendix
11 (Sub-contractors) shall be reserved as a right to the Participating Authority to: (i) consider
any such amendment as a material variation of the Contract; (ii) reject the proposed change of
Sub-Contractor; (iii) not accept Goods and/or Services from the any proposed new
subcontractor; (iv) consider its option to re-tender for its requirements; and (v) without
prejudice to any other rights reserved under the Contract terminate the Contract. The
Participating Authority’s approval shall not be unreasonably withheld or delayed.

6.4 The Supplier undertakes, warrants, and agrees that in order to meet its obligations under this
Framework Agreement, it shall enter into contracts with its Sub-contractors that mirror the
terms and conditions essential to perform the whole or the part(s) of its obligations which form
the basis of the sub-contract. In any event, the Supplier shall ensure and shall procure that, as
a minimum, its Sub-contractor will:

6.4.1  perform its obligations in accordance with the terms and conditions identical to
those contained in the relevant contract with the Participating Authority;

6.4.2  acquire and maintain the same types and levels of insurance that will cover the
risks required for performing under the relevant Contract;

6.4.3  where there will be Processing of Personal Data, the Supplier and the Sub-
contractor will first conduct a data protection impact assessment (DPIA) on the
operations of the Sub-contractor to ensure it has in place the appropriate
security, technical and organisational measures to address the risks and ensure
protection of personal data which demonstrate compliance with the data
protection laws; and

6.4.4  cooperate fully in any audit or investigation undertaken by HealthTrust Europe
or the Participating Authority in accordance with the call-off contract and the
Framework Agreement.

6.5 In addition to all other rights reserved by HealthTrust Europe under the Framework
Agreement, HealthTrust Europe hereby also reserves the right to conduct audits to: (i) ensure
DPIAs are undertaken; (ii) review the due diligence process undertaken by the Supplier in
relation to appointing Sub-contractors; and (iii) all other sub-contracting processes or changes
thereto are compliantly undertaken. In this regard, the Supplier acknowledges and agrees that
to ensure adherence to the terms and conditions of the Framework Agreement and any call-
off contracts, it shall cooperate fully and procure that its Sub-contractor will cooperate fully in
any such audits. Such audits will be conducted by HealthTrust Europe or its nominated
agent(s), as and when deemed necessary, in the reasonable opinion of HealthTrust Europe,
but in any event no more than once in a twelve (12) month period.

6.6 The bidding model that includes members of the supply chain, the percentage of work being

delivered by each Sub-contractor and the key contract deliverables for which each Sub-
contractor will be responsible are also detailed in Appendix 11 (Subcontractors).
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7 Contract Management

The Contract Managers at the commencement of this Contract are:

7.1 For the Participating Authority:

7.2 Forthe Supplier:

8 Notices

Notices served under this Contract are to be delivered to:

(a) For the Participating Authority: _

9 In this Contract, unless the context otherwise requires, all capitalised words and expressions shall
have the meanings ascribed to them by the Framework Agreement and/or Call-Off Terms and

Conditions.

10 The following Annexes are incorporated within this Contract:

| Annex 1

‘ Standard Terms

11 The following Appendices are incorporated within this Contract:

Appendix 1

Participating Authority Specification

Appendix 2

Contract Price

Signed by the authorised representative of THE PARTICIPATING AUTHORITY

Name: Signature:
Position: Date:
AND

Signed by the authorised representative of THE SUPPLIER

Name:

Position:

Signature:

Date:
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Appendix 1
Authority Specification
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Appendix 2
Contract Price

The total value of this Call-Off Contract shall not exceed £27,763.00 excluding VAT, as per the
guotation below.
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Definitions
The definitions and interpretative provisions at Schedule 4 (Definitions and Interpretations)
of the Contract shall also apply to this Protocol. For example, the following terms are defined
in Schedule 4 of the Contract: “Authority”, “Data Protection Legislation”, “UK GDPR”,
“Process” and “Processor” and “Supplier” are defined in Schedule 4 of the Contract.
Additionally, in this Protocol the following words shall have the following meanings unless the
context requires otherwise:

“Controller”
shall have the same meaning as set out in the UK GDPR;

“Data Protection Impact means an assessment by the Controller of the impact of

Assessment” the envisaged Processing on the protection of Personal

Data;

“Data Protection Officer”
shall have the same meaning as set out in the UK GDPR;

Data Recipient means that Controller who receives the relevant Personal

Data;

“Data Subject”
shall have the same meaning as set out in the UK GDPR;

“Data Subject Request” means a request made by, or on behalf of, a Data Subject
in accordance with rights granted pursuant to the Data
Protection Legislation to access their Personal Data;

“Data Transferor” means that Controller who transfers the relevant Personal
Data;
“Information means the Information Commissioner in the UK;

Commissioner”

“Joint Controllers” means where two or more Controllers jointly determine
the purposes and means of Processing;

“Personal Data Breach” shall have the same meaning as set out in the UK GDPR;

“Processor” shall have the same meaning as set out in the UK GDPR;
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“Protocol” or “Data means this Data Protection Protocol;
Protection Protocol”

“Sensitive Data” shall mean the types of data set out in Article 9(1) or 10 of
the UK GDPR;

“Sub-processor” means any third Party appointed to Process Personal Data
on behalf of that Processor related to this Contract.

1. Supplier as data processor

1.1 Purpose and scope

1.1.1 The purpose of this Clause 1 is to ensure compliance with Article 28(3) and
(4) of the UK GDPR.

1.1.2 This Clause 1 applies to the Processing of Personal Data as specified in Table
A.

1.1.3 Table A is an integral part of this Clause 1.

1.1.4 This Clause 1 is without prejudice to obligations to which the Controller is
subject by virtue of the UK GDPR.

1.1.5 This Clause 1 does not by itself ensure compliance with obligations related to
international transfers in accordance with Chapter V of the UK GDPR.

1.2 Invariability of Clause 1

1.2.1 The Parties undertake not to modify Clause 1, except for adding information
to Table A or updating information in it.

1.2.2 This does not prevent the Parties from including the standard contractual
clauses laid down in this Clause 1 in a broader contract, or from adding other
clauses or additional safeguards provided that they do not directly or
indirectly contradict Clause 1 or detract from the fundamental rights or
freedoms of Data Subjects.

1.3 Interpretation

1.3.1 Where this Clause 1 uses the terms defined in the UK GDPR, those terms shall
have the same meaning as in the UK GDPR.
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1.4

1.5

1.6
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1.3.2 This Clause 1 shall be read and interpreted in the light of the provisions of
the UK GDPR.

1.3.3 This Clause 1 shall not be interpreted in a way that runs counter to the rights
and obligations provided for in the UK GDPR or in a way that prejudices the
fundamental rights or freedoms of the Data Subjects.

Hierarchy

1.4.1 In the event of a contradiction between this Clause 1 and the provisions of
the Contract and/or related agreements between the Parties existing at the
time when this Clause 1 is agreed or entered into thereafter, this Clause 1
shall prevail.

Description of the processing

1.5.1 The details of the Processing operations, in particular the categories of
Personal Data and the purposes of Processing for which the Personal Data is
Processed on behalf of the Controller, are specified in Table A.

Obligations of the Parties

1.6.1 Instructions

(i) The Processor shall Process Personal Data only on documented
instructions from the Controller, unless required to do so by Law to
which the Processor is subject. In this case, the Processor shall inform
the Controller of that legal requirement before Processing, unless the
Law prohibits this on important grounds of public interest. Subsequent
instructions may also be given by the Controller throughout the duration
of the Processing of Personal Data. These instructions shall always be
documented.

(i) The Processor shall immediately inform the Controller if, in the
Processor’s opinion, instructions given by the Controller infringe the UK
GDPR.
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1.6.2 Purpose Limitation

(i)  The Processor shall Process the Personal Data only for the specific
purpose(s) of the Processing, as set out in Table A, unless it receives
further instructions from the Controller.

1.6.3 Duration of the Processing of Personal Data

(i) Processing by the Processor shall only take place for the duration specified
in Table A.

1.6.4 Security of Processing

(i) The Processor shall at least implement the technical and organisational
measures specified in Table A to ensure the security of the Personal
Data. This includes protecting the data against a breach of security
leading to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access to the data. In assessing the
appropriate level of security, the Parties shall take due account of the
state of the art, the costs of implementation, the nature, scope, context
and purposes of Processing and the risks involved for the Data Subjects.

(i) The Processor shall grant access to the Personal Data undergoing
Processing to members of its personnel only to the extent strictly
necessary for implementing, managing and monitoring of the Contract.
The Processor shall ensure that persons authorised to Process the
Personal Data received have committed themselves to confidentiality or
are under an appropriate statutory obligation of confidentiality.

1.6.5 Sensitive Data

(i) If the Processing involves Sensitive Data as set out in Table A, or data
relating to criminal convictions and offences, the Processor shall apply
specific restrictions and/or additional safeguards as agreed between the
Parties in Table A.

1.6.6 Documentation and compliance

()  The Parties shall be able to demonstrate compliance with this Clause 1.
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(ii)

(i)

(iv)

(v)
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The Processor shall deal promptly and adequately with inquiries from
the Controller about the Processing of data in accordance with this
Clause 1.

The Processor shall make available to the Controller all information
necessary to demonstrate compliance with the obligations that are set
out in this Clause 1 and stem directly from the UK GDPR. At the
Controller’s request, the Processor shall also permit and contribute to
audits of the Processing activities covered by this Clause 1, at reasonable
intervals or if there are indications of non-compliance. In deciding on a
review or an audit, the Controller may take into account relevant
certifications held by the Processor.

The Controller may choose to conduct the audit by itself or mandate an
independent auditor. Audits may also include inspections at the
premises or physical facilities of the Processor and shall, where
appropriate, be carried out with reasonable notice.

The Parties shall make the information referred to in this Clause 1,
including the results of any audits, available to the Information
Commissioner on request.

1.6.7 Use of Sub-processors

(i)

(ii)

The Processor shall not subcontract any of its Processing operations
performed on behalf of the Controller in accordance with this Clause 1
to a Sub-processor, without the Controller’s prior specific written
authorisation. The Processor shall submit the request for specific
authorisation at least fourteen (14) days prior to the engagement of the
Sub-processor in question, together with the information necessary to
enable the Controller to decide on the authorisation.

Where the Processor engages a Sub-processor for carrying out specific
Processing activities (on behalf of the Controller), it shall do so by way
of a contract which imposes on the Sub-processor, in substance, the
same data protection obligations as the ones imposed on the Processor
in accordance with this Clause 1. The Processor shall ensure that the
Sub-processor complies with the obligations to which the Processor is
subject pursuant to this Clause 1 and to the UK GDPR.

OFFICIAL



(iii)

(iv)

(v)
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At the Controller’s request, the Processor shall provide a copy of such a
Sub-processor agreement and any subsequent amendments to the
Controller. To the extent necessary to protect business secret or other
confidential information, including Personal Data, the Processor may
redact the text of the agreement prior to sharing the copy.

The Processor shall remain fully responsible to the Controller for the
performance of the Sub-processor’s obligations in accordance with its
contract with the Processor. The Processor shall notify the Controller of
any failure by the Sub-processor to fulfil its contractual obligations.

The Processor shall agree a third party Customer clause with the
Subprocessor whereby - in the event the Processor has factually
disappeared, ceased to exist in law or has become insolvent - the
Controller shall have the right to terminate the Sub-processor contract
and to instruct the Sub-processor to erase or return the Personal Data.

1.6.8 International Transfers

(i)

(ii)

Any transfer of data to a third country or an international organisation
by the Processor shall be done only on the basis of documented
instructions from the Controller or in order to fulfil a specific
requirement under Law to which the Processor is subject and shall take
place on the basis of an adequacy regulation (in accordance with Article
45 of the UK GDPR) or standard data protection clauses (in accordance
with Article 46 of the UK GDPR). All transfers shall comply with Chapter
V of the UK GDPR and any other applicable Data Protection Legislation.

The Controller agrees that where the Processor engages a Sub-processor
in accordance with Clause 1.6.7. for carrying out specific Processing
activities (on behalf of the Controller) and those Processing activities
involve a transfer of Personal Data within the meaning of Chapter V of
GDPR, the Processor and the Sub-processor can ensure compliance with
Chapter V of the UK GDPR by using standard contractual clauses adopted
by the Information Commissioner in accordance with Article 46(2) of the
UK GDPR, provided the conditions for the use of those standard
contractual clauses are met.

OFFICIAL



OFFICIAL

1.7 Assistance to the Controller

1.7.1 The Processor shall promptly notify the Controller if it receives a Data Subject
Request. It shall not respond to the request itself, unless authorised to do so
by the Controller.

1.7.2 The Processor shall assist the Controller in fulfilling its obligations to respond
to Data Subject Requests to exercise their rights, taking into account the
nature of the Processing. In fulfilling its obligations in accordance with
Clauses 1.7.1 and 1.7.2 Processor shall comply with the Controller’s
instructions.

1.7.3 In addition to the Processor’s obligation to assist the Controller pursuant to
Clause 1.7.2, the Processor shall furthermore assist the Controller in ensuring
compliance with the following obligations, taking into account the nature of
the data Processing and the information available to the Processor:

(i) the obligation to carry out a Data Protection Impact Assessment
where a type of Processing is likely to result in a high risk to the rights
and freedoms of natural persons;

(i) the obligation to consult the Information Commissioner prior to
Processing where a Data Protection Impact Assessment indicates that
the Processing would result in a high risk in the absence of measures
taken by the Controller to mitigate the risk;

(iif) the obligation to ensure that Personal Data is accurate and up to date,
by informing the Controller without delay if the Processor becomes
aware that the Personal Data it is Processing is inaccurate or has
become outdated; and

(iv) the obligations in Article 32 of the UK GDPR.

1.7.4 The Parties shall set out in Table A the appropriate technical and
organisational measures by which the Processor is required to assist the
Controller in the application of this Clause 1.7 as well as the scope and the
extent of the assistance required.

1.8 Notification of Personal Data Breach

1.8.1 In the event of a Personal Data Breach, the Processor shall co-operate with
and assist the Controller to comply with its obligations under Articles 33 and
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34 of the UK GDPR, where applicable, taking into account the nature of

Processing and the information available to the Processor.

1.8.2 Personal Data Breach concerning data Processed by the Controller

(i)

In the event of a Personal Data Breach concerning data Processed by
the Controller, the Processor shall assist the Controller:

(A)

(B)

in notifying the Personal Data Breach to the Information
Commissioner, without undue delay after the Controller has
become aware of it, where relevant (unless the Personal Data
Breach is unlikely to result in a risk to the rights and freedoms
of natural persons);

in obtaining the following information which, pursuant to
Article 33(3) of the UK GDPR, shall be stated in the Controller’s
notification, and must at least include:

1) the nature of the Personal Data including where possible,
the categories and approximate number of Data Subjects
concerned and the categories and approximate number
of Personal Data records concerned;

2) the likely consequences of the Personal Data Breach; and

3) the measures taken or proposed to be taken by the
Controller to address the Personal Data Breach, including,
where appropriate, measures to mitigate its possible
adverse effects.

Where, and insofar as, it is not possible to provide all this information

at the same time, the initial notification shall contain the information

then available and further information shall, as it becomes available,

subsequently be provided without undue delay.

(€)

in complying, pursuant to Article 34 of the UK GDPR, with the
obligation to communicate without undue delay the Personal
Data Breach to the Data Subject, when the Personal Data
Breach is likely to result in a high risk to the rights and freedoms
of natural persons.
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1.8.3 Personal Data Breach concerning data Processed by the Processor

1.9

(i)

(ii)

In the event of a Personal Data Breach concerning data Processed by the
Processor, the Processor shall notify the Controller without undue delay
after the Processor having become aware of the breach. Such notification
shall contain, at least:

(A) a description of the nature of the breach (including, where
possible, the categories and approximate number of Data Subjects
and data records concerned);

(B) the details of a contact point where more information concerning
the Personal Data Breach can be obtained; and

(C) its likely consequences and the measures taken or proposed to be
taken to address the breach, including to mitigate its possible
adverse effects.

Where, and insofar as, it is not possible to provide all this information at the
same time, the initial notification shall contain the information then available
and further information shall, as it becomes available, subsequently be
provided without undue delay.

The Parties shall set out in Table A all other elements to be provided by the
Processor when assisting the Controller in the compliance with the
Controller’s obligations under Articles 33 and 34 of the UK GDPR.

Non-compliance with Clause 1 and termination

1.9.1 Without prejudice to any provisions of the UK GDPR, in the event that the

Processor is in breach of its obligations under this Clause 1, the Controller
may instruct the Processor to suspend the Processing of Personal Data until
the latter complies with this Clause 1 or the Contract is terminated. The
Processor shall promptly inform the Controller in case it is unable to comply
with this Clause 1 for whatever reason.

1.9.2.The Controller shall be entitled to terminate the Contract insofar as it

concerns Processing of Personal Data in accordance with this Clause 1 if:

(i)  the Processing of Personal Data by the Processor has been suspended
by the Controller pursuant to Clause 1.9.1 and if compliance with this
Clause 1 is not restored within a reasonable time and in any event
within one month following suspension;
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(i) the Processor is in substantial or persistent breach of this Clause 1 or
its obligations under the UK GDPR;

(iii) the Processor fails to comply with a binding decision of a competent
court or the Information Commissioner regarding its obligations
pursuant to this Clause 1 or to the UK GDPR.

1.9.3 The Processor shall be entitled to terminate the Contract insofar as it
concerns Processing of Personal Data under this Clause 1 where, after having
informed the Controller that its instructions infringe applicable legal
requirements in accordance with Clause 1.6.1(ii), the Controller insists on
compliance with the instructions (provided that the Processor has clearly
demonstrated the infringement by the provision of a legal opinion provided
by a solicitor or barrister that both Parties can rely upon).

1.9.4 Following termination of the Contract, the Processor shall, at the choice of
the Controller, delete all Personal Data Processed on behalf of the Controller
and certify to the Controller that it has done so, or, return all the Personal
Data to the Controller and delete existing copies unless the Law requires
storage of the Personal Data. Until the data is deleted or returned, the
Processor shall continue to ensure compliance with this Clause 1.

2. Parties as joint controllers

2.1. Where in Table A the Parties acknowledge that, for the purposes of the Data Protection
Legislation, the Authority and the Supplier are Joint Controllers, this Clause 2 shall apply.
The only Processing that a Joint Controller is authorised to do is listed in Table A of this
Protocol by the Authority and may not be determined by the Supplier.

2.2. The Parties shall, in accordance with Article 26 of the UK GDPR, enter into a Joint
Controller agreement based on the terms outlined in Annex 1.

3. Both data controllers

3.1.  To the extent that the nature of the Supplier’s obligations under the Contract means
that the Parties are acting both as Controllers (as may be referred to in Table A), each
Party undertakes to comply at all times with its obligations under the Data Protection
Legislation and shall:

3.1.1. implement such measures and perform its obligations (as applicable) in
compliance with the Data Protection Legislation; and

3.1.2. be responsible for determining its data security obligations taking into account
the state of the art, the costs of implementation and the nature, scope, context
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and purposes of the Processing as well as the risk of varying likelihood and
severity for the rights and freedoms of the Data Subjects, and shall implement
appropriate technical and organisational measures to protect the Personal
Data against unauthorised or unlawful Processing and accidental destruction
or loss and ensure the protection of the rights of the Data Subject, in such a
manner that Processing will meet the requirements of the Data Protection
Legislation where Personal Data has been transmitted by it, or while the
Personal Data is in its possession or control.

3.2. Where Personal Data is shared between the Parties, each acting as Controller:

3.2.1. the Data Transferor warrants and undertakes to the Data Recipient that such
Personal Data has been collected, Processed and transferred in accordance
with the Data Protection Legislation and this Clause 1;

3.2.2. the Data Recipient will Process the Personal Data in accordance with the Data
Protection Legislation and this Clause 1; and

3.2.3. where the Data Recipient is in breach of its obligations under this Protocol and
the Data Protection Legislation, the Data Transferor may suspend the transfer
of the Personal Data to the Data Recipient either on a temporary or permanent
basis, depending on the nature of the breach.

4. Changes to this protocol

4.1 Any change or other variation to this Protocol shall only be binding once it has been
agreed in writing and signed by an authorised representative of both Parties.
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