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[bookmark: OLE_LINK1][bookmark: OLE_LINK2]CONTRACT REFERENCE NUMBER: PS/24/10
CONTRACT TITLE: PROVISION OF EMPLOYEE BENEFITS
FRAMEWORK REFERENCE NUMBER: RM6273 – EMPLOYEE BENEFITS AND SERVICES – LOT 1 MANAGED SERVICES 

Dear XXXXXX redacted under FOIA section 40

I refer to my letter dated 9th September 2025. I am writing to confirm that the standstill period has now ended. 

On behalf of the Secretary of State for Transport, I accept your tender/proposal dated 8th August 2025 for the above contract. The attached contract details, Order Form, 
contract conditions and Annexes set out the terms of the contract between the Driver and Vehicle Licensing Agency and Reward Gateway (UK) Ltd for the provision of the deliverables set out in the Order Form and the Specification document embedded below. 




The contract will commence on 8th December 2025 and the initial period will end on 7th December 2028 with an option to extend for a further year.  

We thank you for your co-operation to date and look forward to forging a successful working relationship.

You must be in possession of an official purchase order (PO), before commencing any work, or supplying any goods, under this contract.  The PO Number for this contract will follow shortly.  Invoices submitted to the Department must quote the PO number and must be submitted in accordance with DVLA’s Invoicing Procedures, as referenced in the Order Form. 

Please ensure invoices are sent to Unity Business Services (UBS) and not DVLA.  Invoices received without the correct PO Number will be returned to you and will delay receipt of payment.

  	All proposed offshoring activity of Official level data outside the UK, under this contract, will be subject to prior approval by the Department/Government, as appropriate. 

Please contact the Contract Owner XXXXXX redacted under FOIA section 40 to discuss arrangements for commencement of the contract and completion of the offshoring approval process. 

Please complete the Supply Chain Questionnaire at Annex A and return to the email address below. 

Please complete the Supplier Details form at Annex B and return to the email address below. 

Please confirm your acceptance of the Conditions by signing and returning the Order Form along with any requested Schedules/Annexes, within 7 days from the date of this Award Form. No other form of acknowledgement will be accepted. Please remember to include the reference number above in any future communications relating to this contract. 
 
The Order Form will be countersigned and will create a binding contract between the two named parties.


Yours sincerely,



XXXXXX redacted under FOIA section 40
Commercial Practitioner
Commercial Directorate
XXXXXX redacted under FOIA section 40

By authority of the Secretary of State for Transport









Annex A: 

SUPPLY CHAIN QUESTIONNAIRE 

Title Provision of Employee Benefits 
Name of Supplier REWARD GATEWAY (UK) LTD
Contract start date 1st October 2025 Contract end date 30th September 2028
Total value (excl. VAT and optional extensions) £198,435.90 
-------------------------------------------------------------------------------------------------------
Dear Supplier

You indicated in your tender/proposal that one or more small or medium suppliers (SME) would form part of your supply chain for delivering the above contract.

As indicated in the contract specification, we now require some further information about the SME(s) you will be using. This will be used to help us measure the success of activity we have undertaken to help make our contracts more accessible to SMEs and to respond to requests for information about our use of SMEs. 

Please provide the following for each SME in your supply chain

	Name of SME……………………….

Address……………………………..
……………………………………….
……………………………………….
………………………………………..
Post code ………………

Value* of the proportion of the contract they will be undertaking £…………..



Please replicate this box as many times as needed.


*Please note: Monthly spend information for each SME will be calculated by equally apportioning this figure to each month of the contract. However, if you can provide a specific spend profile this would be helpful. 


Your contact details in case of any follow-up questions:
………………………………………
………………………………………
………………………………………



Annex B
	SUPPLIER DETAILS


	Supplier Name

	

	Supplier Address



	


	Post Code

	

	Country

	

	Telephone Number

	

	Mobile Number

	

	Account Manager Name

	

	Account Manager Email

	

	Business Email: (if not Basware enabled, this is the address purchase orders and remittance advice notes will be sent)

	

	UK VAT Registered? Y/N

	

	UK VAT Registration Number

	

	If Non-UK Supplier, is Supply Type
Goods or Services?

	

	DUNS Number

	

	BANK DETAILS


	Type of Account – Bank or Building Society?

	

	Confirm if account is  - Business or Personal

	

	Bank/Building Society Name

	

	Supplier’s Bank/Building Society Account Name (if different to Supplier Name)
	

	Sort Code

	

	Account Number

	

	Building Society Roll Number if applicable 
	

	IBAN (international bank account number) If applicable

	

	SWIFT/BIC (International Bank Code) if applicable 

	

	CONSTRUCTION INDUSTRY TAX DEDUCUTION SCHEME – if applicable


	Address of Registered Office



	

	Company Registered Number

	

	Subcontractor Tax Certificate Type

	

	Subcontractor Tax Certificate Number

	

	Date of Expiry of the Tax Certificate
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[bookmark: _Toc201125261]1. Introduction

As outlined in the Invitation to Tender (ITT), and in accordance with the terms and conditions of PS-24-10 Employee Benefits the Driver and Vehicle Licensing Agency (DVLA) (the Buyer) invites proposals for the following requirement. 



[bookmark: _Toc201125262]2. Background to the Requirement

The DVLA is an Executive Agency of the Department for Transport (DfT), based in Swansea. The DVLA’s primary aims are to facilitate road safety and general law enforcement by maintaining accurate registers of drivers and vehicle keepers and to collect Vehicle Excise Duty (VED). The Buyer plays a key role, working with the Police and other organisations, to keep road users safe by:



Maintaining over 52 million current driver records and 46 million current vehicle records, handling around 200 million customer interactions each year.



Collecting nearly £7 billion a year in Vehicle Excise Duty (road tax).



Supporting the police and intelligence authorities in dealing with crime.



The Buyer also:



Leads the way in Government in providing electronic service channels to its customers, drawing on public sector best practice to make such transactions easier and more secure.



Seeks out opportunities to work in partnership with industry representatives; and 



contributes to the Government Sustainable Development (SD) agenda by reducing carbon emissions, energy use and waste. 



Further information about DVLA’s main objectives, activities and culture can be found in DVLA’s Strategic Plan 2021 – 2024 at DVLA Strategic Plan 2021 to 2024 - GOV.UK (www.gov.uk)

The DVLA is seeking to award a contract to provide its employees with a suite of managed employee benefits.  The Pay & Reward Team have responsibility for managing the service including any contracted benefits with external Suppliers and the associated budgets. The DVLA require a service that meets the needs and ambitions of its employees, both now and in the future. Within the available budget, the DVLA aim to procure a service which, in exchange for their employment, employees can trust that the organisation will provide additional support for them through their benefits package. 





[bookmark: _Toc253400957][bookmark: _Toc201125263]3. Procurement Timetable



		Event

		Date



		Issue of the ITT

		1st July 2025 



		Deadline for receipt of clarifications 

		12:00 pm 14th July 2025 



		Deadline for the publication of responses to ITT clarification questions 

		18th July 2025 



		Deadline for receipt of responses 

		17:00 pm 8th August 2025 



		Evaluation of responses

		11th August – 15th August 2025 



		Consensus of Evaluation 

		20th August 2025



		Completion and Sign-off of Evaluation Report 

		25th August 2025 – 29th August 2025



		CLA Approval to award

		1st September – 5th September 2025



		Notification of contract award decision

		8th September 2025



		"Standstill" period 

		Midnight at the end of 21st September 2025 



		Confirmation of contract award 

		18th September 2025



		Contract start date [and start of mobilisation period]

		1st October 2025



		Target service commencement date

		8th December 2025







The Buyer reserves the right to amend the above Timetable. Any changes to the Timetable shall be notified to all tenderers as soon as practicable.
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Procured through CCS Framework RM6273, the DVLA currently boasts an attractive employee benefits package, with the following services available to employees:  

· An Employee Benefits Platform and App. 

· Employee Discounts & Cashback. 

· A Reward and Recognition scheme. 

· A Cycle to Work Scheme (available as a Salary Sacrifice). 

· Discounted Gym Memberships. 

· A Childcare Voucher Scheme (available as a Salary Sacrifice). 

· A Payroll Giving Scheme. 



[bookmark: _Hlk199917278]The current contract expires on 7th December 2025. The DVLA require a new employee benefits contract from 8th December 2025 and intend to provide its employees with a suite of managed employee benefits to include: - 

.

· Employee Discounts and Cashback

· A Reward and Recognition scheme.

· A Cycle to Work Scheme (available as a Salary Sacrifice).

· Discounted Gym Memberships.

· A Childcare Voucher Scheme (available as a Salary Sacrifice).

· A Payroll Giving Scheme.

· Discounted Dental Insurance.

· A Technology and Smart Tech Scheme (available as a net deduction        scheme)

· A Financial Wellbeing Scheme



This contract will be procured through a further competition under the CCS Employee 

Benefits and Services framework RM6273 Lot 1 Managed Service. It is anticipated that the service offering will largely align with the core provision of the framework. 



The replacement contract shall, at minimum provide the same services as the existing contract. However, the DVLA are interested in offerings that augment or extend the current service. These include: - 	



· Free or subsidised mental health application subscriptions

· Discounts delivered via virtual gift cards or QR codes. 

· Medical Insurance, physical health, and well-being options other than gym     memberships. 

· Orthodontic treatment options. 

· Environmentally friendly benefits; and

· Discounted/subsidised travel options. 

· Buying/selling Annual Leave Facility.



The contract will be for an initial period of three years, with the option to extend for a further year (3+1). The successful Supplier must be prepared to commence services upon expiration of our existing contract on 8th December 2025.



To guarantee a smooth transition of service to a replacement provider, the DVLA intend to award the contract in October 2025. The successful Supplier must be prepared to commence services upon expiration of our existing contract on 8th December 2025. The successful Supplier shall work closely with the DVLA Pay and Reward team to ensure the service is properly implemented ahead of the go-live date of 8th December 2025. 



The DVLA anticipates a maximum yearly spend of £385,000. This figure incorporates both spend that is reclaimed from employees (through salary sacrifice and net pay deduction) and any management fees or rates applied by Suppliers.



This maximum anticipated spend incorporates a broad margin for error. Actual spend will be subject to demand and use of the services by DVLA employees, which the 

DVLA do not make any commitment or guarantee to.



The indicative figures used in the pricing schedule in Call-Off Schedule 5 (Pricing Details) are provided in good faith to assist potential bidders in preparing a bid. However, the DVLA does not represent or make any commitment or guarantee that future demand will align to these figures. Any bidders must make their own interpretation of the figures provided. 



There is likely also to be significant direct spend by DVLA employees on discount products (e.g. vouchers). The DVLA does not, however, make any representation, 

commitment or guarantee on future demand.



It would be advantageous for the Supplier to demonstrate the ability to provide services commensurate with the above, and any additional services they feel further enhances our benefits offering.  



Under PPN 06/20, contracting authorities are required to evaluate how Suppliers promote social value outside of the core deliverables of awarded contracts. In this 

instance, we see particular benefit to proposals which deliver against the following priority:



· Fighting Climate Change



The DVLA is particularly interested in innovative social value proposals which provide contract-specific commitments and benefits (this may include specific application of 

an organisation’s background initiatives – but should not be limited to impacts which would be delivered by these initiatives independently of the contract award).



The Supplier shall provide the services outlined in Section 6 of this Specification (Specifying Goods and / or Services). Once awarded, the Supplier shall endeavour to continuously improve its services. This may involve modification of the contract once live to add additional service areas (such as, but not limited to, those outlined in Section 6).



The Supplier shall be responsible for the day-to-day management of the services, 

including providing a helpline and complaints-management process (with a robust 

escalation process) to resolve queries from DVLA employees.



The Supplier shall manage the service in accordance with the parameters of this Specification (and any variations or procedures agreed during the Contract’s Implementation or whilst the service is live).



The Supplier may engage several subcontractors to deliver each of the benefits, but 

shall ensure they adhere to their responsibilities under Section 14.22 of the RM6273 

Framework Schedule 1 - Specification (Supply Chain Management) and Joint Schedule 6 (Key Subcontractors), including ensuring due skill and care in the selection of any subcontractors and managing such relationships in accordance with Good Industry 

Practice.  



[bookmark: _Toc253400959][bookmark: _Toc201125265]5. Implementation and Deliverables

[bookmark: _Toc177969168][bookmark: _Toc180380667]The commencement date for the contract will be 8th December 2025 and the duration will be for an initial period of three years, with the option to extend for a further year (3+1) to be determined at the Contracting Authorities sole discretion. To enable this to occur the Supplier and the DVLA Pay and Reward Team shall work closely together to agree and enact an implementation plan.  



The Supplier shall appoint a suitably skilled and experienced implementation team, with a named implementation manager, who shall work with the DVLA Pay & Reward Team (and, where required, additional relevant members of the HR and IT teams, as identified by the DVLA during service implementation) daily to agree and deliver an implementation plan. 



The DVLA will provide the names of its Contract Managers at the point of award of 

this Call-Off Contract. 



The Supplier shall provide the name of the implementation manager to the DVLA within 5 working days of the award of this Call-Off Contract, as well as a Senior escalation point. 



The implementation plan shall include, but need not be limited to: 



· Configuration of the Online Employee Benefits Platform (including   employee registration and single-sign-in/log-on). 

· Testing the digital service with employees and iterating the service in line with employee needs. 

· Implementation plans for each of the benefits. 

· Clear user guidance on each of the benefits available and clear user guidance for the admin staff providing the final approvals and administration support from the DVLA side.  

· Data security requirements 

· Customer onboarding and transition (including engagement with the DVLA’s 

    payroll provider, communications, and security teams); and 

· Communication plan to promote and launch the service to DVLA employees (including promotional material). 



The Supplier shall work with the DVLA’s incumbent (outgoing) Supplier to affect a 

systematic, planned and robust transfer of the services to ensure continuity. This 

shall include the secured transfer of all relevant validated historic data and active profiles at no additional cost. 



The Supplier shall provide additional training and support upon demand, as 

specified in paragraphs 14.2.12 – 14.2.17 of the RM6273 Framework Specification (Mandatory Requirements).  

 

Where additional benefits are added to this Call-Off Contract, the Supplier shall work with the DVLA contract managers to agree and deliver a timed implementation plan for the benefits (incorporating appropriate communications to DVLA 

stakeholders). 



Bidders will be requested to provide a high-level draft implementation plan as part of their tender. This will form the basis for negotiation and agreement with the DVLA Contract Managers during the implementation phase of the Contract.



[bookmark: _Toc201125266]6. Specifying Goods and / or Services

We require the following services:



Online Employee Benefits Platform and App



The Supplier shall provide and maintain an online Employee Benefits Platform 

providing access to the range of other benefits procured under this contract. The 

platform shall solely permit employees to access the benefits included in the Call-Off 

Contract (and any other DVLA-authorised benefits). 



The Supplier shall provide an Online Employee Benefits Platform with a secure single sign on functionality to enable seamless access to all the benefits for users. 



The Employee Benefits Platform shall facilitate total reward statements and communications and marketing relating to the benefits provided by the Supplier.



It is expected that the Platform is flexible, allowing for example additional benefits procured by DVLA outside of this contract to be added. The DVLA may request that a 

link or description be placed on the online platform to promote these staff benefits. 

This shall be at no additional cost. 



The service shall be a user friendly and accessible interface for DVLA employees, 

complying with the Web Content Accessibility Guidelines (WCAG) 2.2. For example, 

it shall be accessible to Users on all internet devices (whether work devices or 

personal) - and on both home and work networks. The Supplier shall provide employees with the option of accessing the Employee Benefits Platform via apps for 

both Apple and Android mobile devices, at no additional cost.  



The Platform shall comply with all DVLA policies and Industry Good Practice, including those set out in Section 8.  



The Platform shall be compatible with our data and reporting requirements, set out in 

Section 8 of the specification. It should also have the capacity for the DVLA Pay & Reward team to extract ad hoc report autonomously without assistance from the Supplier.   



The Supplier shall maintain and upgrade the Employee Benefits Platform for 

functionality and security purposes, including full User Acceptance Testing.  



Where a service requires DVLA employees to enter into a credit or loan agreement, 

the DVLA shall inform its employees of this requirement prior to their use of the 

Employee Benefits Platform. To support the DVLA in discharging this responsibility, 

the Supplier must include information about the necessity of entering a credit or 

loan agreement in plain English and clearly viewable on the Employee Benefits 

Platform, including access to a draft of the agreement, ensuring that employees are fully aware of this before proceeding to request the service through the Employee Benefits Platform. 



The full range of responsibilities associated with the Online Employee Benefits 

Platform Service is available in Section 3 of the RM6273 Framework Specification (The 

Online Employee Benefits Platform). 



Please note that the following details relating to the Employee Benefits Platform 

will be confirmed by the DVLA during the implementation of the contract: 



· The approach to Single Sign-On to the Platform. 

· DVLA systems which may interface with the Employee Benefits Platform. 

· Personnel who require permissions to access/edit user details. 

· The details of policies which service users must comply with. 

· The structure of the reporting requirement for DVLA.



Employee Discounts & Cashback 



The Supplier shall administer, maintain, and develop an Employee Discounts 

Scheme and Cashback Scheme, giving DVLA employees access to a comprehensive range of sustainable and competitive discounts on goods and services.



The Supplier will record and manage any cashback that an employee has earned online in dedicated accounts for employees that enables employees to use the funds against purchases on the site or to transfer the funds into their own personal bank account at any time. 



The service should provide meaningful discounts at the highest available discount %, representing both branded high street names and local offers. The Supplier shall be responsible for sourcing and providing discounts on an ongoing basis across the United Kingdom (including Scotland, Wales, and Northern Ireland) and investigating requests for particular local or regional discounts from the DVLA or its employees in remote locations. More information on the diverse employee base is available in paragraph 2.1. 



The Supplier shall also provide a range of special offers, including seasonal offers that are of better value than the usual discount offer. 



For the full range of responsibilities associated with this service, please see Section 4 of the RM6273 Framework Schedule 1 - Specification (Employee Discounts Scheme). For 

example, the Supplier must: 



· Provide its service through a fully automated system (including a web page 

    enabling online ordering). Employees shall be able to pay for discounts using debit and credit cards, ApplePay and Android equivalent, and PayPal – and 

    any transaction fees associated with credit card payments shall be clearly shown to the employee against each purchase prior to completion of the 

    transaction. 

· Ensure that the discounts offered are competitive compared with similar Employee Benefits Schemes in the market. 

· Adhere to the DVLA’s policies on benefits – which may require the Supplier   to restrict the range of benefits offered (e.g. from refraining to advertise alcohol or tobacco). 

· Communicate with the DVLA before removing any existing offer, or before      including any new offers.



Reward and Recognition Scheme



The Supplier shall provide a Reward and Recognition Scheme, allowing nominated employees to select from a range of rewards. 



The Reward and Recognition Scheme shall provide DVLA and its employees with 

a range of multi-choice, branded, high quality reward options (including loyalty, 

reward and recognition vouchers and E-gift cards). Vouchers and gift cards shall be redeemable at a sufficiently wide range of retailers to appeal to the diverse employee base of the DVLA. These retailers shall include branded high street names. If 

requested by DVLA during its Call-Off, the Supplier shall incorporate options to redeem gift cards at local outlets (either sourced by the DVLA or by the Supplier). 



All vouchers and gift cards must be available to employees in all formats provided by retailers (e.g. in physical form and as e-vouchers). It would be highly desirable if gift cards were available to be downloaded to Apple Wallet and an Android equivalent.



The Reward and Recognition Scheme shall also include options for non-financial social recognition (e.g. thank-you cards, peer-to-peer recognition allowing any 

employee to share experiences, award achievements and extend congratulations to 

colleagues), DVLA administrators to provide final approval. 



The Supplier shall provide the option for set DVLA administrators to place, review, 

and approve/reject single and/or bulk-orders for reward and recognition vouchers, to 

be sent to DVLA-nominated addresses. In accordance with DVLA policy, there will be a spend-limit on said orders and administrators shall have varying levels of authorisation to make bulk-orders – to be agreed with the DVLA during the implementation of this Call-Off Contract. 



The DVLA would also like the option to amend or delete non-redeemed vouchers at minimal or no additional cost.



It would be desirable if employees could ’split’ rewards, redeeming them against 

multiple retailers rather than in a single transaction.



For the full range of responsibilities associated with this service, please see Section 5 of the RM6273 Framework Schedule 1 - Specification (Reward and Recognition Scheme). 



For example, the Supplier must: 



· Ensure that the system meets the authorisation and invoicing requirements of 

       the DVLA (working closely with the HR Pay & Reward team to deliver this).

· Ensure that rewards are valid for a 12-month period from the date of the reward notification to the employee, to the date that it is redeemed by placing an order for a voucher or gift card. 

· Make clear to employees the period of validity of any award, and of any subsequent voucher or gift card against which it is redeemed. 

· Ensure that no party may order themselves a Reward and Recognition award or gift card. 

· Have procedures to provide replacement vouchers and gift cards at no extra cost where the voucher has not been received by the employee, as long as the voucher or gift card has not been redeemed. 

· Provide the option for the DVLA to cancel orders for recognition vouchers and gift cards prior to issue at nil cost to the DVLA 

· Notify the DVLA immediately and in advance should the organisational account be put on hold. The Supplier shall provide sufficient notice (minimum five working days) before the account is put on hold to enable the DVLA to resolve any issues and minimise disruption.



Cycle to Work Salary Sacrifice Scheme



The Supplier shall provide an HMRC approved Cycle to Work Salary Sacrifice Scheme. The Cycle to Work Scheme shall provide employees with the ability to hire cycles and cycle safety equipment from at least 2 different providers through approved cycle outlets nationwide. It would be advantageous for the Supplier to communicate and/or promote information relating to cyclists’ safety.



The Cycle to Work Scheme shall offer selection from a full range of cycles, including electric, road, mountain, folding and hybrid cycles (but excluding children’s bicycles). The Supplier shall ensure consistent, competitive pricing across all outlets. All equipment shall be accompanied by a minimum of a three-year warranty.

 

The Supplier shall ensure that the length of period of the equipment loan is flexible, 

as specified by the DVLA (this is likely to include options ranging from 12 to 24-month equipment loans). The DVLA will agree the scheme limit maximum during implementation of this Call-Off Contract with the option to adjust this throughout the contract.



The Supplier shall facilitate the option of adding independent local cycle outlets to 

the scheme upon request from the DVLA.

 

The Cycle to Work Scheme shall be administered through deduction from 

employee’s earnings, known as a salary sacrifice. Administration of the Salary 

Sacrifice shall conform to paragraph 14.6 of the RM6273 Framework Schedule 1 - Specification (Salary Sacrifice). 



The Supplier shall provide monthly payment schedules and MI for the DVLA’s 

payroll provider through the DVLA Administrator to enable any deductions or 

amendments to net pay to be made. Timings of information being provided is key and 

will be discussed with the Supplier as part of implementation. See the Service Levels 

and Performance section for more details. 



The Supplier shall have in place processes and checks to ensure compliance with 

National Minimum Wage/National Living Wage and Lower Earnings Levels. It would 

be advantageous for the Supplier to implement a tool onto their Employee Benefits 

Platform which would allow employees to view their entitlement to make a salary 

sacrifice (e.g. a calculator allowing them to enter their current salary). 



For the full range of responsibilities associated with this service, please see 

Section 6 of the RM6273 Framework Schedule 1 – Specification (Cycle to Work Scheme). For example, the Supplier must: 



· Ensure that the scheme adheres to the: - 

Department for Transport Cycle to Work policy

· Ensure that all equipment complies with relevant safety standards and the 

equipment enables the DVLA to be able to meet its requirements under        the Equalities Act 2010. 

· Provide all administration, including the collation and processing of applications and orders to the scheme, the arrangement of delivery of 

    equipment to employee homes and any potential collection of cycle equipment at the end of the scheme. 

· Ensure they are aware of any new and current legislation on Salary Sacrifice and advise Buyers of its impact on the scheme.



Discounted Gym Memberships



The Supplier shall provide discounted memberships to gyms and leisure centres, 

as well as discounts on exercise and fitness classes. These discounts shall include both national chains and local providers (e.g. high street brands and independent 

providers). 



The Supplier will provide options for employees to use this scheme as a benefit as an employee discount option. 



Although the Supplier may list a range of membership options, employees shall always have the option of selecting a standard/basic membership from any provider – and shall in no event be restricted to choices between enhanced/premium membership options with any provider. 



Based upon interest within DVLA staff, it may be of benefit for a Supplier to offer memberships or credit-based schemes that cover fitness and wellness classes (as 

well as gym access). 



The Supplier shall inform the DVLA of any new gym locations, class options or providers added to the scheme. The Supplier shall be responsible for onboarding new gyms and leisure centres and take recommendations from the DVLA for new gyms and leisure centres.  



For the full range of responsibilities associated with this service, please see Section 8 of the RM6273 Framework Schedule 1 – Specification (Wellbeing Products). For example, the Supplier must: 



· Offer this service through a single platform and fully automated system, which shall provide clear and easy comparison of membership options (including 

information about location, fees for different levels of membership and 

savings).



Childcare Voucher Scheme



The Childcare Voucher Scheme allows employees to use Salary Sacrifice to vary their contract of employment, giving up part of their salary in return for childcare vouchers. The childcare vouchers can then be used to purchase childcare with approved childcare providers nationwide. 



The Childcare Voucher Scheme closed to new entrants on 4 October 2018. The 

Supplier shall, however, provide continuity of the voucher scheme service to users registered under the current scheme (so long as they continue to be eligible – as 

outlined in paragraphs 10.1.4 – 10.1.8 of the RM6273 Framework Schedule 1 – Specification (Childcare Voucher Scheme). 



The Supplier shall provide eligible users with childcare vouchers covering all types of childcare provision. It would be highly advantageous for employees to be provided with flexibility to vary the value of vouchers that they receive (and associated salary sacrifice deductions) on a monthly basis to accommodate changes in their childcare requirements. 



The Supplier may be required to carry out earnings assessments for employees on the Childcare Voucher Scheme on a yearly and/or monthly basis to ensure that any minimum wage criteria are met. The frequency of these assessments shall be specified by the DVLA during contract implementation. As a minimum the Supplier will be required to prompt DVLA Pay and Reward Team that a Basic Earnings Assessment is required at the beginning of each financial year.



The Supplier shall have in place processes and checks to ensure compliance with 

National Minimum Wage/National Living Wage and Lower Earnings Levels. It would 

be advantageous for the Supplier to implement a tool onto their Employee Benefits 

Platform which would allow employees to view their entitlement to make a salary sacrifice (e.g. a calculator allowing them to enter their current salary). 



The Supplier shall answer queries from DVLA employees regarding any changes in circumstances that may affect scheme eligibility. 



The Supplier shall provide monthly payment schedules and MI for the DVLA’s 

payroll provider through the DVLA administrator to enable any deductions or 

amendments to net pay to be made. Timings of information being provided is key and 

will be discussed with the Supplier as part of implementation. See the Service Levels Agreement section for more details. 



For the full range of responsibilities associated with this service, please refer to Section 10 of the RM6273 Framework Schedule 1 – Specification (Childcare Voucher Scheme). For example, the Supplier must: 



· Provide childcare vouchers to any eligible employees, including employees transferring from the DVLA’s existing employee benefits contract. 

· Provide an end-to-end processing system for issuing the vouchers and take full responsibility for all stages of processing once in receipt of a request. 

· Notify the DVLA’s nominated payroll contacts by the agreed date each month, providing them with an alphabetical list by surname of new employees joining the scheme who have joined through a Coop/TUPE, including pay numbers, employees’ first and last names, addresses, National Insurance numbers, the value of the Salary Sacrifices they are eligible for each month and the effective start dates. 

· After receiving a request from an employee to withdraw from the scheme, make the necessary changes to enable exit and refund any monies quickly and efficiently (i.e. within a 2-month period of notification). 

· Implement provisions for the DVLA to regain uncashed overpayment when employees leave the DVLA’s employment. 

· Notify the DVLA Pay & Reward team as soon as possible when any employee leaves the scheme. If an employee leaves the scheme to join the government tax-free childcare scheme, then the Supplier shall ensure that the employee can no longer select childcare vouchers as a benefit. 

· Ensure they are aware of any new and current legislation on Salary Sacrifice 

    and advise the DVLA of its impact on the scheme.



Payroll Giving Scheme 



The Supplier shall provide an HMRC-approved Payroll Giving Scheme to allow employees to give money to UK-registered charities of their choice from their gross 

pay at no cost or fees to DVLA.



The Payroll Giving Scheme must be administered by an approved payroll-giving agency, as listed on HMRC’s website. 



The Supplier will ensure that the DVLA’s involvement in operating this service is minimised – interacting directly with the DVLA’s employees to enable them to enrol 

and make donations using the service seamlessly. 



The Supplier shall provide monthly payment schedules and MI to the DVLA’s 

payroll provider to enable any deductions or amendments to net pay to be made. 

Timings of information being provided is key and will be discussed with the Supplier as part of implementation. See the Service Levels section for more details.  



For the full range of responsibilities associated with this service, please refer to Section 12 of the RM6273 Framework Schedule 1 – Specification (Payroll Giving Scheme). For example, the Supplier must: 



· Manage the transition of service from any incumbent provider, should there be a change in the payroll-giving provider. 

· Ensure that they and any provider act within HMRC guidelines. 

· Ensure that all transactions are accurate (i.e. that only specified charities receive money – and that the monetary value matches what has been specified by employees of the DVLA). 



Dental Insurance 



The Supplier shall provide a Dental Insurance scheme which supports employees with (full or partial) reimbursement of the cost of minor and major dental care, such 

as check-ups, hygienist visits, fillings, crowns and, if available, dental implants. The 

scheme shall additionally provide comprehensive cover for oral cancer. 



The Supplier shall provide employees with a choice between different levels of 

policy cover and shall include options to include partners and family members under 

an employee’s policy. This cover should provide Worldwide cover – freedom to visit any dentist, child orthodontic cover for insured children, sports injury cover, accident & injury cover, 100% of NHS dental charges reimbursed, anaesthetics paid per visit up to the policy limits, cover for mouthguards and sports guards and mouth cancer cover. 



For the full range of responsibilities associated with this service, please see Section 13 of the RM6273 Framework Schedule 1 – Specification (Dental Insurance). 



Technology and Smartphone Discount Scheme 



The Supplier shall provide employees with consumer Technology and Smartphone discounts on the most up to date consumer Technology from leading manufacturers through retail outlets. This includes providing a facility for employees to discuss their technology and smartphone and White Goods needs and the options available, including specification details and suitability of the equipment to meet their needs.  



The scheme shall provide the option for employees to use the scheme through a Net Pay Deduction option, ensuring agreement wording is compliant to National Minimum Wage calculation exemptions.

 

The scheme should be available directly through the platform to ease access to 

the scheme. 



The DVLA would like to explore flexibility in the length of the contract to potentially allow employees to make the best use of the scheme (e.g. options to choose 6, 12, 18 or 24 months to repay for the procured goods). Contract length options will be set by DVLA and discussed as part of implementation. 



The Supplier shall provide monthly payment schedules and MI to the DVLA’s 

Pay and Reward Team to enable any deductions or amendments to net pay to be made. Timings of information being provided is key and will be discussed with the Supplier as part of implementation. See the Service Levels section for more details.  



For the full range of responsibilities associated with this service, please see 

Section 11 of the RM6273 Framework Schedule 1 – Specification (Technology and Smartphone Scheme).



Financial Wellbeing Scheme



The Supplier shall provide an online financial education service for staff to access through the portal and this should include a range of products and services to improve employees’ financial wellbeing.



For the full range of responsibilities associated with this service, please refer to Section 9 of the RM6273 Framework Schedule 1 – Specification (Financial Wellbeing Scheme). For example, the Supplier must: 



· Provide financial education and signposting only. Financial advice is out of scope of this agreement.

· Ensure that DVLA do not underwrite or take any liability for any borrowing, savings or investment products provided under this contract. It will need to be clear to all employees that DVLA shall not take any liability or responsibility for any guidance or products provided.

· Ensure that any provider of financial wellbeing products and services under this agreement is registered and regulated by the Financial Conduct Authority, as well as the Information Commissioner’s Office under the Data Protection Act.



Additional Services



The DVLA would be interested in exploring additional services that the Supplier can offer as part of their service, particularly where these services do not involve additional upfront costs. Interest would be in: 



· Free or subsidised mental health application subscriptions. 

· Multiple ‘annual’ benefits windows. 

· Discounts delivered via physical gift cards, e-gift cards, or QR codes. 

· Greater saving opportunities on living expenses. 

· Medical insurance, physical health and wellbeing options other than gym memberships (e.g. class passes), and orthodontic treatment options (delivered via policy or discount scheme). 

· Discounted/subsidised travel options. 

· Buying/Selling Annual Leave Scheme



DVLA reserves the right to add or remove any employee benefit scheme throughout 

the term of the Call-Off Contract. 



When introducing a new benefit, the Supplier shall engage with the DVLA to design and agree the service specification and price in accordance with the variation of 

Agreement process. The Supplier will be expected to provide detailed process maps and be responsible for developing an implementation plan to be discussed and 

agreed with the DVLA prior to introducing the new benefit. 



CCS framework RM6273 includes options for Suppliers to provide a Green Car 

Scheme. Although the DVLA do not plan to implement these services when procuring 

this contract, the DVLA does reserve the option to amend its contract later to 

incorporate such services (provided that they meet the parameters of the RM6273 

Framework Specification). Any additional services will be incorporated using the 

change control procedure outlined in Section 24 of the RM6273 Framework Core Terms v3.0.11. 



Green Car Scheme 



If requested by the DVLA, the Supplier shall implement a Green Car Scheme that 

provides access to the Public Sector Discounts available from car manufacturers. 

This shall include car insurance, servicing, maintenance, repair and breakdown 

cover. If requested, the services and responsibilities shall align with those described 

in Section 7 of the RM6273 Framework Schedule 1 – Specification (Green Car Scheme).



6.1 Service Level Agreement (SLA) and Key Performance Indicators (KPIs)



The details of the SLA and KPIs applicable to this requirement are outlined in Call Off Schedule 14 Service Levels, and can also be found in the table below: - 



		[bookmark: _Hlk200011834]Service Level Agreement (SLA) and Key Performance Indicators (KPIs)





		Deliverable

		Description

		Target

		SL Fail RED

		SL AMBER

		SL Pass GREEN



		Provision of Implementation Plan

		1. Within 6 weeks of contract award, Implementation Plan to be submitted to the Contracting Authority to demonstrate activity to be undertaken to deliver the solution, including key dates.

		100%

		<100%

		N/A

		100%



		Benefits Platform 

		1. The platform must be available 24/7, 365/366 days a year. 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. The Supplier must give notification of planned maintenance two weeks prior. If the Supplier requires involvement from the DVLA, notice must be given two weeks prior. 

		100%

		<98%

		>=98% and <100%

		100%



		

		3. The Supplier shall ensure that new users, leavers and any changes to accesses are actioned within a time scale agreed during the contract’s implementation. 

		100%

		<98%

		>=98% and <100%

		100%



		

		4. The Supplier, must agree a meaningful escalation route for any ad hoc requests raised by the DVLA Pay and Reward team (this to be agreed in exceptional circumstances) 

		100%

		<98%

		>=98% and <100%

		100%



		

		5. The Supplier must inform DVLA Pay & Reward in a timely manner (within six hours) following notification/occurrence of any unscheduled platform maintenance.

		100%

		<97%

		>=97% and <100%

		100%



		Discounts

		1. The portal must be available 24/7, 365/366 days a year. 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. All requests for cash-back to reach employee bank accounts within 10 working days of the request.

		98%

		<96%

		>=96% and <98%

		98%



		Reward and Recognition

		1.The Supplier shall resolve all cases of lost, stolen or cancelled orders within 14 working days of queries being raised. 

		100%

		<97%

		>=97% and <100%

		100%



		

		2. The Supplier must report to DVLA any lost or stolen orders that they become aware of within 72 hours, and order cancellations within 24 hours. 

		98%

		<96%

		>=96% and <98%

		98%



		

		3. The Supplier shall redeem (bulk and single) orders for recognition vouchers daily. Call-Off Schedule 20 (Call-Off Specification) Provision of Employee Benefits to the DVLA RM6273 

		98%

		<96%

		>=96% and <98%

		98%



		Cycle to Work

		1. The Supplier shall ensure that vouchers for cycles are provided directly to employees within a time scale agreed during the contract’s implementation.

		98%

		<96%

		>=96% and <98%

		98%



		

		2. The Supplier shall refund the buyer within 72 hours where the merchant has confirmed receipt of a return or a cancelled order. This shall also apply to goods which are faulty and confirmed by the merchant to be unable to be replaced. 

		95%

		<93%

		>=93% and <95%

		95%



		

		3. The Supplier must provide monthly MI to DVLA Pay & Reward Team to enable deductions or amendments in the next available payroll. During the contract implementation a timescale will be agreed. 

		100%

		<100%

		 

		100%



		

		4. The Supplier must provide invoices for the agreed amounts on monthly basis using the provided PO number and comply with the timescales agreed at implementation.

		100%

		<98%

		>=98% and <100%

		100%



		Gym Memberships

		1. The Supplier shall issue reminders to the employees when annual membership becomes due for renewal no later than two months before the due date. 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. The Supplier to refund membership within two months where closures have taken place and there is no appropriate alternative

		95%

		<93%

		>=93% and <95%

		95%



		Childcare Vouchers

		1. Upon an employee’s exit from the scheme, refund any monies for unused vouchers quickly and efficiently (i.e. within a two-month period of notification). 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. The Supplier shall make the invoice available for payment within a time scale agreed during the contract’s implementation. 

		100%

		<98%

		>=98% and <100%

		100%



		

		3. MI detailing the subscribed employees and the monthly deduction for payroll purposes must be provided on monthly basis and must comply with agreed time scales.

		100%

		<100%

		 

		100%



		Payroll Giving

		1. The Supplier shall make the invoice available for payment within a time scale agreed during the contract’s implementation. 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. The Supplier must provide the relevant payroll related MI to the Pay and Reward team on monthly basis meeting the timescales agreed at implementation.

		100%

		<100%

		 

		100%



		Dental Insurance

		1. The Supplier shall issue reminders to the employees when annual membership becomes due for renewal no later than two months before the due date.

		100%

		<98%

		>=98% and <100%

		100%



		Technology and Smartphone Discounts

		1. The Supplier shall make the invoice available for payment within a time scale agreed during the contract’s implementation. 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. The Supplier must provide a payroll relevant MI report to Pay and Reward team on monthly basis meeting the time scales agreed at implementation.

		100%

		<100%

		 

		100%



		Complaints

		1. The Supplier shall acknowledge complaints made by Buyers Personnel i.e. verbal, formal or informal and written within one (1) Working Day of the details of the complaint being received by the Supplier. Thereafter, updates on how the Supplier is proactively working to seek a resolution to the complaint shall be made by the Supplier to the Buyer at intervals of five (5) working days, until a satisfactory resolution has been agreed which is mutually acceptable to both parties.

		95%

		<93%

		>=93% and <95%

		95%



		Service Management

		1. All emails shall be triaged and provided with an informative response (i.e. a resolution, or sign posting and timeline to resolution) within 24 hours. 

		100%

		<98%

		>=98% and <100%

		100%



		

		2. Requests and queries (receive in writing, by email, phone or another route) should be resolved within five working days. 

		100%

		<98%

		>=98% and <100%

		100%



		

		3. When issues are identified with supply of any benefits, the Supplier shall provide information to the DVLA Pay & Reward within two working days. 

		100%

		<98%

		>=98% and <100%

		100%



		

		4. An escalation route must be agreed to allow the Pay and Reward team a direct contact with a customer support manager to resolve any escalated queries or report an urgent query for assistance.

		100%

		<100%

		 

		100%







6.2 Social Value Considerations



[bookmark: _Hlk87971088]The Social Value Act (2012) requires contracting authorities to consider social value when procuring services, by taking into account the additional social benefits that can be achieved in the delivery of its contracts.  It has been identified that PPN 06/20 – taking account of social value in the award of central government contracts applies to this procurement. 



Using policy outcomes aligned with Government’s priorities, a weighting of 10% of the overall score for this requirement is dedicated to social value criteria. 



The social value theme(s) for this requirement is/are set out below, which requires Tenderers to demonstrate how, in the delivery of this contract, they can assist the Buyer in delivering the policy outcome(s) shown:



		Theme

		Policy Outcome 

		Delivery Objective – What good looks like



		Fighting Climate Change

		Effective stewardship of the environment

		Activities that: - Deliver additional environmental benefits in the performance of the contract including working towards net zero greenhouse gas emissions. - Influence staff, Suppliers, customers and communities through the delivery of the contract to support environmental protection and improvement.







The successful Supplier will be expected to demonstrate how they deliver social benefits that support the key social outcomes highlighted in the table above.



6.4 Modern Slavery Considerations



6.4.1 Modern Slavery Assessment Tool (MSAT) 



As part of an initial assessment of the risk of modern slavery, the Buyer has identified this requirement as Low risk. The Buyer may re-assess the risk during the period of the contract, depending on circumstances (e.g. contract variation, change of subcontractor or audit etc.). If a re-assessment results in a High or Medium risk of modern slavery, at any point during the contract, the successful tenderer will be required to complete the Modern Slavery Assessment Tool (MSAT) as outlined below.



The MSAT is a modern slavery risk identification and management tool. This tool has been designed to help public sector organisations work in partnership with Suppliers to improve protections and reduce the risk of exploitation of workers in their supply chains. It also aims to help public sector organisations understand where there may be risks of modern slavery in the supply chains of Goods/Services they have procured. 



Where the risk of modern slavery is assessed as High or Medium risk the successful tenderer, as part of the contract, may be requested to complete the MSAT and, where appropriate, work with the Buyer in resolving any issues identified. Suppliers who have previously completed the MSAT for another Government body may share their results with the Buyer. 



When applicable, the requirement to complete and assess the MSAT at appropriate intervals throughout the lifecycle of the contract may also form part of the Contract Management process. 



In addition to completing the MSAT, and depending on the outcome of this assessment, it may be necessary for the Buyer to work with the successful Supplier to undertake a supply chain mapping exercise to have a more informed position of any modern slavery risks within the wider supply chain beyond first tier/prime Supplier. Such an exercise may also cover wider compliance with all relevant social, ethical and legal requirements of first tier/prime Suppliers and their supply chain.



For further information on the MSAT and registration process, please visit:

https://supplierregistration.cabinetoffice.gov.uk/msat



[bookmark: _Toc177969172][bookmark: _Toc180380671]

[bookmark: _Toc201125267]7. Quality Assurance Requirements 	

The Supplier shall ensure that adequate and appropriate resources are always available to ensure that service levels are not compromised during times of peak demand (for example, purchase of reward and recognition vouchers peaks at the end of each quarter, especially the end of the calendar and financial years). 



The Supplier’s service must be fully compliant with the Public Sector Bodies Accessibility Regulations – and the Supplier must have regard to the diverse employee base of the DVLA when implementing and configuring the benefits. 



As per Section 14.13 of the RM6273 Framework Schedule 1 – Specification

 specification (Assurance Management Systems), the Supplier shall, throughout the term of this Call-Off Contract, have Assurance Management systems which comply with relevant standards (or successors of these standards) for the services offered. These include, but may not be limited to, the following service management standards: 



· ISO 9001 Quality Management System; or EFQM Excellence Model criteria or equivalent. BS EN ISO 9001 Quality Management System or equivalent. 

· ISO 10007 Quality Management Systems – Guidelines for Configuration Management or equivalent. 

· BS25999-1:2006 Code of Practice for Business Continuity Management and, ISO/IEC 27031:2011, ISO 22301 and ISO/IEC 24762:2008 in the provision ITSC/DR plans. 

· ISO 14001 Environmental Management System or equivalent. BS EN ISO 14001 Environmental Management System standard or equivalent; and 

· ISO27001 Information Security, Cybersecurity and Privacy Protection or equivalent.

 

[bookmark: _Toc201125268]8. Other Requirements

8.1 Information Assurance and Governance

[bookmark: _Hlk136586987]Where the Supplier processes Government data, including but not limited to, personal data on behalf of the Buyer the following requirements shall apply, unless otherwise specified or agreed in writing.



Assurance and Audit

· Statement of Assurance 

This contract will require the Supplier to process government data on the Buyer’s behalf. The successful tenderer will be required to complete a Statement of Assurance Questionnaire (Sao) prior to formal contract award and before any processing of data commences in relation to this contract, to satisfy us that its data will be appropriately protected. The purpose of the questionnaire is to assess the maturity of policies, systems and controls associated with the handling of our data. 



As part of this, the Supplier must confirm how our data or information will be securely managed at each stage of the supply chain, including any sub-contractors, sub-processors or any other third parties.  



The questionnaire must be completed and returned prior to contract award, and annually thereafter, and will be assessed by our Information Assurance & Governance team.  We will work with the Supplier to address any information aspects requiring improvement.



· Monitoring 

The Supplier shall collect audit records which relate to all events in delivery of the service or that would support the analysis of potential and actual compromises resulting in a breach of security or a data loss event. 



In order to facilitate effective monitoring and forensic readiness such audit records should (as a minimum) include regular reports and alerts setting out details of access by users of the service, to enable the identification of (without limitation) changing access trends, any unusual patterns of usage and/or accounts accessing higher than average amounts of Buyer data. The retention periods for audit records and event logs must be agreed with the Buyer and documented.



· Data Protection Impact Assessment 

Where this contract involves the processing of personal data on behalf of the buyer that results in a significant risk to the rights and freedoms of individuals, the Supplier shall provide all reasonable assistance to the Buyer in the preparation and completion of a Data Protection Impact Assessment (DPIA) prior to commencing any processing of personal data.  A DPIA may be required prior to award or during the term of the contract if the risk profile changes.  



Such assistance may, at the discretion of the Buyer, include:



1. a systematic description of the envisaged processing operations and the purpose of the processing.

1. an assessment of the necessity and proportionality of the processing operations in relation to the services.

1. an assessment of the risks to the rights and freedoms of data subjects; and

1. the measures envisaged to address the risk, including safeguards security measures and mechanisms to ensure the protection of personal data. 



Certification 



The Supplier shall ensure they hold relevant certifications in the protection of personal data and/or evidencing the effectiveness of technical and organisational measures they have in place. These certifications must be maintained throughout the entirety of the contract, including any applicable extension periods. Evidence of valid certificates and corresponding documentation shall be provided upon request by the Buyer’s representative or an agent acting on our behalf.



Supplier Devices 



· Removable Media 

The Supplier shall not use removable media in the delivery of this contract without the prior written consent of the Buyer.



Governance 



· Organisational Structure

The Supplier shall have a senior individual responsible for Buyer assets within your custody.



· Asset Management 

The Supplier shall implement and maintain an asset register that identifies and records the value of sensitive Buyer assets which require protection. This includes both physical and information assets.  Risk assessments should be managed to ensure that the security of the asset is proportionate to the risk depending on value and sensitivity.



· Policies

The Supplier shall establish, or indicate that they have in place, policies which detail how Buyer assets should be processed, handled, copied, stored, transmitted, destroyed and/or returned. These shall be regularly maintained.  The Supplier shall provide evidence of relevant policies upon request.



· Risk Assessment



	

· Technical

The Supplier shall perform a technical information risk assessment on the service/s supplied and be able to demonstrate what controls are in place to address any identified risks.

· Security

The Supplier shall ensure an annual security risk assessment is performed at any sites used to process or store any Buyer data.  This assessment must include perimeter security, access controls, manned guarding, incoming mail and delivery screening, secure areas and/or cabinets for the storage of sensitive assets, and have a demonstrable regime in place for testing controls against operational requirements.



· Return of Data / Information to the Buyer 

The Supplier must be able to demonstrate they can supply a copy of all Buyer data or information on request or at termination of the service.



· Destruction / Deletion of Data or Information 

The Supplier must be able to securely erase or destroy all Buyer-related data or information that it has been stored and processed for the service, upon our request. 



· Incident Management 

The Supplier shall have policies in place which set out how information security incidents, and personal data breaches or data loss events (including breaches to the confidentiality, integrity, availability, and resilience of data) should be managed and who it should be escalated to, including notifying the Buyer immediately, or in any case within 24 hours, of becoming aware of the incident/s and/or breach/es.



This policy shall also include:

a) individual responsibilities for identifying and reporting security incidents and information security breaches;

b) a reporting matrix including escalation points; 

c) an up to date list of relevant internal and external contact points; and

d) a timeline detailing at which point the policy should be implemented.



Personal Data 



· Processing Personal Data

The Supplier as part of the contract agrees to comply with all applicable UK law relating to the processing of personal data and privacy, including but not limited to the UK GDPR and the Data Protection Act 2018, and the EU GDPR where applicable to the processing.



· Buyer Written Processing Instructions 

The Supplier shall comply with Buyer’s written instructions, as outlined in Joint Schedule 11 (Processing Data).  and an Offshoring questionnaire will need to be completed prior to formal award. 



· International Transfers (Offshoring) of Government Data

When international transfers or offshoring is described, the focus is typically on the physical location where data is hosted (such as where the data centres are located).  However, whilst physical location of data is a critical part of the offshoring question, it is important to understand how and where data might be logically accessed. Administrators or technical support staff may be located anywhere in the world, with logical access to data.



The Supplier (and any of its third-party sub-contractors, sub-processors or suppliers) shall not, transfer, store, process, access or view Buyer data outside of the UK without the prior written approval of the Buyer, which may be subject to conditions.  Any changes to offshoring arrangements must also be approved by the Buyer.



Any request to offshore Buyer data must receive formal approval from us prior to the commencement of any data processing activity. This is requested through the completion of our offshoring questionnaire.



In the event that the Supplier proposes to offshore any Buyer data as part of the contract, they would be required to provide details in the offshoring questionnaire about the processing to be carried out offshore, including:

a) the privacy risks and the security controls in place to protect the data. 

b) how the offshoring arrangement is legitimised to comply with relevant data protection legislation (e.g. adequacy decision, appropriate safeguards, Standard Contractual Clauses/International Data Transfer Agreements); and 

c) where applicable details of any transfer risk assessment that has been conducted, along with any supplementary measures implemented.





Personnel 



· Security Clearance



· Level 1 

The Supplier is required to acknowledge in their response that any Supplier Staff that will have access to the Buyer’s site for meetings and similar (but have no access to the Buyer’s systems), must be supervised at all times by our staff.



· Level 2

The Supplier is required to confirm that Baseline Personnel Security Standard clearance (BPSS) is held for any Supplier Staff that will have: 

· access to or will process Buyer (customer or staff) data or information.

· access to the Buyer’s site to provide routine maintenance.

· access to the Buyer’s site and our systems.



The BPSS comprises verification of the following four main elements:



1. Identity.

2. Employment History (past 3 years).

3. Nationality and Immigration Status.

4.  Criminal Record Check (unspent convictions only).



The aim of the BPSS verification process is to provide an appropriate level of assurance as to the trustworthiness, integrity and proper reliability of prospective staff. The Supplier is required to provide evidence of relevant Supplier Staff clearance in their response.





· Employment Contracts 

The Supplier shall confirm that organisational and individual responsibilities for information security are clearly defined in the terms and conditions of employment contracts, along with relevant non-disclosure agreements, where the individual with have access to any Buyer data, information and /or the Buyer site or systems.



· Training 

The Supplier shall maintain a mechanism to ensure employees and contractors receive appropriate information security awareness and data protection training upon appointment, and perform regular updates to organisational policies and procedures, as relevant for each job function. Evidence must be provide where reasonably requested by the Buyer.



· Access Rights 

The Supplier shall ensure their staff are provided only the necessary level of access (using the principle of least privilege) to Buyer data or information, to deliver their job function within the contracted service(s). 

Upon staff migration, or termination of employment, the Supplier shall verify that there is a process in place to ensure assets are returned and rights to assets revoked without undue delay. 



Evidence of the above must be provide where reasonably requested by us.



Use of Artificial Intelligence for delivery of the requirement

The Buyer wishes to understand and approve any proposed use of any Artificial Intelligence (AI) tools/solutions or machine learning technologies to carry out activities in delivery of this contract. 



Suppliers must state any plans to use such tools/solutions in their proposals and describe in detail how they will be integrated into your service offerings and used in the delivery of the contract. 



Any proposed AI tools/solutions or extensive processing of data would need to be discussed and agreed with the Buyer before delivery as part of the contracted work so that the department can carry out the necessary impact assessments to ensure that the proposal is compliant with relevant laws and government policy. 



If the supplier has no plans to use AI tools/solutions/technologies in the delivery of the contract they should state so in their proposal.  



Should the successful Supplier wish to introduce AI tools/solutions at any point throughout the life of the contract, then a proposal should be submitted to the Buyer’s Contract Manager who will consider the proposal and either confirm or decline the usage of AI tools/solutions.



8.2 Cyber Security 



The Government has developed Cyber Essentials, in consultation with industry, to mitigate the risk from common internet-based threats.



It will be mandatory for new Central Government contracts, which feature characteristics involving the handling of personal data and ICT systems designed to store or process data at the OFFICIAL level of the Government Security Classifications scheme (link below), to comply with Cyber Essentials.



https://www.gov.uk/government/publications/government-security-classifications



[bookmark: _Hlk146286106]All potential tenderers for Central Government contracts, featuring the above characteristics, should make themselves aware of Cyber Essentials and the requirements for the appropriate level of certification.  The link below to the Gov.uk website provides further information: 



https://www.gov.uk/government/publications/cyber-essentials-scheme-overview



As this requirement features the above characteristics, you are required to demonstrate in your response that:



· Your organisation has Cyber Essentials certification; or

· Your organisation will be able to secure Cyber Essentials certification prior to commencement of the required services/deliverables; or

· Your organisation has other evidence to support that you have appropriate technical and organisational measures to mitigate the risk from common internet-based threats in respect to the following five technical areas:

· Boundary firewalls and internet gateways

· Secure configuration

· Access control

· Malware protection

· Security update management



The successful tenderer will be required to provide evidence of Cyber Essentials certification ‘or equivalent’ (i.e. demonstrate they meet the five technical areas the Cyber Essentials Scheme covers) at the point of contract award, and prior to personal data being sent to the Supplier for processing. This will be through the completion of the Statement of Assurance Questionnaire (SoAQ).



The Supplier will be required to secure and provide evidence of Cyber Essentials re-certification ‘or equivalent’ (i.e. demonstrate they meet the five technical areas) on an annual basis.

Further information regarding the certification process can be found here: 

https://www.ncsc.gov.uk/cyberessentials/overview



8.3 Sustainability

The Buyer is committed to reducing any negative impacts produced by our activities, products, and services. This aligns to the Government’s Greening Commitment which states we must: “Continue to buy more sustainable and efficient products and services with the aim of achieving the best long-term, overall value for money for society.”



The Buyer is certified to ISO 14001:2015 and more information is available in our Environmental Policy at:

https://www.gov.uk/government/publications/dvlas-environmental-policy. The Supplier shall comply with this policy. 



Where appropriate, the Supplier shall assist DVLA in achieving its Greening Government Commitments, current iteration detailed on Greening Government Commitments 2021 to 2025 - GOV.UK (www.gov.uk)



In line with Government commitments, the Supplier shall provide the specified products and / or services without the use of single use plastic, including packaging.



The Supplier shall be committed to, and if requested be able to evidence, continual environmental improvements in their own organisation (ideally through a certified EMS, i.e. ISO 14001).



If available, the Supplier shall provide a copy of their sustainability or environmental policy.



The Supplier shall ensure that its own supply chain does not have negative environmental or social impacts.



If requested, the Supplier shall provide data on carbon emissions related to the products and / or services being supplied to aid with scope 3 emission calculations and other Government reporting requirements.



All products and services procured by DVLA must comply with the Government Buying Standards (GBS). Further information, including details of each standard can be found on https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs The Supplier must be able to meet, and if requested, evidence compliance with the relevant GBS.





8.4 Health and Safety

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The Buyer has an Occupational Health and Safety Management System that is certificated to ISO45001. Further information on our Health & Safety Policy, is available on request from the Buyer.



8.6 Diversity and Inclusion

The Public Sector Equality Duty (PSED) is a legal requirement under the Equality Act 2010. The Equality Duty ensures that all public bodies play their part in making society fairer by tackling discrimination and providing equality of opportunity for all. It ensures that public bodies consider the needs of all individuals in their day-to-day work – in shaping policy, in delivering services, and in relation to their own employees. The Buyer is committed to encouraging equality, diversity, and inclusion within our workforce and against unlawful discrimination of employees, customers and the public. We promote dignity and respect for all and will not tolerate bullying, harassment or discrimination by staff, customers or partners we work with. Everyone working for us and with us, as partners in delivering our services, has a personal responsibility for implementing and promoting these policy principles in their day- to-day transactions with customers and our staff. 

The platform and the app must be accessible for all users, especially those who use assistive technologies.



A full copy of our Equality, Diversity and Inclusion Policy is included at Appendix 1



8.7 Business Continuity 

[bookmark: _Hlk140739509]The Supplier shall have business continuity and disaster recovery plans in place to maintain or quickly resume any Goods/Services provided to the Buyer and shall maintain compliance with relevant legislation. 



8.8 Procurement Fraud 

A copy of our Ethical Procurement Statement is attached at Appendix 2.



8.9 Use of Buyer Brands, Logos and Trademarks

The Buyer does not grant the successful Supplier licence to use any of the Buyer’s brands, logos, or trademarks except for use in communications or official contract documentation, which is exchanged between the Buyer and the successful Supplier as part of their fulfilment of the Contract.

Approval for any further specific use of the Buyer’s brands, logos or trademarks must be requested and obtained in writing from the Buyer.



[bookmark: _Toc201125269]9. Management and Contract Administration

	Contract Management 



The Supplier shall manage, control, and maintain all DVLA account management activity. The Supplier shall appoint an Account Manager to ensure that the requirements of this Call-Off contract are met. The Account Manager shall have a minimum of two years’ relevant industry experience. The Account manager and their team will need to develop an understand of the DVLA, including its activities, culture and way of working. 



The Supplier shall have measures in place to ensure any periods of annual leave or any unplanned absences are covered by an experienced account manager with sufficient capability and capacity to cover (proportionate to the length of time of the absence). 



The amount of account management provided by the Supplier shall be agreed with DVLA during implementation of this Call-Off Contract. 



The Account Manager shall hold quarterly operational service management review meetings with the DVLA. The content of these meetings shall include:

 

· Performance Monitoring against the KPIs/SLAs in section 6.1 of this specification (which will be imported into Call-Off Schedule 14 Service Levels). This performance monitoring will include discussion of the reasons for any non-performance, discussion of remedial actions taken and agreement of any further remedial action. 

· A summary of future benefits portal maintenance, including any upgrades, 

updates or downtime. 

· A summary of Helpdesk enquiries, and discussion on actions to reduce Helpdesk enquiries. 

· Details of any complaints, including the nature of the complaint, the action 

taken and the timescale. 

· Any promotion or communication activities undertaken and planned, including reviewing performance metrics for recent communications. 

· A review of the current status of individual schemes/benefits; and 

· A summary of all missing, lost, delayed, incorrect or unfulfilled orders for each scheme or benefit, indicating the action taken and timescales taken to remedy. 



A standing agenda for these meetings shall be decided at the mobilisation stage and updated on a rolling basis. The DVLA may specify additional areas for review either through addition to the standing agenda, or through ad hoc additions to the agenda for individual meetings. 



[bookmark: _Hlk201063482]The Supplier shall also attend ad-hoc meetings with the DVLA (upon reasonable 

request) to resolve queries and issues. The supplier shall also attend two promotional events per year when requested by the DVLA. 



	Payment and Invoicing



The DVLA will provide payment to the Supplier via BACS. This requires the Supplier to be registered on the DVLA’s finance system under a vendor number, preferably with a single bank account. It also requires the Supplier to be in receipt of a valid Purchase Order (PO) number for its services. The DVLA Pay & Reward Team will provide the Supplier with PO numbers for this contract during service implementation. 



The Supplier shall provide the DVLA with two consolidated monthly invoices – one covering services on which VAT is due; and another covering services which are VAT-exempt. Each invoice must quote the appropriate PO number (which shall differ, 

according to whether payment is VAT-liable or exempt). 



The Supplier shall assist the DVLA in developing invoice process efficiencies during the implementation phase, and ongoing throughout the contract duration.

 

The Supplier shall ensure that each invoice provides a fully itemised breakdown of charges for each benefit that attracts a service charge, indicating what payment is for and the correct Purchase Order used. The content of invoices shall be formally agreed upon during service implementation.  



All invoices and/or credit notes will need to be sent either electronically as an 

attachment to an email through to the designated email address or via post, below 

are the details: 



Email: 

SSa.invoice@Ubusinessservices.co.uk 



Address:  

Unity Business Services 

Accounts Payable 

Sandringham Park 

Swansea Vale 

Swansea  

SA7 0EA 



Invoices shall be submitted in arrears, and an appropriate credit limit agreed with 

the DVLA during service implementation. The DVLA shall be provided with advance notice should it be at risk of exceeding this credit limit (minimum of five working days) - and the Supplier shall work with the DVLA Pay & Reward Team to identify a 

resolution before the DVLA's use of services is restricted.



[bookmark: _Toc408585086][bookmark: _Toc177969175][bookmark: _Toc180380674]Subcontracting to Small and Medium Enterprises (SMEs):



The Buyer is committed to removing barriers to SME participation in its contracts, and would like to also actively encourage its larger Suppliers to make their subcontracts accessible to smaller companies and implement SME-friendly policies in their supply-chains (see the Gov.Uk website for further information). 

To help us measure the volume of business we do with SMEs, our Form of Tender document asks about the size of your own organisation and those in your supply chain. 



If you tell us you are likely to subcontract to SMEs, and are awarded this contract, we may send you a short questionnaire asking for further information. This data will help us contribute towards Government targets on the use of SMEs. We may also publish success stories and examples of good practice.



[bookmark: _Toc177969176][bookmark: _Toc180380675][bookmark: _Toc201125270]  10. Training / Skills / Knowledge Transfer 

This requirement is for the Provision of Employee Services therefore, the Supplier will be reasonably expected to deliver any training that may be required to undertake/complete this service at no additional charge.



[bookmark: _Toc177969177][bookmark: _Toc180380676][bookmark: _Toc201125271]11. Management Information and Reporting



The Supplier shall provide Management Information (MI) to the DVLA monthly, covering the benefits procured under the Call-Off Contract. 



It is a requirement for MI to be downloadable from the Supplier’s platform into a spreadsheet format i.e., .xls .xlsx or .ods).



The DVLA may, in addition, request additional MI updates on an ad-hoc basis. These updates may include requests to provide the Ml that is commonly provided monthly but shall not be limited to these. 



An MI dashboard is expected to be available for nominated individuals through the Employee Benefits Platform. 



The table below summarises the Ml that the DVLA will require the Supplier to provide for each service. This list is not intended to be exhaustive - and the DVLA may request additional Ml to be provided over the period of the Call-Off Contract. 



		Service

		Required MI



		Service Management

		· Number of registered employees 

· Number of new registrations

· Number of logins to the benefits portal

· Number of logins to the App

· Number of page hits for each benefit

· Number of enquiries to helpdesk

· Number of leavers removed from the platform.

· Year on Year comparison data for the above, where available





		Childcare Voucher Scheme

		· Number of employees on the scheme

· Number of vouchers issued. 

· Value of vouchers issued.

· Payroll amendments and refunds



		Cycle to Work Scheme

		· Total number of orders placed monthly and Year to date.

· Number of orders placed with each provider, monthly and year to date.

· Value of orders placed monthly and year to date.

· Value of orders with each provider monthly and year to date

· Year on Year comparison data for the above, where available





		Reward and Recognition

		· Number of orders placed by DVLA Pay and Reward Team, including date of order, value, reference, recipient name.

· Number of vouchers due to expire a minimum of 2 months prior to expiry, including all the order details above.

· Number of expired orders

· Number of cancelled orders that DVLA have received refunds for.

· Year on Year comparison data for the above, where available





		Payroll Giving 

		· Number of donors

· Number of donations

· Value of donations





		Employee Discounts

		· Number of orders placed.

· Value of orders placed.

· Amount spent at each supplier categorised into most popular to least popular.

· Total savings value by % and £

· Number of occasions employees have requested cashback on a voucher and the time taken to process each request.

· Year on Year comparison data for the above, where available



		Discounted Gym Membership

		· Number of new memberships

· Value of new memberships

· Total memberships year to date

· Total value of savings by % and £

· Year on Year comparison data for the above, where available



		Technology and Smartphone Discounts

		· Number of orders

· Value of orders

· Total value of orders and the savings % and £

· Top popular items purchased.

· Year on Year comparison data for the above, where available



		Dental Insurance

		· Number of policies taken out

· Value of savings monthly and year to date











In addition to providing this regular MI, the Supplier shall ensure that the scheme is competitive in comparison with similar schemes on the market and provide comparison data to DVLA Pay & Reward on a quarterly basis. This data shall compare the discount rates offered by the Supplier with those offered by similar Employee Benefit schemes in the market.



Processing Personal Data 



This contract will require the successful tenderer to process Government data on DVLA’s behalf. Prior to formal award, and before any data processing can commence in relation to this contract, the successful Supplier will be required to complete and return the following documentation: -



· SoAQ – Statement of Assurance Questionnaire (See Appendix 4)

· DPIA – Data Protection Impact Assessment 

· Offshoring Questionnaire (and provide any supplementary evidence that may be 

      required).  (See Appendix 5)

[bookmark: _Toc201125272] 12. Arrangement for End of Contract

[bookmark: _Hlk115775229]The Supplier shall comply with its responsibilities under Call-Off Schedule 10 Exit Management. As part of this, it shall, within three months of the Start Date of this Call-Off Contract, deliver to the DVLA an Exit Plan meeting the requirements outlined in Call-Off Schedule 10 Exit Management and which is reasonably satisfactory to the DVLA. 



12 months prior to go-live with a new Supplier, the Supplier shall provide the DVLA 

with: 



· The named Supplier personnel appropriately experienced who shall work with 

the DVLA to develop and implement the agreed exit strategy. 

· DVLA employee profiles, including unique references, email addresses and 

contact numbers. 

· Spend volume and transaction numbers broken down by service. 

· A mutually agreed communications plan; and 

· A mutually agreed strategy for dealing with live service requirements. 



Four months prior to go-live with a new Supplier, the Supplier shall provide the DVLA with: 

· A refreshed employee data set. 



At the end of the Call-Off Contract, the Supplier shall ensure that all current and 

historic data and all profiles are securely cleansed, in a manner achieving the security outcomes described in Call-Off Schedule 9 Security and transferred by the Supplier to any new Supplier. The Supplier shall maintain and destroy data in accordance with 

Call-Off Contract Schedule 10 Exit Management and Joint Framework Schedule 11  

Processing Data, at no additional cost to the DVLA. The Supplier shall confirm in 

writing when all data has been destroyed. 



[bookmark: _Toc253400972]The Supplier shall fully cooperate with the Buyer to ensure a fair and transparent re-tendering process for this contract. This may require the Supplier to demonstrate separation between teams occupied on the existing Contract and those involved in tendering for the replacement contract to prevent actual (or perceived) conflicts of interest arising.



[bookmark: _Toc201125273]13. Response Evaluation 

The evaluation will comprise of the following elements:



1) an evaluation of mandatory requirements, if applicable. These will be assessed on a pass/fail basis. Responses that fail any of the mandatory requirements may be disqualified from further consideration.

2) an evaluation of the response based on the quality criteria and social value criteria (if applicable)

3) an evaluation of the prices submitted.



Your response will be evaluated using the weightings and criteria weightings set out below.



Selection will be based on the evaluation criteria, which demonstrates a high degree of overall value for money, competence, credibility and ability to deliver.



Your response will be evaluated using the following weightings and the criteria weightings set out in Annex 1, to obtain the optimal balance of quality and cost.



Mandatory Requirements

Annex 1 provides details of any elements/criteria considered as critical to the requirement. These are criteria, which will be evaluated on a pass/fail basis. A failure may result in the response being excluded from further evaluation.



Quality Criteria:

Annex 1 provides details of the quality criteria on which responses will be evaluated. This will list the primary criteria along with the allocated percentage weighting and a description of the specific requirement. The overall percentage allocated for the quality criteria is outlined in the table “Overall Weighting Allocation” and the method used to allocate scores is outlined below.



Quality Criteria Scoring Methodology:

The scoring methodology used to assess and allocate scores to each criterion are included in the table below. 



		Points awarded

		Description



		100

		Fully meets/evidence provided that demonstrates the requirement can be met



		60

		Minor concerns/issues that the requirement can be met



		30

		Major concerns/issues that the requirement can be met



		0

		Does not meet the requirement, not addressed or no evidence provided









Based on the allocated score, a percentage will be calculated against each element using on the following calculation:



(Allocated Score

			X Weighting

Maximum Score)



For example, “Quality Element 1” can be allocated a score between 0 and 100 but carries a weighting of 10%. Supplier A is given a score of 60 for this element so receives a score of (60/100 x 10) = 6%. The scores for each element will then be added together to calculate the overall Quality Criteria score.



Financial / Price Criteria

Evaluation of the prices submitted will be performed separately by a Commercial Finance Accountant and details will not be made available to the Quality Evaluation Panel. This is to ensure fairness and avoid any subconscious influence of a lower price on the quality scoring. The overall percentage weighting allocated for the Financial/Price Criteria is outlined in the table “Overall Weighting Allocation”.



Financial / Price Criteria Scoring Methodology:

A Percentage Scoring Methodology will be used to evaluate all proposals for this requirement.  This methodology is based on the following principles:

The lowest quoted price will be awarded the maximum score available. Each subsequent responses will be baselined to this score and will be awarded a percentage of the maximum score available. The calculation used is as follows:



    	(Lowest Quoted Price

			                              X Maximum Score Available (i.e. Weighting)

        Price Quoted per Supplier)



For example, if the Financial/Price weighting allocation is 40%, the maximum score available is 40. Supplier A submits the lowest price of £100,000 and Supplier B submits a price of £180,000. Based on the above calculation Supplier A and B will receive the scores shown below:

Supplier A = 100k/100k x 40 = 40%

Supplier B = 100k/180k x 40 = 22.22%  



Overall Weighting Allocation

		Evaluation Criteria

		Weighting



		Quality Criteria 

		80%



		Financial / Price Criteria

		20%



		Total

		100%



















Calculation of Overall Score:

The allocated score for the Quality will be added to the Financial/Price Factor score to calculate the overall score for each tender (out of a max available 100%). The tender with the highest overall score will be deemed as successful.



[bookmark: _Toc191017804][bookmark: _Toc201125274]Annex 1 - Evaluation Criteria 



Mandatory Criteria 



		Mandatory Criteria

		Mandatory Criteria Description

		Yes/No



		

M1

		Please can you confirm that you can meet all the requirements within the Specification document without caveats or limitations

		



		M2

		Please confirm that any transferred data will be over an encrypted network.

		



		M3

		Please confirm that the resultant contract will come under CCS RM6273 Employee Benefits and Services terms and conditions without any caveats or limitations

		



		M4







		DVLA Data must be securely managed throughout the Information Supply Chain. Retention schedules will need to be defined and agreed prior to award of contract. Please confirm your acceptance to this.

		























Scored Quality Criteria



		Primary Scored Criteria

		Primary Scored Criteria Weighting (%)

		Scored Sub-criteria Description

		Individual Scored Sub -Criteria Weighting (%)



		Service Delivery

		35%

		How will you continuously deliver each of the of the services listed within the specification and how will you ensure that these meet the Buyer’s requirements?



[bookmark: OLE_LINK3]In no more than 1,500 words (attachments will be accepted in addition to the word count if they are relevant to the question) and to satisfy the requirement, your response must:



· Demonstrate how you will ensure the continuous supply and availability of all the products and services set out in the Specification, including how you will effectively manage and mitigate any supply risks to ensure DVLA always has access to all products and services.

· Describe how you will ensure ongoing compliance with all relevant regulatory requirements for all schemes as set out in the Specification. This should include resource and activity you will commit to review and update your systems and how you will work with the DVLA in cases of any regulatory change.



Your answer need not cover each service individually, but where there are specific risks to the continuous supply of a benefit, please outline these.



Responses will be assessed based on the assurance provided that the DVLA can offer the services seamlessly to their employees without the need for DVLA to undertake additional administrative work.

		15%



		

		

		How will you provide a centrally branded Online Employee Benefits Platform that is configured to provide the DVLA with access to the benefits included in their Call-Off Contract?



In no more than 1,500 words (attachments will be accepted to the word count if they are relevant to the question) to satisfy the requirement, your response must:



· Demonstrate how you will maintain the online platform, detailing how you will ensure that you implement any improvements or upgrades to the system with minimal loss of service to the customer, and ensure that the platform is otherwise accessible 24/7, in accordance with the Specification of Requirements. 

· Demonstrate how you will deliver a secure, single sign on functionality to enable DVLA employees to access all their benefits. Confirm that the DVLA’s intranet users will be able to access the platform in a simple, seamless journey (e.g. via an embedded link).

· Explain at a high level how you will ensure that your platform seamlessly integrates with any current or future internal HR/payroll systems in the DVLA (e.g. by providing process maps or description of how your system has interfaced with a range of different organisations in the past). As part of this, please outline the high-level data flows that you would deem necessary for successful implementation.

· Demonstrate how you will develop management information dashboards with Buyers that are available via the online platform, including how this approach will meet Buyer requirements in the Specification.

· Demonstrate how the platform will be accessible to all employees, including those using smart phones, laptops and tablets.

		10%



		

		

		Using no more than 1,500 words (attachments will be accepted in addition to the word count if they are relevant to the question), please explain how you will provide a fully automated and comprehensive Employee Discount Scheme. Your response must: 



· Demonstrate how you will operate a cashback scheme that will ensure that cashback savings can be seamlessly used by DVLA’s employees against purchases on the discount area of the DVLA’s Online Benefits Platform or transferred into the employees’ personal bank accounts at any time. This should include how employees will access the benefit, including any limitations (e.g. if inaccessible through mobile app).

· Demonstrate how you will ensure that the discounts you provide remain competitive compared with similar schemes, including your process for sourcing and offering new and seasonal offers at intervals throughout the year, and how you will use comparison data effectively to demonstrate competitiveness of discounts at review meetings with the DVLA.

· Confirm that you will ensure that there are multiple accepted routes for making payment, including debit cards, credit cards, Apple Pay, Google Pay and any android equivalents.

· Provide details of your current top 10 most popular discount partners and the percentage discounts provided to employees for each. As part of this, please indicate any limitations on these discounts (e.g. are they timebound; is there a minimum spend to access the discount; does the discount only apply to a particular type of product sold by the partner).

		10%



		Contract Management

		35%

		Please demonstrate how you will successfully implement and launch the services for DVLA to ensure a seamless transition to the new contract.



In no more than 1,500 words (attachments will be accepted in addition to the word count if they are relevant to the question) please:



· Set out the key activities within your implementation strategy, including identifying the roles and responsibilities that will be allocated to your implementation team, how you will identify the data security requirements for the services, and how you will deliver testing of the services. Your response must demonstrate how your approach will ensure the successful implementation of the services.

· Demonstrate how your implementation process will ensure that you successfully deliver a seamless mobilisation, service transfer and continuity of services from the DVLA’s incumbent supplier(s). These should include the metrics you will use to measure whether you are meeting project milestones or not and the targets which you will need to meet in order to successfully implement the contract.

· Demonstrate how you will communicate effectively with the DVLA to support the successful implementation of the services, including the tools and channels you will use, and set out your approach to issue resolution, demonstrating how this will ensure customers are fully sighted and that any issues are resolved at pace and without causing a delay to the implementation timetable.

· Demonstrate how you will ensure the relevant DVLA personnel are trained and able to deliver the services from launch, including how you will develop knowledge of the DVLA’s policies, processes, organisation and culture to ensure the training is fit for purpose.

		15%



		

		

		Please demonstrate how you will work collaboratively with the DVLA to deliver excellent customer service throughout the lifetime of the contract.



Using no more than 1,500 words (attachments will be accepted in addition to the word count if they are relevant to the question), your response must:



· Demonstrate how you will approach employee contact and ensure that all Buyer employee queries and questions regarding the schemes or benefits you provide will be answered in an efficient and timely manner, to the satisfaction of the employee, via a dedicated customer services team. Your response must include your timescales for query resolution.

· Set out the complaint resolution process you will use, including how you will manage, escalate and resolve complaints raised by DVLA and their employees. Your response must demonstrate how your approach will provide quality customer service and successfully resolve complaints to the satisfaction of the DVLA. It must provide assurance that your service will align to the requirements set out in the Specification

· Set out how you will measure the performance of the customer service you provide, including how you will identify performance issues and improvement areas, and how this information will be presented to the DVLA at review meetings. Your response must demonstrate how your approach will ensure you maintain a quality level of customer service and successfully address any performance issues.

		15%



		

		

		Please outline how you will exit from the contract at the end of its lifetime, in a way that is reasonably satisfactory to the DVLA.



In no more than 1,500 words (attachments will be accepted in addition to the word count if they are relevant to the question) your response must:



· Confirm that you will not make additional charges as end of contract fees.

· Demonstrate how you will ensure that data is transferred safely and in compliance with relevant legislation.

· Demonstrate how you will ensure DVLA employees experience a seamless transition from you to any future supplier(s). This may include a high-level overview of any information you will require from any incoming supplier, timeframes required to off board services and conclude any invoicing and exit management activity.

		5%



		Social Value

		10%

		Please describe the commitment your organisation will make to fight climate change. This commitment must be additional to, and outside of, the core deliverables of this contract.



[bookmark: _Hlk201049719][bookmark: OLE_LINK4]In no more than 1,500 words (attachments will be accepted in addition to the word count if they are relevant to the question), please ensure your response includes:



· Your `Method Statement’, setting out how your commitment and how it meets the award criteria; and

· A timed project plan and process, indicating how you will implement your commitment and by when – as well as how you will monitor, measure and report on your commitments and their impact. This should include, but need not be limited to:

· A timed action plan;

· The use of relevant metrics;

· Tools and processes used to gather data;

· Reporting commitments;

· Feedback and improvement;

· Transparency.

· 

Your response will be evaluated by reference to MAC 4.1: Additional environmental benefits which requires tenderers to demonstrate their existing or planned:

- Understanding of additional benefits in the performance of the contract, including working towards net zero greenhouse gas emissions (e.g. by conducting engagement activities with a diverse range of organisations in the market to support the delivery of additional environmental benefits in the performance of the contract).

- Collaborative ways of working with their supply chains and commercial partners to deliver additional environmental benefits (including working towards net zero greenhouse gas emissions);

- Delivery of additional environmental benefits through the performance of the contract (e.g. to enhance the natural environment, promote green spaces in and around buildings in towns and cities; or to improve air quality).

		10%



		

		Total =80%

		

		







Financial/Pricing Criteria 

		Primary Financial/Pricing Criteria

		Financial/Pricing Weighting (%)

		Description



		Pricing Requirements

		20%

		Please see Annex 6



		

		Total = 20%

		









[bookmark: _Toc109733295]
14. Points of Contact



		Commercial Advisor

		Name

		Allison Fry



		

		Tel

		



		

		e-mail

		Allison.fry@dvla.gov.uk



		

		Address

		DVLA, Swansea, SA6 7JL



		

Project Lead/Business Area Contact
Estates Management Group



		Name

		Tracey Colwill-Davies



		

		Tel

		



		

		e-mail

		tracey.colwill-davies@dvla.gov.uk







All queries/questions should be sent to the Commercial Advisor



15. Use of Buyer Brands, Logos and Trademarks

The Buyer does not grant the successful Supplier licence to use any of the Buyer’s brands, logos or trademarks except for use in communications or official contract documentation, which is exchanged between the Buyer and the successful Supplier as part of their fulfilment of the Contract.

Approval for any further specific use of the Buyer’s brands, logos or trademarks must be requested and obtained in writing from the Buyer.

16. Continuous Improvement and Value for Money 

The Supplier will be expected to continuously identify and implement improvements to the way in which the required services are delivered throughout the entirety of the contract.

The Supplier shall have an effective procedure in place for identifying potential issues and faults with the contracted service.

The Supplier shall continuously monitor the performance of its own Account Management function and shall have processes in place to identify any issues in the supply of the Benefits, enabling prompt mitigation measures to be carried out. When issues are identified, the Supplier shall provide information to the DVLA Nominated Manager within two working days.

The Supplier shall work, throughout the Call-Off Contract, to identify new or potential improvements to its services. These may involve opportunities to engage and review the costs of those services to the DVLA, as well as opportunities to improve the quality, efficiency, and effectiveness of the services delivered.

The Supplier should present new ways of working to the DVLA on a quarterly basis, during contract review meetings. The Supplier shall also explore suggested service improvements which includes engaging with DVLA to work through the improvement suggestion and providing a clear written rationale where these cannot be implemented.

The Supplier shall put in place a Continuous Improvement Plan that is updated on a yearly basis.

When implementing continuous improvement plans, initiatives or innovation, the Supplier shall have an established change management procedure, including, communications plans, regular engagement meetings with DVLA, training requirements, contingency planning and subsequent lessons learnt activities, to ensure the effective delivery of customer requirements with minimal disruption.

Any changes to the way in which the Services are to be delivered must be brought to the Buyer’s attention and agreed using the change control procedure of Section 24 of the RM6273 Core Terms prior to any changes being implemented.



17. Appendices



[bookmark: _Toc201125275]Appendix 1 – Equality Diversity and Inclusion Policy





	



[bookmark: _Toc201125276]Appendix 2 – DfT Counter Fraud Bribery and Corruption









[bookmark: _Toc199407680][bookmark: _Toc201125277]Appendix 3 – Invoicing Procedures









[bookmark: _Toc201125278]Appendix 4 – Statement of Assurance Questionnaire





[bookmark: _Toc201125279]Appendix 5 – Offshoring Questionnaire













Appendix 6 – Armed Forces Covenant







Appendix 7 – Environmental Policy 







Appendix 8 – Information to be provided by Bidders.
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DVLA Equality, Diversity and Inclusion Policy

1. Purpose

DVLA is committed to encouraging equality, diversity The Equality Act 2010 protects people from

and inclusion within our workforce, and eliminating discrimination in the workplace and in wider society.
unlawful discrimination. The aim is for our workforce The following characteristics are protected:

to be truly representative of all sections of society o age

and our customers, and for each employee to feel

. - o disability
respected, included and valued within the workplace.

e gender reassignment
In providing goods, services and facilities DVLA is
also committed against unlawful discrimination of
customers or the public.

e marriage and civil partnership
e pregnancy and maternity

e race
. . e religion or belief

2. Principles . sox

The Civil Service Code sets out the values and ¢ sexual orientation

expectations about how we should behave and
interact with each other and our customers.
The core values of the code are:

Consideration will also be extended to those with
caring responsibilities, different working patterns
and socio-economic backgrounds.
» ‘integrity’is putting the obligations of public

service above your own personal interests Public sector equality duty

* ‘honesty’ s being truthful and open Public sector equality duty means public bodies

* ‘objectivity’ is basing your advice and have to consider all individuals when carrying out their
decisions on rigorous analysis of the evidence day-to-day work — in shaping policy, delivering services
« ‘impartiality’ is acting solely according to and in refation to their own employees.
the merits of the case and serving equally well It also requires that public bodies have due regard
governments of different political persuasions for the need to:
¢ eliminate discrimination
The Equality Act » advance equality of opportunity
Every employee is entitled to a working environment e foster good relatiohs betweer) diﬁ?"?ﬁ
that promotes dignity, equality and respect for all. people when carrying out their activities.

We will not tolerate any acts of unlawful or unfair
discrimination (including harassment) committed
against an employee, contractor, job applicant or
visitor because of a protected characteristic.
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DVLA Equality, Diversity and Inclusion Policy

3. Commitment

DVLA is committed to improving the quality and
delivery of public services for everyone in society.
Respecting and valuing differences will help to ensure
that our services reflect the needs and experiences
of the people we serve. For example, we will ensure
our staff and customers have access to reasonable
adjustments or additional support to enable them to
use our services

As a further demonstration of our commitment,

we will consider the specific needs of users who
access our services by embedding equality screening
into all our service delivery and decision-making.

We promote dignity and respect for all in creating an
inclusive working culture. We will not tolerate,
bullying harassment or discrimination by staff,
customers or partners we work with and will take
action where such unacceptable behaviour exists.
This is set out in our Anti Bullying and Harassment

policy.

4. Scope

The Executive Team is responsible for ensuring

we meet our legal obligations and objectives set
out in our strategic plan. Our policy principles,

set out in this document, supports these objectives.
Everyone working for us and with us, as partners in
providing our services, has a personal responsibility
for implementing and promoting these policy
principles in their day-to-day transactions with
customers and our staff.

| @ Driver & Vehicle Licensing Agency

Managers are responsible for:

fostering a culture in which equality and diversity
issues are actively promoted and are integral
to the way we work with each other and our
customers

demonstrating how equiality, diversity and
inclusion are integral to local business plans
ensuring staff are encouraged, supported

and enabled to reach their full potential
developing and maintaining an environment that
is free from bullying, harassment, discrimination
and victimisation and resolving complaints

Individuals are responsible for:

creating an environment free of fear or
intimidation and which celebrates equality,
diversity and inclusion ensuring that their
behaviour and actions do not amount to bullying,
harassment, discrimination or victimisation in
any way

challenging unacceptable behaviour

recognising that customers will have many and
differing needs and work to reduce any barriers
they have in accessing and using our services

Delivery partners are responsible for:

ensuring they read these policy principles and
understand what this means for them and those
working with DVLA on their behalf, seeking
clarification where necessary

ensure that in providing services or acting

on our behalf they, or their staff, do not breach
this policy

ensure all those acting on their behalf
understand their responsibilities under this policy
and are aware of the action the delivery partner
will take to deal with any breaches




http://www.gov.uk/dvla


http://dvlnet:81/dvla%20anti%20bullying%20and%20harassment%20policy


http://dvlnet:81/dvla%20anti%20bullying%20and%20harassment%20policy
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Relevant legislation

We will implement this policy in accordance with
current legislation and codes of practice.

Further information can be found at:
Equality and Human Rights Commission (EHRC)
Government Equalities Office (GEO)

The policy will be reviewed every 3 years or
sooner, if required.

March 2021

| @ Driver & Vehicle Licensing Agency 5




http://www.gov.uk/dvla


https://www.equalityhumanrights.com/en


https://www.gov.uk/government/organisations/government-equalities-office





Human Resources
DVLA Diversity and Inclusion Policy

DVLA
Longview Road
Morriston
Swansea

SA6 7JL

gov.uk/dvla




https://www.gov.uk/government/organisations/driver-and-vehicle-licensing-agency







image2.emf

DfT Counter Fraud  Bribery Corruption and Ethical Procurement Statement.docx




DfT Counter Fraud Bribery Corruption and Ethical Procurement Statement.docx

[image: ]














DfT Counter Fraud, Bribery, Corruption and Ethical Procurement Statement





			The Department for Transport adopts a zero-tolerance approach to procurement fraud, bribery and corruption











Counter Fraud, Bribery and Corruption





A counter fraud culture is actively promoted amongst all staff, including procurement specialists across Department for Transport (DfT) and any lessons learnt across DfT Group. 





DfT is committed to continually improve the awareness and understanding of its staff to actively prevent, deter and detect procurement fraud and bribery.





DfT is committed to reduce corruption in public procurement as set out within the Cross Government Anti-Corruption Strategy 2017–2022.





DfT expects the highest standards of conduct and integrity from its staff, potential suppliers and its contractors. Individuals and organisations have a responsibility, in deterring procurement fraud and bribery and to report any instances where it is suspected or detected. 





Supplier Code of Conduct





DfT requires potential suppliers and its contractors to adhere to the Supplier Code of Conduct and to:





· act with integrity, propriety, honesty, objectivity, accountability and openness;


· take all reasonable steps, in accordance with good industry practice, to prevent fraud and bribery by its staff and any sub-contractors;


· actively avoid, prevent and deter any behaviour or activity that might be considered as collusion, i.e. operating a cartel, bid rigging, bid suppression, cover bidding, bid rotation, market division and price fixing;


· actively avoid, prevent and deter any behaviour or activity that might be considered as bribery or corruption, in contravention of The Bribery Act 2010, e.g. paying a sum of money, or other inducement, directly or indirectly to any person/s in relation to any DfT contract or tender for goods, works or services;


· declare any conflict of interest that might arise before, during or after a procurement process;


· provide and maintain accurate contract performance records/data;


· provide and maintain accurate financial documentation, e.g. invoices.





Civil Service Code of Conduct





DfTc staff (and civil servants in executive agencies and ALBs) are required to operate in line with the Civil Service Code: 





· act with integrity, honesty, objectivity, and impartiality;


· be alert to the possibility that unusual events or transactions could be indicators of procurement fraud and bribery;


· be aware of their organisations gifts and hospitality policy and must not accept gifts or hospitality or receive other benefits from anyone which might reasonably be seen to compromise their personal judgement or integrity; 


· automatically refuse and immediately report gifts offered either prior to or after a contract has been awarded, or some other transaction has been awarded, and where there is any doubt about the propriety of accepting, the gift must be politely refused;


· report details immediately through the appropriate channel if there are any perceived conflicts of interest or whether procurement fraud and bribery is suspected; and


· co-operate fully with Departmental/Agency Fraud Officers.








In addition, DfT requires its procurement specialists to;





· deter, detect and report procurement fraud, bribery or corruption;


· ensure adequate control measures exist and operate effectively;


· undertake a detailed fraud risk assessment to identify and manage the risk of procurement fraud, bribery and corruption;


· regularly review and test control measures and implement new control measures where necessary.





Reporting of Fraud and Bribery





DfT adopts a ‘zero-tolerance’ culture in relation to acts of fraud, bribery and corruption. We do not permit it under any circumstances - any such acts will be investigated fully and where appropriate, disciplinary and/ or legal action will be taken, in line with Cabinet Office guidelines. 





If procurement fraud or bribery is identified or suspected, please contact the Department/Agency Fraud Officers, in confidence, immediately on the following telephone numbers:





			Organisation


			Department/Agency Fraud Officers 


			Whistle-blowing Hotline








			Department for Transport


			The DfTc Fraud Hot Line: 07827 843953, 


Head of Financial Control: 07342 061699 or 


Counter Fraud Manager: 07971 145871


			The DfTc Fraud Hot Line: 07827 843953





			Driver and Vehicle Licensing Agency


			01792 782650


			01792 788883





			Driver and Vehicle Standards Agency


			0300 123 3248


			07920 592902





			Maritime and Coastguard Agency


			07772 352319


			07772 352319





			Vehicle Certification Agency


			0117 952 4205


			0117 952 4126











It is important that notifications are made promptly and that no action is taken which may prejudice any future action or may alert a potential perpetrator that the fraud or potential act of fraud has been identified.





DfT will treat all reports in a confidential and sensitive manner. If procurement fraud, bribery or corruption is suspected, DfT will consider and investigate and may report the matter to:





· Departmental/Agency Fraud Officers;


· The Police (Action Fraud) and share with counter fraud organisations.





If procurement fraud or bribery is proven (i.e. sanctioned) DfT may:





· exclude a potential supplier from a procurement procedure;


· suspend or terminate a contract with a supplier;


· take steps to recover financial losses,


· pursue criminal sanctions.








Fair Employment Practices 





DfT requires suppliers and their contractors to maintain high standards of integrity and professionalism in their business dealings, adhering to the laws of the countries where they operate and taking action where necessary to minimise negative impacts and potential risks.





The Government has made clear its determination to tackle modern slavery crimes and DfT is committed to mitigate these crimes throughout its supply chain.  





Under Section 54 of the Modern Slavery Act 2015, commercial organisations which carry on a business or part of a business in the UK, supply goods or services and have an annual turnover of £36 million or more are required to prepare a slavery and human trafficking statement for each financial year of their organisation. 





Prompt Payment





DfT is committed to ensuring responsible procurement practices are realised throughout the supply chain, this includes an expectation that its suppliers and their sub-contractors will comply with the prompt payment code throughout their supply chain.  For further details refer to the Prompt Payment Code.





Protecting the Environment





DfT is committed to ensuring better management of resources, enhancing degraded environments and recognising the importance of natural resources throughout the procurement lifecycle. DfT recognise that having regard for the environment is crucial for the wellbeing of current and future generations.





DfT expects suppliers and its contractors to comply with all applicable environmental laws, regulations and standards as well as implementing an effective system, such as ISO 14001 or equivalent, to identify and eliminate potential hazards to the environment.  





Health & Safety 





DfT expects its suppliers and contractors to strive to implement high standards of occupational health and safety. Compliance with applicable occupational health and safety regulations is expected to provide a work environment that is safe and conducive to good health, in order to preserve the health of employees and prevent accidents, injuries and work-related illnesses.  Alignment with standards such as OHSAS 18001, or equivalent, is encouraged.





Social Value





DfT is committed to promoting economic sustainability through the government’s social value framework which involves the promotion of development, growth and prosperity for the nation through public procurement. For examples of this see, The Transport Infrastructure Skills Strategy and the Armed Forces Covenant.
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DVLA Invoicing Procedures





General


You should not provide goods or services without receipt of a valid Purchase Order.





The contract specification will set out the timing of invoices.


It is important that invoices contain the correct information or they will be returned to you.  Invoices should be submitted in a timely manner after the despatch of goods or provision of services.  Be aware that the following data must be included on every invoice: 


· The name of the invoicing party (e.g. DVLA business unit). 


· Valid unique Purchase Order (PO) number relevant to the goods/services being invoiced. The PO number must be in the format 8000XXXXXX or 450XXXXXX. This will be found on the Purchase Order you receive.


· Clear and detailed description of the goods, services or works supplied.


· The sum requested, in UK pounds sterling, including quantities/prices (as applicable) consistent with those on the original PO. 


We would expect to contract with your legally registered company name (legal entity) but can incorporate a ‘trading as’ name in our finance system if required. Any communication received (such as invoices) from the ‘trading as’ entity will need to make clear reference to the legal entity or delays in payment may occur.


Do not undertake new work or supply goods or services in excess of the original Purchase Order Value.


All invoices or credit notes must be an original document.


If an incorrect Purchase Order number or no Purchase Order number is quoted, the invoice will be returned to you. You will be able to handwrite the correct Purchase Order numbers on the invoices that are returned, however it is preferable that you change it on your system and reissue to ensure any future invoices are referenced correctly. 


You must identify the business unit the invoice or credit note relates to e.g. DVLA.


E-invoices must not include profanities, as these will also be blocked by Unity Business Services (UBS) email security filters and may delay/stop the invoice being received.


If an invoice needs to be withdrawn for any reason, you will need to send a credit note. Credit notes should quote the Purchase Order number and your original invoice reference along with details of what the credit note applies to, particularly if it is not for the full value of the invoice.


Any correspondence or enquiry sent to the designated email address for invoices/credit notes which is not an original document will be deleted, with no action being taken.


Unless we specify otherwise, payment will be made by BACS no later than 30 days of receipt of a valid invoice. We will aim to pay you within 10 days.






Transmission of Invoices


All invoices and/or credit notes will either need to be sent electronically as an attachment to an email or as a hard copy document through the post to the designated address listed below:


Email: SSa.invoice@Ubusinessservices.co.uk


Postal Address: 


Unity Business Services (UBS)
5 Sandringham Park
Swansea Vale


SA7 0EA  


If an original invoice and/or credit note is sent electronically, then the same document must not be sent as a hard copy through the post and vice versa.


All e-invoices and/or credit notes must be sent in a PDF format. Any documents that are received and are not in a PDF format will be deleted with no action being taken.


A 10Mb maximum file size per email is applicable.


If the e-invoice is encrypted, this could result in the invoice being blocked by Unity Business Services (UBS) email security filters. 


Unity Business Services (UBS) cannot be responsible for any e-invoice until it has been received. Responsibility for ensuring the e-invoice is received by Unity Business Services (UBS) in a timely manner lies with the supplier.





How to Notify a Change


If you change important information, such as your organisation’s contact or bank details, you need to provide written official confirmation. Please notify Unity Business Services (UBS) as soon as possible:


Tel: 0344 892 0343


Email: support@Ubusinessservices.co.uk (Please do not email original                               invoices/credit notes to this email address)


Postal Address: 


Unity Business Service (UBS)
5 Sandringham Park
Swansea Vale SA7 0EA









Enquiring about progress of payments


All supplier invoices and payment enquiries must be directed to Unity Business Services (UBS). If you contact the relevant business unit directly, they will direct you to Unity Business Services (UBS).


For all payment and invoice queries you will need to contact the Unity Business Services (UBS) Support Desk directly on 0344 892 0343. When calling you should quote the Purchase Order number, your vendor account number (if known) and the business unit you are invoicing e.g. DVLA.


You should ask for your communication to be logged on a “service ticket” along with your contact details. This will allow all issues relating to your query to be logged under a unique reference number.


You should quote the service ticket number in any follow up conversations.


If Unity Business Services (UBS) has the invoice but cannot release it for payment, you are required to take appropriate action to ensure it can be paid.


If the invoice has not been received by Unity Business Services (UBS), the responsibility is on you to get the invoice to Unity Business Services (UBS). If you are sending invoices to anyone other than Unity Business Services (UBS), please change your customer invoicing address to Unity Business Services (UBS).


If a response from Unity Business Services (UBS) is required, one will be provided to you within 10 working days.


If you have any remittance queries, these should be discussed with Unity Business Services (UBS): 


Tel: 0344 892 0343


Email: support@unitybusinessservices.co.uk (Please do not email original                                     invoices/credit notes to this email address)


You must also ensure that a statement is sent to Unity Business Services (UBS) monthly to aid prompt payment of invoices (email and postal address as above).
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Introduction


			Supplier Assurance Framework


			Statement of Assurance V4.0


			This assessment has been designed to enable Government Departments to gain a level of assurance from their suppliers and service providers with regard to the security of our assets throughout the lifetime of your contract and potentially beyond.

The Security Policy Framework (SPF) describes the security controls to be applied to UK Government assets. It focuses on security outcomes that are necessary to achieve a proportionate and risk managed approach to security that enables government business to function effectively, safely and securely. As a supplier or service provider to Government you should be aware that there will be security controls listed in the SPF that you need to apply in order to provide us with the assurance we require to continue to share our assets with you. These will be spelt out in your contractual terms and conditions.





			In order to help you to align to and better understand the requirements of the SPF, a reference to the related section is assigned to relevant questions. Recognising that many of our private sector partners work to the security information management system requirements specified in ISO/IEC 27001:2013, the relevant section of ISO/IEC 27001:2013 (or version 2005) is also listed where applicable. In addition to the above suppliers and service providers are also expected to meet their legal responsibilities as defined in relevant Acts of Parliament, this includes but is not limited to the Data Protection Act.  Cyber Essentials defines a set of controls which, when properly implemented, will provide organisations with basic protection from the most prevalent forms of threat coming from the Internet. These controls are referenced where applicable.  See www.gov.uk/government/publications/cyber-essentials-scheme-overview.


			The assessment aims to be relevant to organisations of any size. It is anticipated that the majority of suppliers or service providers will complete the assessment at a contract or service level. The option to complete an assessment that is relevant for your entire organisation is available but should only be selected if the answers provided are the same for each of the services you supply to us.











Questionnaire


			Supplier Assurance Framework 


			Organisation:						Contract Name;						Enquiry Type:			RFI


			Department:						Date Completed:


			Name:						Position:						Contact Telephone Number:





			Questionnaire									Information and Guidance


			Question			Response			Response Comments			Question Guidance - These are examples of the types of controls  which maybe appropriate to manage the risks.  However this list is not exhaustive. The importance thing here is to ensure the risks are identified and managed at a level which is acceptable to the delivery of the service and aligned to HMG departments risk appetite.			Corresponding Framework			Risk
Score/Indicator			Critical


			1.0 Introductory Questions						


			1.1 To what part of your organisation does this self-assessment relate?			Please Select Answer 


			1.2 Which of the following most closely describes the service you provide to us?


			Professional Services			Please Select Answer


			Information and Communications Technology (ICT) Services			Please Select Answer


			Business Process Outsourcing			Please Select Answer


			Estates, Facilities Management (FM), Guarding and Support Services			Please Select Answer


			Transport/Mail			Please Select Answer


			Storage/Archive			Please Select Answer


			Operational Equipment and Office Supplies			Please Select Answer


			Other			Please Select Answer


			1.3 Please provide more detail about your organisation/the service/the contract:			[Mandatory free text]


			1.4 Who is responsible for the security aspects of the service you provide? (Please Specify Full Name and Role)			[Mandatory free text]


			1.5 Is your organisation signed up to an ICO accredited code of conduct certification scheme (https://ico.org.uk/for-organisations/advice-and-services/codes-of-conduct/)?
(If so, please provide supporting evidence of the certification)			[Mandatory free text]						Certification is a way for an organisation to demonstrate compliance with UK GDPR.  Certification scheme criteria will be approved by the ICO and can cover a specific issue or be more general. Once an accredited certification body has assessed and approved an organisation, it will issue them with a certificate, and a seal or mark relevant to that scheme.


			2.0 Risk Analysis - Risk can be defined as the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to individuals and the organisation. The following section aims to help us determine which aspects of the service you provide increase the impact or likelihood of a compromise to the confidentiality, integrity or availability of our assets. The responses you provide here will determine the route you will take though the remainder of the self-assessment.


			2.1 Do you have access to, process or store any of
our assets (including data) in the delivery of your service?			Please Select Answer						An asset could be information, personnel or any object with value (eg, a computer system, money, a passport etc).
The Cabinet Office Security Policy Framework, and associated policy and guidance outlines the mandatory steps Government must take to protect our assets. Including those that are shared with suppliers and delivery partners. 						If the supplier does not handle any Departmental assets then consideration should be given as to whether or not they should be in scope of the assessment. Exit self-assessment.


			2.2 Do you have access to, process or store our data in the delivery of your service? 			Please Select Answer						Information is a key asset to Government and its correct handling is vital to the safe and effective delivery of public services. Some of the assessment focuses specifically on information assets. Your response to this question will impact on your route through the assessment.						Risk if the supplier Handles our Data. If the supplier does not handle any of our data then further investigation of the type of data they handle (sensitivity, number of records, where the data is held, type of access) is irrelevant. Skip: 2.3 - 2.11


			2.3 In the delivery of your service which of the following types of our data do you store/process?									If you are unsure of the classification of the assets that you process or store on our behalf you should consult your departmental contact before proceeding.
The Information Commissioner's Office publish an official definition of personal and sensitive personal data. Found here: http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx


			Personal data as defined by the Data Protection Act 			Please Select Answer


			Sensitive personal as defined as the Data Protection Act			Please Select Answer


			OFFICIAL			Please Select Answer


			SECRET 			Please Select Answer


			TOP SECRET			Please Select Answer


			2.4 What volume of personal data do you process?			Please Select Answer												Above 1000 records


			2.5 Where is our data held?			Please Select Answer												Data Held Offshore


			2.6 Where is our data accessed from?			Please Select Answer												Data Accessed Offshore


			2.7 Which of the following describe the type of access you have to our data?			Please Select Answer												Ability to Amend our data


			2.8 Approximately how many of your staff have access to our assets?			Please Select Answer												Large numbers of staff access our data


			2.9 Do you use sub-contractors in the delivery of your service?
If so, please provide details of the commercial arrangements between you and the sub-contractors, including confirmation that the relevant clauses contained in the contract with DVLA are flowed down in the contract with the sub-contractor in column C			Please Select Answer												Use of Sub-contractors
If the supplier does not use sub contractors in the delivery of their service then further probing with regards to the number of sub-contractors, or their compliance with our Security Policy, is unnecessary.


			2.10 How many of your subcontractors have access to our assets?			Please Select Answer												Sub-contractors have access to our assets


			2.11 Which of the following best describes how you use ICT systems to deliver your service?			Please Select Answer												Uses own systems, uses shared systems
If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 2 may not be relevant. Skip section 2


			2.12 In relation to the ICT systems used to deliver your service, which of the following is true?


			We permit the use of removable media			Please Select Answer												Allows use of removable media


			We permit remote working			Please Select Answer												Allows Remote working


			We allow staff to connect their own devices to our ICT systems			Please Select Answer												Allows BYOD


			2.13 Which of the following best describes the location from which you deliver your service?			Please Select Answer												If the supplier delivers from Departmental premises then section 2 may not be relevant. Skip section 2.


			2.14 Does any part of the service you deliver form part of the country's Critical National Infrastructure? 			Please Select Answer												Part of CNI


			2.15 Artificial Intelligence and Algorithmic Tools


			Does your organisation (and/or your sub-contractors) use Artificial Intelligence as part of any services you provide to us?			Please Select Answer						Artificial Intelligence (AI) is technology that enables computers and machines to simulate human intelligence and problem-solving capabilities.

AI systems, tools and products are part of a rapidly growing and evolving market, and as such, there may be increased risks associated with their adoption. Care should be taken to ensure that AI is used appropriately, and with due regard to risks and opportunities.  

For the purpose of this questionnaire, Generative AI (Gen AI) and Machine Learning (ML) are in scope.  Gen AI is capable of generating text, images, videos, or other data, often in response to prompts. ML is a field of study in AI concerned with the development and study of statistical algorithms that can learn from data and generalise to unseen data and thus perform tasks without explicit instructions.

If you or your sub-contractors (if applicable) use AI in order to deliver your service to DVLA, you will need to provide the following information in column C (Response Comments):
a)	confirmation of the specific AI solution that is used;
b)	a full description of exactly how the AI is used and why this was chosen over other solutions; and
c)	details of how a data protection by design approach has been taken in the deployment of AI;
d)	details of what technical and organisational measures are implemented to ensure the AI is used appropriately and lawfully, and in accordance with the prevailing Information Commissioner's Office guidance at https://ico.org.uk/media/for-organisations/documents/4022261/how-to-use-ai-and-personal-data.pdf.  Please include details of any security measures that are in place to negate cyber threats.						Uses AI to process personal data or sensitive information


			Does your organisation (and/or your sub-contractors) use of Artificial Intelligence as part of any services provided to us involve the processing of personal data or sensitive information? 			Please Select Answer


			Does your organisation (and/or sub-contractors) use any form of algorithmic tool to support decision making?			Please Select Answer						An algorithmic tool is a product, application, or device that supports or solves a specific problem using complex algorithms.
 
We use ‘algorithmic tool’ as an intentionally broad term that covers different applications of Artificial Intelligence (AI), statistical modelling and complex algorithms. An algorithmic tool might often incorporate a number of different component models integrated as part of a broader digital tool. 

Where algorithmic tools are used to support decision making Central Government departments are required to publish certain transparency information in line with the Algorithmic Transparency Recording Standard (details found at  https://www.gov.uk/government/collections/algorithmic-transparency-recording-standard-hub) and its associated guidance found at https://www.gov.uk/government/publications/guidance-for-organisations-using-the-algorithmic-transparency-recording-standard/algorithmic-transparency-recording-standard-guidance-for-public-sector-bodies.

Supplier holding relevant information may be asked to disclose the applicable detail needed to complete a record.						Uses algorithmic tools


			3.0 Information Systems - This section seeks to determine your approach to securing ICT systems used in the delivery of your service, in particular those that are used to process our information assets. 


			3.1 Does your organisation hold any accreditations or certifications relating to ICT systems used in the delivery of your service?									All HMG activities attract risk. Risks need to be assessed by government organisations so that they can make informed, practical and effective business enabling decisions.
Government organisations will have: A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management; 			SPF - Risk Management


			a) Yes, ICT system/s have been formally accredited by a government Department/Agency [Please provide details]			Please Select Answer												5


			b) Yes, ICT system/s are ISO27001:2013/2005 certified [Please provide a copy of your Certificate]			Please Select Answer												5


			c) Yes, ICT system/s are compliant with ISO27001:2013/2005 [Please provide details]			Please Select Answer												3


			d) Yes, our system/s are compliant with a standard that is aligned to ISO27001:2013/2005 [Please provide details]			Please Select Answer												3


			e) Yes, Cyber Essentials Plus [Please Provide a Copy of your Certificate]			Please Select Answer												0


			f) Yes, Cyber Essentials [Please Provide a Copy of your Certificate]			Please Select Answer


			g) Yes, ICT Systems are compliant with the latest version of PCI DSS			Please Select Answer						The Payment Card Industry Data Security Standard (PCI DSS) is a set of security standards designed to ensure that ALL companies that accept, process, store or transmit credit card information maintain a secure environment.  The PCI DSS applies to ANY organisation, regardless of size or number of transactions, that accepts transmits or stores any cardholder data						If an organisation accepts, processes, stores or transmits payment card data and is not PCI Compliant consideration should be given as to what compensatory controls are in place


			3.2 Has a technical risk assessment been performed to identify a set of proportionate risk treatment controls?			Please Select Answer						a. A mature understanding of the security risks throughout the organisation, where appropriate this will be informed by the National Technical Authorities;			SPF - Risk Management			5 - Yes with review
3 - Yes
0 - No			Critical


			3.3 Are security operating procedures in place governing the use of your ICT systems? Do these cover home and mobile working?			Please Select Answer						c. Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are associated with business activities
d. Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within agreed appetites; 
e. Assurance processes to make sure that mitigations are, and remain effective. 			SPF - Culture Awareness
ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.1, A9.4			3 - Yes with signed acknowledgement
2 - Yes
0 - No


			3.4 Are access controls in place to ensure information is only available to system users who require access?			Please Select Answer									SPF - Technology & Services
ISO27001:2005 - A.11
ISO27001:2013 - A.9, A.11
Cyber Essential:3 User Access Control			3 - Yes with Policy
2 - Yes
0 - No


			3.5 Are acceptable use policies in place which outline the rules for acceptable use of information and assets? 			Please Select Answer						For more information please see ISO/IEC 27001			SPF - Culture Awareness
ISO27001:2005 - A.7.1.3			3 - Yes
0 - No


			3.6 Are policies and controls in place to ensure the following?									a. Identified if technology and services are Critical National Infrastructure (CNI), and risk manage accordingly:
b. Risk-informed security controls which:
• Mitigate applicable threats;
• Are kept current and actively managed;
• Protect against, detect and correct malicious behaviour;
• Ensure that critical technology and services are resilient to disruptive challenges such as cyber attacks, and have the means to recover from these.
			SPF - Technology & Services


			 Boundary protection is in place on all systems with a connection to an un-trusted network.			Please Select Answer									ISO27001:2005 - A.10.6
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls			3


			Timely patching is applied against known vulnerabilities.			Please Select Answer									ISO27001:2005 - A.12.6.1, A12.4.1
ISO27001:2013 - A.12.5, A.6
Cyber Essentials:5 Patch Management			3


			Systems are protected from malicious and mobile code.			Please Select Answer									ISO27001:2005 - A.10.4
ISO27001:2013 - A.12.2
Cyber Essentials:4 Malware Protection			3


			Software and hardware is locked down to restrict unnecessary services.			Please Select Answer									ISO27001:2005 - A.11.2.2, A11.5.4
ISO27001:2013 - A.9.4.4
Cyber Essentials:2 Secure Configuration			3


			A protective monitoring regime is in place to oversee how ICT systems are used.			Please Select Answer									ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.4
			3


			3.7 Are network security boundaries defined and enforced to group users, services and information that require different levels of protection?			Please Select Answer									SPF - Technology & Services
ISO27001:2005 - A.11.4.5
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls			3 - Yes
0 - No


			3.8 In relation to your use of electronic storage media (include removable media), which of the following area are covered by documented policies and procedures? 												SPF - Technology & Services
ISO27001:2005 - A.10.7
ISO27001:2013 - A.8.3
Cyber Essentials:2 Secure Configuration


			Control			Please Select Answer												1


			Protection			Please Select Answer												1


			Secure use			Please Select Answer												1


			Destruction			Please Select Answer												1


			3.9 Are policies and controls in place to manage the risks of working in non-secure environments?			Please Select Answer									SPF - Technology & Services
SPF - Culture Awareness
ISO27001:2005 - A.11.7
ISO27001:2013 - A.6.2			5 - No remote working
3 - Yes
0 - No


			3.10 Are back-up copies of information and software taken regularly?			Please Select Answer									SPF - Technology & Services
ISO27001:2005 - A.10.5
ISO27001:2013 - A.12.3			5 - Yes Policy tested
3 - Yes
0 - No


			3.11 Has the security of your ICT been evaluated through penetration testing?			Please Select Answer						This should take account of technical vulnerabilities, restrictions to software installation and audit controls to minimise disruptions to business operations.			SPF - Technology & Services
ISO27001:2013 - A.12.6			5 - CESG
4 - External Organisation
3 - Cyber Essentials
0 - No


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			4.0 Physical & Environmental - This section seeks to determine your approach to physically securing sites used in the delivery of your service, in particular those sites at which our assets are processed or stored. Physical security describes a range of controls that are intended to protect individuals from violence; prevent unauthorised access to sites and / or protectively marked material (and other valuable assets); and reduce the risk of a range of physical threats and mitigate their impact to a level that is acceptable to the organisation. Security must be incorporated into the initial stages of planning, selecting, designing or modifying any building or facility, using appropriate methodologies; putting in place integrated and proportionate control measures to prevent, deter, detect and/or delay attempted physical attacks, and to trigger an appropriate response.


			4.1 Has a review of the security risk assessment been carried out at sites used to process or store our assets in the last 12 months?			Please Select Answer						Appropriate physical security measures will ensure a safe and secure working environment for staff, that can protect against a wide range of threats (including criminality: theft and terrorism or espionage). If the supplier has not completed a risk assessment then the following question which relates to this risk assessment may not need to be completed. Skip 4.2.			SPF - Physical Security Measures and Counter Terrorism
ISO27001:2005 - A.9.1
ISO27001:2013 - A.11			3 - Yes
5 - Yes - Annual review
0 - No			Critical


			4.2 What areas did the risk assessment cover?									a. Processes and plans in place, including those developed from the early stages of building design, to determine the appropriate physical security requirements through planning and risk assessment;
b. Mechanisms to implement internal and external security controls in a layered fashion that deters or prevents unauthorised access and protect assets, especially those that are critical or sensitive against forcible or surreptitious attack;
c. Substantial controls for controlling access and proximity to the most high risk sites and Critical National Infrastructure assets.			SPF - Physical Security Measures and Counter Terrorism


			Perimeter Security			Please Select Answer									ISO27001:2013 - A.11.1.1			1


			Access Control			Please Select Answer									ISO27001:2005 - A.9.1.6
ISO27001:2013 - A.11.1.2			1


			Manned Guarding			Please Select Answer									ISO27001:2005 - A.9.1.2			1


			Incoming mail and delivery screening			Please Select Answer									ISO27001:2005 - A.9.1.1
ISO27001:2013 - A.11.1.6			1


			Secure areas and/or cabinets for the storage of sensitive assets.			Please Select Answer									ISO27001:2013 - A.11.1.6			1


			4.3 Which of the following are in place to ensure the physical security controls you have in place are fit for purpose?			Please Select Answer									SPF - Physical Security Measures			3
3


			4.4 Are processes and controls in place to ensure that equipment and cabling is protected and maintained so as to preserve the confidentiality, integrity and availability of our assets?			Please Select Answer						For more information please see ISO/IEC 27001.  This includes the requirement for equipment to be maintained in accordance with manufacturers instructions. 			SPF - Physical Security Measures
ISO27001:2005 - A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.5, A.9.2.6
ISO27001:2013 - A.11.2.1, A11.2.2, A.11.2.3, A.11.2.4, A.11.2.5, A.11.2.6			3 - Yes
0 - No


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			5.0 Personnel & HR - This section seeks to determine your approach to personnel security, security training and awareness programmes and how individual responsibility for security is made clear to your staff. Security responsibilities should be addressed prior to employment in adequate job descriptions and in terms and conditions of employment. They should be maintained throughout a member of staff’s time in employment. Controls should be put in place to ensure that employees understand their personal responsibility to safeguard sensitive assets.  As well as to ensure they are adequately screened in order to addresses the risks associated with identity fraud, illegal working and deception generally. 


			5.1 Are background verification checks carried out on employees and contractors who have access to our assets?			Please Select Answer						People are an organisation’s most important asset, so personnel assurance is fundamental to good security.  Government organisations will deliver the appropriate combination of recruitment checks, vetting and on-going personnel security management to be assured, and to remain assured, about their people and to mitigate the risks from well-placed insiders.			SPF - Personnel Security and BPSS Document
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1			5 - Yes BPSS
3 - Yes BS
3 - Yes neither standard
0 - No			Critical


			5.2 Has a risk assessment been undertaken to determine the need for National Security Vetting (NSV) in specific roles?			Please Select Answer						A risk management approach should be used to determine the appropriate levels of personnel security controls.			SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1			3 - Yes no NVS needed
3 - Yes certain role need NVS
0 - No


			5.3 Do you keep full and up to date personnel security records on all employees in order to review clearance in advance of its expiration?			Please Select Answer						Full and up to date personnel security records on all employees that hold security clearances should be maintained. All National Security Vetting clearances should be formally reviewed according to agreed timescales for each level of clearance.			SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1			3 - Yes 
0 - No


			5.4 Are organisational and individual responsibilities for information security clearly defined in the terms and conditions of employment contracts?			Please Select Answer						a. An appropriate security governance structure to support the Permanent Secretary, that are properly resourced with individuals who have been appropriately trained. These include:
• A Senior Information Risk Owner (SIRO);
• A Departmental Security Officer (DSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too (including List X accreditation for companies handling SECRET assets);			SPF - Good Governance
ISO27001:2005 - A.8.1.3
ISO27001:2013 - A.7.1.2			5 - Yes
0 - No			Critical


			5.5 Are non-disclosure agreements in place with all staff who have access to our assets? 			Please Select Answer									SPF - Information			5 - Yes
0 - No			Critical


			5.6 Is a mechanism in place to ensure your employees and contractors receive appropriate information security awareness training upon appointment, and regular updates to organisational policies and procedures, as relevant for their job function?			Please Select Answer						Everyday actions and the management of people, at all levels in the organisation, contribute to good security. A strong security culture with clear personal accountability and a mature understanding of managing risk, responsibility and reputation will allow the business to function most effectively. Government organisations will have: 
a. A security culture that supports business and security priorities and is aligned to HMG’s overarching priorities and the organisation’s own appreciation of risk;			SPF - Culture Awareness
ISO27001:2005 - A.8.1.2, A.8.2.2
ISO27001:2013 - A.7.2.1, A.7.2.2			5 - Yes
0 - No			Critical


			5.7 Regarding your organisations information security training programme, which of the following is accurate?									b. Encourages personal responsibility through the management of and delivery of appropriate security training;
c. Processes, systems and incentives to deliver this;
d. Mechanisms to drive continuous improvement; tackle poor and inappropriate behaviour; enforce sanctions; and encourage the sharing of best practice.
			SPF - Culture Awareness


			All staff are required to complete annual security awareness training.			Please Select Answer												1


			Training is incorporated as part of induction process.			Please Select Answer												1


			Training is integrated as a module into our organisations overarching training programme.			Please Select Answer												1


			Training needs analysis has been undertaken and bespoke training delivered to specific roles.			Please Select Answer												1


			All training includes a form of assessment, poor performance is recorded and followed up on.			Please Select Answer												1


			5.8 Is a disciplinary process in place for employees and contractors who have committed a security breach?			Please Select Answer						Well-tested plans, policies and procedures will reduce organisations’ vulnerability to security incidents (especially from the most serious threats of terrorism or cyber attack), but also leaks and other disruptive challenges.d. Effective management structures, policies and procedures for detecting, reporting, responding to and handling incidents, including disciplinary measures that are well communicated and understood by staff;  
e. Reporting mechanisms to the HMG organisation,  of incidents of unauthorised disclosure and breaches of official information, including incidents concerning classified information from foreign governments, agencies or organisations. And to the Information Commissioner’s Office, if a serious loss or breach of personal data occurs.
a. Business continuity arrangements aligned to Industry standards,  to maintain key business services, building resilience and security to facilitate a rapid and effective response to and recovering from incidents			SPF - Culture Awareness
ISO27001:2005 - A.8.2.3
ISO27001:2013 - A.7.2.3			3 - Yes
0 - No


			5.9 Upon termination of employment is there a process in place to ensure assets are returned and rights to assets revoked?			Please Select Answer									SPF - Personal Security
ISO27001:2005 - A.8..3.1, A.8.3.2, A.8.3.3
ISO27001:2013 - A.7.3.1, A.8.1.4, A.9.2.6			3 - Yes
0 - No			Critical is NO


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			6.0 Organisation - This section seeks to determine whether your approach to information assurance ensures that clear lines of responsibility and accountability are in operation at  all levels of your organisation. 


			6.1 Does your company have a senior individual responsible for the security of our information within your custody?			Please Select Answer			Contact Name:
Role:
Email Address:			Effective leadership is a critical component of good security and accountability. The Permanent Secretary (or equivalent) will own the organisation’s approach to security and ensure that these issues receive the attention and investment required.
			SPF - Good Governance
ISO27001:2005 - A.8.1.1
ISO27001:2013 - A.6.1.1			3 - Yes
0 - No			Critical


			6.2 Are the security roles and responsibilities of your employees clearly defined and documented in accordance with your organisations information security policy?			Please Select Answer						a. Suppliers should ensure an appropriate security governance structure is in place to support the CEO/Director  that are properly resourced with individuals who have been appropriately trained. These could include:
• A Senior Information Risk Owner (SIRO); - Senior Responsible for information risks
• A Chief Security Officer Security Officer (CSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too 			SPF - Good Governance
ISO27001:2005 - A.6.1.3
ISO27001:2013 - A.6.1.1			3 - Yes
0 - No


			6.3 Is a process in place to ensure your organisation is kept up to date on relevant current and emerging; 									For more information please see ISO/IEC 27001			SPF - Good Governance
ISO27001:2005 - A.6.1.7
ISO27001:2013 - A.6.1.4


			Information security best practice
			Please Select Answer												1


			Government policy and legislation			Please Select Answer												1


			Threats and vulnerabilities			Please Select Answer												1


			Technologies			Please Select Answer												1


			6.4 Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers?			Please Select Answer									SPF - Risk Management			3 - Yes
0 - No


			6.5 Is a process in place to manage change to systems i.e. capacity management and separation of testing environments?			Please Select Answer						System performance should be maintained when considering changes to resources and capacity requirements. Development and testing environments should be separated from the operational environment.			SPF - Technology and Services
ISO27001:2013 - A.12.1.3, A.12.1.4


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			7.0 Security Policy - An information security policy should outline your organisation's overall approach to the management of information security. This section seeks to understand the depth of your security policy and your approach to review. 


			7.1 Is a security policy in place setting out your organisation’s overall approach to protecting valuable assets?			Please Select Answer						b. A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management
If the supplier does not have a Security Policy, then the following question which probes the contents of the Security Policy, may not need to be responded to. Skip 7.2			SPF - Risk Management
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11			5 - Yes
0 - No			Critical


			7.2 Does the security policy reference:									For more information please see ISO/IEC 27001			SPF - Culture Awareness
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11


			The importance of security to your organisation			Please Select Answer												1


			Legislation and regulation that your organisation is required to be compliant with			Please Select Answer												1


			Staff responsibilities for information			Please Select Answer												1


			Incident and breach management policies			Please Select Answer												1


			 Business continuity arrangements			Please Select Answer												1


			Staff training & awareness requirements.			Please Select Answer												1


			7.3 Has your security policy; 												SPF - Risk Management
SPF - Good Governance
SPF - Culture Awareness
ISO27001:2005 - A.5.12
ISO27001:2013 - A.5.12


			been reviewed in the last 12 months?			Please Select Answer												1


			been approved by the senior management?			Please Select Answer												1


			been made accessible to all staff?			Please Select Answer												1


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			8.0 Asset Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 


			8.1 Is a process in place to ensure assets are classified according to their value and in line with Government classification policy?			Please Select Answer						 Mechanisms and processes to ensure assets are properly classified and appropriately protected;			SPF - Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2			3 - Yes Gov Classification
3 - Yes In house
3 - No, retain Gov markings
0 - No


			8.2 Has an owner been assigned to all information assets which require protection?			Please Select Answer						An Information Asset Owner should be identified for each of the information assets identified within your organisation's list of information assets and that person should take full and effective responsibility for managing the protection and exploitation of the information for which he/she is responsible.
Where the asset is owned by Government it will be valued according to the Government's classification policy. The responsibility for protection of Government assets in your custody should still be assigned to a named individual within your organisation.			SPF - Good Governance and Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2			3 - Yes 
0 - No


			8.3 Is an asset register in place that identifies and records the value of sensitive assets which require protection?			Please Select Answer						Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. This includes not taking equipment off-site without authorisation.			SPF - Information
ISO27001:2005 - A.7.1.1
ISO27001:2013 - A.8.2			5 - Yes
0 - No			Critical


			8.4 Do you have policies in place which detail how our assets should be;									Policies, procedures and controls should be in place to ensure information assets are identified, valued, handled, stored, processed, transmitted (including use of electronic messaging), shared and destroyed in accordance with legal requirements and (in the case of Government assets) in line with the standards set out in the Government's classification policy. This should includes protection of assets when off-site and the need for clear desk policies.
All assets should be returned by employees on termination of employment.
If the supplier does not have policies that govern how Departmental assets should be managed then the following question, which relates to the communication of these policies, may not need to be responded to. Skip 8.5 if no option is selected.			SPF - Information
ISO27001:2005 - A.9.1.5, A.7.2.2, A.9.2.6
ISO27001:2015 - A.8.2, A.13.2, A.11.2.6, A.8.1.4


			handled			Please Select Answer												1			Critcial if No


			copied			Please Select Answer												1			Critical if No


			stored			Please Select Answer												1			Critical if No


			transmitted			Please Select Answer												1			Critical if No


			destroyed			Please Select Answer												1			Critical if No


			returned			Please Select Answer												1			Critical if No


			8.5 How are these procedures communicated to staff?			Please Select Answer									SPF - Culture and Awareness
ISO27001:2005 - A.5.1.1
ISO27001:2013 - A.5.1.1			1


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			9.0 Incident Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 


			9.1 Do you have policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed and who it should be escalated to?			Please Select Answer						Organisation should have clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents. Put in place a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies.
If the supplier does not have an Incident Management Policy, then the following question which probes the contents of this policy, may not need to be responded to. Skip 9.2.			SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1			5 - Yes
0 - No			Critical


			9.2 Do these policies make reference to the following?												SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1


			Individual responsibilities for identifying and reporting security incidents and information security breaches			Please Select Answer												1


			A reporting matrix including escalation points			Please Select Answer												1


			An up to date list of relevant internal and external contact points			Please Select Answer												1


			A timeline detailing at which point the policy should be implemented			Please Select Answer												1


			9.3 In the event of a loss or breach to one of our assets which of the following actions would your organisation take first;			Please Select Answer									SPF - Preparing for and responding to Security Incidents
ISO27001:2013 - A.16.1			0 - Rectify breach
0 - Determine loss
5 - Report Incident


			9.4 Is a forensic readiness policy in place documenting your approach to managing digital evidence relating to ICT security incidents?			Please Select Answer						It is important for each organisation to develop a Forensic Readiness of sufficient capability and that it is matched to its business need. Readiness involves specification of a policy that lays down a consistent approach, detailed planning against typical (and actual) case scenarios that an organisation faces, identification of (internal or external) resources that can be deployed as part of those plans, identification of where and how the associated Digital Evidence can be gathered that will support case investigation and a process of continuous improvement that learns from experience.			SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.3
ISO27001:2013 - A.16.1.6			3 - Yes
5 - Yes specific reference
0 - No


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			10.0 Business Continuity - This section seeks to determine whether or not effective Business Continuity Management (BCM) in place to plan how to maintain those parts of your organisation that you can't afford to lose if an incident occurs. 


			10.1 Does your organisation have business continuity and disaster recovery plans in place to maintain or quickly resume any services you provide to us?			Please Select Answer						A business continuity management system to enable you to maintain or else quickly resume provision of key services in the event of a disruption should be put in place. Business continuity management arrangements should follow industry best practice (BS25999 or equivalent standard). If the supplier does not have a BC plan then the following question which probes the testing and review of this plan, may not need to be responded to. Skip 10.2.			SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.1
ISO27001:2013 - A.17.1.1, A.17.1.2			5 - Yes comply BS
3 - Yes
0 - No			Critical


			10.2 Are processes in place to ensure business continuity management arrangements are tested and reviewed? 			Please Select Answer						BCM arrangements should be tested and reviewed at least annually or following significant organisational change.			SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.5
ISO27001:2013 - A.17.1.3			5 - Yes tested & reviewed
3 - Yes not tested
3 - No formal process
0 - No


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]


			11.0 Compliance - This section seeks to determine your approach to ensuring both you and your subcontractors, are compliant with our security policy and associated legislation and regulation. 


			11.1 How does your organisation ensure that relevant legislation and regulation is understood?									For more information please see ISO/IEC 27001			SPF - Culture and Awareness
ISO27001:2005 - A.15.1.1
ISO27001:2013 - A.16.1


			Contact with relevant authorities is maintained			Please Select Answer												1


			All changes are reviewed to determine the impact for your business			Please Select Answer												1


			Relevant legislation and regulation is referenced in internal policies, plans and procedures.			Please Select Answer												1


			11.2 Does your company provide guidance to staff on handling our information with respect to?									All staff handling sensitive government assets should be briefed about how legislation (particularly the OSA, FOIA and DPA) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies. 			SPF - Culture and Awareness
ISO27001:2013 - A.7.2.2


			Data Protection Act			Please Select Answer												1


			Freedom of Information Act			Please Select Answer												1


			Official Secrets Act			Please Select Answer												1


			Environmental Information Act			Please Select Answer												1


			11.3 In the past 12 months has your organisation assessed its compliance with relevant legislation and regulation 
(for example the Data Protection Act)?			Please Select Answer									SPF - Technology and Services
ISO27001:2013 - A.18.2.2			5 - Yes no weakness
5 - Yes action plan
3 - Yes no plan
0 - No


			11.4 In the past 12 months have your organisation's information security controls, policies and procedures, been independently reviewed?			Please Select Answer						For more information please see ISO/IEC 27001			SPF - Risk Management & Technology and Services
ISO27001:2005 - A.6.1.8
ISO27001:2013 - A.18.2.1			5 - Yes  
3 - No Internal Review
0 - No


			11.5 Are processes in place to ensure that you assess the risks to assets that are shared with your delivery partners and third party suppliers?			Please Select Answer						Organisations should ensure that the security arrangements among their wider family of delivery partners and third party suppliers are appropriate to the information concerned and the level of risk . This must include appropriate governance and management arrangements to manage risk, monitor compliance and respond effectively to any incidents.			SPF - Risk Management  
ISO27001:2013 - A.15.1			5 - Yes
0 - No			Critical


			11.6 How does your company gain assurance that delivery partners and third party suppliers are compliant with your security policies?									Organisations should ensure that they seek assurance from their delivery partners and third party suppliers to ensure that they are managing their protective security and information risks to an appropriate level. This should include working closely with security, procurement and contract management teams to ensure that adequate security, information assurance and business continuity requirements are specified in contracts with third party suppliers. 
			SPF - Risk Management 
ISO27001:2013 - A.15.1


			Information security requirements are detailed in contracts			Please Select Answer												3			Critical


			Your right to audit is detailed in contracts and is exercised			Please Select Answer												3


			The need to meet recognised standards (such as ISO27001:2013) is stipulated			Please Select Answer												1


			The organisations compliance is measured through self-assessment			Please Select Answer												1


			Supplementary. Please use this field to add any additional information that is relevant to this section.			[Free text]
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						Offshoring of DVLA Data - Supplier Questionnaire


						Information Assurance & Governance


						This form is to be used where the performance of any part of a service or function involving DVLA data is conducted outside the UK.

Please answer all questions below providing full details of the Offshoring of DVLA data outside of the UK.  In order to help the assessment of the application by DVLA, please ensure that you:
a) provide all information requested;
b) be as descriptive as possible; and
c) provide links to (or include) copies of any supporting documentation.


						Useful information can be found at:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/international-transfers-a-guide/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/
https://ico.org.uk/for-organisations/data-protection-and-the-eu/data-protection-and-the-eu-in-detail/the-uk-gdpr/international-data-transfers/





						For the purposes of this Questionnaire, the following definitions apply:
"DVLA Data" means personal data that has been provided to the Supplier to be processed on behalf of DVLA, or been collected by the Supplier to be processed on behalf of DVLA.
"Offshoring" means transferring DVLA Data to a country or territory outside of the UK by a Supplier, Processor or Sub-Processor/Sub-Contractor.  This includes any processing, transferring, storing, accessing or viewing the data outside of the UK.
"Restricted Transfer" means Offshoring of personal data to a country or territory outside of the UK which does not have an Adequacy Decision.





						Section 1			Supplier and Contract Details			Answer


						Q1			Please provide the full company name(s), address(es) and any company registration numbers relating to the service provided to DVLA.


						Q2			Please provide the full name of the service you are providing to DVLA that relates to this questionnaire.


						Q3			Please provide any DVLA contract reference numbers (if known).
[note: this may be a number in the format of "PS/NN/NNN" and/or include a Jaggaer Contract Automation Service number]





						Section 2			Supplier Offshoring Proposal			Answer


						Q4			Please provide full details of the service you are providing to DVLA that relates to this questionnaire.


						Q5			Please provide full details of the specific part of that service that involves the Offshoring of DVLA data outside of the UK.  A diagram showing the processes involved in the supply chain is also required.
[note: if there is more than one aspect of the service that involves the processing of DVLA data outside of the UK, separate Offshoring Questionnaires will need to be completed for each case]


						Q6			Please confirm the country or countries where the DVLA data is to be Offshored outside the UK as part of the delivery of the service


						Q7			Please confirm if it is the company stated in Q1 that is Offshoring outside the UK, or if it is a third party service provider / sub-contractor / sub-processor.

If it is a third party service provider / sub-contractor / sub-processor that is Offshoring the data outside the UK, please complete Q8 and Q9.


						Q8			Please provide full name(s), address(es) and any company registration numbers of the third party service provider / sub-contractor / sub-processor involved in the Offshoring of the DVLA data.


						Q9			Please provide full details of the contractual arrangements between the company stated in Q1 and the third party service provider / sub-contractor / sub-processor that is (or will be) Offshoring the DVLA data.


						Q10			Please confirm what data will be Offshored outside of the UK and the estimated volume.  As part of this please confirm if this is personal data and/or special categories of personal data.


						Q11			Please confirm if the DVLA data to be Offshored will be merged with any other data (including DVLA or third party data)? If yes, please explain.


						Q12			Please confirm why the proposed Offshoring has been chosen over a fully UK-based solution.
[for example, cost savings, time savings, improved security arrangements, improved service]


						Q13			Please confirm if the company (stated in Q1 or Q8 if applicable) that is Offshoring outside the UK to the country or countries stated in Q6 are in turn using a sub-contractor / sub-processor based in another country outside of the UK?
[If yes, please provide full details including the country where the sub-contractor / sub-processor is located.]
[note: if there is additional Offshoring in the supply chain to another country this will result in a separate Offshoring Questionnaire needing to be completed]





						Section 3			Legal Obligations 			Answer			Supporting Information


						Q14			Under what legal jurisdiction does the Offshoring location fall?
[this will not always be the country or countries stated in Q6]


						Q15			Please confirm if there any laws in the country or countries in Q6 that govern access to the DVLA data by a foreign Government?


						Q16			If applicable, please can you confirm that you have complied with Chapter 4 Article 28(4) of UK GDPR with respect of ensuring the same data protection obligations set out in the contract between the controller and processor are imposed on any sub-processors.


						Q17			Please confirm the mechanism under Chapter 5 of UK GDPR that is (or will be) implemented to legitimise the Offshoring of DVLA Data.
[for example, an Adequacy Decision, UK-US Data Bridge to the EU Data Privacy Framework, Appropriate Safeguards]			Please Select Answer


						Q18			If the response to Q17 is UK-US Data Bridge to the EU Data Privacy Framework, please confirm if you are registered with the US Department of Commerce and listed at www.dataprivacyframework.gov


						Q19			If the response to Q17 is Appropriate Safeguards for a Restricted Transfer, please provide full details of the exact appropriate safeguards that are (or will be) implemented?  For example:
• Binding corporate rules
• UK International Data Transfer Agreement (IDTA)
• EU 2021 Standard Contractual Clauses (SCCs) accompanied by an UK International Data Transfer Addendum


						Q20			If the response to Q17 is Appropriate Safeguards for a Restricted Transfer, please confirm if you have carried out Transfer Risk Assessments (TRAs) covering the transfer of personal data from the UK to the third country in accordance with the guidance published by the Information Commissioner’s Office; and if so			Please Select Answer


									(a) the date the TRA was completed for the country (or each of the countries) referred to in Q6


									(b) if any supplementary measures were identified and implemented by you for the country (or countries) as a result of the findings in the TRAs; and if so			Please Select Answer


									(c) please provide details to DVLA of these supplementary measures for the country (or countries)








						Section 4			Security Controls			Answer			Supporting Information


						Q21			Please confirm that DVLA data will be logically separated from any other data processed by the Supplier for other clients.
[if it's not logically separated please provide details)


						Q22			Please confirm if the DVLA data will be encrypted at rest using recognised industry standards?  
[please provide details.]


						Q23			Please confirm if the DVLA data will be encrypted in transit using recognised industry standards?
(please provide details.]


						Q24			If the solution is cloud based, please explain the arrangements in place to ensure that DVLA data in transit is sufficiently secure?  This includes travel between geographically separate entities.


						Q25			Where applicable, please provide detail regarding the encryption key management system and the controls in place?


						Q26			Please provide detail of the audit / logging arrangements that are in place to monitor access to the DVLA data?


						Q27			Please provide details of the solution in place to prevent DVLA data from being saved, printed, photographed or recorded at the Offshore location stated on Q6?


									(a) Are the computers used at the offshore location 'dumb terminals'?
[please confirm Yes/No]
(Dumb terminals are display screens and input devices (often keyboards) that have little to no processing capabilities.  Instead, they rely entirely on a central computer (a mainframe / cloud) to process data and commands. Dumb terminals simply serve as an interface for users to interact with the central system)			Please Select Answer


									(b) Please confirm that no mobile devices are permitted to be used by staff in the office at workstations at the offshore location?			Please Select Answer


									(c) Please confirm that printers cannot be used by staff in the office at the offshore location to print DVLA data?			Please Select Answer


									(d) Please confirm that staff at the offshore location are not able to save or screen-shot any DVLA data that may be displayed on computers?			Please Select Answer


									(e) Please confirm that removable media (e.g. USB devices) are not used by staff at the offshore location?			Please Select Answer


						Q28			Please confirm what back-up arrangements for the DVLA data are (or will be) in place? 
[please include detail on format, location and frequency]


						Q29			Please describe the secure destruction arrangements for the DVLA data, including arrangements for the end of contract with DVLA?


						Q30			Please provide the approximate number of people who will have access to the DVLA data at the Offshore location(s) stated in Q6.


						Q31			Please confirm what staff vetting arrangements and standards are in place for individuals who will have access to the DVLA data at the Offshore location(s) stated in Q6.


						Q32			Please provide details of the training that is provided in relation to information security and data protection for those with access to the DVLA data at the Offshore location(s) in Q6? 
[please include details of the scope and frequency of training]


						Q33			Please provide detail of any audits that have been conducted at the Offshore locations in relation to information security / data protection.
[please include both Supplier/internal and independent/external audits]


						Q34			Please confirm what physical security arrangements are in place to ensure the protection of the DVLA data at the Offshore location(s) stated in Q6.
[for example, access controls, security officers, CCTV, etc.]


						Q35			Please confirm if a physical review has been conducted of the site(s) where DVLA data will be Offshored?
[if so, please provide supporting information]			Please Select Answer


						Q36			Please describe any other technical or organisational measures or procedures in place to protect the DVLA data at the Offshore locations stated in Q6?


									(a) Please confirm that information security policies and procedures are in place and have been formally documented and approved by senior management at the offshore location? 			Please Select Answer


									(b) If so, please confirm how often this documentation is reviewed and updated?			Please Select Answer


									(c) Please confirm that there is a clear desk policy in place at the offshore location?			Please Select Answer





						Section 5			Security Accreditation and Certification
(please provide detail in relation to compliance with relevant Information Security accreditation, certification, assurance standards and principles)			Answer			Supporting Information


						Q37			Are the ICT system/s used at the offshore location certified to the latest ISO27001 standard?  
If so, please provide the following: 			Please Select Answer


									(a) Date of certification and its expiry date


									(b) Confirmation of the certifying/accrediting body along with contact information


									(c) A copy of your ISO27001 certificate


									(d) A copy of the accompanying Statement of Applicability


									If not certified to ISO27001, are the ICT system/s compliant with principles in the latest ISO27001 standard, or compliant with or certified to a standard that is aligned to the latest ISO27001 standard
[Please provide details]			Please Select Answer


						Q38			Is the organisation certified to Cyber Essentials, Cyber Essentials Plus or any equivalent international cyber security standards (as described at https://www.ncsc.gov.uk/blog-post/cyber-essentials-are-there-any-alternative-standards)
[Please provide details]			Please Select Answer





						Section 6			Business Continuity and Incident Management			Answer			Supporting Information


						Q39			Please describe the business continuity arrangements for the DVLA data. Please also provide any relevant info such as ISO22301 certification.


						Q40			Please describe the process for reporting information risks to the DVLA data including your DVLA contact name and email?


						Q41			Is there a documented incident management process in place?


						Q42			Please describe how data breaches or attempted attacks against DVLA data will be reported including your DVLA contact name and email.


						Q43			Please confirm if the company or companies referred to in Q8 have been subject to any personal data breaches or security incidents in the last 5 years?
[if yes, please provide supporting information]			Please Select Answer





						Completed by (full name):


						Position within the organisation:


						Signature:


						Date:





						This form must be returned by email to - IAGContracts@dvla.gov.uk


						NB: Please consider that the information provided in this form may be sensitive and appropriate measures may be taken to protect the information whilst in transit. 








https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfersmailto:IAGContracts@dvla.gov.uk
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Armed Forces Covenant





1. The Armed Forces Covenant is a public sector pledge from Government, businesses, charities and organisations to demonstrate their support for the armed forces community. The Covenant was brought in under the Armed Forces Act 2011 to recognise that the whole nation has a moral obligation to redress the disadvantages the armed forces community face in comparison to other citizens, and recognise sacrifices made.





2. The Covenant’s 2 principles are that:


· the armed forces community should not face disadvantages when compared to other citizens in the provision of public and commercial services


· special consideration is appropriate in some cases, especially for those who have given most such as the injured and the bereaved.





The Authority encourages all Tenderers, and their suppliers, to sign the Corporate Covenant, declaring their support for the Armed Forces community by displaying the values and behaviours set out therein.





3. 	Guidance on the various ways you can demonstrate your support through the Corporate Covenant is at The Corporate Covenant below.





4. 	If you wish to register your support you can provide a point of contact for your company on this issue to the Armed Forces Covenant Team at the address below, so that the MOD can alert you to any events or initiatives in which you may wish to participate. The Covenant Team can also provide any information you require in addition to that included on the website.





Email address: covenant-mailbox@mod.uk


Address: Armed Forces Covenant Team


Zone D, 6th Floor, Ministry of Defence,


Main Building, Whitehall, London, SW1A 2HB





5. 	Paragraphs 1 – 4 above are not a condition of working with the Authority now or in the future, nor will this issue form any part of the tender evaluation, contract award procedure or any resulting contract. However, the Authority very much hopes you will want to provide your support.




































The Corporate Covenant:


Section 1: Principles of the Armed Forces Covenant





1.1 We Company XYZ will endeavour in our business dealings to uphold the key principles of the Armed Forces Covenant, which are:





· no member of the Armed Forces Community should face disadvantage in the provision of public and commercial services compared to any other citizen


· in some circumstances special treatment may be appropriate especially for the injured or bereaved.





Section 2: Demonstrating our Commitment





2.1	Company XYZ recognises the value serving personnel, reservists, veterans and military families bring to our business. We (Company XYZ) will seek to uphold the principles of the Armed Forces Covenant, by:





· promoting the fact that we are an armed forces-friendly organisation;


· seeking to support the employment of veterans young and old and working with the Career Transition Partnership (CTP), in order to establish a tailored employment pathway for Service Leavers;


· striving to support the employment of Service spouses and partners;


· endeavouring to offer a degree of flexibility in granting leave for Service spouses and partners before, during and after a partner’s deployment;


· seeking to support our employees who choose to be members of the Reserve forces, including by accommodating their training and deployment where possible;


· offering support to our local cadet units, either in our local community or in local schools, where possible;


· aiming to actively participate in Armed Forces Day;


· offering a discount to members of the Armed Forces Community;


· any additional commitments XYZ could make (based on local circumstances).


· [You are encouraged to sign up to as many of the above as appropriate to your business. Please amend to provide details of how you intend to meet each commitment.]





2.2 We will publicise these commitments through our literature and/or on our website, setting out how we will seek to honour them and inviting feedback from the Service community and our customers on how we are doing. [Amended as appropriate for your business].


October 2017
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Corporate environmental policy

| m Driver & Vehicle Licensing Agency

Policy statement

DVLA is committed to protecting the environment, preventing pollution
and continually improving our environmental performance.

Description

DVLA's operational activities and the individual activity of its staff affect
the environment. The aim of this policy is to tell our interested parties
including staff, contractors, suppliers and the public that DVLA is
committed to reducing any negative environmental impacts produced
by our activities, products, and services.

Our policy is to continually improve our environmental performance by:

working towards Net Zero by 2050 by reducing greenhouse gas
emissions from our estate and travel

reducing waste whilst maximising our recycling and re-use
opportunities

reducing how much paper we use

monitoring and reducing how much water we use

ensuring our procurement takes sustainability into account
protecting and enhancing our estate’s biodiversity and ecosystems

developing a climate change adaptation strategy to mitigate any
risks identified

ensuring an overall more sustainable approach to our use of IT
equipment and digital services







Corporate environmental policy

Delivery and monitoring
We will:
e fulfil our compliance obligations in relation to the environment

* meet or exceed the terms of the government’s policy on the
environment

e continually improve our environmental management system
to enhance our environmental performance

e work towards achieving our greening government commitments
to protect the local and wider environment

e collate, monitor, and analyse data to measure performance against
our targets and objectives

® prepare for policy changes and tighter targets

e encourage staff, contractors, and suppliers to reduce their impact
on the environment when providing services and products to us
and within their own organisations

® produce regular reports for the executive team and senior managers

e produce accurate interim reports on request which are easy
to understand

e make sure our emergency response plans for major incidents
consider all significant environmental impacts

Although, as Chief Executive, | am responsible for the environmental
performance of DVLA, | expect all staff, contractors and suppliers
involved in DVLA's business to share this responsibility.

Policy owner: Julie Lennard

Name of originator: Andrew Lees
Date of last review: November 2021

Date of next review: April 2025
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			Corporate energy policy


			Human Resources
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			Purpose  





			This policy explains how we in DVLA should manage energy to help reduce costs and support the government’s strategies to transform into a low-carbon economy, as detailed in the 2050 low-carbon roadmap. 


			This policy sets out how we intend to fulfil this responsibility and provides the overarching guidelines for our supply chain. 


			Description





			Our aims as an agency in managing our energy are to make sure that we: 


			•	minimise greenhouse gas emissions 


			•	reduce energy costs


			•	become more energy efficient. 


			Reducing emissions








			To ensure the most efficient use of energy on site we will: 


			•	monitor and measure the estate’s energy consumption by collecting data from suitably placed sub-meters 


			•	look to continuously improve the energy efficiency of the agency’s use of equipment and estate 


			•	maximise opportunities for onsite generation 


			•	regularly consider investment in renewable energy sources  


			•	consider adopting new technologies as they become available.


			Purchasing 


			Utilities 











			When we need to purchase energy from the national grid, we will make sure that we:


			•	source all our utilities from the Government Procurement Services Framework


			•	are aligned with the most current government policy on purchasing energy. 


			Equipment 








			When we need to procure electrical equipment we comply with or exceed the Government Buying Standards (GBS). 


			If the item is outside the GBS we will: 


			•	choose the most energy efficient option at best value, that meets our needs 


			•	make sure we include whole-life costs including energy use and disposal costs in our decision-making. 


			Delivery 








			We will deliver this policy through:


			•	the Private Finance Initiative (PFI) contract 


			•	Commercial Directorate processes 


			•	managers across the agency who will understand the requirements to become more energy efficient. 





			Estates Management Group (EMG) will be responsible for making sure staff and contractors are aware of this policy and its purpose. 


			Human Resources


			Corporate energy policy 





			DVLA
Longview Road
Morriston
Swansea
SA6 7JL


			gov.uk/dvla
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Information to be provided by Bidders





As part of your submission, you must complete certain sections within the documentation and associated statements, for your response to be considered compliant. 





The table below sets out the information that must be completed and returned as part of your submission.





			Document


			Instruction





			Submitted Response


			Complete and Return





			Price Schedule 


			Complete and Return





			Appendix 1 – Equality Diversity and Inclusion Policy


			Review and acknowledge





			Appendix 2 – DfT Counter Fraud Bribery and Corruption


			Review and acknowledge





			Appendix 3 – Invoicing Procedures


			Review and acknowledge





			Appendix 4 – Statement of Assurance Questionnaire


			To be completed prior to formal award





			Appendix 5 – Offshoring Questionnaire


			To be completed prior to formal award





			Appendix 6 – Armed Forces Covenant


			Complete and Return if Applicable





			Cyber Essentials Certification


			To be provided at the point of contract award. 














November 2022
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