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SCHEDULE 7B
Order Form for Desktop Hardware & Catalogue Services 2020 Mini Competition
Call-Off Contract (“Contract”) under the HealthTrust Europe LLP Framework Agreement for the provision of Enterprise Level Information Communication Technology (ICT) Solutions for hardware, software, programs, applications, security, computer science, managed services, consultancy, support and associated services – 2019 (reference number: SF050716) dated 27th September 2019.

	The Authority
	The Secretary of State for The Department of Work & Pensions, Caxton House, Tothill Street, London, SW1H 9NA

	The Supplier
	Computacenter (UK) Hatfield Business Park, Hatfield Avenue, Hatfield, AL10 9TW

	HealthTrust Europe Contract Reference
	HTE-005704



The Supplier and the Authority hereby agree as follows:

1. Following the completion of a mini-competition exercise (“Mini-Competition”), the Authority wishes to enter into a Contract in respect of the Goods and Services pursuant to the Framework Agreement. 

2. The Contract incorporates, and the Supplier agrees to abide by, the following documents:

(a) the Mini-Competition Specification of the Authority’s requirements as appended at Appendix 1 overleaf; 

(b) the Mini-Competition Response Document submitted by the Supplier, including the Contract Price, as appended at Appendix 2 overleaf; and

(c) the Call-Off Terms and Conditions set out at Appendix A, as applicable, to the Framework Agreement (including the front page and all Schedules thereto).

3. Where the Call-Off Terms and Conditions set out at Schedule 1 of Appendix A to the Framework Agreement apply, the Authority acknowledges and agrees to the HealthTrust Europe Key Provisions, in particular as stated below for the avoidance of doubt:

(a) In the event that the Authority terminates its agreement with HealthTrust Europe for convenience or otherwise, and such termination takes effect before the end of the Initial Term (as defined in the UHCW Framework) or in the event that the Authority’s agreement with HealthTrust Europe (made pursuant to the provisions of the UHCW Framework) expires without being renewed on or after such Initial Term, HealthTrust Europe shall notify the Supplier of such termination or expiry in accordance with the provisions of Clause 16 of Schedule 1 of the Framework Agreement (“Beneficiary Withdrawal Notice”). Upon receipt of such Beneficiary Withdrawal Notice by the Supplier, the Supplier shall cease to apply for the benefit of the Authority, the Contract Price or  any special discounts in relation to such supply which applied solely by reason of the operation of the UHCW Framework and its associated services and/or framework agreements or any contract made between the Authority made pursuant thereto and further the Authority shall no longer be permitted to place Orders or benefit from the Contract Price, save with the prior written consent of HealthTrust Europe.

(b) The Authority acknowledges and agrees that the Supplier is subject to an activity based income (ABI) management charge in relation to any Orders placed by the Authority under the Framework Agreement.

(c) The Authority and the Supplier agree that (in addition to the Authority’s right to enforce the Contract) HealthTrust Europe may enforce any term of the Contract as principal in respect of ABI and Management Information and as agent on behalf of the Authority in respect of all other terms.

4. The Commencement Date of the Contract shall be the date of last signature. 

5. The Term of this Contract shall be one (1) year from the Commencement Date. The Authority may extend the term of this Contract by 12 months by providing prior written notice to the Supplier.

6. The maximum total contract value will be £35,000,000 inclusive of VAT.

7.  Data Protection

	7.1 The Parties acknowledge that the Authority is the Data Controller (as defined by the Data Protection Legislation) and the Supplier is the Data Processor (as defined by the Data Protection Legislation) in respect of any Personal Data Processed under this Contract.

7.2 The only Processing that the Supplier is authorised to do is listed in Table A of the Data Protection Protocol by the Authority and may not be determined by the Supplier.

8. Any delivery dates under this Contract shall be as per the Supplier’s quotation however the Supplier will endeavour to meet the Authorities required delivery dates. Delivery shall mean the delivery of the Goods into Hatfield, or where the item is a Catalogue item, then delivery shall be to any UK location as specified by the Authority and subject to a per item delivery charge. The Buy and Store Terms set out at Appendix 12 shall apply to this Contract. 


9. The Supplier shall grant the Authority access to the Supplier site on reasonable prior written notice for the purposes of Audit & compliance. 

10. The payment profile for this Contract shall be within 30 days of receipt of an accepted invoice for the performance of the contract

11. The Authority may terminate this Contract forthwith by notice in writing to the Supplier at any time on one (1) months written notice.
The Services shall be provided and Goods delivered by the Supplier at the Premises and Locations set out in the Mini-Competition Specification. 
12.  Change Control 

(A) Any changes to this Contract, including to the Services and Goods, may only be agreed in accordance with the Change Control Process set out in Appendix 3 overleaf.
13. Liability. The total liability of the Supplier for any particular Order (other than those which cannot be limited by law) shall not exceed 120% of the relevant specific Order value.

14. The terms of Appendix 9 shall apply to the provision of any Software, maintenance services and the supply of Goods.

15. The Contract Managers at the commencement of this Contract are:

for the Authority:	[REDACTED] 				 
for the Supplier: 	[REDACTED]

16. Notices served under this Contract are to be delivered to:

a. for the Authority: [REDACTED]

b. for the Supplier:	[REDACTED]

17. In this Contract, unless the context otherwise requires, all capitalised words and expressions shall have the meanings ascribed to them by the Framework Agreement and/or Call-Off Terms and Conditions.

18. The following Appendices are incorporated within this Contract:

	Appendix 1
	Mini-Competition Specification 

	Appendix 2
	Mini-Competition Response Document 

	Appendix 3
	Change Control Process

	Appendix 4
	Operations Manual

	Appendix 5
	Locations subject to lease and/or license 

	Appendix 6
	Step In Rights

	Appendix 7
	Termination

	Appendix 8
	TUPE Transfer

	Appendix 9
	Software and End User License Agreement (EULA)

	Appendix 10
	Key Performance Indicators

	Appendix 11
	Subcontractors




Signed by the authorised representative of THE AUTHORITY

	Name:
	[REDACTED]
	Signature:
		

	Position:
		
	
	


Signed by the authorised representative of THE SUPPLIER

	Name:
		
	Signature
	…………………………………….

	Position:
	………………………………….
	
	





Appendix 1
Mini Competition Specification

[bookmark: _MON_1667633649] 

Appendix 2
Mini Competition Response Document 
The Supplier will utilise the Customer’s TechNow Service Management tooling in the delivery of Request Management. In the first instance The Authority will provide Computacenter the ability to bulk download requests from TechNow, this bulk download will be in the format of a CSV file. Computacenter shall perform the bulk download daily from TechNow. Computacenter’s customer support team will convert the bulk download of requests into orders through our order processing toolset and in turn delivered to the DWP end users in the agreed delivery timeframe. Computacenter will utilise TechNow to complete a daily bulk upload to confirm completed deliveries. Both parties will agree to review the wider usage of TechNow during the transition period & agree through the Operations manual
At the point of Contract Signature, the available options to manage this are by:
· Web access
· As guided by the TechNow Code of Connectivity
· Provision and use of Customer Devices for nominated Supplier staff



Appendix 3
Change Control Process
The Contract can be varied only by a change control note which explicitly states it is intended to vary this Contract, and which is signed by an authorised representative of each Party. Each Party may from time to time notify the other in writing as to who is the point of receipt of that notification and an authorised representative for that Party.

Appendix 4
Operations Manual
Within six weeks of Contract signature the Supplier will document and the Authority will review and agree the Operations Manual including but not exclusively, the following processes:
· Account Management
· Asset reporting
· Invoice Management
· Standard Request Management, including
· Management of requests to DWP user homes
· Assistive Technology Requests
· Non-Standard Request Management
· Catalogue Management
· Access & Use of TechNow
TechNow utilisation
[REDACTED]

Appendix 5
Lease and/or Licence to access Premises and Locations
 Lease and/or License to access Premises and Locations is Not used in this Contract

Appendix 6
Step In Rights
Step in rights are not used in this Contract

Appendix 7
Termination Sum
No termination Sum shall apply in this Proof of Concept or Contract other than the obligation to exchange any reasonable consideration related to delivered services completed in accordance with the price tariffs displayed above at Appendix 2. 

Appendix 8
Staff Transfer
Appendix 8 in respect of Staff Transfer shall not apply to any part of this Contract.
 

[bookmark: _Hlk4056241]Appendix 9
Software and EULA
Third party software (if any) shall be licensed subject to the third party licensor’s standard license terms which shall govern the supply, the Customer’s use of and obligations relating to the software in their entirety and which shall prevail in the event of any conflict with the terms and conditions of this Call-Off Contract save for the Payment Schedule.
Third party services (if any) shall be supplied subject to the applicable third party’s standard service terms.
The warranty for Goods shall be as per the applicable third party manufacturer’s standard warranty.
Appendix 10
Key Performance Indicators and SLAs
I. The KPIs and SLAs which the Parties have agreed shall be used to measure the performance of the Services by the Supplier are contained in the below table.
II. The Supplier is required to manage and provide the Services in such a way as to meet the KPIs and SLAs.
III. The Supplier shall monitor its performance against each Target KPI and SLA and shall send the Authority a monthly report detailing the achievement in a form and format to be mutually agreed. 
IV. Asset reporting service level will include the necessary asset reports as agreed through the operations manual.
V. KPIs and SLAs relating to this Contract are as follows: - 


	Ref
	Service Level
	Description
	Target
	Measurement
	Event Grading

	1
	Asset reporting 
	Upon receipt of order supplier to provide asset report to the Customer’s Asset Management team.  
	Within 5 Business Days
	KPI
	Green > 98%
Amber < 98%
Red <97%
Black < 95%

	3
	Standard Catalogue Requests
	Delivery of requested items (up to 30) to any UK location
	Delivered within 5 Business Days
	
SLA

	Green > 98%
Amber < 98%
Red <97%
Black < 95%

	4
	Accessibility Service  users catalogue requests
	Delivery of requested items (up to 30) to any UK location
	Dispatched within 2 Business Days
	SLA
	Green > 98%
Amber < 98%
Red <97%
Black < 95%

	5
	NSR reporting
	Provision of NSR reporting with recommendations
	Within 5 Business Days of the end of the monthly finance period
	KPI
	Green > 98%
Amber < 98%
Red <97%
Black < 95%

	6
	Invoicing accuracy
	Provision of accurate invoices
	98% accurate
	KPI
	Green > 98%
Amber < 98%
Red <97%
Black < 95%

	7
	Invoice queries
	
Respond to  Customer invoice queries
	Within 3 Business Days
	KPI
	Green > 98%
Amber < 98%
Red <97%
Black < 95%


1 Monitoring Performance
1.1 Performance by the Supplier against each KPI & SLA shall be graded as follows:
	Green Event 
	Meets the KPI & SLA 

	Amber Event
	Some failure to meet the KPI & SLA which requires closer monitoring and plans for corrective action. 

	Red Event
	Material failure to meet the KPI & SLA

	Black Event
	Significant failure to meet the KPI & SLA



1.2 The Supplier shall provide the Authority with a monthly performance report detailing its performance in respect of each of the Service Levels & Key Performance Indicators. 
1.3 The Contract Managers shall have regular meetings to monitor and review the performance of this agreement, the achievement of the KPIs and SLAs and the provision of the Services. Such meetings shall be minuted by the Supplier’s Contract Manager and copies of those minutes shall be circulated to and approved by both parties.
1.4 Prior to each meeting, the Contract Managers shall notify each other of any problems relating to the provision of the Services for discussion at the meeting. At the meeting, the parties shall agree a plan to address such problems. Progress in implementing the plan shall be included in the agenda for the next meeting.
1.5 The Authority and the Supplier shall review the KPIs every one (3) months throughout the Contract Period and make any changes in accordance with the Change Control Process to reflect changes in the requirements for the Services.   
2 Service Level Failure 
2.1 A Service Level Failure shall occur where, in any one-month period:
	Red Event
	Registered against two SLAs

	Black Event
	Registered against one SLA


   Service Credits
2.2 If there is a Service Level Failure, the Supplier shall:
2.2.1 notify the Authority immediately of the Service Level Failure;
2.2.2 otherwise than in the occurrence of a Relief Event, automatically credit the Authority with the applicable service credits as described below (“Service Credits”);
2.2.3 provide the Authority with a draft remediation plan which sets out the steps to be taken by the Supplier in order to remedy the Service Level Failure and prevent recurrence (“Remediation Plan”);
2.2.4 deploy all additional resources and take all remedial action that is necessary to rectify or to prevent the Service Level Failure from recurring; and
2.2.5 carry out the actions identified in Remediation Plan in accordance with its terms.

2.3 Other than in the following circumstances:
2.3.1 Any negligent act or omission of the Authority;
2.3.2 Any breach of an express provision of this Contract by the Authority;
2.3.3 Any Force Majeure Event;
If there is a Service Level Failure, the Authority shall be entitled to a Service Credit equal to 2% of the Supplier revenue for the catalogue service in that Month period.

2.4 Service Credits shall either be shown as a deduction from the amount due from the Authority to the Supplier in the next invoice then due to be issued under this Contract, or the Supplier shall issue a credit note against a previous invoice and the amount for the Service Credits shall be repayable by the Supplier as a debt within thirty (30) Business Days of issue of the credit note. The parties agree that any such Service Credits have been calculated as, and are, a genuine pre-estimate of the loss likely to be suffered by the Authority.
The aggregate Service Credits for any month shall be capped at two (2) Service Credits or 4% of the Supplier revenue for the catalogue service for that month
Relief Event means any of the following 
(i) 	any breach of any express provision of this Contract by the Authority including without limitation an obligation to comply with the Authority’s obligations which is a direct cause of the Service Level Failure;
(ii)	 any negligent act or omission of the Authority which is a direct cause of the Service Level Failure;
(iii)	if the SLA % achievement is based on less than 50 measurable incidents;
(iv) 	if the Operations Manual has not been agreed and signed off by both parties; and
(v)	the relevant stock is not available via distribution or manufacturer in the UK;
(vi)	the initial backlog of Authority requests has been resolved and the service is delivering anticipated BAU volumes of between 140-200 request per working day. Both parties will endeavour to clear the backlog of pending customer requests within 8 weeks. 
(vii)	any Force Majeure Event.
Appendix 11
Subcontractors 
Appendix 11 in respect of Subcontractors shall not apply to any part to any part of this Contract.
Appendix 12
Buy & Store Terms
The parties shall agree the detailed Buy & Store terms applicable to this Contract by Contract variation as soon as possible after signing. The parties agree that the terms shall reflect the terms and processes agreed in “RFP1”, including (but without limitation) that risk shall pass to the Authority on delivery to the Customer nominated site, and that Customer nominated site may be the Supplier’s Hatfield site or another UK location. The Supplier shall insure any Goods stored at Hatfield for the Authority.
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Contract Specification



		Attribute

		Requirement

		Anticipated Volumes



		DEVICES 



		Surface Pro 7



		Provision of Surface Pro 7 device bundles and peripheral set

		Provision of Surface Pro bundles and associated peripherals



A Surface Pro bundle consists of:

· Surface Pro 7 device

· Surface Pro 7 Keyboard

· Surface Pro 7 Portable charger

· Surface Pro 7 Docking station



Peripherals that will be required to support the Surface Pro 7 bundles are:

· 12.5” protective sleeve 

· SP compatible USB headset 

· SP compatible keyboard 

· SP compatible smartcard reader 

· 3 port hub (Star tech or equivalent)

· USB Mouse

· Mini display port to HDMI cable

· Optional: Monitor with built in docking station



Supplier to price for device, peripherals and bundle



		15000



		Display size

		12.3" minimum 14" maximum

		



		Memory

		8GB 

		



		Storage

		Min 256GB SSD / HDD

		



		Processors

		8GB i5 processor

 

		



		Operating system

		DWP require compatibility with the current and future operating model therefore as a minimum the device shall be compatible with the Microsoft Windows 10 Operating System.

		



		Graphics card/capability

		Intel UHD Graphics (i3) or equivalent that shall operate a minimum of 2 displays.

		



		Security

		Device must meet a minimum of Trusted Platform Module 2.0 (TPM)

		



		BIOS

		Shall support Unified Extensible Firmware Interface (UEFI) / SecureBoot / Password Protection

		



		Power adaptor/cables

		Fast charging capabilities when using packaged charging cable

		



		Availability and delivery

		Supplier to confirm without limitation:

· availability to fulfil devices volumes requirements

· ability to acquire the volume of devices requested within the specified timescales.  

· ability to securely meet delivery requirements in an appropriate and proper manner including appropriate protection and insurance.

· Ability to retain a full audit trail of device asset details from stock to delivery

		



		Device weight

		Maximum weight of 5lbs

		



		Network adaptor

		Must support 10/100/1000 Mbps

1 x RJ - 45

		



		Ports and connectors

		Device to include minimum:

· 1 USB A port

· 1 USB C port (data and power)

· 1 x HDMi

		



		Audio ports

		1 Universal 3.5mm Audio port 

		



		Wireless/Bluetooth

		Built in WiFi 6 (802.11g/n/ac/ax) & Bluetooth 5

		



		Sound & Graphics compatibility

		Audio compatible with speech recognition software and screen readers, software includes:

· JAWS v13

· Zoomtext v10

· Supernova v12

· Dragon v13

		



		Speakers & Microphone

		Internal Speaker and microphone required

		



		Camera

		Integrated camera (front facing) for video conference that must be compatible with and support Windows Hello for business.

Minimum 5-megapixel (High Definition)

		



		Docking station

		Device compatible Docking Station that includes without limitation:

· UK Standard Power Cables

· Connectivity to an Ethernet Port 

· 4 x USB 3.0

· Connectivity to separate screen/monitor (Connectivity to VGA cable connection)

Provision of device connectivity in addition to the docking station (either internal or via dongles) to provide flexible ad-hoc connectivity 

· Ethernet connectivity to wired network

· Connectivity to VGA cable connection

		



		Monitors

		Provision of monitors compatible with all device types within the scope of this contract.

Monitor size required to range between 24” and 27”. (Majority of users can use 24”. Our Assistive Tech users will require 27”)

		5,000



		Devices to support day to day service requirements



		Provision 

		The Department has an ongoing requirement for the following devices to support the ongoing day to day service:

· Surface Pro 

· 8GB RAM i5 processor and 256GB storage 

· Surface Book

· 13”, 8GB RAM i5 processor and 256GB storage 

· Mini PC** 

· Server**

**Specifications for Mini PC and servers included at appendix 1

		





· 300

· 200

· 400

· 350



		Service



		Storage (Optional)

		Where a bulk request has been made, store device bundles and peripherals, until the customer requires them to be called off in batches, whilst maintaining accurate device asset details of all kept in stock

		



		Bulk Delivery

		Deliver bulk device bundles to DWP Technical Services Supplier in Hatfield in Hertfordshire.  

		



		Warranty Management

		All devices must be provided with a 1-year warranty manufacturing warranty at no extra cost. The Supplier to provide details of the warranty to include repair/ replacement turnaround terms, timescales and contact information. The warranty period to commence at the point of delivery to the Customer’s site. 



Where the standard manufacturer’s warranty is greater than one year this shall be clearly stipulated in the Supplier’s response.



Warranty Management will be performed by DWP Technical Services supplier. Where required the Supplier will support the Technical Services supplier with resolution of any Warranty Management issues

		



		Asset reporting

		The Supplier must comply with DWP Device Asset Management policies and procedures by updating the DWP Asset Repository so that devices can be tracked from purchase to delivery and any other stage of the device lifecycle where the Supplier is involved. If there is any period where the Supplier does not have access to the DWP Asset Repository, a complete and accurate asset inventory of all DWP devices must be maintained in ‘real-time’ including without limitation

· Asset Categorisation

· Manufacturer

· Model number

· Serial number

· Asset Cost

· Asset Tag (if allocated)

· Asset Status (e.g. Available, Defective, pending install, etc. as per DWP AM P&P’s) 

For the avoidance of doubt devices must be able to be tracked at all stages so DWP can account for every device it has purchased and know the status of that device in order to undertake effective demand management

		



		Account Management

		The supplier is required to provide a dedicated Account Manager for the provision of this contract. The Account Manager shall be responsible for:

1. contract management

2. order queries and resolution

3. complaints resolution

4. catalogue requirements 

5. Management Information (MI) reporting



The Account Manager will be responsible for conducting monthly reviews, as agreed with the customer

		



		Green credentials

		Supplier to confirm the Green Credentials for the device for:

· Device Packaging

· Device recycling options 

· Device materials  

· Power consumption 

		



		Availability and Delivery

		Supplier to confirm ability to:

·  acquire the volume of devices requested within the specified timescales.  

·  securely meet delivery requirements in an appropriate and proper manner including appropriate protection and insurance.

· retain a full audit trail of device asset details from stock to delivery

		



		Security

		In delivery of services to DWP, comply with DWP Security Policies and Standards

https://www.gov.uk/government/publications/dwp-procurement-security-policies-and-standards

		



		Disaster Recovery

		It is essential that suppliers have a detailed process or policy for disaster recovery for their internal systems and operations. Organisations need to have robust programs in place to enable the continuation of service delivery to the customer.

		



		Business Continuity

		Suppliers must have the appropriate support infrastructure, processes and policies in place in order that changes in global scenarios do not impact the delivery of services and solutions to the customer. This should be aligned to the Disaster Recovery process and the customers delivery requirements.

		



		General Invoicing

		All invoices to be itemised by identifiable marker such as Request number or RITM



The supplier will provide accurate invoices. 98% of invoices must be correct

The supplier must respond to DWP invoice queries within 3 business days

		



		CATALOGUE AND REQUEST MANAGEMENT (Peripherals) Requests for devices will be managed through DWP Technical Services contract



		Standard request (up to 30 items)

		Upon request deliver to a UK location as specified by the Customer within 5 working days. The Supplier shall use the Customer’s TechNow tooling in order to fulfil these requests 

		



		Non-Standard request (NSR)

(30+ items, or non- catalogue items)

		Monitor volumes of items requested via NSR, and provide a monthly report. Where a similar item is requested more than 5 times in a six month period,  raise a recommendation for  inclusion as standard catalogue item 

		



		Assistive Tech requests

		· Utilise Customer’s TechNow tooling in order to fulfil requests

· provide the item requested.  Any substitution should only be after consultation with DWP

· dispatch requested products within two working days of receipt of request 

· track a device from stock to delivery

		



		Catalogue



		Provide and maintain, in a format specified by the Customer, details of all items that may be included in a ‘catalogue’ offering (excel spreadsheet based) including without limitation the following headings: 

· Catalogue Reference 

· Product Code

· Supplier Part Code

· Short Description

· Name

· Detailed Description

· Cost Price

· Additional Charges

· Catalogue Price

· Price Breakdown

· Lead Time

· Manufacturer

· Make

· Model

· Supplier

· Version

· Storage

· Capacity

· Comments

		



		Catalogue Management

		· Agree a priced standard Catalogue

· Agree a priced Assistive Technology Catalogue

· As an exception add new items to the Catalogue outside any annual/regular refresh

· Notify price changes prior to imposition

· Notify DWP when catalogue items are anticipated to or have gone end of life

· Recommend potential replacements for end of life items and provide samples to DWP on request

· Provide advice/suggestions of new items that could be adopted by DWP

		



		Invoicing

		The charging mechanism used by the Supplier for the standard catalogue, assistive technology catalogue and any other catalogue items, as agreed by both parties shall be managed according to the Customer’s consolidated invoice process.  This mechanism is in addition to any other payment terms agreed between the parties.



The consolidated invoice process is held at Appendix 2



All invoices to be itemised by identifiable marker such as Request number or RITM



		



		

		The supplier will provide accurate invoices. 98% of invoices must be accurate

		



		

		The supplier must respond to DWP invoice queries within 3 business days 

		



		TechNow



		Utilisation

		The Supplier will utilise the Customer’s TechNow toolset in the delivery of their services. 



In relation to Request Management:

· access request details from TechNow following business approvals

· update TechNow with the status of tasks – including delivery/completion

· update TechNow to inform requestor of any delay

· manage escalations and cancellations via TechNow



Supplier Access will be via Web access or by use of a DWP device

TechNow Code of Connectivity for 3rd Party Direct Access



Purpose



This Code of Connectivity (CoCo) summarises the requirements for a 3rd party supplier to connect from their corporate infrastructure directly to the DWP TechNow Service Management tooling. Provision of this type of connectivity is at the sole discretion of the Department for Work and Pensions (herein after referred to as ‘DWP’ or ‘The Department’).



Applicability



The scope of this CoCo is that of 3rd Party Suppliers with UK based resources accessing the TechNow system from UK locations. Where Pathway 1 or Pathway 2 approval has been received for access to TechNow then this CoCo also applies to suppliers or supplier resources accessing TechNow from locations as approved within their respective Pathway 1 or Pathway 2 offshore approval.



Assurance of the Supplier Corporate end-point devices.



•	The Supplier will agree to their corporate build device being assured for connectivity to the Department’s tooling including a penetration test to be performed by an approved Security Tester under an agreed testing standard as agreed by the ESRM Security Risk Lead against their corporate device build.

o	The device should be configured in a secure manner using the CESG End User Devices Security Guidance located at the following URL. Versions are also available for other operating systems from the same website.

	https://www.ncsc.gov.uk/guidance/end-user-device-security

	The browser on the device which is used to access the Department’s tooling must be configured to use TLS 1.2 as a minimum.

	USB storage device access should be appropriately managed. Where possible this should be locked down so as to become unusable but, where this is not feasible, the Supplier will confirm to the Department that all users of the Department’s services have agreed to procedures acknowledging the prohibition of using USB storage devices to transfer data to or from these services. If local working practices specifically require this type of working then the Supplier will demonstrate to the process being used to the Department and seek a waiver which may be approved on a case by case basis.

o	The Supplier will be responsible for arranging the penetration testing prior to the Department allowing connectivity. Once this has been done the Department will need to see the output and sign off the connectivity.

o	The Supplier will be responsible for the cost of this assurance exercise and for carrying out any remedial activities as identified by the ESRM Security Risk Lead.

o	The scope of the test will be against the CESG End User Devices Security Guidance for the Suppliers corporate build(s) 

o	The purpose of the audit will be to ensure that the device is secured correctly (regularly patching, has no known vulnerabilities, has up to date anti-virus, malware etc.).

•	The Department reserves the right to carry out future checks for compliance. Typically the penetration test will need to be carried out on an annual basis or if there any major build change to the end device. It is the Suppliers’ responsibility to inform the Department if there are any major changes to their corporate build e.g. new OS or security component and for arranging the required penetration test.

•	Suppliers’ staff are not allowed to use a personal device at any time to access TechNow.



Acceptable Usage Policy



The Supplier will be responsible for ensuring the following obligations are adhered to for users of The Department’s TechNow Service:

•	The Supplier’s staff will need to read and agree to an acceptable usage policy.

•	The Supplier’s staff must be BPSS approved as a minimum or, if working under Pathway 1 or Pathway 2 offshore approval, an agreed alternative.

•	Connectivity directly from a home broadband connection is not supported by this solution. All access is via the Supplier’s corporate network and approved IP address(es).

•	TechNow will be accessed only from approved locations or as defined within the Pathway 1 or Pathway 2 offshore approval.



On-boarding and User administration



The Supplier will be responsible for providing: 

•	A list of external facing IP addresses on their corporate network from which users will access the TechNow service. Access will only be allowed from approved location(s) and when presenting the IP address, as identified by the Supplier, to TechNow. The supplier shall be responsible for providing the Department’s TechNow team with a list of all IP addresses or subnets used at all locations from where TechNow will be accessed. The range of IPs should be limited to those required for access to the service or, ideally, to the corporate proxy server addresses which the end points will use to access the TechNow service.

•	Details of users and email addresses and all other user details as requested by the on boarding team.

•	Any new groups for each ITIL processes that the supplier will participate in.

•	User to group mapping.

•	SLA Information (Generic Service Obligations).

•	Any specific closure codes/analysis codes that may assist in trending.

•	Call routing information.

The Supplier is responsible for informing the Department’s TechNow administration team of any leavers and joiners using the template provided.



Non compliance



•	Failure to comply will the above terms and conditions will result in access to the tooling being rejected, suspended or withdrawn.

•	Use of the service may be withdrawn for individual users or for the Supplier as a whole depending on the nature of the breach

•	Any breach of the above terms and conditions will be treated by The Department as a security incident.



Useful links

The following two links contain further information regarding ITHC providers for the UK:

•	https://www.ncsc.gov.uk/articles/using-check-provider

•	https://www.digitalmarketplace.service.gov.uk/g-cloud/search?q=check+ithc





Version 1.0 (Final Baselined)
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Appendix 1 – Server and device specification for day to day volumes

Servers

		Attribute

		Requirement



		Chassis

(Rack Mounted)

		The server must be able to be mounted in industry standard racks for the communication rooms. The proposed server must not take more than 2U rack space.

The chassis should be designed for optimum cooling and air flow in the communications room.

The chassis must include the mounting kit & cable management unit. 

The chassis must be able to accommodate additional SFF disks in the future if required. 

The chassis must be of the latest generation for the proposed model so as to avoid any EOL/EOS within next five (5) years.



		Processor

		The server must have two processors with minimum of following:

64 Bit Intel Xeon Scalable processor (or equivalent) with second-level address translation (SLAT)

8 Cores in each processor

2.10 GHz  or higher Base Frequency and Higher Turbo Boost Frequency

11MB or Higher L3 Cache

Intel Virtualization Technology (Intel VT)

VM Monitor Mode extensions

Data Execution Prevention (DEP) i.e. XD bit (execute Disable bit)

IOMMU (Intel VT-D)



		Operating System

		DWP require compatibility with the Windows Server 2016 all roles including Hyper-V, Standard and Datacentre edition. The server hardware must support all security features from Windows Server 2016 Hyper-V Datacentre edition.

Please do not include Windows Server 2016 Operating System licences and associated costs.



		

		



		Memory

		At least 64GB (4x16GB) RAM compatible with the server CPUs.



		Storage

		3x300GB SAS 12G Enterprise 10K SFF disks

5x1.8TB SAS 12G Enterprise 10K SFF disks

All the disks must be hot swappable.

The server must be extendable to add more disk capacity in the future if required. 



		Security

		Device must incorporate a Trusted Platform Module (TPM) supporting TPM 2.0 and down gradable to TPM 1.2.              

ECC Memory Support.

UEFI 2.3.1c secure measured boot support.



		Power Supply 

		The server must have a pair of redundant hot swappable power supplies and required cables suitable for Datacentre rack power units or Tower chassis configuration as appropriate.



		

		



		Network Adapter

		4 x NICs for Data traffic

Must support 100/1000 Mbps



		

		



		Remote Management

		The server must have remote management network interface and full support enabled for remote administration of the hardware.



		Chassis 

(Rack mounted)

		The Server must be able to be mounted in industry standard racks for the communication rooms or being supplied in tower form, the form factor to be defined at the time of order. The proposed server must not take more than 2U rack space.

The chassis should be designed for optimum cooling and air flow in the communications room.

The chassis must include the mounting kit & cable management unit. 

The chassis must be able to accommodate additional SFF disks in the future if required.

The chassis must be of the latest generation for the proposed model so as to avoid any EOL/EOS within next five (5) years.



		Chassis

(Tower model)

		The server chassis should be a free standing unit in a tower configuration.

The chassis must include any feet or stand / support to ensure stability of the chassis.

The chassis should be designed for optimum cooling and airflow.

The chassis must be able to accommodate additional SFF disks in the future if required.

The chassis must be of the latest generation for the proposed model so as to avoid any EOL/EOS within next five (5) years.



		Processor

		The server must have two processors with minimum of following:

64 Bit Intel Xeon Scalable processor (or equivalent) with Second-Level Address Translation (SLAT)

8 Cores in each processor

2.10 GHz  or higher Base Frequency and Higher Turbo Boost Frequency

11MB or Higher L3 Cache

Intel Virtualization Technology (Intel VT)

VM Monitor Mode extensions

Data Execution Prevention (DEP) i.e. XD bit (execute Disable bit)

IOMMU (Intel VT-D)



		Operating System

		DWP require compatibility with the Windows Server 2016 all roles including Hyper-V, Standard and Datacentre edition. The server hardware must support all security features from Windows Server 2016 Hyper-V Datacentre edition.

Please do not include Windows Server 2016 Operating System licences and associated costs.



		Memory

		At least 64GB (4x16GB) RAM compatible with the server CPUs.



		Storage

		3x300GB SAS 12G Enterprise 10K SFF disks

5x1.2TB SAS 12G Enterprise 10K SFF disks

All the disks must be hot swappable.

The server must be extendable to add more disk capacity in the future if required.



		Security

		Device must incorporate a Trusted Platform Module (TPM) supporting TPM 2.0 and down gradable to TPM 1.2.

ECC Memory Support.

UEFI 2.3.1c secure measured boot support.



		Power Supply 

		The server must have a pair of redundant hot swappable power supplies and required cables suitable for Datacentre rack power units.



		Network Adapter

		4 x NICs for Data traffic

Must support 100/1000 Mbps



		Remote Management

		The server must have remote management network interface and full support enabled for remote administration of the hardware.



























Mini PC

		Attribute

		Requirement



		Chassis

		A small form factor PC device (circa. 1L volume) that is inserted into a docking module on the rear of a monitor such that appearing integrated, device and monitor can be separated in the event of a failure.

 

Any proposed solution should ensure that the device and monitor is safe, secure and prevented from unauthorised removal. 


Desk space in DWP is a premium and the required form factor makes the best use of desk space.
The power button must not be obviously visible at the rear of the system in order to avoid customers powering the device off in public-facing situations.


Any proposed solution must enable the chassis to be detached from both stand/swing arm without the need to un-mount the monitor.



Any proposed solution must enable the monitor to be mounted to the swing arm / stand without the need to have the chassis pre-installed.



Any proposed solution must include integrated cabling between the chassis and the monitor (i.e. a chassis dock).

Chassis must be interchangeable with the monitors – enabling chassis swap outs.



The Supplier confirms chassis to monitor docking must remain compatible and available for minimum of five (5) years.

Any proposed solution must supply all appropriate cables and connections with reference to the cable requirement below.

Chassis unit must be able to be procured separately from the monitor unit.





		Display size

		23" minimum visible screen.

Minimum 1920x1080 resolution.

Minimum 50 Hz refresh rate.

16:9 aspect ratio.



		Graphics card/capability

		Intel HD Graphics 630 or equivalent that shall operate a minimum of 2 displays



		Processor

		Generation 8 Intel i5 Processor, or equivalent

Generation 8 Intel i7 Processor, or equivalent

(Supplier to provide costs for this variant for power users)



The Supplier shall confirm when the 8th Generation Core Processor will be available and to provide an optional price for a Generation 7 Intel i7 Processor, or equivalent.



		Operating system

		DWP require compatibility with the current and future operating model therefore as a minimum the device shall be compatible with the Microsoft Windows 10 Operating System.



		Memory

		At least 8GB RAM and at least one empty slot to accommodate optional upgrade to 16GB in future



		Storage

		Min 256GB SSD 



		Audio ports

		3.5mm Universal Audio Jack



		Cameras

		Ultimately a Windows Hello compatible camera is required as an integral part of the monitor. Products must have a product family timeline that provides this, but it may not be immediately available. 

There is an expectation that the camera will be “HD” ready.



		Security

		Device must incorporate a Trusted Platform Module (TPM) supporting TPM 2.0 and down gradable to TPM 1.2.



		Keyboard/Mouse

		Standard Mouse with scroll button

Standard Windows, or equivalent, keyboard must have integrated smartcard reader and integrated Fingerprint reader which is compatible with Windows Hello.



		Ports/Connectors

		Sufficient ports to accommodate:

Keyboard with smart card reader, mouse, headset, additional smart card reader, Windows Hello, or equivalent, camera or fingerprint reader (if not integrated) which at least two should be front facing and easily accessible.

These ports should be USB3 although it is acceptable for keyboard and mouse to be attached to USB2.

Additional HD video out port to allow for the use of an, optional, second monitor. Port must be capable of digital HD output. DVI and Display port should be provided with a converter to HDMI.



		BIOS

		Shall support Unified Extensible Firmware Interface (UEFI) / SecureBoot / Password Protection



		Power adaptor/cables

		UK Standard Power cable 

Please note that some sites have a restriction that only one power socket is available to support each deployment (e.g. device and monitor). Chassis and monitor must be powered by a single power supply.



		Sound and graphics

		Audio compatible with speech recognition software and screen readers, software includes:

• JAWS v13

• Zoomtext v10

• Supernova v12

• Dragon v13

Internal Speaker and microphone required.



		Network adaptor

		1 x RJ-45 

Must support 10/100/1000 Mbps`



		Monitor/Chassis stand

		Monitor stand must be height and tilt adjustable

Chassis and monitor to be able to be provided with and without a stand (where swing arms are used).

Monitor / chassis stands should be priced as a discrete item and must be able to be procured separately



		Additional monitor

		Monitor unit should be able to connect to an external chassis using HD video in port. Monitor unit must be available to be procured separately from the chassis



		Monitor arm

		The Customer currently has a number of deployment options across the estate including single monitor arms, dual monitor arms and lockable cabinets. The supplier solution must be able to conform to using monitor arms have a weight limitation of 11kg, have a standard mount (VESA 100X100 mm) and are fully compatible with our current 23” monitor stock. 

Any proposed solution must be able to reuse the existing swing arms



		Headset

		Over the head, binaural (stereo), lightweight (max 100g) USB connected Skype for Business certified headset compatible with Microsoft Windows 10 devices. 

Microphone on a flexible boom which can be adjusted to sit in front of mouth (100Hz – 10KHz range) and includes volume control and mute and padded earphones that sit on the ear, max size 6cm diameter, stereo output (20Hz – 20KHz).

















Appendix 2 – Consolidated Invoice process



A consolidated invoice shall be presented at the start of each Calendar Month, covering requests fulfilled between the first and last day of the previous Calendar Month. This will be a single-line, single-value invoice.

Prior to the submission of the consolidated invoice, the Supplier shall produce Consolidated Invoice Management Information detailing the goods being billed in the consolidated invoice.

In the event that Goods have been dispatched, but not yet delivered, within the Calendar Month’s consolidation period, upon the Supplier’s confirmation that those Goods shall be delivered within the Call Off Contract Invoicing Procedures payment term (e.g. 30 days from the date of receipt of the Valid Invoice), those Goods shall be included on that Calendar Month’s Consolidated Invoice.

Any Goods not dispatched within a Calendar Month shall not be included in that Calendar Month’s Consolidated Invoice.

The Customer shall receipt the Consolidated Invoice on the Customer system to release payment to the Supplier, subject to the terms detailed below.

Payment of Consolidated Invoices shall adhere to the Call Off Contract Invoicing Procedures on receipt of a Valid Invoice.

Where the submission of a Consolidated Invoice does not constitute a Valid Invoice (e.g the Invoice details, headers, terms are incorrect) the Consolidated Invoice will be rejected.  The Supplier shall remedy the error and submit a new Valid Invoice.  For the avoidance of doubt, the date on which the new Valid Invoice is submitted to the Customer system shall define the start of the payment terms as defined in the Call Off Contract Invoicing Procedures. 

Where the value of a Consolidated Invoice differs from the ‘Consolidated Invoice Management Information’, or where the Customer believes there is a discrepancy in the total value of the Consolidated Invoice, where the discrepancy constitutes greater than 10% of the Consolidated Invoice value, the Customer may, at its discretion, reject the Consolidated Invoice.  The Supplier shall remedy the discrepancy and submit a new Valid Invoice.  For the avoidance of doubt, the date on which the new Valid Invoice is submitted to the Customer system shall define the start of the payment terms as defined in the Call Off Contract Invoicing Procedures.

Where the discrepancies are within a 10% tolerance, the parties shall agree the value of the discrepancy and process credit notes.  In the event that credit notes are processed (e.g for goods returned or sundry credits), such credits shall be credited separately.  

The Supplier shall resolve any discrepancy to a Consolidated Invoice before the end of the following Calendar Month.  Where discrepancies have not been resolved, the Supplier shall produce a credit note for the value of the unresolved discrepancy.

The parties may from time to time agree that certain invoices shall not be consolidated and in such circumstances the parties shall follow the method of invoicing set out in the Call Off Contract Invoicing Procedures.















Contract Specification



 



 



Attribute



 



Requirement



 



Anticipated 



Volumes



 



DEVICES



 



 



Surface Pro



 



7



 



Provision of 



Surface Pro 7 



device bundles 



and peripheral set



 



Provision of Surface Pro bundles and associated 



peripherals



 



 



A Surface Pro bundle consists of:



 



·



 



Surface Pro



 



7 device



 



·



 



Surface Pro 



7 



Keyboard



 



·



 



Surface Pro 7 



Portable charger



 



·



 



Surface Pro 



7 



Docking station



 



 



Peripherals that will be required to support the Surface 



Pro 7 bundles are:



 



·



 



12.5” protective sleeve 



 



·



 



SP compatible USB headset 



 



·



 



SP compatible keyboard



 



 



·



 



SP compatible smartcard reader 



 



·



 



3 port hub (Star



 



tech or equivalent)



 



·



 



USB Mouse



 



·



 



Mini display port to HDMI cable



 



·



 



Optional: Monitor with built in docking station



 



 



Supplier to price for device, peripherals and bundle



 



 



15000



 



Display size



 



12.3" minimum 14" 



maximum



 



 



Memory



 



8GB 



 



 



Storage



 



Min 256GB SSD



 



/ HDD



 



 






Contract Specification    


Attribute  Requirement  Anticipated  Volumes  


DEVICES    


Surface Pro   7  


Provision of  Surface Pro 7  device bundles  and peripheral set  Provision of Surface Pro bundles and associated  peripherals     A Surface Pro bundle consists of:      Surface Pro   7 device      Surface Pro  7  Keyboard      Surface Pro 7  Portable charger      Surface Pro  7  Docking station     Peripherals that will be required to support the Surface  Pro 7 bundles are:      12.5” protective sleeve       SP compatible USB headset       SP compatible keyboard        SP compatible smartcard reader       3 port hub (Star   tech or equivalent)      USB Mouse      Mini display port to HDMI cable      Optional: Monitor with built in docking station     Supplier to price for device, peripherals and bundle    15000  


Display size  12.3" minimum 14"  maximum   


Memory  8GB    


Storage  Min 256GB SSD   / HDD   
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