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[The Scope is to be prepared in accordance with the structure set out in the “NEC4 
preparing a professional service contract volume 2” 

Entries contained within red brackets [  ] are guidance for the compiler or are recommended 
entries; these should be reviewed and accepted or changed as appropriate and as agreed 
by the Procurement Officer.  

Guidance and notes to document compilers are given in red or in comment boxes and must 
be removed when compiling a tender document. 

Text in black is mandatory text and must not be changed. 

Green text has been used for example where an Annex is referred to, simply to highlight to 
compilers that any cross referencing or numbering needs checking or that a hyperlink or e-
tendering system document needs including or referencing in Annex A (list of hyperlinks and 
documents). The green text can remain to highlight cross references to tenderers.] 
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WORK ORDER SCOPE 

 

S100 Purpose of the service 

S101   Terms and reference documents 

S101.1 In this Scope terms identified in the Contract Data are in italics and defined terms 
have capital initials. Other terms used with capital letters are defined in the 
Conditions of Contract or have the meaning given to them in Annex 1. 

S 101.2 References to documents within this Scope can be found in Annex 2.  

S105   Client’s objectives 

S105.1 [Explains why this service/ project is required. Specific objectives may include 
outcomes on safety, quality, time and functionality.] 

S110   Background 

S110.1 [Provide a summary of why the service is being commissioned. Set out the 
background to and the context in which the service will be carried out. Include 
relevant information which helps the Consultant plan the delivery of the service. 
This should be as concise as possible may answer questions such as: 

• What is the objective of the Client’s overall project of which service is a 
part? 

• Why is the service being carried out? 

• How does the service fit into a project or programme? 

• Where is project located? 

• What are the types of activities required to be carried out?] 

S200 Description of the service  

S205   Description of the service 

S205.1 [Provide a complete and precise description of what the Consultant is required to 
do to Provide the Service including deliverables. This should be consistent with the 
definition of the service in Contact Data Part one and identify the outline scope of 
service to be provided. A general description of Consultant’s plan may be included 
here.  

This may include a schedule or list of activities or tasks to be carried out or a 
detailed description of the service. Depending on the complexity of the service, it 
may be necessary to include information in separate parts of the Scope and/or in 
the appendices to the Scope. 

Clearly state what deliverables are to be submitted for acceptance by the Service 
Manager.]  
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S300 Existing information 

S305   Existing Information 

S305.1 [List existing information which is relevant to the service. The information itself 
might be best provided by inclusion of appendices to the Scope. The listed 
documents should include details for each document stating the author, the unique 
reference number, date & revision.] 

S400 Specifications and standards 

S405   Specifications and standards 

S405.1 [List any specifications and standards which apply. Such documents are likely to 
include both requirements and constraints and, so they should be checked to 
ensure they are consistent with other parts of the Scope.] 

S500 Constraints on how the Consultant is to Provide the Service 

S505   Project team - Others  

S505.1 [Explain how other organisations will be involved in the service or the same project 

for which the service relates to. State how communications are to be managed.] 
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S508   Environmental Requirements & Sustainability  

S508.1 In Providing the Service the Consultant complies with the Client’s environmental 
strategy, (see link in Annex 2) which is to invest for the long-term and capture the 
vision for the environment which is “a strategic road network working more 
harmoniously with its surroundings to deliver an improved environment”. This 
includes: conserve energy, water and other resources; reduce waste and phase 
out the use of ozone depleting substances and minimise the release of greenhouse 
gases, volatile organic compounds and other substances damaging to health and 
the environment. 

S508.2 The Consultant demonstrates environmental improvements in leadership and 
culture through accountability, capable employees and customer focused delivery. 

S508.3 The Consultant demonstrates recognition of health, safety and wellbeing in driving 
through environmental improvements which are to reduce noise pollution, improve 
air quality and improving resilience to flooding. 

S508.4 The Consultant ensures that any goods purchased by the Consultant on behalf of 
the Client (or those which become the property of the Client) comply with the 
relevant minimum sustainable procurement standards specified in the Government 
Buying Standards (see link in Annex 2). 

S508.5 All printed output produced by the Consultant in connection with the contract 
complies with the relevant Government Buying Standards and is printed on both 
sides where appropriate. 

S509   Energy Efficiency Directive 

S509.1 The Consultant 

• complies with the requirements of Procurement Policy Note 7/14 entitled 
“Implementing Article 6 of the Energy Efficiency Directive” (“PPN 7/14”) (see 
link at Annex 2) and any related supplementary Procurement Policy Notes in 
Providing the Service, 

• ensures that any new products purchased by it for use partly or wholly in 
Providing the Service comply with the standard for products in Directive 
2012/27/EU (see link at Annex 2),  

• demonstrates efficiency in resource use and maximisation of re-use and 
recycling of materials to support the Client’s “circular economy” ambition as 
stated in the Client’s Sustainable Development Strategy (see link at Annex 2),  

• ensures that any new products purchased by a Subcontractor for use partly or 
wholly in the performance of its obligations under its subcontract complies with 
the standard for products in Directive 2012/27/EU,  

• ensures that Subcontractors demonstrate to the Consultant how any new 
products purchased by the Subcontractor for use partly or wholly in the 
performance of its obligations under a subcontract complies with the 
requirements of PPN 7/14 and 

• includes requirements to the same effect in any subsubcontract (at any stage 
of remoteness from the Client). 

S509.2 The Consultant demonstrates to the Service Manager how any new products 
purchased by it for use partly or wholly in Providing the Service comply with the 



Highways England  SPECTRE Work Order Scope 
[Work Order Title] 

Professional Service Contract                    Page 10 of 76                    [Work Order Date]  

requirements of PPN 7/14. 

S510   Communication system 

S510.1 The Consultant uses any other system identified by the Service Manager. The 
Consultant ensures that all communications required by the contract are issued 
using that system. 

S510.2 If information is to be exchanged electronically, the Consultant complies with the 
Client’s procedures (see link at Annex 2) for safeguarding the connection and the 
format of transmitted data. 

S510.3 For non-electronic exchange of information, the Consultant complies with the 
Client’s procedures for safeguarding the transmitted data. 

S510.4 Electronically stored data is provided in a format capable of transfer to readily 
available equipment in general use. 

S510.5 [Detail the communication systems to be used.  

Consider the use of the following: 

• Internet based collaboration tool 

• Electronic mail system or 

• Standard forms and templates] 

S511   Communication  

S511.1 The Client produces an overarching annual communications strategy (see link in 
Annex 2) which places emphasis on planned and targeted communications across 
all areas of the Client’s work, setting out the Client’s vision, values and company 
objectives. Better, more accessible communications, are a key part of putting 
customers first.  

S511.2 The Client’s communications strategy places a clear, consistent visual identity, 
“brand” and company narrative as central to all publicity. This means that while the 
Consultant delivers the service, the Client will remain as the public face and will 
have control over the wording and design of all publicity material.  

S511.3 The Consultant is to liaise with the Service Manager, in the first instance, in relation 
to all communications activities, opportunities and/or issues, unless otherwise 
agreed by the Client. 

S511.6 The Consultant provides a monthly communications report to the Service Manager. 
The report is a mandatory requirement and is to include details of all proactive and 
reactive communications activity undertaken by the Consultant (and subcontractor 
where applicable). The report also includes details of all known existing or potential 
communication risks (e.g. damage to the Client’s reputation), known enquiries or 
issues; progress with project milestones, and community liaison work. The 
Consultant is not required to purchase a media monitoring or cuttings service in 
order to prepare the monthly report or as part of this contract. 

S511.7 The Consultant provides a project communications plan, prior to the 
commencement of an event or communications activities relating to the service 
along with any copies of communications literature (e.g. leaflets and/or other 

printed materials) developed by the Consultant for use prior to, or during, the 
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service.  

S511.8 All communication plans produced by the Consultant require acceptance by the 
Client prior to the implementation of the plans, and the commencement of the 
service. The Consultant puts into action the accepted communications plan.   

S511.9 The Consultant works with the Service Manager to identify key groups of customers 
and interested parties they need to communicate with. The Consultant works with 
the Service Manager to ensure these groups have the information required via the 
Client’s approved channels of communication.   

S512  Media & Marketing  

 Media Relations 

S512.1 The Consultant seeks prior approval from the Client before any contact is made 

with the media in relation to this contract. The Consultant retains regular contact 

with the Service Manager as required by the Client. 

S512.2 The Consultant accepts that the Client can issue press notices and generate other 

publicity in relation to the contract (e.g. offering media interviews or placing articles 

in the press). 

S512.3 The Consultant does not release any information until the Client has made its own 
announcement to the media in relation to the award of a contract and/or the 
commencement of new works.  The Consultant seeks prior approval from the Client 
before issuing press notices.  

S512.4 The Consultant immediately notifies the Client of any media enquiries received by 
the Consultant in relation to the contract. The Consultant does not make any 
comments or attend any interviews to the media without seeking prior written 
consent from Client.  

S512.5 The Consultant immediately informs the Client of any possible reactive or proactive 
media opportunities in relation to the contract, including any sensitive issues that 
may attract media interest.   

[S512.6 The Consultant seeks prior approval from the Client before arranging any visits to 
any location that fall under the contract, by journalists, photographers, film crews. 
The Consultant is responsible for arranging all facilities and attendees required for 
the visits. ] 

S512.7 The Consultant makes explicitly clear when speaking on behalf of the Client during 
media activities (e.g. interviews) in connection with the contract. The Consultant 
seeks prior written approval from the Client before conducting interviews in relation 
to the Client’s policies and procedures. 

 Social Media 

S512.8 The Consultant adheres to the Client’s Social Media Policy (see link in Annex 2), 
when undertaking any social media activities on behalf of the Client, or in relation to 
the service. 

S512.9 The Client uses its own social media channels to promote work being undertaken 
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on its behalf by the Consultant. The Consultant must not set up any social media 
channels on behalf of the Client.  

S512.10 Where the Consultant requires the use of social media to communicate on behalf of 
the Client, and/or in relation to the service, the Consultant must seek prior approval 
from the Client.  

S512.11 The Consultant seeks written approval from the Client prior to undertaking any 
social media activity, in association with or, on behalf of the Client or the service, 
via its own social media channels.  

S512.12 The Consultant is to maintain regular and open communication with the Client 
where instructed to do so throughout the lifetime of the contract.  

S512.12 The Consultant must make the Client-Consultant relationship explicit when 
undertaking social media activity on behalf of the Client or in relation to the service.  

S512.13 The Consultant does not release any information on social media in relation to the 
award of a contract, until the Client has made its own announcement via its own 
approved media channels. The Client reserves the right to decline any posts, by the 
Consultant, on social media. 

S512.14 The Consultant must not respond to any customers enquiries about, or on behalf of, 
the Client via its own social media channels, unless otherwise agreed with the 
Client. The Consultant passes all social media enquiries to the Client, immediately. 

 Branding and Marketing 

S512.15 The Consultant adheres to the Client’s tone of voice and visual branding guidelines, 
particularly when undertaking any public facing activities. The Client’s visual identity 
specifications are: 

• Highways England: Our Visual Identity (see link in Annex 2) 

• ‘Normal not formal. A guide to our corporate narrative, tone of voice and 
writing style’ (see link in Annex 2) 

• Guidance for our contractors (see link in Annex 2) 

S512.16 The Consultant provides the Service Manager as required, with information in 
relation to the contract, to update the Client’s website. All content must be approved 
by the Client prior to issue onto the website. All material relating to the contract on 
the Clients’ or other external websites (i.e. non- Client websites) must make the 
Client – Consultant relationship explicit in that the Consultant is working on behalf 
of the Client. 

S513   Information Systems 

S513.1 The Consultant complies with the Client’s requirements in Annex 8. 
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S514   Offshoring of Data 

S514.1 The Consultant does not store any of the Client’s data that is classified as 
OFFICIAL (including OFFICIAL SENSITIVE) or higher in accordance with the 
HMG Government Security Classifications (see link in Annex 2) 

• offshore or 

• in any way that it could be accessed from an offshore location 

until the Service Manager has confirmed to the Consultant that either 

• the Service Manager has gained approval for such storage in accordance 
with the Information Security Data Security Standard (see link in Annex 2) 
or 

• such approval is not required. 

S514.2 The Consultant ensures that no offshore premises are used in Providing the 
Service until 

• such premises have passed a Risk Assessment or  

• the Service Manager confirms to the Consultant that no Risk Assessment 
is required. 

S514.3 The Consultant complies with a request from the Client to provide any information 
required to allow the Client to 

• gain approval for storing data or allowing access to data from an offshore 
location in accordance with S514.1 or  

• conduct a Risk Assessment for any premises in accordance with S514.2 

S514.4 The Consultant ensures that any subcontract (at any stage of remoteness from the 
Client) contains provisions to the same effect as this clause. 

S514.5 A failure to comply with this condition is treated as a substantial failure by the 
Consultant to comply with its obligations. 

S515   Management procedures  

S515.1 [State any management procedures which the Consultant is required to follow.]  
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S516   People Strategy  

S516.1 The Consultant assists the Client in the achievement of its equality, diversity and 
inclusion (EDI) objectives. The Client’s objective is to embed the principles of 
equality, diversity and inclusion into all areas of its business, driving real change in 
how it works with its customers and communities, its supply chain and its 
employees. The Consultant assists the Client in working collaboratively with its 
partners so that its workplaces are inclusive, and the strategic road network is 
accessible and integrated for both its users and communities living alongside the 
network. 

S518   Security & Identification of people  

S518.1 The Consultant carries out a security check on its Staff before they are involved in 
Providing the Service. The checks are carried out in accordance with the Client’s 
procedures (see Annex 3). 

S519   Security 

S519.1 The Consultant and Consultant’s staff consent to the searching at any time by an 
authorised representative of the Service Manager of their person or of any article 
including, without limitation, any container, package, box, holdall, suitcase or 
vehicle in the possession or use of the relevant member of the Consultant’s staff on 
the site or being retained by the Service Manager on behalf of the Consultant or 
Consultant’s staff. 

S519.2 Any person not complying or unwilling to comply with the requirements above is not 
be permitted access to the site or is removed from the site. 

S520   Interfaces with third parties  

S520.1 The Consultant collaborates with the Client and any others as directed by the 
Service Manager. 

 [Clearly set out the Client’s requirements in relation to the management of 
interfaces with third parties who are not directly involved in the service or the same 
project for which the service relates to.  

State requirements for communicating with third parties including whether such 
liaison and communication is conducted through the Client or directly with the third 
party. For example, communication with a statutory authority.] 

S525   Co-ordination and co-operation 

S525.1 The Consultant cooperates with the following organisations:  

• all Statutory Bodies; 

• Others as the Client may instruct. 

 [State the requirements for, and constraints with regard to, the Consultant co-
ordinating and co-operating with Others, including when preparing any deliverables. 
For example, co-ordinating the preparation of a design. 

State any requirements for submitting information to statutory authorities or other 
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similar organisations.] 

S526   Customer Service 

S526.1 Customer is one of Highways England’s three imperatives and customer 
satisfaction should be a key consideration all that we and our suppliers do. The 
customer is any person or organisation that uses or is affected by Highways 
England’s Strategic Road Network (SRN), including, but not limited to: 

• road users,  

• communities and community groups, 

• tenants and persons or organisations that lease from the Client, and 

• public who use Highways England’s SRN. 

S526.2 The Client has published an overarching Customer Service Strategy – Better 
Journeys and Better Conversations (see link at Annex 2), which sets out the 
approach to improving works and services provided to its customers. The 
Consultant collaborates with the Client to support the successful delivery of this 
strategy.  

S526.3 The Consultant notifies the Service Manager of any customer service issues and 
provides support in the mitigation of any negative consequences that could affect 
the delivery of the service or achievement of the aims and objectives in the 
Customer Service Strategy (see Link at Annex 2). 

S526.4 The Consultant collaborates with the Client to create a customer plan in Providing 

the Service and defines 

• all customer stakeholder groups 

• communication channels and timings for each stakeholder, 

• feedback protocols for customers. 

S526.5 The Consultant ensures that all current and future customer service standards are 

complied with in Providing the Service. 

S526.6 The Consultant embeds throughout its workforce an understanding of Client 

imperatives, values, culture, strategy and objectives. Awareness should be fostered 

at every opportunity including at; on-boarding and induction, performance reviews, 

meetings and through delivery of learning and development opportunities including 

Client e-learning (once available). 

S526.7 The Consultant ensures that the Client customer requirements are cascaded to and 
adhered to by the extended supply chain. 

S526.8 The Consultant actively supports engagement with customers, the local and wider 
community, including businesses, to listen to views and where appropriate ensure 
these are taken into consideration in Providing the Service. 

S526.9 The Consultant ensures that delivery of Client customer service requirements are 
fully inclusive and accessible and that this is evidenced within the Inclusion Action 
Plan. 
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S526.10 The Consultant reviews their policies, procedures and processes to ensure that 
there are no adverse customer equality impacts throughout delivery of the service 
on protected characteristics or affected groups. 

S526.11 The Consultant uses demographic data and analysis to inform delivery of the 
service. 

S526.12 The Consultant evidences the involvement of diverse groups in agreeing 
communication channels and engagement activities, monitoring and evaluating 
satisfaction of these. 

S526.13 The Consultant deals with all correspondence and complaints received in line with 
the Client’s most recent policies and procedures, and responds according to 
timescales outlined by the Client. In doing this, they must seek to meet 
correspondence quality control guidelines and comply with the Client’s Corporate 
Complaints Process where applicable (see links at Annex 2).  

S526.14 The Consultant accepts the Client’s definitions, complies with the Client’s policies 
and procedures and to timescales outlined by the Client in relation to customer 
correspondence and complaints. 

S526.15 The Consultant maintains a record of all correspondence and complaints, and the 
actions taken in relation to them. The record is retained by the Consultant for at 
least the previous six years and is available for inspection by the Client at all 
reasonable times. 

S526.16 The Consultant provides any information that is needed to enable the Client to 
prepare statements or responses to questions or issues raised by or on behalf of 
any customer. The Consultant provides such information within any time periods 
which may be imposed by the Client (acting reasonably having regard to the 
purpose of the provision of the information requested and to the nature and extent 
of the information requested). If the Consultant cannot provide the required 
information to support the Client’s response, the Consultant immediately notifies the 
Client, detailing the reasons. 

S526.17 The Consultant is subject to customer service audits of policies, procedures and 
practices at such times as required. The Consultant cooperates with such requests 
and provides all information requested by the Client. 

S526.18 The Client may recommend changes to the Consultant’s quality plan to improve 

customer service assurance. The Consultant implements these recommendations 

and provides responses to the Client if these are not accepted. 
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S530   Submission procedures 

S530.1 [State any requirements and procedures for submitting deliverables. State and 
acceptance criteria for any deliverables with the Service Manager is required to 
accept.] 

S536   Continual Improvement  

S536.1 The Consultant operates processes for delivering innovation and continual 
improvement / lean following the guidance in ISO 9004 (see link at Annex 2) and 
set out in the continual improvement / lean procedure (see link at Annex 2). 

S536.2  The Consultant measures its adoption of a continual improvement/lean culture 
using the Highways England Lean Maturity Assessment (HELMA) tool (see Annex 
2). 

S537   Performance Measurement 

S537.1 The Service Manager uses the current version of the Collaborative Performance 

Framework (CPF) (see Annex 4) in order to actively measure the Consultant’s 

performance and follows the processes set out in the CPF in relation to the use of 

performance scores to drive improved performance.   

S537.2 The Consultant records performance against each of the indicators in the CPF and 

assists the Client in the development of this measurement framework by proposing 

and developing ways in which improvements can be made.  

S537.3 The scores recorded by the Consultant against each CPF indicator are submitted to 

the Client’s Commercial and Procurement Division inbox 

(supplierperformance@highwaysengland.co.uk) no later than working day 7.  

Working day 0 is the last working day of the month.  [The first CPF covers months 

1-3 from the starting date, and are thereafter submitted quarterly]. 

 Performance Review 

S537.4 The Consultant undertakes a performance review addressing all aspects of 

performance on a quarterly basis, or as instructed by the Service Manager. 

S537.5 The following is treated as a substantial failure by the Consultant to comply with its 

obligations: 

• the Consultant’s performance as measured in accordance with the current 

edition of the Client’s Collaborative Performance Framework (or any 

replacement for it) is below the Threshold Level. 

S537.6 The Client leads additional annual reviews to assess all aspects of Consultant 

performance and trends in Performance Indicators (PIs). 

S540   Quality Plan 

S540.1 The Consultant prepares the quality plan within two weeks of the starting date.   

mailto:supplierperformance@highwaysengland.co.uk
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S540.2 The quality plan incorporates the Methodology Statement and is sufficiently detailed 
to demonstrate how the Consultant achieves each of the commitments in the 
Methodology Statement and meet the Client’s objectives for the contract. 

S540.3 The Service Manager notifies the Consultant if the quality plan does not comply 
with the requirements of the contract.  Following such notification, the Consultant 
reviews the quality plan and reports to the Service Manager setting out its proposed 
changes.  If the Service Manager accepts the proposals, the quality plan is 
changed. If the proposed changes are not accepted, the Service Manager informs 
the Consultant of the aspects of the quality plan that are not acceptable, and the 
Consultant updates the quality plan for acceptance within one week. 

S540.4 The Consultant keeps a controlled copy of the quality plan available for inspection 
at all times by the Client, the Service Manager and their representatives. 

S541   Audit, nonconformities and quality management points 

S541.1 The Consultant carries out a programme of internal audits in accordance with the 
requirements of ISO 9001 (see link in Annex 2).  

S541.2 The Service Manager may carry out audits of the Consultant’s quality management 
system from time to time.   

S541.3 The Consultant allows access at any time within working hours to any place where 
it or any subcontractor, (at any stage of remoteness from the Consultant), carries 
out any work that relates to the contract for the Service Manager to carry out audits, 
to inspect work and materials and generally to investigate whether the Consultant is 
Providing the Service in accordance with the contract.   

S541.4 The Consultant provides all facilities and assistance necessary to allow such audits 
and inspections to be carried out. 

S541.5 Additional audits may be carried out when the number of Quality Management 
Points in effect exceeds 25.  

S541.6 The Service Manager decides the location, frequency and extent of additional 
audits having regard to the root causes for the accrual of Quality Management 
Points in effect.   

S541.7 

 

Following the notification of a Defect or identification of other nonconformity the 
Consultant submits within 2 weeks to the Service Manager for acceptance, a plan 
setting out the corrective and preventative action(s) that it proposes to take to 
address the nonconformity. 

S541.8 The Consultant does not begin any corrective or preventative action(s) to address 
the nonconformity until the Service Manager has accepted its proposals. 

S541.9 

 

Within one week of the Consultant submitting the proposed corrective and 
preventative action plan for acceptance, the Service Manager either accepts the 
proposal or notifies the Consultant of its reason for not accepting it.  

A reason for not accepting the proposed action plan is that:  

• it does not adequately specify actions required to ensure that 
nonconformities do not recur, 
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• it does not comply with the contract, 

• the time for completing the corrective and preventative action is 
unreasonable, or 

• it hinders the Client or Others 

S541.10 If the Service Manager does not accept the proposed action plan, the Consultant 
submits a revised proposal to the Service Manager for acceptance within one week. 

S541.11 The Consultant corrects nonconformities and takes action to eliminate the causes 
of actual or potential nonconformities within a time which minimises the adverse 
effect on the Client or Others and in any event before carrying out any operation the 
same or similar as that in respect of which the nonconformity occurred. 

S541.12 The Consultant notifies the Service Manager when the proposed actions have been 
taken and provides with his notification verification that the defective part of the 
works has been corrected. 

S541.13 

 

If the Consultant fails to comply with its quality management system, the Consultant 
accrues Quality Management Points from the date when the failure is identified in 
accordance with the quality table in Annex 5. The number of Quality Management 
Points is reduced in accordance with the quality table. 

S541.14 

 

If the Consultant fails properly to accrue Quality Management Points, the Service 
Manager instructs the Consultant to accrue the applicable number of Quality 
Management Points calculated in accordance with the quality table.  The Quality 
Management Points accrue on the date of the Service Manager’s instruction. 

S541.15 

 

The Consultant maintains a register of the number of Quality Management Points in 
effect, showing when Quality Management Points accrue and are removed.  

S541.16 

 

A failure to comply with this section is treated as a substantial failure by the 
Consultant to comply with its obligations. 

S542   Quality Management Points 

S542.1 Quality Management Points accrue from the: 

• date of identification, or. 

• date of the audit if raised in an audit, or 

• Service Manager’s instruction 

S542.2 If the number of Quality Management Points in effect under the contract is more 
than 25 the Consultant and the Service Manager meet within one week to consider 
ways of reducing the number of Quality Management Points in effect to 25 or less 
and to avoid accruing further Quality Management Points. 

S542.3 The Consultant submits a report to the Service Manager within one week of the 
meeting setting out the actions agreed at the meeting and any other actions which 
the Consultant proposes to take immediately to reduce the number of Quality 
Management Points in effect to 25 or less and to avoid accruing further Quality 
Management Points. 
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S542.4 If the Service Manager does not accept the Consultant’s proposals or the 
Consultant does not take the agreed actions, the Service Manager serves a quality 
warning notice on the Consultant.  Within one week of receipt of the quality warning 
notice, the Consultant submits a report to the Service Manager setting out the 
actions which the Consultant has taken and what further or alternative actions they 
propose to take to reduce the number of Quality Management Points in effect to 25 
or less. 

S542.5 Until the number of Quality Management Points in effect is reduced to 25 or less, 
the Consultant takes the actions detailed in its reports and submits weekly update 
reports to the Service Manager setting out the actions taken, the results of those 
actions and the actions which are still to be taken by it. 

S542.6 A failure to: 

• take actions to reduce the number of Quality Management Points in effect to 

25 or less, or 

• comply with a corrective action plan that has been accepted by the Service 

Manager, 

is treated as a substantial failure by the Consultant to comply with its obligations.  

S543   Health and safety requirements 

S543.1 The Consultant operates an occupational health management system in line with 
the requirements of HSE's construction occupational health management model.  

S543.2 The Consultant and the Client notify each other of any known special health and 
safety hazards which may affect the performance of the service. The Consultant 
informs and instructs people employed by the Consultant on the hazards and any 
necessary associated safety measures.  

S543.3 The Consultant reports to the Client any accidents to people employed by the 
Consultant which are required to be reported in accordance with relevant health 
and safety legislation. 

S543.4 Client’s Health and Safety Requirements  

The Consultant commits and contributes to the Client’s “Home Safe and Well” 
approach (see link at Annex 2) and considers where a positive difference can be 
added to ensure everyone is able to return home safe and well every day. The 
Consultant will be required to: 

• consider how their role in connecting the country can really make a 
difference and embed safety as the first imperative across all areas of 
responsibility, 

• recognise the behaviours that enable the culture change required to 
achieve our vision and deliver the objectives of the organisation, 

• engage and collaborate as appropriate with the wider business, supply 
chain and other stakeholders to promote health, safety and wellbeing, 
recognising behaviours that bring “Home Safe and Well” to life, and 

• be responsible and accountable for the health, safety and wellbeing of 
those employed by the Consultant and those the Consultant works with. 
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S543.5 The Consultant complies with the Client’s rules, regulations, health and safety 
policies and any safety and security instructions notified to the Consultant.  

S543.6 The Consultant complies with the minimum requirements specified in the document 
entitled "Highways England’s ‘raising the bar’ guidance" (see link at Annex 2). 

S544   Consultant’s health and safety management system  

S544.1 The Consultant 

• operates a formal health, safety and environmental management system 
complying with ISO 45001 (which has replaced OHSAS 18001) (see link 
in Annex 2).  This includes the operation of health and safety 
management systems, health surveillance and the development of a 
safety profiling system capable of being easily monitored,   

• documents the systems and fully and effectively implements the 
systems prior to the access date, 

• develops its health and safety systems to provide consistency of 
approach and interoperability, ensuring activities such as health and 
safety site induction is consistent allowing seamless movement of 
workers between different sites and 

• interfaces and aligns with the Client’s health and safety systems, 
policies, procedures and requirements. 

The health and safety systems form part of the Consultant’s quality plan. 

S544.2 The Consultant ensures that any Subcontractors (at any stage of remoteness from 
the Client) have formal health and safety systems which fulfil the requirements set 
out in S544.1. 

S544.3 The Service Manager notifies the Consultant if, in the opinion of the Service 
Manager, the Consultant is Providing the Service in a manner which constitutes a 
breach of any statutory legislation or is not satisfactory for any of the following 
requirements 

• the Consultant’s management system,  

• the Subcontractor’s management system or 

• the Client’s Health and Safety Management System. 

Where the Consultant has been advised by the Service Manager of a breach, the 
Consultant corrects the situation by the date specified by the Service Manager.  

The notification by the Service Manager includes the breach or breaches identified 
by the Service Manager and outlines the minimum necessary steps required of the 
Consultant to rectify the breach or failure to Provide the Service in a satisfactory 
manner. 

S545   Action to rectify breaches 

S545.1 The Service Manager notifies the Consultant if, in the opinion of the Service 
Manager, the Consultant is Providing the Service in a manner which constitutes a 
breach of any legal requirement or is not satisfactory for the requirements of any of 
the following: 

• the Consultant’s health, safety and environmental management system,  



Highways England  SPECTRE Work Order Scope 
[Work Order Title] 

Professional Service Contract                    Page 22 of 76                    [Work Order Date]  

• where applicable, the relevant Subcontractor’s health and safety 
management system, or 

• the Client’s health and safety management system. 

Where the Consultant has been advised by the Service Manager of a breach, the 
Consultant corrects the situation by the date specified by the Service Manager.  

S545.2 The notification by the Service Manager includes the breach or breaches identified 
by the Service Manager and outlines the minimum necessary steps required of the 
Consultant to rectify the breach or failure to Provide the Service in a satisfactory 
manner. 

[S546   Asbestos 

S546.1 Where the Client knows asbestos to be present in any premises, the Service 
Manager supplies information to the Consultant to enable work to take place safely 
in accordance with the Control of Asbestos Regulations 2012 (see link in Annex 2) 
and the relevant Client standards and guidance documents. 

S546.2 Asbestos surveys and removal of asbestos is by Others where required. 

S546.3 In the event that asbestos containing materials are required to remain in place, the 
Consultant ensures that the service is carried out safely and complies with the 
provisions of Control of Asbestos Regulations 2012 (see link at Annex 2).] 

[S547   Health and safety inspections 

S547.1 The Client may challenge any activity undertaken in Providing the Service where it 
considers there is a hazard to the safety of any person. Where challenged, the 
Consultant suspends the activity immediately and follows the processes set out to 
demonstrate the activity is safe before recommencing.] 

S548   Incident investigation, reporting and follow-up 

S548.1 The Consultant complies with the Client’s Interim Advice Note (IAN) 128/15C-
Highways England Supply Chain Health and Safety Incident Reporting or its later 
update or replacement and the reporting periods detailed therein. If no time period 
is specified, the period for reply applies (see link at Annex 2). 

S548.2 The Consultant informs the Service Manager of any incident not within the remit of 
the above documents and reports the incident as if the incident were in the defined 
reportable remit.  

S548.3 The Service Manager has the right to investigate any incidents wherever they may 
occur. 

S548.4 The Consultant provides the Service Manager with unrestricted access at all 
reasonable times to the facilities, equipment, materials, employees and records of 
the Consultant and the Subcontractors for this purpose (subject to any statutory or 
contractual obligation prohibiting this access). 

S548.5 The Consultant provides a copy of all documents related to an incident to the 
Service Manager.  Any document that otherwise falls to be disclosed by the 
Consultant to the Service Manager may be withheld by the Consultant provided the 
Consultant’s legal advisor confirms to the Service Manager that the document is 
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• a confidential communication between the Consultant and its legal advisor 
for the purposes of seeking or giving legal advice that the legal advisors 
normally expect to be given legal privilege in the normal course of its 
business with the Consultant, or 

• a confidential communication between the Consultant or its legal advisers 
and third party where the communication came into existence with the 
dominant purpose of being used in connection with contemplated, pending 
or actual litigation in adversarial proceedings (as opposed to investigations 
or fact-finding inquiries). 

S548.6 On receipt of a notification of an incident the Consultant, in line with the Client’s 
standards, determines if a formal investigation is required, and if required follows 
the notification, investigation and reporting procedures. 

S548.7 Nothing prevents the Consultant from carrying out its own investigation of an 
incident, and in such cases, the Consultant provides a copy of its completed 
incident report to the Service Manager. 

S548.8 Investigations by the Consultant are undertaken by a competent person who has 
been trained in effective accident/incident investigation.  The investigation report 
provides information on the circumstances surrounding the accident/incident and 
any remedial measures to be taken in order to prevent a recurrence.  Relevant 
photographs and statements are provided as an integral part of the investigation 
report. 

S548.9 Where the Consultant is compiling a draft incident report, the Consultant discusses 
the findings of the draft report with the Service Manager prior to the production of 
the final version of such report. 

S548.10 The Consultant implements applicable recommendations arising from incident 
investigations. 

S548.11 The Consultant, if requested by the Service Manager, supplies detailed reports of 
accident and incident statistics to the Service Manager in a format and at periods 
specified by the Service Manager.] 

S549   Health and safety management audit 

S549.1 The Service Manager has unrestricted access at all reasonable times to the 
premises, equipment and/or materials, employees and records of the Consultant 
and the Subcontractor(s) (at any stage of remoteness from the Client) (subject only 
to any statutory or contractual obligation prohibiting the disclosure of any such 
records by the Consultant) to audit any or all of the Consultant’s health and safety 
management systems. 

S549.2 The Consultant implements all recommendations from such audits within a 
timescale agreed between the Service Manager and the Consultant.  The 
Consultant includes in all subcontracts (at any stage of remoteness from the Client) 
rights of access for the Service Manager as described herein. 

[S550   CDM Regulations compliance 

S550.1 The Consultant discharges its obligations under the CDM Regulations in 
compliance with any guidance issued by the Health and Safety Executive in respect 
of those Regulations and provides the Service Manager with evidence of 
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compliance. 

S550.2 The Consultant: 

• records incidents through the Client’s Accident and Incident Reporting 
System (AIRSweb) (see link in Annex 2), and 

• participates in working groups with the aim of improving health and safety 
management performance in relation to the following topics: 

o designing for health and safety in buildability and operability and 
maintenance, and 

o construction health and safety improvement.] 

[S551   Health and safety - charity-based incentive schemes 

S551.1 The Client supports and promotes the use of charity-based incentive schemes as 
an aid to improving health and safety. The Consultant adopts such schemes and 
includes a combination of local and national charities if requested to do so by the 
Service Manager.] 

[S552  Management of road risk 

S552.1 The Client supports and promotes the use of systems and procedures for the 
effective management of occupational road safety.  The Consultant has similar 
systems in place in accordance with Health and Safety Executive Guidance and 
Driving for Better Business (see link at Annex 2).  This includes systems for 
assessing traffic management, driver competency, provision of training, vehicle 
maintenance, accident investigation and driver safety.] 

S553   Substance abuse 

S553.1 The Consultant ensures that the Consultant’s staff (which expression shall include 
any person Providing the Service on behalf of the Consultant, however such person 
is engaged), whilst engaged in Providing the Service, are not at any time in 
possession of, do not take, have not taken, and/or are not under the influence of 
any intoxicating substance, or alcohol, or drug, hereinafter referred to as a 
“prohibited substance”. An 80-milligram percentage blood alcohol concentration, as 
prescribed by the Road Traffic Act 1988 (as amended) (see link in Annex 2), is the 
cut-off level for alcohol in blood. 

S553.2 These requirements do not apply in the case of Consultant’s staff possessing a 
prohibited substance for bona fide medical reasons, provided that the Consultant 
has obtained the prior written approval of the Service Manager for such 
Consultant’s staff to be engaged in the performance of the service. The Consultant 
notifies the Service Manager of any member of the Consultant’s staff who is 
undergoing a voluntary detoxification/rehabilitation programme whereupon the 
Service Manager has the right to prevent such member of staff from Providing the 
Service. 

S553.3 Where the Service Manager is of the opinion that any of the Consultant’s staff 
engaged in Providing the Service may be in contravention of any of these 
requirements, the Service Manager requires the Consultant to perform the following 

• breath testing by breathalyser and/or urine testing by urinalysis as 
appropriate of such Consultant‘s staff, and/or 
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• a search of personal possessions and/or immediate work area of such 
Consultant’s staff for evidence of a prohibited substance or items associated 
therewith. 

S553.4 The Consultant does not subsequently engage in Providing the Service any staff 
who, whilst undergoing a pre-engagement medical examination, are found to have 
taken any prohibited substance. 

S553.5 In the event that any member of the Consultant’s staff refuses to undertake either 
the foregoing medical tests and/or search of person or possessions or is tested 
positive or is found in possession of any prohibited substance or items associated 
therewith, the Consultant immediately removes such person or persons from the 
service. 

S553.6 Unless otherwise agreed to in advance in writing between the Parties, such 
Consultant’s staff are thereafter not to be engaged to carry out any part of the 
service in any location whatsoever. 

S553.7 The Consultant ensures that all Consultant’s staff are made aware of and comply 
with these requirements. 

S554  Employee safety 

S554.1 The Consultant establishes and operates consultation arrangements in accordance 
with all applicable law.  The Consultant establishes and operates a health and 
safety co-ordination plan. 

S555  Legal requirements 

S555.1 [If any health & safety duties are required by law & state who will perform them.]  



Highways England  SPECTRE Work Order Scope 
[Work Order Title] 

Professional Service Contract                    Page 26 of 76                    [Work Order Date]  

S556   Data Protection  

S556.1 For the purposes of this contract and the Data Protection Legislation: 

• for the purposes of this section only the Client is the Controller, and 

• the Consultant is the Processor [unless otherwise specified in Schedule [A]] 
(see Annex 6) and 

• this section and Schedule [A] (data protection) together constitute a data 
processing agreement where required by the Data Protection Legislation. 

S556.2 The Consultant processes the Data in accordance with the Data Protection 
Legislation and only to the extent necessary for the purpose of Providing the 
Service. 

S556.3 The Consultant complies with the requirements of Procurement Policy Note 02/18 
entitled ‘Changes to Data Protection Legislation & General Data Protection 
Regulation’ (‘PPN 02/18’) or any later revision (see link at Annex 2) and any related 
supplementary Procurement Policy Notes in Providing the Service. 

S556.4 The Consultant does not knowingly do anything or permit anything to be done 
which might lead to a breach of the Data Protection Legislation by either Party. 

S556.5 The Consultant obtains and maintains until Completion all registrations and 
notifications that it is obliged to obtain and maintain pursuant to the Data Protection 
Legislation in respect of Providing the Service. 

S556.6 The Consultant only processes Data to the extent it relates to; 

• the types of Data, 

• the categories of Data Subject and 

• the nature and purpose  

Set out in Schedule [A] (data protection) and only for the duration specified in 
Schedule [A] (data protection) (see Annex 6). 

S556.7 Without prejudice to S556.3 the Consultant processes the Data only in accordance 
with the instructions of the Service Manager unless the Consultant is required to 
process Data for other reasons under the laws of the European Union (or a 
member state of the EEA) to which the Consultant is subject. If the Consultant is 
required to process the Data for these other reasons, it informs the Service 
Manager before carrying out the processing, unless prohibited by relevant law. 

S556.8 The Consultant immediately informs the Service Manager if it believes that an 
instruction infringes the Data Protection Legislation or any other applicable law. 

S556.9 The Consultant has in place and maintains in accordance with then good industry 
practice for as long as it holds any Data taking into account the state of the art, the 
costs of implementing, the harm that might result from a Data Loss Event and the 
nature, scope, context and purposes of processing 

• appropriate technical and organisational measures to protect the Data 
against accidental, unauthorised or unlawful processing, destruction, loss, 
damage, alteration or disclosure and 
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• adequate security programmes and procedures to ensure that unauthorised 
persons do not have access to the Data or to any equipment used to 
process the Data. 

in each case to ensure that the Consultant’s processing is in accordance with the 
Data Protection Legislation and protects the rights of Data Subjects 

S556.10 The Consultant submits details of its Protective Measures to the Client for 
acceptance. A reason for not accepting them is that they are not appropriate to 
protect against a Data Loss Event. Acceptance (or a failure to reject) by the Client 
does not amount to approval by the Controller of the adequacy of the Protective 
Measure.  

S556.11 The Consultant ensures that all persons authorised to process Data are bound by 
obligations equivalent to those set out in clause Z5 (Confidentiality) and this section 
and are aware of the Consultant’s obligations under the contract and the Data 
Protection Legislation. 

S556.12 The Consultant ensures access to the Data is limited to those persons who need 
access in order for the Consultant to Provide the Service and (in each case) to such 
parts of the Data as are strictly necessary for performance of that person’s duties. 

S556.13 [Where the Consultant obtains or collects Personal Data on behalf of the Client, the 
Consultant 

• provides to Data Subjects a data protection notice in a form accepted by the 
Service Manager, informing the Data Subject of the identity of the Client, the 
identify of any data protection representative it may have appointed, the 
purpose or purposes for which their Personal Data will be processed and 
any other information which is necessary having regard to the specific 
circumstances in which the Personal Data is, or is to be, processed to 
enable processing in respect of the Data Subject to be fair and 

where applicable, obtains all necessary consents for the processing of Data.] 

S556.14 On request, the Consultant, takes all necessary actions and provides the Service 
Manager with all reasonable assistance necessary for the Client to comply with a 
Data Subject Request, including; 

• the provision of access to, and information relating to, Data, 

• the rectification of inaccurate Data, 

• the permanent erasure of Data  

• the restriction of processing of Data, 

• the provision of a copy of Data in machine readable format, and 

• the transfer of Data to a third party. 

S556.15 The Consultant immediately notifies the Service Manager if it receives 

• a Data Subject Request (or purported Data Subject Request); 

• a complaint or request relating to the Client’s obligations under the Data 
Protection Legislation, or 

• a request from any Supervisory Authority for assistance or information, 
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unless provided by relevant law. 

S556.16 The Consultant assists and co-operates with the Service Manager in relation to any 
complaint or request received, including 

• providing full details of the complaint or request 

• complying with the request within the time limits set out in the Data 
Protection Legislation and in accordance with the instructions of the Service 
Manager and 

• promptly providing the Client with any Personal Data and any other 
information requested by it to enable it to respond to the request. 

S556.17 The Consultant does not process the Data outside the EEA (other than in the 
United Kingdom) without the agreement of the Service Manager. Where the Client 
agrees, the Consultant 

• Provides evidence (acceptable to the Client) of appropriate safeguards as 
required by the Data Protection Legislation and 

• Complies with the instructions of the Client. 

S556.18 The Consultant complies with the requirements of the Client in relation to the 
storage, dispatch and disposal of Data in any form or medium. Any requirement for 
the Consultant to destroy or delete copies of the Data is subject to any law of the 
European Union (or a member state of the EEA) to which the Consultant is subject 
that requires Data to be retained. 

S556.19 The Consultant notifies the Service Manager within 24 hours of becoming aware of 
a Security Incident or any other breach of this section. The notification includes, as 
far as possible. 

• a description of the nature of the Security Incident, including the categories 
and approximate number of Data Subjects concerned. 

• the likely consequences of the breach and 

the Protective Measures taken, or to be taken, to address the breach, including 
measures taken to mitigate any possible adverse effects (including those outlined in 
PPN 02/18). 

S556.20 In the event of a Security Incident, the Consultant provides the Service Manager 
with full co-operation and assistance in dealing with the Security Incident, in 
particular in notifying individuals affected by the Security Incident or a Supervisory 
Authority as required by the Data Protection Legislation. 

S556.21 On request (but not more than once in any 12 month period) the Consultant 
provides to the Service Manager all necessary information to demonstrate the 
Consultant’s compliance with this section. 

S556.22 The Consultant promptly provides assistance and information requested by any 
Supervisory Authority or required by the Service Manager in order for the Client to 
ensure compliance with its obligations under the Data Protection Legislation, 
including in relation to 

• security of processing, 

• preparation of any necessary Data Protection Impact Assessments and 
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undertaking any necessary data protection consultations. 

S556.23 The Consultant maintains electronic records of all processing activities carried out 
on behalf of the Client, including: 

• the information described in S556.7, 

• The different types of processing being carried out (if applicable), 

• any transfers of Data outside the EEA or the United Kingdom, identifying the 
relevant country or international organisations and any documentation 
required to demonstrate suitable safeguards and 

• a description of the technical and organisation security measures referred to 
in S556.10  

• The Consultant makes these records available to the Service Manager on 
request. 

S556.24 The Consultant does not engage any Sub-Processor without the prior consent of 
the Service Manager. 

S556.25 Before allowing any Sub-Processor to process any Personal Data related to this 
agreement, the Processor must: 

• notify the Controller in writing of the intended Sub-Processor and 
processing; 

• obtain the written consent of the Controller; 

• enter into a written agreement with the Sub-Processor which give effect to 
the terms set out in this clause such that they apply to the Sub-Processor; 
and 

provide the Controller with such information regarding the Sub-Processor as the 
Controller may reasonably require.  

S556.26 The Processor shall remain fully liable for all acts or omissions of any of its Sub-
Processors. 

S556.27 The Controller may, at any time on not less than 30 working days’ notice, revise this 
clause by replacing it with any applicable controller to processor standard clauses 
or similar terms forming part of an applicable certification scheme (which shall apply 
when incorporated by attachment to this agreement). 

S556.28 The Parties agree to take account of any guidance issued by the Information 
Commissioner’s Office. The Controller may on not less than 30 working days’ 
notice to the Processor amend this agreement to ensure that it complies with any 
guidance issued by the Information Commissioner’s Office. 

S556.29 Each Party shall designate its own data protection officer if required by the Data 
Protection Legislation. 

S556.30 Where the Parties include two or more Joint Controllers as identified in Schedule 
[A] those Parties shall enter into a Joint Controller Agreement based on the terms 
outlined in Schedule [B] in replacement of Clauses 8, 9, 15, 16, 22, 23, 25, 26, 27, 
28, 29, 30 for the Personal Data under Joint Control. 

S556.31 If it is or becomes a requirement that, under the Data Protection Legislation or other 
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applicable laws, this section must be governed by the laws of a member state of the 
European Union, and the law of the contract does not or ceases to satisfy this 
requirement, this section is governed by and construed in accordance with the laws 
of Ireland. 

S556.32 A failure to comply with this section is treated as a substantial failure by the 
Consultant to comply with its obligations. 

S560   Form of retained documents 

S560.1 [State the form in which documents are retained.] 

S561   Deed of Novation 

S561.1 Should a deed of novation be required pursuant to Z4 in the conditions of contract, 
the form of novation agreement is issued by the Client for agreement as set out in 
Annex 7. 

S600 Information and other things provided by the Client and Others 

S605   Provision by the Client 

S605.1 [Detail what information and other things the Client is to provide.] 

S610   Provision by Others 

S610.1 [Detail what information & other things Others are to provide. State who the Others 
are.] 

S615   Approvals from Others 

S615.1 [State any requirements for Others to check & approve any deliverables.] 

S700 Timing, programme and Completion 

S705   Programme requirements 

S705.1 [The PSC includes detailed programme requirements and procedures. It may be 
necessary to set out specific Client requirements. 

Completion is when the Consultant has done all the work which the Scope states 
he is to do by the Completion Date and corrected notified Defects which would 
have prevented the Client from using the service and Others from doing their work. 
If the work which the Consultant is to do by the Completion Date is not stated in the 
Scope, then the Completion is when the Consultants has done all the work 
necessary for the Client to use the service and for Others to do their work. 

In order for the Service Manager to decide that Completion has occurred, the 

Scope must state clearly what work is to be done before Completion.] 

S710   Format of the programme 

S710.1 [Detail any additional constraints on how the Consultant provides the programme 

submitted for acceptance.] 
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S715   Sequence & timing 

S715.1 [State any requirements & constraints on the sequence & timing of the service, in 
addition to the Completion Date(s) & any key Dates set out in the Contract Data. 

State the timing of when deliverables need to be submitted] 

S720   Information & other things provided by the Client and Others 

S720.1 [Detail the order & timing of when information & other things are provided to the 

Client.] 

S725   Revised programme 

S725.1 [State any specify requirements for the submission of revised programmes such as 

the explanation of changes.] 

S730   Completion definition 

S730.1 [Work to be done by the Completion Date if required state which parts of the 
service can remain incomplete.] 

S800 Other requirements of the conditions of contract 

 

S805   Consultant’s application for payment 

S805.1 The Consultant includes on its invoices the purchase order number. The 
Consultant submits with each invoice such records as the Client requires. 

S805.2 The Consultant notifies the Service Manager of the name and address of the 
project bank, the account name and number, the bank sort code and any other 
details required to make direct payments into that account. 

S810   Client use of the material 

S810.1 [State the purposes for which the Client intends to use the material provided by the 
Consultant.] 

S815   Consultant use of the material 

S815.1 The Consultant acquires no rights over material prepared for the design of the 
service. 

S816   Other rights to be obtained by the Consultant [Delete & write Not Used - if using Long 

Form S817 below]  

S816.1 The Consultant grants to the Client licences to use, modify and develop the 
Consultant’s Contractor Background IPR for any purpose relating to the service (or 
substantially equivalent services its maintenance, operation, modification and for 
any purpose relating to the exercise of the Client’s business or function. 

S816.2 The Consultant procures a direct grant of a licence to the Client to use, modify and 
develop any third party’s Contractor Background IPR for any purpose relating to the 
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service, (or substantially equivalent services), its maintenance, operation, 
modification and for any purpose relating to the exercise of the Client’s business or 
function. 

S816.3 The Client does not acquire any ownership right, title or interest in or to the 
Contractor Background IPR. 

[S817   Other rights to be obtained by the Consultant (Long form. For projects with 

software development.) 

S817.1 All Intellectual Property Rights in 

• Client Background IPR and 

• Client Software 

are and remain the property of the Client or the Crown, and the Consultant does not 
acquire any right, title or interest therein or thereto. 

S817.2 The Consultant hereby assigns to the Client, with full title guarantee, title to and all 
rights and interest in the Specially Written Software (except for any Contractor 
Background IPR contained therein) or procures that the first owner of the Specially 
Written Software assigns them to the Client on the same basis. 

S817.3 All Intellectual Property Rights in 

• Contractor Background IPR and 

• Contractor Software  

are and remain the property of the Consultant, and neither the Client nor the Crown 
acquire any right, title or interest therein or thereto. 

S817.4 The Consultant waives or procures a waiver of any moral rights in any copyright 
works assigned to the Client pursuant to the contract. 

S817.5 The Consultant hereby grants to use (to include the right to load, execute, store, 
transmit, display and copy (for the purposes of archiving, backing-up, loading, 
execution, storage, transmission or display)) the 

• Contractor Software, 

• Contractor Background IPR and 

• Third Party Software  

for any purpose relating to the service and its maintenance, operation, modification 
and for any purpose relating to the exercise of the Client’s (or any other Central 
Government Body’s) business or function.  

S817.6 The Consultant delivers to the Service Manager the Specially Written Software in 
both Source Code and Object Code forms together with relevant Documentation 
and all related Software Supporting Materials as necessary to meet its obligations 
under the contract and upon request by the Client at any time, and provides 
updates of the Source Code and of the Software Supporting Materials promptly 
following each new release of the Specially Written Software, in each case on 
media that is acceptable to the Service Manager.  The Consultant acknowledges 
and agrees that the ownership of the media referred to in this paragraph vests in 
the Client upon their receipt by the Service Manager. 
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S817.7 In respect of any sub-licence of the rights granted to the Client under paragraph 
S817.7, if requested by the Consultant the sub-licensee executes a confidentiality 
undertaking in favour of the Consultant or third party owner of the relevant rights in 
such reasonable form as the Consultant requires and the Service Manager accepts. 

S817.8 The Consultant informs the Service Manager of all Specially Written Software that 
constitutes a modification or enhancement to Contractor Software or Third Party 
Software. 

S817.9 The Client grants to the Consultant, or procures the direct grant to the Consultant 
of, a royalty-free, non-exclusive, non-transferable, revocable licence to use all 
Client Software and Client Background IPR reasonably required by the Consultant 
in order to Provide the Service.  Any such licence is granted for the duration of the 
contract only and solely to enable the Consultant to comply with its obligations 
under the contract. 

S817.10 If an IPRs Claim is made, or the Consultant anticipates that an IPRs Claim might be 
made, the Consultant, at its own expense and sole option, either 

• procures for the Client or other relevant Indemnified Person the right to 
continue using the relevant item which is subject to the IPRs Claim or 

• replaces or modifies the relevant item with non-infringing substitutes 
provided that 

• the performance and functionality of the replaced or modified item is at 
least equivalent to the performance and functionality of the original 
item, 

• the replaced or modified item does not have an adverse effect on any 
other services, or the Client System or the Contractor System,  

• there is no additional cost to the Client or relevant Indemnified Person 
(as the case may be) and 

• the terms and conditions of the contract apply to the replaced or 
modified service. 

S817.11 If the Consultant  

• procures a licence or  

• modifies or replaces an item  

in accordance with paragraph S817.12 but this has not avoided or resolved the 
IPRs Claim, then 

• the Client may treat this IPRs Claim as the Consultant having 
substantially hindered the Client or Others and 

• without prejudice to the indemnity set out in paragraph clause Z13.6, the 
Consultant is liable for all reasonable and unavoidable costs of the 
substitute items and services including the additional costs of procuring, 
implementing and maintaining the substitute items. 

S817.12 The Consultant keeps the Software Schedule up to date to reflect the Software 
used to Provide the Service.  The Consultant provides the Service Manager a copy 
of the updated Software Schedule within 5 days of any change to the Software.] 
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[S818   Escrow 

S818.1 The Consultant deposits, and procures that each owner of the Deposited Software 
deposits, not less than fourteen (14) days following the relevant Commissioning 
Date or at such other times as the Service Manager may require, the Source Code 
of such part of the Software that consists of Deposited Software in escrow.  

S818.2 The escrow must be with a specialist software escrow company accepted by the 
Service Manager. The escrow account will be on the basis of a [single beneficiary 
escrow agreement/ multi licensee escrow agreement/SaaS with the level of 
verification being full/entry] modified as necessary, and where applicable, to be 
consistent with the provisions S818.4.   

S818.3 The Consultant ensures that (and procures that each owner of the Deposited 
Software ensures that) the deposited version of the Source Code is the current 
version of the Deposited Software and that the deposited version is kept up-to-date 
as the Deposited Software is modified or upgraded.  The Consultant pays, or 
procures that each owner of Deposited Software pays, the initial set up and storage 
fees, and any annual, deposit & verification fees under the escrow agreement and 
the Client pays any release fees. 

S818.4 Where Deposited Software includes Specially Written Software, without prejudice 
to the provisions of paragraph S818.3, the Consultant ensures there are no 
restrictions on the release to the Client of Specially Written Software from escrow, 
which is released whenever required by the Client and without payment of any 
release fee, unless the Service Manager has agreed otherwise. 

S818.5 Where the Consultant is unable to procure compliance with the provisions of 
paragraph S818.2 in respect of any Third Party Software that is Deposited 
Software, it provides the Service Manager with written evidence of its inability to 
comply with these provisions and agrees with the Service Manager a suitable 
alternative to escrow that affords the Client the nearest equivalent protection.  The 
Consultant is excused from its obligations under paragraph S818.2 only to the 
extent that the Consultant and the Service Manager have agreed on a suitable 
alternative. 

S818.6 In circumstances where the Client obtains the release of the Source Code from 
escrow, the Consultant hereby grants (and procures that any owner of Deposited 
Software grants) to the Client a perpetual, worldwide, assignable, royalty-free, 
irrevocable and non-exclusive licence to use and support (which includes the right 
to load, execute, interpret, store, transmit, display, copy (for the purposes of 
loading, execution, interpretation, storage, transmission or display), modify, adapt, 
enhance, reverse compile, decode and translate) the Source Code version of the 
Deposited Software to the extent necessary for the receipt of the service, its 
maintenance, operation and modification of the service and for any purpose 
relating to the exercise of the Client’s (or any other Central Government Body’s) 
business or function. The licence granted under this section S818.6 survives the 
termination or expiry of the contract and cannot be terminated by the Consultant or 
its assignees or any third party.] 

S820   Records of expenses 

 Detail the records, invoices, receipts and other supporting documentation for all 
expenses incurred that are to be kept. 
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S825   Subcontracting  

S825.1 

 

The Consultant obtains a minimum of 3 competitive written quotations for the 
appointment of any subcontractor or supplier for works/services with a value in 
excess of £10,000.   

S825.2 

 

The Consultant includes a provision in all subcontracts stating that retention is not 
deducted from any amount due to the subcontractor and procures that its 
subcontractors (at any stage of remoteness from the Client) do the same.  
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S825.3 The Consultant ensures that all subcontractors (at any stage of remoteness from 
the Client) are Named Suppliers. 

S825.4 The Consultant may propose to the Service Manager that a subcontractor (at any 
stage of remoteness from the Client is not a Named Supplier.  The Consultant does 
not, and procures that a subcontractor (at any stage of remoteness from the Client) 
does not, appoint a subcontractor (at any stage of remoteness from the Client) who 
is not a Named Supplier unless the Service Manager has accepted the Consultant’s 
proposal.  A reason for not accepting the Consultant’s proposal is that it is 
practicable for the subcontractor (at any stage of remoteness from the Client) to be 
a Named Supplier. 

S825.5 The Consultant does not, and procures that a subcontractor (at any stage of 
remoteness from the Client) does not, award a subcontract (at any stage of 
remoteness from the Client) which is not an NEC form unless the Service Manager 
has accepted the Consultant’s proposal.   

S825.6 The Consultant ensures that any subcontract is capable of being novated to a 
replacement consultant. 

S825.7 The Consultant may propose to the Service Manager that a subcontract is not 
capable of being novated to a replacement consultant.  The Consultant does not 
award a subcontract that is not capable of being novated to a replacement 
consultant unless the Service Manager has accepted the Consultant’s proposal.   

S825.8 When requested by the Service Manager, the Consultant executes, and procures a 
subcontractor executes, an agreement in the form set out in Annex 7 or such other 
form as the Client may reasonably require to novate the benefit and burden of a 
subcontract to a replacement consultant. 

S826   Fair Payment 

S826.1 The Consultant includes in the contract with each subcontractor  

• a period for payment of the amount due to the subcontractor not greater 

than 19 days after the date on which payment becomes due under the 

contract.  The amount due includes payment for work which the 

Subcontractor has completed from the previous assessment date up to the 

current assessment date in the contract, 

• a provision requiring the subcontractor to include in each subsubcontract 

the same requirement, except that the period for payment is to be not 

greater than 23 days after the date on which payment becomes due under 

the contract and 

• a provision requiring the subcontractor to assess the amount due to a 

subsubcontractor without taking into account the amount paid by the 

Consultant. 

Where a Project Bank Account is used the period for payment is in accordance with 
the requirements of the Project Bank Account provisions. Where a Project Bank 
Account is not used the periods for payment in this section apply. 

S826.2 The Consultant notifies non‐compliance with the timescales for payment through 
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the Cabinet Office.  The Consultant includes this provision in each subcontract and 
requires subcontractors to include the same provision in each subsubcontract. 

S827 Contracts Finder 

S827.1 Contracts Finder is the government website for information about contracts worth 
over £10,000 with the government and its agencies. 

S827.2 The requirements of this section do not apply to subcontracts placed under a 
Category Purchase Agreement. 

S827.3 Where the total of the Prices is £5,000,000 at the Contract Date, the Consultant: 

• subject to paragraphs S827.5 and S827.6, advertises on Contracts Finder 

all subcontract opportunities arising from or in connection with Providing the 

Service above a minimum threshold of £25,000, 

• within 90 days of awarding a subcontract to a subcontractor, updates the 

notice on Contracts Finder with details of the successful Subcontractor, 

• monitors the number, type and value of the subcontract opportunities placed 

on Contracts Finder advertised and awarded in its supply chain and 

provides reports on this information to the Service Manager in the format 

and frequency as reasonably specified by the Service Manager and 

• promote Contracts Finder to its suppliers and encourage those 

organisations to register on Contracts Finder. 

S827.4 Each advert referred to in paragraph S827.3 provides a full and detailed description 
of the subcontract opportunity with each of the mandatory fields being completed 
on Contracts Finder by the Consultant. 

S827.5 The obligation at paragraph S827.3 only applies in respect of subcontract 
opportunities arising after the Contract Date. 

S827.6 The Consultant, may propose to the Service Manager for acceptance, that a 
specific subcontract is not advertised on Contracts Finder. The Consultant provides 
a detailed reason for not advertising the specific contract.  The Consultant provides 
further detail when requested by the Service Manager to assist in its consideration.  
If accepted by the Service Manager, the Consultant is relieved from advertising that 
subcontract opportunity on Contracts Finder. 

S900 Acceptance or procurement procedure (Option E) 

S905   Procurement procedures 

 [State any procurement procedures which apply in addition to the constraints set 
out within section S 500. 

Refer to PSC core clause C, E 11.2 (18)] 

S910   Submission & acceptance procedures 

 [State any submission on accepted procedures which apply in addition to the 
constraints set out within section S 500. 
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Refer to PSC core clause C, E 11.2 (18)] 

S1000 Accounts and records (Option E) 

  

S1005   Additional records 

 [List the additional records to be kept by the Consultant. This may include the 
following: 

• Timesheets and resource allocation record. 

• Forecasts of total defined. 

• Specific procurement & cost reports. 

Define the format and nature of records to be kept.  

Refer to PSC C, E 52.3] 

S1006   Cost verification 

S1006.1 The Consultant allows the Client (or a forensic cost verification consultant engaged 
by the Client) to remove data relating to the assessment of Defined Cost (including 
Personal Data) for the purpose of verifying the Defined Cost incurred. 

S1006.2 The Client ensures that data removed for verification is adequately protected 
against the risk of accidental, unauthorised or unlawful processing, destruction, 
loss, damage, alteration or disclosure. 

S1006.3 The Consultant obtains agreement from the data subject for the removal of 
Personal Data for verification. 

S1100 NOT USED 

  

S1200 NOT USED 

 

S1300 NOT USED 

  

S1400 Information modelling (Option X10)  

[S1405   Information Model Requirements 

S1405.1 The Consultant Provides the Service in compliance with the Government’s Strategy 
for Building Information Modelling (BIM) as set out in the Cabinet Office 
Government Construction Strategy paper dated May 2011 (see link in Annex 2). In 
summary “….Government will require fully collaborative 3D BIM (with all project and 
asset information, documentation and data being electronic) as a minimum by 
2016. A staged plan will be published with mandated milestones showing 
measurable progress at the end of each year.” 

S1405.3 Model Production and Delivery Table is the table of that name included in the 
Information Model Requirements for the contract that sets out: 
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• the subject matter of the Information Model, 

• the person who is to produce and deliver the Information Model at each 
stage, and 

• the proposed Level of Definition. 

Creation of delivery plans 

S1405.4 Prior to the commencement of each stage, the Client creates and issues to the 
Consultant a delivery plan (the “Information Delivery Plan”) for the relevant stage 
based on the Information Model Requirements and the Model Production and 
Delivery Table (See link at Annex 2). 

S1405.5 Within two weeks of the Information Delivery Plan being issued; the Consultant 
updates the Information Execution Plan to comply with the Information Delivery 
Plan and submits it to the Service Manager for acceptance. 

S1405.6 The Service Manager reviews the updated Information Execution Plan and verifies 
that it complies with the Information Delivery Plan.  The Service Manager updates 
the Model Production and Delivery Table as needed. An additional reason for not 
accepting the Information Execution Plan is that is does not comply with the 
Information Delivery Plan. 

Production of Project Information by the Consultant 

S1405.7 The Consultant develops the following documents for acceptance by the Service 

Manager within four (4) weeks of the starting date: 

• supply chain BIM capability assessment, 

• GIS strategy and implementation plan and 

• design management plan (BS 7000-4 compliant), along with a simple BIM 

strategy document. 

S1405.8 The Consultant 

• produces the Project Information (excluding any material forming part of the 

Project Information which is provided to the Consultant by or on behalf of 

the Client) at each PCF Stage to the relevant Level of Definition specified in 

the Model Production and Delivery Table and in accordance with the latest 

Information Execution Plan, 

• validates the Project Information against the requirements set out in the 

Information Model Requirements and the Information Execution Plan, 

• delivers the Project Information to the Service Manager, 

• uses the Models in accordance with any procedures in the Information 

Model Requirements, 

• co-operates with the Service Manager and Others and  

• otherwise complies with the Information Model Requirements. 

S1405.9 The Consultant develops its design(s) as a complete Project Information Model.   
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The Consultant hosts the Project Information Model on the Common Data 
Environment (CDE). 

S1405.10 The Consultant uses the verified Composite Graphical Model for the purpose of: 

• delivering the Asset Information Model (refer to the Information Model 

Requirements (IMR) & Asset Data Management Manual (ADMM), 

• Site utilisation planning, 

• 3D co-ordination, 

• design reviews, 

• phase planning and programme management (4D), 

• cost Interrogation and earned value analysis (5D), 

• safety improvement and communications, 

• risk management and 

• sustainability. 

S1405.11 On Completion, the Consultant submits a complete “as constructed” Composite 
Graphical Model, and “as built” drawing definitions and reports. 

S1405.12 The Consultant records and reports all benefits of BIM to the Service Manager, 
through the approved Client efficiency process along with producing relevant case-
studies as specified by the Client.] 

S1500 NOT USED 

 

S1600 Project Bank Account (Option Y(UK)1)  

S1600.1 The Consultant ensures that any deeds associated with the Project Bank Account 
are issued with sufficient time to allow the Client to apply original signatures to 
prevent any payment issues.  

S1600.2 The Consultant ensures that  

• there is one original copy of deed for each party to the deed issued to the 
Service Manager for the attachment of the Client’s signatures and 

• each original copy of the deed has original signatures from the authorised 
signatories. 

S1605   Adding a supplier 

  [State any restrictions on adding a supplier to the Named Suppliers.] 

S1610   Project Bank Account Tracker 

S1610.1 The Consultant completes and submits to the Service Manager on a monthly basis: 

• a fully populated Project Bank Account (PBA) Tracker (with the ‘Consultant 

Cumulative Totals’ tab up to date - including the assignment of SME 



Highways England  SPECTRE Work Order Scope 
[Work Order Title] 

Professional Service Contract                    Page 41 of 76                    [Work Order Date]  

categories against each Tier 2/3) (see link at Annex 2) and 

• detailed bank statements and payment runs (required to reconcile payment 

dates and amounts to the application breakdown in the PBA Tracker (for 

PBA supply chain and non-PBA supply chain).  Any data relating to other 

clients should be redacted from your main account statement before 

submission) in .pdf format. 

S1610.2 All variances from the previous month are explained and further information is 
submitted in response to any queries raised. 

The SME percentage is calculated from the full application value. 

Time in the PBA Tracker and Performance Indicator is measured in calendar days. 

S1610.3 The Client monitors the time it takes the Consultant to pay its supply chain 
(including Tier 2 and Tier 3+) through the PBA, following deposit of funds into the 
PBA.  

The related performance score is calculated when the majority of the funds have 
been deposited into the PBA by the Client that covers amount due to supply chain 
joined to the PBA. 

S1610.4 The Consultant ensures that all its supply chain sign a Joining Deed to be paid via 
the PBA (see link at Annex 2).  For any Subcontractor or supplier that declines to 
join the PBA (having been offered the opportunity) written evidence needs to be 
provided to the Service Manager detailing the reasons why it does not want to sign 
up.  The Client may at any time, contact that Tier 2 and 3 suppliers directly to 
improve their knowledge and understanding of the benefits of PBAs. 

S1610.5 If any data/evidence is missing or still required (if not covered in the tracker) spot 
checks are undertaken directly by the Client with the supply chain (at various 
intervals) to verify that they are getting paid in a timely manner. 

The Client may carry out audits to assess the full extent of how supply chain 
payments are made. 

S1610.6 Where the Consultant transfers monies from other accounts into the PBA this is 
stated on the bank statement. 
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Annex 1 - Identified & defined terms  

 

Reference  Definition  

[Affiliate is in relation to a body corporate, any other entity which directly or 
indirectly Controls, is Controlled by, or is under direct or indirect 
common Control with, that body corporate from time to time.] 

Associated Company has the definition given in the Framework Contract Data. 

[Central Government 
Body 

is a body listed in one of the following sub-categories of the 
Central Government classification of the Public Sector 
Classification Guide, as published and amended from time to time 
by the Office for National Statistics: 

• Government Department, 

• Non-Departmental Public Body or Assembly Sponsored 
Public Body (advisory, executive, or tribunal), 

• Non-Ministerial Department or 

• an Executive Agency of one of the above  

and anybody corporate that is a wholly owned subsidiary of one of 
the above.] 

[Client Background 
IPR 

is IPR owned by the Client before the Contract Date, or created 
by the Client independently of the contract, and Crown Copyright 
which is not available to the Consultant otherwise than under the 
contract, but excluding IPRs owned by the Client subsisting in the 
Client Software.] 

[Client Software 

 

is software which is owned by or licensed to the Client (other than 
under or pursuant to the contract) and which is or will be used by 
the Contractor in order to Provide the Service.] 

[Client System is the Client's computing environment (consisting of hardware, 
software and telecommunications networks or equipment) used 
by the Client or the Consultant in connection with the contract 
which is owned by the Client or licensed to it by some third party 
and which interfaces with the Contractor System or which is 
necessary for the Client to receive the service.] 

[Commission Date for a relevant service is the day on which the commissioning of a 
relevant service is successfully completed and its relevant service 
conditions are met.] 

[Confidential 
Information 

is  

• information, including all Personal Data, which (however it is 
conveyed) is provided by the disclosing Party in connection 
with the contract that relates to 



Highways England  SPECTRE Work Order Scope 
[Work Order Title] 

Professional Service Contract                    Page 43 of 76                    [Work Order Date]  

• the Disclosing Party Group or 

• the operations, business, affairs, developments, 
Intellectual Property Rights, trade secrets, know-how and 
personnel of the Disclosing Party Group, 

• other information provided by the disclosing Party in 
accordance the contract that is clearly designated as being 
confidential or equivalent or that ought reasonably to be 
considered to be confidential (whether or not it is so marked) 
which comes (or has come) to the Recipient’s attention or into 
the Recipient’s possession in connection with the contract, 

• discussions, negotiations, and correspondence between the 
disclosing Party or any of its directors, officers, employees, 
consultants or professional advisers and the Recipient or any 
of its directors, officers, employees, consultants and 
professional advisers in connection with the contract and all 
matters arising therefrom; and 

• information derived from any of the above, 

but not including any information which 

• was in the possession of the Recipient without obligation of 
confidentiality prior to its disclosure by the disclosing Party, 

• the Recipient obtained on a non-confidential basis from a 
third party who is not, to the Recipient’s knowledge or belief, 
bound by a confidentiality agreement with the disclosing Party 
or otherwise prohibited from disclosing the information to the 
Recipient, 

• was already generally available and in the public domain at 
the time of disclosure otherwise than by a breach of the 
contract or breach of a duty of confidentiality or 

• was independently developed without access to the 
Confidential Information.] 

[Contractor 
Background IPR 

is IPR owned by the Consultant or a third party before the 
Contract Date or created by the Consultant or a third party 
independently of the contract, which in each case is or will be 
used before or after defects date for, Providing the Service 
(including its design, testing, implementation), its maintenance 
operation and improvement, but excluding IPRs owned by the 
Consultant subsisting in the Contractor Software or by any third 
party in Third Party Software.] 

[Contractor Equipment is the hardware, computer and telecoms devices and equipment 
used by the Consultant or its subcontractors (or any subcontractor 
of any tier to the Consultant) (but not hired, leased or loaned from 
the Client) for the Providing the Service.] 

[Contractor Software is software which is proprietary to the Consultant (or an Affiliate of 
the Consultant) and  

• which is or will be used by the Consultant for the purposes of 
Providing the Service, 
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• which is or will be used by the Client for the purposes, 
maintaining, operating or improving the service and 

• including the software specified as such in the Software 
Schedule.] 

[Contractor System is the information and communications technology system used 
by the Consultant in implementing and performing the service 
including the Software, the Consultant Equipment, configuration 
and management utilities, calibration and testing tools and related 
cabling (but excluding the Client System).] 

[Control  

(this definition relates 
to IPR Affiliates only) 

is the possession by person, directly or indirectly, of the power to 
direct or cause the direction of the management and policies of 
the other person (whether through the ownership of voting shares, 
by contract or otherwise) and Controls and Controlled are to be 
interpreted accordingly.] 

Control has the definition given in the Framework Contract Data. 

Controller has the definition given in the Framework Contract Data.  

Data  

 

is all Personal Data collected, generated or otherwise processed 
by the Consultant in the course of Providing the Service. 

Data Loss Event any event that results, or may result, in unauthorised access to 
Personal Data held by the Processor for the purposes of this 
contract, and/or actual or potential and/or destruction of Personal 
Data in breach of this Agreement, including any Personal Data 
breach.  

Data Protection Impact 
Assessment 

an assessment by the Controller of the impact of the envisaged 
processing on the protection of Personal Data. 

Data Protection 
Legislation 

is:  

the General Data Protection Regulation (EU2016/679) 

the LED (Law Enforcement Directive (Directive (EU) 2016/680)  

 the Data Protection Act 2018 and 

any other data protection laws and regulations applicable in 
England and Wales. 

Data Subject  is an individual who is the subject of Personal Data 

Data Subject Request is a request made by, or on behalf of, a Data Subject in 
accordance with rights granted pursuant to the Data Protection 
Legislation to access their Personal Data. 

[Deposited Software is the Software the Source Code of which is to be placed in 
escrow as required by the Service Manager and notified to the 
Consultant from time to time including as identified in the Software 
Schedule.] 
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[Disclosing Party 
Group 

is where the disclosing Party is 

• the Consultant, the Consultant and any Affiliates of the 
Consultant; and 

• the Client, the Client and any Central Government Body with 
which the Client or the Consultant interacts in connection with 
the contract.] 

[Documentation is descriptions of the service, the Consultant’s service solution, 
performance measures, details of the Contractor System 
(including (i) vendors and versions for off-the-shelf components 
and (ii) source code and build information for proprietary 
components), relevant design and development information, 
technical specifications of all functionality including those not 
included in standard manuals (such as those that modify system 
performance and access levels), configuration details, test scripts, 
user manuals, operating manuals, process definitions and 
procedures, and all such other documentation as 

• is required to be supplied by the Consultant to the Service 
Manager under the contract, 

• would reasonably be required by a competent third party 
capable of Good Industry Practice contracted by the Client to 
develop, configure, build, deploy, run, maintain, upgrade and 
test the individual systems that provide the service or make 
use of the service, 

• is required by the Consultant in order to Provide the Service 
and 

• has been or is generated in order to Provide the Service.] 

EEA is the European Economic Area. 

[Good Industry 
Practice 

is at any time the exercise of that degree of care, skill, diligence, 
prudence, efficiency, foresight and timeliness which would be 
reasonably expected at such time from a skilled and experienced 
person or body engaged in services similar to the service to a 
customer like the Client, such supplier seeking to comply with its 
contractual obligations in full and complying with any applicable 
laws.] 

Inclusion Action Plan is the Inclusion Action Plan produced in accordance with the 
Framework Information. 

[Indemnified Person  

 

is the Client and each and every person to whom the Client (or 
any direct or indirect sub-licensee of the Client) sub-licenses, 
assigns or novates any Relevant IPRs or rights in Relevant IPRs 
in accordance with the contract.] 

Intellectual Property 
Rights or IPRs 

has the definition given in the Framework Contract Data. 

[IPRs Claim is any claim against any Indemnified Person of infringement or 
alleged infringement (including the defence of such infringement 
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or alleged infringement) of any Relevant IPRs save for any such 
claim to the extent that it is caused by any use by or on behalf of 
that Indemnified Person of any Relevant IPRs, or the use of the 
Client Software by or on behalf of the Consultant, in either case 
for a purpose not reasonably to be inferred from the Scope or the 
provisions of the contract.] 

Joint Controllers  

 

means where two or more Controllers jointly determine the 
purposes and means of processing. 

Methodology 
Statement 

is the document submitted by the Consultant at Work Order tender 

[Object Code is software and data in machine-readable, compiled object code 
form.] 

[Open Source 
Software 

is software that has its source code made available subject to an 
open-source licence under which the owner of the copyright and 
other IPRs in such software provides the rights to use, study, 
change and distribute the software to any and all persons and for 
any and all purposes free of charge.] 

[OSS is the Open Source Software listed in the Software Schedule.] 

PBA Tracker The PBA Tracker is the tracker used for measuring and monitoring 
performance of the Project Bank Account. 

Personal Data  has the definition given in the Framework Contract Data. 

Performance Indicator is the performance indicator used to report on the measurement of 
performance in the PBA Tracker. 

Protective Measures  

 

are appropriate, technical and organisational measures which may 
include: pseudonymising and encrypting Personal Data, ensuring 
confidentiality, integrity, availability and resilience of systems and 
services, ensuring that availability of and access to Personal Data 
can be restored in a timely manner after an incident, and regularly 
assessing and evaluating the effectiveness of such measures 
adopted by it including those  outlined in PPN 02/18. 

Quality Plan has the meaning given in ISO 9001:2015 

Quality Management 
Points 

has the definition given in the Work Order Contract Data.  

[Recipient is the Party which receives or obtains directly or indirectly 
Confidential Information.] 

[Relevant IPR is IPRs used to Provide the Service or as otherwise provided and 
licensed by the Consultant (or to which the Consultant has 
provided access) to the Client or a third party in the fulfilment of 
the Consultant’s obligations under the contract including IPRs in 
the Specially Written Software, the Contractor Software, the 
Contractor Background IPRs and the Third Party Software but 
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excluding any IPRs in the Client Software and the Client 
Background IPRs.] 

Risk Assessment is a full risk assessment and security review carried out by the 
Client in accordance with the HMG Security Policy Framework 
(SPF) and the Client’s Information Security Data Security 
Standard (see link in Annex 2). 

Security Incident  

 

is a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access 
to, Data. 

[Software   is Specially Written Software, Contractor Software and Third Party 
Software.] 

[Software Supporting 
Materials 

are  

• the Documentation, Source Code and the Object Code of the 
Specially Written Software and 

• all build instructions, test instructions, test scripts, test data, 
operating instructions and other documents and tools 
necessary for maintaining and supporting the Specially 
Written Software.] 

[Software Schedule is the software schedule unless later changed in accordance with 
the contract.] 

[Source Code is computer programs and data in eye-readable form and in such 
form that it can be compiled or interpreted into equivalent binary 
code together with all related design comments, flow charts, 
technical information and documentation necessary for the use, 
reproduction, maintenance, modification and enhancement of 
such software.] 

[Specially Written 
Software 

is any software (including database software, linking instructions, 
test scripts, compilation instructions and test instructions) created 
by the Consultant (or by a Subcontractor (or any subcontractor of 
any tier to the Consultant) or other third party on behalf of the 
Consultant) specifically for the purposes of the contract, including 

• any Contractor Background IPRs that are embedded in or 
which are an integral part of such software; and 

• any modifications or enhancements to Contractor Software or 
Third Party Software created specifically for the purposes of 
the contract.] 

Staff has the definition given in the Framework Contract Data. 

Sub-Processor  

 

is a third party (including Associated Company) engaged by the 
Consultant to process Data. 

Supervisory Authority is any regulatory, supervisory, governmental or other competent 
authority with jurisdiction or oversight over the Data Protection 
Legislation. 
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[Third Party Software is software which is proprietary to any third party (other than an 
Affiliate of the Consultant) which in any case is, will be or is 
proposed to be used by the Contractor for the purposes of 
Providing the Service, including the software specified as such in 
the Software Schedule and including OSS.] 

Threshold Level  has the definition given in the Work Order Contract Data. 
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[Insert any additional documents into Annex 2 that are relevant to the particular Work Order] 

 

Annex 2 – Hyperlinks to and location of referenced documents 

Section Reference Location / Document 

S508 Client’s environmental strategy https://www.gov.uk/government/publications/hig

hways-england-environment-strategy 

S508 Government Buying Standards https://www.gov.uk/government/collections/susta

inable-procurement-the-government-buying-

standards-gbs 

S509 Procurement Policy Note 7/14 

entitled “Implementing Article 6 

of the Energy Efficiency 

Directive” (“PPN 7/14”) 

https://assets.publishing.service.gov.uk/governm

ent/uploads/system/uploads/attachment_data/fil

e/316683/PPN_07-

14_implementing_article_6_of_the_energy_effici

ency_directive.pdf  

S509 Directive 2012/27/EU https://eur-lex.europa.eu/legal-

content/en/ALL/?uri=CELEX%3A32012L0027  

S509 Client’s sustainable 

development strategy 

https://www.gov.uk/government/publications/hig

hways-england-sustainable-development-

strategy 

S510 Highways England IT security 

policy 

Included with framework tender documents as: 

Vol 3 S510 Statement of Highways England IT 

Security Policy July 2015 

S510 Highways England Data 

Handling Policy 

Included with framework tender documents as: 

Vol 3 S510 Data Handling Policy – Supply Chain 

Version 4 

S510 Information Asset Owner 

Handbook 

Included with framework tender documents as: 

Vol 3 S510 HE Information Asset Owner 

Handbook 

S511 Client’s annual communication 

strategy 

Included with framework tender documents as: 

Vol 3 Communications_Plan_2018-19 

S512 Social Media Policy Included with framework tender documents as: 

Vol 3_S512_Highways England Social Media 

Policy August 2018 

S512 Visual identity specifications Included with framework tender documents as: 

https://www.gov.uk/government/publications/highways-england-environment-strategy
https://www.gov.uk/government/publications/highways-england-environment-strategy
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32012L0027
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32012L0027
https://www.gov.uk/government/publications/highways-england-sustainable-development-strategy
https://www.gov.uk/government/publications/highways-england-sustainable-development-strategy
https://www.gov.uk/government/publications/highways-england-sustainable-development-strategy
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• Vol 3_S512 Highways England Our visual 

identity Version 2.2 - July 2019 

• Vol 3_S512 Highways England Normal not 

formal Version 2.2 - July 2019 

• Vol 3_S512 Guidance for our Contractors 

Version 2a - January 2019 

S514 HMG Government Security 

Classifications 

https://www.gov.uk/government/publications/gov

ernment-security-classifications  

S514 Information Security Data 

Security Standard 

Included with framework tender documents as: 

Vol 3 S514 Information Security Data Security 

Standard-v1.0 

S526 Customer Service Strategy – 

Better Journeys and Better 

Conversations 

https://www.gov.uk/government/publications/cus

tomer-service-strategy 

 

S526 Corporate Complaints Process Included with framework tender documents as: 

Vol 3 Highways England corporate complaints 

process September 2018 

S536 ISO 9004: Quality 

management -- quality of an 

organization -- guidance to 

achieve sustained success 

https://www.iso.org/standard/70397.html  

S536 Continual improvement / lean 

procedure 

Included with framework tender documents as: 

Vol 3 Continual_Improvement - lean procedure 

S536 Highways England Lean 

Maturity Assessment (HELMA) 

tool 

https://www.gov.uk/guidance/highways-england-

lean-maturity-assessment-helma  

S541 ISO 9001: Quality 

management 

https://www.iso.org/iso-9001-quality-

management.html  

S543 Highways England’s Home 

Safe and Well 

http://assets.highwaysengland.co.uk/about-

us/Home+Safe+and+Well+Strategy+2019.pdf  

S543 Highways England’s ‘raising 

the bar’ guidance 

https://www.gov.uk/government/collections/healt

h-and-safety-for-major-road-schemes-raising-

the-bar-initiative 

S543 Client’s rules, regulations, 

health and safety policies and 

any safety and security 

[Insert any additional rules, regulations and 

health and safety policies and any safety and 

security instructions relevant to the Work Order]  

https://www.gov.uk/government/publications/government-security-classifications
https://www.gov.uk/government/publications/government-security-classifications
https://www.gov.uk/government/publications/customer-service-strategy
https://www.gov.uk/government/publications/customer-service-strategy
https://www.iso.org/standard/70397.html
https://www.gov.uk/guidance/highways-england-lean-maturity-assessment-helma
https://www.gov.uk/guidance/highways-england-lean-maturity-assessment-helma
https://www.iso.org/iso-9001-quality-management.html
https://www.iso.org/iso-9001-quality-management.html
http://assets.highwaysengland.co.uk/about-us/Home+Safe+and+Well+Strategy+2019.pdf
http://assets.highwaysengland.co.uk/about-us/Home+Safe+and+Well+Strategy+2019.pdf
https://www.gov.uk/government/collections/health-and-safety-for-major-road-schemes-raising-the-bar-initiative
https://www.gov.uk/government/collections/health-and-safety-for-major-road-schemes-raising-the-bar-initiative
https://www.gov.uk/government/collections/health-and-safety-for-major-road-schemes-raising-the-bar-initiative
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instructions 

S544 ISO 45001: Occupational 

health and safety 

https://www.iso.org/iso-45001-occupational-

health-and-safety.html  

S546 Control of Asbestos 

Regulations 2012 
http://www.hse.gov.uk/asbestos/regulations.htm 

S548 

Interim Advice Note (IAN) 

128/15/C-Highways England 

Supply Chain Health and 

Safety Incident Reporting 

http://www.standardsforhighways.co.uk/ha/stand

ards/ians/pdfs/IAN_128__15__C.pdf 

S550 AIRSweb 
https://highwaysengland.airsweb.net/Default.asp

x  

S552 
HSE guidance and Driving for 

Better Business 

http://www.hse.gov.uk/roadsafety/  

http://www.drivingforbetterbusiness.com/  

S553 Road Traffic Act 1988 
https://www.legislation.gov.uk/ukpga/1988/52/co

ntents  

S556 

Procurement Policy Note 

02/18: Changes to Data 

Protection Legislation & 

General Data Protection 

Regulation 

https://www.gov.uk/government/publications/pro

curement-policy-note-0218-changes-to-data-

protection-legislation-general-data-protection-

regulation  

S1405 
Government Construction 

Strategy May 2011 

https://www.gov.uk/government/publications/gov

ernment-construction-strategy  

S1405 Government strategy for BIM https://www.gov.uk/government/publications/buil

ding-information-modelling 

S1405 

Information Model 

Requirements and the Model 

Production and Delivery Table 

[To be inserted if X10 is used] 

S1610 Project Bank Account (PBA) 

Tracker 

Included with framework tender documents as: 

Vol 3 S1610 Project Bank Account tracker 

S1610 The Joining Deed Included with framework tender documents as: 

Vol 3 S1610 PBA Joining Deed 

S1610 The Trust Deed Included with framework tender documents as: 

Vol 3 S1610 PBA Trust Deed 

https://www.iso.org/iso-45001-occupational-health-and-safety.html
https://www.iso.org/iso-45001-occupational-health-and-safety.html
http://www.hse.gov.uk/asbestos/regulations.htm
http://www.standardsforhighways.co.uk/ha/standards/ians/pdfs/IAN_128__15__C.pdf
http://www.standardsforhighways.co.uk/ha/standards/ians/pdfs/IAN_128__15__C.pdf
https://highwaysengland.airsweb.net/Default.aspx
https://highwaysengland.airsweb.net/Default.aspx
http://www.hse.gov.uk/roadsafety/
http://www.drivingforbetterbusiness.com/
https://www.legislation.gov.uk/ukpga/1988/52/contents
https://www.legislation.gov.uk/ukpga/1988/52/contents
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/government-construction-strategy
https://www.gov.uk/government/publications/government-construction-strategy
https://www.gov.uk/government/publications/building-information-modelling
https://www.gov.uk/government/publications/building-information-modelling
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Annex 1 HMG Security Policy 

Framework 

https://www.gov.uk/government/publications/sec

urity-policy-framework  

Annex 3 Client’s Personnel security 

Procedures 

Included with framework tender documents as: 

• Vol 3 Clients baseline personnel security 

standard 

• Vol 3 External RAS account – application 

process 

• Vol 3 Security approvals and photo passes 

Annex 8 ISO/IEC27001: Information 

technology -- Security 

techniques -- Information 

security management systems 

– Requirements 

https://www.iso.org/standard/54534.html  

Annex 8 ISO/IEC27002: Information 

technology -- Security 

techniques -- Code of practice 

for information security 

controls 

https://www.iso.org/standard/54533.html  

Annex 8 Data handling policy See S510 

Annex 8 Records policy Included with framework tender documents as: 

Vol 3 Highways England Records Management 

Policy (May 2015) 

  

https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54533.html
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Annex 3 – BPSS Compliance 

[Alternative Annex 3 wording is available if a Consultant or subcontractor is to work on HE 
premises, please contact CD&A] 

Appendix A – General notes 

• You must see original documents, copies are not acceptable. 
 

• All the time you need to check that birth dates, signatures and photos match.   

• You must comply with the Data Protection Act. Therefore, remember to delete any 
electronic versions of this form/personal documents and securely destroy paper copies 
of documents when they are no longer relevant.  UK Visas and Immigration provide 
advice on how long to keep copies of nationality and right to work documents: 

o Data Protection Act 2018 
o BPSS compliance 

 

Appendix B – Section 1 

Section 1: Application details and identity verification – guidance notes 
 
Generally one document which contains a photo or 2 documents without photos will provide 
adequate proof of identity.   
 
However not all documents are of equal value, therefore we have listed below some 
examples of documents that are from reliable sources, difficult to forge and dated.  These 
documents must be current and ideally issued within last 6 months. 
 
Good examples of identity documents that contain a photo:  

• Current UK photo-card driving licence. 

• A current passport.  Please include the country of issue in section 1.3 (e.g. British 
passport, South African passport) 

 
If the applicant is a citizen of the United Kingdom, Switzerland or one of the European 
Economic Area countries (see Appendix D), their passport can also be used as proof of their 
‘right to work’.  This means that no additional documentation is required to prove nationality. 
  
Good examples of identity documents without photos include: 

• Birth certificate, adoption certificate, gender recognition certificate 

• Marriage licence, divorce or annulment papers 

• Current full UK driving licence (old ‘paper’ version) 

• A recent utility bill or council tax bill (valid for current year) 

• Bank, building society or credit union statement or passbook containing current address 

• Current benefit book or card or original notification letter from the DWP confirming the 
right to benefit. 

• Police registration document or HM Forces identity card 
 
 
What to look for: 

• The documents shown to you must be originals.  If you are unsure, consider comparing 
them to other examples you may have to hand 

• Check that the paper and typeface of the document are similar to any others you may 
have to hand or may have examined recently  

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
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• Examine the documents for alterations or signs that the photograph and/or signature 
have been removed and replaced.  

• Check that any signature on the documents tallies with other examples in your 
possession.  If you’re unsure, ask the applicant to sign something in your presence 

• Check that details given on the documents corresponds with what you already know 
about the individual 

• Check the date of issue on each document.  
 
Young Applicants 
 
It can be difficult for young applicants to supply most of the documents listed above.  If this 
appears to be a genuine problem, ask the applicant to supply a passport-sized photo, 
endorsed on the back with the signature of someone of standing in the applicant’s 
community, e.g. a justice of the peace, doctor, member of the clergy, teacher etc. The 
signatory should have known the applicant for a minimum of three years.  
 
The photo must be accompanied by a signed statement from the signatory giving their full 
name, address and phone number and confirming the period they have known the applicant. 
 
Appendix C – Section 2 
 
Nationality and right to work- guidance notes 
 
The current advice from UK Visas and Immigration is available on their website: 
 
UK Visa & Immigration website 

 
In addition, please note: 
 

• You must be satisfied that each document produced relates to the individual, and you will 
need to check that all documents contain the same date of birth, photo and the person’s 
appearance looks the same.  

• UK Visas and Immigration provide advice on how long to keep copies of nationality and 
right to work documents. 

 
Appendix D - EEA 
 

European Economic Area (EEA) Countries 
 

Citizens of the United Kingdom, Switzerland or one of the following European Economic 
Area (EEA) countries, have the right to work in the UK: 
 

• Austria 

• Belgium 

• Bulgaria 

• Cyprus 

• Czech Republic 

• Denmark 

• Estonia 

• Finland 

• France 

• Germany 

• Greece 

• Hungary 

https://www.gov.uk/government/organisations/uk-visas-and-immigration
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• Iceland 

• Ireland 

• Italy 

• Latvia 

• Liechtenstein 

• Lithuania 

• Luxembourg 

• Malta 

• Netherlands 

• Norway 

• Poland 

• Portugal 

• Romania 

• Slovakia 

• Slovenia 

• Spain 

• Sweden 
 
Appendix E - References 

 
Employment history and personal references – guidance notes 
 

• All employment history should be confirmed with previous employers, including overseas 
appointments (where the applicant was abroad for over 6 months). 

• A template to send to previous employers and personal referees can be found in Annex 
F.  However most companies will now only provide official confirmation (on letter headed 
paper) of when an individual worked for them.  This is acceptable. 

• Reasonable steps should be taken to ensure that the reference is genuine.  References 
that are handwritten, not on headed paper, contain spelling or grammatical errors or just 
not convincing for any reason, should be followed up directly with the individual(s) 
concerned. 

• If the applicant has been unemployed, or his previous employer is no longer in business, 
a personal reference (see below) can be obtained instead.  This is not necessary if the 
period involved is less than 6 months.  

• If the applicant has only worked for one organisation in the last 3 years, then one 
reference from this company is sufficient. 

• Where an applicant has been in full time education during the period, confirmation must 
be obtained from the relevant school or other academic institution.  

• Where an applicant has been overseas during the last 3 years, it is sufficient to see the 
entry visa.  Some countries no longer issue exit visas. 

• Where a young person has difficulty in providing both evidence of identity and adequate 
referee coverage, it may be appropriate to obtain both from the same referee. 

 
Personal references 
 

• Personal references are acceptable when no other reference is available. Family 
members (including in-laws) are not suitable for references. 

• The applicant should provide the details of someone of professional standing (e.g. 
solicitor, civil servant, teacher, accountant, bank manager, doctor, officer of the armed 
forces) who has sufficient knowledge of the applicant to provide a considered reference. 
If the applicant is unable to nominate such a person, then references should be obtained 
from personal acquaintances.  Personal acquaintances cannot provide references if they 
are involved in any financial arrangements with the applicant. 
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Appendix F – Reference template  
 

Personal reference template 
You can use this template to send to both previous employers and personal referees.  You 
will need to include a covering letter, explaining that you are requesting this information in 
relation to the applicant’s proposed role in Highways England. 
 
Dear 
 

SUBJECT:       
 
1.  Over what period have you known the subject and in what capacity? 
 
From:     To: 
 
Capacity:  
 
2.  Are you related to the subject?  If so, please state your relationship. 
 
 
3.  Do you believe the subject to be honest, conscientious and discreet? 
 
 
I declare that the information I have given on this form is true to the best of my knowledge.   
Name:  
Signature: 
 
Date: 
 
Address: 
 
Tel No: 
 
Email: 
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Annex 4 – CPF 

 

 

See [insert file name of attachment]  
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Annex 5 – Quality Table 

 

Failure Quality Management 

Points 

Period of effect 

Failure to appoint a Quality 

Manager or to replace the 

Quality Manager when 

instructed by the Client 

  25 Until audit confirms that 

failure corrected 

Failure to have a complete 

Quality Plan in place and 

operating 

  25 Until audit confirms that 

Quality Plan is complete and 

operating 

A Quality Plan does not comply 

with the requirements of the 

contract 

10 per failure Until audit confirms that 

Quality Plan complies 

Failure to identify a Non-

Conformity and raise a Non-

Conformity report 

5 per Non-Conformity 6 months 

Failure to raise a corrective 

action report and to correct a 

Non-Conformity in the time and 

manner set out in the corrective 

action report  

(see note 1 below) 

10 per failure Until failure corrected 

Failure to correct a Quality Plan 

in the time and manner set out 

in a corrective action report  

(see note 1 below) 

10 per failure Until failure corrected 

Failure to implement 

recommendations in audit 

report  

(see note 1 below) 

5 per recommendation Until audit confirms that 

recommendation 

implemented 

Failure to carry out internal 

audit 

15 per audit Until audit carried out 

Carrying out work without 

release of a hold point 

10 per item 6 months 
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Annex 5 – Quality Table 

 

Failure Quality Management 

Points 

Period of effect 

Failure to make records 

available for inspection by the 

Client  

10 per failure  Until the records are made 

available  

Failure to allow access for 

Client audits  

10 per failure  Until access is allowed  

Failure by Consultant to accrue 

Quality Management Points that 

should have been accrued  

The number of Points 

that should have been 

accrued  

The period applicable to the 

failure that should have 

accrued Points  

plus an additional 

number of Points 

equivalent to the Points 

that should have been 

accrued  

6 months from the date 

when the additional Points 

were accrued  

Note 1: For these failures additional Points are accrued at each audit until an audit 

confirms that rectification/correction/implementation/action has taken place.  
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Annex 6 - Data Protection  

Schedule [A] - Processing, Personal Data and Data Subjects 

This Appendix shall be completed by the Client, who may take account of the view of the 
Consultants, however the final decision as to the content of this Appendix shall be with the 
Client at its absolute discretion.  

1. The contact details of the Client’s Data Protection Officer are [Graham Woodhouse 
(dataprotectionadvice@highwaysengland.co.uk)]. 

2. The contact details of the Consultant Data Protection Officer or nominated lead are per 
Contract Data part 2. 

3. The Consultant shall comply with any further written instructions with respect to 
processing by the Client. 

Any such further instructions shall be incorporated into this table. 

Description Details 

Identity of the Client and 
Consultant  

The Parties acknowledge that for the purposes of the 
Data Protection Legislation, the Client is the Controller 
and the Consultant is the Processor in accordance with 
clause 2. 

Subject matter of the 
processing 

[This should be a high level, short description of what the 
processing is about i.e. its subject matter] 
 
Example: The processing is needed in order to ensure 
that the Processor can effectively deliver the contract to 
provide a service to members of the public]. 

Duration of the 

processing 

[Clearly set out the duration of the processing including 
dates] 

Nature and purposes of 

the processing 

[Please be as specific as possible, but make sure that you 
cover all intended purposes. 
The nature of the processing means any operation such 
as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, 
erasure or destruction of data (whether or not by 
automated 
means) etc. 
The purpose might include: employment processing, 
statutory obligation, recruitment assessment etc] 

Type of Personal Data [Examples here include: name, address, date of birth, NI 
number, telephone number, pay, images, biometric data 
etc] 

Categories of Data 
Subject 

Examples include: Staff (including volunteers, agents, and 
temporary workers), customers/ clients, suppliers, 
patients, students / pupils, members of the public, users 
of a particular website etc] 

Plan for return and 
destruction of the data 
once the processing is 

[Describe how long the data will be retained for, how it be 
returned or destroyed] 
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complete UNLESS 
requirement under union 
or member state law to 
preserve that type of 
data 

 

 

Schedule [B] – Joint Controller Agreement  

[Guidance: insert only where Joint Controller applies in Schedule [A]) 

In this Appendix the Parties must outline each Party’s responsibilities for: 

• Providing information to Data Subjects under Article 13 and 14 of the GDPR. 

• Responding to Data Subject Requests under Articles 15-22 of the GDPR 

• Notifying the Information Commissioner (and Data Subjects) where necessary about 
data breaches 

• maintaining records of processing under Article 30 of the GDPR 

• carrying out any required Data Protection Impact Assessment 

• The agreement must include a statement as to who is the point of contact for Data 
Subjects. 

The essence of this relationship shall be published. 

 

You may wish to incorporate some clauses equivalent to those specified in Clauses 8, 9, 15, 
16, 22, 23, 25, 26, 27, 28, 29, 30  

You may also wish to include an additional clause apportioning liability between the parties 
arising out of data protection; of data that is jointly controlled. 

Where there is a Joint Control relationship, but no Controller to Processor relationship under 
the contract, this completed Schedule B should be used instead of Clauses 8, 9, 15, 16, 22, 
23, 25, 26, 27, 28, 29, 30. 
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Annex 7 – Forms of Novation 

 
See  

• Vol 3_WO Scope Annex 7_Model Form of Novation (Old Client to New Client)  

• Vol 3_WO Scope Annex 7_Model Form of Novation (Old Contractor or Consultant to 
New Contractor or Consultant) 
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Annex 8 Information systems 

1. General Requirement  

1.1 This Annex sets out the requirements in respect of Information Systems, including 
Systems that 

• are developed, procured, provided and made available to the Client by the 
Consultant for the purposes of performing the information requirements under 
this contract, 

• are developed, procured and provided by the Consultant relating to its own 
corporate business and operations of performing the information requirements 
under this contract, 

• are provided or made available by the Client for use by the Consultant for the 
purposes of performing the information requirements under this contract and 

• are likely to be provided or made available by the Client for use by the 
Consultant for the purposes of performing the information requirements under 
this contract. 

1.2 To the extent that the Consultant is required to create or maintain any information 
under this contract in electronic format, the Consultant ensures that, at all times 

• such a format is agreed with the Client 

• such information is maintained to allow fast and efficient electronic transfer 
of information to the Client or agreed third parties (including Consultants) 
without additional expenditure by the Client or the need for complex or 
expensive procedures or processes, and in any event in such format as 
complies with the Client’s requirements for such transfer, 

• such information is backed-up and copies are held in off-site storage in 
accordance with procedures agreed with the Client and 

• it implements and complies with (and ensures that its Sub Consultants 
implement and comply with) all procedures for information back-up and off-
site storage referred to in this paragraph. 

1.3 The Consultant maintains all its Information Systems so as to enable their 

• segregation from any other computer or electronic storage devices, 
Systems,  

• materials or information of the Consultant and transfer to the Client or an 
Incoming Consultant,  

• efficiently and without additional expense or delay immediately on 
termination or expiry of this contract. 

2. Consultant Information Systems 

2.1 The Consultant at the starting date 

• has in place and provides or makes available to the Client appropriate 
Information Systems (and relevant hardware required to use such 
Information Systems) of the type set out in Section 1.9, to comply with the 
Client information requirements and the contract management information 
requirements, 
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• has in place Information Systems (electronic or otherwise) of the type set 
out in the non-exhaustive list in Table 1, to comply with the Consultant 
information requirements concerning its own corporate business and 
operations and 

• has proof of compliance with the HMG Security Policy Framework (SPF) in 
respect of those Information Systems.  

3. Client Information Systems 

3.1 Unless otherwise agreed with the Client, the Consultant uses and interfaces with 
the Client’s Current Systems (Table 2) and New Systems (Table 3) when 
available. 

4. Access Requirements to Information Systems provided by the Client 

4.1 Gateway access requirements 

The Business Information Gateway or its successor (the Gateway) is the interface 
through which 

• the Consultant is required to access the Highways Agency Business IT 
Network and the Client Information Systems held within Highways Agency 
Business IT Network and 

• the Client may access one or more of the Consultant Information Systems 
and documents. 

 

4.2 

Unless otherwise agreed with the Client, the Consultant connects to the Gateway, 
using a Virtual Private Network specified by the Client. 

 

4.3 

The Consultant  

• applies to the Client for authorisation to connect to the Gateway and 
connects to the Gateway in a manner to be specified by the Client, 

• procures and pays for the installation and ongoing costs of connection of 
any of its premises or Information Systems to the Gateway through a 
telecommunications network, taking into account the data volume and the 
number of the Consultant’s staff that it expects to use the link;, 

• arranges suitable support and business continuity for connection to the 
Gateway, 

• facilitates the installation and maintenance of the Gateway by the Client’s 
Consultants, 

• employs appropriate requirements and procedures, and trains its staff to 
operate the Current Systems, 

• attends training in connection with the implementation, and where 
appropriate, the Consultant facilitates the implementation of New Systems 
and any other systems required by the Client and 

• does not alter any documents provided by the Client through the Gateway 
(which are the exclusive property of the Client) without the prior 
acceptance of the Client. 

4.4 The Consultant acknowledges that 
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• the network technology underlying the Gateway is subject to change from 
time to time, 

• access through and continued membership of the Gateway depends on 
the Consultant complying with (and the Consultant will comply with): 

o Applicable user access requirements 

o Her Majesty’s Government Security Policy Framework and 

o other confidentiality, technical and security requirements set out in 
this contract. 

4.5 The connection point to the Gateway situated at the Consultant’s premises is 
located in a room that is secured from theft, damage, unauthorised or malicious 
use to reduce risk to the connection point by using appropriate physical security 
controls as set out in Her Majesty’s Government Security Policy Framework. The 
location remains fixed for the duration of the contract unless the Consultant 
requests and the Client approves a new location.  

4.6 Other access requirements 

Client Information Systems not covered by clause 4.1 may be accessed through 
the Internet via third party hosts and using relevant software applications installed 
on Consultant systems.  They are not subject to the same security and related 
access requirements that apply to Client Information Systems accessed through 
the Gateway. 

The Consultant may request authorisation and other details regarding Internet 
access to such Client Information Systems from the Client. 

For guidance, the right column in Table 2 and 3 indicates whether access to the 
Client Information Systems is required via the Gateway.  

The Consultant ensures that any device which is used to Process Client Data 
meets all of the security requirements set out in the NCSC End User Devices 
Platform Security Guidance, a copy of which can be found at: 
https://www.ncsc.gov.uk/guidance/end-user-device-security. 

5. Access Requirements to Information Systems provided by the Consultant 

5.1 The Consultant provides the Client remote access to the Consultant’s Information 
Systems and related documents: 

• either through the Gateway; or 

• through another interface agreed by the Client. 

5.2 Any access required by the Client to systems provided by the Consultant must be 
made available via the Gateway or by other remote access methods agreed by the 
Client. 

6. Consultant Security and User Access 

6.1 The Consultant ensures that all persons who use Client Information Systems for or 
on behalf of the Consultant comply with the Client’s security requirements. 

6.2 The Consultant is responsible for determining any formal application and security 
clearance requirements to enable the Client to access any Information Systems 
provided by the Consultant.  The Consultant informs the Client of those 
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requirements, including timescales, no later than four weeks after the starting date. 

6.3 The Consultant notifies the Client’s IT Security Team and the help desk when staff 
with access to the Client's IT network, leave their employment. 

 

6.4 

The Client suspends any accounts supplied to persons who use Client’s 
Information Systems for or on behalf of the Consultant if they are not used for a 
continuous period of six months. 

6.5 The Client deletes any accounts supplied to persons who use Client Information 
Systems for or on behalf of the Consultant if they are not used for a continuous 
period of thirteen months. 

6.6 The Client immediately suspends any accounts supplied to persons who use 
Client Information Systems for or on behalf of the Consultant if they are used by 
anyone other than the person for whom they were created (the “authorised user”), 
or they are used from a device which is not issued by the Consultant, or they are 
used from a physical location not agreed with the Client. Accounts suspended will 
not be re-opened until a formal explanation for the account’s misuse is provided by 
the Consultant, and in all these cases the Client will not be liable for any financial 
penalty or other expense incurred as a result of the Consultant failing to meet its 
commitments. 

7. Software and Licences 

7.1 The Consultant grants, or procures the grant of, licences required to allow the 
Client to use the Information Systems developed, procured or otherwise provided 
by the Consultant to the Client. 

7.2 The Consultant has in place or procures its own licences required to use common 
software applications that it may require to be able to interface with, or to access 
Client Information Systems. 

7.3 The Consultant applies to the Client for licences to allow the Consultant to use 
certain Information Systems provided or made available by the Client. 

8. Liaison and cooperation between Client and Consultant 

8.1 The Client is adopting an Information Technology Infrastructure Library best 
practice approach for Information Communication and Technology (ICT) services.  
The Consultant will be expected to demonstrate a formal approach to its ICT 
service management through the development of an ICT strategy and make its 
ICT strategy available to the Client. 

9. Systems provided by the Consultant to meet Client and Contract Management 
Information Requirements 

9.1 Electronic Document and Records Management 

 

The Consultant operates an Information System for the management of electronic 
documents and records (including e-mails) which are created and maintained on 
behalf of the Client.  Documents and records are defined in The Highways England 
Records Policy, a copy of which can be obtained from the Client (see link at Annex 
2). 
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9.2 The Consultant seeks agreement through the Client, regarding the development 
and implementation of an Information System for electronically managing both the 
electronic and physical records which the Consultant creates and maintains on 
behalf of the Client. This Information System is required for the capture, retention 
and disposal of all electronic format documents and other records 

10. Clients Information Systems 

  

Table 1: Examples of Information Systems as provided by the Consultant to fulfil 
the requirements of the Consultant’s own business and effective delivery of the 
contract 

System Comment 

IT and 
Information 
Security Systems 

It is expected that the Consultant will implement IT and Information 
Security systems to protect the confidentiality, integrity, and 
availability of this information it handles, and have those systems 
independently audited. The Consultant should align these systems to 
meet the Client’s requirement for the services provided. 

Quality 
Management 
System 

It is expected that the Consultant will implement a quality 
management Information System which will ensure consistency and 
improvement of working practices.  The Consultant should align its 
quality management Information System to meet the quality 
requirement used by the Client. 

Collaboration 
System 

It is expected that the Consultant will exploit collaboration 
technologies  

Change Control 
System 

This Information System will manage changes to processes and 
Systems 

Customer 
Relationship 
Management 
System (CRM) 

This Information System will manage the CRM strategy to ensure long 
lasting relationships with the Consultant’s customers 

 

The CRM Information System will seek to improve customer service 
by performing functions such as identifying what customers value the 
most and providing an effective mechanism to handle problems and 
complaints 

Human Resource 
Management 
System (HRMS) 

It is expected that the Consultant will use a HRMS to manage issues 
such as recruitment, skill sets, employee history and payroll 
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Financial 
Management 
System (FMS) 

The Consultant will use a FMS to produce timely in-year and year-end 
management and accounting information 

Project 
Management 
System 

System to assist in the planning and organisation of activities in order 
to meet the Consultant’s objectives 

Primavera 

Primavera (Management software) - enterprise project portfolio 
management software. It includes project management, product 
management, collaboration and control capabilities, and integrates 
with other enterprise software such as Oracle and SAP’s ERP 
systems 

Xactium A Risk Management Tool 

 or any revised systems notified by the Service Manager 

  
 

11. Current Systems provided by the Client to meet the contract management 
information requirements 

 

Table 2  Current Systems 

Current 
Information 
System 

Description 

Highways 
England Supply 
Chain Portal 

An internet collaboration site for the Client and its partners 

Highways 
England 
Management 
Information 
System 
(HAMIS)  

Portal Information System providing access to HAGIS. A single 
platform for information for all directorates, from simple code look up 
utilities to more sophisticated forecasting and reporting tools.  

Highway 
Agency 
Geographical 
Information 
System  
(HAGIS) 

Stores information using the latest digital mapping, which allows 
users to view geographical data for a specific area of the UK by 
zooming in and out and using the built in GIS tools 
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CEMAR – 
(Contract Event 
Management 
Analytics and 
Reporting) 

CEMAR is a cloud based NEC contract management system. It is a 
collaborative tool that requires the two parties; Client and Consultant 
to manage contract events through the system as required by good 
practice NEC contract management. System features include the 
following: 

• Contract event management through registers e.g. Early 
Warnings, Compensation Events, Service Manager 
Instructions and more. 

• Application for payments / Invoices 

• Technical Queries and Defect management 

• General Communications 

Multiple in built reports and charts and graphs proving reports and 
dashboards across one or multiple contracts to allow effective 
management of contracts through outputs on communication 
behaviour, cost, quality, risk and time. 

Accident 
Incident 
Reporting 
System 
(AIRSweb) 

The AIRSweb incident reporting Information System, allowing the 
completion of a single incident report online, which can be submitted 
to several organisations 

WebDAS WebDAS provides service providers with an easy to use front end to 
Departures Approvals System (DAS) for submitting departures and 
searching past submissions. Database of departures from the 
Client’s requirements and aspects not covered by requirements, 
including SHW specification departures.  

Highways 
Agency Logging 
Environment 
(HALOGEN) 

HALOGEN is the central source for Highways Agency Traffic 
Management Systems (HATMS) logged data. It records setting, 
state change and fault information for signals, signs and emergency 
roadside telephones on England’s motorway network. 

Asset 
Visualisation 
and Information 
System (AVIS) 

AVIS is a driven survey consisting of video cameras viewing multiple 
directions, with a simultaneous LiDAR survey. The LiDAR survey 
provides 3D point cloud data, accurate to 30mm - essentially a 3D 
model of the network. It provides an inventory of assets along with 
GIS files. 

WebTRIS - 
Traffic 
Information 
System and 
WEB  

 

WebTRIS Highways England’s Traffic Information System. 

It provides historic speed and flow data for the past 10 years in 15 
minute time slices at count slices across the Highways England 
network. Data is currently taken from MIDAS, TMU, TAME count 
sites and also from legacy TRADS (Traffic Flow Database System) 
sites for older data. This contains hourly count data from inductive 
loops at approximately 1000 locations across the Client’s network 
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Highways 
Agency 
Pavement 
Management 
System 
(HAPMS) 

HAPMS is a set of IT systems that hold the following data sets: 

• Approved network master data set 

• pavement inventory master data set 

• pavement construction master data set 

• pavement condition master data set 

• inventory master data set 

• traffic data 

• accident data 

HAPMS also provides the following business capabilities: 

• Analysis and reporting of data both in map-based and textual 
formats 

• integrated tools for the whole life cost optimisation, of 
proposed pavement  maintenance schemes 

Structures 
Management 
Information 
System (SMIS) 

SMIS provides operational support to structures management 
throughout the lifecycle of the structure 

Highways 
Agency 
Geotechnical 
Data 
Management 
System 
(HAGDMS) 

Internet hosted and GIS based geotechnical inventory. Holds details 
of the Highways England geotechnical asset, together with 
geological maps, borehole details, and specialist reports. 

Highways 
Agency 
Drainage Data 
Management 
System 
(HADDMS) 

Shares the facilities developed for HAGDMS and exists on the same 
platform. This provides integrated geotechnical/drainage information. 

Lean Tracker 
System 

A system used to capture and track lean benefits. 

Scheme 
Appraisal 
Report (SAR) 

Allows appraisal details of Local Network Management Schemes to 
be submitted to the Client. 

National Faults 
Database 
(NFDB) 

Database for manual entry of faults and issues relating to Highways 
Agency Traffic Management Systems (HATMS) and other 
operational systems. 

Cultural 
Heritage 
Database 

Part of HAGIS. Database of Cultural Heritage items. 
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Technology 
Performance 
Management 
Services 
(TPMS) 

 

 

TPMS is a set of IT systems to support the maintenance and 
management tasks for control and communications equipment. 
Currently provides the following functionality: 

• Technology Fault Management.  

• Technology Planned Maintenance recording.  

• Technology Asset Status recording (including for instance 
results of electrical testing). 

• Recording of asbestos risk in Technology equipment. 

• Recording the connection of Technology equipment via 
unmetered power supplies for payment for energy used by 
Technology. 

• Calculation of performance statistics on Technology 
equipment.  

Provision of data on Consultant performance to allow effective 
Performance Management.  

Highways 
Agency  
Environmental 
Information 
System (HA) 
EnvIS 

EnvIS consists of specific environmental data supplied by 
Consultants, the HA and other bodies which is collated and 
displayed in a read only format in the Highways Agency 
Geographical Information System (HAGIS). This data is used to 
assist in managing the environment, within and surrounding the trunk 
road network, and in the review and reporting of the environmental 
performance of both Consultants and the Client. 

Collaborative 
Management 
Toolkit (CMT) 

Methodology and tool used to measure and report on Consultant‘s 
performance. 

 

Relates to the ALDM contract types.The CMT allows for the 
production of the Motivating Success Toolkit scores. 

SAS tools for 
Drainage, Geos 
and Structures 

Tools for the whole life cost optimisation of maintenance at a 
Scheme level. 

The Consultant  at its own cost use the SAS tools for Drainage 
Geotechnical and Structures assets as directed by the Client in 
support of specific proposals for individual Schemes. 

Planned 
Engineering  
Works (PEW) 
System 

System for the notification of planned engineering works that impact 
on the operational availability or functionality of HA Traffic 
Management Systems (HATMS) or require access to RCC 
Equipment/Control Rooms. 

Noise 
Assessment and 
Insulation 
System (NAIS) 

GIS based tool for predicting noise impacts on the environment 
surrounding the trunk road network 
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Planned 
Engineering  
Works (PEW) 
System 

System for the notification of planned engineering works that impact 
on the operational availability or functionality of HA Traffic 
Management Systems (HATMS) or require access to RCC 
Equipment/Control Rooms. 

National Faults 
Database 
(NFDB) 

Database for manual entry of faults and issues relating to Highways 
Agency Traffic Management Systems (HATMS) and other 
operational systems. 

Severe Weather 
Information 
System (SWIS)  

Provides the Client with information on the state of the network and 
weather related incidents 

Routine and 
Maintenance 
Management 
System (PB 
Confirm) 

The Client provides a Routine and Maintenance Management 
System which will be used to raise and manage works orders and 
process applications for payment. 

The Consultant uses the system and provides such information to 
the Client as required to evidence the service provided and costs 
incurred to Provide the Service. 

Confirm and 
ConfirmConnect 

The Consultant uses Confirm and Confirm's mobile solution 
(ConfirmConnect) to manage their operational process. Operatives 
must use ConfirmConnect to capture job data in the field and where 
necessary additional tasks on the handheld device. 

Confirm 
Workzone 

Confirm Workzone scheduling tool will be available and this or 
Confirm can be used for scheduling jobs. Confirm Job Costing will 
also be available to support the capture of labour, plant and material 
in the field. 

Network 
Occupancy 
Management 
System (NOMS) 

The Client provides a Network Occupancy Management System 
(NOMS) as part of the Integrated Asset Management Information 
System (IAMIS) that is fully compliant with the national specification 
for the Electronic Transfer of Notifications (EToN) and is used to: 

• Record, update and manage all occupancies on the Affected 
Property including their delay and impact, 

• Record, update and manage all information as necessary for 
the fulfilment of obligations relating to: 

• Traffic Management Act 2004 

• New Roads and Street Works Act 1991 

• Other legislation associated to the delivery of the TMA 2004 
s16 Network Management Duty and associated secondary 
legislation 

NOMS provides direct information feeds to external stakeholders for 
public use and feeds to the Clients National Traffic Information 
Service (NTIS) for publication to customers 

 

12. New Systems to be used by the Consultant when available 

Table 3 New Systems 
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New 
Information 
System 

Description 

Integrated Asset 
Management 
Information 
System (IAM IS) 

During the Contract Period it is intended that the IAM IS will replace 
the following Highways England data management systems: 

• Network Occupancy and EToN (SRW) 

• Pavement and Approved Network Model (HAPMS) 

• Structures (SMIS) 

• Geotechnical (HAGDMS) 

• Drainage (HADMS) 

IAM IS will provide functionality for the asset support contractor to 
manage customer enquiries, record defects, schedule inspections 
and record incident data. This information will be available to the 
Client to better understand the condition of the asset and manage 
the contract using enhanced reporting capabilities.  

Information within the Client's current data systems, HAGDMS, 
HADDMS, HAPMS and SMIS will be incorporated in to IAM IS.  

Financial 
System 

The Client’s new finance and accounting Information System which 
supports major business transaction processing requirements. 

Emergency 
Services 
Network (ESN) 

ESN will provide ‘next generation integrated critical voice and 
broadband data services’ and will replace Airwave 

Green Claims 
System to enable the electronic submission of Green Claims 
information.  

Performance 
Management 
Information 
System 

The Client may introduce a Performance Management Information 
System (PMIS) or other system for recording and reporting against 
the requirements of this Annex.  When/ if provided, the Consultant 
provides performance data directly into the PMIS. 

Finance and 
Works 
Management 
System 

(PB Confirm) 

The Client intends to introduce a Finance and Works Management 
System which will be used to raise and manage works orders. 

The Consultant uses the system and provides such information to 
the Client as required to evidence the service provided and costs 
incurred to Provide the Service. 

 

INFORMATION SECURITY 

13. Security Plan 

13.1 The Consultant prepares a robust information security plan complying with the 
Client’s information security requirements and submits it to the Service Manager 
for acceptance.  The Consultant includes the security plan in its quality 
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management system.  The security plan complies with the requirements of 
ISO/IEC27001 and ISO/IEC27002 and includes procedures which 

• ensure compliance with the Data Protection Legislations, 

• protect information against accidental, unauthorised or unlawful processing, 
destruction, loss, damage or disclosure of Personal Data, 

• ensure that unauthorised persons do not have access to Personal Data or 
to any equipment used to process Personal Data, 

• protect IT systems from viruses and similar threats, 

• provide for disaster recovery, and in particular ensure that the Personal 
Data is safely backed-up and 

• provide for the vetting of its employees and Subcontractors’ staff in 
accordance with the Client’s staff vetting procedures (See Annex 3) 

13.2 The Consultant provides training for its employees and Subcontractors in 
accordance with the security plan. 

13.3 The Consultant does not use any confidential or proprietary information provided 
to or acquired by it for any purpose other than to Provide the Service.  The 
Consultant implements measures to prevent the disclosure of such information by 
its employees or Subcontractors. 

13.4 The Client’s security policy is set out in the documents "Statement of Highways 
England’s IT Security Policy" and Chief Information Officer Memos 01/09, 05/08 
and 04/08.   

13.5 On Completion, or earlier termination, the Consultant gives to the Service 
Manager all Personal Data held by them in a format specified by the Service 
Manager (or any subcontractor at any stage of remoteness from the Client and 
Sub-processor) and destroys, and procures any subcontractor (at any stage of 
remoteness from the Client) and Sub-processor destroys, any electronic and 
paper copies of such data in a secure manner. 

13.6 Where the Consultant obtains or collects Personal Data on behalf of the Client, the 
Consultant 

• provides to Data Subjects a data protection notice in a form accepted by 
the Service Manager informing the Data Subject of the identity of the Client, 
the identity of any data protection representative it may have appointed, the 
purpose or purposes for which their Personal Data will be processed and 
any other information which is necessary having regard to the specific 
circumstances in which the Personal Data is, or is to be, processed to 
enable processing in respect of the Data Subject to be fair and 

• where applicable, obtains all necessary consents for the processing of 
Personal Data. 

13.7 A failure to comply with this section is treated as a substantial failure by the 
Consultant to comply with its obligations.  

13.8 [State any additional specific requirements and constraints for information security 
and data handling or state’] 
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13.9 [Service Manager to undertake information risk assessment in line with the 
Client’s guidance and set out any constraints on how the Consultant handles 
personal data; include any further contract specific requirements, such as the 
need for the security plan to comply with ISO/IEC27002 and ISO/IEC27001.] 

14. Data Collection System 

14.1 The Consultant captures all costs within a data collection system identified by the 
Client in WBS form as a minimum for use on the Contract in respect of 
applications for payment. 

14.2 If the Client’s minimum requirements for the Consultant’s data collection system 
are not met, the Consultant is required to effect such modifications or 
enhancements to its own data collection system, or those of its supply chain, as 
are required, to meet the Client’s requirements.  

14.3 [NB Any investment costs associated with implementing such enhancements are 
borne totally by the Consultant or its subcontractor (at any stage of remoteness 
from the Client) and not charged back to the Client.  

This is covered in Z1 in the amended definition of disallowed costs.] 

14.4 [State any additional specific requirements and constraints for data collection 
system or state ‘No additional requirements or constraints for data collection 
system.’] 

15. Data Handling Requirements 

15.1 The Consultant complies with the Client’s data handling policy when working on 
the Client’s systems or handling the Client’s data (see link at Annex 2).  

When processing personal data on behalf of the Client, the Consultant submits a 
security plan to the Service Manager for acceptance that complies with the 
requirements of ISO/IEC27001 and ISO/IEC27002 (see link at Annex 2).  

15.2 A system on which the Consultant holds any Client’s data, including back-up data, 
is a secure system that complies with the security policy. 

16. Breach of Security 

16.1 “Breach of Security” is the occurrence of: 

1. any unauthorised access to or use of the Information Systems, the Client 
Premises, the Sites, the Service Provider System, the Client System (to the 
extent that it is under the control of the Consultant) and/or any IT, 
information or data (including the Confidential Information and the Client 
Data) used by the Client and/or the Consultant in connection with this 
Agreement; and/or 

2. the loss (physical or otherwise), corruption and/or unauthorised disclosure 
of any information or data (including the Confidential Information and the 
Client Data), including any copies of such information or data, used by the 
Client and/or the Consultant in connection with this Agreement. 

16.2 The Consultant develops and maintain a Security Incident management and 
reporting policy in accordance with the Customer's ‘Information Security Incident 
Management Requirements’ and ISO27001. The Consultant makes a full log of 
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Security Incidents available to the Service Manager on request, and in any case on 
a quarterly basis. All Security Incidents defined as a Major Incident will be reported 
to the Service Manager as soon as practicable (in any case within twenty four (24) 
hours of the Consultant becoming aware of the Incident). 

16.3 The Security Incident Management Process, as a minimum, requires the 
Consultant upon becoming aware of a Breach of Security or an attempted Breach 
of Security to: 

a) immediately take all reasonable steps (which includes any action or 
changes reasonably required by the Service Manager which will be 
completed within such timescales as the Service Manager may reasonably 
require) necessary to: 

• minimise the extent of actual or potential harm caused by such Breach of 
Security 

• remedy such Breach of Security to the extent possible and protect the 
integrity of the Information System against any such potential or attempted 
Breach of Security 

• apply a tested mitigation against any such Breach of Security or potential  
or attempted  Breach  of Security  and, provided  that reasonable testing 
has been undertaken by the Consultant, if the mitigation adversely affects 
the Consultant’s ability to deliver the Services so as to meet any 
Performance Indicator, the Consultant is  granted  relief  against  the  
failure  to  meet  such  affected Performance Indicator for such period as 
the Service Manager, acting reasonably, may specify by written notice to 
the Service Provider; and 

• prevent a further Breach of Security or attempted Breach of Security in the 
future exploiting the same root cause failure 

b) as soon as reasonably practicable and, in any event, within 2 Working 
Days, following the Breach of Security or attempted Breach of Security, 
provide to the Service Manager full details of the Breach of Security or 
attempted Breach of Security, including a root cause analysis where 
required by the Service Manager. 

16.4 In the event that any action is taken in response to a Breach of Security or 
attempted Breach of Security which occurred as a result of non-compliance of the 
Information Management System and/or the Risk Management Documentation 
with the Baseline Security Requirements and/or this Agreement, then such action 
and any required change to the Information System and/or Risk Management 
Documentation will be completed by the Consultant at no cost to the Client. 

 


