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Highways England Social Media: Guidelines for staff, contractors and
suppliers

Use of social media guidance

You must read this guidance in conjunction with the Highways England code of conduct and
the Staff Handbook. This guidance does not contradict the activities outside official duties
policy on the rights and responsibilities of Highways England employees who undertake
political activities or trade union activities.

When participating online as a Highways England employee, you must follow the standards of
behavior set out in the Highways England code of conduct and Highways England’s policy on
personal conduct; and when using Highways England’s computer systems, the use of internet
and email guidance.

When representing Highways England in an official capacity you should conduct yourself on-
line in the same way as you would with other media or at public forums, such as when
speaking at conferences, and disclose your position as a representative of Highways England.
As a Highways England employee, you are expected and required to behave with the utmost
integrity at all times and putting the obligations of public service above your own personal
interests.

a) Posting information online

Employees must ensure they have appropriate authorisation to post official information on
social networking sites and that it does not conflict with Highways England’s policy on personal
conduct. Unauthorised disclosure of official information will be regarded as in breach of
discipline. Such conduct will be subject to formal disciplinary action including dismissal.
There are generally three groups of social media sites:

e Social publishing — blogs, micro-blogs, YouTube, Flickr
e Social networking — Facebook, LinkedIn, Twitter, Bebo, discussion forums
« Collaboration — Wikis, social bookmarking

Employees must ensure they restrict any information they wish to remain private. If you are
participating on-line privately at home, or away from the office, you must not associate yourself
with Highways England in any way.

You should not disclose any knowledge and official information gained in the course of your
official duties; make commitments or engage in activities on behalf of government unless you
are authorised to do so.

b) Posting personal comments and opinions online

Any personal postings made by you during work time or privately at home must not contradict
Highways England’s policies. That means you must not represent Highways England when
you are expressing personal opinions.

Personal opinions posted on-line that are embarrassing or disrespectful to Highways England;
offensive or could bring Highways England into disrepute, including derogatory and rude
remarks about government policies, fellow employees and customers will not be tolerated. If
you do not comply with this policy you may be in breach of the Highways England code of
conduct and your terms and conditions of employment, leaving you liable to disciplinary action
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including dismissal.

A list is provided below, for illustration only, of postings which are considered unacceptable. To
avoid any doubt, you must not:

e Set up any social media accounts either personal or on behalf of your company that
purport to represent Highways England or the work that you are undertaking on behalf
of the company.

e Post pictures or video clips containing Highways England logo or property (including
official vehicles and uniform) in a way that suggests Highways England officially
endorses your posting

o Take or post pictures of any identifiable work colleagues without their express consent
and never of customers in any work-related situations

« Make or encourage negative or inappropriate comments including but not limited to:

e Making derogatory comments or personal insults about named individuals working in, or
associated with, Highways England or other parts of government; or describing or
assigning them nicknames or pseudonyms which could assist in their identification or
about Highways England policies.

o Using language likely to cause offence (eg. of a discriminatory or abusive nature)

e Making reference to anyone participating in illegal acts

e Revealing protectively marked or other sensitive information about Highways England,
its staff and its business partners (including other government departments) which
Highways England is required to keep secured.

If you are participating in an online group outside of work, such as Twitter or Facebook you are
strongly advised to discuss this with your line manager and/or HR before discussing any part of
your work, or Highways England work, online.

Online discussions or email are not like a casual conversation: everything is recorded,
everything is searchable, and an off-hand comment posted in haste may have serious
repercussions for either you or Highways England, possibly many years later.

Stay within the legal framework and be aware that libel, defamation, copyright and data
protection laws apply. Also, be aware that this may attract media interest in you as an
individual, so proceed with care whether you are participating in an official or a personal
capacity. If you have any doubts, take advice from your line manager.

We monitor all types of media including social networking media to look for all communication
relating to Highways England as part of our daily business. While undertaking this role, if we
pick up material posted by staff about Highways England; the matter will be fully investigated. If
it is decided that the comments/remarks damage Highways England’s reputation or bring
Highways England into disrepute, that conduct will be subject to formal disciplinary action
including dismissal.

If you have a genuine concern about serious malpractice which might pose a risk to Highways
England, its staff or the public you should follow the whistleblowing procedure via the process
set out on the portal.
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c) Further information

If you have further queries after reading the guidance, please raise a service ticket on My HR.



