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SCHEDULE 2.3

STANDARDS



Standards
1. DEFINITIONS
0. In this Schedule, the following definitions shall apply:
	“Standards Hub”
	the Government’s open and transparent standards adoption process as documented at https://www.gov.uk/government/collections/open-standards-for-government-data-and-technology; and

	“Suggested Challenge”
	a submission to suggest the adoption of new or emergent standards in the format specified on Standards Hub.


[bookmark: _Ref383786578]GENERAL
Throughout the term of this Agreement, the Parties shall monitor and notify each other of any new or emergent standards which could affect the Service Provider’s provision, or the Customer’s receipt, of the Services. Any changes to the Standards, including the adoption of any such new or emergent standard, shall be agreed in accordance with the Change Control Procedure.
[bookmark: _Ref383786568]Where a new or emergent standard is to be developed or introduced by the Customer, the Service Provider shall be responsible for ensuring that the potential impact on the Service Provider’s provision, or the Customer’s receipt, of the Services is explained to the Customer (in a reasonable timeframe), prior to the implementation of the new or emergent standard.
Where Standards referenced conflict with each other or with Good Industry Practice, then the later Standard or best practice shall be adopted by the Service Provider. Any such alteration to any Standard(s) shall require the prior written agreement of the Customer and shall be implemented within an agreed timescale.
Where there is any conflict between this Schedule 2.3 (Standards) and any provision of Schedule 2.1 (Services Description), then the latter shall prevail.
This Schedule contains the following sections:
Technology and digital services practice;
Open data standards & standards hub;
Technology architecture standards;
Accessible digital standards;
Service management standards;
Health, safety and well-being standards;
Environmental standards;
Hardware safety standards;
Technical standards;
Project management standards;
Quality management standards;
Security standards;
0.0.1 Collaboration standards;

Data standards;
Customer’s policies and working practices;
0.0.2 Personal Data retention policies.

PRACTICES, STANDARDS AND POLICIES
Table 1 identifies the applicability of the practices, standards and policies to the Operational Services post Transition, the Operational Services post Transformation and the Transformation Services as set out in Schedule 2.1 (Services Description) and Schedule 6.1B (Transformation Plan).
Table 1: Practices, standards and policies
	Category
	ID
	Description
	Applicability

	
	
	
	Operational Services post Transition
	Operational Services post Transformation
	Transformation Services

	3.2 Technology and digital services practice
	3.2.1
	The Service Provider shall (when designing, implementing and delivering the Services) adopt the applicable elements of HM Government’s Technology Code of Practice as documented at https://‌www.gov.uk/‌government/‌publications/‌‌technology-code-of-practice/‌technology-code-of-practice.
	No
	Yes
	Yes

	3.3 Open data standards & standards hub
	3.3.1
	The Service Provider shall comply to the extent within its control with UK Government’s Open Standards Principles as documented at https://‌www.gov.uk/‌government/‌publications/‌open-standards-principles, as they relate to the specification of standards for software interoperability, data and document formats in the IT Environment.
	Yes
	Yes
	Yes

	
	3.3.2
	Without prejudice to the generality of paragraph ‎2.2, the Service Provider shall, when implementing or updating a technical component or part of the Software or Service Provider Solution where there is a requirement under this Agreement or opportunity to use a new or emergent standard, submit a Suggested Challenge compliant with the UK Government’s Open Standards Principles (using the process detailed on Standards Hub and documented at https://‌www.gov.uk/‌government/‌collections/‌open-standards-for-government-data-and-technology). Each Suggested Challenge submitted by the Service Provider shall detail, subject to the security and confidentiality provisions in this Agreement, an illustration of such requirement or opportunity within the IT Environment, Service Provider Solution and Government’s IT infrastructure and the suggested open standard.
	Yes
	Yes
	Yes

	
	3.3.3
	The Service Provider shall ensure that all documentation published on behalf of the Customer pursuant to this Agreement is provided in a non-proprietary format (such as PDF or OpenDocument Format (ISO/IEC 26300 or equivalent)) as well as any native file format documentation in accordance with the obligation under paragraph 3.3.1 to comply with the UK Government’s Open Standards Principles, unless the Customer Relationship Manager otherwise agrees in writing.
	Yes
	Yes
	Yes

	3.4 Technology architecture standards
	3.4.1
	The Service Provider shall produce full and detailed technical architecture documentation for the Service Provider Solution in accordance with Good Industry Practice. If documentation exists that complies with TOGAF 9.1 or its equivalent, then this shall be deemed acceptable.
	No
	Yes
	Yes

	3.5 Accessible digital standards
	3.5.1
	The Service Provider shall comply with (or with equivalents to): 
	
	
	

	
	3.5.2
	the World Wide Web Consortium (W3C) Web Accessibility Initiative (WAI) Web Content Accessibility Guidelines (WCAG) 2.1 Conformance Level AA, which is documented at https://www.w3.org/TR/WCAG21/; and
	No
	Yes
	Yes

	
	3.5.3
	ISO/IEC 13066-1: 2011 (Information Technology – Interoperability with assistive technology (AT) – Part 1: Requirements and recommendations for interoperability).
	No
	Yes
	Yes

	3.6 Service management standards
	3.6.1
	Subject to paragraphs ‎2 to 3.4 (inclusive), the Service Provider shall comply with relevant industry and HM Government standards and best practice guidelines in the management of the Services, including the following or their equivalents:
	
	
	

	
	3.6.2
	ITIL 4, 2019;
	Yes
	Yes
	Yes

	
	3.6.3
	ISO/IEC 20000-1:2018 (Information Technology — Service management — Service management system requirements);
	Yes
	Yes
	Yes

	
	3.6.4
	ISO/IEC 20000-2:2019 (Information technology — Service management — Guidance on the application of service management systems);
	Yes
	Yes
	Yes

	
	3.6.5
	ISO 10007:2017 (Quality management — Guidelines for configuration management);
	Yes
	Yes
	Yes

	
	3.6.6
	ISO 22313:2020 (Security and resilience - Business continuity management systems - Guidance on the use of ISO 22301), ISO/IEC 27031:2011 (Information technology — Security techniques — Guidelines for information and communication technology readiness for business continuity), ISO 22301:2019 (Security and resilience - Business continuity management – Requirements) and ISO/IEC 24762:2008 (Information technology — Security techniques — Guidelines for information and communications technology disaster recovery services) in the provision of Service Continuity Plans and Service Continuity Services; and
	Yes
	Yes
	Yes

	
	3.6.7
	ISO 8601-1:2019 (Date and time – Representations for information interchange – Basic rules) and ISO 8601-2:2019 (Date and time – Representations for information interchange – Extensions).
	Yes
	Yes
	Yes

	3.7 Health, safety and well-being standards
	3.7.1
	The Service Provider shall use and comply with the principles of ISO 45001:2018 (Occupational health and safety management systems - Requirements with guidance for use).
	Yes
	Yes
	Yes

	3.8 Environmental standards
	3.8.1
	The Service Provider warrants that it has obtained ISO 14001 (or equivalent) certification for its environmental management and shall comply with and maintain certification requirements throughout the Term. The Service Provider shall follow a sound environmental management policy, ensuring that any Goods and the Services are procured, produced, packaged, delivered, and are capable of being used and ultimately disposed of in ways appropriate to such standard.
	Yes
	Yes
	Yes

	
	3.8.2
	The Service Provider shall comply with relevant obligations under the Waste Electrical and Electronic Equipment Regulations 2013 and subsequent replacements.
	Yes
	Yes
	Yes

	
	3.8.3
	The Service Provider shall (when designing, procuring, implementing and delivering the Services) ensure compliance with Article 6 and Annex III of the Energy Efficiency Directive 2012/27/EU and subsequent replacements.
	Yes
	Yes
	Yes

	
	3.8.4
	The Service Provider shall comply with the EU Code of Conduct on Data Centres’ Energy Efficiency. The Service Provider shall ensure that any data centre used in delivering the Services are registered as a Participant under such Code of Conduct.
	Yes
	Yes
	Yes

	
	3.8.5
	The Service Provider shall comply with the Customer and HM Government’s objectives to reduce waste and meet the aims of the Greening Government: IT strategy contained in the document “Greening Government: ICT Strategy issue (March 2011)” at https://‌www.gov.uk/‌government/‌publications/‌greening-government-ict-strategy.
	Yes
	Yes
	Yes

	3.9 Hardware safety standards
	3.9.1
	The Service Provider shall comply with those standards relevant to the provision of the Services, including the following or their equivalents:
	
	
	

	
	3.9.2
	any new hardware required for the delivery of the Services (including printers), shall conform to BS EN 62368-1:2014+A11:2017 (Audio/video, information and communication technology equipment – Safety requirements) or subsequent replacements. In considering where to site any such hardware, the Service Provider shall consider the future working user environment and shall position the hardware sympathetically, wherever possible;
	Yes
	Yes
	Yes

	
	3.9.3
	any new laser printers or scanners using lasers, required for the delivery of the Services, shall conform to BS EN 60825-1:2014 (Safety of laser products – Equipment classification and requirements) or any subsequent replacements;
	Yes
	Yes
	Yes

	
	3.9.4
	any new apparatus for connection to any telecommunication network, required for the delivery of the Services, shall conform to BS EN 62949:2017 (Particular safety requirements for equipment to be connected to information and communication technology networks) or any subsequent replacements; and
	Yes
	Yes
	Yes

	
	3.9.5
	BS 7671 (Requirements for Electrical Installations – IET Wiring Regulations – 18th Edition).
	Yes
	Yes
	Yes

	
	3.9.6
	Where required to do so as part of the Services, the Service Provider shall perform electrical safety checks in relation to all equipment supplied under this Agreement in accordance with the relevant health and safety regulations.
	Yes
	Yes
	Yes

	3.10 Technical standards
	3.10.1
	The Service Provider shall follow the Customer’s enterprise architecture principles as listed in Appendix 1 of this Schedule 2.3 (Standards) when designing and implementing the Service Provider Solution. Where there is any conflict between the open standards principles and Customer’s enterprise architecture principles, then the former shall prevail.
	See Appendix 1

	
	3.10.2
	The Service Provider shall follow the technical standards listed in Appendix 1 of this Schedule 2.3 (Standards) or any subsequent replacements where it is necessary to provide an interface with the Customer System.
	See Appendix 1

	
	3.10.3
	Any other technical standards used by the Service Provider shall be compliant with open standards principles.
	No
	Yes
	Yes

	3.11 Project management standards
	3.11.1
	The Service Provider shall use and comply with the principles of best practice project and contract management methodologies such as: MSP® (Managing Successful Programmes), M_o_R® (Management of Risk); PRINCE2® (Projects in Controlled Environments), Association for Project Management (APM) or equivalent; in each case, suitably adapted to meet the Service Provider’s obligations under this Agreement.
	Yes
	Yes
	Yes

	3.12 Quality management standards
	3.12.1
	The Service Provider shall apply quality management standards as set out in Schedule 12 (Quality Plans).
	Yes
	Yes
	Yes

	3.13 Security standards
	3.13.1
	The Service Provider shall apply the following security standards to meet the Customer Requirements set out in Schedule 2.4 (Security Management) and Schedule 9.4 (Staff Vetting):
	
	
	

	
	3.13.2
	ISO/IEC 27001:2017 (Information technology - Security techniques - Information security management systems – Requirements);
	Yes
	Yes
	Yes

	
	3.13.3
	ISO/IEC 27002:2017 (Information technology - Security techniques - Code of practice for information security controls);
	Yes
	Yes
	Yes

	
	3.13.4
	ISO/IEC 27003:2017 (Information technology - Security techniques - Information security management systems – guidance);
	Yes
	Yes
	Yes

	
	3.13.5
	ISO/IEC 27004:2016 (Information technology - Security techniques - Information security management - Monitoring, measurement, analysis and evaluation);
	Yes
	Yes
	Yes

	
	3.13.6
	ISO/IEC 27005:2018 (Information technology — Security techniques — Information security risk management);
	Yes
	Yes
	Yes

	
	3.13.7
	Cyber Essentials Plus as described at https://‌www.ncsc.gov.uk/‌cyberessentials/‌overview;
	Yes
	Yes
	Yes

	
	3.13.8
	The Minimum Cyber Security Standard, version 1.0 – June 2018 at https://‌www.gov.uk/‌government/‌publications/‌the-minimum-cyber-security-standard;
	Yes
	Yes
	Yes

	
	3.13.9
	Cloud security guidance, version 1.0 – November 2018 at https://‌www.ncsc.gov.uk/‌collection/‌cloud-security;
	Yes
	Yes
	Yes

	
	3.13.10
	HMG Security Policy Framework – May 2018 at https://‌www.gov.uk/‌government/‌publications/‌security-policy-framework; and
	Yes
	Yes
	Yes

	
	3.13.11
	HMG Baseline Personnel Security Standard, version 6.0 – May 2018 at https://‌assets.publishing.service.gov.uk/‌government/‌uploads/‌system/‌uploads/‌attachment_data/‌file/‌714002/‌hmg‌_baseline_‌personnel_‌security_‌standard_-_may_2018.pdf or any subsequent replacements.
	Yes
	Yes
	Yes

	3.14 Collaboration standards
	3.14.1
	The Service Provider shall use and comply with the principles of ISO 44001:2017 (Collaborative business relationship management systems - Requirements and framework).
	Yes
	Yes
	Yes

	3.15 Data standards
	3.15.1
	The Service Provider shall apply DATEX II version 3.1 as described at https://www.datex2.eu/ for the exchange of traffic data and traffic information.
	No
	Yes
	Yes

	
	3.15.2
	The Service Provider shall use suitable open, non-proprietary data and metadata standards for all other purposes.
	Yes
	Yes
	Yes

	
	3.15.3
	Any use of proprietary data standards or extensions to open standards shall be agreed with the Customer Relationship Manager.
	Yes
	Yes
	Yes

	3.16 The Customer’s policies and working practices
	3.16.1
	The Service Provider shall comply with those policies and working practices listed in Appendix 1 to this Schedule 2.3 (Standards) or others as shall be agreed from time to time between the Parties.
	See Appendix 1

	3.17 Personal Data retention policies
	3.17.1
	The Service Provider shall comply with the Customer’s data retention policy in Appendix 2 to this Schedule 2.3 (Standards).
	See Appendix 2



APPENDIX 1
CUSTOMER’S BUSINESS POLICIES AND PROCEDURES

1. ENTERPRISE ARCHITECTURE GUIDANCE
Available from https://highways.sharepoint.com/‌sites/‌EnterpriseArchitectureGroup/‌Published%20Documents/‌Forms/‌AllItems.aspx.
	ID
	Title
	Reference, Revision and Issue Date
	Applicability

	
	
	
	Operational Services post Transition
	Operational Services post Transformation
	Transformation Services

	1.1.1
	Enterprise Architecture (EA) Principles
	2.1, 2016
	No
	Yes
	Yes

	1.1.2
	Strategy Direction for Application Development
	1.0, 2016
	No
	Yes
	Yes

	1.1.3
	NOT USED
	NOT USED
	NOT USED

	1.1.4
	Service Design Guidance for Cloud Services
	1.0, 2016
	No
	No
	Yes

	1.1.5
	Strategy Direction for End User Needs
	1.0, 2016
	No
	Yes
	Yes

	1.1.6
	High Level Design Guidance Enterprise Service Bus
	1.1, 2016
	No
	No
	Yes

	1.1.7
	Strategy Direction for Identity and Access Management
	1.0, 2016
	No
	Yes
	Yes

	1.1.8
	Mobile Device Strategy Direction
	1.0, 2015
	No
	Yes
	Yes

	1.1.9
	Network Strategy Direction
	1.0, 2016
	No
	Yes
	Yes

	1.1.10
	Design Guidance Protecting Data In Transit
	1.0, 2017
	No
	Yes
	Yes

	1.1.11
	Requirements Catalogue and Traceability Matrix
	
	No
	Yes
	Yes

	1.1.12
	High Level Design Template
	1.1, 2018
	No
	Yes
	Yes

	1.1.13
	Low Level Design Template
	1.1, 2018
	No
	Yes
	Yes



TECHNICAL STANDARDS
Available from https://tssplansregistry.‌highwaysengland.co.uk/.
	ID
	Title
	Reference, Revision and Issue Date
	Applicability

	
	
	
	Operational Services post Transition
	Operational Services post Transformation
	Transformation Services

	2.1.1
	Code of Connection
	MCH1514D
	Yes
	Yes
	Yes

	2.1.2
	NMCS2 System Data Organisation and Format 
	MCH1748G 
	Yes
	No
	No

	2.1.3
	Second Generation CCTV Interface of the CCTV System to the National Roads Telecommunications Contract 
	MCH1959C
	Yes
	No
	No

	2.1.4
	HE 2nd Gen CCTV Management Overview 
	MCH1960B 
	Yes
	No
	No

	2.1.5
	NMCS2 Message Control Point to Point 
	TR2070I 
	Yes
	No
	No

	2.1.6
	NMCS2 Control Office Base System 
	TR2132G 
	Yes
	No
	No

	2.1.7
	NMCS2 Instation LAN Data Transmission 
	TR2133J 
	Yes
	No
	No

	2.1.8
	NMCS2 Message Sign Subsystem 
	TR2139G 
	Yes
	No
	No

	2.1.9
	NMCS2 Motorway Message Control Message Sign Equipment 
	TR2142F 
	Yes
	No
	No

	2.1.10
	NMCS2 MIDAS Message Specification 
	TR2173L 
	Yes
	No
	No

	2.1.11
	NMCS2 MIDAS System Performance Specification 
	TR2174C 
	Yes
	No
	No

	2.1.12
	HAWIS Data Exchange Manual
	MCH2592A
	Yes
	Yes
	Yes

	2.1.13
	Video Information Highway Interface Specification
	MCE2242C
	Yes
	No
	No



TECHNICAL STANDARDS
Referenced in Schedule 2.1 (Services Description) and available in the Data Room.
	ID
	Title
	Reference, Revision and Issue Date
	Applicability

	
	
	
	Operational Services post Transition
	Operational Services post Transformation
	Transformation Services

	3.1.1
	DBFO Batch Data Collation and Processing Specification
	NIS TN 024, 1.1, 2014
	Yes
	Yes
	Yes

	3.1.2
	DVNP Interface Specification
	TEC4502/D, 2017
	No
	Yes
	Yes

	3.1.3
	Initial Asset & NOMS National Stage - NEM to NTIS Interface Specification (NEM Format)
	2.0, 2016
	Yes
	Yes
	Yes

	3.1.4
	INRIX-NTIS System - Functional Specification
	5.0, 2018
	Yes
	No
	No

	3.1.5
	Interchange External Interface Design Document – CHARM Project
	2.5, 2019
	Yes
	Yes
	Yes

	3.1.6
	NIS EIDD HATRIS 001
	2.0, 2015
	Yes
	No
	No

	3.1.7
	NTIS Functional Design Specification – HAWIS to NTIS Weather Data Import
	2.0, 2014
	Yes
	Yes
	Yes

	3.1.8
	NTIS HATMS Gateway Service Functional Specification
	FS007, 2.0
	Yes
	No
	No

	3.1.9
	NTIS Traffic Data Service Functional Specification
	FS006, 5.0, 2012
	Yes
	No
	No

	3.1.10
	TMT 035 - Specification for changes to the NTIS service to provide a validated historical traffic information service
	0.6, 2014
	Yes
	No
	No

	3.1.11
	Traffic Camera Service - Public User Interface
	SSL/2521/G, 2016
	Yes
	Yes
	Yes

	3.1.12
	Traffic Control Centre Instation Hardware & Software External Interface Definition - TMU
	TCC-SOF-0006/3, 5.2, 2011
	Yes
	Yes
	Yes

	3.1.13
	Traffic Control Centre Tame Data and Infrastructure Project Interface Specification
	TCC-TAME-0001, 1.0, 2009
	Yes
	Yes
	Yes

	3.1.14
	SWIS Generic ESS data supply Expectations
	2.0, 2019
	Yes
	Yes
	Yes

	3.1.15
	Highways England – Network Model Overview
	
	No
	Yes
	Yes



POLICIES AND WORKING PRACTICES
Available in the Data Room unless specified.
	ID
	Title
	Reference, Revision and Issue Date
	Applicability

	
	
	
	Operational Services post Transition
	Operational Services post Transformation
	Transformation Services

	4.1.1
	HATMS Site Data Change Procedure
	MCH1596K
	Yes
	Yes
	Yes

	4.1.2
	Highways Agency CCTV System Site Data Process for Video Inputs
	MCH1885C
	Yes
	No
	No

	4.1.3
	Highways England policy for using variable signs and signals (VSS)
	3.2, 2020
	Yes
	Yes
	Yes

	4.1.4
	Highways England Guidance for our contractors (branding and visual identity) as described at https://assets.publishing.service‌.gov.uk/‌government/‌uploads/‌system/‌uploads/‌attachment_data/‌file/‌780470/LEE17_0062_Highways_England_Supplier_Guidance_Version_2a_-_January_2019.pdf 
	2a, 2019
	Yes
	Yes
	Yes

	4.1.5
	Highways England - Home Safe and Well – Our approach to health, safety and wellbeing
	2019
	Yes
	Yes
	Yes

	4.1.6
	Highways England – Information vision and strategy – Connecting ourselves and building trust.
	2019
	Yes
	Yes
	Yes

	4.1.7
	Highways England – Digital Roads 2025
	2020
	Yes
	Yes
	Yes

	4.1.8
	National Roadside Telecommunications Services (NRTS) – TLT/RGD/TSP/0420 – Working with the Service Provider – A Design Guide.
	
	Yes
	Yes
	Yes

	4.1.9
	National Roadside Telecommunications Services (NRTS) processes as described at https://www.nrtsco.com/website/home.do
	
	Yes
	Yes
	Yes

	4.1.10
	Planned Engineering Works application process as described at https://www.ha-pew.org.uk/PEW/
	
	Yes
	Yes
	Yes

	4.1.11
	Requirements for safety risk assessment
	GG 104, Revision 0, 2018
	Yes
	Yes
	Yes

	4.1.12
	Site Data processes as described at https://www.highwaysenglandsdc‌.co.uk/
	
	Yes
	Yes
	Yes

	4.1.13
	Other aspects of the Customer System as described at https://tssplansregistry.‌highwaysengland.co.uk/
	
	Yes
	Yes
	Yes

	4.1.14
	Market Research Society Code of Conduct described at https://www.mrs.org.uk/pdf/MRS-Code-of-Conduct-2019.pdf
	2019
	Yes
	Yes
	Yes

	4.1.15
	Highways England – Respect at Work Policy and Procedure
	2020
	Yes
	Yes
	Yes
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APPENDIX 2
PERSONAL DATA RETENTION POLICY

1. OVERVIEW
This document sets out the retention periods for data processed by the Service Provider for delivery of the Services. The retention periods set out in this document reflect current requirements which may be subject to change. 


2. PERSONAL DATA RETENTION BY DATA ITEM
	Data Item 
	Retention Period 
	Description 

	Users’ personal data arising from the collection and processing of traffic and travel data from in-vehicle sources.
	to be confirmed and agreed with the Customer Relationship Manager following development of the Service Provider Solution
	e.g. User journey information.

	Users’ personal data from use of the Services
	up to 1 year after the last use of the Services
	e.g. Service subscriber data.

	Users’ personal data arising from enquiries received by the Customer’s contact centre.
	up to 2 years after the last correspondence for an enquiry
	Inbound and outbound electronic correspondence.
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