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[bookmark: _3of9ejdldsj8][bookmark: _Toc509486706]Part A - Order Form 

	Digital Marketplace service ID number:
	937286265831518 – Professional Services

	Call-Off Contract reference:
	OPP-2527712

	Call-Off Contract title:
	Cloud Feasibility Service

	Call-Off Contract description:
	Analyse suitability for applications for hosting in Public cloud (MS Azure) 

	Start date: 
	24th September 2018

	Expiry date:
	23rd September 2019

	Call-Off Contract value:
	£45,385.00 ex VAT

	Charging method:
	Time and materials 

	Purchase order number:
	TBC



This Order Form is issued under the G-Cloud 10 Framework Agreement (RM1557.10). 
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	Highways England Ltd
T: 08459 556575
Buyer’s main address:
Bridge House, 
1 Walnut Tree Close, 
Guildford. 
GU1 4LZ 


	To: the Supplier



	Specialist Computer Centres PLC
T: 0121 766 7000
Supplier’s address:
James House, Warwick Road
Birmingham,
West Midlands, 
B11 2LE
Company number: 
01428210

	Together: the ‘Parties’



Principle contact details 
	For the Buyer:


	Title: Senior BA & Project Manager – IT Contracts Relet Programme | IT
Name: Redacted
Email: Redacted@highwaysengland.co.uk
Phone: Redacted

	For the Supplier:
	Title: Sentinel Business Development Manager
Name: Redacted
Email: Redacted@scc.com
Phone: Redacted



Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 24th September and is valid for 12 months. 

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least 90 Working Days from the date of written notice for disputed sums or at least 30 days from the date of written notice for Ending without cause. 

	[bookmark: _1fob9te]Extension period:
	This Call-Off Contract can be extended by the Buyer for 1 period of up to 12  months each, by giving the Supplier 1 month’s written notice before its expiry.
Extensions which extend the Term beyond 24 months are only permitted if the Supplier complies with the additional exit plan requirements at clauses 21.3 to 21.8. 



Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud lot:
	This Call-Off Contract is for the provision of Services under: 
Lot 3 - Cloud support 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below:

· Estimated 53 days Professional services for public cloud (MS Azure) discovery/migration work 
[bookmark: _2et92p0]

	Additional services:
	N/A


	Location:
	The Services will be mainly delivered off site for analysing the current environment within the Supplier data centres in Birmingham along with a number of workshops to be agreed at the Buyer nominated offices as and where required


	Quality standards:
	The quality standards required for this Call-Off Contract are not applicable

	Technical standards: 
	The technical standards required for this Call-Off Contract are based upon manufacturer best practice recommendations and Supplier Level 3 Project Management approach detailed in the SoW in Schedule 1.


	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are not applicable to this service.


	Onboarding: 
	The onboarding plan for this Call-Off Contract is not applicable for this work, however on project initiation an output will an agreed plan with associated tasks, responsibilities and timelines as described in the enclosed Statement of Works in Schedule 1, currently anticipated to cover a 7 week period.

	Offboarding: 
	The offboarding plan for this Call-Off Contract is not applicable.


	Collaboration agreement:
	NOT USED

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed £500,000.00
The annual total liability for Buyer Data defaults will not exceed 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability for all other defaults will not 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).


	Insurance:
	The insurance(s) required will be: 
· a minimum insurance period of 6 years following the expiration or Ending of this Call-Off Contract
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)]
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law


	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 90 consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits 
7.3 of the Framework Agreement applies  

	Buyer’s responsibilities:
	The Buyer is responsible for all requirements outlined in the Statement of Work in Schedule 1.

	[bookmark: _1t3h5sf]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract is not applicable to this service




Supplier’s information
	Subcontractors or partners:
	NOT USED



Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS

	Payment profile:
	The payment profile for this Call-Off Contract is monthly in arrears


	Invoice details:
	The Supplier will issue electronic invoices monthly in arrears. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

	Who and where to send invoices to:
	Invoices will be sent to:
Finance and Business Services: Payments,
The Cube, 
199 Wharfside Street, 
Birmingham, B1 1RN.
Tel: 0300 470 3002
Fax: N/A
Email: INVOICES@highwaysengland.co.uk.

	Invoice information required – for example purchase order, project reference:
	The Supplier shall ensure that each invoice submitted to the Buyer contains the following accurate and complete information:
•	the date of the invoice;
•	a unique invoice number;
•	the service period or other period(s) to which the relevant Charge(s) relate;
•	the Purchase Order Number (tba);
•	the receipt number (as supplied by the Buyer);
•	the dates between which the Services subject of each of the Charges detailed on the invoice were per-formed;
•	the methodology applied to calculate the Charges (where applicable);
•	any payments due in respect of achievement of a Milestone (where applicable);
•	the total Charges gross and net of any applicable deductions and, separately, the amount of any disbursements properly chargeable to the Buyer under the terms of the Agreement, and, separately, any VAT or other sales tax payable in respect of the same;
•	details of any deductions that shall apply to the Charges detailed on the invoice;
•	reference to any reports required by the Buyer in respect of the Services to which the Charges de-tailed on the invoice relate (or in the case of reports issued by the Service Provider for validation by the Buyer, then to any such reports as are validated by the Buyer in respect of the Services);
•	a contact name and telephone number of a responsible person in the Supplier’s Finance Department in the event of administrative queries; and
•	the banking details for payment to the Supplier via electronic transfer of funds (i.e. name and address of bank, sort code, account name and number).
All invoices will be expressed in sterling.

	Invoice frequency:
	Invoice will be sent to the Buyer Monthly in arrears

	Call-Off Contract value:
	The total value of this Call-Off Contract is £50,000.00.

	Call-Off Contract charges:
	The breakdown of the Charges is displayed in full with Schedule 2, Call-off Contract Charges.


[bookmark: _5iohy2muxioh][bookmark: _c3yo7ilfh9o6]
Additional buyer terms
	[bookmark: _17dp8vu]Performance of the service and deliverables: 
	[bookmark: _3rdcrjn]NOT USED

	Guarantee:
	NOT USED

	[bookmark: _1ksv4uv]Warranties, representations: 
	NOT USED

	Supplemental requirements in addition to the Call-Off terms:
	NOT USED

	Alternative clauses:
	NOT USED

	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	NOT USED

	Public Services Network (PSN):
	The Public Services Network (PSN) is the Government’s secure network.
If the G-Cloud Services are to be delivered over PSN then: 

The Supplier shall ensure that any Public Services Network (PSN) and GCN services that it supplies, or are supplied by others, pursuant to a G-Cloud 10 Call-Off Agreement shall have been awarded and retain at all times a PSN compliance certificate.
The Supplier hall ensure that any PSN and GCN services that it supplies, or are supplied by others, pursuant to a G-Cloud 10 Call-Off Agreement are delivered in accordance with the applicable code, codes or Documents of Understanding (“DoU”).
The Customer shall ensure that any PSN customer environment used to consume PSN and GCN services supplied pursuant to a G-Cloud 10 Call-Off Agreement shall have been awarded and retain at all times a PSN compliance certificate.
The Customer shall ensure that any PSN customer environment used to consume PSN and GCN services supplied pursuant to a G-Cloud 10 Call-Off Agreement shall be provided and maintained in accordance with the applicable code or codes.
The parties shall warrant and undertake that they will  throughout the term, where specifically requested in writing by the PSN team acting on advice from the Infrastructure SIRO, immediately disconnect its GCN services, PSN services or customer environment (as the case may be) from such PSN services (including any Direct Network Services (DNS)), GCN services and customer environments as the PSN team instructs where there is an event affecting national security, or the security of the GCN or PSN. 
The parties acknowledge and agree that the PSN team shall not be liable to them or any other party for any claims, proceedings, actions, damages, costs, expenses and any other liabilities of any kind which may arise out of, or in consequence of any notification pursuant to Schedule 2, Mandatory PSN Standard Terms.
Each of the parties acknowledges and agrees that the Mandatory PSN Standard Terms at Schedule 2 are for the benefit of and may be enforced by the PSN team, notwithstanding the fact that the PSN team is not a party to a G-Cloud 10 Call-Off Agreement, pursuant to the Contracts (Rights of Third Parties) Act 1999. 
The PSN service provider shall cooperate with suppliers of other PSN services and GCN service providers to enable the efficient operation of PSN. 
The PSN services shall be delivered in a way that enables the sharing of services across customers of PSN services and maximises the savings to be achieved by such sharing of services.

	Personal Data and Data Subjects:
	Will Schedule 7 – Processing, Personal Data and Data Subjects be used: No



1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.10.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	Redacted
	Redacted

	Title:
	COMMERCIAL DIRECTOR
	Procurement Delivery Partner

	Signature:
	Redacted
	Redacted

	Date:
	25th September 2018
	24th September 2018






[bookmark: _Toc509486707]Schedule 1 - Services
Lot 3 – Cloud Support

Professional services to assess application suitability to Microsoft Azure as detailed in the Statement of Work (SoW) below.




[bookmark: _Toc509486708]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

Lot 3 – Cloud Support

 Professional services

[image: ]

Any additional professional services required will be jointly agreed via CCN and charged as per the SFIA rate card noted below.


[image: ]


[bookmark: _Toc509486709]Part B - Terms and conditions

1. Call-Off Contract start date and length
1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 1.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms
2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _7ufvlylc57w][bookmark: _4qgmyaobct7l]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _zggo63kp7s7a]4.11 to 4.12 (IR35)
· [bookmark: _l0wad9mkk14m]5.2 to 5.3 (Force majeure)
· [bookmark: _t2msquoose3b][bookmark: _z5chnjhzaet0]5.6 (Continuing rights) 
· 5.7 to 5.9 (Change of control) 
· [bookmark: _xi3yu141afy3]5.10 (Fraud)
· [bookmark: _ata7ymz16ovs]5.11 (Notice of fraud)
· [bookmark: _fkyoint63nz9]7.1 to 7.2 (Transparency)
· [bookmark: _9iemmotrtveu]8.3 (Order of precedence)
· [bookmark: _tf0ykdt5ev]8.4 (Relationship)
· [bookmark: _naatyuhqkhsy]8.7 to 8.9 (Entire agreement)
· [bookmark: _xnkwn0kmcpb3]8.10 (Law and jurisdiction)
· [bookmark: _cpz8pmimqxjf]8.11 to 8.12 (Legislative change)
· [bookmark: _vxjr3igvbeu1]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _kszap48p7wt0]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _m9g4hob710e0]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _nep14ssihkdx]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _pfv9e4x6613e]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _6sdo70ih1iyh]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _y7s12y9u6ri2]8.49 to 8.51 (Publicity and branding
· [bookmark: _jcyecnr8hxv0]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _7xyhk85tkatg]8.52 to 8.54 (Equality and diversity)
· [bookmark: _ssevvrz51zz4]8.66 to 8.67 (Severability)
· [bookmark: _wo0xnjlyfmiu]8.68 to 8.82 (Managing disputes) 
· [bookmark: _jl72q32rn20u][bookmark: _h1o9qz8mt2t2]8.83 to 8.91 (Confidentiality) 
· 8.92 to 8.93 (Waiver and cumulative remedies)
· [bookmark: _3aps8o6kcxyn][bookmark: _c6k4662biabv]paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form
2.2 [bookmark: _itt780udfb5v]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _kt588v8j7m1]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _qrz2iq8tz5in]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _70gqqitra65j]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _1p9gmbf49p16]The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.4 [bookmark: _r6hnjzux63jf]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

3. Supply of services
3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
4. Supplier staff
4.1 The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
5. Due diligence
5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _23ckvvd]6. Business continuity and disaster recovery
6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. Recovery of sums due and right of set-off
8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. Insurance
9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third­-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 
10. Confidentiality 
10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.83 to 8.91. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
11. Intellectual Property Rights
11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
12. Protection of information
12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
13. Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.
13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
14. Standards and quality
14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.
15. Open source
15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
16. Security
16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 
17. Guarantee
17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
18. Ending the Call-Off Contract
18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
19. Consequences of suspension, ending and expiry
19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires
19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
20. Notices
20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by pdf to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
21. Exit plan
21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 
22. Handover to replacement supplier
22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure
23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.
24. Liability
24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form
25. Premises
25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
26. Equipment
26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999
27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. Environmental requirements
28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
29. The Employment Regulations (TUPE)
29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services
30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
31. Collaboration
31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
32. Variation process
32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.
33. Data Protection Legislation (GDPR)
33.1	The Parties will comply with the Data Protection Legislation and agree that the Buyer is the Controller and the Supplier is the Processor. The only Processing the Supplier is authorised to do is listed at Schedule 7 unless Law requires otherwise (in which case the Supplier will promptly notify the Buyer of any additional Processing if permitted by Law). 	

33.2	The Supplier will assist the Buyer with the preparation of any Data Protection Impact Assessment required by the Data Protection Legislation before commencing any Processing (including provision of detailed information and assessments in relation to Processing operations, risks and measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions infringe the Data Protection Legislation.

33.3	The Supplier must have in place Protective Measures, details of which shall be provided to the Buyer on request, to guard against a Data Loss Event, which take into account the nature of the data, the harm that might result, the state of technology and the cost of implementing the measures.

33.4	The Supplier will ensure that the Supplier Staff only process Personal Data in accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier Personnel with access to Personal Data, including by ensuring they: 	
i) are aware of and comply with the Supplier’s obligations under this Clause; 	

ii) are subject to appropriate confidentiality undertakings with the Supplier 

iii) are informed of the confidential nature of the Personal Data and don’t publish, disclose or divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off Contract 	

iv) are given training in the use, protection and handling of Personal Data.	

33.5	The Supplier will not transfer Personal Data outside of the European Union unless the prior written consent of the Buyer has been obtained, which shall be dependent on such a transfer satisfying relevant Data Protection Legislation requirements.
33.6	The Supplier will delete or return Buyer’s Personal Data (including copies) if requested in writing by the Buyer at the End or Expiry of this Call-Off Contract, unless required to retain the Personal Data by Law.
33.7	The Supplier will notify the Buyer without undue delay if it receives any communication from a third party relating to the Parties’ obligations under the Data Protection Legislation, or it becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing assistance in relation to each Party’s obligations under the Data Protection Legislation, and insofar as this is possible, in accordance with any timescales reasonably required by the Buyer
33.8	The Supplier will maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless: 	
i) the Buyer determines that the Processing is not occasional; 	
ii) the Buyer determines the Processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 	
iii) the Buyer determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.
33.9	Before allowing any Sub-processor to Process any Personal Data related to this Call-Off Contract, the Supplier must:
i. notify the Buyer in writing of the proposed Sub-processor(s) and obtain its written consent;
ii. ensure that it has entered into a written agreement with the Sub-processor(s) which gives effect to obligations set out in this Clause 33 such that they apply to the Sub-processor(s); and
iii. inform the Buyer of any additions to, or replacements of the notified Sub-processors and the Buyer shall either i) provide its written consent or ii) object.
33.10	The Buyer may at any time put forward a Variation request to amend this Call-Off Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.
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In this Call-Off Contract the following expressions mean:
	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the Data Protection Legislation.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event  
	Means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise processed

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged Processing by the Processor under this Call-Off Contract on the protection of Personal Data.

	Data Protection Legislation
	Data Protection Legislation means:	

i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time 
ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to processing of personal data and privacy;
iii) all applicable Law about the processing of personal data and privacy, including if applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	Data Subject
	Takes the meaning given in the Data Protection Legislation.

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.10 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FOIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government guidance and the Crown Commercial Service guidance, current UK Government guidance will take precedence.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	A claim as set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the Data Protection Legislation.

	Personal Data Breach 
	Takes the meaning given in the Data Protection Legislation.

	Processing
	Takes the meaning given in the Data Protection Legislation but, for the purposes of this Call-Off Contract, it will include both manual and automatic Processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	Processor
	Takes the meaning given in the Data Protection Legislation.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.





[bookmark: _Toc509486714]Schedule 7 - Processing, Personal Data and Data Subjects – N/A – no data will be provided by the Controller
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1 [bookmark: bmkStart][bookmark: _Ref504052332][bookmark: _Toc514748837]DEFINITIONS AND INTERPRETATION
1.1 In these Framework Terms, each Order and relevant Service Annex, the following terms shall have the following meanings:
	Access
	means the Customer’s remote, electronic or physical access to the Services;

	Affiliate
	means any corporation, firm, partnership or other entity that directly or indirectly controls, or is controlled by, or is under common control with the relevant Party;

	Authorised Representative
	means a person duly authorised by a Party to perform the obligations of that Party under this Framework Agreement or an Order;

	Beyond Economic Repair
	means any Supported Equipment, which has come to the end of its natural service life or which is beyond economic repair.  Supported Equipment shall be deemed to be Beyond Economic Repair, where: 
a) the cost of the required replacement to make the Supported Equipment properly functional (for the avoidance of doubt, excluding any labour costs) will exceed 50% of the current list or new replacement equipment price, as determined by SCC; 
b) any required spare parts or components are no longer available from the manufacturer; and/or 
c) any item of Supported Equipment experiences or suffers persistent or reoccurring faults or component failure, 
provided always that Beyond Economic Repair will be evidenced by SCC’s engineer in a written report, which will state the reason(s) why the item has become Beyond Economic Repair;

	Business Day
	means any day which is not a Saturday, Sunday or bank or public holiday in the United Kingdom;

	Change Control Procedure
	means the procedure for the management of changes to the Framework Agreement, an Order and/or Service Annex, as set out in Clause 11 (Change Control Procedure);

	Change Report
	has the meaning set out in Clause 11.4 (Change Control Procedure);

	Change Request
	means a request by either Party, submitted using the Change Request Form, to amend the Framework Terms, Service Specific Terms, Special Terms and/or an Order;

	Change Request Form
	means the form set out at Schedule 2 (Change Request Form) of this Framework Agreement;

	Charges
	means the charges specified in the relevant Order payable by the Customer for the supply of the Services and Products by SCC;

	Confidential Information
	means: 
a) the Framework Terms, Service Specific Terms, Special Terms and each Order and all sums payable under it; and
b) all information which is secret to a Party (including in respect of SCC, sub-contractors and Third Party Vendors) or otherwise not publicly available (in both cases either in its entirety or in part) , including know-how, trade secrets or business methods, technical, business, financial and product development plans, forecasts, customer lists, strategies or other matters connected with the Services, and any other information which a reasonable person would consider to be of a confidential nature (whether or not marked as confidential), but shall exclude the Excluded Information with effect from the date that it becomes Excluded Information;

	Consultant
	means an employee, agent or sub-contractor employed by SCC to provide the Services;

	Control
	means that a person possesses, directly or indirectly, the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares or power, ability to appoint directors, by contract or otherwise) and "Controls" and "Controlled" shall be interpreted accordingly;

	Customer
	means in respect of:
a) this Framework Agreement, the entity identified as the Customer in the Contracting Parties table on page 3 of this Framework Agreement; and
b) an Order, the Customer or the Customer Party identified on page 1 of the Order;

	Customer Affiliate
	means any wholly owned subsidiary of the Customer from time to time;

	Customer Contract Manager
	means the person duly authorised by the Customer to perform the obligations of the Customer under an Order and for liaising with SCC in respect of all matters concerning that Order;

	Customer Equipment
	means the Customer owned and managed equipment located on SCC’s premises, as detailed in the Service Annex(es) to an Order 

	Customer Infrastructure
	has the meaning set out in Clause 4.11 (Supply of Services);

	Customer Intellectual Property
	has the meaning set out in Clause 13.1 (Intellectual Property Rights);

	Customer Obligations
	has the meaning set out in Clause 5.1 (Customer Obligations);

	Customer Party
	means a Customer Affiliate that may place Orders under this Framework Agreement;

	Customer Site
	means the address for the delivery of the Services to the Customer as set out in the relevant Service Annex to an Order;

	Data Centre Services
	means data centre services to be provided by the SCC to the Customer, as specified in the relevant Service Annex;

	Data Protection Legislation
	means, until 25 May 2018, the Data Protection Act 1998 and, starting from 25 May 2018, the Regulation and any other applicable laws implementing the Regulation or otherwise related to data protection and privacy;

	Day Rate
	means the Charges for a Consultant working during Working Hours on a Business Day, as specified in the relevant Order;

	Dependency Failure
	has the meaning set out in Clause 6.2 (Dependency Failures and Relief);

	Dispute Resolution Procedure
	means the procedure for the resolution of disputes arising under this Framework Agreement and each Order set out in Clause 26 (Dispute Resolution Procedure);

	Excluded Information
	means information which:
a) was or becomes publicly known through no default or breach of this Framework Agreement or an Order by the receiving Party;
b) was or becomes lawfully known to the receiving Party without restriction from a source other than the disclosing Party who itself obtained it without any confidentiality obligation or which has been demonstrated by the receiving Party to the disclosing Party to have been independently developed by the receiving Party;
c) is approved for disclosure by the Party which has provided it without restriction in a document signed by an Authorised Representative of such Party; or
d) the receiving Party is compelled to disclose it by a court or competent regulatory body (in which case the receiving Party shall give the disclosing Party prompt notice of the relevant order of disclosure to the extent permitted by applicable law);

	Excluded Services
	means those activities that are excluded from the scope of the Services, as described in Clause 7 (Excluded Services) and/or the Service Specific Terms;

	Fit for Purpose
	has the meaning set out in Clause 4.11 (Supply of Services);

	Fix
	means the point at which SCC deems that Supported Equipment has been returned to Good Working Order;

	Force Majeure
	means any cause preventing a Party from performing any or all of its obligations under this Framework Agreement or an Order, which arises from or is attributable to acts, events, omissions or accidents beyond the reasonable control of the Party, including strikes, lockouts or other industrial disputes, protest, act of God, war, military operations, or national emergency, an act of terrorism, riot, civil commotion, malicious damage, compliance with any law or governmental order, rule, regulation or direction, the act or omission of government, highways authorities, public communications providers or other competent authority, accident, breakdown of plant or machinery, fault or defects in or unavailability of software used to support the provision of Services, fault or loss of electricity supply, fire, explosion, flood, storm, inclement weather, drought, lightning, epidemic or any of the above events affecting suppliers or subcontractors, difficulty, delay or failure in manufacture, production or supply by third parties of any services, equipment and/or products or any part thereof (to the extent only that such difficulty, delay or failure was caused by an event of Force Majeure affecting that third party) or failure to obtain way leaves or any other necessary consents or permissions having used reasonable endeavours to do so;

	Framework Agreement
	means this agreement, together with all of its Schedules and attachments, as amended from time to time;

	Framework Effective Date
	means the date of this Framework Agreement, as set out in the Commencement and Duration table on page 1 of this Framework Agreement;

	Framework Terms
	means the terms and conditions set out in Clauses 1 to 28 (inclusive) of this Framework Agreement;

	Good Working Order
	means a materially similar degree of functionality as existed prior to the fault being logged with SCC, provided always that such degree of functionality takes into account the age of the product;

	Hardware
	means equipment comprising information technology, communications technology and/or imaging and printing technology, together with related documentation, accessories, parts, and upgrades;

	Hours of Support
	means the hours of support for the relevant Services detailed in the applicable Service Annex(es) of the relevant Order;

	Incident
	means an event relating to Supported Equipment, that SCC has agreed to support as specified in the relevant Service Annex to an Order;

	Incident Resolution
	means the point in time at which SCC (acting reasonably at all times) considers an Incident to have been successfully resolved by either:
a) returning the relevant Services (as applicable) to a level of performance substantially in accordance with its agreed specification; or
b) referring the Incident to the relevant Third Party Vendor or Resolver Group; or
c) as otherwise specified in the relevant Service Annex to an Order.

	Incident Resolution Timescale
	means the period of time specified in Part B of a Service Annex during which SCC will use reasonable endeavours to perform Incident Resolution;

	Indemnified Party
	means the Party that receives the benefit of the indemnity for any losses arising under Clause 14 (Indemnity);

	Indemnifying Party
	means the Party that agrees to indemnify and hold harmless for any losses arising under Clause 14 (Indemnity);

	Initial Services Term
	means the initial term for the provision of the Services, as specified in Section 3 (Commencement and Duration of Services) of the relevant Order, which shall commence on the Service Commencement Date and end on the expiry of such initial services term;

	Insolvency Event
	means any of the following events affecting a Party to this Framework Agreement or an Order.  A Party:
a) suspends, or threatens to suspend, payment of its debts (whether principal or interest) or is deemed to be unable to pay its debts within the meaning of Section 123 of the Insolvency Act 1986; 
b) calls a meeting, gives a notice, passes a resolution or files a petition, or an order is made, in connection with the winding up of that Party (save for the sole purpose of a solvent voluntary reconstruction or amalgamation); 
c) has an application to appoint an administrator made or a notice of intention to appoint an administrator filed or an administrator is appointed in respect of it or all or any part of its assets; 
d) has a receiver or administrative receiver appointed over all or any part of its assets or a person becomes entitled to appoint a receiver or administrative receiver over such assets; 
e) takes any steps in connection with proposing a company voluntary arrangement or a company voluntary arrangement is passed in relation to it, or it commences negotiations with all or any of its creditors with a view to rescheduling any of its debts; 
f) has any steps taken by a secured lender to obtain possession of the property on which it has security or otherwise to enforce its security; or
g) has any proceeding taken, with respect to it in any jurisdiction to which it is subject, or any event happens in such jurisdiction that has an effect equivalent or similar to any of the above events;

	Intellectual Property Rights
	means any copyright, moral right, patent, supplementary protection certificate, trade mark, trade name, service mark, design right, database right, rights in goodwill, rights in undisclosed or confidential information (such as know-how, trade secrets and inventions (whether patentable or not)), and other similar or related intellectual property rights (whether registered or not) and applications for such rights anywhere in the world;

	Modification
	means any alteration, modification, change, adjustment or addition to the Supported Equipment by the Customer;

	Order
	means an order entered into by SCC and the Customer in accordance with Clause 2 (Framework Agreement and Orders) that is in the form set out at Schedule 1 (Order Template) and incorporates the Framework Terms, the applicable Service Annexes and any Special Terms;

	Order Effective Date
	means the date of the Order as set out on page 1 of the Order; 

	Order Year
	means the period of twelve (12) months commencing on the Order Effective Date and each anniversary thereafter;

	Party or Parties
	means in respect of:
a) this Framework Agreement, SCC and the Customer identified in the Contracting Parties table on page 3 of this Framework Agreement; and
b) each Order, SCC and the Customer or Customer Party identified on page 1 of the Order.

	Per Diem Rate
	means SCC's charges for expenses specified in the relevant Order, which shall be payable each day that a Consultant works 

	Products
	means any Hardware and/or Third Party Software which the Customer purchases from SCC, under an Order;

	Professional Services
	means the professional services to be provided by SCC to the Customer, as specified in the relevant Order;

	Regulation
	means the regulation on the protection of natural persons with regard to the processing of personal data an on the free movement of such data known as the General Data Protection Regulation ((EU) 2016/679);

	Renewal Period
	means a period for which the Customer shall be entitled to extend the provision of an Order following expiry of the Initial Services Term, as specified in Section 3 (Commencement and Duration of Services) of the Order;

	Resolver Group
	means either the Customer's service desk or third party specified by the Customer in the Order or as otherwise agreed by the Parties in writing, which has responsibility for resolution of the Incident;

	SCC Account Manager
	means the person duly authorised by SCC to perform SCC's obligations under an Order and for liaising with the Customer in respect of all matters concerning that Order;

	SCC Intellectual Property
	has the meaning set out in Clause 13.3(a) (Intellectual Property Rights);

	Schedule
	means a Schedule to this Framework Agreement;

	Service Annex
	means the description contained in the annex(es) to an Order, each Service Annex incorporates:
a) Service Specification;
b) Service Levels (if applicable); and
c) Service Specific Terms;

	Service Commencement Date
	means the date(s) for commencement of the provision of the applicable Services, as specified in the relevant Order;

	Service Credits
	means the credit, if any, calculated in accordance with the provisions of the Service Levels in the event that SCC fails to achieve the Service Levels;

	Service Levels 
	means any Service Levels set out in Part B (Service Levels) of a Service Annex;

	Service Request
	means a request from the Customer to provide a non-Incident based activity;

	Service Specific Terms
	means the terms and conditions relating the provision and/or access and use of the Services, as set out in Part C (Service Specific Terms) of a Service Annex;

	Service Specification
	means the specification of the Services, as set out in Part A (Service Specification) of a Service Annex;

	Services
	means the services that SCC shall provide to the Customer, as summarised in Section 4 (the Services) of the Order, and detailed in the relevant Service Annex(es);

	Services Notice Period
	means the notice period for termination of an Order, following expiry of the Initial Services Term, as specified in the Order;

	Special Terms
	means any terms set out in an Order, which amend the Framework Terms and/or Service Specific Terms;

	Supported Equipment
	means, where applicable, any equipment or software detailed in a Service Annex to an Order;

	Technical Specification
	Means (where applicable) the quantities, maximum capacity, specification or rating for the Services specified in Section 2 of Part A in a Service Annex

	Third Party Software
	means any software supplied to the Customer as specified in the applicable Order that: 
a) is supplied with Hardware; and/or
b) which SCC shall procure a licence for the Customer to use on third party licence terms;

	Third Party Vendor
	means the third party manufacturer, vendor or licensor of the Products and/or Third Party Software;

	Transfer Regulations
	has the meaning set out in Clause 9.2(a) (Employees);

	Transition Commencement Date
	means the date specified in the Order for the commencement of the provision of the Transition Services;

	Transition Plan
	means a transition plan for the provision of the Transition Services, as set out or referred to in a Service Annex for Transition Services where applicable;

	Transition Services
	means the services to be provided by SCC in accordance with the Transition Plan, so that SCC can assume responsibility for the Services on the applicable Service Commencement Date;

	User
	means a person authorised by the Customer to access and use the Services;

	VAT
	means value added tax charged in accordance with the Value Added Tax Act 1994 (as amended); and

	Working Hours
	means, unless stated otherwise in the relevant Service Annex or an Order, the hours between 9:00am and 5:30 pm on any Business Day.


1.2 Interpretation:
(a) [bookmark: _Toc469999415][bookmark: _Toc18815287][bookmark: _Toc157566545][bookmark: _Ref283806234]The headings used in these Framework Terms or an Order are inserted for convenience only and shall not affect the interpretation or construction of these Framework Terms and an Order.
(b) Words expressed in the singular shall include the plural and vice versa.  Words referring to a particular gender include every gender.  References to a person include an individual, company, body corporate, corporation, unincorporated association, firm, partnership or other legal entity.
(c) The words "other", "including" and "in particular" shall not limit the generality of any preceding words or be construed as being limited to the same class as any preceding words where a wider construction is possible.
(d) References to any statute or statutory provision shall include (i) any subordinate legislation made under it; (ii) any provision which it has modified or re-enacted (whether with or without modification); and (iii) any provision which subsequently supersedes it or re-enacts it (whether with or without modification) whether made before or after the Framework Effective Date.
(e) References to: (i) "Clauses" shall mean clauses of these Framework Terms; (ii) "Paragraphs" shall mean paragraphs of the Service Specific Terms and the Special Terms; and (iii) "Sections" shall mean sections of an Order.
(f) References to “written”, “in writing” or any similar expression shall include e‑mail correspondence.
1.3 Precedence: 
In the event of a conflict or ambiguity between these Framework Terms and an Order and a Service Annex, the following order to precedence shall apply: 
(a) firstly, the Order;
(b) secondly, the Service Annex; and 
(c) lastly, these Framework Terms. 
2 [bookmark: _Ref504051833][bookmark: _Ref504051903][bookmark: _Ref504051954][bookmark: _Toc514748838][bookmark: _Ref315863630][bookmark: _Toc321405781]FRAMEWORK AGREEMENT AND ORDERS
2.1 This Framework Agreement governs the overall relationship of the Parties in relation to the Services provided by SCC to the Customer under an Order and sets out the procedure for the Customer to request the provision of Services from SCC and terms and conditions that shall apply to the provision of such Services. 
2.2 These Framework Terms shall be incorporated into each Order and may be supplemented by the relevant Service Specific Terms and any Special Terms (as applicable).
Orders and Ordering Procedure
2.3 Where the Customer requires SCC to supply Services to the Customer, the Customer shall notify SCC in writing.
2.4 On receipt of a written request from the Customer, SCC shall prepare draft Order for the Customer's review and approval.
2.5 Appended to each Order (depending on the Customers choice of required Services) will be one or more Service Annexes. For avoidance of doubt any Service Specifications, Service Specific Terms or Service Levels contained within a particular Service Annex shall only apply to the Services described in the Service Annex in which they reside, and shall in no circumstances apply to or affect any of the other Service Annexes that may also be appended to that Order, or any subsequent Orders.
2.6 Once agreed, an Authorised Representative of each Party shall sign the Order and no amendment shall be made to it except in accordance with the Change Control Procedure.  An Order shall not have force, be legally binding or have any other effect unless the Order has been signed by the Authorised Representatives of both Parties to it.
2.7 [bookmark: _Ref504051875]Each Order shall form a separate contract between the Parties to that Order and incorporate these Framework Terms  except for any provisions that are clearly stated in these Framework Terms as only relevant to this Framework Agreement) and the Service Annex relevant to the provision of the Services. 
2.8 Any amendment to this Framework Agreement agreed by SCC and the Customer pursuant to Clause 25.2 (Variation) shall be deemed to apply to all Orders from the effective date of such amendment (unless expressly stated otherwise in such amendment).
Rights to modify
2.9 On reasonable notice to the Customer (where practicable), SCC reserves the right to modify: 
(a) an Order to the extent necessary to ensure compliance with any regulatory or legislative requirement; 
(b) an Order to incorporate changes to a Third Party Vendor's terms and conditions and/or technical related documentation; and
(c) any particular aspect of the Services in the interest of maximising the effectiveness of its services, provided that such modification does not have a material adverse effect on the Services. 
Customer Affiliates
2.10 A Customer Affiliate may execute an Order under this Framework Agreement, provided always that the Customer shall: 
(a) ensure that the Customer Affiliate comply with the Customer’s obligations under this Framework Agreement; and
(b) be responsible for the acts, omissions, defaults or negligence of its Customer Affiliates as fully as if they were acts, omissions, defaults or negligence of the Customer itself.
3 [bookmark: _Ref504051919][bookmark: _Toc514748839]COMMENCEMENT AND DURATION
3.1 This Framework Agreement shall come into force on the Framework Effective Date and shall (subject to the provisions for earlier termination set out in this Framework Agreement) continue in full force and effect for an initial period of three years and thereafter for as long as SCC is providing Services pursuant to an Order placed under this Framework Agreement. 
3.2 During the term of this Framework Agreement, the Customer or a Customer Party may place Orders for Services in accordance with the provisions of Clause 2 (Framework Agreement and Orders).
4 [bookmark: _Toc514748840]SUPPLY OF SERVICES
Commencement and Duration
4.1 SCC shall provide:
(a) if applicable, Transition Services in accordance with the Transition Plan from the Transition Commencement Date specified in the Order; and
(b) all other Services from the Service Commencement Date and, unless terminated earlier in accordance with Clause 18 (Termination), continue to provide such Services for the Initial Services Term and, thereafter, for the Renewal Period (if applicable), or until either Party gives to the other in writing no less than the Services Notice Period. 
Transition Services
4.2 Where SCC is required to provide Transition Services prior to the relevant Service Commencement Date, each Party's obligations shall be documented in the Transition Plan.
4.3 From the Transition Commencement Date, each Party shall:
(a) comply with their respective obligations in accordance with the timescales set out in the Transition Plan; and
(b) work and co-operate with each other to facilitate the orderly transfer of the provision of the Services to SCC.
4.4 The Customer shall not unreasonably withhold or delay its consent to any amendment to the Transition Plan that is proposed by SCC in accordance with the Change Control Procedure.
Services
4.5 SCC shall provide the Services:
(a) during the Working Hours in accordance with the terms of the relevant Service Annex; and
(b) in accordance with these Framework Terms, the relevant Order and Service Annex in all material respects.
4.6 SCC shall use its reasonable endeavours to ensure that the standards of the Services and Incident Resolution Timescales relating to the Services shall be as specified in the relevant Service Levels.
Services for software
4.7 SCC shall be under no obligation to provide Services for any software (including Third Party Software), unless SCC has agreed provide such Services in the relevant Order.
Exclusivity 
4.8 For the term of each Order, the Customer shall not engage either directly or indirectly any third party to provide in whole or part any of the Services provided under that Order without the prior written consent of SCC.
Suspension
4.9 [bookmark: _Ref467498203]SCC may from time to time:
(a) temporarily suspend the Services provided under an Order for the purpose of repair, maintenance or improvement of any of SCC’s telecommunications and/or computer systems; and/or
(b) give the Customer instructions about the use of the Services that SCC reasonably considers are necessary for any reason, including in the interests of safety or the quality of services to SCC’s other customers.  The Customer shall at all times comply with such instructions.
4.10 Prior to SCC acting in accordance with Clause 4.9(a) or 4.9(b), SCC shall: 
(a) give the Customer as much advance written (which may include online) and/or oral notice as it, in its sole discretion, deems to be necessary; and 
(b) restore the Services as soon as reasonably practicable after any such temporary suspension.
Fit for Purpose
4.11 [bookmark: _Ref378671164]SCC provides the Services on the basis that the Customer's existing infrastructure, hardware, software, processes, policies and any other Customer provided elements which are integral to the successful provision of the Services (the "Customer Infrastructure”) does not prevent SCC providing the Services or meeting the agreed Service Levels and requirements stated in the relevant Order (“Fit for Purpose”).
4.12 The Customer acknowledges and accepts that SCC shall not be liable for any failure to provide the Services or meet the Service Levels and requirements stated in the relevant Order on the basis that the Customer Infrastructure is not Fit for Purpose, provided always that SCC continues to use reasonable endeavours to meet the Service Levels notwithstanding any such issues.
4.13 Any work required to remedy a Fit for Purpose issue shall be considered to be out of scope unless agreed otherwise by the Parties in accordance with the Change Control Procedure.
5 [bookmark: _Ref504052021][bookmark: _Toc514748841]CUSTOMER OBLIGATIONS
5.1 [bookmark: _Ref352917200]The Customer acknowledges and accepts that in order for SCC to provide the Services, SCC requires the Customer to carry out or assume the responsibilities and activities set out in this Clause 5, the relevant Order and Service Annex (together the "Customer Obligations" and individually a "Customer Obligation") and the Customer agrees to do so.
5.2 [bookmark: _Ref467498250]The Customer shall: 
(a) provide SCC with: 
(i) all assistance, materials and information reasonably required by SCC for the purposes of enabling SCC to provide the Services, including providing access to staff and technical data, as SCC may reasonably need concerning the Customer’s operations; and 
(ii) timely responses to queries, decisions and approvals which may be reasonably necessary for SCC to undertake any of the Services, and
the Customer shall ensure that information and answers provided in accordance with this Clause 5.2(a) are accurate and complete.  SCC shall, to the extent reasonably practicable, give the Customer reasonable prior notice of any information or answers it requires in accordance with this Clause 5.2(a) or if it has reason to suspect that any information is inaccurate or incomplete;
(b) provide full and safe access to the Customer Site, facilities, equipment, materials and telecommunications facilities as SCC shall reasonably require in order to provide the Services;
(c) allow SCC (or Third Party Vendor), at SCC’s request and at no additional charge, to modify Supported Equipment to improve operation, supportability, and reliability, or to meet legislative requirements; 
(d) comply with any technical specifications relevant to the Supported Equipment or Products and licence terms relevant to the Supported Equipment or Products;
(e) ensure that all personnel assigned by the Customer to provide assistance to SCC have the requisite skill, qualification and experience to perform the tasks assigned to them; 
(f) obtain all necessary permissions, consents, permits or licences for SCC to perform the Services at the Customer Site, including any consents required for any alterations to the Customer Site; 
(g) take up or remove any fittings or fixed floor coverings, ceiling tiles, suspended ceilings and partition covers as advised by SCC (or its representative) to permit installation of the Services and make good the same; 
(h) keep confidential all passwords, logon codes and other access methods to the Services.  SCC shall not be liable for any disclosure by the Customer of the same, whether intentional or otherwise;
(i) with the exception of the Supported Equipment and/or equipment provided by or on behalf of SCC, provide all necessary computer hardware, software and/or telecommunications equipment and services to access and use the Services; 
(j) where necessary for the access and use of the Services, obtain a licence from the relevant Third Party Vendor to use the software (including the Third Party Software); and
(k) conduct its business without detriment to SCC and the good name, goodwill and reputation of SCC.
5.3 In terms of Services and/or Supported Equipment to be provided and/or located at the Customer Site, the Customer shall: 
(a) at all times provide: 
(i) suitable secure accommodation, assistance, facilities and environmental conditions, including protection from weather and appropriate heating and ventilation, for the installation and housing of the Supported Equipment; and 
(ii) all necessary electrical power supplies (including back-up) and other installations and fittings for the commissioning and provision of the Services, and
the Customer shall at its own cost ensure that: 
(A) such preparation and provision is effected at the Customer’s sole cost before the Services and Supported Equipment are installed and are in accordance with any reasonable specifications provided by SCC; and
(B) any restoration and re-decorating at the Customer Site is performed;
(b) allow and/or procure that: 
(i) SCC has an unencumbered and free right of access to the Customer Site during Working Hours for the purpose of delivering the Services; and
(ii) SCC’s employees, subcontractors and/or agents have safe and sufficient access to the Supported Equipment to allow SCC to provide the Services.
5.4 Unless otherwise specified in the Order, the Customer shall: 
(a) ensure that any programs or data stored on the Supported Equipment are virus free and full back up copies of all such programs and data are made and retained by the Customer;
(b) connect Supported Equipment with cables or connectors (including fibre optics if applicable) that are compatible with the Supported Equipment and interface with SCC's equipment and are in accordance with the Third Party Vendor's and/or SCC's instructions;
(c) ensure that all equipment connected to a Service is connected to and used with the Service in accordance with the Third Party Vendor's and/or SCC's instructions and any safety and security procedures notified to the Customer;
(d) maintain details relating to Supported Equipment, including the location, serial numbers and any Third Party Vendor-designated system identifiers and labels for such Supported Equipment; 
(e) maintain all Supported Equipment at the latest specified configuration and revision levels;
(f) ensure only competently trained and authorised employees are permitted to use the Supported Equipment;
(g) promptly notify SCC of any faults in the operation of the Supported Equipment and give SCC a minimum of ten (10) Business Days' prior written notice of any Modification to the Supported Equipment prior to such Modification being carried out.  SCC shall: 
(i) acknowledge the Modification in writing; and 
(ii) notify the Customer if any proposed alteration to the Charges due to such Modification or if such Modification is accepted (such acceptance not being unreasonably withheld or delayed, and
any Modification should be made in accordance with industry standards and the Customer shall only use products and parts approved by the relevant SCC or the relevant Third Party Vendor;
(h) ensure the external surfaces of the Supported Equipment are kept clean and in good condition;
(i) only use consumables recommended by SCC or the relevant Third Party Vendor;
(j) not request, permit or authorise anyone other than SCC or the relevant Third Party Vendor to carry out any modifications, adjustments, repairs or maintenance to the Supported Equipment (or any part of it) without the prior consent of SCC or the relevant Third Party Vendor; and 
(k) save for mobile hardware, not move the Supported Equipment or any part of it to another site without providing SCC with a minimum of thirty (30) calendar days' prior written notification.  The Customer accepts movement of Supported Equipment to a new location may necessitate changes to the Service Levels and/or Charges for that Service and, in terms of a new location outside of the United Kingdom, shall also be subject to availability in the destination country.
5.5 Unless such Services are expressly stated as being the responsibility of SCC in the relevant Order, the Customer shall be solely responsible for the performance and management of its data back-up and data recovery and SCC shall have no liability whatsoever for the back-up or recovery of the Customer's data.  If the Customer requests SCC to provide any assistance in respect of data back-up and data recovery following execution of an Order which does not include the same, such services and the charges therefor shall be provided as agreed by the parties in accordance with the Change Control Procedure.
5.6 [bookmark: _Ref467498279]SCC maintains title and the Customer shall bear the risk of loss or damage to any: 
(a) equipment provided by SCC during the performance of the Services, unless otherwise agreed in writing between the Parties; or
(b) loan units, if provided at SCC’s discretion as part of the Services or warranty services and such loan units will be returned to SCC without lien or encumbrance at the end of the loan period.
5.7 The Customer shall not charge, mortgage or otherwise deal with any of the equipment referred to in Clause 5.6 and use all reasonable efforts to prevent third parties from asserting rights in relation to such equipment.
[bookmark: _Toc278979642]Passwords
5.8 In order to obtain Access to certain Services, the Customer will be issued with SCC’s telephone number(s) and unique user-IDs and passwords.
5.9 [bookmark: _Ref467498335]The Customer shall: 
(a) be responsible for the security and proper use of all user-IDs and passwords relating to the Services and must take all necessary steps to ensure that all passwords and user IDs are kept confidential, kept secure, used properly and not disclosed to unauthorised people; and
(b) immediately give SCC written notice if it becomes aware or should reasonably have become aware that a user-ID or password has become known to someone not authorised to use it or if any user-ID or password is being or is likely to be used in an unauthorised way.
5.10 If Clause 5.9(b) applies or the Customer forgets a user-ID or password, the Customer shall immediately contact SCC and satisfy such security checks as are required by SCC so that a new user-IDs or passwords can be issued to enable Access to be resumed.
6 [bookmark: _Toc514748842]DEPENDENCY FAILURES AND RELIEF
6.1 [bookmark: _Ref350432266]A failure to carry out any task or activity expressed to be a Customer Obligation (including responsibility it takes for the actions of third parties) shall not constitute a breach by SCC of its obligations under this Framework Agreement and/or relevant Order.
6.2 [bookmark: _Ref467497627][bookmark: _Ref354061289][bookmark: _Ref404281661]If the Customer fails to carry out any task or activities expressed to be a Customer Obligation or is in breach of a Customer Obligation or another term of this Framework Agreement or an Order (a "Dependency Failure"), then without prejudice to the SCC's other rights and remedies:
(a) SCC shall not be in breach of this Framework Agreement and/or the relevant Order (including its obligation to perform the Services in accordance with the Service Levels) to the extent that the Dependency Failure has caused SCC's failure; and
(b) [bookmark: _Ref402212777]any dates for performance of the Services that are impacted by such Dependency Failure shall be extended by a period of time equal to the length of time of the Dependency Failure.
6.3 If, as a direct result of a Dependency Failure, SCC can demonstrate that it has incurred additional costs, SCC shall be entitled to recover the amount actually incurred from the Customer.
7 [bookmark: _Ref504051663][bookmark: _Ref504052055][bookmark: _Toc514748843]EXCLUDED SERVICES
7.1 Unless expressly stated otherwise in the relevant Order, SCC shall not provide Disaster Recovery or Business Continuity Planning services.  In the event that Disaster Recovery and/or Business Continuity Planning are to be provided by SCC, these will be detailed within Part A (the Service Specification) of the relevant Service Annex.
7.2 Where SCC has not contracted to provide Disaster Recovery and/or Business Continuity Planning under an Order, it is the Customer’s responsibility to create and maintain the same and SCC shall have no liability whatsoever for the maintenance and/or amendments to, without limitation, the Customer's disaster recovery and/or business continuity plans, procedures or processes.
7.3 Unless expressly stated otherwise in the relevant Order, the Services exclude the following in addition to any other items expressly excluded in the relevant Order or Service Annex:
(a) any works required as a result of:
(i) improper use, negligence, abuse, misuse or accidental or deliberate damage or loss of the Supported Equipment or any non-compliance with a Service Specification, including failure to observe any applicable maximum usage limit for Supported Equipment;
(ii) improper preparation, provision or maintenance of environmental conditions at the Customer Site or any environmental conditions that do not conform to SCC's or the Third Party Vendor's specifications;
(iii) installation, maintenance, repair, support or calibration of the Supported Equipment other than by or on behalf of SCC or its subcontractors;
(iv) any failure or fluctuation of electricity supply, climate control or other environmental conditions at the Customer Site;
(v) any virus, infection, worm or similar malicious code affecting the Supported Equipment that has not been introduced by SCC or its subcontractor;
(b) any work required to erase or remove any customer or third party data on Supported Equipment (or parts of it) returned repaired or otherwise handled by SCC;
(c) repair of any external or cosmetic damage to the Supported Equipment that does not affect the performance or functionality of the Supported Equipment; 
(d) electrical work external to the Supported Equipment; 
(e) relocation of any Supported Equipment; 
(f) provision of any items defined by Third Party Vendor as being a consumable items, including accessories, disposable parts, power cords, rack mounting kits and cables;
(g) repair to Supported Equipment which: 
(i) are not in Good Working Order at the commencement of the relevant Order; 
(ii) have come to the end of their natural service life or for which spare parts are no longer readily available; 
(iii) are, in the reasonable opinion of SCC (or relevant Third Party Vendor), Beyond Economic Repair; or
(iv) are required as a result of a Third Party Vendor's product recall whether in relation to a complete Product or a component part;
(h) any work on equipment which is not listed as Supported Equipment in the Order; and
(i) any work at the site which is not expressly set out in the Order.
7.4 If SCC performs any of the Excluded Services detailed or referred to in this Clause 7, the Customer shall pay SCC's charges for such services on a time and materials basis at SCC's then current charges (or as otherwise agreed by the parties using the Change Control Procedure) and the provision of such Excluded Services may be subject to additional terms and conditions.
8 [bookmark: _Toc514748844]SERVICE LEVELS
8.1 Service Levels shall apply to the provision of certain Services, as specified in the relevant Order and Service Annex.
8.2 During the term of an Order, changes, for example, projects, upgrades and additions to the Supported Equipment may occur that may have an impact on the Service Levels.  However, SCC will use its reasonable endeavours to ensure that the current operational Service Levels are not affected by the change.  Where SCC reasonably considers it impossible to do so, SCC may on notice to the Customer suspend certain Service Levels for a limited period only.  Such notice to specify the reasons for and period of the suspension.
8.3 The Service Levels shall not apply in the period following the Service Commencement Date, as specified in the relevant Order (the "Monitoring Period").  During the Monitoring Period, SCC shall use its reasonable endeavours to perform the Services in accordance with the Service Levels, but no Service Credits or other remedies in respect of the Service Levels shall accrue.
8.4 SCC may at its sole discretion refuse to provide and/or continue to provide the Services for Supported Equipment which has been declared by a Third Party Vendor to be end of life, Beyond Economic Repair or obsolete.  In such circumstances provision of the Services shall be on a reasonable endeavours basis only and consequently the Service Levels shall not apply and no Service Credits or other remedies in respect of the Service Levels shall accrue in respect of the Supported Equipment.
8.5 SCC shall not be in breach of its obligations under this Framework Agreement or an Order, including its obligation to perform the Services in accordance with the Service Levels, in the following situations:
(a) where the Customer fails to comply with any of the Customer Obligations to the extent that such failure directly or indirectly causes SCC to fail to achieve the Service Levels;
(b) where the services requested falls within one of the Excluded Services;
(c) where the breach of the Service Level has arisen as a result of a fault which is referred to a Third Party Vendor, unless the Third Party Vendor is an authorised subcontractor of SCC;
(d) where system restoration timeframes (applications and data) are extensive, so that is it is not possible to restore the Supported Equipment or the Service within the time period prescribed in the Service Levels;
(e) where the Customer invokes a change to an Incident, therefore, the resolution needs to be rescheduled at the request of the Customer; or
(f) where the User is not available when their input is required to resolve the call.  A minimum of three (3) attempts will be made to contact the User before suspending the call.
8.6 Where Service Credits are payable, Service Credits shall be the Customer's sole and exclusive remedy for the breach of the relevant Service Level.
9 [bookmark: _Toc514748845]EMPLOYEES
9.1 General: SCC shall use all reasonable endeavours to ensure that its employees and subcontractors shall comply with the Customer's written site security and site health and safety procedures, which are brought to the attention of SCC before entry on a Customer Site. 
9.2 [bookmark: _Ref467498043]Transfer Regulations: 
(a) The Parties don’t believe that the Transfer of Undertakings (Protection of Employment) Regulations 2006 and any provisions replacing or amending those provisions (the “Transfer Regulations”) will apply to the transactions which are the subject matter of an Order.
(b) If it is subsequently determined by a court or tribunal of competent jurisdiction that the Transfer Regulations do apply to a transaction which is the subject matter of an Order, the Customer shall indemnify and hold harmless SCC and any subcontractor of SCC, from and against all liability and loss suffered and any costs and expenses reasonably and properly incurred by SCC and any subcontractor of SCC as a result of the Transfer Regulations applying, including all liability and loss suffered and any costs and expenses reasonably and properly incurred arising out of or in connection with the employment of former employees of the Customer and/or any employees of any the Customer's other contractors, including breach of statutory duty, any claims for damages for breach of contract and/or compensation for unfair or wrongful dismissal or redundancy arising from any such employees having ceased for any reason to be employed. 
9.3 [bookmark: _Ref467498395]Non-Solicitation:
(a) The Parties acknowledge that each has incurred significant costs in the recruitment and training of its employees engaged in connection with the Services under each Order.  Accordingly, each Party agrees with the other that it shall not, and it shall ensure that its Affiliates shall not, solicit or approach in any way, any of the other Party’s employees who are engaged in connection with Services under an Order with a view to offering them employment or to solicit services from them on their own account (whether for itself or another party) during the term of the relevant Order and for a period of six (6) months after the termination or expiration of the relevant Order. 
(b) If any employee leaves the employment of SCC or the Customer (as applicable) (the “Non‑Breaching Party”) as a result of a breach by the other Party or its Affiliates of Clause 9.3(a) (the "Breaching Party”) and commences employment with, or provides services to the Breaching Party, the Breaching Party shall pay to the Non-Breaching Party a sum equal to fifty per cent (50%) of the higher of:
(c) the annual salary (including any benefits-in-kind, bonus payments, commissions and other emoluments) of the employee at the date that they ceased to be an employee of the Non-Breaching Party; or
(d) the annual salary of the employee at the time they commence employment with the Breaching Party,
(e) and the Parties acknowledge that any such payment is by way of liquidated damages and is reasonable and genuine pre-estimate of the Non-Breaching Party’s losses.
10 [bookmark: _Toc514748846]CONTRACT MANAGEMENT
10.1 To manage the relationship of the Parties under this Framework Agreement:
(a) SCC shall assign a SCC Account Manager with responsibility for all Orders placed under this Framework Agreement and for liaising and reporting to the Customer Contract Manager; and
(b) the Customer shall assign a Customer Contract Manager with responsibility for all Orders placed under this Framework Agreement and for liaising with the SCC Account Manager.
10.2 The Parties shall ensure that the SCC Account Manager and Customer Contract Manager meet at agreed intervals to discuss the performance of the Services and any disputes or disagreements which may have arisen (which shall, if necessary, be referred for resolution in accordance with the Dispute Resolution Procedure).
11 [bookmark: _Ref504051553][bookmark: _Ref504052078][bookmark: _Toc514748847]CHANGE CONTROL PROCEDURE
11.1 Change Requests may be originated either by SCC or by a Party to an Order or by both Parties to an Order jointly.
11.2 No Change Request shall be binding on the Parties unless the requirements of this Clause 11 have been satisfied and a Change Request Form is signed by the Authorised Representatives of both Parties to signify their approval to the Change Request.
11.3 Until such time as a Change Request is formally agreed by both Parties, the Parties shall continue to perform their respective obligations without taking account of the Change Request.
11.4 [bookmark: a1111XJWP][bookmark: _Ref467497444]In the case of any Change Request, SCC shall within ten (10) Business Days either supply to the Customer details of the consequential changes which will be required to this Framework Agreement, the relevant Order, Services to be provided under such Order, Charges and/or any other effects of the proposed change (the "Change Report") or written confirmation that there will be no such consequential changes or effects.
11.5 In the event SCC gives notice to the Customer within five (5) Business Days of receipt of a Change Request that it cannot provide the Change Report required by Clause 11.4 within such ten (10) Business Day period, the Parties shall agree a suitable period within which SCC shall be required to provide these details.  If the Parties are unable to agree such extension to the timetable within five (5) Business Days of receipt by the Customer of such notice from SCC, the matter shall be referred for determination in accordance with the Dispute Resolution Procedure.
11.6 The Customer shall notify SCC that the Change Report is accepted or rejected by the Customer within ten (10) Business Days of receipt of the Change Report by the Customer.
11.7 If a dispute arises as to whether any requirement of SCC or the Customer is a Change Request, the matter shall be dealt with in accordance with the Dispute Resolution Procedure.
11.8 On signature by Authorised Representatives of both Parties of a Change Request Form, the Framework Agreement and/or Order and/or Service Annex shall be deemed amended in accordance with the provisions of that Change Request Form.
12 [bookmark: _Toc514748848]WARRANTIES
Mutual warranties
12.1 Each Party warrants to the other that: 
(a) it has all necessary rights, licenses, authority, power and capacity to enter into and perform this Framework Agreement and each Order and that all necessary actions have been taken to enter into it properly and lawfully;
(b) this Framework Agreement and each Order shall be validly executed by a duly Authorised Representative;
(c) it has and shall maintain and comply with all consents, approvals, licences or permits necessary for it to enter into and perform this Framework Agreement and each Order; 
(d) its entry into and performance of this Framework Agreement and each Order does not and will not conflict with any of its contractual obligations or with any applicable laws; and
(e) it shall comply with all applicable laws in connection with the performance of its obligations under this Framework Agreement and each Order. 
Services
12.2 SCC warrants that the Services will: 
(a) comply with the relevant Service Annex; and
(b) be carried out with reasonable care and skill and by suitably trained and qualified persons. 
12.3 The Customer shall notify SCC of any Services warranty deficiencies within ninety (90) days from the date of performance of the deficient Services. 
Customer warranties
12.4 [bookmark: _Ref467498559]The Customer warrants that it: 
(a) owns and/or has and shall maintain the necessary rights and consents to use the Supported Equipment and use and/or receive the Services; and 
(b) has and shall maintain the necessary rights and consents to permit SCC to perform the relevant Services and use the Customer Intellectual Property.
13 [bookmark: _Ref504052353][bookmark: _Toc514748849]INTELLECTUAL PROPERTY RIGHTS
Customer Intellectual Property
13.1 [bookmark: _Ref467497509]The Customer shall retain all Intellectual Property Rights in any materials it provides to SCC for the purposes of SCC performing its obligations under this Framework Agreement and each Order (the "Customer Intellectual Property").
13.2 The Customer shall grant SCC a licence to use the Customer Intellectual Property to the extent required for the performance of its obligations under this Framework Agreement and each Order.
SCC Intellectual Property
13.3 [bookmark: _Ref467497981]Unless expressly specified otherwise in an Order: 
(a) all Intellectual Property Rights in or in relation to the Services (including any related manuals and operating documentation) or in any materials (including software) provided or created by SCC during the course of supplying the Services shall vest in SCC or the relevant Third Party Vendor (the "SCC Intellectual Property"); and
(b) the Customer shall have no title to or interest in any of the SCC Intellectual Property.
13.4 [bookmark: _Ref467498602]SCC hereby grants to the Customer a non-exclusive, personal and non-transferrable licence to such SCC Intellectual Property Rights during the term of the Order for the sole purposes of accessing and using the Services only.
13.5 SCC shall be free to utilise for the benefit of its other customers any skill and/or know-how that it may develop or acquire in the performance of the Services.
13.6 [bookmark: _Ref467498511]The Customer undertakes that it shall not (and that it shall not employ nor permit any third party to) attempt to copy, adapt, amend, disassemble, de-compile or reverse engineer any Third Party Software (or any part thereof) except to the extent allowed by English law or disclose results of any program benchmark tests without SCC's prior written consent. 
Compliance with Third Party Vendor licence terms
13.7 The Customer undertakes to comply with the Third Party Vendor's licence terms referred to in the relevant Order or Service Specific Terms or delivered with or embedded within the Product supplied.
13.8 The Customer acknowledges that any Third Party Software supplied and all accompanying operating documentation and manuals are confidential and subject to the terms of Clause 20 (Confidentiality).
Duty to notify and assist
13.9 The Customer shall notify SCC immediately if it becomes aware of any illegal or unauthorised use of any of the SCC Intellectual Property and/or Third Party Software and assist SCC and/or the Third Party Vendor in taking steps necessary to defend its or third party owners’ rights.
14 [bookmark: _Ref504051766][bookmark: _Ref504051782][bookmark: _Ref504052134][bookmark: _Ref504052220][bookmark: _Ref504052370][bookmark: _Toc514748850]INDEMNITY
14.1 [bookmark: _Ref467498631]SCC shall indemnify the Customer in full and on demand, from and against any and all liabilities, claims, demands, damages, losses or expenses (including legal and other professional adviser’s fees and disbursements), interest and penalties incurred by the Customer howsoever arising from a claim that the receipt of the Services infringes a third party's Intellectual Property Rights, excluding any claims which arise from a breach of Clause 13.6 (Intellectual Property Rights) by the Customer.
14.2 [bookmark: _Ref467498641]The Customer shall indemnify SCC in full and on demand, from and against any and all liabilities, claims, demands, damages, losses or expenses (including legal and other professional adviser’s fees and disbursements), interest and penalties incurred by it howsoever arising from any: 
(a) breach of the warranty at Clause 12.4 (Warranties); 
(b) breach of Clause 13.43 and 13.6 (Intellectual Property Rights); and/or 
(c) possession or use by SCC of the Customer Intellectual Property Rights that infringes a third party's Intellectual Property Rights.
14.3 If any third party makes a claim, or notifies an intention to make a claim, against the Indemnified Party which may reasonably be considered likely to give rise to a liability under an indemnity given in this Clause 14 (a “Claim”), the Indemnified Party shall:
(a) as soon as reasonably practicable, give written notice of the Claim to the Indemnifying Party, specifying the nature of the Claim in reasonable detail;
(b) if requested by the Indemnifying Party, give conduct of the defence of the Claim to the Indemnifying Party;
(c) co-operate fully, at the Indemnifying Party’s cost, with the Indemnifying Party and its legal representatives in the investigation and defence of the Claim;
(d) not make any admission of liability, agreement or compromise in relation to the Claim without the prior written consent of the Indemnifying Party, provided that the Indemnified Party may settle the Claim (after giving prior written notice of the terms of settlement (to the extent legally possible) to the Indemnifying Party, but without obtaining consent) if the Indemnified Party reasonably believes that failure to settle the Claim would be prejudicial to it in any material respect; and
(e) give the Indemnifying Party and its professional advisers access at reasonable times (on reasonable prior notice) to its premises and its officers, directors, employees, agents, representatives or advisers, and to any relevant assets, accounts, documents and records within the power or control of the Indemnified Party, so as to enable the Indemnifying Party and its professional advisers to examine them and to take copies (at the Indemnifying Party’s expense) for the purpose of assessing and defending the Claim.
14.4 [bookmark: a654990]If a Claim is made, or in the Indemnifying Party’s reasonable opinion is likely to be made, the Indemnifying Party may at its sole option and expense:
(a) [bookmark: a143740]procure for the Indemnified Party the right to continue using, developing, modifying or maintaining the infringing materials (or any part of them), in accordance with the terms of this Framework Agreement and relevant Order;
(b) [bookmark: a146331]modify the infringing materials (or any part of them), so that they cease to be infringing; or
(c) [bookmark: a669716]replace the infringing materials (or any part of them), with non-infringing works.
14.5 The Indemnifying Party shall not have any liability to the Indemnified Party under Clause 14.1 or Clause 14.2 (as applicable) to the extent that any Claim is attributable to:
(a) the combination, operation or use of infringing materials (or any part of them), with equipment or software provided by the Indemnified Party where such infringing materials (or any part of them), would not otherwise have been infringing;
(b) the Indemnifying Party’s compliance with designs, specifications or instructions provided by the Indemnified Party and any other requirements and/or instructions set out in an Order;
(c) use of the infringing materials (or any part of them), not in accordance with or in an application or environment for which such materials were not designed or contemplated under an Order; 
(d) modifications or alternations of the infringing materials (or any part of them), by anyone other than the Indemnifying Party or in accordance with the relevant Indemnifying Party’s instructions, where the unmodified version of the infringing materials (or any part of them), would not have been infringing; or
(e) the Indemnified Party's continued use of the infringing materials (or any part of them) after having being notified of the Claim. 
15 [bookmark: _Ref504052170][bookmark: _Toc514748851]CHARGES
15.1 The Charges for the Services shall be as specified in the relevant Order.
15.2 [bookmark: _Ref509219483]Unless otherwise stated in the Order, the Charges exclude the cost of: 
(a) hotel, subsistence, travelling and any other ancillary expenses reasonably incurred by a Consultant; and
(b) any consumables used in the supply of the Services to the Customer,
which SCC shall invoice the Customer for in accordance with the relevant Order.  In terms of expenses, the Parties may agree a Per Diem Rate, which shall be specified in the relevant Order and cover the expenses referred to in this Clause 15.2. Except for the Per Diem Rate, all expenses, materials and consumables shall be invoiced by SCC at cost plus an administration charge of five percent (5%). 
15.3 All Charges are in Pounds Sterling and exclusive of VAT or any other applicable tax or duty, which must be paid by the Customer in addition at the rate and in the manner prevailing at the relevant tax point.
15.4 Unless otherwise agreed in writing by SCC, all Charges for the Products are Ex Works (Incoterms 2010) and the Customer shall be liable to pay SCC's charges (if any) for transport, packaging and insurance.  The Customer shall be responsible for the cost of carriage and insurance in respect of all Products returned to SCC.
15.5 [bookmark: _Ref467498680]The Charges may be subject to change in accordance with the provisions of the relevant Service Specific Terms or Special Terms.
15.6 [bookmark: _Ref467499013]Without prejudice to SCC's rights under Clause 15.5, provided that SCC provides the Customer with no less than thirty (30) days' prior written notice of its intention to do so, SCC shall be entitled to increase the relevant Charges on any day after expiry of the Initial Services Term (the "Increase Date").  If the Customer elects not to accept such increase, the Customer may terminate the relevant Order at the end of the Initial Services Term on no less than thirty (30) days' written notice. 
15.7 If any Services are cancelled or an Order is terminated or if delivery and/or access cannot be provided or are suspended as a result of a failure by the Customer, SCC shall be entitled (in addition to any other rights it may have) to be paid on a quantum meruit basis for any work completed by it, or for that part of the Services performed.  SCC may invoice the Customer accordingly and such monies shall be immediately due for payment.
15.8 Where at the request of the Customer any work to provide the Services is done at any time which is not entirely during the Hours of Support for that particular Service, unless otherwise agreed the Customer shall pay a charge for such work calculated at SCC’s then current standard hourly rate, which shall be advised to and approved by the Customer or prior to such works being carried out.
16 [bookmark: _Ref504052290][bookmark: _Ref504052306][bookmark: _Ref504052396][bookmark: _Toc514748852]INVOICING AND PAYMENT
16.1 SCC may issue an invoice for the Charges relating to the Services in accordance with the timescales specified in the relevant Order.
16.2 [bookmark: _Ref467498755]The Customer shall pay all invoices within thirty (30) days of the date of such invoice.  No payment will be deemed to have been received until SCC has received full and cleared funds.
16.3 All sums payable under an Order: 
16.4 are exclusive of VAT or any other applicable tax or duty which must be paid in addition at the rate and in the manner prevailing at the relevant tax point and will become due immediately upon termination of an Order (as applicable); and
16.5 shall be in Pounds Sterling to SCC’s bank account as SCC may from time to time notify the Customer.
16.6 All payments to be made by the Customer under an Order will be made in full and without any set-off, restriction or condition and without any deduction or withholding for or on account of any counterclaim or any present or future taxes, levies, duties, charges, fees, deductions or withholdings of any nature, unless the Customer is required by law to make any such deduction or withholding.
16.7 SCC shall be entitled to impose a credit limit on the Customer and/or require payment of an increased security deposit and on written notice to the Customer may suspend or withhold any Services in excess of the credit limit or security deposit, in the event that the Customer:
(a) suffers a material and negative change in its financial or trading condition or in its credit rating; and/or
(b) fails to make payment in cleared funds within thirty (30) days of SCC's notification of non-payment.
16.8 SCC will be entitled to appoint a debt collection agency registered with the Financial Conduct Authority (FCA) for recovery of outstanding payments.  In this event, the Customer agrees that additional charges will be levied to cover the costs of the debt collection agency. 
16.9 In the event that the Customer reasonably disputes an invoice in good faith: 
(a) the Customer shall immediately notify SCC in writing explaining why in good faith it disputes the Charges set out on the invoice and pay the undisputed portion of such invoice in accordance with the terms of this Framework Agreement;
(b) the Parties shall meet to resolve such dispute in good faith, escalating the dispute where appropriate in accordance with the Dispute Resolution Procedure and continue to perform their respective obligations under this Framework Agreement and the affected Order while any dispute is being resolved, unless and until such obligations are terminated by the termination or expiration of this Framework Agreement and/or the affected Order.
16.10 If any sum payable under an Order which is not the subject of a good faith dispute is not paid by the due date, then without prejudice to SCC’s other rights and remedies, SCC reserves the right to: 
(a) charge interest on such sum on a day to day basis (after as well as before any judgment) from the date or last date for payment thereof to the date of actual payment (both dates inclusive) at the rate of four percent (4%) per annum over the LIBOR base rate (or such other London Clearing Bank as SCC may nominate) from time to time in force.  Such interest shall be paid on demand by the Customer; or 
(b) suspend provision of the Services until payment has been received in full pursuant to Clause 18.5(a). 
16.11 If Products and/or Third Party Software are delivered in instalments or Services are performed in stages, SCC reserves the right to invoice each instalment or stage as and when delivery is made to the Customer or the performance of a stage commences in which case payment shall be due in accordance with Clause 16.2, notwithstanding non-delivery of other instalments or stages or fulfilment of the entire Order.
17 [bookmark: _Ref504052190][bookmark: _Ref504052412][bookmark: _Toc514748853]LIABILITY
17.1 This Clause 17 sets out the total liability of each Party in respect of or in connection with its obligations under this Framework Agreement and each Order.
17.2 [bookmark: _Ref467498873]Nothing in this Framework Agreement or an Order shall exclude or limit either Party's liability for:
(a) death or personal injury caused by negligence;
(b) fraud or fraudulent misrepresentation; 
(c) the indemnity in Clause 14 (Indemnity);
(d) any breach of Clause 20 (Confidentiality); or 
(e) any liability which cannot legally be excluded or limited.
17.3 Subject to Clause 17.2, 17.4, 17.5 and 17.6, each Party's total maximum aggregate liability to the other Party:
(a) for each claim arising under or in connection with an Order in any Order Year, whether in contract, tort (including negligence) or otherwise shall not exceed one hundred per cent (100%) of the total Charges paid or payable in the Order Year on which the relevant claim(s) arose; and
(b) for all claims arising under or in connection with this Framework Agreement (including under or in connection with all Orders arising under it), whether in contract, tort (including negligence) or otherwise shall not exceed two million pounds (£2,000,000).
17.4 [bookmark: _Ref467498883]Subject to Clause 17.6, neither Party shall be liable, whether in contract, tort (including negligence or breach of statutory duty), misrepresentation or otherwise in connection with this Framework Agreement or an Order for any:
(a) loss of profits, loss of business, loss of revenue, loss of contract, loss of goodwill, loss of anticipated earnings or savings in each case whether direct or indirect; or
(b) indirect, special or consequential loss or damage, howsoever arising.
17.5 [bookmark: _Ref509218297]SCC’s total liability in respect of loss of or damage to tangible property shall not in any circumstances exceed the sum of three million pounds (£3,000,000). 
17.6 [bookmark: _Toc280159112][bookmark: _Ref350438629][bookmark: _Ref467498900][bookmark: _Ref467503215]Nothing in this Framework Agreement or an Order shall operate to exclude or limit the Customer’s or any Customer Party’s liability to SCC for any Charges which are properly due and owing under this Framework Agreement or an Order.
17.7 The Customer acknowledges that SCC may not have visibility or knowledge of the specific quantity or value of any data processed by the Customer or its customers in connection with or in utilising any of the Services provided by SCC under this Agreement or a particular Order. The Customer shall therefore be responsible for taking all steps it requires to mitigate the risks or effects of data loss or corruption inherent in the provision of any particular Services (including backing up all of its or its customers data in accordance with good industry practice wherever required). The Customer agrees that the only Services that SCC has agreed to provide to assist the Customer to mitigate the potential loss of or corruption of data will be limited exclusively to those expressly set out in a particular Order and provided for the Services in that Order only (where agreed). The Customer also agrees that, where SCC has expressly agreed to provide back-ups of data as part of the Services provided under a particular Order, SCC shall not be liable to the Customer or any other person in any circumstances for loss of or corruption of any data to the extent that the data has changed since the time that SCC was last required to perform a backup pursuant to the particular Order concerned.
17.8 The Customer acknowledges and accepts that each Customer Party shall have no direct recourse and shall bring no claim directly against SCC with respect to any liability or obligations in connection with this Framework Agreement or an Order, other than through the Customer who shall make any and all such claims on the Customer Party's behalf.  Nothing in this Framework Agreement shall affect the right of the Customer to bring a claim against SCC on behalf of the Customer Party under this Framework Agreement or an Order.
18 [bookmark: _Ref504051990][bookmark: _Toc514748854]TERMINATION
Framework Agreement
18.1 [bookmark: _Ref467498946]Either Party may immediately terminate this Framework Agreement by giving notice in writing to the other Party:
(a) in accordance with the provisions of Clause 22.3 (Force Majeure); or
(b) if the other Party is affected by an Insolvency Event.
18.2 [bookmark: _Ref467499080]In addition to its rights under Clause 18.1, SCC may immediately terminate this Framework Agreement and all then current Orders by giving notice in writing to the Customer if:
(a) SCC has the right to terminate more than one Order in accordance with the provisions of Clause 18.3; or
(b) the Customer undergoes a change of Control (save for the purpose of a solvent voluntary reconstruction or amalgamation).
Orders
18.3 [bookmark: _Ref467498955]Either Party may immediately terminate an Order by giving notice in writing to the other Party, if the other Party commits a material breach of the relevant Order which is: 
(a) incapable of remedy; or
(b) capable of remedy, but fails to remedy it or persists in such breach after thirty (30) days of having been required in writing to remedy or desist.
18.4 In addition to its rights under Clause 18.3:
(a) SCC may immediately terminate an Order for the Customer's failure to pay the Charges in accordance with Clause 16 (Invoicing and Payment); and
(b) the Customer may terminate an Order in accordance with Clause 15.6 (Charges).
Suspension
18.5 Without prejudice to its other rights or remedies hereunder or generally at law, SCC may at its sole discretion suspend provision of the Services or any part thereof without liability to the Customer immediately on written notice where: 
(a) [bookmark: _Ref509219366]the Customer has failed to pay the Charges in accordance with Clause 16 (Invoicing and Payment); and
(b) SCC has a right to terminate this Framework Agreement or an Order, irrespective of whether it has exercised such right.
Such suspension will not entitle the Customer to terminate the Framework Agreement or Order and will not suspend or alleviate any of the Customer Obligations.
19 [bookmark: _Ref504052428][bookmark: _Ref504052541][bookmark: _Toc514748855]CONSEQUENCES OF TERMINATION
Termination of Framework Agreement
19.1 Subject to Clause 18.2(a) (Termination), termination of this Framework Agreement shall not terminate any Order then in force, unless the Parties agree otherwise in writing at the relevant time.
19.2 On termination of this Framework Agreement for any reason whatsoever:
(a) no further Orders shall be created; and
(b) Clause 1 (Definitions and Interpretation), Clause 13 (Intellectual Property Rights), Clause 14 (Indemnity), Clause 16 (Invoicing and Payment), Clause 17 (Liability), Clause 19 (Consequences of Termination), Clause 20 (Confidentiality), Clause 23 (Construction), Clause 24 (General), Clause 25 (Administration), Clause 27 (Law), Clause 28 (Jurisdiction) and any other provision which expressly or by implication is intended to come into or remain in force on or after termination, shall continue in full force and effect.
19.3 Termination of an Order in whole or part shall not affect any other Order or this Framework Agreement.
Termination of Orders
19.4 [bookmark: _Ref467499349]On termination of an Order:
(a) subject to Clause 19.4(b) each of the Parties shall immediately return to the other Party (or, if the other Party so requests by notice in writing, destroy) all of the other Party's property in its possession at the date of termination, including all of its Confidential Information, together with all copies of such Confidential Information, and shall make no further use of such Confidential Information;
(b) if a Party is required by any law, regulation or government or regulatory body to retain any documents or materials which it would otherwise be required to return or destroy by Clause 19.4(a), it shall notify the other Party in writing of such retention, giving details of the documents or materials that it must retain; 
(c) where SCC is providing Services, the Customer shall cease to make use of the relevant Services and permit SCC or any nominated representative of SCC to enter the Customer Site during any Business Day, upon reasonable notice, for the purpose of removing any or all of the equipment used by SCC to provide the Services; and 
(d) all sums payable to SCC under the relevant Order shall become due and payable immediately on receipt of SCC's invoice and SCC may submit invoices for any Services that it has supplied but for which no invoice has previously been submitted, and the Customer shall pay these invoices immediately on receipt.
19.5 Reference to termination of an Order in part in this Clause 19 means termination of the Services under one or more Service Annexes or termination of the supply of Products.  If a Party elects to terminate an Order in part then such termination shall not affect the provision of the Services that have not been terminated except that SCC may adjust the Charges payable under the Order for the Services that have not been terminated.
19.6 Termination of this Framework Agreement or an Order in whole or part shall be without prejudice to the rights and remedies of either Party which may have accrued up to the date of termination of this Framework Agreement or the Order (as applicable).
Exit Assistance
19.7 Unless specified in an Order, no exit assistance shall be provided.  If an Order is terminated for any reason, the Customer may request SCC to provide exit assistance.  The provision of such exit assistance shall be subject to the Parties agreeing a separate Order, clearly defining each Party's obligations in respect of the transfer of the responsibility for the provision of the relevant Services to the Customer or, at the Customer’s request, to another supplier and the Charges for the provision of such exit assistance.
20 [bookmark: _Ref504052106][bookmark: _Ref504052259][bookmark: _Ref504052442][bookmark: _Ref504052562][bookmark: _Ref504052575][bookmark: _Toc514748856]CONFIDENTIALITY
20.1 Each Party shall keep and procure to be kept secret and confidential all Confidential Information belonging to the other Party disclosed or obtained as a result of the relationship of the Parties under this Framework Agreement or an Order and not use nor disclose the same, save for the purposes of the proper performance of this Framework Agreement or an Order or with the prior written consent of the other Party.
20.2 The Parties may disclose Confidential Information to an employee, consultant, subcontractor or agent to the extent necessary for the performance of this Framework Agreement or an Order, provided such disclosure is subject to obligations equivalent to those set out in this Clause 20. Each Party shall procure that any such employee, consultant, subcontractor or agent complies with such obligations and be responsible to the other Party in respect of any disclosure or use of such Confidential Information by a person to whom disclosure is made.
21 [bookmark: _Ref504052602][bookmark: _Ref504052628][bookmark: _Ref504144783][bookmark: _Toc514748857][bookmark: _Ref311792324][bookmark: _Ref315863537][bookmark: _Toc321405787][bookmark: _Ref284456345][bookmark: _Toc321405794][bookmark: _Ref151532607][bookmark: _Toc157566552][bookmark: _Toc469999422][bookmark: _Toc18815294][bookmark: _Toc19354518]DATA PROTECTION
21.1 [bookmark: _Ref467497593]In this Clause 21, the terms “Controller”, “Personal Data”, “Processor”, “Processing” and “Data Subject” have the meanings given to them in the Data Protection Legislation.
21.2 The Parties acknowledge that the Customer is a Controller and SCC is a Processor in relation to Personal Data processed by SCC pursuant to this Framework Agreement or an Order.
21.3 The Personal Data which could be Processed by SCC in performing the Services (including where the Processing is related to the storage and transfer of data used by the Customer in the course of carrying on its business within its equipment, systems or applications which SCC services, hosts or provides compute infrastructure for) will be specified in the Order or, where not so specified, could relate to any individual anywhere in the world with whom the Customer and its users are communicating, doing business, providing a service to, employing (either potentially or historically) and anyone related to such individuals or other individuals. Unless specified in a particular Order, the Personal Data could be any type of personal data or special category of sensitive Personal Data that is Processed when using or storing such systems, equipment or applications or on emails, information or other documents sent to or from the Customer or its users or created by them, all as determined by the Customer or the Customer's users. The Personal Data will be processed for the duration of this Framework Agreement or the relevant Order and will be deleted by the Customer and SCC in accordance with their respective retention policies or its users' actions, during (in the case of the Customer) and following termination of this Framework Agreement or the relevant Order.
21.4 The Customer shall:
(a) ensure it has all necessary rights and consents to Process Personal Data and to disclose or make available such Personal Data to SCC in accordance with the applicable Data Protection Legislation;
(b) provide SCC with documented instructions regarding the Processing to be carried as specified in this Framework Agreement or the relevant Order; and
(c) be responsible for ensuring that appropriate technical and organisational measures are in place for all Personal Data Processed within the Customer's IT environment by the Customer and SCC. The Parties agree that it is not appropriate for SCC to be responsible for determining appropriate technical and organisational measures related to the Customer's IT environment.
21.5 In addition to the Customer’s obligations in clause 21.4(c), and without prejudice to SCC’s obligations of confidentiality in this Agreement, the Customer acknowledges and agrees that, taking into account the nature, scope, context and purposes of the processing of Personal Data that may be carried out by SCC in the course of the provision of the Services provided under this Agreement, SCC shall not, unless specifically agreed by SCC in an Order or via the Change Control Procedure, take specific specific security measures such as back-up, pseudonymisation or encryption of data or any other measures aimed at ensuring the security, integrity, availability and resilience of Personal Data referred to in Article 32 of the Regulation except to the extent that those measures are specifically agreed by the parties as part of the Services to be provided by SCC in a specific Order (or via the Change Control Procedure) and the Customer shall ensure that all requirements of Article 32 of the Regulation shall be met by the Customer and not SCC, except to the extent that they are agreed as part of the Services to be provided by SCC under this Framework Agreement or the Order concerned.
21.6 SCC shall:
(a) Process the Personal Data only on the documented instructions of the Customer as set out in this Framework Agreement or an Order, in order to perform its obligations under this Framework Agreement or an Order and shall ensure it takes steps to ensure that its personnel only Process Personal Data on documented instructions from the Customer as set out in this Framework Agreement or an Order, unless required to do otherwise by applicable law; 
(b) comply with the data security obligations, if any, as set out in this Framework Agreement  or the  Order concerned;
(c) ensure that its personnel who are authorised to Process Personal Data are under obligations of confidentiality that are enforceable by SCC;
(d) taking into account the nature of processing and the information available to SCC, assist the Customer, at the Customer’s request and cost (at SCC’s then current charge out rates or as otherwise agreed by the parties using the Change Control Procedure): (i) in ensuring compliance with the Customer's obligations in Articles 32-36 of the Regulation; and (ii) with its obligations to comply with Data Subjects' requests and Data Subjects' rights under Chapter III of the Regulation through the use of appropriate technical and organisational measures; and
(e) at the written election of the Customer, either destroy or return the Personal Data (including all copies of it) at any time upon request by the Customer or promptly upon termination or expiry of this Framework Agreement or an Order.
21.7 The Customer consents to the processing of Personal Data by SCC’s Affiliate company Specialist Computer Centres Vietnam Company Limited for the purpose of providing out of hours support or for assistance with other sub-contracted support services on the terms specified in Schedule 3 (Model Clauses) and which the parties shall confirm by attaching those Model Clauses to the applicable Order concerned.  Where the Model Clauses have been attached to the Order (using the template attached at schedule 3), the Parties shall also sign those Model Clauses at the same time as the Order or upon request by either party following execution of the Order concerned and with SCC signing those Model Clauses in its capacity as agent acting on behalf of Specialist Computer Centres Vietnam Company Limited.  SCC shall not otherwise Process or transfer Personal Data outside of the European Economic Area without the prior written further consent of the Customer, (and where further consent is given such further consent will be set out in the applicable Order) and without putting in place adequate protection for the Personal Data to enable compliance by the Customer and SCC with their obligations under applicable Data Protection Legislation.  Prior to any such further transfer or Processing of Personal Data outside of the European Economic Area or to a country without a finding of adequacy, the Customer and SCC shall enter into a further data transfer agreement on the terms of the standard contractual clauses approved by the European Commission from time to time (or as required under Applicable law where the United Kingdom is no longer part of the European Economic Area).
21.8 The Customer consents to the appointment by SCC of sub-processors as necessary for SCC to provide the Services.
22 [bookmark: _Ref504052660][bookmark: _Toc514748858]FORCE MAJEURE
22.1 [bookmark: _Ref157498648][bookmark: _Ref393168806][bookmark: _Ref151453260][bookmark: _Ref157498982][bookmark: _Ref153687120]A Party will not be deemed to be in breach of this Framework Agreement or the affected Order nor liable for any failure or delay in performance of any obligations (except for those in relation to payment) under this Framework Agreement or the affected Order (and the date for performance of the obligations, including in the case the SCC the obligation to provide the Services, affected by Force Majeure will be extended or suspended as appropriate) as a result of Force Majeure, provided that such Party complies with the obligations set out in this Clause 22.  Save as provided in Clause 22.2, a Force Majeure event will not entitle either Party to terminate this Framework Agreement or the affected Order.
22.2 [bookmark: _Ref467499453]The Party affected by Force Majeure shall: 
(a) as soon as reasonably practicable after becoming aware of the Force Majeure notify the other Party in writing of the matters constituting the Force Majeure, specifying the nature and extent of the Force Majeure; 
(b) use its reasonable endeavours to bring the Force Majeure event to an end and, whilst the Force Majeure is continuing, mitigate its severity (without being obliged to incur any expenditure); and
(c) keep that Party fully informed of their continuance and of any relevant change of circumstances whilst such Force Majeure event continues.
22.3 [bookmark: CL2][bookmark: _Ref393168710][bookmark: _Ref315879677]If Force Majeure continues for longer than three (3) months, either Party may, whilst the Force Majeure continues terminate this Framework Agreement or the affected Order on a date to be specified in that notice, which must not be less than fifteen (15) calendar days after the date on which the notice is given by notice in writing to the other Party.
23 [bookmark: _Ref504052459][bookmark: _Toc514748859]CONSTRUCTION
23.1 [bookmark: _Ref467499468]Entire Agreement:
23.2 This Framework Agreement and each Order contain the entire agreement between the Parties in relation to its subject matter and supersede any prior arrangement, understanding written or oral agreements between the Parties in relation to such subject matter.
23.3 The Parties acknowledge and accept on an ongoing basis that this Framework Agreement nor any Order has not been entered into wholly or partly in reliance on, nor has either Party been given, any warranty, statement, promise or representation by the other or on its behalf other than as expressly set out in this Framework Agreement and the relevant Order.
23.4 Each Party agrees that the only rights and remedies available to it arising out of or in connection with any warranties, statements, promises or representations will be for breach of contract and irrevocably and unconditionally waives any right it may have to any claim, rights or remedies including any right to rescind this Framework Agreement or the relevant Order which it might otherwise have had in relation to them. 
23.5 Nothing in this Clause 23.1 will exclude either Party's liability in respect of misrepresentations made fraudulently.
23.6 The Framework Terms, Service Specific Terms and Special Terms are the only terms and conditions which the Parties have agreed will apply in relation to the subject matter of this Framework Agreement and each Order.  No terms or conditions endorsed upon, delivered with or contained in any Customer documentation will form part of this Framework Agreement or an Order, unless specifically agreed in advance, in writing by SCC with reference to this Clause 23.1(e).
23.7 Exclusions: Except as otherwise specifically provided in this Framework Agreement or an Order, SCC hereby excludes to the fullest extent permissible in law, all conditions, warranties and stipulations, express (other than those set out in this Framework Agreement or an Order) or implied, statutory, customary or otherwise which, but for such exclusion, would or might subsist in favour of the Customer. 
23.8 Severability: If at any time any part of this Framework Agreement or an Order is held to be or becomes void or otherwise unenforceable for any reason under any applicable laws, the same shall be deemed omitted from this Framework Agreement or the Order and the validity and/or enforceability of the remaining provisions of the Framework Agreement or the Order shall not in any way be affected or impaired as a result of that omission.
23.9 Waiver:
(a) The rights and remedies of either Party in respect of this Framework Agreement or an Order shall not be diminished, waived or extinguished by the granting of any indulgence, forbearance or extension of time granted by that Party to the other Party nor by any failure of, or delay in ascertaining or exercising any such rights or remedies.
(b) Any waiver of any breach of this Framework Agreement or an Order shall be in writing.
(c) The waiver by either Party of any breach of this Framework Agreement or an Order shall not prevent the subsequent enforcement of that provision and shall not be deemed to be a waiver of any subsequent breach of that or any other provision.
24 [bookmark: _Ref504052475][bookmark: _Toc514748860]GENERAL
24.1 [bookmark: CL30][bookmark: _Ref393169621][bookmark: _Ref283815845]Assignment: Neither Party may assign, transfer, charge or otherwise dispose of all or any of its rights and responsibilities under this Framework Agreement or an Order without the prior written consent of the other Party.
24.2 Subcontracting: SCC may subcontract any or all of its rights and obligations under this Framework Agreement or an Order as SCC, in its absolute discretion, sees fit.  Such sub-contracting shall not relieve SCC from any liability or obligation under this Framework Agreement or an Order and SCC shall be responsible for the acts, omissions, defaults or negligence of its sub-contractors, agents or servants as fully as if they were acts, omissions, defaults or negligence of itself.
24.3 [bookmark: _Ref150932630]Third Party Rights: A person who is not a Party to this Framework Agreement or an Order has no rights (whether under the Contracts (Rights of Third Parties) Act 1999 or otherwise) to enforce any provision of this Framework Agreement or an Order.
24.4 No pledge: Neither Party may pledge the credit of the other Party nor represent itself as being the other Party nor an agent, partner, employee or representative of the other Party or hold itself out as such nor as having any power or authority to incur any obligation of any nature, express or implied, on behalf of the other.
24.5 Export: Neither Party shall export, directly or indirectly, any technical data acquired from the other Party under this Agreement (or any products, including software, incorporating any such data) in breach of any applicable laws or regulations (“Export Control Laws”), including United States export laws and regulations, to any country for which the government or any agency thereof at the time of export requires an export licence or other governmental approval without first obtaining such licence or approval.
24.6 No partnership: Nothing in this Framework Agreement or an Order, and no action taken by the Parties pursuant to this Framework Agreement or an Order creates, or is deemed to create, a partnership or joint venture or relationship of employer and employee or principal and agent between the Parties. 
24.7 [bookmark: _Ref467499504]Communications, announcements and use of trade marks and names:
(a) Neither Party shall make any press release or public announcement concerning or referring to the other Party or the existence or subject matter of this Framework Agreement without the prior written approval of the other Party.
(b) The Customer shall not use any SCC or Third Party Vendor trade mark or name without the prior the written consent of SCC or Third Party Vendor (as applicable) (on a case by case basis). 
25 [bookmark: _Ref504052493][bookmark: _Toc514748861]ADMINISTRATION
25.1 Language: This Framework Agreement and each Order is entered into in the English language.  All amendments or correspondence concerning or relating to this Framework Agreement and each Order and all notices given and all documentation to be delivered by either Party to the other shall be in writing in the English language.
25.2 [bookmark: _Ref467498100]Variation: No purported alteration or variation of: 
(a) this Framework Agreement shall be effective unless it is made in writing and refers specifically to this Clause 25.2 and signed by an Authorised Representative of each of Party; and
(b) an Order shall be effective unless it is made in accordance with the Change Control Procedure.
25.3 Counterpart Signatures:
(a) This Framework Agreement may be executed in any number of counterparts, each of which when executed shall constitute an original of this Framework Agreement, but all the counterparts together constitute the same Framework Agreement.
(b) Orders may be executed in any number of counterparts, each of which when executed shall constitute an original of the relevant Order, but all the counterparts together constitute the same Order.
(c) No counterpart shall be effective until each Party has executed at least one counterpart.
25.4 [bookmark: _Toc469999423][bookmark: _Toc18815295][bookmark: _Toc19354519][bookmark: _Ref153685571][bookmark: _Toc157566554][bookmark: _Ref284283246][bookmark: _Ref467499532]Notices:
(a) All notices that are required to be given under this Framework Agreement or an Order must be in writing in accordance with Clause 25.4(b).
(b) Notices may be served in the ways and to the addresses set out below or at such other address as the relevant Party may give notice to the other Party for the purpose of service of notices under this Framework Agreement and an Order and, the following table sets out the respective deemed time and proof of service:
SCC CONTACTS – AS PER PART 1 – ORDER FORM
CUSTOMER CONTACTS – AS PER PART 1 – ORDER FORM

	Manner of Delivery
	Deemed time of delivery
	Proof of service

	Personal delivery
	9.00am on the following Business Day
	properly addressed and delivered

	Prepaid first class domestic postal service
	9.00am on the second Business Day after posting.
	properly addressed prepaid and posted

	Email
	at the time of transmission, or, if this time falls outside business hours, at 9.00 am on the next Business Day after transmission
	sent by email to the address specified above


26 [bookmark: _Ref504051622][bookmark: _Ref504052707][bookmark: _Toc514748862][bookmark: _Ref393169316][bookmark: _Toc469999424][bookmark: _Toc18815296][bookmark: _Toc19354520]DISPUTE RESOLUTION PROCEDURE
26.1 [bookmark: _Ref467499698][bookmark: _Ref284286234][bookmark: _Ref393256962]All disputes, differences or questions arising in relation to this Framework Agreement or an Order shall be referred in the first instance to the SCC Account Manager and the Customer Contract Manager who shall call a meeting and attempt to settle the dispute within twenty (20) Business Days.
26.2 [bookmark: _Ref467499708]If the persons in Clause 26.1 are unable to resolve the dispute, the Parties shall refer the dispute to the Sales Director of SCC and the equivalent senior manager of the Customer who shall call a meeting and attempt to settle the dispute within ten (10) Business Days.
26.3 [bookmark: _Ref467499740]If the persons in Clause 26.2 are also unable to resolve the dispute within ten (10) Business Days, the Parties shall have no further obligation to follow this dispute resolution procedure.
26.4 Neither Party may initiate any legal action until the procedure set out in Clauses 26.1, 26.2 and 26.3 has been completed except that in no event shall the provisions of this Clause 26 operate to prevent a Party seeking interim relief in respect of any dispute or differences.
27 [bookmark: _Ref504052507][bookmark: _Toc514748863]LAW
This Framework Agreement and each Order and any issues, disputes or claims arising out of or in connection with them (whether contractual or non-contractual in nature such as claims in tort, from breach of statute or regulation or otherwise) shall be governed by, and construed in accordance with, the laws of England and Wales.
28 [bookmark: _Ref504051730][bookmark: _Ref504052514][bookmark: _Toc514748864]JURISDICTION
[bookmark: a0304XJWF][bookmark: _Ref393169742][bookmark: _Ref315864535]All disputes or claims arising out of or relating to this Framework Agreement or an Order shall be subject to the exclusive jurisdiction of the English and Welsh Courts to which the Parties irrevocably submit.
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1. Abbreviations 


Acronym Definition  


AIS Acceptance into Service 


HLD High Level Design 


LLD Low Level Design 


RFS Request for Service 


ROM Rough Order of Magnitude 


SOW Statement of Work 


TDB Technical Design Board 


WI Work Item 
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2. Introduction 


2.1. Agreement 
SPECIALIST COMPUTER CENTRES PLC incorporated and registered in England and Wales with 


company number 01428210 whose registered office is at James House, Warwick Road, Birmingham, 


West Midlands B11 2LE (“SCC”).   


Highways England incorporated and registered in England and Wales whose registered office is at 


Bridge House, 1 Walnut Tree Close, Guildford, GU1 4LZ, UK (the “Client”). 


This SOW is provided subject to the terms and conditions of GCloud 10 Agreement effective from the 


TBC between Highways England and the SCC (“the Agreement”). 


2.2. Definitions 
The defined terms used in this SOW shall supplement the defined terms in the main terms of the 


Agreement and have the meanings ascribed to them in this clause 1.1 unless the context otherwise 


requires. Additionally, the defined terms used in this SOW shall only apply to the Services described in 


this SOW and consequently shall not act to amend the interpretation of any Existing Services. 


“Existing Services” means the service delivered subject to the terms of the Agreement prior to the 


implementation of this SOW.  


“Services” mean the services described in this SOW. 


2.3. Interpretation 
Where Services are to be supplied by SCC then the additional terms for Services detailed within this 


SOW shall apply in addition to the main terms of the Agreement. For avoidance of doubt the terms of 


this SOW shall not apply to the provision of any Existing Services provided under the terms of the 


Agreement. 


In the event of any conflict or contradiction between the terms of this SOW and the main terms of the 


Agreement then the terms of this SOW shall take precedence in respect of the Services only, and the 


equivalent subject matter contained in the main terms of the Agreement shall not apply. 


For avoidance of doubt the Services described herein are intended to be delivered as a standalone 


Work Item (WI) separate and without modification or impact to any Existing Services currently delivered 


by SCC under the terms of the Agreement.  
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3. Solution Overview 


3.1. Purpose 
This document forms a Statement of Work between SCC and Highways England for the delivery of an 


Cloud Feasibility Report. 


3.2. Background 
Highways England server and storage infrastructure is currently hosted within SCC’s Sentinel 


environment these servers consist of over 240 virtual and physical machines which operate approx. 62 


applications.  


Highways England are committed to aligning with the Cabinet Office strategy of migrating these servers 


into a ‘Public Cloud’. The benefits expected by Highways England at the conclusion of the migration are 


to reduce costs and provide greater flexibility.  


SCC understand that Highways England have started to migrate some servers in use as a proof of 


concept (POC), although those numbers are small and the ongoing support of those servers or future 


ones hosted in Azure has not been considered.  


3.3. High Level Requirements 
Highways England have identified that approximately 80% of the costs within Sentinel are consumed by 


5 different applications which are: 


1. Microsoft Exchange Systems 


2. Citrix End User Computing Services 


3. SQL Database Servers, including Highways England SQL farm, which is on 5 x HP servers 


owned by HE and co-located in Sentinel. 


4. OpenText Servers 


5. File System Servers 


Highways England believe that by migrating these applications to Azure they can provide a good 


business case for migration of all Sentinel hosted applications to Azure. Highways England have also 


commenced a separate project to implement a hybrid Exchange environment that will ultimately migrate 


email data to Office 365 and reduce the overall numbers of Exchange servers. However, Highways 


England require phased approach to all 62 applications and therefore requires an initial analysis of the 


suitability of Azure hosting of the high cost applications in the first phase and a second analysis of the 


remaining applications in the second phase.   


During our initial meeting with Highways England, SCC have identified the following requirements, which 


have been broken down into a phased approach. 


• Phase 1  


o Analyse the following applications for suitability to be hosted with Microsoft Azure 


• Microsoft Exchange Servers 


• Citrix End User Computing Services 







  


                                                   


Confidential 
 


People do business. We make it work.   8 of 28 


Uncontrolled when printed: 24/08/2018 


• SQL Database Servers, including Highways England SQL farm, which is 
on 5 x HP servers owned by HE and co-located in Sentinel. 


• OpenText Servers 


• File System Servers 


o Determine possible cost reductions within each of the first 4 named applications 


migrating to Azure and leveraging technologies such as AutoScale, reserved 


instances or powering off VM’s 


o Identify cost reductions either by re-configuring within the Sentinel or alternative SCC 


cloud platform to assist Highways England in providing some quick wins for the 


organisation 


• Phase 2  


o Analyse the remaining applications for suitability to be hosted with Microsoft Azure 


o Identify possible network wide reconfiguration/routing for Highways England to 


provide the best possible end user experience for those applications 


o Estimate the cost, effort and considerations for migration to Azure or alternative 


platform 


o Estimate costs for supporting the new/reconfigured environment and identify tools to 


assist Highways England in managing a hybrid cloud environment. 


3.4. Solution Approach 
Microsoft Azure has a different approach to application availability versus traditional on-premises 


infrastructure. It is important to understand any potential gap and either mitigate or understand and 


accept the business risk.    


To ensure existing service levels are maintained it is paramount to validate an application architecture 


across five verticals: 


1. Availability, the ability for the target platform to provide the expected resilience, uptime, 


redundancy and reliability 


2. Manageability, the usability of the target platform on an on-going basis, encompassing 


compatibility, interoperability, scalability and licensing 


3. Performance, the ability for the target platform to meet an applications performance 


requirement 


4. Recoverability, the ability to recover from an unplanned incident which effects the availability 


of an application 


5. Security, the ability of the target platform to meet an applications accessibility, confidentiality, 


integrity, regulatory or compliance requirements 


In order to validate the suitability of an application to run on Microsoft Azure, SCC has defined a two-


step process for successful delivering a Cloud Feasibility Report. 


Service Approach 


SCC has developed a methodology that takes organisations through a standardised and proven two-


step process: discover and analyse 
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3.4.1. Discover 


The purpose of the discovery phase is to use the virtual machine and application list provided by 


Highways England and combine this with Microsoft tooling and application owner interviews to 


determine a baseline set of application requirements. 


• Installation of the Microsoft Analysis and Planning (MAP) Toolkit and Azure Migrate toolset to 


gather baseline information around capacity and performance of the server estate 


• Use Azure migrate service map to create server dependencies & groupings to enable 


Highways England to confirm server groups based on applications and business criticality 


o Highways England to select applications and prioritise the order for SCC to analyse 


• Where possible1, SCC will hold workshops with the application owners to understand and 


define the application architecture along with the supporting infrastructure to compliment the 


MAP and Azure Migrate information. If the application owner is not available, SCC will base 


the recommendation on the information provided by the toolsets. 


When gathering information surrounding the ‘as is’ application environment, SCC will also consider the 


pressures that the Highways England internal IT team are under regarding the existing infrastructure. 


3.4.2. Analyse 


SCC will collate the findings from the initial discovery phase and will focus on analysing the results 


across the five verticals for suitability for Microsoft Azure.  Including identifying high level remediation 


work required to bring the application infrastructure in line with Microsoft Azure. 


When analysing the information, SCC will consider Highways England’s existing Microsoft licensing 


position. 


SCC will provide a report that includes: 


• A Red, Amber and Green (RAG) status for each applications suitability for Microsoft Azure 


o Red, the application and virtual machine cannot be run in Microsoft Azure 


• For example, the operating system is not capable of being supported in 


Microsoft Azure and no supportable upgrade path for the application is 


available on a later operating system 


o Amber, the application and virtual machine can be run in Microsoft Azure with some 


remediation or known risks are accepted 


• Expected to be a complex application which requires application level 


protection into Microsoft Azure 


• Can be run in Microsoft Azure but as a single instance application no 


availability SLA will be provided by Microsoft 


o Green, the application and virtual machine can be ran to Azure ‘as is’ 


• Expected to be a simple application using Azure Site Recovery as a 


protection method 


                                                      


1 SCC understands that not all Application owners will be available or known by Highways England, 
Therefore it is anticipated that many interviews will not be able to take place, this may reduce the 
available information to SCC on the application and therefore SCC’s recommendations will be based on 
the information available at the time. 
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• A risk report for each application 


• High level remediation plan for the application, identifying cost savings and possible network 


re-configuration to optimise performance 


3.5. On-going Management 
Although not in the scope of this project, SCC have provided in section 12 SCC’s Azure Cloud 


Management an overview and capability statement of the range of SCC managed services available to 


Highways England during subsequent migration and BAU activities to provide assurance that SCC will 


be Highways England’s services partner throughout the journey to the cloud.  


3.6. Project Management 
SCC categorises projects into 5 scales for governance and control purposes and applies different skilled 


resources to manage work, the scale of a project is reviewed during the pre-project stage and will be 


classified base on complexity, risk, value, duration, and governance requirements, we have mapped the 


scaling based on your minor, moderate and major project examples to illustrate the proposed 


governance model we would look to apply for each type of project: 


 


 
This project will follow the Level 3 Project Management approach.  The below detailed breakdown 


showing the governance approach applied to each project scale broken down into our staged delivery 


approach methodology. 
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3.7. Key Contacts 
The table below details key contacts involved in this Statement of Work 


Key Contacts 


Name Job Title e-mail Telephone 


Elton Nitschke Technical Author Elton.Nitschke@scc.com 07414216833 


Andrew Newland Account Manager Andrew.Newland@scc.com 07815590842 


Anthony Doyle Sentinel Bus Dev 


Manager 


Anthony.doyle@scc.com 07968 601471 


Ivan Wells Highways England 


Principal Architect 


Ivan.Wells@highwaysengland.co.uk 07971629142 



mailto:Anthony.doyle@scc.com





  


                                                   


Confidential 
 


People do business. We make it work.   12 of 28 


Uncontrolled when printed: 24/08/2018 


Alan Begg Head of Service 


Operations 


Alan.Begg@highwaysengland.co.uk 07971630741 
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4. Activities 


4.1. Deliverables 


Activities 


Item Deliverable Detail 


4.1.1  


Project 
Summary 
Document 


A Project Summary Document will be produced and agreed with 


Highways England after the completion of the Project Definition 


Workshop 


4.1.2  


Server 
Dependencies 
and Groupings 


Used to enable Highways England to group servers to applications 


and prioritise those applications 


4.1.3  
Initial Cloud 
Feasibility 


Report 


A report detailing the first 4 application’s mapping to supporting 


infrastructure, including suitability for Microsoft Azure in an ‘as is’ state 


or recommendations for re-architecture. 


The report will also include cost estimates for each application: 


 After re-configuration within Sentinel or alternative SCC cloud 


platform as a Quick Win, including changes to Managed Services 


Costs (if possible) 


 After migration to Azure based on recommended approach (as-is 


or re-architecture), including changes to Managed Services Costs 


 Approximate migration or re-configuration costs for each 


application 


4.1.4  


Final Cloud 
Feasibility 


Report 


A report detailing the remaining application’s mapping to supporting 


infrastructure, including suitability for Microsoft Azure in an ‘as is’ state 


or recommendations for re-architecture as well as network wide 


reconfigurations/routing: 


The report will also include cost estimates for each application: 


 After re-configuration within Sentinel or alternative SCC cloud 


platform, including changes to Managed Services Costs (if 


possible) 


 After migration to Azure based on recommended approach (as-is 


or re-architecture), including changes to Managed Services Costs 


 Approximate migration or re-configuration costs for each 


application 


 


4.2. Milestones 


Milestones 


Item Activity Description 


4.2.1  PO Received Purchase order received from Highways England 


4.2.2  


Project 
Definition 
Workshop 


This workshop will be to agree on the objectives, scope, approach, 


products, responsibilities, milestones, deliverables, governance, 


communication strategy and the risk and issues strategy for the 


project 







  


                                                   


Confidential 
 


People do business. We make it work.   14 of 28 


Uncontrolled when printed: 24/08/2018 


Milestones 


4.2.3  


Initial Cloud 
Feasibility 


Report  


The completion of the initial cloud feasibility report represents the 


conclusion of the first phase of the project 


4.2.4  


Final Cloud 
Feasibility 


Report 


The final cloud feasibility report represents the conclusion of the 


second phase of the project 


 


4.3. Acceptance Criteria 


Acceptance Criteria 


Item Criteria Description 


4.3.1  


Project 
Summary 
Document 


Signoff of the Project Summary document 


4.3.2  
Phase 1 


Complete 
Successful completion of the initial cloud feasibility report  


4.3.3  
Phase 2 


Complete 
Successful completion of the final cloud feasibility report 
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5. Scope 


5.1. In Scope 


The following items and tasks are considered in scope for the activities outlined in this Statement of 


Work: 


In Scope 


Item Description 


Azure Readiness Assessment – Phase 1 


5.1.1  Build and Configure Sentinel Environment 


 Build Servers 


 Configure Networking 


 SCCM Configuration for agent deployment  


5.1.2  Install and Configure 


 Install and configure Azure Migrate 


 Install and configure Microsoft Analysis and Planning (MAP) Toolkit for the physical 


and collocated servers within Sentinel 


 Push out the Dependency MAP Agent to all HE hosted Virtual Machines and HE 


collocated physical machines, in Sentinel, using SCCM 


Monitor and remediate any collection issues 


5.1.3  Workshop with network team to understand Highways England current routing and 


configuration as well as any external constraints, such as compliance requirements. 


5.1.4  Initial Pass Server Dependencies & Groupings  


 Start pulling together all the information to enable App Owner Interviews to be 


efficient 


5.1.5  SCC will conduct discovery workshops (if possible) for each of the initial four applications 


to collect requirements within the following key focus areas for analysis: 


 System criticality 


 Performance requirements 


 Interdependencies 


 Development plans 


 License boundaries 


 Service level agreements 


 Restore point and time objectives 


 Compliance and information assurance requirements 


 Network requirements including remote access 


5.1.6  Final Pass Server Dependencies & Groupings 


 Validate Application Spreadsheet and send to Highways England for signoff 


 Provide a report detailing the application’s mapping to supporting infrastructure 


Initial Cloud Feasibility Report for Phase 1 
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5.1.1  Provide a report detailing the first four application’s suitability for Microsoft Azure 


5.1.2  For each of the applications the following information will be included (if available): 


 On-Premises Service/Platform Summary 


 System Topology (Visio) 


 Server Mapping 


 Client Connectivity (browser\client\Citrix) 


 Dependency Map 


 Network Requirements (latency\speed) 


 Criticality 


 Service Owner 


 Application and Third-Party Support Contacts 


 Maintenance Windows 


 Monitoring Tools 


 Incident Response Time 


 Availability 


 Backup 


 DR Requirement 


 Ability to leverage existing licences 


 Suitability for Microsoft Azure using an ‘as is’ state or recommendations to re-


architect or re-configure 


 Estimate the cost for migration and on-going support 


Azure Readiness Assessment – Phase 2 


5.1.3  SCC will conduct discovery workshops (if possible) for each of the remaining applications 


to collect requirements within the following key focus areas for analysis: 


 System criticality 


 Performance requirements 


 Interdependencies 


 Development plans 


 License boundaries 


 Service level agreements 


 Restore point and time objectives 


 Compliance and information assurance requirements 


 Network requirements including remote access 


Final Cloud Feasibility Report for Phase 2 


5.1.4  Provide a report detailing the remaining application’s suitability for Microsoft Azure 


5.1.5  For each of the remaining applications the following information will be included (if 
available): 


 On-Premises Service/Platform Summary 
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 System Topology (Visio) 


 Server Mapping 


 Client Connectivity (browser\client\Citrix) 


 Dependency Map 


 Network Requirements (latency\speed) 


 Criticality 


 Service Owner 


 Application and Third-Party Support Contacts 


 Maintenance Windows 


 Monitoring Tools 


 Incident Response Time 


 Availability 


 Backup 


 DR Requirement 


 Ability to leverage existing licences 


 Suitability for Microsoft Azure using an ‘as is’ state or recommendations to re-


architect or re-configure 


 Estimate the cost for migration and on-going support 


5.1.6  The report will also provide Highways England with considerations on the network 
configuration, so that the best possible application use experience be available to the 
end users 
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5.2. Out of Scope 


The following items and tasks are considered out of scope for the activities outlined in this Statement of 


Work: 


Out of Scope 


Item Description 


5.2.1  Any item not listed in 5.1 In Scope above 


5.2.2  Provision and build of any required servers to OS level 


5.2.3  Provision of any software licenses 


5.2.4  Purchase and implementation of any public certificates and licenses 


5.2.5  Review/document/design or implement any component not included in the solution 


5.2.6  Formal Training 


5.2.7  Implementation of migration recommendations e.g. decommissioning, re-building or 
replacing servers and migrating applications 


5.2.8  Analysis of any applications that are to be re-architected 


5.2.9  Detailed recommendations on the migration of applications to Azure 


5.2.10  Recommendation of opportunities for efficiency savings and consolidation 


5.2.11  Design, upgrade, implementation and re-architecture of any infrastructure or applications. 


5.2.12  Skills gap analysis, training and operational acceptance 


5.2.13  Application compatibility testing and packaging 


5.2.14  Office 365 Network Assessment 


 


5.3. Change Control 
SCC recognises that a project’s scope may require changes to the original specification that result in 


additional effort and/or costs. Whilst there is a defined scope with associated deliverables within this 


document, the customer or SCC may propose a change to this scope during delivery and both parties 


must agree to any proposed changes through the formal change process. 
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6. Commercials 


6.1. Services by Resource 


Resource Days Day Rate Price (ex VAT) 


Project Manager 17  £          773.00   £     13,141.00  


Sentinel Build 8  £          773.00   £       6,184.00  


Lead Technical Architect 28  £          894.00   £     25,032.00  


Total 53    £     44,357.00  


 


6.2. Services by Phase 


Work Stream Days Price (ex VAT) 


Project Initiation 5  £       3,986.00  


Azure Readiness Assessment - Phase 1 21  £     17,806.00  


Azure Readiness Assessment - Phase 2 13  £     11,622.00  


Project Closure 3  £       2,440.00  


Project Governance 11  £       8,503.00  


Total 53  £     44,357.00  


 


All costs are exclusive of VAT and quoted on a time and materials basis. 


This Statement of Work has been based on SCC’s normal working hours of 09.00 to 17.30 hours, 


Monday to Friday excluding bank holidays unless otherwise stated. The customer shall allow SCC to 


work in a contiguous manner, except where we agree otherwise at or before the time of delivery. 


6.3. Additional Sentinel Hosting Costs 
 


Service Unit Qty Unit 
Price 


Total 
Price Per 
Month 


No. of 
Months  


Total Project 
Estimate 


Single Site 99.9% SLA 


Medium VM - 2vCPU, 8Gb 
RAM 


Per 
VM 


1 £196.00 £196.00 3 £588.00 


Add vCPU 
Per 
vCPU 


2 £59.00 £118.00 3 £354.00 


Tier 2 Secure Managed 
Storage 


Per 
GB 


80 £0.17 £13.60 3 £40.80 


MS Windows Licence 
Per 
Server 


1 £15.00 £15.00 3 £45.00 


Sub total       £342.60   £1,027.80 
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6.4. Cancellation Policy 
When resources have been confirmed and booked to complete specific activities within this Statement 


of Work, on dates collectively agreed between Highways England and SCC, SCC reserves the right to 


apply the following cancellation charges to the activities aligned with those dates: 


• Notification within 1 to 5 working days from commencement date – 100% quoted price 


• Notification over 5 working days from commencement date – no cancellation charges 


The impact of cancellation to quotes and costs associated with Hardware and Software items listed 


within this Statement of Work sit outside of this document. 
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7. Responsibilities 


7.1. Highways England Responsibilities 
The points below are the responsibility of Highways England: 


Highways England Responsibilities 


Item Description 


7.1.1  Provide all information required by SCC to complete activities in the required time 


7.1.2  Provide permissions as required by SCC to complete activities in the required time 


7.1.3  Desk space to be made available to SCC staff, as appropriate, throughout the project 


7.1.4  The raising and management of technical change controls through the CAB 


7.1.5  Internal communication to staff 


7.1.6  
Group applications to servers using the provided MAP baseline report within project 
timelines 


7.1.7  


Identify application owners for the applications and organise workshops with the 
application owners, ensuring that at least five workshops are scheduled on the same 
day. Advise SCC where application owners are not available or known 


7.1.8  Attend workshop sessions as appropriate at times agreed mutually in advance 


7.1.9  
Desk space and conference facilities to be made available to SCC staff, as appropriate, 
throughout the project. 


7.1.10  
Provide details of existing LAN/WAN topology including internet connectivity and sizing 
and performance metrics 


7.1.11  


Where possible, supply configuration information or documents to assist the SCC team 


with: 


 Required server and software licences and installation kits 


 Topology and infrastructure diagrams where available 


 Any other relevant documentation that would be useful 


7.1.12  Provide access to Highways England licensing/software procurement personnel/team 


7.1.13  Provide SCC with an up-to-date MLS Report 
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8. Risk Assumptions Issues Dependencies (RAID) 


8.1. Risks 
SCC foresees the following potential risks to the activities outlined within this Statement of Work: 


Risks 


Item Risk Possible Mitigation  


8.1.1  


Information requested from Support 


Teams is not provided in a timely 


manner 


SCC to request information required in 


advance  


8.1.2  
Business change affects IT projects and 


priorities 


Highways England to provide SCC with 


anticipated changes in advance 


8.1.3  


Highways England do not have sufficient 


knowledge of applications and 


technologies to complete discovery  


Highways England to request information 


from third parties as required 


8.1.4  


Access to the requested infrastructure, 


resources and documentation may not 


be complete or provided in a timely 


manner to prevent an impact to 


timescales for delivering the project on 


time and within budget 


SCC to request access required in advance 


8.1.5  


Additional costs may be incurred if a 


dedicated VM is required to be hosted in 


Sentinel for the analysis software (MAP 


and Azure Migrate) 


It is expected that an existing VM can host 


this software 


8.1.6    


 


8.2. Assumptions 
The contents of this Statement of Work are based on the following assumptions: 


Assumptions 


Item  


8.2.1  
Key business and technical stakeholders will be made available as required throughout 
the project by Highways England 


8.2.2  SCC will be granted required logical and physical access to systems as required 


8.2.3  Elements of this work may be undertaken off-site by SCC staff 


8.2.4  
Costs associated with any delays created by third party suppliers engaged by Highways 
England will be at Highways England’s expense 


8.2.5  
Highways England will perform their tasks within the timeframes specified in the project 
schedule 
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Assumptions 


Item  


8.2.6  Information provided by the Highways England is up to date, accurate and complete 


8.2.7  
Availability of Highways England’s IT support teams together with any required application 
and infrastructure subject matter experts for workshops at times agreed in advance 


8.2.8  Application analysis is based on an “as-is” scenario 


8.2.9  Application workshop days will be divided into 1-hour slots for each application 


8.2.10  Workshops will be held at a single location 


8.2.11  
Highways England applications are simple in design and have limited interoperability or 
dependencies outside of a single virtual machine 


8.2.12  
SCC are providing a Cloud Feasibility Report using an ‘as is’ state of the application and 
operating system configuration 


8.2.13  All Information Assurance and security resources will be provided by Highways England 


8.2.14  Any documentation that is produced will be completed in SCC’s standard format 


8.2.15  
The Application Readiness Workshops are anticipated to be conducted for 30% of the 
applications and the final report will be limited to 60 identified applications  


8.2.16  


The following numbers of servers have been used to estimate the time for discovery and 
analysis: 


Phase 1 Exchange 12 Servers and devices 


Phase 1 Citrix 45 Servers and devices 


Phase 1 OpenText 27 Servers 


Phase 1 SQL 20 Servers 


Phase 1 File 8 Servers 


Phase 2 Remaining apps 
approx. 55 


Approx. 144 Servers 


 


8.2.17  The project duration is anticipated to be 7 weeks 


8.2.18  Project Management will be provided on the basis of an average of 1.25 days per week 


8.2.19  All SCC staff working on this project will be a minimum BPSS cleared 


8.2.20  


Azure Migrate and MAP toolset software will be installed on the HE internal network with 
required access to applications and the only information removed will be the reports 
generated by the software for analysis, or provided over a secure (port 443) channel to 
Azure OMS Service Map 


8.2.21  
Costs for hosting (should it be required) Azure Migrate or MAP toolsets have not been 
included in this SOW 


8.2.22  There is no charge for the Azure Migrate or MAP toolset software 
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Assumptions 


Item  


8.2.23  
There will be no performance impact form the analysis software on the virtual machine or 
network when performing the analysis 


8.2.24  
The network analysis is high level assessment particularly looking at the latency and 
bandwidth between an end user and the service accessed 


 


 


8.3. Issues 
The activities outlined in this Statement of Work may be impacted by the following issues that must be 


mitigated against prior to any work commencing: 


Issues 


Item  


8.3.1  


Highways England have identified that they do not have application owners for much of 


the estate and have advised 


 Highways England do not have complete documentation 


 Highways England do not have business system owners with a knowledge of the 


applications 


 Highways England do not have installation media 


 


SCC will make recommendations based on the information available to SCC at the time 


of the analysis, and Highways England understand that this may limit the recommended 


approach.  


 


8.4. Dependencies 
The activities outlined in this Statement of Work are reliant on several dependencies that must be 


undertaken or mitigated prior to any work commencing: 


Dependencies 


Item  


8.4.1  
Where Highways England have application owners, the application owners to have all 


the pre-requisite knowledge of each of the application 


8.4.2  
Provision of access and facilitate meetings with any third-party application providers as 


required. 


8.4.3  Provision of sufficient documentation for in house developed applications. 
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9. Customer Sign Off 


9.1. Statement of Work Acceptance 
 


IN WITNESS OF THE ABOVE the Parties have signed this Agreement on the date written at the head of this 


Agreement. 


Signed for and on behalf of SCC  Signed for and on behalf of Highways England 


Signed  


 


Signed 


 


Print Name  


 


Print Name 


 


Title  


 


Title 


 


Date  


 


Date 
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10. Additional terms, Assumptions and exclusions 
This SOW is provided subject to the following Additional Terms: 


SoW T&C 2017.pdf
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11. Installed Tools 


11.1. MAP Toolkit Requirements 


Supported Operating System 


Windows 10, Windows 7 Service Pack 1, Windows 8, Windows 8.1, Windows Server 2008 R2 SP1, 


Windows Server 2012, Windows Server 2012 R2, Windows Server 2016 


Hardware Requirements 


A computer with at least the following minimum configuration:  


• A dual-core 1.5GHz processor 


• 2.0 GB of RAM 


• 1 GB of available disk space 


• Network adapter card 


• Graphics adapter that supports 1024x768 or higher resolution. At 1024x768, using a DPI 


setting of more than 100% is not supported. At higher resolutions, DPI settings higher than 


100% are supported. 


Software Requirements 


• .NET Framework 4.5 


• Installation of all updates for the operating system. 


• By default, the MAP Toolkit will install SQL Server 2012 Express LocalDB during setup. You 


may also use an existing installation of SQL Server 2008, SQL Server 2008 R2, or SQL 


Server 2012 if you create an instance named "MAPS" before running the MAP Toolkit 


installer. The MAP Toolkit requires the collation order of the database engine to be set to 


"SQL_Latin1_General_CP1_CI_AS". 


• For machines that will run Volume Licensing scenarios, PowerShell 2.0 or higher must be 


installed 


• For machines that will be used to collect Oracle schema information.  The 64 bit Oracle client 


must be installed on the MAP machine to collect schema information 


Firewall Ports 


• WMI Port 135 (DCOM/RPC) for the initial connection, then a dynamically assigned port above 


1024. This is a function of RPC/WMI and not MAP 


• SSH Port 22 


• VMware – Port 80 and/or 443 


• PowerShell – Port 5985 and/or 5986 


• SQL Server – Port 1433 for default instances and port 1434 for SQL Server Browser Service. 


• Active Directory – Start Port 49152 end Port 65535 


• Oracle – Port 1521 


11.2. Azure Migrate 
Please refer to the following link for Azure Migrate requirements: https://docs.microsoft.com/en-


us/azure/migrate/migrate-overview  



https://docs.microsoft.com/en-us/azure/migrate/migrate-overview

https://docs.microsoft.com/en-us/azure/migrate/migrate-overview
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12. SCC’s Azure Cloud Management 
The SCC Universal Cloud Services (UCS) help customers consume cloud on a pay-as-you-go model, 


selecting services from a number of providers including SCC Sentinel, Microsoft Azure and Amazon 


Web Services to best suit the requirements of their workloads.  A core part of SCC Universal Cloud 


Services is a platform that can provide detailed billing insights, usage data reports and analytics to 


enable the Highways England to track consumption and rationalise the IT estate, minimising waste 


storage and bandwidth. It is also fully supported by the SCC Service Desk, who are available 24/7 to 


support our customers.  SCC’s Universal Cloud Service would be available to Highways England as a 


managed service allowing Highways England to consume cloud from multiple providers with visibility 


through one management platform receiving one consolidated bill.   


The benefits of SCC Universal Cloud Services (UCS) include: 


• Highways England can be transitioned to service quickly, enabling secure and easy 


consumption of cloud services with the support they need  


• SCC offers multiple service levels from a full managed service to offering support and 


technical expertise 


• The IT estate is more flexible and scalable to Highways England IT requirements 


• Improved service delivery and workload provisioning 


• Long term cost savings through accurate consumption and billing reporting 


With SCC’s Managed Public Cloud Service, Highways England can consume Azure Public Cloud 


Services using their own Public Cloud accounts with SCC providing monthly consolidated billing, 


invoicing and detailed reporting across multiple Public Cloud Providers.  The SCC service provides 


governance, control and support for Highways England’s IT infrastructure located in Microsoft Azure.  


SCC can manage and support Highways England public cloud services that are been used in the Azure 


and Sentinel environments including: 


• Compute and storage management keeping virtual machines optimised and available when 


needed.  


• Traditional storage capacity management is also provided to ensure performance isn’t 


impaired as Highways England utilises virtual drives. 


• Virtual network management using industry standard change management techniques, 


adapted to Highways England’s security policies while adhering to networking best practices 


and keeping the environment safe in the cloud. 


• Identity management allows Highways England to rely on SCC security experts to generate 


and maintain security policies and access levels around Highways England’s public cloud 


resources. 


• Object storage can be a very cost-efficient way of storing data as long as Highways England 


has the correct policies set up for version control and retention. At set intervals, the team at 


SCC will review Highways England’s usage and suggest optimisations where possible. 


• Finally, SCC’s periodic design reviews will allow Highways England to continue their cloud 


journey past the initial migration allowing them to consider utilising further services such as 


load balancing as a service, database as a service and utilisation tools such as auto scaling.   
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