Annex E

Project Manager

Soldier Training & Special Programmes
Mobility

Dismounted Close Combat Mobility
Defence Equipment and Support

Elm 3c

MOD Abbey Wood

BRISTOL BS34 8JH

MINISTRY OF DEFEMNCE

Tel:

Your Reference:
700028309

Our Reference:
700028309

Date: 06/01/2020

CAV UCR SECURITY ASPECT LETTER

Dear NN

1. On behalf of the Secretary of State for Defence, | hereby give you notice that the following
aspects are designated “Secret Matter” for the purpose of clause 1 a) of Def Con 659 — Security
Measures included in the above contract.

Serial Detailed Aspects of Classification Security Grading

(a) (b) (©)

1 Existence of Project. UK OFFICIAL SENSITIVE

2 Contractor code name (If required & by prior UK OFFICIAL
agreement only).

3 MOD name of contract. UK OFFICIAL SENSITIVE

4 Meaning of MOD name of contract. UK OFFICIAL SENSITIVE

5 SRD as a document. As per protective marking

6 Operational concept. As per protective marking

7 Proposed tactical field application. UK SECRET UK EYES ONLY

8 Method of deployment. UK SECRET UK EYES ONLY

9 Value of Project to UK operational capability. UK SECRET UK EYES ONLY

10 User Unit. UK SECRET

11 Association with other projects that in no way UK OFFICIAL SENSITIVE
details technical specifications or indicates function,
performance or operational use.

12 Association with other projects detailing technical UK SECRET UK EYES ONLY
specifications or indicates function, performance or
operational use.

13 ECM/EMP capabilities and limitations. UK SECRET UK EYES ONLY

14 Nominal system performance objectives. UK SECRET UK EYES ONLY
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15 Required in service date used in conjunction with UK OFFICIAL SENSITIVE
project name.

16 Technical specifications of proposed equipment if UK OFFICIAL SENSITIVE
they in no way indicate function, purpose
performance or operational use.

17 Technical specifications of proposed equipment if UK SECRET UK EYES ONLY
they do indicate function, purpose, performance or
operational use.

18 Models and Mock ups. UK OFFICIAL SENSITIVE

19 Drawings, sketches and photographs if they in no UK OFFICIAL SENSITIVE
way indicate function, purpose performance or
operational use.

20 Drawings, sketches and photographs if they do UK SECRET UK EYES ONLY
indicate function, purpose, performance or
operational use.

21 Major structural details of proposed equipment. UK SECRET UK EYES ONLY

22 Fully operational equipment. UK SECRET UK EYES ONLY

23 Complete system when assembled in an UK SECRET UK EYES ONLY
operational theatre.

24 Overall achieved system performance. UK SECRET UK EYES ONLY

26 Specific radio operating frequencies. UK SECRET UK EYES ONLY

27 Technical Specifications if they in no way indicate UK OFFICIAL SENSITIVE
function, purpose, performance or operational use.

28 Technical Specifications if they do indicate function, | UK SECRET
purpose, performance or operational use.

29 Technical documentation if they in no way indicate UK OFFICIAL SENSITIVE
function, purpose, performance or operational use.

30 Technical documentation if they do indicate UK SECRET
function, purpose, performance or operational use.

31 Technical reports if they in no way indicate function, | UK OFFICIAL SENSITIVE
purpose, performance or operational use.

32 Technical reports if they do indicate function, UK SECRET
purpose, performance or operational use.

33 Programme details and timelines without indicating | UK OFFICIAL SENSITIVE
the user.

34 Cost details. UK OFFICIAL SENSITIVE

35 Numbers of trial equipment. UK OFFICIAL SENSITIVE

36 Numbers of production equipment. UK OFFICIAL SENSITIVE

37 Details of proposed deliveries to User. UK OFFICIAL SENSITIVE

38 Degree of protection in transit/storage. Commensurate with the

equipment or documentation
protective marking
2. Will you please confirm that:
a. The above definition of the Secret Matter of the above contract has been brought to

the attention of the person directly responsible for the security of this contract.

b. The definition is understood.
C. Measures can, and will be taken to safeguard the Secret Matter.
3. Any access to information on MOD premises that may be needed will be in accordance with

MOD security regulations under the direction of the MOD Project Officer, STSP DCC PT.
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4. If you have any difficulty either in interpreting the definition of the Secret Matter or in
safeguarding it, will you please let me know immediately, and send a copy of your letter to your
Security Adviser.

5. In the event of a contract being placed with you, these aspects would constitute Secret
Matter for the purpose of clause 1a) of DEFCON 659 - Security Measures.

Yours faithfully
[Electronically Signed]

Project Manager
Soldier Training and Special Projects (STSP)
Dismounted Close Combat (DCC)

Distribution:

External:

As the Expressions of Interest Letter
Internal:

STSP Security Manager



