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Overview 

1.1.1 This document sets out in the form of a disposal schedule the retention 
periods for information processed by the Service Provider for the London 
Cycle Hire Scheme.  This is primarily focussed on information that refers to 
individuals but also includes types of information that do not comprise of 
Personal Data. 

A disposal schedule will assist with: 

 Reducing multiple sets of identical records and data 

 Removing obsolete or inaccurate information 

 Improving business processes 

 Meeting legislative compliance requirements 

 Creating corporate rules for records disposal as part of new system 
implementation 

1.1.2 It is important to note that retention periods set out in this document reflect 
current requirements which may be subject to change.  Consequently the 
schedule should be reviewed regularly to ensure its continuing applicability, 
and where necessary amendments be made.  

1.1.3 In the event of a dispute, information must be maintained for as long as 
necessary to support the dispute process. A dispute may include, but not be 
limited to:  

 a Customer Complaint; 

 a legal claim; 

 a complaint to the Ombudsman; or 

 any other court or legal proceedings. 
 

1.1.4 All retention periods for scanned documentation are provided under the 
assumption that the hard copy documents are scanned to BSI 10008 
(Evidential weight and legal admissibility of electronic information) standards. 
Where scanned documentation does not meet BSI 10008 standards, then the 
hard copy documents shall be retained for the same period as the 
corresponding scanned documentation. 

1.1.5 Responsibility for overseeing and monitoring the appropriate disposal of 
information processed by the Service Provider in accordance with the 
provisions of this document should be allocated to an Authorised User(s) as 
agreed with TfL. 

1.1.6 The information retention policy will be reviewed between the Service 
Provider and TfL on a 12 month basis, as a minimum.  

1.1.7 The Service Provider shall ensure that if any information is not specified in the 
following table, they will agree an appropriate retention period with TfL.  
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Disposal schedule 
 
London Cycle Hire Scheme disposal schedule (last updated 02 October 2014) version 0.4 

Item 
number 

Item description  Purpose  Format/medium  Statutory retention 
requirement or code 
of practice retention 
advice  

TfL retention period  Reason for retention 
and additional 
information 

1. Customer account management 

1.4 Customer journey 
history (inc Bicycle ID, 
membership ID where 
applicable, hire 
start/end date/time, 
start Docking Station, 
end Docking Station) 
 
A journey is created 
when a bicycle is hired 
and then subsequently 
docked 

Managing customer 
travel 

Electronic Principle 5 of the Data 
Protection Act 1998 

12 months after 
journey 

UK best practice to 
comply with the Data 
Protection Act and to 
enable customers to 
verify or make 
enquiries concerning 
journeys 

2. On-Street Operations  

3.1 Bicycle Data (inc 
record of journeys 
made on each Bicycle, 
Asset management 
Data – eg 
maintenance, fault and 
repair data) 
 

Asset management Electronic Limitation Act 1980 
(personal injuries – 
date of cause of action 
accrued / knowledge of 
injury + 3 years) 

4 years after the 
bicycle is taken out of 
operational within the 
Scheme 

To maintain a complete 
record in the event of 
any legal claims 

3. System Operation 
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London Cycle Hire Scheme disposal schedule (last updated 02 October 2014) version 0.4 

Item 
number 

Item description  Purpose  Format/medium  Statutory retention 
requirement or code 
of practice retention 
advice  

TfL retention period  Reason for retention 
and additional 
information 

4.2 Subject access 
requests for personal 
data under the Data 
Protection Act 1998  

Managing subject 
access requests under 
the Data Protection Act 
1998  
 

Electronic - 2 years after case 
closed 

To allow for the 
resolution of 
complaints to the 
Information 
Commissioner 
 
Consistent with period 
stipulated in TfL 
Corporate Information 
and Records disposal 
schedule 

4.3 Audit of user password 
resets 

Systems management Electronic - 12 months To ensure and 
demonstrate system 
security  

4.4 User audit log data – 
eg sign-on and sign-off 
transactions, access to 
information 

Systems management Electronic - 12 months To ensure and 
demonstrate system 
security 
 
ISO 27001 reference: 
A12.4.3 
TfL Security Control: 
Control 4 (Vulnerability 
Assessment and 
remediation), Control 
13 (Admin Privileges), 
Control 15 (Audit Log 
Process) 
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London Cycle Hire Scheme disposal schedule (last updated 02 October 2014) version 0.4 

Item 
number 

Item description  Purpose  Format/medium  Statutory retention 
requirement or code 
of practice retention 
advice  

TfL retention period  Reason for retention 
and additional 
information 

4.5 Security log data Systems management Electronic - 13 months To ensure available in 
case of fraud 
investigation  
 
ISO 27001 reference: 
A12.4.3 
TfL Security Control: 
Control 4 (Vulnerability 
Assessment and 
remediation), Control 
13 (Admin Privileges), 
Control 15 (Audit Log 
Process) 

4.6 Interface log data Systems management Electronic - 24 months To ensure and 
demonstrate system 
security and 
transaction integrity 
 
ISO 27001 reference: 
A12.4.3 
TfL Security Control: 
Control 4 (Vulnerability 
Assessment and 
remediation), Control 
13 (Admin Privileges), 
Control 15 (Audit Log 
Process) 
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London Cycle Hire Scheme disposal schedule (last updated 02 October 2014) version 0.4 

Item 
number 

Item description  Purpose  Format/medium  Statutory retention 
requirement or code 
of practice retention 
advice  

TfL retention period  Reason for retention 
and additional 
information 

4.7 Backup data Business continuity Electronic - Backups are 
overwritten at the end 
of an 8 week cycle 

To allow system 
recovery in the event of 
a failure 
 
ISO 27001 reference: 
A12.3.1 
TfL Security Control: 
Control 8 (Data Backup 
and Recovery) 

4. Scheme reporting / management information 

5.1 Management 
information – data used 
in performance 
indicator reports, 
operational reports and 
other ad-hoc reports 

Preparation of 
management 
information reports 

Electronic - 7 years (after this 
period the data shall 
only be retained if the 
equivalent data is still 
retained in the Central 
Systems) 

To allow for analysis of 
performance 
 

 


