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1 Introduction

1.1 This Appendix sets out the requirements and expectations on the Service Provider in
managing all Incidents to resolution including the development, maintenance and
execution of Incident management plans and Incident reporting.

1.2 For the purposes of this Appendix, the definition of an Incident shall be construed as:

1.2.1 An event that occurs or is observed during the manufacture and/or supply of the
Bicycles and/or provision of the Services, which causes, or may cause, an adverse
impact on the provision, quality or reputation of the Scheme or the Scheme Assets,
Service Systems and Services (or any parts thereof), including:

i) Errors;

ii) Service Issues;

iii) Security Incidents;

iv) Pl Incidents

v) Health and Safety Incidents; and

vi) Reputational Incidents, and

~ A~ A~~~ o~

1.2.2 Orin the case of Testing, where the relevant Test Criteria are not met.

1.3 The purpose of this Appendix is to inform the Service Provider of the following:

1.3.1 The type of Incidents the Service Provider is likely to face during the operation of
the Scheme;

1.3.2 The process for responding, resolving and manging Incidents;

1.3.3 How Incidents shall be communicated and managed between the Service Provider
and Other Service Providers; and

1.3.4 How Incidents shall be communicated and managed between the Service Provider
and Other Service Providers.

1.4 The Service Provider should note that this Appendix is for information purposes only and
are encouraged to undertake its own independent analysis to support its proposed
solution.

1.5 The Service Provider should read this Appendix in conjunction with Schedule 1
(Definitions) and Schedule 4 (Statement of Requirements).
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2 Incident Classification Table

2.1 TTL have identified four (4) key Incident Classifications which includes, but not limited to:
2.1.1 Minor Service Affecting;

2.1.2 Minor Non-Service Affecting;
2.1.3 Major Service Affecting;
2.1.4 Major Non-Service Affecting.

2.2 The table below illustrates each Incident Classification, how Incidents shall be

recorded/reported, the subsequent Service Provider action and how Service Providers will
communicate with Other Service Providers and Third Parties.
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Incident Example How will the Service How will Main form of Main form of
Classification | Incident Incident be Provider the Incident | communication communication to
recorded? Action be from Other Other Service
reported? Service Providers?
Providers?
Minor Failure to meet | Service Level | Daily SLA Data feeds SLA Reporting
Service SLA’s identified | Agreement operational Reporting
Affecting in Schedule 6 (Schedule 6) intervention
and Incident
Log.
Minor Non- | Failure to Incident Log Conduct Monthly Data Feeds Operational
Service update the trend Operational Management Tool
Affecting Asset analysis Reporting (OMT)
Management and/or
System with Problem
maintenance management
records
Major Fault with a Major Incident | Action shall | Major Telephone shall Telephone shall be
Service critical Service Plan and be incident be the primary the primary channel
Affecting System Service Level | determined report, channel of of communication,
Agreement by the Major | lessons communication, but backed up by
(Schedule 6) Incident learntand | but backed up by | OMT.
Plan. SLA Data Feeds.
reporting
Major Non- | Major Health Major Incident | Action shall | Major Telephone shall Telephone shall be
Service and Safety Plan be Incident be the primary the primary channel
Affecting Incident e.g. determined Report and | channel of of communication,
Customer by the Major | Lessons communication, but backed up by
involved in road Incident Learnt but backed up by | OMT.
traffic accident. Plan. Data Feeds.




3 Interaction With Other Service Providers and Third Parties

3.1 The Service Provider could be notified of Incidents from a number of different parties where action may be required to be taken by the Service
Provider to assist with resolution:

3.1.1 Transport for London;

3.1.2 Scheme’s Contact Centre;

3.1.3 RCC Contractor;

314 Scheme’s Cleaning Contractor;
3.1.5 London Borough’s;

3.1.6 City Hall;

3.1.7 Any of London’s Blue Light Services;
3.1.8 A Customer using the Scheme; and
3.1.9 A member of the Public.

3.2 Upon discovering an Incident, the Service Provider may need to notify:

3.2.1 TTL;

3.2.2 Contact Centre Provider;

3.2.3 RCC Contractor;

3.24 Cleaning Contractor; and

3.2.5 Any of London’s Blue Light Services.

3.3 TTL would expect all Incidents to be recorded in line with the Incident Classification Table in paragraph 2.2 above.

3.4 Where relevant, the Service Provider will have to work collaboratively with one or more of the parties listed above ensuring information can be
freely exchanged and that all relevant parties are kept informed of the status of the Incident.
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4 Managing an Incident

4.1 This process describes the interaction between TfL, service providers and other external parties to deal with an event which disrupts or could
disrupt normal operational service.

First Contact Primary Service Provider Service Provider
Incident or fault o L
nciaent or rau
report is received - Recordiand 05. Record and T
I > investigate Starts P . : 5
! Ared G ol Send reportto - incident report—— investigate =
1 INCILLME QfF A responsible SP | incident or fault Starts
| report 1 report
01_ . @Stans 3 1
Evaluate incident ! !
or fault type. | Is another SP 1
5 responsible? Yes =
2 Stops S
3 g
é No §
< 2
Send incident or | is another SP 08. T 12
fault report to ; required in the Yes—————————— | Engage with ¢ f ! Incident or fault is
primary service escltiiong required SP resolved
provider
No i L
@Stops v
Coo?c?i-nate Q7. 13,
Is this a major i <t Discuss and agree Confirm incident
incid No End incident/fault - -
incident . execution plan or fault resolution
resolution
Yes 1
03 SP delivered t 10 |
- as St celverec o Yes————»{ Incident or fault is ! @
Escalate to CE, ST > resolved | End  Stops
LCHS and ;
Emergenc |
Ser\?icesy No ¢ 1
=z 14 g !
09. Infor;T:l aI_Idpar;ties @ @
Senvice of inciden J
fend Smps Escalation resolution End Stops
KEY PRINCIPLES NOTES
1. All parties must have the ability to communicate (at least record reference IDs) between themselves and with another 1. CCO/CHO agents are responsible for identifying the type of incident or fault
party on their respective Operational Management Tool (OMT) or CRM. reported and passing this to the responsible service provider. An incident or fault
o . o . . . . scenario matrix will be provided to support CCO/CHO agents..
2. Where the incident is a major incident, LCHS, CE Services and the Emergency Services will be informed of the
incident. Escalation to these stakeholders will be dependent on the incident type which will be captured in the Incident 9. Escalation of service issues (including delayed delivery of service requests or
Scenario Matrix (Annex 1) non-compliance to agreed execution plans) will be made through the relevant TfL
3. Service providers are responsible for the delivery of the contracted services specific to their area. They will develop service team responsible for managing the contract for that service.
processes and procedures for these services and provide documentation to TfL on demand.
4. Communication between the different parties will be pulled into the CE Data Warehouse for monitoring / reporting
purposes. To support this, quality standards for incident/service reference |Ds will need to be agreed and monitored by
all parties.
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5 Major Incident Planning

5.1 In the event of a Major Service or Major Non-Service affecting Incident, it is assumed that:

51.1 The Service Provider will act in accordance with its agreed Major Incident Plans for that type of Incident;

51.2 The Service Provider will inform TTL Management of the Incident within a maximum of one hour which needs to be acknowledged by
TTL Management;

51.3 From that moment, TTL Management will advise on the co-ordination to resolve the Incident, in many cases, it will be the Service
Provider’s responsibility to resolve the issue, communicate with Other Parties and record actions taken;

514 Once the Incident is resolved a Major Incident Planning Review Report will be produced (and, if necessary a review session with TTL
and/or any other relevant Service Providers / Third Parties) to summarise the following, including but not limited to:

5.1.4.1 Performance against the Major Incident Plan and lessons learnt from non-performance;

5.1.4.2 Root cause analysis to identify the Incident;

5.1.4.3 Any improvements to be made to avoid future reoccurrence and;

5.1.4.4 How the Major Incident Plans have been updated to improve future major Incident responsiveness.

5.2 As part of the wider Incident Log, an ongoing record of major Incidents, the type of major Incident and associated reports shall be captured.

5.3 Where a Service Provider has actions to resolve a major Incident that forms part of a scheme-wide major Incident, it is reasonable that each
Service Provider would hold its own relevant Major Incident Plan for these Incidents that compliment other Service Provider Plans.

6 Major Incident Plan Example

6.1 TTL would expect an exemplar Major Incident Plan to contain the following information for each major Incident Classification:
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6.1.1 Immediate actions to be taken;

6.1.2 Which named individuals or departments are responsible for the actions;

6.1.3 How individuals or departments are expected to communicate with Other Service Providers and internally;
6.1.4 How the Incident is to be recorded;

6.1.5 How the escalation of information will be managed;

6.1.6 Anticipated time frames for the completion of each action; and

6.1.7 Report templates.

6.2 As a minimum, Major Incident Plans should be produced for the following Incident Classifications:

6.2.1 Maijor Service Affecting

6.2.1.1 Faults with critical Service Systems, servers or Interfaces; and
6.2.1.2 Closure or temporary loss of access to Premises.

6.2.2 Major Non Service Affecting
6.2.2.1 Security breaches;
6.2.2.2 Major Health and Safety Incidents involving Employees, Contractors, Customers, Members of the Public, any individual
at the Premises; and

6.2.2.3 Data loss.

6.3 Service Providers should note that this list is not exhaustive and a more comprehensive list of agreed Major Incident Plans to be delivered as part
of milestone delivery and ongoing operational requirements will be discussed during contract award.

7 Reporting
7.1 Reporting of all Incidents should be in line with the Incident Classification table illustrated in paragraph 2.2 above.

7.2 Incident Logs, major Incident reports, OMT reports and Service Level Agreement reports will be reviewed as part of TTL Service Review Meetings.
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7.3 The Service Provider should note that all reports and plans linked to Incident Management are likely to be shared with Other Service Providers for
their information and to facilitate lessons learnt/promoting best practice.
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Annex 1

Draft: For lllustration Guidance Only

. Who
Service Management Use Case Type Who reports it L rr:;glr\:es e Who records it cordinates Consulted Informed who resolves it
this

Blue Light Emergencies - Road Traffic Major Customer cco Lot BMS Lot BMS LCHS cco Lot BMS
Accident - Bike Emergency Services

Emergency Services CCO Lot BMS Lot BMS LCHS CCO

Lot BMS

TiL Lot BMS Lot BMS Lot BMS LCHS . CCO Lot BMS
Emergency Services
VIP LCHS Lot BMS Lot BMS LCHS CCO Lot BMS

Emergency Services
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Blue Light Emergencies - Road Traffic
Accident - Docking Station
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Major

Customer

Emergency Services

Emergency Services

VIP

TfL

CCO Cubic / Lot BMS
CCO Cubic / Lot BMS
LCHS Cubic / Lot BMS

LCHS Cubic / Lot BMS

Cubic Cubic / Lot BMS
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Cubic

Cubic

Cubic

Cubic

Cubic

LCHS
CE Service Team CCO, Cleaning Cubic / Lot BMS
Lot BMS

CE Service Team CCO, Cleaning,

Lot BMS LCHS Cubic / Lot BMS
Emergency Services
CE Service Team CCO, Cleaning, S Lk B

Lot BMS LCHS
Emergency Services

CCO, Cleaning,
Lot BMS LCHS, CE  Cubic / Lot BMS
Emergency Services Service Team

CCO, Cleaning,
Lot BMS LCHS, CE  Cubic / Lot BMS
Emergency Services Service Team
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Blue Light Emergencies - Road Traffic
Accident - Vehicle (Lot BMS)

Blue Light Emergencies - Crime Scene -
Bike Only

Blue Light Emergencies - Member of
Public fallen ill with a bike

Vandalism - Bike

Vandalism - Docking Station

Vandalism - Terminal

Vandalism - Docking Station
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Major

Major

Major

Major/Minor

Major/Minor

Major/Minor

Major/Minor
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Health and Safety - Cable Exposed Safety Critical

LCHS
Lot BMS
Customer Ccco Cubic Cubic UKPN Cleaner UKPN\LOHAC
CE Service

Team
Health and Safety - Lot BMS operative

Injured Safety Critical

LCHS

Emergency Services LCHS Lot BMS Lot BMS Emergency Services Lot BMS
Hgalth and Safety - Lot BMS operative Major\Safety Critical
Injured
Emergency Services LCHS Lot BMS Lot BMS Emergency Services LCHS Lot BMS
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Bike Triangle

Bike - Issue with docking bike

Bike - can't ride it as got a mechanical
fault (mid journey)

Bike Lost

Bike Stolen

Bike Found

Bike - Fault red button press

Power outage - Lot BMS

Loss of Service - Service Provider
Interface

Loss of Service - Orbit - Lot BMS
Loss of Service - Orbit - Cubic

Request for bikes for an event / TV
programme or film/ charity event etc
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Major

Major

Customer

Customer

Customer
Customer
Customer
Customer

LCHS

CCo Lot BMS
CCo Lot BMS
Cco Lot BMS
Cco Lot BMS
CCo Lot BMS

Cubic/Lot BMS

Lot BMS Lot BMS
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Lot BMS

Lot BMS

Lot BMS
Lot BMS
Lot BMS
Lot BMS

Lot BMS

Lot BMS

LCHS

LCHS
Cubic

LCHS

LCHS
LCHS
LCHS

Cubic

Lot BMS

Lot BMS

Lot BMS
Lot BMS
Lot BMS
Lot BMS

Lot BMS
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