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CAMC Digital Asset Data and Information - Tranche 1
Package 6 - Asset Data Security
PSA 11 – Additional Text


Project Background - The CAMC Digital Asset Data and Information (CAMC DADI) project is about determining and delivering a whole life digital data and information approach to realise the future ambitions and plans for asset management. Successful delivery of the project will enable a coherent digital and data driven approach, helping to transform our business into one that is digitally ready and able to meet our world class asset management ambition.  

The CAMC Digital Asset Data and Information vision is:
“For the Environment Agency and its partners to have information they can trust and rely on, even when it is produced by someone else, to make sound business decisions quicker and faster. Our staff and partners to be productive anytime, anywhere, from any device using the most appropriate technology.  To use smart technology in a coherent way and build our capability to prepare ourselves for more digital working in the future.”
We are currently forming our strategy and at this present time are reviewing our options.  There are six work packages under tranche 1 of this project.  These cover Asset Data Library (package 1), Digital Engineering Standards (Package 2), CAD Standards (package 3), 4d & 5D Building, information and modelling (package 4), Parametric Object Library (package 5) and Asset Data Security (package 6).  Work packages 1-5 we are envisaging letting through an already established government framework as a call-off contract, however package 6 will be a separate entity.  This advert is therefore be placed to gage possible supplier interest in package 6 only.

Package 6 – Asset data security  - The asset data security vision: “With ever increasing threats both physically and through cyber and digital processes, a scaled and security minded segregated approach to asset data and its access, must be constantly developed, enforced and maintained.  The maturity and type of threat is likely to constantly mature and develop and our defence and methods must also mature and develop ahead of the threat.  

This must be proportional and balanced with the strong corporate direction and benefit from the presentation of open linked data and the need to gain the advantages of collaborative digital working and the efficiencies and agility this brings.  A scaled security minded and risk based approach must be maintained across different projects, assets, locations, data and user classes, with a default position of secure.”
Details of the services are: 
1. Description of the work: 
To support the Environment Agency CAMC DADI Team in the development the options for a scaled security minded approach to asset data security suitable for the information, files and data generated during capital projects and operational service supply contracts with external suppliers and stakeholders and within the Environment Agency and its employed systems.  
The service shall include all activities required to analyse, collect, map, structure and deliver the options for asset data security provision including description of the proposal applied to a round-trip test use between the Environment Agency, stakeholders and a supplier and back. 
The following activities are envisaged (the scope is not limited these listed activities):
· Development of option proposals for the technical standards proposal documentation for the asset data security requirements 
· including an approach to open asset data shared between staff, suppliers, partners including other Government Departments
· an approach to Freedom of Information & Requests for Information (Utilities).
· Option proposals for a case study round-trip use of the standard into a typical project design use scenario. 
· Reporting:
a) Monthly project progress reports and updates to risk and issue logs.
b) Weekly project team teleconferences to be attended by supplier project manager or nominated deputy.
c) Attendance as Senior Supplier at quarterly project boards.
d) Regular schedule reviews and updates as required my any changes to the timeline.
e) Final project report, detailing
· Options proposal for a security minded approach to asset data security
· methods, processes and tools used
· cost benefits & risks for each option
· delivery against critical success factors
· recommendations for improvement and follow-on work
· recommended option proposal
2. Specifications of standards to be used
a) BS1192-5 Collaborative production of information: 
3. Constraints on how the Consultant provides the services
a) The Consultant shall delivery the output to the specifications set out above but subject to variation agreed with the CAMC DADI Team proposed by the Consultant
4. Requirements of the programme
a) TBC
5. Services and other things provided by the Employer
a) Access to and use of Asite Adoddle online file repository
b) Access to the Information Delivery Plan Tool
c) Access to the appropriate documentation and internal Environment Agency standards and process. Note the British Standard is publicly available free of charge from BSI
6. Outputs
a) Option proposals for a scaled security minded approach to asset data security and the technical standards documentation required to implement the approach
b) Option proposals for a case study report with supporting example use documentation
e) Progress reporting as above

How to apply - This is all the information we will be releasing at this present time.  If you could fulfil this brief and are interested in bidding for this work opportunity, please could you email Alison Dyson (al.dyson@environment-agency.gov.uk) your contact details (contact name, Company name and address, telephone and email address) by 5:00pm on Tuesday 9 May 2017.  I will register your interest and when tender documentation is ready and available, issue it to you to complete.  Thank you.
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